arXiv:1506.08458v3 [quant-ph] 10 Jul 2017

A largely self-contained and complete security
proof for quantum key distribution

Marco Tomamichel' and Anthony Leverrier?

LCentre for Quantum Software and Information, University of Technology Sydney, Australia
2|nria Paris, France

July 11, 2017

In this work we present a security analysis for quantum key distribution, establishing a rigorous
tradeoff between various protocol and security parameters for a class of entanglement-based and
prepare-and-measure protocols. The goal of this paper is twofold: 1) to review and clarify the state-
of-the-art security analysis based on entropic uncertainty relations, and 2) to provide an accessible
resource for researchers interested in a security analysis of quantum cryptographic protocols that
takes into account finite resource effects. For this purpose we collect and clarify several arguments
spread in the literature on the subject with the goal of making this treatment largely self-contained.

More precisely, we focus on a class of prepare-and-measure protocols based on the Bennett-
Brassard (BB84) protocol as well as a class of entanglement-based protocols similar to the Bennett-
Brassard-Mermin (BBM92) protocol. We carefully formalize the different steps in these protocols,
including randomization, measurement, parameter estimation, error correction and privacy ampli-
fication, allowing us to be mathematically precise throughout the security analysis. We start from
an operational definition of what it means for a quantum key distribution protocol to be secure and
derive simple conditions that serve as sufficient condition for secrecy and correctness. We then derive
and eventually discuss tradeoff relations between the block length of the classical computation, the
noise tolerance, the secret key length and the security parameters for our protocols. Our results
significantly improve upon previously reported tradeoffs.

1 Introduction

Quantum key distribution (QKD) is a cryptographic task that allows two distant parties, Alice and Bob, to
exchange secret keys and communicate securely over an untrusted quantum channel, provided they have access
to an authenticated classical channel. The first QKD protocol, BB84, was proposed by Bennett and Brassard
[1] more than three decades ago and the last 30 years have witnessed staggering experimental advances, making
QKD the first quantum information technology. With the advent of quantum information theory, Ekert [2]
offered a fruitful new perspective on quantum key distribution by casting it in terms of quantum entanglement
and Bell nonlocality and it was quickly noted that the original BB84 protocol can be seen in this light as well [3].
This new perspective was particularly useful for the development of formal security proofs of QKD.

Formalizing the intuitive security arguments accompanying the first protocols has proven to be challenging.
Early proofs by Lo and Chau [4], Shor and Preskill [5], and Mayers [6] successfully attacked the problem in the
asymptotic limit of infinitely many exchanged quantum signals (and unbounded classical computing power).
A later work by Koashi [7] first brought to light that security can be certified using an entropic form [8] of
Heisenberg’s uncertainty principle [9]. However, these works all lacked a convincing treatment of the security
tradeoff in a more realistic regime where the number of exchanged signals and the classical computing power
(i-e., the length of the bit strings computations are performed on) are necessarily finite, and the final secret key
is thus also of finite length. As absolute security is no longer feasible, the first and most crucial question arising
in this finite regime is how to properly define approximate security of a cryptographic protocol. Following
developments in classical cryptography, Renner [10] extended the concept of composable security to quantum
key distribution and established a first security proof for finite key lengths. This security analysis essentially
established a tradeoff between different parameters of a quantum key distribution protocol:
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Block length: During the run of the protocol the two honest parties, typically called Alice and Bob, prepare,
send and measure quantum signals and store the results of these measurements in bit strings that they store
on their respective (classical) computers. These bit strings will eventually be used to check for the presence
of an interfering eavesdropper and to compute a secret key. As these strings get longer it gets easier to
guard against eavesdroppers and secret keys can be extracted more efficiently. On the other hand there
are limitations on the length because we would like to start producing a secret key as early as possible?
and because computations on longer strings get more and more difficult. The length of the bit strings
used in the protocol is called the block length. Current experimental and commercial implementations of
quantum key distribution typically work with block lengths of the order 10°-10% whereas block lengths
of the order 107-10% can be achieved, but require an extreme stability of the system during the several
hours required to collect the data [11], [12].

Key length: The secret key length is the length of the secret key (in bits) that is extracted from a single block
of measurement data. An ideal secret key is a uniformly random bit string perfectly correlated between
Alice and Bob and independent of any information the eavesdropper might have collected after the run of
the protocol. The ratio of the key length to the block length is a key performance indicator of quantum
key distribution systems.

Security parameters: Modern security definitions for quantum key distribution rely on approximate indis-
tinguishability from an ideal protocol, which ensures that the resulting key can be safely used in any other
(secure) application. In this case, the ideal protocol either has the two parties produce an ideal secret
key or an abort flag that indicates that no secret key can be extracted, either because an eavesdropper
is present, or more mundanely because the quantum channel is too noisy. The security parameter is the
distinguishing advantage between the real and the ideal protocols, given by the diamond norm distance
between the two protocols. Evidently we would like this parameter to be very small and while there is no
consensus on what value it should have we will take it to be 1071Y for our numerical examples.

Robustness: According to the notion of security discussed above, a quantum key distribution protocol can be
perfectly secure and completely useless because it always aborts. As an additional requirement we thus
impose that the protocol succeeds with high probability when the quantum channel is subject to noise
below a specific (and realistic) threshold. This describes the robustness of the protocol against noise, that
is, the probability that the protocol returns a nontrivial key for a given noise level. The noise model
used should capture the dynamics of the quantum channel in the expected field operation; however, the
exact specification of the noise model —and whether the noise is caused by an eavesdropper or just by
the undisturbed operation of the channel —is independent of any security considerations and can thus
be treated independently. The robustness, and more specifically the values of the channel parameters for
which the robustness goes to zero, is an important figure of merit to compare the expected performance
of various protocols.

The tradeoffs between these parameters have been significantly improved since Renner’s proof [10], in par-
ticular by Tomamichel et al. [13] and Hayashi and Tsurumaru [14], so that the proofs are now sufficiently tight
to provide security for realistic implementations of quantum key distribution. The present analysis will mostly
follow the approach in the former paper [13].

So what justifies us revisiting this problem here? Firstly, we believe that presenting a complete and rigorous
security proof in a single article will make the topic of finite size security more accessible to researchers in
quantum cryptography. Secondly, thanks to some improvements in the technical derivation and a steamlining
of the analysis, our proof yields significantly stronger tradeoff relations between security and performance
parameters. It is worth noting here that strengthening theoretical tradeoff relations of a QKD protocol has
rather direct implications for practical implementations as it allows for the generation of more secure key at the
same noise level without any changes to the hardware. Thirdly, although all the necessary technical ingredients
and conceptual insights are present in the literature, we were not able to find a concise security proof for any
QKD protocol that satisfies the following two stringent criteria:

1. The protocol is able to extract a composably secure key for reasonable parameters (i.e. realistic noise levels,
security parameters and block lengths that can be handled with state-of-the-art computer hardware).

2. The protocol and all the assumptions on the physical devices used in the protocol are completely specified
and all aspects of the protocol are formalized, including the randomness that is required and all the
communication transcripts that are produced.

IThis is most relevant for implementations that suffer from a low rate of measurement events, e.g. entanglement-based imple-
mentations.
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The second point may appear trivial —but we believe the absence of a complete formalization of all aspects of
a protocol found in many research papers presents a major obstacle in verifying the proofs and learning about
the security of quantum key distribution and quantum cryptography in general. It is in fact common in much
of the present literature to fully formalize some aspects of a security proof while keeping other aspects vague
and informal — and this has lead to various misconceptions.

Let us illuminate this issue with an example. It is often argued (e.g. in [15]) that collective attacks (where the
eavesdropper attacks every quantum signal exchanged between Alice and Bob in the same way) are optimal for
the eavesdropper using symmetry and de-Finetti arguments [16, 17]. To get such symmetry it is at some point
or another used that measurements are performed in a random basis or that a random subset of raw key bits
are used for parameter estimation. However, complete security proofs also must allow for the protocol to abort
in case certain thresholds are not met, and one is then left to analyze the state of the system conditioned on the
fact that the protocol does not abort. This conditioning will in general introduce correlations between the state
held by Alice and Bob and the seeds used to choose the measurement bases and parameter estimation subset,
violating the strict symmetry assumptions. Even if these correlations are weak in typical cases, they prove
problematic since they allow the eavesdropper to slightly influence Alice and Bob’s measurement devices?,
something which is usually explicitly forbidden in security proofs for quantum key distribution with trusted
devices. Hence, many simple arguments based on symmetry or independent randomness simply do not go
through without modification when the security proof is put under a microscope.

As mentioned above, the early asymptotic proofs fail with Point 1. Moreover, while Renner’s analysis [10]
gives bounds for finite keys, these are not sufficient to pass Point 1 since the bounds are not strong enough for
realistic key lengths.? More recent security proofs by Tomamichel et al. [13] and Hayashi and Tsurumaru [14]
satisfy Point 1, but they are not fully formalized and thus do not satisfy Point 2.4 In fact, our requirements in
Point 2 are very stringent and we are not aware of any security proof that has met this level of rigor, except
arguably Renner’s thesis [10]. A recent security proof for the one-sided device-independent setting [20] satisfies
Point 2 but provides a key rate that is not optimal asymptotically.

Results and Outline. In the present paper, we give a rigorous and largely self-contained security proof for
QKD that satisfies the two conditions above. The proof is based on the security analysis in [13] and uses an
entropic uncertainty relation [21] as its main ingredient. A few additional technical results and modifications
of previous results are needed. We hope that our proof is accessible to all researchers interested in the security
of quantum cryptography. As such, our treatment does not require the reader to have prior knowledge of
various tricks and security reductions in quantum cryptography, but presumes a solid understanding of the
mathematical foundations of quantum information theory.

The remainder of this manuscript is structured as follows. First we introduce necessary notation and concepts
in Section 2. In Part I we analyze a class of simple entanglement-based protocols reminiscent of the BBM92
protocol [3]. Section 3 formally describes the class of protocols we are using (see also Table 2). Section 4
formally introduces our security definitions and claims. We discuss our results in Section 5 and provide a
detailed security proof in Section 6. In Part IT we move on to a prepare-and-measure protocol that is essentially
equivalent to BB84. Section 7 formally introduces this class of protocols (see also Table 5). We discuss our
results in Section 8 and provide in Section 9 the security reduction from the prepare-and-measure protocol to
the entanglement-based protocol.

2 Formalism and notation

We will summarize some concepts necessary for our formal security proofs here, assuming that the reader is
familiar with the mathematical foundations of quantum information theory. We refer to [22] for a comprehen-
sive introduction into this mathematical toolkit. Sections 2.1-2.4 are necessary for understanding our main
exposition whereas the concepts introduced in Sections 2.5 will be employed only in the security proof.

2An example is the following attack in the prepare-and-measure version of BB84: for each state sent by Alice, Eve randomly
chooses to either measure it in the computational basis, or do nothing. Such an attack would only create errors when Bob measures
in the Hadamard basis, and the conditioning on not aborting would therefore slightly favor measurement choices for Bob biased
toward the computational basis.

JUnfortunately, de Finetti reductions often do not provide good bounds in practice and at least 10° or 10% uses of the quantum
channel are typically required for the key rate to effectively become nonzero [15, 17, 18].

4For example, a small flaw in the formalization of the protocol in [13] has recently been pointed out by Pfister et al. [19]. While
this does not suggest that the security guarantees in [13] are invalid, it is a stark reminder that Point 2 is often not taken seriously
enough.
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2.1 Quantum systems, states and metrics

Individual quantum systems and the corresponding finite-dimensional Hilbert spaces are denoted by capital
letters. The dimension of the system A is denoted by |A|. A joint quantum system AB is defined via the
tensor product of the corresponding Hilbert spaces of A and B. We use [m] to denote the set {1,2,...,m}
and use Ap,,) to denote a joint quantum system comprised of quantum systems A;As ... Ap,. Similarly, if the
subscript is a subset of [m], we just refer to the subsystems in the subset. Let us also introduce the notation
I, 1 := {m C [m] : |n| = k}, the set of subsets of [m] of size k.

We write S(A) to denote normalized states on A, i.e., positive semi-definite operators acting on the Hilbert
space A with unit trace. A state is called pure if it the corresponding operator has rank 1. We will employ the
trace distance between states, which is defined as

o= ol = sgptr{P(p—U)} (1)

where P ranges over projectors, i.e. positive semi-definite operators with eigenvalues in {0,1}. In particular, we
have ||p — olsr = %[|p — 0|1, where || - ||; denotes the Schatten 1-norm. The trace distance has an immediate
physical interpretation [23]: for two states with trace distance e, the maximum probability of distinguishing
them with a single measurement equals %(1 +¢).

We also collect positive semi-definite operators with trace norm not exceeding 1 on A in the set So(4), and
call them sub-normalized states.” Sub-normalized states will be very convenient for technical reasons as they
allow us to represent the state of quantum systems and classical events simultaneously. The following metric is

very useful when dealing with sub-normalized states:

Definition 1 (Purified distance). For pa,04 € S¢(A), we define the generalized fidelity,

F(pa,04) := (tr{ MUAM} + 1 —tr{pa}/1 —‘51"{UA}>27 (2)

and the purified distance, P(pa,04) := /1 — F(pa,c4).

The purified distance is a metric on sub-normalized states and satisfies [24, Lemma 2]

P(pa,04) = P(F(pa), F(oa)) (3)

for every completely positive (CP) trace non-increasing map F. This means in particular that the distance
contracts when we apply a quantum channel to both states. An important property of the purified distance [22,
Corollary 3.1] is that for any two states pa,04 and any extension pap of pa, there exists an extension o4p
with P(pap,cap) = P(pa,op). (This property is not true in general for the trace distance.) Moreover, it is
related to the trace distance as follows [24, Lemma 6]:

1
HPA_O'A|‘tr+§’tr{PA}_tr{UA}|SP(pA7UA)~ (4)

2.2 Classical registers and events

We model discrete random variables by finite-dimensional quantum systems, called registers, with a fixed or-
thonormal basis. For example, let X € X be a random variable with probability law xz — Px(z). Then we
write the corresponding quantum state as

px = 3 Px(a) [e)aly (5)

rzeX

where {|z)},ecx is an orthonormal basis of the space X. Conversely, we write Pr[X = z], = Px(z).
More generally, the classical register might be correlated with a quantum system A, and this is modeled
using classical-quantum (cq) states:

pPxA= Z Px(z) [z)z|x ® pajx=2, (6)
TxEX

5The disk in the subscript of Se symbolizes the unit disk in trace norm.
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where we use p4|x—, to denote the quantum state on A conditioned on the register X taking the value z. We
also write Pr[X = z|, = tr{|z)}z|y pxa} = Px(x). This convention is extended to arbitrary events defined on
a classical register X, i.e. if Q: X — {0,1} is an event, we write

Pri, = 3 Pe(@)Q@) and pxara= 3 Px(@)Q) [2)aly © pajxee (7)
zeX TeEX

a state that is generally sub-normalized. We will also write px 410 = Pr[Q];l pxanq for the conditional state.
For any event 2 : X — {0, 1} we denote its complement on X by —{.

2.3 Quantum channels and measurements

A quantum channel £ : A — B is a completely positive trace-preserving (CPTP) map that maps operators on
A to operators on B. Prime examples of quantum channels are the trace, denoted tr, and the partial trace over
system A, denoted tr4. We will encounter the diamond distance between CPTP maps, which we here define as

€= Fllo:= sup [[E(pac) — F(pac)ller (8)
pacES(AC)

where the optimization goes over joint states on A and an auxiliary system C, and we can assume without
loss of generality that |C| < |A|. The diamond distance also inherits the physical interpretation of the trace
distance: for two quantum channels with diamond distance ¢, the maximum probability of distinguishing them
by preparing a state on the input system and an ancilla system and then measuring the joint system after
applying the channel equals %(1 +e).

A generalized measurement on A is a set of linear operators { M3 },cx such that

D (M (ME) =14, 9)

zeX

where 14 denotes the identity operator on A. A measurement on A can be represented as a CPTP map M, x
that maps states on a quantum system A to measurement outcomes stored in a register X. The measurement
in (9) applied to a bipartite state pap yields

Max i pap = oxp = > [a¥al @ tra { M5 pan (M5)' ], (10)
rzeX

where oxp is now a (normalized) classical-quantum state. Finally, let f : X — ) be a function acting on two
sets X and ). We denote by £ : X — XY the corresponding CPTP map

Erl1= D 1F @)y laalx - [e)elx (f@)ly (11)

that acts on general quantum states. Note that we defined the map £; such that the input register X is kept
intact and the operation is deterministic and invertible.

2.4  Universal hash functions

Universal hashing is used (at least?) twice in the analysis of the quantum key distribution protocol: first in the
error correction step to ensure the correctness of the protocol (Theorem 2), and then in the privacy amplification
procedure to guarantee the secrecy of the final key.

Definition 2 (Universaly, Hashing). Let H = {h} be a family of functions from X to Z. The family H is
said to be universaly if Pr[H(z) = H(z')] = é for any pair of distinct elements x,2’ € X, when H is chosen
uniformly at random in H.

In this work we do not need to specify any particular family of hash functions, and it suffices to note that
such families of functions always exist if |X| and |Z| are powers of 2. (See, e.g., [25, 26].)

6Universal hashing is also used to provide authentication of the classical channel, but we will not discuss this issue here.
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2.5 Conditional entropies

Conditional entropies measure the amount of uncertainty present in a random variable from the perspective of
an observer with access to correlated side information. Here we are particularly interested in observers that have
access to a quantum system that serves as side information, for example the eavesdropper’s memory after interfer-
ing with the quantum communication during the run of a quantum key distribution protocol. The most common
measure of entropy is the Shannon or von Neumann entropy, defined as H(X), := — ) ., Px(z)log Px(z).
However, while this entropy has various operational interpretations in the asymptotic limit of infinite repetitions
of an information processing task, it is insufficient to describe finite size effects. On the other hand, smooth min-
and max-entropy allow us to capture such finite size effects and share many properties with the von Neumann
entropy. We will not need the full generality of the smooth entropy formalism here and instead refer to [22] for
a comprehensive introduction.

Min- and max-entropy are natural generalizations of conditional Rényi entropies [27] to the quantum setting
and were first proposed by Renner [10] and Konig et al. [28]. The conditional min-entropy captures how difficult
it is for an observer with access to quantum side information to guess the content of a classical register. For a
bipartite cq state pxp € S(AB), we define

Pavess (X|B), = sup 3" Pr(X = al, tr { B pox— (E5)' |, (12)
{EE} zeX

where the optimization goes over all generalized measurements on B.
The conditional min-entropy for a cq state is then defined as Humin (X |B), := —10g Dguess(X|B),. For later
convenience we introduce the measure more generally for any bipartite, potentially sub-normalized, state:

Definition 3 (Min-entropy). For any bipartite sub-normalized state pap € So(AB), we define
Huwin(A|B), :=sup {\ € R: Jop € S(B) such that pap <2 ida ®op, }. (13)

Showing equivalence between this definition and the special case of cq states in (12) involves semidefinite-
programming duality [28] and is outside the scope of this work. We will also encounter the max-entropy, which
is a natural dual of the min-entropy in the following sense:

Definition 4 (Max-entropy). For any bipartite sub-normalized state pap € S¢(AB), we define
Hpax(A|B), := —Hwin(4]|C), , (14)
where papc is any pure state with tre{papc} = pas.

The max-entropy is a measure of the size of the support of X. In particular, we have the following ordering
of unconditional entropies:

Hpin(X), < H(X), < Hypax(X), < log|{x €eX:PrX=z],> 0}|, (15)

which is a consequence of the monotonicity of the Rényi entropies [27] in the order parameter. Here and
throughout this article log denotes the binary logarithm.

We will need a slight generalization of the concepts of conditional min- and max-entropy, which takes into
account a ball of states close to pap in terms of the purified distance introduced in the previous section.

Definition 5 (Smooth Entropies). For pap € Se(AB) and € € [0, \/tr(pAB))7 we define

How(AB), = s Huw(AIB)p,  Ho(AlB), = inf  Huwl(AB),. (16)
pANBES.(AB), ;(ABE o i,
P(pAB:PAB)SE PABPAB)SE

In the above definitions we can replace the supremum and infimum with a maximum and minimum, respec-
tively. Roughly speaking, the smooth conditional min-entropy of X given B approximates how much randomness
that is uniform for an observer with access to B can be extracted from X. (This will be made formal when
discussing the Leftover Hashing Lemma in Section 6.4.) The smooth entropies inherit the duality relation [24].
For any pure sub-normalized state papc € Se(ABC), we have

H; (A|B)P = _HIEI]aX(A|C)P . (17)

min
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The smooth entropies also satisfy a data-processing inequality (DPI) [24, Theorem 18|. For any cq state
pxp and any completely positive trace-preserving map Ep_,¢, we have

Hy (X|B)P§Hr6nln(X|C)5(p)a and Hj

min max

(X[B)p < Hypax (X1C)ep) - (18)

This expresses our intuition that performing any processing of the side information can at most increase our
uncertainty about X. Moreover, we need a simple chain rule [29, Lemma 11], which states that

H:yo(A|IBX), > HE

min m

in(A4|B), — log | X| (19)

where X is a (classical) register of dimension |X|. This corroborates our intuition that an additional bit of side
information on X cannot decrease our uncertainty about X by more than one bit.

We have defined all these quantities for sub-normalized states so that we can easily treat restrictions to
events. Let paxpy € S(ABXY) be classical on X and Y and let 2 : X x ¥ — {0,1} be an event. Then
we denote by Humin(AX A Q|BY), the conditional min-entropy evaluated for the state paxpyaq. Similarly,
Humin(AX A Q|B), denotes the conditional min-entropy evaluated for the marginal paxpro = try{paxsvara}
These states are in general sub-normalized. The same notational convention is used for (smooth) min- and
max-entropy.

Part 1
Entanglement-based protocol

3 Formal description of the entanglement-based protocol

We first focus on class of simple entanglement-based QKD protocols. We give an overview of the protocols
in Table 2. Section 3.1 discusses the assumptions that go into our model, Section 3.2 presents the protocol
parameters, and the detailed mathematical description of the individual steps follows in Section 3.3.

Let us emphasize that by simple protocols, we mean that we restrict our attention to protocols where
the sifting procedure is essentially given for free, meaning that Alice and Bob are assumed to initially share a
quantum state on which all the measurements are performed. Relatedly, we also do not allow for strategies where
the measurement settings are biased towards a specific value.” As discussed in Part II, the sifting procedure
can be analyzed separately under certain assumptions.

3.1 Assumptions of our model

Every mathematical model of physical reality requires some assumptions, and in cryptography it is important to
discuss these assumptions since if they are not met by an implementation then the security guarantees derived
here are also not applicable to this implementation.

Finite-dimensional quantum systems: We assume that Alice’s and Bob’s relevant quantum degrees of
freedom can be effectively represented on a finite-dimensional Hilbert space. (This requirement is not strictly
necessary to show security but allows us to circumvent some technical pitfalls.)

Sealed laboratories: We assume that the laboratories of Alice and Bob are spatially separated. This allows
us to model joint quantum systems AB shared between Alice and Bob as tensor products of respective local
Hilbert spaces A and B. Moreover, an easily overlooked (an in practice hard to ensure) assumption we need is
that we control exactly what information is released from Alice and Bob’s laboratory.

Random seeds: We assume that Alice has access to uniform randomness (uniformly random seeds). In
practice, the seeds can be produced by a trusted quantum random number generator in Alice’s lab.8

“Such strategies are advocated in the literature in order to increase the secret key rate by minimizing the cost of sifting [30].

8See, for instance, [31] for an analysis of realistic quantum random number generators explaining how randomness originating
from quantum processes can be turned into ideal seeds.

Accepted in {Yuantum 2017-06-08, click title to verify 7



a, v Symbols for abort and passing, respectively

Mﬁf Measurement operator acting on register A; with setting ¢ and outcome x
ci Parameter quantifying the quality of the measurement on register A;

c Parameter quantifying the overall (average) quality of measurements on A
m Total number of quantum systems shared and measured by Alice and Bob
pe Parameter estimation scheme: pe = {k,d}

k Length (in bits) of the raw key used for parameter estimation

n=m —k Length (in bits) of the raw key used for key distillation

1) Threshold for the parameter estimation test

test Test function used in the parameter estimation step

ec Error correcting scheme: ec = {t,r,synd, corr, Hec}

r Length (in bits) of the error correction syndrome

t Length (in bits) of the hash used for verification in the error correcting scheme
synd Function computing the error syndrome

corr Function that calculate the corrected string

Hec Universaly family of hash functions used in the error correcting scheme

pa Privacy amplification scheme: pa = {¢, Hpa}

L Length (in bits) of the final key

Hpa Universalp family of hash functions used in the privacy amplification scheme
A, B Alice’s and Bob’s initial quantum system

E Eve’s quantum memory

Masxis Measurement map applied on register A with setting S and storing the result in register X

V,\W Register for Alice’s and Bob’s classical bits used for parameter estimation

XY Register for Alice’s and Bob’s classical bits used for key distillation

Z Register for Alice’s syndrome during error correction

T Register containing the hash of Alice’s raw key during error correction

Ka, Kp Register for Alice’s and Bob’s final keys

S® Seed for the choice of the measurement bases in the idealized protocol

si Seed for the choice of the random subset 7 € II,, ; used for parameter estimation

S= Seed for the choice of the measurement bases for the subsystems used for parameter estimation
5@ Seed for the choice of the measurement bases for the subsystems used for key distillation
SHee Seed for the choice of the hash function used in the error correction test

SHpa Seed for the choice of the hash function used in the privacy amplification step

S Register corresponding to all the seeds, S = (S, S™, S%,5©, SHpe SHec GHpa),

FPe Flag for the parameter estimation test

Fee Flag for the error correction test

F Register corresponding to all the flags, F' = (FP¢, F°)

cv Transcript of the register V' sent during parameter estimation

cZ,cT Transcripts of the registers Z and T sent during error correction

C Register containing all the communication transcripts, C = (CV,C?%,CT)

Quantum state before any measurement took place
Quantum state after the registers used for parameter estimation have been measured

Quantum state once Alice and Bob’s quantum registers have been entirely measured

€ 9 1

Quantum state describing the final output of the protocol

Table 1: Overview of the nomenclature and notation used in Part |.

Authenticated communication channel: We assume that Alice and Bob share an authenticated public
(classical) communication channel. Everything that is communicated over this channel will be in the public
domain and is thus treated as an output of the protocol. The authentication of the classical channel can be
obtained with information-theoretic security by tagging every classical message [26]. A more detailed discussion
of authentication for QKD is beyond the scope of the present work, and the interested reader is referred
to Portmann and Renner [32, Appendix DJ.

Deterministic detection: We further assume that Alice and Bob’s measurement devices always output a
valid outcome, either 0 or 1. This is unrealistic in practice since it is often the case that detectors will not
detect the quantum system (due to losses or imperfect detection efficiency). A simple fix is then to flip a coin
and use the resulting bit as the measurement output. Unfortunately, this solution artificially decreases the
robustness of the protocol beyond what is usually tolerable in a practical setting. Another much more practical
solution consists in discarding these “no detection” events, but this should be done with care and requires
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extra-assumptions about the measurement devices to prevent various types of side-channel attacks such as that
of Lydersen et al. [33]. We will discuss this solution in more detail in Part IT of this work.

Commuting measurements: The block length is given by a protocol parameter, m, which will be discussed
in Section 3.2. For Alice and Bob to run a protocol with block length m, we need to assume that both can
perform up to m measurements (with either one of two possible settings) on their share of the quantum state
in such a way that the order in which they do these measurements does not affect the resulting measurement
outcome distribution. This is a standard assumption in the model of trusted measurement devices (by opposition
to device-independent cryptography) and ensures that there are no memory effects in the measurement devices.

More formally, we assume that Alice’s and Bob’s share of the quantum system can be decomposed into m
individual quantum systems, A = Ap,,) = A142 ... A, and B = By,;,) = B1Bs ... By, and that the measurements
can be represented as operators acting on the individual subsystems. We model Alice’s i-th measurement with
setting ¢ € {0,1} by a binary generalized measurement {Mﬁf}xe{O,l} acting on subsystem A;. The index
x ranges over the two possible outcomes of Alice’s measurement. Analogously, Bob’s i-th measurement with
setting ¢ € {0,1} is a binary generalized measurement {Mg;y}ye{oyl} acting on subsystem B;. The index y
ranges over the two possible outcomes of Bob’s measurement.

Complementarity of Alice’s measurements: The exact description of the measurement devices will not
be relevant for our derivations. However, we will need to assume that Alice’s measurements are sufficiently
complementary, a property that is encapsulated by the average overlap, ¢(m,n) that we introduce next. Let m
be the block length and n the number of bits used for key extraction (see Section 3.2 for a discussion of the
protocol parameters). Let us define

R e LCON |

R 0,z 1,y
 max . and ¢ i= c({MAi } ok }y). (20)

o0

In an ideal physical implementation of the protocol with complementary measurements (for example in the
computational and Hadamard basis), we would have ¢; = § for all i € [m]. In realistic implementations, its
value will be larger. We assume that there exists a reliable upper bound on ¢;. More precisely, we assume that

1
é(myn) = _max <H ci> <e. (21)
™" \ien

We always have ¢; € [0, 1] and the condition ¢ < 1 is necessary to ensure secrecy. As long as the commuting
measurement assumption holds, the parameter ¢ can in principle be measured directly in an experiment — even
if the operators {Mix}(z,QJ are unknown.?

For Bob we do not need to assume a bound on the complementarity parameter. (We only need to assume
that the measurements commute, as described in the previous item.)

3.2 Protocol parameters and overview

From an information theoretic and mathematical point of view, an entanglement-based QKD protocol is simply
a completely positive trace-preserving (CPTP) map composed of local operations and classical communication
(LOCC) that takes a bipartite state pap as an input and either aborts or returns two classical binary strings,
the keys, which should ideally be identical and independent of the knowledge of any third party having access
to a purifying system of psp and to the transcript of the communication performed by the protocol.

We consider protocols qkd_eb,, pe.cc,pa that are parametrized by the block length, m, and the sub-protocols
for parameter estimation, error correction and privacy amplification, respectively denoted by pe, ec, and pa.

e The block length, m € N, determines the number of individual quantum systems that are shared between
Alice and Bob, and thus available to them for parameter estimation and key extraction.

e Parameter estimation is characterized by a tuple pe = {k, ¢}, where k € N, k < m determines the number
of quantum systems used for parameter estimation and ¢ € (0, %) is the tolerated error rate. Let us for
later convenience also define n := m —k to denote the number of quantum systems used for key generation.

9See, e.g., [34, 35] for an estimation strategy based on Bell tests.
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(Ka,Kp,S,C, F) = qkd_ebm,pe,ec,pa (PAB):

Input: Alice and Bob are given a state pap, where A = Ap,,) and B = B, are comprised of m quantum
systems each.

Randomization: They agree on a random string ® € {0,1}™, a random subset II € II,, , and random hash
functions Hee € Hee as well as Hp, € Hpa. The corresponding uniformly random seeds are denoted
S = (8%, 81 GHee GHpa),

Measurement: Alice and Bob measure the m quantum systems with the setting ®. They store the binary
measurement outcomes in two strings, the raw keys. These are denoted (X, V) and (Y, W) for Alice and
Bob, respectively. Here V, W are of length k£ and correspond to the indices in II, whereas X,Y of length
n correspond to indices not in II.

Parameter Estimation: Alice sends V to Bob, the transcript is denoted CV'. Bob compares V and W. If
the fraction of errors exceeds 9§, Bob sets the flag FP¢ = @ and they abort. Otherwise he sets FP¢ = v
and they proceed.

Error Correction: Alice sends the syndrome Z = synd(X) to Bob, with transcript CZ. Bob computes

~

X = corr(Y, Z).

To verify the success of the error correction step, Alice computes the hash T' = H,.(X) of length ¢ and
sends it to Bob, with transcript CT. Bob computes H..(X). If it differs from T, he sets the flag F* = &
and they abort the protocol. Otherwise he sets F°° = v and they proceed.

Privacy Amplification: They compute keys K4 = Hp,(X) and Kp = Hpa(X) of length /.

Output: The output of the protocol consists of the keys K4 and Kp, the seeds S = (8%, S §Hee GHra) the
transcript C = (CV,C%,CT) and the flags F' = (FP¢, F*°). In case of abort, we assume that all registers
are initialized to a predetermined value.

Table 2: Simple QKD Protocol. The precise mathematical model is to be found in Section 3.3.

e The error correcting scheme is described by a quintuple ec = {¢,r, synd, corr, He.}. Here, r € N is the
length (in bits) of the error correction syndrome. Moreover, synd and corr are functions of the form
synd : {0,1}"™ — {0,1}" and corr : {0,1}" x {0,1}" — {0,1}" used to compute the error syndrome and
calculate the corrected string, respectively. We do not need to assume anything about the structure of
this code. To fix ideas, let us just note that there exist good error correction codes with r ~ nh(d), where
h is the binary entropy function and § is the number of errors to be corrected.??

Finally, ¢ € N is the length (in bits) of the hash used for verification and Hec := {hec : {0,1}™ — {0,1}'} is
a universal, family of hash functions. We will see in Theorem 2 that the size ¢t only depends logarithmically
on the targeted correctness parameter.

e Privacy amplification is characterized by a tuple pa = {{, Hpa}, where £ € N with ¢ < n is the length (in
bits) of the extracted key and Hpa := {hpa : {0,1}" — {0,1}*} is a universal, family of hash functions.

Note that ¢, the length of the final key, is fixed. It is in principle possible to design adaptive protocols
where the final key length is chosen after parameter estimation, but this is beyond the scope of this work.

This allows us to define a family of protocols qkd_eb,, pe,cc,pa in Table 2. Note that any such protocol is
simply a completely positive trace-preserving map that maps bipartite quantum states shared between Alice
and Bob onto probability distributions of the classical outputs, and we will define their exact operation in
Section 3.3.

3.3 Exact mathematical model of the protocol

Here we describe in detail the mathematical model underlying the protocol in Table 2. It is worth emphasizing
that the eavesdropper does not appear anywhere in this description, but will of course be required when assessing
the security of the protocol as discussed in Section 4.

10For example, synd could be a linear code described by an r x n parity check matrix H such that synd(z) = Hx. Moreover,
corr can be any decoder, for example the (optimal) maximum likelihood decoder, but also a more practical suboptimal iterative
decoder.
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Input: Alice and Bob are given a state pap, where A = A, = A1 Az ... Ay, consists of m quantum systems
of arbitrary, finite dimension, B = By,,) = B1Bs... By, consists of m quantum systems of arbitrary, finite
dimension. Note that apart from the above structure, the state pap is fully general. The situation is depicted
in Figure 1.

Alice public domain Bob

Figure 1: State of the classical and quantum systems at the beginning of the protocol. The initial state is denoted pas.

Randomization: We model the randomization by random seeds (uniform random variables), shared between
Alice and Bob over the public authenticated channel. These random seeds are represented by a quantum state
ps which is assumed to be maximally mixed and independent of psp. The situation after randomization is
depicted in Figure 2. Let us now detail the content of the system S.

The first random variable is a random basis choice for each quantum system. This is modeled as a register
S® in the state

1
pso = Y o [ONélse, (22)
$e{0,1}m

where {|¢)}yef0,13m is an orthonormal basis of the space S* and ¢ = ¢p) = (1, 2, - - ., ) With ¢; € {0,1}.
The total state at the beginning of the protocol is thus of the form psp ® pgs.
The seed for the choice of the random subset is denoted S™ and is initially in the state

psn= 3 (i) Xl gn (23)

WGHmyk k

where {|7)}rem,, . is an orthonormal basis of the space S™. For any 7 € I,,, 1, we denote its k elements by m;,
for ¢ € [k] and we denote by 7 € [m] the complement of .

At this point we reorder the measurement settings in S® into two parts: the settings to be used for measuring
quantum systems in 7 will be stored in a register S= and the settings to be used for measuring the remaining
n quantum systems in 7 will be stored in a register S©. Formally, we consider the function

10 : {0,1}™ x Ty p — {0, 1} x {0,1}", (¢, 7) = (¢, D7) - (24)
Since S? is uniformly random, the resulting state after applying this function and discarding S? is of the form
psng=ge = trge {Ex(pge @ psn)} = psn @ ps= @ pge (25)

where the registers containing S= and S© are again uniformly random:

ps== Y o lOMelss and pse= 3 (0Nl (26)

£e{0,1}k 0e{0,1}m

for f = §[k] = (51,52, . ,gk) and 6 = G[n] = ((91, 0oy .., On) with §i7 0; € {O, 1}
The choice of the hash function in the family Hee = {hec : {0,1}" — {0,1}'} and the choice of hash function
in the family Hpa = {hpa : {0,1}™ — {0,1}'} are modeled via random seeds

1 1
psiec = Y m|h>(h|syec and  pgrp. = Y |H—|h><h|SHpa. (27)
heHe | &€ heHp, | P?

Measurement: We split the measurement process into two parts, measuring the systems in the set 7 and 7
separately. While this distinction is not relevant for the practical implementation of the protocol, the notation
introduced here will be important for the security analysis later. The first measurement concerns the registers
in 7, which are used for parameter estimation. For any subset m € II,, , we define a completely positive
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Alice public domain Bob

s 5

Figure 2: State of the classical and quantum systems after randomization. The state of the total system is pag ® ps, where
pPs = pse @ psn & PgHec @ PgHpa -

trace-preserving map M;%VLS’E c ArSE - VALSE where V = Vi = V1@ V2 ®@... V} models k binary classical
registers storing the measurement outcomes. The map is given by

Mivs=0= Y oy (M5 e leelss ) - (M5 @ lekels= ) (ol (28)

£€{0,1}* ve{0,1}*

where Mf‘: = Qe Mf‘ﬂ” This map measures the k subsystems determined by 7 using the (random)

measurement settings stored in the register S=. The results are stored in the classical register V, and the
post-measurement state remains in the systems A.
Similarly, we define Mgﬁwlsg : B,S® > WB,SE as

s = 3 Y fwhy (M5 @ leNelss ) - (MET @ leXelss ) (29)

£€{0,1}* we{0,1}*

where Mg:’ = ®ie[k] M%W“” The two maps M7 LV|sE and M7 Lw|sE commute since they act on different
systems and we write their concatenation as Mg_w.lsg o M71T3—>W|SE = M};_,Wlsg o M£—>V|SE'

So far we have considered 7 to be fixed. The full measurement for parameter estimation instead consults
the register S' and is modeled as a map Mapvw|sng= : ABS"S® — ABVW SUS= given by

Muapvwisns=() = Z M yis= © ME sz (Im)mlgn - [m)mlgn ). (30)

el &

The state of the total system after the measurement required for parameter estimation is thus given by

Tapvwsnugsse = Map,vw|sus=(papsns=se) (31)
1
= Z Z Z Wh,fxﬂ,ﬂsnss@f)w@
m€lly, K £€{0,1}F v,we{0,1}* k

o v w)v, wlpy ® (Mj: ® Mg’:’)pAB (Mi: ® Mgﬁ”)T . (32)

The second measurement concerns the quantum systems used for extracting the secret key. The correspond-
ing measurement maps are defined analogously to the measurements maps above, but now act on the systems
determined by 7, the complement of 7 in [m]. We define

x T f
My xignge () = Z Z |z) x (fo; ® ‘7T79><7T,9|5Hse) : (Mfl;, ® |7T’9><7T’0|5H5@) (olx, (33)
w€lly, r 6,2€{0,1}"

, , T
MB%Y\SHSQ(') = Z Z W)y (Mgf ® |m, 0)m, 0] gnge ) : (Mgf ® |m,0)Xm, 0| gnge ) (yly (34)
€,k 0,ye{0,1}"

as well as M pp_,xy|snge = My x|snge 0 Mp_,y|guge. It is evident that all measurements M defined so
far mutually commute because they act either on classical registers or on distinct quantum registers. Finally,
we define the total measurement map as Map_,yvwxy|sns=se = Mapyw|suss © Map_,xy|snge-

Of particular interest is the state of the system after measurement and after we discard the quantum systems.
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Lmm 7]

Figure 3: State of the classical and quantum systems during and after measurement. The measurement can be summarized
as a CPTP map pap ® pge @ pgit — Oy xy ABS®SI-

Alice public domain Bob

7 ) (5]
A R i ST

Figure 4: State of the classical and quantum systems during and after parameter estimation. Parameter estimation is summa-
rized as a CPTP map ovw — ocv ppe.

This is given by a classical state oy xy sng=ge. This state is of the form

OV XY STS= 50 (35)
=trap (Mapovwxy|sns=se (papsng=se)) (36)
=trap (Map_xy|snse (Tapywsng=se)) (37)

1
Z Z Z W |7T’£’9><777§79|SHSES@ ® |U’wax’y><vvw’x7y|VWXY®
k

€l K €€{0,1}F v,we{0,1}F
0€{0,1}™ =,ye{0,1}™

~trAB{(M£U®M ®M57"®M )PAB} (38)

where we write Mj: = (Mj:)TMi: and analogously introduce ]\A/fZ’:, Mg;ﬂ and Mgf
The situation after the complete measurement is depicted in Figure 3.

Parameter estimation: We model parameter estimation by a test function acting on the registers V and W
and creating a binary flag FP¢ as follows:

; (39)
v’ otherwise.

test : {0,1}* x {0,1}* - {@,v}, pe(v,w) = {

This test can be applied to the states Topywsngsge or oy xysng=ge defined previously. This requires
Alice to communicate V' to Bob on the authenticated classical channel in order to evaluate the value of pe(v, w)
and the transcript of this communication is stored in the variable CV = V.

We are specifically interested in the state Tagywsng=ge pre = Epe (TABVWSHSES@) and the corresponding
state conditioned on the outcome FP® = v, given by

1
TABVWSTSES® |Fre=y = P Z Z Z ok (1) |7, X, gng= ®
Pr [FP = 25 (7)
T m€lly, , £€{0,1}k v,we{0,1}k k
Z:;l 1{v; #w; } <k
. pse @ v, w)v, w|,y @ (Mf‘: ® Mg’:))pAB (Mg: ® Mg’:’)T : (40)

We will see that this state is crucial for the security analysis in the next section. Finally, we note that
Mg xy|snse and E,. commute, and thus in particular we find that
trap {MAB—>XY|SH89 (TABVWSHSESQ\FPC=/)} = OVWXYSUSESO|Fre=y) where (41)

OVW XY STUSES® Fpe = 5pe(O’VWXYSHsEs@) . (42)

We then relabel V to CV and keep it around as part of the transcript, while we discard W after performing
parameter estimation. The situation after parameter estimation is depicted in Figure 4.
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Error correction: The error correction part of the protocol is split into two parts. The first part consists of
the actual error correction procedure, determined by two functions synd and corr that are executed by Alice
and Bob, respectively. We do not assume anything about these functions, but rather check their success in the
second part by evaluating hash functions.

First Alice computes a syndrome Z = synd(X) and sends it to Bob over the public channel. Bob then
computes an estimate X = corr(Y, Z), discarding Y in the process.

Alice and Bob then need to check that the decoding procedure succeeded with high probability by comparing
hashes of their respective strings X and X and abort the protocol if they differ. Alice computes a hash of size
t (in bits) of X and sends it to Bob, who computes the corresponding hash for X. This test is summarized as
a classical map ec acting on registers X, X and §Hee creating a transcript of the hash value C7 and a binary
flag F°¢ as follows:

(hec(z), @) if heC(I) # hec(i)v

(hec(x),v) otherwise. (43)

ec: {0,117 x {0,1}" x Hee — {0,1} x {@,v'}, (3,%) — {

These classical functions are modeled using CPTP maps Esynd, Ecorr and Eec, respectively. Applying them
to the state o xyovgng=ge pre yields

OxXCVCOZOTSNSESO §Hee Fre Fec — try {Sec o gcorr o Ssynd (UXYC'VSHSES@FPC & pSHCC) }7 (44)

where the transcript register CZ contains the value of the syndrome and C” the output of Alice’s hash. This
process is depicted in Figure 5.

Alice public domain Bob

d
7] G g

Il vy '@ l '@T/@%b?

P [

Figure 5: State of the classical and quantum systems during and after error correction. Error correction is summarized as a
CPTP map oxy ® pgHec F Ox 32 pec-

Privacy amplification: Alice and Bob use the seed Hp, to choose a hash function, which they then both

apply on their raw key to compute K4 = Hpa(X) and Kp = Hpa(X), their respective keys. Formally, the
privacy amplification map is defined as:

pa: {0,117 x {0,1}" x Hpa — {0,1}° x {0,1}5, (2,2, hpa) = (hpa(2), hpa(2)). (45)
Denoting by K 4 and Kp the respective key spaces of Alice and Bob, the final quantum state is
WKAKpOSF = Wy g {gpa(JXXCSF ® PSHPa)}' (46)

Finally, Bob reveals the status of his flag registers. This final step is depicted in Figure 6.

4 Security of the generated key

For a detailed discussion of the security of quantum key distribution, we refer the reader to Portmann and
Renner [32]. For our purposes here (consistent with [10] and [32]), we say that our protocol is A-secure if it
is A-close to an ideal protocol in terms of the diamond distance. Note in particular that an ideal protocol
is allowed to abort, but it will always output a uniformly random shared key in case it does not. Table 3
gives such an ideal protocol, denoted gkd_ideal,, pe ec,pa designed in such a way that it is close to the original
gkd_eby, pe,ec,pa Protocol.

Accepted in {Yuantum 2017-06-08, click title to verify 14



Alice public domain Bob

5] et
@ hash @ @W

Figure 6: State of the classical and quantum systems during and after privacy amplification. Privacy amplification is a CPTP
map oy g ® PgHpa — WK, K- |he complete final state is denoted by wk , kpscr.

(KA7 Kpg,S,C, F) = qkd_idealm,pe,ec,pa (pAB):
Run protocol: Set (K4, Kp,S,C, F) = gkd_eb, pe,cc,palPAB)-

Output: If FP® = F°° = V', then replace K4 and Kp by an independent and uniformly distributed random
string K of length ¢, i.e. set Ky = Kp = K.

Table 3: An ideal QKD protocol that is close to gkd_eb.m pe,ecc,pa-

In order to show that the protocol is secure, it thus suffices to show that

A pe.cepa = ||aKA_ebm pe.cepa — Gkd_idealy pe.ce pal|, (47)
= sup qud_ebm,pe,ec,pa(pABE) - qkd_idealm,pe,ec,pa(pABE)Htr (48)
pABEES(ABE)

is very small for certain choices of parameters k,n, d,ec and pa. In the latter expression papg is an arbitrary
extension of pap to an auxiliary system E. Without loss of generality we may take |E| = |A||B|, which is
sufficient to achieve the supremum. Physically the system E is held by a potential adversary, the eavesdropper.
In particular, this assures that E can be assumed finite-dimensional. Hence, we need to show that the trace
distance between the protocols’ outputs is small for all possible input states papg-

Let us now fix pagg for the moment. The trace distance in (48) can be simplified by noting that the output
of gkd_ideal equals the output of qkd_eb if the protocol aborts. We find

qud_ebm,pe,ec,pa(pABE) - qkd_idealm,pe,ec,pa(pABE)||tlr
=Pr[F= (v, \/)]w N wrakpSCEIF= () — XKaKz ®WSCE|F:(/,/)||tr (49)

= lwk sk pSCFEAF=(vv) = XKaKs @ WscPEAF=(v )|\ (50)

where we use Wi , Ky SCFE = qkd_ebk’nﬁé,ec,pa(pABE) and define a perfect key xx,x, as follows:

1
XKaKp = 57 > RNk, © kXK, - (51)
ke{0,1}¢

Recall that w in (50) corresponds to a subnormalized state with trace equal to Pr[F = (v, v)]..

Our goal in the following is to bound (50) or (49) uniformly in p4pg, which implies an upper bound on (48)
as well. In order to do this we will employ the following lemma which allows us to split the norm into two terms
corresponding to correctness and secrecy. This has been shown, e.g., in [32, Theorem 4.1], but we provide a
proof here for completeness.

Lemma 1. Let €cc,epq € [0,1) be two constants. If, for every state papr € S(ABE) and wk ,kpscre =
qkd_ebm,pe,ec,pa(PABE), we have

Pr[Ka # Kp ANFP=F* =V], <ée and (52)
|wkascrEar=(vv) = XKa @ WscrEaF=(v )|y < Epa- (53)
Th€n7 Aﬂ”L,pe,ec,pa < Eec + Epa-

Proof. Let us introduce an auxiliary state nx , x,scrE that is equal to wi , k,scrE except that we set Kp =
K 4. Then, applying the triangle inequality to the trace distance in (49) and simplifying the resulting terms,
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we find

Wk Ak sSCEIF= (v v) = XKaKs ® WSCE|F=(v\v) ||tr

< HwKAKBSCE|F:(/,/) - 77KAKBSCE|F:(/,/)Htr

+ |1k akpSCEIF= (v ) = XKaKs @ WsCB|IF=(v )|, (54)
=Pr (K4 # Kp|F = (v, \/)]w + H77KASCE|F:(/,J) ~ XKa ®WSCE\F:(/M)H“' (55)
Multiplying this with Pr[F" = (v/,v')],, as in (49) yields the desired implication. O

The first condition of the above Lemma 1 ensures that the protocol is €..-correct, and the second condition
ensures that the protocol ep,-secret. If both are satisfied, we say that the protocol is (gec + €pa)-secure. In the
security proof we can thus verify the two conditions separately.

5 Results and discussion

We will show the following theorems, which essentially give bounds on the security parameters in terms of the
protocol parameters. The first theorem establishes correctness of the protocol. Correctness of the protocol is
ensured in the error correction step using hash functions, and consequently correctness can be bounded in term
of the length t of the hash that is used. The proof is given in Section 6.1.

Theorem 2. Consider the protocol qkd_eb,, peecpa 0 Section 3 with ec = {t,...}. Then for every state
paB € S(AB) and wi , kzscF = 9RA_eby, pe ec,pal(pan) we have

PriKa# KpAF = (V,V)]w < €ec i =27". (56)

The second theorem asserts secrecy. Secrecy is ensured by a combination of the parameter estimation
and privacy amplification steps of the protocol, which both introduce an error. There is a tradeoff between
these two errors, parametrized by a scalar v, which ought to be optimized numerically. The proof is given in
Sections 6.2-6.4.

Theorem 3. Consider the protocol qkd_eby, pe.ec,pa in Section 8 with pe = {k,d}, ec = {t,r,...} and pa =
{£,...}. Then, for every state papr and Wk ,kzscFE = qRA_eby, pe cc,pa(PABE), We have

|wkascrEAF=(vv) — XK4 ® WscFEAF= (v ) ||y < e((i)nlf 5 Epe(V) + €pa(V), (57)
v ' —

where the error functions are given as

(m—k)k202

1 1
epa(V) == 2\/2—(m—k)(log g—h(6+u))+r+t+2 and  epe(v) :=2e mEID (58)

and h(z) := —xlogx — (1 — x)log(1 — x) denotes the binary entropy.

Combining Theorems 2 and 3 we see that total error is thus composed of three components, pe, €ec, and epa.
Let us take a close look at these errors for the case of large m. First, we note that .. vanishes asymptotically
when we choose ¢ = log(m), or any other slowly growing function of m. To make sure that e, vanishes we
choose k = \/m and v = log(m)~!, for example. For a robust operation at noise level § it is necessary (and in
theory sufficient) that the error correction leakage satisfies r ~ (m —k)h(d). Since h(§+v) = h(d) by continuity,
we find that ep, vanishes as long as

(m—k) <log % - 2h(5)> — £ —log(m) (59)

is positive and grows in m. Since k and log m become negligible compared to m as m gets large, our protocol
thus achieves the asymptotically optimal rate by Devetak and Winter [36], with ¢/m = log 1 — 2h(5).

6 Security proof

The purpose of this section is to prove Theorems 2 and 3.
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Figure 7: This plot shows the maximal secret key rate ¢{/m as a function of m for different error thresholds 6 €
{0.01,0.025,0.05,0.075}, optimized over all protocols. The protocols are required to be e-secure with ¢ = 10719 and
the device parameter is assumed to be ¢ = 0.5. The error correction leakage is approximated to be r = 1.1(m — k)h(d), see
for instance [37]. (A more detailed approximation that includes finite-size effects was recently given in [38].) All remaining
parameters, i.e. v,k and t, are optimized numerically to maximize ¢ (code available online). The dotted horizontal lines show
the corresponding asymptotic limit of the key rate for each value of §, given as 1 — 2h(§). The markers indicate the points at
which the key rate matches 50% of the asymptotic limit.

6.1 Error correction: Proof of Theorem 2

We wish to upper bound the probability of the protocol not aborting and outputting distinct final keys for Alice
and Bob.

Proof of Theorem 2. We consider the following chain of inequalities:

Pr[Ky # Kp ANFP° =F = V], <Pr[Ka# K ANF* = V], (60)
= Pr[ ( ) # # Hy, (X ) A Hec(X) = Hec(X/)]w (61)
< PrX # X' A HoolX) = Hoo(X')]o (62)
= Pr[X # X'], Pr[Heo(X) = Heo(X') | X # X']5 (63)
S Pr{Hee(X) = Hee(X') | X # X']5 (64)
< Hee| =271 (65)

The first inequality follows since we ignore the status of the flag F'P¢. The second inequality is a consequence
of the fact X = X’ implies Hpa(X) = Hpa(X'). The third inequality follows since Pr[X # X'], < 1 and the
last one by definition of universals hashing. O

6.2 Measurements: Uncertainty tradeoff between smooth min- and max-entropy

The crucial bound on the smooth entropy of Alice’s measurement outcomes follows by the entropic uncertainty
relation, suitably applied. We state the uncertainty relation in a natural form [39, Corollary 7.4].

Proposition 4. Let Taprs € Se(APRS) be an arbitrary sub-normalized state with P a classical register, and
set t == tr{Taprs}. Furthermore, let € € [0,/t) and let q be a bijective function on P that is a symmetry of
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TABCP in the sense that Tars p—p = TARS,P=q(p) Jor all p € P. Then, we have

mm (X|PR) + Hli’laX

1
(X|PS)y > log —, where (66)
Cq

2
where ¢, = Maxpe p MAXy e x HFfl(p)’ac (Fﬁ’z)THOO. Here, oxprs = Ma_,x|p(Taprs) for the map

Masxip|- trA<ZZ|x (IpXplp © F5") - (|p><p|p®Fz’z)T<:c|X>- (67)

peEP zxeX
and any set (indexed by p € P) of generalized measurements {F}"} e x.

A variant of this uncertainty relation was first shown in [39], based on the techniques introduced in [21]. We
provide a full proof of the uncertainty relation in Appendix A for completeness. In the following corollary we
apply it to the situation at hand during our protocol.

Corollary 5. Consider the protocol qkd_eb,, peec.pa i Section 3 with pe = {k,...} applied to a state papr €
S(ABE) and the state o xyywsugzge peeg as in (42) that results after measurement and parameter estimation.

Define ¢ as in (21). Then, for € € [0, \/Pr[Fre = g) we have

HE (X AFPe = v |[VWSUSESOR), + HE

min max

(X AFP® = |V)y > (m— k) 1og1 (68)

Proof. Consider the state 74 gy wsngzge pre papre—, defined in (40) and note that it is of the form

TABVWSTISES® Fre EAFPe—=y = TABVW STISE Fre EAfre—=y & Pgo. (69)

This is the state of the system after parameter estimation and after measuring V' and W, but with the mea-
surement of X and Y (in the basis determined by S©) delayed. In particular we have used the fact that the
register S© has not yet been touched in the protocol, and is thus independent and uniform and independent
even after we consider the event FP® = .

Let us now apply Proposition 4 to this state. For this purpose we equate P = STS5S® R = VIWE, and
S = B. The symmetry is determined by the map ¢ : 6 — 6 with 6; = 1 — ;, which only acts on S© and since
this system is uniform and in product with the rest of the state trivially satisfies the symmetry condition of the
theorem. The measurement map is then simply M 4_, x|snge and we can calculate

Cq = max max
€l k 0,2,2€{0,1}"

sz(Ma ) H = ng%%fk (H cl> =" (70)

Proposition 4 applied to our setup thus yields

g
Hmln

(X AFP = V|[VWESTSES®), + HE

max

= 1
(X A FP = v|BSUSES9), > nlog = (71)

Finally, the statement of the Proposition follows by applying the measurement map Mp_,y |gnge (and discarding
the seed registers) and noting that HS, (X A FP® = V|BSUSES®),. < HE, (X A FP® = /|Y), by the data-

max max
processing inequality. O

6.3 Parameter estimation: Statistical bounds on smooth max-entropy

This section covers the necessary statistical analysis. This is essentially a variation of the analysis in [13], but
requires a new tool, Lemma 7, presented in Section 2.2, as we are finding it clearer to do the analysis with
sub-normalized states here. We use the following standard tail bound.

Lemma 6. Consider a set of binary random variables Z = (Z1, Za, . . ., Zm) with Z; taking values in {0,1} and
m=n+k. Let Il € Il,,, ;, be an independent, uniformly distributed random variable. Then,

n 2
NZi<ké NS Zizn@+v)| < e wEED, (72)
1€1l i€l

Remarkably this bound is valid without any assumption on the distribution of Z.
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Proof. Let p(z) = % Zig[m] z;. Consider the following sequence of inequalities:

1 1 1 1
Pr EZZigé/\EZZ'ZcH—V gpranZiszZiw (73)
€Il 111 i€Il €Il
1 1
= Z Pr[Z = 2] Pr 5ZZ¢ZEZZ¢+V (74)
z€{0,1}m i€l i€ll
= Y Pr[Z=2Pr llzzpu(z)ﬂw : (75)
n&~— - m
ze{0,1}™ i€l

Here, the first inequality holds since A = B implies Pr[A] < Pr[B] for any events A and B. The first
equality follows from the fact that IT is independent of Z. The last equality follows by substituting >, ; 2 =
mu(z) — Y ;i # and rearranging the terms appropriately.

Now note that the random sums S,, := >,z can be seen as emanating from randomly sampling with-
out replacement n balls labelled by z; € {0,1} from a population z with mean u(z). Serfling’s bound [40,
Corollary 1.1] then tells us that

2
1 271(’::) % k2
Pr ,Sn > M(Z) + ky] <e 1—fr _ 6—21/2 <T+k)k(k+1) . (76)
n m
where we substituted f} = % It is important to note that this bound is independent of u(z). Thus,
substituting this back into (75), we conclude the proof. O

The following lemma ensures that disregarding an unlikely event will not disturb the state too much in terms
of the purified distance.

Lemma 7. Let pax € Se(AX) be classical on X and Q : X — {0,1} an event with Pr[Q)], = ¢ < tr{pax}.
Then there exists a sub-normalized state pax € Se(AX) with Pr[Q]; =0 and P(pax,pax) < ve.

Proof. Set &€ = tr{pax}. Let pax = Sigi(f) paxa-q for some normalization ¢ € [0, 5] to be determined. Then
the generalized fidelity evaluates to

F(pax,pax) = \S/lg(fgb)s tr { \/\/PAXPAX/\ﬁQ\/ PAX} + cos(p)\/1 —¢& (77)

= sin(¢)y/& — e + cos(¢)v/1 - €. (78)

This expression is maximized for tan(¢) = 1/&2 and, thus, sin(¢) = % and cos(¢) = ./%. Substituting

this into (78) yields F(pax,pax) = 1 — ¢, concluding the proof. O

With this in hand, we wish to bound the smooth max-entropy of the state when passing the parameter
estimation test.

Proposition 8. Consider the protocol gkd_eb.y, pe ec,pa i Section 3 with pe = {k,d} applied to a state pap €
S(AB) and the state oxy pre in (42) that results after measurement and parameter estimation. For any v €
(0,1), we first define

(m—k)k2v2

e(v) :=e  mEID | (79)

Then, for any v € (0,3 — 6] such that e(v)? < Pr[F?® = ], the following holds:
HEW (X AFP = V|Y), < (m—k)h(6 +v) where h(z) := —zlogx — (1 — x)log(l — x). (80)
Intuitively, this result is a consequence of the fact that when we pass the parameter estimation test, condi-

tioned on any particular value of Y, the support of X is small as the number of errors (positions where x; # y;)
is bounded (with high probability).
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Proof. We use the shorthand p = Pr[FP® = V], and n := m — k. Define the event event  := 1{ D i HXi #
Y;} > n(86 4+ v)}. We show that the statement in (80) holds when p > &2, Using Lemma 6, we find

Pr [Fpe\//\Q} Pr{Zl{Vi#Wi}Ské A Zl{quéYi}Zn(éqtu) <e(w)? (81)

i€k i1€[n] o

This gives an upper bound on the probability of the unlikely coincidence where the parameter estimation test
passes with threshold ¢ but the fraction of errors between X and Y exceeds the threshold é by a constant amount.
We now want to remove the above unlikely events from our state oxy prespre— , by means of smoothing.
Lemma 7 allows to do just that, and we introduce the state ¢xy pre that is e(v)-close to oxy preapre=  in
purified distance and satisfies Pr[Q)]s = 0. From this we conclude that

HEEN (X AFP® = V|Y), < Hypax (X A FP® = V[Y)5 = Hipax (X[Y)5 (82)

max

where the last equality is a consequence of the fact that & is only supported on FP° = V.
It remains to show that Huy.x(X|Y)s < nh(d 4+ v). Using the expansion of the conditional max-entropy
in [39, Sec. 4.3.2], we find

Huax(X|Y)s = log ( > PilY =yl 2HW<X'Y‘W> (83)
yef{o,1}n
< yern{oal)%n Hmax(X|Y = y)& (84)
Pr[Y=yl]s >0
< max = log Hx € {0,1}" : Pr[X =2|Y = yls > OH (85)
Pf[f’{zo’!;]; >0
= max log‘{me{O,l}":Pr[X:x/\Y:y]5>0}. (86)
ye{0,1}7

In the ultimate inequality we used that the (unconditional) Rényi entropy is upper bounded by the logarithm
of the distribution’s support [27]. Furthermore, since Pr[Q2]; = 0, we have

< Z 1{Zl{$i¢yi}<n(5+V)} (87)

ze{0,1}™ i€[n]

HxG{O,l}”:Pr[X:x/\Y:y]g,>O}

n

> I{Zei<n(5+u)} (88)

e€{0,1}n  “i=1

— é (D A <n(6+v)} = Lnfzj)] (;‘) (89)

Here, in order to derive (88) we reparameterize e; = x; xor y;, indicating if there is an error at the i-th position.

Finally, in (89) we substitute A = }_." | e;, the total number of errors. The inequality ZEZ(SJFV)J (%) < on(d+v)
for 6 + v < 1/2 (see, e.g., [41, Sec. 1.4]) then concludes the proof.

6.4 Privacy amplification: Proof of Theorem 3

The last main ingredient of our proof is a so-called Leftover Hashing Lemma. It ensures that if the smooth
min-entropy of X given some side information B is large, then we can extract randomness from X that is
independent of B. The Leftover Hashing Lemma is, up to a slight change of the definition of the smooth
min-entropy, due to Renner [10, Corollary 5.6.1]. The proof of this exact statement is provided in Appendix B
for the convenience of the reader.

Proposition 9. Let oxp € Se(X D) be classical on X and e € [0, \/tr(chD)). Let H be a universaly family of
hash functions from X = {0,1}" to K = {0,1}*. Moreover, let pgn = ﬁ > hep |RXR|gr. Then,

1 _1.pe
lwisap — XK ® wsnpller < 52’§(Hmi“(X|D)"’Z) + 2 (90)
where X = 2—1eidK is the fully mized state and wggnp = trx (Ef(JXD ®pSH)) for the function f : (x,h) — h(x)

that acts on the registers X and SH.
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The following technical lemma allows us to bound the smooth conditional min-entropy restricted to events
in terms of the unrestricted entropy.

Lemma 10. Let papxy € Se(ABXY) be classical on X andY and let Q@ : X x Y — {0,1} be an event with
Pr[Q)], > 0. Then, for e € [0,/Pr[Q],), we have

HIEIun(AX A Q"BY)P Z Hfmn(AX|BY)P and anin m

(AX AQIB), > Hiy(AX|B), (91)

Proof. Let us start with the first inequality. By definition of the smooth conditional min-entropy there exists a
sub-normalized state papxy € Se(ABXY) and a state opy € S(BY) such that

2~ Hx

paBxy < min(AXIBY)oid v @ oy and  P(fapxy,papxy) < €. (92)

Without loss of generality [22, Lemma 6.6] we can assume that papxy is classical on X and Y. As such,
we have papxyao < papxy and P(paxyao, PaBxyae) < P(Ppapxy,papxy) < € by the monotonicity of
the purified distance under trace non-increasing maps. The desired inequality then follows by definition of the
smooth min-entropy evaluated for the state with the event (2.

The second inequality follows similarly. By definition of the smooth conditional min-entropy there exists a
sub-normalized state papx € Se(ABX) and a state o € S(B) such that

(AX|B)

papx < 27 Humin *idax ® op and P(papx,papx) <c. (93)

As discussed previously, this implies in particular the existence of an extension papxy € Se(ABXY) that
satisfies P(papxvy,paBxy) < e. Without loss of generality we can assume that papxy is classical on X and
Y. (To see this, note that pinching in the computational basis on Y would indeed only decrease the distance
between the papxy and papxy, leaving the latter state invariant.) On the state papxy we can now define
the restriction on the event 2 and find

PABXYAQ < PABXY == paBxrQ = try{paBxyra} < paBx - (94)

Finally, we proceed in the same fashion as for the first inequality to show that P(papxaq,paBxre) < € and
conclude the proof. O

The next proposition builds on Corollary 5 and Proposition 8 and the above Leftover Hashing Lemma to
establish the secrecy of the key.

Proposition 11. Let papr € S(ABE). Consider the protocol qkd_eby, peec.pa N Section 3 with pe = {k,d},
ec ={t,r,...} and pa={{,...} and the state Wik ,kpscrE = 9kd_ebu, peec.pa(PaBE). Define e(v) as in (79).
Then, for any v € (0,1 — 8] such that e(v)> < Pr[F = (v, V)]s, the following holds:

1
< 527%90») +2:(v). (95)
tr

HWKASCFEAF: (V) ~ XKa @WSCFEAF= (v ,v)

where g(v) = (m —k)(log 2 —h(§+v)) —r—t — L.

Note that in the above proposition, in order to ensure that the smooth min-entropy is always well-defined,
we restricted ourselves to the case where the success probabillity exceeds the squared smoothing parameter,
i.e. we required that e(v)? < Pr[F = (v/,v')]. The case where the success probability is small will be handled
separately in Corollary 12 below.

Proof. We use n = m — k. Since Pr[F = (v'V')], < Pr[FP® = V], the condition of Proposition 8 is satisfied and

we find that HEY (X ANFPe = V1Y), < nh(d+ v) for the state oxy v sng=ge pre as in (42) that results after
measurement and parameter estimation. Combining this with Corollary 5 yields

HY(X AFPe = v|[VIVSTSESOR), > ng, (96)
where we introduced the shorthand ¢ = log 2 — k(6 + v).

Our goal is to translate this in a condition on the state O X ROV OZOT ST GEGO GHee prpe prec fy AS 111 (44) that
results after error correction. The following chain of inequalities holds:

ng < H-Y (X A FPe = |STSSOCV E), (97)
< H(X AFPe = v |SUSESOCY OZE), +r (98)
= HEW(X A FPe = v |S15E89 58 CVOZE) g, + 1 (99)
< HW(X A FPe = | SUSESO§He OV CZCT R, 47+t (100)
<HZ (X ANFP = NF* = v|STSESO MOV CZCTE) 41+t (101)
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The first inequality follows by relabeling V to CV and discarding W, an instance of the data-processing inequal-
ity. The transcript register O contains the syndrome sent from Alice to Bob and the inequality (98) follows
by the chain rule in (19), and the fact that log |C?| = r. The register S in the state pgu.. is independent
of the other registers. The register CT contains the hash of the raw key X of size log |CT| = ¢ leading to the
penultimate inequality. In the last step we used Lemma 10.

Summarizing S’ = (S, §%, 89, §Hec) as well as C = (CV,0%,CT), and F = (FP°, F°°) as usual, we can
thus more compactly write this as

HY(XANF=(V,V)|S'CE)y > ng 1 —t. (102)
Proposition 9 applied with this bound then immediately yields the desired inequality. O

The above proposition suffers from the assumption e(v)? < Pr[F = (v/,v')].. However, the other case
can easily be dealt with. Indeed, the trace distance HwKASCFEAF: (V) — XEa ® wSCFEApz(,/M)Htr is upper
bounded by the the trace of both states, i.e. the probability Pr[FF = (v/,v')],. The inequalities Pr[F =
(V',¥)]s < e(r)? < e(v) then yield the following corollary, which is equivalent to Theorem 3.

Corollary 12. Consider the setup of Proposition 11. For any v € (0, % — 4] the following holds:

1\/ —(m— og L — v T
HWKASCFEAF:(J,/) — XKa ®WSCFEAF:(J,/)Htr < 3 2~ ) (108 3 =h(s+0) +re+e +2e(v). (103)

Part 11
Prepare-and-measure protocol

Nasp Quantum channel between Alice and Bob

"PQ,ﬁA‘RS@A Preparation map that returns a state in register A depending on the settings R, S4

M Number of states sent by Alice in the prepare-and-measure version

Q Subset of [M] for which Bob obtains a conclusive measurement result

% Subset of m indices where Alice and Bob’s settings agree and Bob obtained a conclusive outcome

ro Reordering map used in the sifting step.

R Register for Alice’s raw key in the prepare-and-measure protocol

U Register for Bob’s measurement results in the prepare-and-measure protocol

5Pa Seed for the choice of Alice’s measurement bases in the prepare-and-measure protocol

5% Seed for the choice of Bob’s measurement bases in the prepare-and-measure protocol

S Register corresponding to all the seeds that Alice communicates to Bob after state distribution
S = (8", 55,59, §Hpe gHec)

Fsi Flag for the sifting procedure in the prepare-and-measure protocol

F Register corresponding to all the flags, F' = (F®!, FP°, F°°)

ce,Cc® Transcripts of the registers 2 and ¥ sent during sifting

C Register containing all the communication transcripts, C' = (CQ, cE,cV,c?,ch)

Table 4: Additional nomenclature and notation used in Part Il. See also Table 1

7 Formal description of the prepare-and-measure protocol

Here we discuss a prepare-and-measure (PM) protocol for QKD, denoted gkd_pmas m.pe,ec,pa; Which is essen-
tially equivalent to BB84 [1], and prove that its security follows from that of the entanglement-based protocol
considered in Part I, provided that some additional assumptions are made.

Section 7.2 provides the details of the protocol described in Table 5, for the steps where it differs from the
entanglement-based protocol. We describe the additional assumptions on the preparation and measurement
devices in 7.1 and present a mathematical model of the protocol in 7.3.
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7.1 Additional assumptions on preparation and measurement devices

The physical equipment of Alice an Bob is modified compared to that of the entanglement-based protocol
considered in Part I. Indeed, the main point of implementing a prepare-and-measure protocol is that it is no
longer required for Alice and Bob to share an entangled state, a task that remains very challenging if the two
parties are a few tens of kilometers apart, which is typical in realistic scenarios where one wants to distribute
secret keys at the scale of a metropolitan area. In the prepare-and-measure setup Alice and Bob do not start
with an entangled state but instead have access to a quantum channel from Alice to Bob.

The assumption on finite-dimensional quantum systems, sealed laboratories, random seeds and authenticated
communication channel discussed in Section 3.1 still apply. The assumption of sealed laboratories in particular
implies that the quantum channel between Alice and Bob models all quantum communication leaving Alice’s
lab. However, we will replace the assumption of commuting measurements, deterministic detection and the
complementarity of Alice’s measurements.

Alice’s preparation: In every round, indexed by i € [M], Alice’s preparation device takes two bits as input:
¢ € {0,1} describing a basis choice and = € {0,1} describing the bit value within each basis. It produces
a quantum state pz’f, ideally corresponding to one of the four BB84 states. The commuting measurement
assumption for Alice is replaced with the requirement that these states do not depend on the preparations in
previous or later rounds (which is already ensured by our notation). Our next assumption is that the state pﬁ’f

does not leak any information about the basis choice ¢, i.e., we require that
0, 1,
pA; = P - (104)
z€{0,1} z€{0,1}

Moreover, instead of the complementarity assumption on the measurements, we require that the prepared states
are sufficiently complementary. More precisely, let us define

d({p"}a,{0¥}y) := max H\/,o””X_lx/Uy for states satisfying E pr = E oV :=X. (105)
)y
T

Y

2
)
o)

In case X has not full support we take the generalized inverse (on its support) in the above definition. Our
second assumption on Alice’s preparation is that

¢i= ({oh7}, . {0k"},) <@ (106)

for all ¢ € [M] and some constant ¢ < 1. The constant ¢ is closely related to the constant ¢ that described the
complementarity of Alice’s measurement in the entanglement-based protocol, as we will see in Corollary 15.
In an ideal implementation of the BB84 protocol, the states p?” would be single-qubit states given by

PO =10N0, PP =N, P = [, M = ) (107)

These states obviously satisfy the assumption in (104) and it is easy to verify that ¢ = % is a valid bound.
We should note that our first assumption is rather strong and for instance does not allow us to assess the
security of popular implementations of the BB84 protocol relying on a weak-coherent-state encoding. Since
single-photon sources remain expensive and imperfect today, it is indeed tempting to encode each qubit with
two polarization modes and replace single-photons by phase-randomized weak-coherent states’!. For such an
implementation, the four BB84 states become linearly independent, and Eq. (104) cannot hold. It is well-known
that such implementations are sensitive to “photon-number-splitting” attacks but that solutions exist to restore
their security, for instance with the help of decoy states [42]. While we believe that our framework could

accommodate such modifications (see for instance [43, 44]), we do not address this issue here.

Bob’s measurement: As for the simple protocol of Part I, we require that Bob’s quantum system can be
decomposed as B = By) = B1 Bz ... By Bob’s measurement device is similar to that of the simple protocol of
Part I, but the measurement operators now need to be specified for indices in [M] and allow for an additional
outcome, ‘Q’, corresponding to an inconclusive result. Such an inconclusive result can for instance occur when
no detector clicked (photon loss) or when more than 1 detector clicked (dark counts)??.

111f the single-photon polarization qubit states are given by (107), then the four encoded BB84 states are Thi =
2k, .
e—o? @20:0 = (p»7)®F for 4,5 € {0,1}, where a > 0 is the amplitude of the coherent states.
12Indeed, in most experiments, the measurement device is usually implemented with the help of two single-photon detectors, and

a conclusive measurement outcome, 0 or 1, will correspond to which detector clicked while inconclusive outcomes occur if none or
both of the detectors clicked.

Accepted in { Yuantum 2017-06-08, click title to verify 23



For any ¢ € [M], we model Bob’s measurement on subsystem B; with setting ¢ € {0,1} by a ternary
generalized measurement {Mg;z}ze{o’l,g} acting on B;. The index z ranges over the two conclusive outcomes,
0 and 1, of Bob’s measurement as well as the inconclusive outcomes @. We require that

(M2 (Mp?) = (Mp°) (MgP), (108)
meaning that the element corresponding to an inconclusive result coincides for both measurements. As will be
formalized in Lemma 16, this implies that Bob’s measurement map can be interpreted as a two-step process
first deciding whether the result is conclusive or not, and then, in the former case, proceeding with the ideal
measurement considered in Part I. While this assumption seems quite reasonable for photon detector working
in the few photons regime, it usually fails to apply when avalanche photo diodes are accessed in the linear mode,
and this was precisely the origin of the “blinding attack” of [33].

In any realistic implementation, Alice and Bob would need to be synchronized so that Bob can keep track of
which system he is currently measuring. This is especially relevant in high-loss regimes where Bob’s detectors
would not click most of the time. Such a synchronization procedure can be realized classically, provided that
both players have access to an authenticated channel. For simplicity, we ignore this synchronization issue in
our model.

7.2 Protocol parameters and overview
The protocol qkd_pmas,m, pe,ec,pa 15 parametrized as gkd_eby, pe ec,pa; DUt With one extra parameter:

e The number of individual states prepared and sent through the quantum channel by Alice, M € N. We
require that M > m and for optical implementations a typical value for M is 22 where 7 is the overall
transmittance of the optical channel between Alice and Bob.

7.3 Exact mathematical model of the protocol

Here we describe in detail the mathematical model corresponding to the protocol in Table 5, for the steps where
it differs from the simple protocol of Part I.

Input: The realistic protocol gkd_pmas,m pe,ec,pa We consider is a prepare-and-measure protocol, and the role
of the input is now played by an (arbitrary) quantum channel Na_,p between Alice and Bob. Here A = Ay
and B = B[p. This situation is depicted in Figure 8.

As before, we make the assumption that the input and output of the quantum channel are finite-dimensional.
This arguably appears quite restrictive since any complete description of the optical channel would involve
infinite-dimensional Fock spaces, with the idea that each of the M systems prepared by Alice corresponds to
two polarization modes for instance. However, we point out that we do not require any explicit upper bound
on the dimension of the Hilbert spaces occurring in the protocol, and that any physical state necessarily has
a bounded energy, which means that it can be arbitrarily well approximated by a quantum state in a finite-
dimensional Hilbert space of sufficiently large dimension.

Alice public domain Bob

] il ]

Figure 8: (Input.) Alice and Bob have access to a quantum channel: ' : A — B.

Randomization: The random seeds are modeled similarly as for the idealized version of the protocol. Here,
the seed S® corresponding to identical measurement settings is not provided directly. Instead, Alice and Bob
initially choose independently two strings ®4, @5 € {0, 1}, and it will later be the role of the sifting procedure
to produce a set of identical measurement settings ®. The random choice of the strings ®4, Pp is modeled by
two registers S®4, S%5 in the state

1
psea ®psn =5 D |0aKdalges @ |08NOBges , (109)
ba,0€{0,1}M
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(KA7 K37 57 C; F) = qkd_pmM,m,pe,ec,pa (NA—)B):

Input: Alice and Bob have access to a quantum channel Ny_,5 : A — B where A = Apy and B = By are
comprised of M quantum systems.

Randomization: Alice and Bob respectively choose two random strings ®4, @5 € {0,1}™. Alice also chooses
a random string R € {0,1}*. These private seeds are denoted S*4,S% and R. Finally, similarly as in
the simple protocol, Alice chooses a random subset II € II,, i, and random hash functions He. € Hec as

well as Hpa € Hpa. These uniformly random seeds are denoted S = (ST, SHee | §Hpa),

State Preparation: Alice prepares a quantum state pi’q)“

corresponding to ¢4.

, encoding the string R in the measurement basis

State Distribution: Alice sends the state pf{’@“ through the quantum channel A" and Bob receives the output
state pg’q"‘ = N(pﬁ’%‘). (In practice, Alice would send the systems one by one, and use the quantum

channel M times.)

Measurement: Bob measures the M quantum systems with the setting &5, and stores his ternary measurement
outcomes in a string U € {0,1,9}M, where @ denotes an inconclusive measurement result. He also
computes the set Q C 2[M] of indices corresponding to conclusive measurements (In practice, Bob would
start measuring the systems as soon as he receives them.)

Randomness distribution: Bob publicly announces both the value of &g and 2. The corresponding tran-
scripts are denoted by C® and C%, respectively. Alice sends the value of the seeds S = (S, §Hec §Hpa)
to Bob through the authenticated public channel.

Sifting: If it exists, Alice publicly announces a set ¥ C €, with transcript C* of cardinality m, such that
®, and ®p coincide on ¥, and sets the flag F*' = . Otherwise, she sets F*' = & and they abort. The
respective binary substrings R’ and U’ of R and U restricted to ¥ become the raw keys. As in the idealized
protocol, they are then reordered and denoted (X,V) and (Y, W) for Alice and Bob, respectively. Here
V, W are of length k and correspond to the indices in II, whereas X,Y of length n correspond to indices
not in II.

Parameter Estimation: Alice sends V to Bob, the transcript is denoted CY'. Bob compares V and W. If
the fraction of errors exceeds &, Bob sets the flag FP® = ‘@’ and they abort. Otherwise he sets FP® = ‘v~
and they proceed.

Error Correction: Alice sends the syndrome Z = synd(X) to Bob, with transcript C?. Bob computes

X = corr(Y, Z).

Alice computes the hash T' = He(X ) of length t and sends it to Bob, with transcript C7. Bob computes
H..(X). If it differs from T, he sets the flag F°° = ‘@’ and they abort the protocol. Otherwise he sets
F°¢ = ‘v’ and they proceed.

Privacy Amplification: They compute keys K4 = Hp,(X) and Kp = Hpa(f() of length 2.

Output: The output of the protocol consists of the keys K, and Kp, the seeds (S®&, S SHee GHrpa) the
transcript C' = (C%,C*,CV,C%,CH) and the flags F = (FS', FP°, F°°). In case of abort, we assume that
all registers are initialized to a predetermined value.

Table 5: Realistic Prepare-and-Measure QKD Protocol gkd_pmas,m,pe,ec,pa- 1 he precise mathematical model is described
in Section 7. This protocol differs from the entanglement-based protocol in several points: in particular, the input now
corresponds to the quantum channel N between Alice and Bob.

where {|¢4)},{|¢5)} are orthonormal bases of S®4 and S¥5, respectively.

Another difference with the simple protocol of Part T is that Alice also has access to a register R that she
will use to choose which state to prepare. This register is modeled similarly as the other seeds as a maximally
mixed state:

pn=sr S Il (110)

ref{0,1}M

Accepted in { Yuantum 2017-06-08, click title to verify 25



where {|r)} is an orthonormal basis of R. The other random seeds pgu, pgtee, pgHpa are identical to the idealized
version. This situation is depicted in Figure 9.

Alice public domain Bob
N
L] L]

Figure 9: (Randomization.) Alice prepares a public seed .S that will later be communicated to Bob through an authenticated
classical channel. Alice and Bob also prepare private seeds: R, ®4 for Alice, 5 for Bob.

Note that while in the simple protocol all the seeds are communicated publicly during a step of the protocol,
it is crucially not the case here for the seed R, from which the final key could be immediately inferred. We will
see that it is not necessary to communicate the seed S®4 to Bob since the sifting procedure is performed by
Alice.

In a practical implementation, the various random seeds, except for S®» would be initially prepared by
Alice, and only communicated to Bob when needed (except for R and S®4). In particular, one should wait until
the state distribution is over before communicating the value of the chosen subset for parameter estimation or
of the various hash functions.

State preparation: Alice prepares a quantum state on M systems A = A[y;) using the map

Pooaipstn ()= > (Il ® 16X6lsan ) - (IXrlg @ |6Kelgns ) @ p° (111)

r,¢€{0,1}M

where p;’d’ = ®£1 pzi’d)". Applying this map to the seeds in registers R and S®4 results in the state

1 .
Prsva=r D Nl @ [0)dlgm © P47 (112)
r,pe{0,1}M

This situation is depicted in Figure 10.
Alice public domain Bob
P N
(@ =

Figure 10: (State Preparation.) Using her private seeds R and ®4, Alice prepares system A.

State distribution: Alice sends her register A to Bob through the quantum channel N : A — B. The state
shared by Alice and Bob is given by:

Prstap = NaB(Prseaa) (113)
1 T,
= 2. Il @ 16Xlse, © P, (114)
r,¢€{0,1}M

where we defined p” = N/ (pg(b). This situation is depicted in Figure 11.
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Alice public domain Bob
XN
/]

Figure 11: (State Distribution.) Alice sends the system A through the quantum channel N and Bob receives system B.

Alice public domain Bob

[&] []

Figure 12: (Bob’s Measurement.) Bob measures the quantum system B using the measurement settings given by his private
randomness ®p and obtains two classical strings stored in registers €2 and U.

Measurement: Bob measures each of his M quantum systems in the basis corresponding to ®g and stores
his measurement outcomes, either 0, 1, or @ in the case of inconclusive outcomes, in a classical register U taking
values in {0,1,@}". The measurement map Mp_, ;o555 is defined as:

T
Mpopaisss ()= > 3 luwiren (ME" ©16Kolses ) - (ME" ©16Klgon ) (wlyen, (115)

$€{0,1}M ye{0,1,2}M
where w = w(u) is the subset of [M] where u takes values in {0, 1}, namely
w(u) == {i € [M] : u; # @}. (116)

The state of the total system after Bob’s measurement is given by

1 t
TRUCRBS®™AS™ = gM Z Z 7w, w, G A, DB)T, U w, DA, OB| proagea gus © M2 pit4 (MgB’u) )
r,¢a,¢5€{0,1}M ue{0,1,a}M
(117)

and the situation is depicted in Figure 12.

Alice public domain Bob

[s*=] [
@ T T ‘ @

7 @ 5] ! B

Figure 13: (Randomness distribution.) Bob communicates the both the value of ®5 and Q to Alice with the authenticated
classical channel. Alice publicly announces the value of the various seeds, S = (S™, §Hee, §Hpa),

Randomness distribution: Bob publicly announces the content of the register S® together with the de-
scription C? of the set w of indices corresponding to conclusive measurement results. This situation is depicted
in Figure 13. Alice publicly announces the value of the various seeds, S = (S, §fec GHpa),
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Sifting: Alice applies the sifting map, a classical map ‘sift’ defined as follows

M M o, o[M]
it { {0, 13M x {0, 1}M x 2 =TIy, x {2, v} a18)

(¢A7¢va) = (ZaFSi)

where Y is either the first subset of Q of cardinality m in the lexicographic order where ¢4 and ¢ coincide, if
such a set exists, or else it is set to a dummy value, for instance [m]. In the first case, the flag F*™ is set to v/,
otherwise it is set to @ and the protocol aborts. The output of the sifting map immediately allows Alice and
Bob to compute the value of the seed S® which is simply the restriction of either S®4 or S®2 to the indices
in ¥. This classical map is lifted to give a CPTP map &; = S®4 5% C? — C¥CPF* 5% 5% This situation is
depicted in Figure 14.

Alice public domain Bob

]
=] (=

]

[s=]  [c®

]
v s

FS

HE s (e

Figure 14: (Sifting 1/2.) Using her private randomness ®4 together with the registers Q and ®p sent by Bob, Alice computes
the set X when it exists and sets the value of the flag F**'. Both values are then publicly announced.

We then define a CPTP map &y; that discards the systems in R, U and ®4 which do not correspond to the
subset ¥ and put the remaining systems in registers denoted R’, U’ and ® of size m, respectively.

Eqi : C¥*RUS®™ — R'U'C*C*. (119)
This situation is depicted in Figure 15.

Alice public domain Bob

Rl—&] | [5=][c®][c?] | Z———{U
5 EE| Fe | 5

Figure 15: (Sifting 2/2.) Using X, Alice (resp. Bob) discards the M — m irrelevant systems of R (resp. U) and stores the m
remaining ones in R’ (resp. U’). Both Alice and Bob further compute ® from ¥ and either ®4 or ®5.

Finally, similarly as in the simple protocol of Part I, Alice and Bob use the content of register Il to reorder
their raw keys, which become (V, X) for Alice and (W, Y) for Bob. The situation here is similar to that obtained
after measurement in the simple protocol (compare Figures 16 and 3), with the addition of the registers C*,
C*, S®3 and F* now available in the public domain.

Remaining steps: The remaining steps are as in the entanglement-based QKD protocol presented in Part I.

8 Results and Discussion

The security proof should establish that for any input channel Na_, g given to gkd_pmas m pe,ec,pa, €ither the
protocol outputs secret identical keys, or else it aborts. In the same spirit as the entanglement-based version of
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Alice public domain Bob

e
i 7

Figure 16: (Reordering.) Using the content of S™, Alice reorder their raw keys, R’ and U’, which become respectively (X, V)
and (Y, W).

Part I, we define the security parameter

; (120)

AM,Si,po,cc,pa ‘= sup ¢
r

A—BE

qkd_pmM,m,pc,cc,pa (NA%BE) - qkd—idealM,k,n,é,ec,pa (NA%BE)

where again qgkd_idealy; ; ,, 5 cc pa 1S defined analogously to the entanglement-based case and simply replaces
the output of qkd_pmM,m,pe,eC’pa(J\/'AHBE) with a perfect key in case the protocol does not abort. Here, the
channels N4_, g have an additional output that goes to an eavesdropper, and it again suffices to consider maps
where F is finite-dimensional. Establishing security thus boils down to showing that this trace distance is small
for all such channels.

Our strategy is to show that the realistic protocol is equivalent to applying the idealized QKD protocol on
a virtual quantum state p4p independent from the uniformly distributed random seed S® for the measurement
settings. If this holds, then the security proof of Part I for the simple protocol applies, and establishes the
security of the prepare-and-measure protocol. For this, we need to make explicit assumptions about (i) the
state preparation on Alice’s side to make sure that no basis information is leaked and (ii) the measurement
device on Bob’s side to ensure that the invalid measurement results do not depend on the measurement basis.

Under the assumptions in Section 7.1, we show that the prepare-and-measure QKD protocol is secure.

Theorem 13. Let m,pe,ec,pa be such that the protocol gkd_eb., pe.ccpa i Section & is e-secure with device
parameter ¢ = ¢'. Then qkd_pPmas,m pe,ec,pa 45 also e-secure.

As will be shown in Section 9, the security of the prepare-and-measure protocol is a consequence of that of
the simple protocol studied in Part I, provided that some additional assumptions are made.

When assessing the performance of the protocol, however, two modifications appear. First, the device
parameter (¢’ instead of ¢) needs to be defined differently since it is no longer a function of the measurement
device of Alice, but rather of her preparation device. In an ideal implementation, it is still expected to be equal
to %, as was discussed in Section 7.1. The more important difference is due to the sifting procedure. Indeed, the
definition of the secret key rate should now be modified to mean the ration between the key length ¢ and the
number M of individual states prepared and sent by Alice (instead of the number m in the simple entanglement-
based protocol). The means that the secret key rate achieved with the prepare-and-measure protocol is given
by

¢t m !

M~ M m
The sifting procedure that we have considered here (and described in Section 7.3) is not optimized to maximize
the secret key rate (or equivalently the ratio §}), but rather to simplify the analysis as much as possible. Better
sifting procedures are discussed in [19] and could involve not fixing the value of M in advance for instance.

A typical experiment would be characterized by a given overall transmittance 1 of the optical channel,
meaning that approximately nM photons will be detected by Bob, or in other words, that the expected value
of |Q] is nM. Given that Alice and Bob’s measurement bases will coincide on expectation 50% of the time, we
therefore expect that

(121)

n
= 122
9 (122)

SE

holds asymptotically.
In particular, the secret key rate of the prepare-and-measure protocol is then expected to be equal to 2
times the secret key rate of the simple protocol displayed in Figure 7.

9 Security reduction

In Sections 9.1 and 9.2, we discuss some implications of the device assumptions made in Section 7.1. The
security reduction to the simple protocol will be addressed in Section 9.3.
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9.1 Preparation: Assumptions on Alice's device

Consider the four states {Pi{?}x@e{o,l} created by Alice in round 4 of the protocol for some ¢ € [M]. Since these
states adhere to the assumptions stated in (104) and (106), the following lemma is applicable:

Lemma 14. Let {p%"}sr C S(A) where z and ¢ are taken from discrete sets. Moreover, let {p2}, be a
probability distribution for each ¢ such that

Zpd) ¢.@ pr/pﬁ/’w for all ¢ and ¢'. (123)

Then there exists a state Taa € S(AA") where A’ = A and a generalized measurement {Mﬁ}x}w on A’ for each
¢ such that

g =t [raw i () 03]t e(0g), (0057,) = (04 U0)). (20

Proof. We will explicitly construct the state and measurement as follows. First, let us introduce 74 := )" pm d’ ”:

and choose T4 4/ as its purification on A’. Now we choose

INT ;T
Mi);T f— ‘/pi) ((piﬂ“)z) (TAZ) (125)
where the transpose is taken with regards to the Schmidt basis of 744:. Let us first verify that this constitutes
a generalized measurement. Indeed, for every ¢, we find
1 T , _I\T
S () e = X0 () (o) (i) = 126)
xr

Let us now verify the conditions in (124). Since 744/ = |Taa/){Ta4/| purifies 74, we find

- o -y AN A [ o
ida ® My; |TAA/> =\/pz ida ® ((PA’ )2) (TA 2) ’TAA' 3 |pAA' (127)
where p%%, = |p%% N p%%, | purifies p%”. The first equality readily follows. The second equality can be confirmed

by consulting the definitions of ¢ and ¢’ in (20) and (105), respectively. O

These assumptions on Alice’s preparation allow us to replace the state preparation by a measurement
performed on a virtual extension of the average prepared state.

Corollary 15. If the two assumptions in (104) and (106) on Alice’s preparation device hold, then for each
i € [M] there exists a state pa,ar where A, = A; and generalized measurements on A} of the form prescribed
in Section 3.1 such that ¢; < c’m and, in particular, ¢ < ¢. Combining all these measurements into a map
My pigea acting on A" = AEM] we further have

PARD, = Margsea (Paar @ pay) - (128)

9.2 Assumption on Bob's measurement:

The objective of the assumption made on Bob’s measurement is to show that when the sifting procedure
succeeds, the resulting register S® is independent of the state shared by Alice and Bob, similarly as in the
entanglement-based protocol of Part I.

Lemma 16. If Bob’s measurement satisfies (108), that is, (Mg’ig)T(Mg’ig) = (Mé’ig)T(Méﬁig) for alli € [M],
then the measurement map Mp_,qges can be decomposed as

Mp_vaises = Mpoujsto © Mppa- (129)

Proof. Define for each i € [M] operators MY and M gi satisfying

(ME)(ME) = > (MpH)i(MgH) = > (Mg (Mg)) (130)
z€{0,1} z€{0,1}
(Mp)'(Mg) = (Mp?) (Mp?) = (M2 (M57). (131)
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Note in particular that (Mé)T(Mgl) + (Mgi)T(Mgi) = idp,. The generalized measurement Mp_, gq is then
described by

Mpopa : pp—pea= Y loclg @ Mppp(Mg)T, (132)
ce{v ,o}M

with Mg = ®i\i1 ng Up to relabeling, the string c¢ contained in register {2 describes the subset w describing
the indices for which the measurement was conclusive. Indeed w(c) ={i € [M] : ¢; # @} ={i € [M] : ¢; =V }.
It will be convenient in the following to write My instead of M§, and put the value w = w(c) in register .
Let us now define the second measurement, Mz SU|S®B Qs characterized by operators {M§;¢’C}ue{0,1, ) for each
i € [M]. In the case where the register ; is set to @ (or equivalently that the set w does not contain index ),
we choose

Mg =idp,  Mg"? =0, My =0 (133)

which means that the measurement is essentially trivial and simply reveals the content of register €2;. To address
the case where the register is set to v/, indicating that a conclusive outcome should be obtained, we choose
operators Mg’f"/ and Mz‘g’f’/ given by

My = My? (Mg )72, My?? = Mg? (M)~ (134)
It is immediate to check that these define valid generalized measurements and that Eq. (129) is satisfied. O

Lemma 17. If the assumption of Eq. (108) on Bob’s measurement holds, then for any state papg, define
parpcsceseprs = i © Ei 0 Mpopa(paBe @ pgea ® pgep ). (135)

Then, the state conditioned on the sifting procedure passing satisfies:
PA"BIS*CECRE|Fsi=y = PA'BCECOE|Fri=y @ Ps, (136)

where pge = 2% que{o,l}m [DRIFe

Proof. Since the measurement map Mp_,gq only acts on register B, independently of the value &5, we have

Mppa(parBE @ psea @ pgap) = parBoE & Pgea @ Pgop, (137)

where the state pappo = Mp_pa(pasr) is a classical-quantum state:

PA'BEQ = Z lw)wlg ® (idar ® Mg ®@idg)pape(idar & (M) @idg). (138)
we2lM]

It is straightforward to check that the classical map ‘sift” has the following property: for all strings ¢4, ¢p,0 €
{0,1}M and any subset w C [M], if the sifting succeeds, then

sift(pa + 0,0 + 0,w) = sift(da, dp,w). (139)

Indeed, this is true since the map ‘sift’ only examines whether Alice and Bob’s measurement bases coincide or
not, and not their actual value. In particular, if &4 and ®p are uniformly distributed, then ®, the restriction
of ®4 to the subset ¥ returned by the sifting map when it succeeds, will also be uniformly distributed over the
set of strings of length m.

Finally, the discarding map &g; examines register S®4 and puts its content, restricted to the subset deter-
mined by the sifting map, into register S®, and traces over all the systems that do not belong to that subset.
The above property of the sifting map ensures that the value of ® does not depend on €.

This establishes that whenever the sifting test passes, the output state takes a tensor product form:

PA"BIS*CECRE|Fi=y = PANBICSCOE|Fsi=y & Pse. O

This lemma shows in particular that it is legitimate to consider S as a uniform seed, and not as a transcript,
hence its notation S instead of C'®.
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9.3 Security: reduction to the entanglement-based protocol
We are now ready to prove Theorem 13.

Proof. Tt is sufficient to consider the case where the sifting procedure succeeds, since otherwise the protocol
aborts and its output is trivially secret. For this reason, let us define a slight variant qkd_modified,, pe,cc,pa Of
the entanglement-based protocol of Part I which differs by taking an additional input register F*' € {v', @}. The
variant starts by examining the content of this registers, and either aborts if the flag is set to @, or proceeds
with the protocol gkd_eby, peecpa if the flag is set to v'. A second difference between gqkd_eb,, pe ec,pa and
gkd_modified;, peec,pa is that the randomness for the measurement basis choice is explicitly given as an input.
In particular, for any state pa pg, it holds that:

qkd_modified,, peec.pa(parpE @ pge @ [V )XV

Fsi) = qkd_ebmpe,eC,pa(PA/BE) . (140)

From it definition, it is immediate that if gkd_eby, pe,cc,pa iS €-secure, then so is gkd_modified,, pe,cc,pa- Indeed,
the only quantitative difference between the two protocol is that the latter one is less robust since it will not
output nontrivial keys as soon as the sifting flag is set to .

Our goal is therefore to show that in that case, for any input channel N4_, g, there exists a state pa g/ g/ psi
where A” and B’ consist of m systems such that

akd_PmAs m. pe,cc,pa(Na—BE) = qkd_modified,, peec,pa(Par B B Fs @ pge). (141)

Let us therefore consider the application of the prepare-and-measure protocol gkd_pmas,m, pe,ecc,pa t0 an arbitrary
quantum channel A4, gg. According to the description of the protocol, the classical-quantum state shared by
Alice, Bob and Eve after the distribution step is given by some prgpgesges . The assumption made on Alice’s
preparation shows, as stated in Corollary 15, show that there exist a state 744/ and a measurement map
M /-, gisea such that

PrBES® 5% = NaBE(PRAS®A 595 ) (142)
= (NAHBE ° MA’HR\S‘I’A> (Taar ® pgea ® pges) (143)
=M pisea (pa'BE ® pa, @ pag) (144)

where we defined parpgp = Na_pr(Taa/). The last equality follows from the fact that the maps Na_pg

and M4 _, Rlsea trivially commute since they act on distinct systems. After applying the measurement map
Mp_, o promised by Lemma 16, followed by the sifting and discard maps, we obtain

Pr B Es? s cxcers = Edi © Esi © MBBa (PrREES® 595 ) (145)

=&aio&i o Mpopa o My gisea (PaBEs®as™s ) (146)

where R’ and B’ are now restricted to the m indices corresponding to the set ¥ provided by the sifting map.
Indeed, recall that the discard map Eg; replaces the M-system registers R and B by m-system registers R’ and
B’ obtained by tracing over the systems not corresponding to .

Since the measurement map M 4, _, R|S®A of Alice’s system A’ commutes with &; o Mp_, g, we obtain:

Prip Esestscscerps = Edi © Marpigea © & 0 MpBopa (parppstases ), (147)

In the mathematical description of the protocol given in Section 7.3, the discard map was applied to registers
R, B, but since it commutes with measurement maps on either Alice’s or Bob’s system, the map can be just
as well applied to registers A’ and U, with outputs denoted A” and U’, respectively. We deduce that we can
replace the map Eqi 0 M4/, ggea By Mar_,prge 0 Eqi in (147). This yields:

PR B ES*s®cEcops = Man ,grise 0 Eai 0 & 0 Mo pa (ParBEseasos) (148)
= Murpse (Parproscoseses prs) - (149)

Lemma 17 now shows that
PR B'ES®S*BCECYFsi=y = M prise (PA“B'ECZCQ|FSi:/) ® pge. (150)

Let us finally collect E' = ES®2C¥C®. If the sifting test passes, then

qkd_modifiedm’pcycqpa (pA”B’S‘DE’|FSi:/ X pPse X |\/><\/ FSi) = qkd_ebM,pC,cc,pa(pA”B’E’), (151)

which concludes the proof. O
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10 Conclusion

We provide a self-contained security proof of QKD detailing all the steps of the protocol and explicitly spelling
out all the required assumptions for the security proof to go through. For simplicity, we focussed on a variant
of the entanglement-based BBM92 protocol as well as the BB84 protocol and showed that practical secret key
rates can be achieved, even for moderately large block size. These results, however, come at the price of several
assumptions which are sometimes challenging to enforce in practice. This should not come as a surprise since
many simplified implementations are known to be vulnerable to quantum hacking, illustrating that there exist
necessary trade-offs between ease of implementation and security guarantees.

We believe that there is room for improvement for these trade-offs and that further collaboration between
theory and experiment will be essential for achieving this objective. In this context, it is crucial to model
the protocols as thoroughly as possible in order to understand what level of security can be obtained, and
under which assumptions. Finally, we would like to encourage more research into derving tight finite resource
trade-offs for quantum key distribution protocols beyond BB84 and BBM92. This will likely require techniques
beyond the entropic uncertainty relation presented here. An example of interest is the 6-state protocol [45]
where entropic uncertainty relations do not currently yield optimal secret key rates (even asymptotically) and
approaches based on a more complete tomography of the channel lead to large penalities for finite keys.

Note added. After completion of this work a novel and intriguing proof technique (based on Rényi entropy
accumulation) has been proposed by Dupuis et al. [46]. This technique does not yet seem to yield tradeoffs
between security and protocol parameters that match those found in [13] and [14], on which we improve upon
here. However, the technique is more versatile and in particular allows to show security of device-independent
protocols as demonstrated by Arnon-Friedman et al. [47]. Device-independent protocols have the advantage
that fewer assumptions on the physical devices used in the protocol are required, but are beyond the scope of
this work.
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A Proof of entropic uncertainty relation in Proposition 4

Let us restate the desired inequality for the convenience of the reader.

Proposition 4 (restated). Let T4prs € Se(APRS) be an arbitrary sub-normalized state with P a classical
register, and set t := tr{raprs}. Furthermore, let ¢ € [0,+/%) and let ¢ be a bijective function on P that is a
symmetry of Tapgrs in the sense that Tars p=p = TaRrs, p=q(p) for all p € P. Then, we have

HE. (X|PR), + H:

min max

1
(X|PS), > log o where (152)
q

, 2\ T2
where ¢, = max,cp max, scx "Fg(p) *(F7) Hoo Here, 0xprs = Ma_,x|p(Taprs) for the map

Masxipl ] =tra { Z Z |z) x (|P (plp @ Fi* > . (|P><p|P ®F£’E)T (z|y } (153)

peEP zxeX
and any set (indexed by p € P) of generalized measurements {F4"},cx.

Proof. The condition on ¢ ensures that all smooth entropies are well-defined. We first introduce the Stinespring
dilation isometry of the measurement map M 4_, x|p. This is the isometry V' : A — AX X'|P given by

V=) > z)x ®lz)y @ p)plp @ F5°. (154)
peP xeX

Now note that the measured state ox prs in (153) has a natural purification in

oppaxxrsp =V (tpparsp)V', where (155)
|TPP aARSD) = Z Pr[P = pl; [p)p @ [P) pr @ |TarsDIP=p) » (156)
peP

where P’ is isomorphic to P and |’7'A RSD| p=p> is any purification of 74pg p=p on a sufficiently large auxiliary
system D. (The choice |D| = |A||R||S| ensures that all purifications can be accommodated.) This now allows us
to rephrase our target inequality. Using the duality relation for smooth min- and max-entropy in (17) together
with the fact that HE, (X|PR), = H.;,(X|P'R), since P’ is a copy of P, we find that (152) is equivalent to

min min

1
H:. (X|PR), > H, (X|PAX'RD), + log — . (157)

mln mln
Cq
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Moreover the data-processing inequality for the smooth min-entropy in (18) applied for the map trp yields
X|PAX RD), < H, (X|PAX'R), and thus it in fact suffices to show that??

mll’l (

X|PR), > HE,

min

1
(X|PAX'R); +log —. (158)

q

mll’l (

The remainder of the proof will be concerned with showing the inequality in (158).
For this purpose, let us consider the following unitary rotation:

Qr = la" (®)Xp|,- (159)

peP

that exchanges p with its conjugate, ¢(p). It clearly acts as a permutation when acting on the classical register
P and furthermore we have Qp(7ap RS)QL = Taprs due to the symmetry condition that we imposed on ¢ and
TpARrs in the statement of the proposition. Based on this we define the isometry

Vi=QrVQh =YY la)x @ la)x @ [p)plp @ FAP, (160)
peEP xzeX

that corresponds to a measurement in the basis determined by ¢(p) instead of p. We find
VViocaxxprsVVT = QpVQL(taprs)QrVTQL = Qproaxx prsQb, (161)

which shows that the trace non-increasing map ‘_/VTL(-)V\_/Jr coherently undoes the measurement in the basis
determined by p and then instead measures in the basis determined by ¢(p).

Now we have the tools at hand to prove the inequality in (158). By the definition of the smooth min-
entropy, HE; (X|PAX'R),, there exists a state wpax'r € S(PAX'R) and a sub-normalized state Gpaxx/r €

Se(PAX X'R) that is e-close to opaxx/r in the sense that P(ocpaxx'r,0paxx'r) < € such that the following
inequality holds:
Opaxx'R <27 ldX Qwpax'r Wwith X:= mm(X|PAX R), . (162)

Next we consider the CP trace non-increasing map

Fxxrasx|pl-] Z trax: (QPVVJr [PXplp - [PXPlp VVTQP) (163)

peEP

From (161) we learn that ]:[OPAXX/R] = opxr. Thus, using the fact that the purified distance contracts (3)
when we apply F, we find that the state 6pxp := I[&PAXX/R} satisfies

P(6pxr,opxr) < P(6paxx'r,0paxx'R) <E. (164)

Furthermore, applying F on both sides of (162) yields
6pxr <2 Flidx @ wpaxr] =2 Mrxia (Q;VVT(idX ® @PAX/R)VVTQP), (165)

where Wpax/r = ZpEP Ip)Xplp ® ‘I’gx/R with @ix/R = (plwpax'r|p)p
Let us now simplify the right-hand side of this inequality, hoping to capture the incompatibility of the
measurements in the basis p versus the basis ¢(p). First, we note that

QLVVI =3 S aalx ® [2)alx ® [a(p)Xp|,p © AP (P57 (166)

peEP x,zeX

13In its cryptographic application, another intuitive way to justify that we can remove the purifying system D is that, without
loss of generality, we may assume that the eavesdropper already holds a purification of the state shared by the honest parties and
D is thus trivial. Luckily this physical intuition is corroborated by a mathematical argument —the data-processing inequality.
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and, hence, we can write

trxsa (Q}EVVT (idX ® @PAX,R) VVTQP)

32 , T A , T 32 T
=3 3 lakelx @ la@Xa®)lp @ (2l tra (FAP7 (F5%) a8 PR (FAP) ) 12) . (167)
pEP z,ze€X
T 2\ T 2 T ~
<Y Y lekalx @ la@Na@)lp © | FRT(FL) FAPH (FR)| Gl @hn) 1) (168)
pEP x,ze€X o
@ ¢ pe 1| .
=3 Y Relx @ la@Xa@)lp @ ||FEP (5| leknl)x (169)
pEP z,zeX >
N .
< max max | FEP(FR9)'| -3 3 kel @ ol @ (21650 12 (170)
P ’ e pEP x,zeX
=cq- Z idx ® [p)p|p @ &Y. (171)
peP

To establish (168) and (169) we used the fact that LTL < ||[LTL||« id = || L||, id for every linear operator L by
definition of the operator norm. The final equality (171) follows from the definition of ¢,.
Combining this bound with (165) yields

Gpxr <27 idx @ Y |p)plp ® & (172)
peP

Since EpGP tr(@%) = 1 by construction and P(6pxpr,opxr) < € due to (164), the definition of the smooth
entropy implies that

H: .. (X|PR), > X —logc, = H; (X|PAX'R), — log ¢y, (173)

concluding the proof. O

B Proof of Leftover Hashing Lemma in Proposition 9

Our proof of the leftover hashing lemma is based on the following result due to Renner [10, Corollary 5.5.2]:
Lemma 18. Let oxp € Se(X D) be a classical on X and let H be a universaly family of hash functions from
X ={0,1}" to K = {0,1}¢. Moreover, let pgu = ﬁ > hep |PXRlgu be fully mived. Then,

1 _1 ) _
lwsnp = xux @ wsupl|,, < 5v/ir{oxp} 2B X (174)

where X = 2—1eidK is the fully mized state and wggnp = trx (gf(O'XD ®pSH)) for the function f : (x,h) — h(x)
that acts on the registers X and SH.

We provide a short proof for the convenience of the reader (see [22, Section 7.3.2]).

Proof. First, by definition of the min-entropy, there exists a state 7p € S(D) such that oy p < 2~ Hmin(XI1P)oid v @
7p. Next, note that by definition of the trace distance, we have

1
HWKSHD — XK ® WSHDHtr = Z meKD\SH:h — XK ® WD\SH:h’ 1 (175)
heH

where || - [[; denotes the Schatten 1-norm. Moreover, by construction of wxgr p it is evident that wp|gr—p, =

wp = op for all h € H. Due to Holder’s inequality for Schatten norms [48, Corollary IV.2.6], we have

2 . L2y, -1 2

l|lwkpisa—n — xx @ op||; < [lidx @ 73 ||,||idx ® 752 (wkpisr—n — Xk @ o0)||;, (176)
=2ttr{rp}tr {idK@TBl(wKD‘SH:h *XK®O'D)2} (177)
=2tr {(idx ® Tgl)wf(DlsH:h} —tr{rp 0%}, (178)
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where 7p is inverted on its support. We took advantage of the fact that xx = 2%id k is proportional to the
identity to simplify the above expression. Combining this with (175), Jensen’s inequality thus ensures that

1 o7
|lwresnp = xx ®wsnpl,, < 2\/2 @tf{(idK ® 5 )wkpignn | — tr {7503} (179)
heH

Next, observe that Wi pjsin=n = > pc(0.11¢ 2uwe{0,137,h(x)=k [E)NK| ® ODAx =0 Dy construction. We then use
the universaly property of H which implies that ﬁ >hew H{h(z) = h(y)} = 27¢ when z # y. This yields

1 1
Z —tr {idg ® TBlwf(DlsH:h} = Z — Z H{h(z) = h(y)} tr {75 o DAX =20 DAX =y } (180)
heH |H| z,ye{0,1}" |H| heH
= Z tr {Tgla%AX:w} + Z 2l r {TB]'O'D/\X:a;O'D/\X:y} (181)
ze{0,1}m 2’yi§)7}1)n
= (1 -2 tr{(idx ® ") ok p} + 2 tr{rp oD} (182)

Bounding 1 — 2¢ < 1 and plugging this into (179), we find

1 . _
lwrsnp = XK ® wSHDHtr < 5\/% tr{(idx ® 75" )o%p}- (183)
Finally, due to the operator anti-monotonicity of the inverse and the definition of 7p, we have idx ® 7, <
2~ Hmin(XID) o 1 Combined with (183) this yields the desired result. O
Let us restate the desired inequality for the convenience of the reader.

Proposition 9 (restated). Let oxp € Se(X D) be a classical on X and let H be a universaly family of hash
functions from X = {0,1}" to K = {0, 1}*. Moreover, let pgn = ﬁ > hew |h)Xh|gr be fully mixed. Then,

1 €
|wkswp — xx ® WSHDHtr < 52_%(Hm‘“(X‘D)"_E) +2e (184)

where xx and wggu p are define as in Lemma 18.

Proof. Let 6xp € Se(X D) be a sub-normalized state such that HE;, (X|D)o = Hmin(X|D)s and P(6xp,oxp) <

€. Without loss of generality we can assume that 6x p is classical on X. Now, the Lemma 18 yields the inequality

1 1 1 €
||(DKSHD — XK ® (DSHDHtr S 5 /tr{a_XD} . 27§(Hmiu(X|D)6*Z) é . 27§(Hmin(X‘D)g*€) , (185)

N =

where we constructed @ grp = trx (£7(6xp®psn)) and bounded tr{dxp} < 1 to arrive at the second inequal-
ity. Using the monotonicity of the purified distance under CPTP maps we conclude that P(&gup,wgup) <
P(@gsup,wrsap) < e. Finally, exploiting the triangle inequality for the trace norm we find

lwksup — XK @ wsupllir <26+ |[Wxsup — XK @ Dgrplltr - (186)

O
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