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Abstract

For the majority of the 20th century, the forensic practice of fingerprint identification
has had unanimous acceptance as reliable, robust, and admissible evidence. However,
a number of forensic commentators have questioned the scientific validity of the current
practice of fingerprint identification. Moreover, recent well publicised misidentifications
have added concerns with the accuracy and quality assurance processes in practice, while
fingerprint practitioners have experienced growing pressure to perform identifications from
increasing workload and difficult casework.

The application of statistical modelling for fingerprint identification is a scientific
methodology that provides a quantification of fingerprint evidence that can alleviate such
concerns regarding the scientific foundations of fingerprint identification. Moreover, such
statistical models can be used as a supportive tool for fingerprint practitioners who are
under operational pressure to accurately assess crime marks against other fingermarks in
a timely manner.

In this dissertation, two statistical modelling frameworks for different fingerprint iden-
tification scenarios are proposed. The first variant is called AFIS-centric models that
calculate likelihood ratios and are designed to work with AFIS candidate lists, helping the
practitioner to decide between match and close non-match correspondences. Two likeli-
hood ratio measures are proposed, one with the aim of evaluating candidate list members
as match or a close non-match, the other providing a weight-of-evidence evaluation.

The second model variant called a Person-of-Interest (POI) model is designed for the
scenario where a rich collection of fingermarks from the same source finger are available
to provide a more thorough evidential assessment. Tailored models of skin distortion are
built using samples of the POI’s finger, using feature vectors that make use of all of the
available spatial information, from which a weight-of-evidence likelihood ratio measure is
derived.

Experimental results illustrate the effectiveness of the AFIS-centric and POI models
as supportive tools for casework. The significance of these research results is threefold.
Firstly, the proposed AFIS-centric models illustrate how feature vector based models can
focus on match and close non-match populations to provide a statistical measure agnostic
of an AFIS scores that can be used for workload reduction purposes through candidate
list filtering/reordering and quality assurance within the Analysis-Comparison-Evaluation-
Verification (ACE-V) framework. Secondly, the proposed feature vectors add robustness
and spatial completeness to the model, resulting in highly accurate models that assess
real-world case samples accurately. Lastly, both proposed model variants provide a highly
robust and accurate quantitative output in the form of a weight-of-evidence measure that

can be used to support expert testimony.

xxi



Chapter 1

Introduction

The anatomical characteristics of human fingerprints have long been regarded to be both
highly discriminatory amongst the general population and immutable throughout the life-
time of an individual. These premises have been the building blocks of many practical
applications concerning identification, ranging from contractual and legal uses, to the
more modern scientific and technologically based endeavours of forensic identification and
biometric security /identification computer-based systems such as Automated Fingerprint
Identification Systems (AFIS).

In the forensic science context, fingerprint identification began in the late 19th century,
where the pioneer of fingerprint identification, Sir Francis Galton, through his scientific
investigations, claimed that it is extremely likely that no two fingerprints are identical and
that various anatomical features are retained throughout an individual’s lifetime. Soon
after, fingerprints were collected from criminals and fingerprint evidence was seen as ad-
missible in courtrooms. Well-defined guidelines and standards for comparing and assessing
whether discovered impressions were sourced from candidate fingerprints have since been
established and adopted globally by numerous jurisdictions, while many technological ad-
vancements have been made with latent fingermark crime scene collection and chemical
development techniques. Moreover, the integration of AFIS in casework along with the
advancements in computer technologies have helped immensely with practical issues, in-
cluding the manually intensive tasks of archiving and searching fingerprints, giving the
fingerprint expert the ability to expeditiously retrieve a short list of potential matching
fingerprints to a fingermark retrieved from a crime scene (also known as a crime mark) or
otherwise.

The practice of fingerprint identification has had near unanimous acceptance as reli-
able, robust, and admissible forensic evidence by the legal and forensic communities for
the majority of the 20th century, while the testimonies of fingerprint experts were rarely
challenged and the scientific foundations of such testimonies were rarely questioned. More-
over, fingerprint evidence was touted as the gold standard of forensic evidences. However,
in recent times, the scientific validity of fingerprint identification has received a number
of critical assessments. The previously attributed ‘gold standard’ for forensic evidence
has come into question by a number of commentators. Such contrary opinions have come

into fruition through well publicised mis-identifications using what was well regarded as



state-of-the-art technology and identification procedures, while more fundamental doubts
were raised concerning the core philosophy and practices of fingerprint identification.

Given the concerns raised regarding the scientific foundations of fingerprint identifica-
tion and the operational pressure for fingerprint practitioners to accurately assess crime
marks against fingermarks, the objectives of this research is to develop practical statistical
models that:

e is a practical scientifically based tool that provides a probabilistic-based quantifica-

tion of the agreement fingermarks,

e is designed for the modern environment whereby integration with AFIS technology

and the ACE-V framework is required,

e focuses on aiding the fingerprint practitioner with difficult identification assessments,
considering that the AFIS-centric environment often involves the difficult task of

sifting through candidate lists containing candidates with very similar features,
e helps with the quality assurance of fingerprint identification evaluations,

e provides a quantitative measure that weighs the evidence according to the spatial

information found in corresponding minutia, and
e helps provide supportive evidence for an identification decision.

In this thesis, two statistical modelling frameworks for different fingerprint identifica-
tion scenarios are proposed. The first statistical model variants are called AFIS-centric
models that calculate likelihood ratios and are designed to work with AFIS candidate list
results, helping the practitioner to decide between match and close non-match feature cor-
respondences. The second model variant called a POI model is designed for the scenario
where a rich collection of fingermarks from the same source finger are available to provide
a more thorough evidential assessment.

The remainder of the chapter will be organised as follows. Firstly, a concise history
of the documented uses of fingerprints in human civilisation is presented. This is followed
by the foundations of fingerprint identification, including the physiological properties of
fingers and AFIS. Following this, criticisms and erroneous examples of fingerprint identi-
fication are presented. Finally, a brief introduction into statistical models and their role

in establishing the scientific validity of fingerprint identification is presented.

1.1 History of Fingerprints

Archaeologists have often found what appears to be accidental finger impressions on ce-
ramics, parchment, and organic matter (Kralik et al., 2003). However, the study of paleo-
dermatoglyphics (Bartsocas, 1982), which concerns the ancient uses of fingerprints and
palmprints, reveals that there has been a widespread cultural interest in the patterns of
fingerprints for many millennia, as expressed in a variety of artwork. Possible examples,

some of which do not have a clear consensus with regards to their exact relation with



fingerprint patterns, include the ancient native Indian cave wall etchings in Nova Scotia,
Canada (Cummins et al., 1943), depicting hands drawn with ridge patterns, and the Ne-
olithic carvings (Moenssens, 1971) and standing stone (Maltoni et al., 2009) of Gavrinis
Island. Another more concrete example is the artistically pressed fingerprint impressions
on the walls of King Tutankhamun‘s tomb in Egypt (Ashbaugh, 1999). However, such
examples only show a mere interest in fingerprints, potentially as a precursor to more
practical uses.

The study of paleo-dermatoglyphics also reveals that several cultures had practical
endeavours with fingerprinting that were set out for identification purposes. For exam-
ple, the ancient Babylonians used fingerprints to sign legal contracts and fingerprinted
criminals during the reign of Hammurabi (1792-1750 B.C.) (Ashbaugh, 1999), while both
the ancient Babylonians (Faulds, 1912) and Assyrians (Maspero, 1912) are known to have
used fingerprints as a signature for business transactions. Moreover, both Egyptian and
Mesopotamian masons impressed a finger on bricks used for the constructions of royal
buildings (Cummins, 1942) as a stamp of identification. Some other examples of finger-
print applications include the Chinese who used the fingerprints of witnesses and parties
to sign contracts of loan (Berry, 1991), and later, other contractual documents (Xiang-Xin
et al., 1988) once paper was commonly used, while a number of ancient pottery (Figure
1.1) throughout the Middle Eastern (Ashbaugh, 1999) and Mediterranean (Waldstein,
1902) regions included a thumb impression as an elementary method for trademarking
the item. Such applications suggest that these ancient cultures had assumed that finger-
prints are, to some degree, individualised, deeming them useful for the given examples of

identification-centric applications.

Figure 1.1: Ancient Greek pottery seals found in (Waldstein, 1902).

During the medieval period, a number of Asian cultures had expanded on or adopted

fingerprinting applications. For example, the Chinese continued to use fingerprints for



contracts, as illustrated by the Chinese historian Kia Kung-Yen in 650 A.D., who points
out that fingerprints were used to identify people (Ashbaugh, 1999), a point echoed later
on by the Persian historian Rashid-eddin in the 14th century text “Jaamehol-Tawarikh”,
reporting that the Chinese used fingerprints as signatures, while making the claim that
“Experience shows that no two individuals have fingers precisely alike” (Cole, 2004). Soon
after, the Japanese adopted the Chinese Laws of Yung Hui (650-655 A.D.) in 702 A.D.,
where fingerprints were used to sign documents for illiterate individuals for important
documents concerning divorce requests, while a 1637 A.D. peace treaty in India used
fingerprints to sign the document (Sodhi et al., 1979).

In the Early Modern period, the Europeans had documented the first scientific litera-
ture on fingerprints. In 1684, Nehemiah Grew published the first scientific paper (Maltoni
et al., 2009) detailing the ridge structures of palm and fingers, describing sweat pores,
epidermal ridges, and their various arrangements. In 1685, the Dutch anatomist Govard
Bidloo (1649-1713) published an illustration of ridge patterns and pore structures of the
thumb (Cole, 2001). In 1686, an Italian biologist named Marcello Malpighi (Cole, 2001),
who is widely regarded as the father of microscopical anatomy, published a treatise titled
Concerning the External Tactile Organs that gave a description of ridges as organs of
touch that increased friction between skin and objects in contact, with these ridges form-
ing different patterns (Faulds, 1912, p. 15-16). None of the 17th century publications,
however, made mention of uniqueness or permanence of friction ridge patterns. Further
known developments in Europe did not occur until over a century later. The first known
European that made reference to the uniqueness of fingerprints was the German anatomist
J.C.A. Mayer in Anatomical Copper-plates with Appropriate Ezplanations (1788) (Cole,
2001), who stated that “the arrangement of skin ridges is never duplicated in two per-
sons”. However, as with previous claims, this statement was not known to be supported
by documented observations.

The 19th century witnessed more practical endeavours of fingerprinting. The British
engraver, author, and naturalist, Thomas Bewick (1753-1828), published images of detailed
wooden engravings of his fingerprints with the text “Thomas Bewick, his mark” in 1804 and
again in 1818 (Herschel, 1916), which was somewhat suggestive as a biometric signature.
However, a British civil servant in India, Sir William J. Herschel (1833-1917), made use
of the assumption of uniqueness when he entered into a business contract in 1858 with
an indigenous person named Radyadhar Konai (Herschel, 1916). Herschel had observed
a local practice of placing a fingerprint or palm print next to a signature or mark on
contracts, and such contracts were observed to have less disputes. Herschel asked Konai
to do the same for personal identification purposes. Herschel later furthered this practice in
1860 as a Magistrate in the city of Nuddea, where he promoted the use of fingerprinting to
avoid fraud and identity impersonations in the region, while as appointed as a Magistrate
and Collector in the city of Hooghly in 1877, he implemented the systematic fingerprinting
of criminals purely for identification and administrative purposes rather than forensic
investigation. Herschel is also regarded as the first European to state the importance

of fingerprints for personal identification. Other key mentionable figures (Cole, 2001)



include Thomas Taylor who in 1877 suggested that friction ridges could be used to identify
murderers, West Taber (1830-1912) who suggested in 1880 to use fingerprints to identify
Chinese immigrant labourers since Westerners had problems identifying the population,
and Gilbert Thompson (1839-1909) who in 1882 used an ink thumbprint impressed over
the amount stated on the cheque to avoid fraudulent alterations.

The 19th century also witnessed a number of important scientific works and publica-
tions that can be argued to have helped pioneer the use of fingerprint identification for
widespread forensic purposes. A Czech physician Jan Evangelista Purkyné (1787-1869)
discussed papillary ridges in a 1823 dissertation entitled Commentatio de examine physi-
ologico organi visus et syjstematis cutanei (Cummins et al., 1940), in which he developed
the earliest known attempt to create a taxonomy of different patterns (Cole, 2001), con-
sisting of nine different fingerprint pattern types (Figure 1.2). Purkyné had studied the
philosophy and built on Leibniz’s assertion that every natural object is unique to claim

that no two individuals have the exact same fingerprint pattern detail.

Figure 1.2: The 9 fingerprint classes that Purkyné defined (images adapted from Cum-
mins et al. (1940)). These are: (a) transverse curves (i.e. simple arch), (b) the central
longitudinal stria (i.e. tented arch), (c) the oblique stripe (i.e., loop, ulnar, or radial), (d)
the oblique loop (i.e., loop, ulnar, or radial), (e) the almond (i.e., whorl variant), (f) the
spiral (i.e., whorl variant), (g) the ellipse (i.e., whorl variant), (h) the circle (i.e., whorl
variant), (i) the double whorl.

Another important scientific publication in the 19th century was from Dr. Henry
Faulds (1843-1930), who was a Scottish doctor located in Tokyo. He published a letter
(Faulds, 1912) in 1880 in the scientific journal “Nature” in which he discussed fingerprints
as a means of personal identification, and the use of printers ink as a method for obtaining
such fingerprints from criminals. Faulds made comment to the permanence, classifiability,
and uniqueness of fingerprints. He recorded fingerprints by spreading inked fingers evenly
and thinly on a slightly damp paper sheet. Nonetheless, the most significant suggestion
made by Faulds was that fingerprints could be used to solve crime via the retrieval of

fingerprints from crime scenes. He even used greasy fingerprints to solve a petty crime



(Cole, 2004). However, the suggestion made by Faulds was given earlier in the July 1877
issue of The American Journal of Microscopy and Popular Science by the microscopist,
Thomas Taylor, and it has been stated that the first forensic fingerprint identification
may have been made as early as 1856 by John Maloy (Cole, 2004). Faulds, however, may
have been the first to observe that fingerprint patterns have a tendency to be more similar

amongst relations with the following cautiously worded statement:

The dominancy of heredity through these infinite varieties is sometimes
very striking. I have found unique patterns in a parent repeated with mar-
velous accuracy in his child. Negative results, however, might prove nothing

to parentage, a caution which it is important to make.”

Other key and arguably the most important scientific publications of the 19th century
concerning fingerprint identification were produced by Sir Francis Galton in 1890-1891
(Galton, 1890, 1891a,b) and compiled in his 1892 book Finger Prints (Galton, 1892).
This was the first scientific work that described and defined special ridge details, called
minutiae, that are critical features for comparing fingerprints. Galton used the general
pattern and minutiae features on eight pairs of fingerprints provided by Herschel from four
adults taken 28 to 31 years apart, and two children taken nine and thirteen years apart,
respectively, to evaluate the permanence of such features. Out of 296 defined minutiae
points found to be usable for comparison, Galton found all to be matching between the
respective pairs of impressions, while the general patterns also remained identical, fur-
ther supporting the idea of permanence suggested by Herschel’s smaller experiment. He
also devised a fingerprint indexing system for archiving and retrievals based on pattern
classification and finger index (Galton, 1891a), inspired by the contemporary system A.
Bertillon used to record and archive anthropometric measures (i.e. measures of physical
characteristics such as height, scars, tattoos, and other skeletal/tissue landmark based
measurements) in France. A second attempt was made in creating an index by incorpo-
rating the Bertillonage anthropometric system with the fingerprint classification method
(Pearson, 1930). Finally, Galton made the first attempt to evaluate the strength of finger-
print evidence by deriving a simple statistical model based on empirical observations of
general pattern frequencies and the occurrence of minutiae detail (see Section 2.1). The
proposed statistical model supported the notion that fingerprints are individualised, as
probabilities of repeated fingerprint ridge detail were orders of magnitude less improbable
than the number of human fingerprints that ever existed.

Several more 19th century key scientific works include literature by Paul-Jean Coulier
(1824-1890), Arthur Kollmann (1858-1941), Hermann Klaatsch (1863-1916), Hermann
Welcker (1822-1898), and Sir William J. Herschel (1833-1917). Coulier intended to use
iodine vapours to detect document alterations but inadvertently discovered that latent
(or hidden) fingermarks became visible using this technique. This was the first known
development of latent fingermarks via chemical processes. Aubert repeated this technique
in 1876 to detect latent prints. Kollman published a paper on primate hands and feet
(Kollmann, 1883) discussing the embryological development of the ridges. He suggested

that ridges are formed through lateral pressures between nascent structures and describes



how ridges discernible and fully formed for a foetus in the fourth and sixth month, re-
spectively (Galton, 1892). Klaatsch researched the histology, ontogeny, and phylogeny of
volar pads and friction ridges (Klaatsch, 1888). David Hepburn noted that that friction
ridges increase the level of friction between the skin and the contacted medium, potentially
assisting with holding the object (Hepburn, 1895, pp. 525-537). Welcker studied friction
ridge permanence with an experiment using 1856 and 1897 prints of his right hand and
published them both in 1898 (Wilder et al., 1918, pp. 341). Herschel (1916) observed
that his own fingerprints taken in 1859, 1877, and 1916 had all the same ridge detail (Fig-
ure 1.3), signifying the possible permanence of friction ridge configurations. While this
was a small sample set, it nonetheless may be the first known documented observation of

fingerprint permanence (Figure 1.3).
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Figure 1.3: Herschel’s right index and middle fingers impressed at 1859, 1877, and 1916.
Figure sourced from Herschel (1916).

The 19th century can be seen as a pivotal century for the practical use of fingerprint
identification in forensic investigations through key implementations of effective fingerprint
classification techniques. Pioneers of such techniques included Juan Vucetich (1855-1925)
and Sir Edward Richard Henry (1850-1931). Vucetich who was an Argentine anthropolo-
gist and police official created his own fingerprint classification system (launched in 1891)
that stored criminal fingerprints and was the first system used by law enforcement per-
sonnel. His fingerprint training given to Police Inspector Alvarez of the Central Police is
credited to have helped catch a murderer in 1892 (Ashbaugh, 1999) via fingerprint evidence
(a bloody thumb print found on a door). This is often stated as being the first “concrete”

example of a case solved by fingerprints. More identifications were to achieved, proving



fingerprints to be superior to anthropometry, which was evident when Argentina became
the first country to abolish anthropometry in 1896 in favour of solely filing criminal records
using only fingerprint classification. Henry developed a fingerprint classification system
for use at his post as the Inspector General of the Bengali province in India. He had met
with Galton in 1894 to learn what Galton had proposed for classification, which did not
entirely solve all of the classification issues of practicality. Henry then collected ten-prints
of all prisoners and successfully implemented a classification system. An independent
assessment of Henry’s classification method in comparison to established anthropometry
based methods was undertaken and concluded that his proposed method was simple, cost
effective, centralised, rapid, and had proven results (Henry, 1900, pp. 67), resulting in
the Indian government sanctioning the sole use of fingerprints for identification by 1897.
After a favourable review by the Belper Committee, the Henry method for classification
was later adopted in England in 1901, and later introduced in the USA in 1903 (Cole,
2001, pp. 137).

The beginning of the 20th century witnessed the introduction of fingerprint evidence
as admissible in courts of law throughout Furope, USA, and eventually, most jurisdic-
tions worldwide. The first uses of fingerprint evidence include a burglary case in England
(Lambourne, 1984, pp. 67-68) and a murder case for which Bertillon (1853-1914) made
an identification. The inclusion of fingerprint evidence in courtrooms naturally lead to
the requirements of a standard for comparing fingerprints and deciding whether a finger-
mark from a crime scene matches a given fingerprint of a suspect (see Section 1.2.4), and
encouraged widespread collection of fingerprints from criminals in adopting jurisdictions.

The 20th century also witnessed a continual nourishment of scientific knowledge and
advancements in technologically centric applications. Advancements in latent finger-
mark development include various chemical treatment techniques (Yamashita et al., 2011)
that have been discovered to suit different environmental conditions and surfaces (i.e.,
porous/non-porous). Moreover, an greater understanding of the biological complexities of
fingerprint formation and genetics has come to fruition, including a greater understanding
of the formation and development of fingerprints in the womb (Cummins et al., 1943;
Penrose et al., 1973; Bogle et al., 1994), and in general, the role that genetics play in de-
termining the characteristics of fingerprints (Holt, 1961, 1968; Juberg et al., 1980; Kimura
and Kitagawa, 1986). In addition, the modern age of computerisation and technological
advancement allowed the introduced of the AFIS (see Section 1.2.2) for both law enforce-
ment and border security applications along with biometric scanners that allow seamless
electronically storage, quality assurance, and searching with AFIS. Other technological ad-
vancements include Mass Spectrometry UV imaging techniques enhanced with advanced
image processing algorithms, and the development of improved data centric statistical
models that predict the rarity of fingerprint features using data centric methodologies
that could only have been made possible with the introduction of computationally based

statistical tools and electronic datasets.



1.2 Fingerprint Identification

The modern application of fingerprint identification is based on research into papillary
ridges that provides a scientific basis for the use of fingerprints for identification, advanced
computing technologies that help expedite the identification process, and identification
framework(s) and procedures that provide guidelines as to how accurate identification

assessments by fingerprint experts can be achieved in practice.

1.2.1 The Scientific Basis of Fingerprint Identification

Ever since the scientific study of ridgeology began, pioneers such as Herschel (1916), Faulds
(1880), and Galton (1892)), made the following axioms with regards to fingerprints:

e uniqueness/discriminability: fingerprint features are deemed to be different for each

individual,

e classifiable: the general pattern of the fingerprint can be categorised in a finite

amount of well defined classes,

e immutable/unalterable: fingerprint features are not susceptible to change by natural

or directed means,

e universality: the same well-defined fingerprint features exist in all individuals (how-

ever, with different configurations), and

e retrievable: fingerprint features from marks can be retrieved from the contacted

medium,

all of which are crucial for applications of forensic identification. In particular, the axioms
concerning the immutable/unalterable (or permanence) and uniqueness/discriminability
of fingerprint characteristics requires a sound scientific basis in order to provide the high
level of confidence for identification assessments that legal and law enforcement entities
require.

In general, the scientific basis for fingerprint identification must:

e confirm the permanence of fingerprint characteristics
e measure the rarity and variability of fingerprint characteristics
e assess confidence measures for identification based on fingerprint characteristics

e develop a method and process for comparing a crime scene latent mark to a known

fingerprint template

in order to illustrate the scientific legitimacy of fingerprint identification (Cole, 2004).
Whilst the first point strictly concerns fingerprint permanence, the second and third points
are analogous with the rarity assessment of fingerprint features via the use of statistical
analysis. In addition to establishing permanence and uniqueness of fingerprint features,
a methodical framework must be used when forensic experts compare features between

fingerprints, in order for identification claims to be as objective as possible.



1.2.1.1 Fingerprint Permanence

Fingerprint permanence describes both the immutable and unalterable nature of finger-
print features. The hypothesis of fingerprint permanence has been well supported in the
scientific literature. Permanence was first studied prior to the early era of forensic fin-
gerprint identification by Hermann Welcker (Wilder et al., 1918), who conducted a study
from 1856 to 1897 (41 years) using his own right palm print. He found that both im-
pressions appeared to be identical in detail. Other classical studies include Faulds (1880),
Galton (1892), and most notably, Herschel (1916) who took the prints of individuals after
57 years, all of which supported the permanence hypothesis.

More contemporary studies such as Okajima (1979), Wan et al. (2003), and Wertheim
et al. (2002) have established that permanence is now a well established feature for fin-
gerprints, where it is now known that a permanent modification of the ridge detail by
physiological means can only occur via the destruction of the dermis layer of the skin.
However, besides scarring and various skin conditions (David et al., 1970), there are other
influences that challenge the permanence of fingerprint features. For example, advanced
ageing causes surface ridges to flatten and the loss of elasticity in the dermis results in
the skin to become flaccid (Okajima, 1979), ultimately causes the ridge pattern to become
less visible. In addition, there have been reports of medication (particularly Capecitabine
(Wong et al., 2009)) having a side effect of the removal of fingerprint ridge pattern detail.
In general, modifications to fingerprints are likely to only occur from either prominent
scarring, ageing, side effects of certain medication, or growth from infancy to adulthood

(where generally, only isotropic rescaling is encountered (Gottschlich, 2011)).

1.2.1.2 Fingerprint Formation and Feature Rarity

Although a complete biological understanding of how epidermal ridge patterns form (Cham-
pod et al., 2016), some of the influential factors are well understood, while a number of
possible mechanisms of formation have been proposed (Kiicken, 2007). Fingerprints are
known to be fully formed at approximately seven months of foetus development (Maltoni
et al., 2009). This includes genotypical along with phenotypical influences such as condi-
tions in the womb, the flow of amniotic fluids around the foetus, the position of the foetus
in the womb during the differentiation process of cells (Jain et al., 2002), and the temper-
ature and pressure variability along with growth stresses encountered during embryonic
formation.

A hypothesis for exact minutiae development was provided by Hale (1952), where it
was suggested that prior to primary ridges formation, cells proliferate to form clusters.
These clusters then join together forming primary ridges. Ridge endings develop when
a new ridge is formed between two existing ridges, whereas bifurcations are the result
of ridge clusters developing on the side of a host ridge. Until now, there has been no
strong evidence that supports this hypothesis. Some have suggested using pattern for-
mation theories of mathematical biology (Kosz, 1999), who utilised this methodology to
both model and compress minutiae detail, while other mathematical models of ridge and

minutiae formation have been proposed in the scientific literature (Kiicken, 2007) based
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on hypotheses regarding the physiological growth and development of fingerprints in the
womb where a buckling process occurs in a cell layer of the epidermis.

An indirect non-biological suggestion of configuration of minutiae uniqueness can be
found in studies of monozygotic twins, who have identical DNA except for generally un-
detectable micro-mutations at cell division. While study found in (Okajima, 1979, pp.
660-673) indicates that a higher correlation exists for the number of minutiae present be-
tween the fingerprints of monozygotic twins in comparison to fraternal twins, other studies
have demonstrated that the minutiae spatial configuration are still dissimilar enough to
distinguish with algorithms (Jain et al., 2002). Another study has shown that while sig-
nificant correlations for monozygotic twins in fingerprint class and ridge properties such
as ridge count, width, separation, and depth (see Lin et al. (1982)) exists, variations in
the minutiae distribution still permit their differentiation.

In order to quantify the rarity of given fingerprint features, numerous statistical models
have been proposed in the scientific literature. Since the first statistical model to mea-
sure the rarity of marked fingerprint features was proposed in Galton (1892) (see Chapter
2.2), some practical ambiguities have arisen from the study and development of the finger-
print uniqueness hypothesis. Such hurdles existing in the assessment of fingerprint rarity

include:

e real-world applications of uniqueness measurements- aspects that affect latent marks,
such as noisy and partial information, making the creation of an accurate model for

all possible real-life circumstances much harder,

e non-trivial fingerprint feature modelling considerations such as fingerprint morphol-

ogy,

e inter/intra-feature statistical dependency,
e requirements for large samples of data for statistical rigour and accurate error rates,

e well defined and agreed upon assessment and validation of a statistical uniqueness

model.

Recent theoretical considerations in statistical methods have helped advance some of these
modelling considerations (with such models discussed in Sections 2.2 and 2.3). In addition,
the development of automated fingerprint systems such as AFIS (see Section 1.2.2) have
helped with model data size considerations. Model assessment, however, has not been

defined collaboratively or rigorously within the academic literature or by practitioners.

1.2.2 Automated Fingerprint Identification Systems (AFISs)

While the Henry system of classification improved the speed of searching and identifi-
cation over the Bertillonage system (that was not primarily based on fingerprints), the
establishment of large central repositories proved to be a practical restriction for a man-
ual paper-based system. For example, after the formation of the FBI in 1924, a central

fingerprint repository was created with an initial size of 810,188 records and had grown to
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15 million records by the early 1960’s (Moses et al., 1979). Thus, there was a clear need

for automation, in order to handle such large and ever-growing repositories.

1.2.2.1 Historical Developments

Automated Fingerprint Identification Systems (AFISs) leverage computer technology and
advanced algorithms to store large quantities of fingerprint records in a database for the
primary purpose of searching for potentially matching fingerprints against a submitted
fingermark. The AFIS was first proposed in a patent filed in 1956 and published in
1960 (Maurer, 1960). Maurer described a method whereby fingerprint impressions can
be positioned automatically by aligning lines that intersect the delta and the centre of
the system of circular arcs near the tip of the finger (i.e., approximately the core point).
Once aligned, scanning of eight or more defined regions is performed using an optical
scanner from which a code can be derived from the electrical analysis of wave patterns to
be ultimately used for the purposes of identification and classification (Figure 1.4). While
the method described in the patent is not necessarily robust for real life scenarios, a feasible

automatic procedure for image alignment and matching/classification was outlined.

Ridge arc systems

Defined regions for wave pattern analysis

Alignment line through delta
and arc system.

Figure 1.4: (a) The line that intersects the delta and the centre of the system of arcs
(i.e., roughly the core location) is suggested to be used to align fingerprints in the patent
proposed by Maurer. (b) Suggested defined regions that can be analysed for matching
and classification purposes after alignment is performed.

Another early theoretical discussion on the AFIS can be found from one of the earli-
est scientific publications that gave consideration to automated fingerprint identification
(Trauring, 1963). Trauring made a proposal to automatically detect minutiae and authen-
ticate fingerprints. Authentication was proposed by storing three non-collinear reference
minutiae which are used to find the relative coordinates of a test minutiae location (within

the triangle of the reference minutiae) using simultaneous equations, with the constants
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used to solve the simultaneous equations then compared to determine if they are within a
defined tolerance (to account for skin distortion and environmental changes). While this
proposal was concentrating on authentication rather than 1:N matching, it was the first
literature to propose using conventional fingerprint features (i.e., minutiae) for storing and
matching.

In the early 1960s, the FBI initiated a project to create an AFIS (Moses et al., 1979).
The initial requirements for the practical development of an AFIS in the USA was de-
fined by the FBI, in collaboration with NIST engineers. Their aims were to develop a
fingerprint scanner that would automatically capture and electronically store inked prints,
along with a system that would perform similarly to fingerprint experts by detecting and
using minutiae to compare fingerprints. An RFQ (request for quotation) for a system to
scan fingerprint images and detect minutiae was announced in 1966, where two successful
proposals out of 14 responses were chosen. Concurrent to the development of fingerprint
scanning and minutiae detection devices, a fingerprint matching algorithm was developed
to compare two minutiae lists from two different fingerprint images and evaluate if minutiae
details agree. After successful proposals for the fingerprint scanner, minutiae extracting,
and fingerprint matching were demonstrated, new iterations were developed to cater for
speed and accuracy, and by the late 1970s, the FBI were using these scanners to convert
15 million criminal fingerprint cards.

While the FBI focussed on creating a solution for the general identification problem,
during the 1960s and 1970s the UK Home Office, Paris Police, and Japanese National
Police Agency were specifically interested in automating the matching of latent images
against a master file of rolled prints. For instance, while the Paris Police developed
minutiae matching hardware using an array of logical circuits and used a vidicon (i.e.
video camera tube) to scan photographic film transparencies of fingerprints at 400 ppi,
attempts were made to also develop special imaging techniques for high resolution imaging
(such as FTIR) of live fingerprint images that is particularly suitable for latent work. The
UK Home Office developed a fingerprint scanner that detected and recorded the position
and orientation of minutiae, and was the first system to determine ridge counts to the
five closest minutiae for each minutiae. The initial Japanese AFIS attempt was a semi-
automatic classification and matching system based on a 17- to 20-digit manually encoded
number that was an improvement on manual methods but still time consuming to manage
and considered unsuitable for latent matching. In 1969, the National Police Agency of
Japan asked NEC to develop a fully automatic AFIS using a minutiae-based methodology
and collaborated with NIST in development of the AFIS. The NEC AFIS system was
installed by 1982 and started the digitisation of fingerprint cards, while latent searches
commenced a year later. Shortly after this, the NEC AFIS implementation (amongst other
vendors such as Sagem Morpho from France) was subsequently implemented around the
world in other jurisdictions, such as the National AFIS (NAFIS) in Australia.

Following the early successes of the initial AFIS implementations, adoption had become
widespread by the late 20th century. In 1999, The IAI AFIS directory of users counted 500
unique AFIS sites worldwide (TAI, 1999). Moreover, the range of applications for AFISs
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has expanded to not only include law enforcement (for local, national, and international
agencies), but in addition, military and civil field identification using portable technologies,
border security and e-passports, national identity (such as in India, Brazil, Macau and
South Africa), and even voting applications.

The current state-of-the-art AFIS solutions provide near real-time responses and im-
proved accuracy for fingerprint enrolment and identification, resulting from the advance-
ment of feature detection and searching algorithms and computer processing/storage tech-
nologies. For example, the FBI AFIS contains the fingerprints of over 75.9 million subjects
in the National Criminal History Record File and identified 25,955 fugitives in November
2013 alone, with millions of search requests submitted per year and an average response
times in minutes (FBI, 2014). In addition, fingerprint scanning now consists of using
live scan devices that are usually using optical scanning technology such as Frustrated
Total Internal Reflection (FTIR) voiding the tedious need of preparing fingerprint cards
with inked roll. Other recent advancements include 3-D based imaging techniques such as
touch-less optical imaging and multi-spectral imaging. Such improvements have positioned

the AFIS as a critical and effective system in support of law enforcement.

1.2.2.2 AFIS Functionality

The core functions of an AFIS are enrolment, quality assessment, verification (or authen-
tication), and identification.

The enrolment activities within an AFIS are as follows:

e the enrolment of ten-print records consisting of all scans (of all available fingers for
a known individual and typically includes biographical information of an individual
and meta-data for each finger (i.e., hand and finger position). This is achieved by
using the images produced from a fingerprint scanner (often called live-scans) or

scans of ink-rolled prints.

e the enrolment of fingermark records (specifically for forensic applications) which

consists of latent fingermarks that may or may not have a known origin.

e the ad-hoc live-scan enrolment of specific individual fingers. This typically is used in
non law enforcement based scenarios such as border access control or authentication-

based applications.

Each record of known identities within an AFIS database (also known as the Gallery) will
often contain the associated images, available biographical information, and additional
notes regarding the subject and/or samples. In addition, extracted features for each image
will often be stored to aid the matching process within the AFIS or for the benefit of the
fingerprint experts using the system. Such features can include the well-defined features
of a fingerprint (see Appendix A) or algorithm-specific constructs specifically designed to
be useful for indexing (for faster match results) and matching evaluations performed by
the prescribed matching algorithm(s).

Fingerprints used within AFIS often go through an automated quality evaluation via

a quality assessment algorithm. Such quality algorithms can give ratings for individual
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features within a template, along with an overall quality rating. Such quality assessments
can be used in conjunction with AFIS core function workflows. For example, minimum
quality criteria may be set for fingermarks to be enrolled or logical gallery groupings may
be defined based on quality attributes.

The task of verification is to perform a one-to-one (or 1:1) match evaluation of a query
fingerprint against a prescribed template fingerprint record stored for a particular known
individual. This task is primarily used for access control applications or for authentication-
based scenarios. In some cases, verification is performed against a few impressions of the
same fingermark (i.e., 1:few evaluation).

Identification involves conducting a search where a match evaluation is performed with
a query fingerprint against each record in a gallery containing n fingerprint templates, in
order to identify a source record. This is often termed a one-to-n (or 1:n) search. The
most similar candidates from the gallery are returned in order of decreasing similarity (see
Section 1.2.2.4). In the forensic context, AFIS identification consists of several different

scenarios:

e ten-print to ten-print matching- typically used to confirm an identity and/or consol-

idate duplicate records.

e known latent to ten-print matching- A known latent fingermark source can be con-

firmed against ten-print records or vice versa.

e unknown latent to ten-print matching- in the case of unknown latent fingermark
records, search requests against known ten-prints are usually performed in order to

ald with with unsolved criminal cases.

Interoperability is another feature available for many AFIS implementations, where
identification and enrolment requests are sent between AFISs of different jurisdictions.
For example, the FBI’s Integrated Automated Fingerprint Identification System (IAFIS)
provides law enforcement agencies with the ability to expand the search of latent finger-
marks against a hierarchy of other regional, state, and national AFIS databases (FBI,
2014).

1.2.2.3 AFIS Matching Algorithms

Matching algorithms attempt to measure the similarity of features between two finger-
prints. Both verification and identification tasks are dependent on this similarity measure.
Algorithms define this similarity measure to quantify the amount of similarity or agree-
ment of the features from one fingerprint against another. This metric is commonly called
the similarity score or match score.

The similarity score range and formulation is vendor and algorithm specific. The
distributions of similarity scores for features discovered from impressions that come from
the same source finger (denoted within-source comparisons) is generally centred around a
higher mean value than score produced from features from different source fingers (denoted

as between-source comparisons).
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Largely speaking, there are fundamentally three different classes of fingerprint match-

ing algorithms:

e Correlation based- two fingerprint images are superimposed together with different

displacement and rotations in order to calculate the maximal pixel-wise correlation.

e Non-Minutiae based- Sub-regional features other than minutiae/pores are used to
compare fingerprints. Such features based on properties of the fingerprint ridge pat-

terns such as sub-region ridge orientation, frequency, shape, and texture information.

e Landmark based- Landmark features automatically extracted or manually marked
are used in a point-pattern matching problem. Such landmark features used are
typically minutiae but can include level 1 relation features of cores/deltas and level 3
features such as pores). This algorithmic method is the closest to how the fingerprint

expert will compare fingerprints.

Moreover, hybrid algorithms that combine different methodologies exist in order to im-

prove the matching accuracy.

1.2.2.4 AFIS Candidate Lists

For each AFIS identification search request, the most similar candidates constitute what is
called the candidate list. The candidate list is configured to contain a ranking of similarity
scores in descending order. Candidate list entries are generally configured to be variable
in size or being ranked within the top n results of the search, typically with all members
greater than a score threshold. The AFIS matching algorithm ranks such correspondences
in the candidate list by the matching score so that the highest scoring candidate has the
highest rank which is often called the rank-1 candidate.

The population of candidate list entries is considered to be close non-match (i.e.,
highly similar between-finger feature correspondences) or true match (i.e., highly similar
within-finger feature correspondences) examples. In an ideal scenario where there is both
qualitative and quantitative sufficiency of features to search on, a higher ranking for a
candidate will correlate with a higher likelihood of being a true match correspondence
(assuming that there is a match correspondence within the candidate list), ultimately

helping the fingerprint expert expedite the identification process.

1.2.2.5 AFIS Matching Accuracy and Current Limitations

Several experiments have been run in order to assess the practical limitations that exists
with regards to the accuracy of the AFIS matching technology. One such evaluation
has been performed in the last several years by the National Institute of Standards and
Technology (NIST) Evaluation of Latent Fingerprint Technologies-Extended Feature Sets
(ELFT-EFS) with a main focus aimed towards comparing proprietary AFIS vendors on
real-life performance of the matching accuracy for latent fingermarks (see Appendix A)

using features marked by fingerprint experts and those automatically retrieved.
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In a recent ELFT-EFS experiment (Indovina et al., 2011), five prominent commercial
offerings of the current generation AFISs were tested for their rank-1 identification rate
(i.e., what percentage of searches returned the correct individual with the highest similarity
score). From observations of an experiment using 1114 latent fingermarks as the search
set to be matched against 100,000 ten-print records (both rolled and flat scan instances

for each record), some of the key following findings were noted:

e For all AFISs tested, at least 20% of all fingermarks searches had a true matching
template outside of the top 100 results in the resulting candidate list.

e From 112 fingermarks of which the human expert could not make a conclusive de-
termination, 8 were matched at rank-1 (i.e., candidate list entry with the highest

score) and 31 were matched at rank > 100 by at least one AFIS matcher.

e The highest accuracy for all participating AFISs searched was observed when human

expert marked features in addition to the fingermark images were used.

e The greatest portion of AFIS failed searches were for fingermarks with either a low
number of minutiae and/or assessed by human experts to have poor image quality.
For fingermarks with fewer than 10 minutiae, human expert assessed quality was the

best predictor of match accuracy.

e Algorithm performance for fingermarks with 10 or more minutiae was highly and

positively correlated to the number of minutiae.

e More than half of the fingermarks missed (approximately 22% of the dataset) by all

matchers at rank-1 could be individualised by a human expert.

An updated evaluation (Indovina et al., 2012), was conducted where marginal improve-
ment of accuracy was observed in most cases. Other notable findings from this evaluation

were:

e Matcher accuracy has a strong relationship with examiners’ prior subjective value
determination assessments of Excellent, Good, Bad, Ugly, and No Value. The per-
formance of all matchers decreased consistently as lower quality fingermarks were

searched.

e The majority of fingermarks that did not return the correct result at rank-1 were of

low minutiae count and assessed by examiners to be of poor quality or unusable.

e Matching algorithm accuracy (with regards to having the correct candidate posi-
tioned at rank-1) for all vendors was highly correlated to the number of minutiae in

the query fingermark.

e When the orientation of fingermarks was unable to be determined by an examiner,

the rank-1 identification rates were substantially lower.
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The findings of these evaluations suggest that, while AFIS matchers have high accuracy
with good quality fingermarks that contain a substantial number of minutiae, lights-out
systems (i.e., where no human expert intervention is involved in identification) are still not
viable in many practical applications, particularly in the forensic context where poor qual-
ity and low number of minutiae often occur in fingermarks recovered from the crime scene
(see Appendix A). On the other hand, AFIS matchers can occasionally correctly match
fingermarks that human experts deem to be inconclusive. While the current generation
AFIS cannot replace the human expert, they are certainly a valuable tool for identification
purposes.

An important practical consideration concerning the matching accuracy of all biomet-
ric systems concerns how a matcher performs with an increase in gallery size. In general,
an increase in gallery size will result in both quantifiably and qualitatively more similar
incorrect candidates returned from identification searches. This can potentially lower the
rank of a true candidate or even remove it from the candidate list altogether, resulting in a
lower identification rate. In the NIST Face Recognition Vendor Test (FRVT) (Grother et
al., 2014), it was witnessed that the identification rates had a linear decrease for exponen-
tial growth of the gallery. Moreover, the decline in identification rate was more profound
for biometric templates of lower quality. For example, an increase of gallery size from
160,000 to 1.6 million for the top performing matching algorithm resulted in an rank-1
identification rate drop of 0.5% and 2.9%, for mugshots (high quality) and webcam shots
(lower quality), respectively.

Considering that the gallery size used in the ELFT-EFS evaluation only contained
100,000 ten-print records, larger AFIS systems such as the Australian NAFIS (Anon.,
2016) or the FBI IAFIS that contain over 6.7 million and 72 million ten-print records, re-
spectively, illustrate how real-world applications have much larger search galleries. More-
over, they generally only contain rolled or flat scan impression, not both variants for each
record. This signals that the limitations discovered in the ELFT-EFS may be exacerbated

in real-world applications due to ever-increasing gallery sizes and collection practises.

1.2.3 ACE-V Identification Methodology

The identification process involves the expert determination on whether a query fingermark
(typically retrieved from the surface of an object from a crime scene using developmental
processes) comes from the same source finger (and thus, individual) that impressed a
reference print. In an attempt to assess identification in a consistent and accurate manner,
fingerprint experts use a peer-review based methodology known as ACE-V (Analysis,
Comparison, Evaluation, Verification) (SWGFAST, 2002, pp. 2), as originally developed
by the Royal Canadian Mountain Police (RCMP). This acronym describes an order of key
steps taken during the identification process (Champod et al., 2016; Ashbaugh, 1999).

e Analysis: The Analysis stage consists of an assessment of the fingermark with regards
to the level of detail present (see Appendix A). Level 1, 2, and 3 friction ridge features
useful for identification that are found in the fingermark annotated by the fingerprint

expert. Each of the three levels of features is recorded without any prior assessment
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of the selectivity of the features, in order to uphold objectivity. Following this, a
decision is made as to whether the quality and amount of detail present within the
fingermark is sufficient to perform an identification. The fingerprint expert will make
such a determination based solely on their expert opinion, which is based on training
and previous experience. If the fingermark is deemed insufficient for comparison, the

ACE-V process does not continue any further.

Comparison: If the fingermark is deemed sufficient in the Analysis stage, the next
stage that is performed is Comparison. The Comparison stage involves the direct
comparison of friction ridge detail of the fingermark with the detail found within a
reference fingerprint or fingermark (which is assumed to have friction ridge details
also annotated and deemed useful for identification, prior to this identification at-
tempt). The successive comparison of level 1, 2, and 3 features is performed, where
features are compared for categoric and spatial consistency, with regards to their
ridge path sequence and occurrence. Categoric consistency concerns the consistency
of feature class or type such as fingerprint pattern class, minutiae type, and pore
type. Spatial consistency concerns the spatial measurement of scaled distances be-
tween corresponding landmark features and the appearance of shape, accounting
for variation due to skin elasticity, impression force, contacted medium, and other
environmental factors. The disagreement of features include any categoric or spatial
inconsistencies, along with the non-correspondence of features. However, the dis-
agreement of features may be logically compatible with a positive identification. For
instance, missing features may result from poor quality and/or variable fingermark
coverage, whereas spurious features may result from environmental conditions. In
addition, categoric inconsistencies such as minutiae and pore type may also result
from similar factors. The examiner should avoid any prior knowledge of examina-
tion and should be focussed primarily on features that have been identified in the
previous analysis step. This will ensure that objectivity is maximised during the
comparison process. Finally, the outcome of the comparison process should result
in a charted comparison between the two images, emphasising concordances and
differences between the fingermark and reference mark/print at all three levels of

features.

Evaluation: The Evaluation stage follows the Comparison stage, where a preliminary
identification conclusion is made. A possible outcome of individualisation, exclusion,
or inconclusive is made by the fingerprint expert. While the fingerprint expert will
use the deductive reasoning of the agreement/disagreement of compared features,
the identification inference requires an opinion-based decision as to whether there is
a significant level of correspondences or disagreement of features, while taking into
account the quality of such features. This expert decision is based on either the
training and experience of the practitioner or predefined guidelines that provide a
numerical rule (see Section 1.2.4) for the number of corresponding features required

to make a positive identification.
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e Verification: This verification stage is is a peer-review process, where all prior ACE
stages are repeated by another expert who has no prior knowledge of the analyses
and conclusion made by the original examiner. The two identification conclusions
are verified for consistency. If consistency is not found, a conflict-resolution process

is performed.

The possible outcomes of the ACE-V process are as follows (Lennard, 2013):

e Individualisation- there are sufficient features in agreement to conclude that the two
areas of friction ridge impressions originated from the same source and the likelihood
that the impression was made by another source is so unlikely that it is considered

as a practical impossibility,

e Exclusion- there are sufficient features in disagreement (i.e., unexplained by vari-
ations caused by skin distortion or environmental noise) to conclude that the two

areas of friction ridge impressions did not originate from the same source finger, and

e Inconclusive- the corresponding information in the latent and exemplar fingermarks
is inadequate to permit a conclusion. Typically, the examiner provides no additional
information regarding the chances that the two prints did or did not share a common

source.

Such outcomes based on the ACE-V process and expert opinion are presented in the

courtroom as admissible expert evidence.

1.2.3.1 ACE-V and AFIS Searches

The ACE-V framework is often used in conjunction with AFIS. Figure 1.5 outlines the
flow chart of how the stages of ACE-V and AFIS interact with each other. Using the
marked features found in the Analysis stage of ACE-V, the fingerprint expert can perform
a search on the AFIS which will return a candidate list of the most similar fingerprints (as
deemed by the AFIS matching algorithm). This allows the fingerprint expert to avoid the
impossible task of manually comparing a fingermark with a large number of fingerprints in
an archive. Instead, a comparison with the small number of entries within the candidate

list is only required.
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Figure 1.5: Flowchart of modern ACE-V process used in conjunction with AFIS. The
iterative comparison of each exemplar fingerprint in the AFIS candidate list (i.e., most
similar records in an AFIS database ranked by order of similarity) is performed until
identification occurs or no more exemplars are left. The red flow lines indicate the process
for the verification stage analysis. The purple flow line from the ’agreement of features’
test shows the ACE process that skips the evaluation stage.

1.2.4 Forensic Fingerprint Identification Standards

Since the early use of fingerprints in forensic identification, practitioners have been re-
quired to essentially make a boolean decision on whether they believe a latent mark(s)
match a template mark or print(s). No matter what statistical basis or lack thereof, the
fundamental question that must be asked is how can we vouch for the conclusion that
two impressions are derived from the same source print (Cole, 2004)7 This question is of
direct consequence to the evaluation stage of the proposed ACE-V framework.

Historically speaking, Galton and Forgeot were the first to try and articulate a match
process (Cole, 2004). Forgeot suggested using enlarged photographs of the two impressions
while tracing ridge lines for enhancement. A determination was then to be made on
each enlarged photograph with the added traces. Galton focussed on a more systematic
methodology, marking minutiae locations on both prints and attempted to match minutiae
locations (Galton, 1892). Of both methods, Galton’s method was more widely documented
in early use (Henry, 1900; Olsen, 1988).

The application of Galton’s method for identification raised the question of how many
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minutiae are required for a match. Initially, early practitioners relied on their intuition
and personal experience. While Galton created a probabilistic model based on local ridge
analysis (see Section 2.2.1.1), no identification framework was proposed. Other proba-
bilistic models were also formulated soon after (see Section 2.2.3.2) with no interpretive

framework for application to identification.

1.2.4.1 Balthazard’s Numerical Standard

Using a probabilistic model (see Section 2.2.3.2) and taking into account the human pop-
ulation at the time (1.5 billion), Dr. Victor Balthazard (Balthazard, 1911) was the first
to provide a numerical standard, suggesting that a minimum of 17 corresponding minu-
tiae would be needed to identify an individual with certainty. However, Balthazard also
suggested that this number could be reduced if the suspect population in question was

limited to a town or country.

1.2.4.2 Locard’s Tripartite Rule

In 1914, the French criminalist Edmond Locard (Champod, 1995) made the earliest con-
cise attempt to provide an identification framework called the Tripartite Rule, where the
weight of evidence for identification is described as a continuous (rather than a boolean)
determination of the sufficiency of evidence for identification. The determination of suf-
ficiency encompassed a probabilistic component for insufficient or inconclusive evidence,
along with a numerical standard for evidence deemed sufficient for a conclusive identifica-
tion.

The Tripartite Rule is described as follows:

e Positive identification is possible with more than 12 minutiae if the fingerprints are

sharp (i.e., high quality).

e If 8 to 12 concurring points are involved, then the case is borderline and the certainty
of identity will depend on quality of prints, rarity of pattern, presence of core and
deltas, presence of pores, width of the papillary ridges and valleys, and directions of
minutiae and ridges in general. In these cases, certainty can only be established by

at least 2 fingerprint experts.

e [f a limited number of characteristic points are present, the fingerprints cannot pro-
vide certainty for an identification, but only a presumption proportional to the num-

ber of points available and their clarity (i.e., probabilistic value).

The tripartite rule proposes a framework for fingerprint identification that includes all
levels of detail. Taken in a holistic sense, the tripartite rule can be seen as a probabilistic
framework, where the successful applications of the first and second rules are analogous
to a 100% probability that impressions are from the same sources, whereas the third rule

covers the probability range of 0% to 100%.
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1.2.4.3 Adoption of a Numerical Standards

Locard’s first rule of imposing a numerical lower limit for a positive identification became
standard practice for many jurisdictions worldwide, and is still used to some extent in con-
junction with the ACE-V framework (i.e. for the evaluation stage). Currently, the majority
of European fingerprint experts favour a purely quantitative approach (see Champod et al.
(2016)), prescribing a fixed numerical standard. For example, Belgium, Finland, France,
Greece, Ireland, Israel, Poland, Portugal, Romania, Slovenia, Spain, Turkey, Japan, and
countries within the South Americas, are examples of countries who adhere to the 12-point
rule. Other jurisdictions employ rules based on combinations of Locard’s first and second
rules (for example, Germany, Sweden, Holland, and Switzerland).

Other jurisdictions have used more conservative numerical standards than Locard’s
Tripartite Rule had prescribed. Italy adopted a 16-17 point rule prescribed from the studies
of Balthazard (Champod et al., 2016), while the UK had adopted a 16 point rule largely due
to Alphonse Bertillon’s published article where he constructed two different fingerprints
from fragments of other fingerprints, resulting in both artificial fingerprints loosely having
16 minutiae in agreement (Cole, 1999). This led to the UK adopting a more conservative
16 point rule in 1924, that was used as a mere recommendation for identification before
the 1950s. However, following cases in the early 1950s where correspondences of up to 15
minutiae were discovered from fingermarks of different sources (Champod et al., 2009),
this numerical standard was applied more rigorously in future identifications. Since 2001,

the UK has adopted a non-numeric holistic approach.

1.2.4.4 Holistic Approach

The have been questions regarding the scientific reasoning of a numerical standard. By
the 1950s, American fingerprint examiners were questioning having a minimum numerical
standard for a positive identification, suggesting that the number of matching points may
not be an accurate determination of rarity (Cole, 2001, pp. 261). In addition, the precision
implied by having a numerical standard encourages the fingerprint expert to more readily
identify minutiae as being sufficient for comparison in order to reach the magic number
for identification (Champod et al., 2016, pp. 45).
In the IAT 1973 resolution IAI (1973), the committee stated that

...no valid basis exists at this time for requiring that a pre-determined minimum
number of friction ridge characteristics must be present in two impressions in

order to establish positive identification”.

A number of jurisdictions, such as Australia, U.K, and U.S.A, subsequently adopted a what
is termed a holistic approach (Champod et al., 2016), where no strict numerical standard
or feature combination is prescribed. Thus, the forensic examiner in such jurisdictions will
heavily rely on their expertise and experience to make an identification assessment. Since
the holistic approach attributes identification assessments with a direct dependence on the
examiner’s expert opinion (rather than a dependence on predefined numerical guidelines),

a strong push for training and certification followed within the forensic community. For
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instance, the IAI formulated a certification program to ensure competency and accuracy
in identification (Cole, 2001, pp. 264). However, at the time, some within the forensic

community insisted that the certification did not provide total protection against error.

1.2.4.5 Probabilistic Approach

Locard’s third rule, which involves a higher degree of probabilistic interpretation of ev-
idence, had not been historically popular and was even banned by professional bodies
(see Champod (1995)). The International Association of Identification’s (IAI) Scientific
Working Group on Friction Ridge Analysis, Study and Technology (SWGFAST), made
an official statement (see SWGFAST (2002)) which eliminated the use of probabilities in
conclusions of latent mark comparisons. In addition to this statement, previous IAI res-
olutions have weighted heavily against a probabilistic frame work. For instance, the IAI
Resolution 1980-5 stated:

“THEREFORE BE IT RESOLVED that any member, officer or certified
latent print examiner who initiates or volunteers oral or written reports, or
testimony of possible, probable or likely friction ridge identification, or who,
when required in a judicial proceeding to provide such reports or testimony,
does not qualify it with a statement that the print in question could be that
of someone else, shall be deemed to be engaged in conduct unbecoming such

member...”

There are no known jurisdictions that use any formal probabilistic methodology for
identification assessment. However, in recent times, statistical models have been given
more favourable treatment for real-world forensic applications. It was suggested in Cham-
pod et al. (2001) that a probabilistic framework is, philosophically speaking, based on
stronger scientific principles than current numerical standards. In addition, the IAI re-
scinded the ban on reporting possible, probable, or likely conclusions (see TAI (2010)) and
allowed the use of mathematically based models accepted as valid by the relevant scientific

community to assess the associative value of the evidence.

1.3 Ciriticisms of Fingerprint Identification

Until recently, fingerprint identifications had near unanimous acceptance as robust forensic
evidence, where testimonies provided by fingerprint experts were deemed as sound scientific
evidence admissible in court, while the methodologies and philosophical foundations crucial
to the task of identification were generally accepted as ground truths. However, there
have been a number of recent criticisms made concerning the scientific validity of forensic
fingerprint identification (Saks, 2010; Cole, 2008; Koehler et al., 2010; Haber et al., 2008).
Such criticisms made by commentators concern the philosophical premises of fingerprint
identification, the lack of scientific quantification used in identification assessments, the

ACE-V process, and the lack of understanding of contextual bias.
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1.3.1 Admissibility of Scientific Expert Testimony

It has been reported that fingerprint evidence is presented in approximately 28.5% of cases
that include some form of admissible evidence (Cole, 2005, pp. 1071). In the 1993 case of
Daubert v. Merrell Dow Pharmaceuticals (Anon., 1993) a ruling of significant importance
by the Supreme Court in the United States, was made that outlined criteria concerning the
admissibility of scientific expert testimony, based somewhat on criteria used in the broader

scientific community. The criteria for a valid scientific method were given as follows:
e must be based on testable and falsifiable theories or techniques,
e must be subjected to peer-review and publication,
e must have known or predictable error rates,
e must have standards and controls concerning its applications, and
e must be generally accepted by a relevant scientific community.

The guidelines for expert testimony admissibility from Daubert have since influenced in-
ternational jurisdictions, with the UK Law Commission’s recent expert evidence consulta-
tion paper (Anon., 2011) also prescribing similar standards (with an emphasis on scientific
method more so than falsifiability).

The recent wave of criticisms in North America have often referenced the Daubert
decision (Page et al., 2011). Criticisms made from a number of academics and legal

commentators have cited the following objections (Haber et al., 2009):
e the cognitive biases of experts for decisions made within the ACE-V framework,

e the unfounded and unfalsifiable theoretical foundations of fingerprint feature dis-

criminability and uniqueness, and

e the ‘unscientific’ absolute conclusions of identification in testimonies (i.e., either

identification, exclusion, or inconclusive).

While cognitive biases are primarily concerned with influences on the integrity, ac-
curacy, and consistency of practitioners within the ACE-V process (Langenburg et al.,
2009; Hall et al., 2008; Dror et al., 2011), the remaining criticisms can be restated as the
non-existence of a scientifically sound probabilistic framework for fingerprint evidential

assessment, that has the consensual approval from the forensic science community:.

1.3.2 Erroneous Identifications

One of the key antagonists for the recent criticisms of fingerprint identification is a num-
ber of key well-publicised erroneous identifications that have been made over the last
couple of decades. Such erroneous identifications have raised questions with regards to
the identification accuracy of fingerprint experts within the ACE-V framework. Some re-
cent examples of high-profile erroneous identification cases that have often been cited by

critics of fingerprint identification include Shirley McKie and Brandon Mayfield.
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Figure 1.6: The contentious 16 points used to identify the latent mark retrieved from the
Marion Ross murder crime scene (top) against Shirley McKie’s template mark (below).
Images sourced from German (2015).

In 1997, David Asbury was convicted of the murder of Marion Ross. However, in the
course of the investigation, a fingerprint (Figure 1.6) was found on the bathroom door
frame that was identified by officers of the Scottish Criminal Record Office to belong
to a police officer, Shirley McKie, who denied that she was ever inside that area of the
crime scene. Shirley McKie was prosecuted for perjury in the case HM Advocate v. McKie.
However, during her trial, defence fingerprint experts noted that an erroneous identification
had taken place, where it was clear that the latent mark was not from Shirley McKie. In
fact, two independent experts (Cole, 2001) were reported to recognise the error explicitly,
where one expert noted that the error was obvious and that it could be recognised in
seconds (Jayaprakash, 2013). Shirley McKie was subsequently found not guilty of perjury.

In 2004, Brandon Mayfield was involved in one of the most highly publicised erro-
neous fingerprint identifications (Cole, 2005; OIG., 2006). Following the Madrid train

bombings, a senior fingerprint examiner from the Federal Bureau of Investigation (FBI)
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identified Brandon Mayfield’s template print from an AFIS search against the latent mark
recovered from a bag found containing detonators and explosives. Mayfield’s prints had
been taken earlier due to both his military service and his arrest for burglary in 1984.
The identification was verified by the supervisory fingerprint specialist, and Mayfield was
subsequently arrested and held in custody. A third independent well-known fingerprint
examiner testified that while the comparison was quite difficult, the claimed identification
was correct. Soon after, the Spanish National Police found their own identification (Ouh-
nane Daoud, an Algerian national living in Spain; Figure 1.7), while it was apparent that
Mayfield did not have a passport to travel overseas, causing the FBI to retract the claimed

an identification and issue an apology.

Figure 1.7: (left) The latent mark retrieved from the crime scene with 10 minutiae (out of
the 15 marked features) used for the erroneous identification. (centre) Ouhnane Daoud’s
exemplar correctly identified by Spanish Police. (right) Brandon Mayfield’s exemplar
erroneously identified by the FBI (OIG., 2006, pp. 132-134).

Some other notable erroneous identifications that have occurred in the last few decades

include:

e In 1982 the American case State v. Caldwell a murder conviction in 1977 was reversed
due to an erroneous identification by the prosecutors IAI certified fingerprint expert.
The erroneous identification was incorrectly confirmed by another certified expert
in the defence team. The fact that both experts were certified raised questions
within the community with regards to human error, the standards of certification
and training, and the holistic approach of identification that heavily relies on the

expert’s opinion.

e In 1997, Scotland Yard’s fingerprint examiners had erroneously matched a print
from a burglary crime scene to a suspect, Andrew Chiory. Failure of a proper
peer review of the examiner’s claimed identification was noted as the cause for the

misidentification.
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e In 1998, the British court freed Danny McNamee (Cole, 2001) who was convicting for
a suspected Ireland Republic Army terrorist attack in 1982. An appeal was made,
where 14 expert witnesses disagreed on the value of the fingerprint evidence. Some
stated that the print had too poor quality for an identification, while others who
made a positive identification could not find the 16 points of similarity (as the U.K.

standard at the time advised).

e In 2004, Lana Canen was arrested and charged with the 2002 murder of Helen Sailors
based on fingerprint evidence. Lana Canan was later convicted in 2005. In 2011, an
independent fingerprint examiner was hired to re-examine the fingerprint evidence,
who found the identification to be erroneous. After the Indiana State Police Crime

Lab verified this error, Lana Canen was subsequently released from prison in 2012.

A more detailed list of past erroneous fingerprint individualisations has been provided by
Cole (2005).

1.3.3 Fingerprint Expert Accuracy under ACE-V

Such well-publicised erroneous identifications have raised questions with regards to the
error rates of fingerprint identification by practitioners within the ACE-V framework. In
response, there have been a number of studies attempting to quantify the error rates of
identification with ACE-V and trained fingerprint experts. In an extensive experiment
performed by Ulery et al. (2011), 169 fingerprint examiners each compared approximately
100 pairs of latent and exemplar fingermarks from a pool of 744 pairs. The false positive
rate for ACE (ACE-V without the verification stage) was 0.1%, while the inclusion of
verification resulted in all false positive errors being detected. Another study (Wertheim
et al., 2006) examined the accuracy of fingerprint examiners during comparison training
exercises, with 92 examiners having over one year experience having an erroneous iden-
tification rate of 0.034% (ACE only). Finally, another large scale study (Pacheco et al.,
2014) was recently conducted where 108 fingerprint examiners were each given 80 pairs
of fingermarks/exemplars of varying quality to assess for identification, while participants
were able to reproduce a correct identification 94.2% of the time and not reproduce an

erroneous identification 100% of the time.

1.3.4 ACE-V and Cognitive Bias

In the general forensic science context, cognitive bias may affect the analysis and decision
making of a forensic expert. Critics have often cited cognitive biases as a real problem in
practice, as the forensic expert (despite his or her training and methodology) will perform
subjective assessment and comparisons stages that are potentially susceptible to uncon-
scious personal bias, which in turn could undermine the objectivity and impartiality of
the forensic process. Two closely related forms of cognitive biases that are often discussed
are confirmation and contextual bias (Dror, 2009).

Confirmation bias is where the expectations of the forensic expert affects how analysis

and interpretation of evidence may be performed (Kassin et al., 2013), where confirming

28



rather than disconfirming evidence is the focus. The internal investigation by the FBI
(OIG., 2006, pp. 144) stated that confirmation bias was listed as a contributing factor
to the erroneous identification (Figure 1.8). Furthermore, it has been suggested that
confirmation bias may play a part in the practice of fingerprint practitioners revisiting
the initial marked minutiae detail of a fingermark in the analysis stage, once comparison
with an exemplar had commenced. In Ulery et al. (2015), an experiment involving 170
examiners, each randomly assigned 22 pairs of prints from a pool of 320 total pairs, had
their identification evaluations documented. It was noted that when positive identifications
were claimed, a high rate (90.3%) of adding or deleting minutiae from what was originally
marked in the analysis stage occurred, while inconclusive and exclusion determinations
had a lower rate of revisiting.

In close relation to confirmation bias, contextual bias concerns the influence specifically
by extraneous contextual information on analysis and identification. In the ACE-V con-
text, contextual bias is the influence by extraneous contextual information that fingerprint
experts encounter in decision making during all stages of identification (Langenburg et al.,
2009). Critics have argued that contextual bias is a real problem for the integrity of the
criminal justice system, citing how in real-world scenarios, forensic experts are exposed
to contextual information that is not necessary for their analysis work (Edmond et al.,
2015). Furthermore, contextual bias has been demonstrated to affect the interpretation of

forensic evidence, potentially undermining the value and admissibility of expert evidence.

Figure 1.8: (left) Brandon Mayfield’s exemplar erroneously identified by the FBI with
5 minutiae not existing in the latent mark. (right) The latent mark retrieved from the
crime scene with the 5 missing minutiae positions overlayed (OIG., 2006, pp. 140-141).

To further understand the effects of contextual bias on the accuracy of forensic fin-
gerprint identification evaluations, there have been a number of studies concerned with
contextual bias and the associated error rates of ACE-V evaluations in practice. The stud-

ies of Dror et al. (2006) and Langenburg (2009) suggested that repeatability (and repro-
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ducibility) of identification results are correlated with the quantity, clarity, and specificity
of ridge detail. The experiments reported by Langenburg et al. (2009) led to conclusions
that experts appear more susceptible to bias assessments of ‘inconclusive’ and ‘exclusion’,
while false positive rates are reasonably low within simulation of the ACE-V framework. It
has also been suggested from results reported by Hall et al. (2008) and Schiffer et al. (2007)
that not all stages of ACE-V are equally vulnerable to contextual bias, with primary effects
occurring in the analysis stage, with proposals on how to mediate such variability found
in Dror et al. (2011). Finally, the study by Pacheco et al. (2014) noted that under biased
conditions, participants, in general, were able to reproduce a correct identification 73.0%
of the time and not reproduce an erroneous identification 96.5% of the time. Further-
more, participants were able to repeat their previous correct identifications and previous

erroneous exclusions 93.2% and 85.2% of the time, respectively.

1.3.5 Individualisation, Uniqueness and Discriminability

Generally speaking, the primary goal for forensic identification disciplines is to produce
conclusions of individualisation, where the reduction of the donor pool is focussed towards a
single source. While forensic science has at the very least illustrated a high discriminabil-
ity of feature and characteristics of certain trace evidences such as fingerprints, critics
have often questioned the scientific basis of individuality claimed by forensic practitioners,
pointing out the absurdity of claiming such an unprovable notion (Page et al., 2011). In
summary, the argument against the concept of individualisation can be summarised as
(Saks, 2010; Kaye, 2010):

e Individualisation exists only in a metaphysical sense, having no scientific validity,

and it is supported largely by faulty logic that equates infrequency with uniqueness.

e The probabilistic approach always leads to the conclusion that a source other than
the suspected individual or object might exist, since there is always a probability
greater than zero. In addition, the product of probabilities greater than zero always
yields a value greater than zero. This is referred to by some as the product rule
(Tijms, 2012).

e Uniqueness claims cannot be proven without a complete set of samples (i.e., ev-
ery human being past, present, and in the future have to be checked to determine
if uniqueness exists). Anything less results in probability statements rather than

conclusions of absolute specificity and absolute identification.

e Following the philosophy of Karl Popper, it is logically impossible to prove a hy-
pothesis by accumulating a finite subset of positive examples. One must consider
the total population of humans ever to have lived, in addition to the number of
people yet to be born, in order to assert that a particular characteristic is truly

unique.

e Forensic experts across disciplines have made no systematic, concerted effort to find

different objects that produce identical traces.
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In the fingerprint identification context, the core axiom of fingerprint feature unique-
ness, which was suggested in the early period of fingerprint identification by pioneers such
as Galton and Locard, is still accepted by fingerprint experts today. In fact, some finger-
print experts have stated that the uniqueness of fingerprint features exists right down to

the level of a single ridge:

The fact is, a single ridge is unique. Therefore, anything comprised of multiple
units of something unique must also be unique. Many use the reverse argument,
which is just as valid...if a whole fingerprint is unique and you cut it in half,
it is still unique. There is no such thing as “half” of unique. Unique is unique
(Cole, 2009, pp. 12).

While the uniqueness axiom has some biological and experiential /observational merit that
some would claim goes beyond simple anecdotal evidence, on a philosophical level, unique-
ness of fingerprint features cannot be proven, for the very same reasons as given by Saks
(2010). That is, not all fingerprints have been compared with each other, nor is there
any mechanism that guarantees a timeless uniqueness of fingerprint features (McLachlan,
1995). Some critics have invoked this traditional interpretation for the observed discrim-
inability of fingerprint features (Saks et al., 2008; Cole, 2005), claiming that an assumption
of ‘uniqueness’ is still used by forensic scientists and practitioners today, since it is often
the case that experts employ absolute conclusions of identification in their testimonies.
In response to such philosophical criticisms of the traditional view of fingerprint feature
uniqueness, more and more forensic experts and legal commentators have disassociated
discriminability from uniqueness (Kaye, 2010). Some have claimed that ”uniqueness is
not relevant to the theory or practice of forensic identification, or to the courts, and that
individualisation is the task of the judge or jury” (Page et al., 2011, pp. 17). Others
have suggested that critics who believe that no probability of duplication is small enough
to warrant an opinion that forensic evidence is unique are mistaken. For example, given
a total of n fingerprints in the world, while the probability of two fingerprints being the
same is some unknown value %, then the probability of finding at least two fingerprints

with identical features (using the Birthday Paradox) is

P(n)_1—<1—nll)><<1—§L>x...x(1—;). (1.1)

Thus, if the fingerprint expert can deduce a probability representing the rarity of the given
corresponding features that is several orders of magnitude lower than this hypothesised
probability, then practically speaking, this is enough to infer an individualisation, despite
the probability being greater than zero. This inference is not the hypothetical inference
suggested by the critics of individualisation that demands the probability equal zero, but
rather, is a practical inference. In response to this argument, commentators state that this
reasoning still appears contrary to the uniqueness hypothesis, that specifically implies that
there will never be a repetition of the same arrangement of friction ridge characteristics
(Page et al., 2011).

Commentators who have stated that opposition to uniqueness assumptions and indi-
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vidualisation claims have also suggested that fingerprint and other forensic identifications
who espouse to such fundamentals can survive without the uniqueness hypothesis, by re-
formulating the conclusions drawn to include an empirically testable Bayesian framework
(Cole, 2009). Such proponents often cite DNA profiling as an example of forensic science
that already does not use the individualisation principles. In addition, DNA profiling
is regarded as having both a probabilistic framework and transparency with regards to

methods used.

1.4 Statistical Models and Identification

1.4.1 The Need for Statistical Models

The criticisms based on the Daubert admissibility test (see Section 1.3.1) concerning (i)
unfalsifiable theoretical foundations of fingerprint feature discriminability and uniqueness,
and (ii) the ‘unscientific’ absolute conclusions of identification in testimonies have brought
into question the fundamental theoretical foundations behind fingerprint identification.
Fingerprint experts have been accused of dogmatically adopting the traditional axiom of
uniqueness of fingerprint features for real-world identification scenarios, where the merit
of such criticisms are strengthened, due to the fact that fingerprint features used in iden-
tification are usually sparse and have added uncertainty caused by noisy environmental
factors that affect their visual clarity.

Criticisms relating to the axiom of fingerprint uniqueness can be restated as the non-
existence of a scientifically sound probabilistic framework for fingerprint evidential assess-
ment that has the consensual approval from the forensic science community. Currently,
there is no generally accepted statistical model. However, the fingerprint identification
practice is receiving increasing pressure to perform such fundamental research concerning
the uniqueness of fingerprints and to develop and employ statistical models that could be
used to present fingerprint evidence in court.

It can be argued that the growing concerns and criticisms of fingerprint identification
have initiated a number of recently proposed statistical models that aim to accurately
model and predict the discriminability (or rarity) of fingerprint features used commonly
in identification. Some models (Zhu et al., 2006; Su et al., 2010; Lim et al., 2011) focus
solely on calculating the probability of obtaining corresponding features from different
finger sources (often termed as the Probability of Random Correspondence, abbreviated
as PRC), whereas others (Egli et al., 2007; Egli, 2009; Choi et al., 2011; Neumann et al.,
2006, 2007, 2012) focus on calculating an evidential weighting of a given feature configu-
ration using likelihood ratios. The latter model variant provides a more practically driven
approach for supporting identifications, as both within-finger and between-finger feature
correspondences are analysed.

In further support of statistical models, relevant bodies within the forensic community
such as the European Fingerprint Working Group (EFPWG) (Meuwly, 2011) and the
International Association for Identification (IAI) (IAI, 2010) have expressed their approval

for the use of statistical models. However, the IAI stated that a statistical model should

32



not be used as the sole determinant, but rather an aid for evaluation. Guidelines on how to
include statistical methods in evaluative reporting have been provided by ENFSI (Willis
et al., 2015).

Research into the use of statistical models to calculate fingerprint probabilities is ongo-
ing and small-scale trials of fingerprint identification using statistical models as a support
tool for the examiner have been undertaken (Langenburg et al., 2012), but, as yet, a model

has yet to be officially endorsed by any forensic identification body for use in casework.

1.4.2 Identification Conclusions and Statistical Models

One of the aims of recent research is to develop and employ statistical models that could
potentially be used to present fingerprint evidence in court. Some commentators (Cole,
2009) have cited DNA evidence as an example of a forensic discipline that successfully fol-
lows a modern scientific framework, where DNA profiling is based on statistical methods
that have probative results transparently presented as expert testimony, with a reluctance
to give an expert opinion or interpretation of the result (Lennard, 2013). In comparison,
the current situation for fingerprint discipline contrasts that of more recent forensic disci-
plines such as DNA, where fingerprint testimony is based on conclusive opinions that are
made with no accepted statistical model to back up these opinions.

The proposal to use probative information from such models in fingerprint expert tes-
timony has presented differing opinions within the discipline and broader forensic science
and legal communities. Some have questioned the need to change the current testimony
format for identification to be strictly probabilistic as it is with DNA, citing the following

reasons (Lennard, 2013):

e While organisations such as the IAI are now in favour of statistical models, a condi-
tion was to use models that are formally endorsed and authorised by the scientific
community. However, model development can be argued to be still in an early stage

of development. In addition, currently no ubiquitously endorsed model exists.

e Most inconclusive comparisons involve fewer than 8 corresponding minutiae. Given
the current high error rates of existing models with less than 8 minutiae, many

erroneous identifications and exclusions will result.

e Currently, there is research being undertaken that will perform automated identifi-
cation using AFIS algorithms. This ‘lights out’ is likely to be used for non-complex
identification and exclusion cases. This will leave the remaining complex cases for
the fingerprint examiner to review. To employ statistical models for such complex

cases may increase the risk of error.

e As fingerprint databases get larger, the probability of finding close non-matches
(i.e., minutiae correspondences from different finger marks) increases. Such a sce-
nario places a heightened importance for statistical models that focus specifically
on the candidate list population (i.e., close non-matches versus true matches). Few

statistical models specifically focus on such a targeted population.
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e Since the probabilities that are generated from models are only estimates, the evi-
dence is primarily a probability or likelihood value. A large proportion of courtroom
challenges refer to how the probability/likelihood ratio was generated and what it
means. Thus, the expert testimony can potentially be open to any tedious and un-
necessary technical challenges, despite the scientific blessing of the model from the

discipline.

e The interpretation of such probabilities/likelihood ratios from the expert testimony
can potentially be problematic for the jurors who consist of the general public. The

true interpretation of such probative values require a sound knowledge of statistics.

e The question has to be asked: are expert witnesses really being expert witnesses if

we provide a number rather than an actual expert opinion?

A middle ground between the complete reliance of statistical models versus the reliance
of expert testimony has been proposed (Lennard, 2013), where the role of an expert witness
is to give an expert opinion, however, when available, an appropriate statistical model can
be used to back up the examiners opinion (if required). Some commentators (Page et
al., 2011; Morrison et al., 2013) have disagreed with the conservative attitude towards the
inclusion of statistical models in expert testimony of fingerprint experts. One commentator
(Page et al., 2011) states that

”The forensic experts role is not to individualise or even to identify, based
solely on the forensic evidence presented to them-it is to provide the trier of fact
with additional probative information, within the bounds of their expertise,

that may strengthen or weaken the likelihood of guilt.”

Others (Morrison et al., 2013) have argued that the middle ground approach lacks the
transparency, the ease of testing of validity and reliability, and the relative robustness to
cognitive bias that are the strengths of a likelihood-ratio based statistical model. Thus,
the probative value is therefore preferable over an expert opinion in testimony.

Although such criticisms of the middle ground approach have convincing points of
objection, unlike DNA profiling which has advanced automated laboratory tools for de-
tecting markers, fingerprint identification still requires the expert to manually specify and
spatially mark features in a fingermark (i.e., the Analysis stage of ACE-V) regardless of
whether a statistical testimony practice is to be adopted. The reason for this practice is
that fingermarks that are often retrieved from crime scenes are low in quality. Such low
quality settings removes the possibility for even the current generation of automated fea-
ture detection algorithms to be consistently accurate with feature detection. In addition,
it is often the case that a level of uncertainty exists in finding the precise location of a
feature. Thus, the removal of expert opinions from testimony in itself does not remove the
fingerprint expert’s influence on the identification result, as the lack of a reliable automated
feature extraction results in the human expert marking features and introducing variation
in the analysis stage, ultimately causing variation in the statistical model calculations.

While some models have attempted to cater for examiner variation (Neumann et al.,

2012), such modelling techniques used are extremely simplistic and do not come close to
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encompassing all of the complex intrinsic factors that influence feature detection. Until
either fingerprint feature detection algorithms surpass the accuracy and consistency of
human experts or statistical models fully cater for examiner influence, the role of statistical
models in fingerprint identification will at the very least contribute as a supportive tool

to use within the ACE-V framework and support conclusions made in expert testimony.
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Chapter 2

A Review of Statistical Models for

Fingerprint Identification

2.1 Foundations for Probability of Random Correspondence
Models

The fundamental objective of Probability of Random Correspondence (PRC) models is
to calculate probability measures concerning the occurrence of corresponding features
within impressions sourced from different fingerprints. From a fingerprint practitioner’s
perspective, these probability measures are akin to calculating the probability of close
non-match occurrences for feature configurations found within a given fingermark and
exemplar(s). Since the very first model proposed by Galton in the late 1800’s (Galton,
1892), there have been over 20 models proposed in the peer reviewed literature, with a rich
variety of methodologies used to model the various statistical relationships of fingerprint
features that exists.

Generally speaking, PRC models are used to calculate at least one of the following

probability measures, given a feature set I with m features:

e PRC(m): the probability that two feature configurations from fingermarks of dif-
ferent fingers (randomly selected) have at least m corresponding landmark features

(e.g., minutiae, pores, or ridge shape details),

e PRC(I): the probability that a specific feature configuration has a given subset of
features, I, corresponding to a subset of features from a randomly chosen configura-

tion from another fingermark from a different finger.

e PRC(s): the probability that two feature configurations from fingermarks of differ-

ent fingers (randomly selected) have an AFIS similarity score of s.

e PRC(s,m): the probability that two feature configurations from fingermarks of
different fingers (randomly selected) have at least m corresponding landmark features
(e.g., minutiae, pores, or ridge shape details) and have an AFIS similarity score of

S
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e nPRC(m): the probability that from a set of n feature configurations from fin-
germarks of different fingers, at least one pair (from a total of (g) possible pairs)
have at least m corresponding features. One should note that when n = 2, then
nPRC(m) = PRC(m).

e nPRC(I): the probability that a specific feature configuration from a set of n
(sourced from fingermarks of different fingers), has a given subset of features, I,

corresponding to at least one other subset of features from different configuration(s).

e nPRC(s): the probability that from a set of n feature configurations from fin-
germarks of different fingers, at least one pair (from a total of (g) possible pairs)
have an AFIS similarity score of s. One should note that when n = 2, then
nPRC(s) = PRC(s).

e nPRC(s,m): the probability that from a set of n feature configurations from fin-
germarks of different fingers, at least one pair (from a total of (g) possible pairs)
have at least m corresponding features and have an AFIS similarity score of s. One
should note that when n = 2, then nPRC(s,m) = PRC(s,m).

e EPIC(A,B,m): Given m observed corresponding features between two different
fingerprints A and B, the Evidence of a Paired Impostor Correspondence (EPIC) is
defined as the probability of obtaining at least m corresponding synthetic features
(i.e., model derived) randomly generated from respective individualised fingerprint
feature models, f4 and fp. The probability distribution for the number of matching
synthetic features is derived from comparing realisations of f4 and fp. Unlike the
PRC(m) calculation, EPIC(A, B, m) performs a conditional analysis by restricting
the population to only include A and B.

Such probability measures are derived from some form of model representation for features,
either generalised for an entire population or individualised for each fingerprint. Both
PRC(m) and nPRC(m) measures can include topographical information, such as finger
designation (i.e., left middle finger, left thumb, etc.), pattern classification or ridge counts
between well defined global landmarks. A basic example of a PRC calculation can be found
in Henry (1900) (see Section 2.3), where each corresponding minutiae, core-to-delta ridge

counts (RC’s), and the matching pattern classification of two randomly chosen fingerprints
were assigned a probability of %, altogether giving

mew-() () Q-0 e
—— —— ——

minutiae core-to-delta RC class

for m minutiae. While historical PRC models (see Section 2.2) largely focus simply on the
PRC(m) metric, the nPRC variants and EPIC are recent developments which have a
direct relationship to AFIS-centric environments where a population dataset is accessible

for model development and assessment.
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2.2 A Review of Historical Probabilistic Models for Finger-
print Rarity

In this section, a critical review of historical statistical models used to calculate the rarity
of fingerprint features is provided. Statistical models are categorised as ‘historical’ if they
have been created without the aide of any computational modeling tools or AFIS datasets.

The vast majority of historical models can be viewed as variants of either Galton’s
ridge structure model (Galton, 1892), or Henry’s minutiae event model (Henry, 1900).
Both models and subsequent variants have serious shortcomings in modeling methodologies
used, as unfounded and incorrect assumptions were often made concerning the population
distributions of utilised fingerprint characteristics. However, many of these shortcomings
were the direct result of applying outdated simplistic statistical methodologies, the lack
of computerised statistical modelling tools, the absence fingerprint matching automation
such as AFIS, and the lack of substantial datasets for both the tuning of model parameters

and model verification.

2.2.1 Square Ridge Region Analysis Based Models

Square ridge region analysis based models are historical models that are based on the
analysis of minutia events within fixed-sized ridge regions within a fingerprint. The core
methodology of these models is to find fixed-sized ridge regions within a fingerprint, then
calculate probabilities relating to specific minutia features contained within each individual
ridge region. Such minutia event probabilities are set by either the use of frequentist
statistics or by assumptions on minutia occurrences within such square regions. These
probabilities are then used to derive a Probability of Random Correspondence (PRC)

value.

2.2.1.1 Galton’s Model

One of the first attempts to determine the PRC of fingerprint features was performed by
Galton (Galton, 1892). Prior to this work, there was no documented attempt to quantify

a probabilistic measure concerning the uniqueness of fingerprint features.

Overview of Model Implementation

As a precursor to computing the PRC value of given fingerprint features, Galton calculated
the probability of corresponding fingerprint pattern classification (i.e., level 1 detail). A
coarse classification probability was derived from the frequency of patterns found in 1,000
thumb prints, where he divided fingerprints into 100 different classification groups with
many different sub-classifications defined (possibly with duplication in sub-classification
category definitions).

To simplify the probability calculation, the derivation of classification probabilities
was solely based on the left and right loop sub-classification proportions (with 12 or 15

sub-classes, respectively), where he found that approximately % of all fingerprints were
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deemed to be a loop variant. From this, the probability of a fingerprint, A, being a

particular variety (or sub-class) of loop, L, was calculated as:

Wl

xH+ixt 11
Po(A) = P(class(A) is loop) =~ 12 5 15 — 20 < 16° (2.2)

A configuration of minutiae probability scheme was then created by attempting to

Wl

model minutiae occurrences within fixed sized regions of ridges and as independent random
variables. Galton proposed dividing the fingerprint into individual squares defined by a
fixed ridge interval count side width, whilst noting the ridge count and ridge orientations

of all sides of the given square region (Figure 2.1).

6 ridges \X\ 2 bifurcations

1 bifurcation 1 ridge ending
s 5 ridges

6ridges

\

6 ridges

Figure 2.1: (left) Galton squares on two regions of a fingerprint with the covered squares
and guessed ridge details. (right) fingerprint with region details transparent. The green
square indicates that the region can be guessed correctly from the surrounding regions,
whereas the red square cannot.

Experiments on 40 fingerprints were then conducted to assess overall fingerprint region
“uniqueness”, by placing the square at random locations on fingerprints (excluding the
core region), while the covered ridge direction and minutiae detail under the square were
guessed by reviewing the square’s surrounding ridge flow and count information. This is
a very coarse and subjective attempt at measuring region minutiae and flow detail ran-
domness, whereby a lower rate of correct guesses, Pz (A), would suggest that independent
regions of fingerprints generally have a higher level of distinction.

Variability of alternate side ridge counts will be caused by the occurrence of minutiae
(i.e., ridge endings decrease ridge counts while bifurcations increase or decrease ridge

counts) whereas directional flow changes are caused by singularities or pattern curvature.
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Once a measure of uniqueness is found for fixed-sized square regions of a fingerprint, the
average number of non-overlapping square regions, n, required to cover a fingerprint, can
be used as an estimate of the overall fingerprint region uniqueness (i.e., Pg(A4)™).

A ridge interval size for the square regions was set to 5 in the experiments, as larger
sized squares would have a higher probability of incorrect matches occurring due to the
larger minutiae combinations that could give equivalent edge ridge counts on the opposite
side of the square. After performing 52 trials of the random square placement on 40
fingerprints, a correct guess ratio of approximately % ~ % was recorded. Opting to be
conservative with his calculations, Galton used six ridges when calculating the average
number of squares that are required to cover an entire fingerprint. From this setting,
an estimated 24 squares per finger was noted. In addition, Galton introduced another
probability of Pr(A) ~ ﬁ to be used as an estimate of guessing the correct number
of ridges entering and exiting the 24 squares, and increased the random correspondence

1

measure by setting Pg(A) = 5. Thus, a final conservative approximation of random

correspondence of a fingerprint A is given by:

1 1\24
PRC(A) = Po(A).Po(A)".Pr(A) ~ 16X ()7 ) 1070, (2.3)

Model Analysis

The PRC calculation was set up only as a crude conservative limit of feature uniqueness
and did not consider configuration-specific PRC values or partial configurations. The core
assumptions that this model rely on to calculate the PRC value are that (i) minutiae
events are independent of spatial location and other occurrences of neighbouring minutiae
and (ii) Galton’s “correct guesses” of minutia events within the randomly placed squares
were analogous to another configuration of minutiae. Galton’s methodology for assessing
the uniqueness of minutiae events is largely subjective and ad-hoc, as it solely relies on
Galton’s own analytical skills and experience while lacking sound statistical reasoning.
Furthermore, the added term Pr(A) is arbitrary and lacks an empirical foundation, while
the pattern probability value, Po(A), is a coarse approximation of pattern type occurrence,
as it does not weigh right loop versus left loop sub-class probabilities (i.e., % is the overall
proportion for loops), let alone other classifications and sub-classes. Lastly, minutiae types
were also assumed to be of equal probability, while no attempt was made to incorporate

minutiae directional information.

2.2.2 Other Square Ridge Region Analysis-Based Model Variants

Subsequent models based on Galton’s square region ridge analysis are found in (Roxburgh,
1933; Amy, 1948; Kingston, 1964; Osterburg et al., 1977). Most region-based methods rely
on the assumption originally made by Galton, being that there is no correlation of region

characteristics from surrounding region characteristics.
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2.2.2.1 Pearson’s Modification to Galton’s Model

Pearson (1930) viewed the ridge square region probability measure of Galton as being too
high. This value was revised to Pg(A) = 3—16, based on the argument that for each 6 ridge
wide square, there could be 36 (i.e., 6 x 6) smaller single ridge wide squares inside, each

having a probability of minutia as % Thus, the PRC calculation was revised to:

24
PRC(A) = Po(A).Pa(A)".Pr(A) ~ 116X2§glﬁ) (2.4)

Nevertheless, since the suggested modification is merely cosmetic, the same shortcomings

exists with the proposed model, as per Galton’s model.

2.2.2.2 Amy’s Model

Amy (Amy, 1946, 1948) proposed measures concerning the probabilities of a given minutiae
ordering (consisting of type and directional arrangement) and the number and spatial
positioning. These were used in conjunction with other region analysis-based probability

measures to derive a PRC value.

Overview of Model Implementation

Adopting the minutiae definitions of Balthazard (Appendix A), Amy (1946) proposed
a probability measure for a given minutia type and directional arrangement, that was
utilised to help derive a PRC value. Using a database of 100 fingerprints, Amy calculated
relative frequencies rather than assuming equal probabilities for each type of minutia.
The relative frequencies discovered were 0.40 and 0.60 for forks (or bifurcations) and
ridge endings, respectively, while the probabilities of 0.75 and 0.25 were used for the two
relatively opposing directions (independent of minutia type). Thus, a configuration had a

particular ordering as:
P(0) = (0.3)2.(0.1)%.(0.45)¢.(0.15)P + (0.3)2.(0.1)*.(0.45)P.(0.15)¢ (2.5)

where A, B, C, and D are the respective minutia type tallies in the given configuration. The
second term was added to account for partial fingerprint information where the direction
category cannot be determined.

Amy also considered a probability scheme in calculating variations in number and
spatial position of minutiae (Amy, 1948). Given a square region of ridges with n ridge
intervals on a side, while letting Py (n,p) be the probability that p minutiae exist within
the square, N(n), the total number of arrangements of the p minutiae, and N(n,t), the
total number of arrangements that are indistinguishable from the given configuration of
p minutiae, the probability of a specific number and spatial location information of a

configuration of minutiae, T, existing in the square is given as:

PL(n,p).N(n,t)'

PO =""Nw

(2.6)

41



Since the square size is variable, Amy extended P(T") to be the average of all values of n

from the following summation:

2 ne1 Pr(n, p).[N(n,t)/N(n)]
2 nz1 Pr(n,p) '

In terms of how many possible positions exist within each n ridge wide square region, it

P(T) = (2.7)

was noted that there are potentially n x n possible positions in which to have p minutiae,
if we assume a minimum distance between two minutiae as one ridge interval apart. Using
an estimated minutiae density of one per 22.5 square ridge intervals, values for Pr(n,p)

and N(n) can be derived as:

o) ()T e

and

respectively.

To calculate N(n,t), Amy proposed that relative positioning be considered and, thus,
ignored variations that may occur due to absolute positioning. Thus, fingerprints with
the same number of minutiae appearing on corresponding ridges of fingerprints was only
assumed to be enough for identification. With this assumption in mind, all minutiae
permutations for each ridge were considered (i.e., (gl) possible positions for m minutiae).
Another contribution to N(n,t) are minutia-free ridges located at the fingerprint image
borders. If ¢ minutia-free ridges occur at the upper border, then arrangements with
q — 1 minutia-free ridges at the upper border along with a single minutia-free ridge at the
bottom border would be considered indistinguishable. In general, ¢ minutia-free ridges at
the border will have ¢ + 1 possible ridge arrangements that are indistinguishable.

Considering the two contributions, N(n,t) had the following formulation:

d
N(n,t) = <n(n2—1)> P2 g4+ 1+d—2) (2.10)

where z is the number of internal minutia-free ridges, and d is the number of ridges with
two minutiae (i.e., lakes, islands, double bifurcations, etc.).

Amy noted that this model does not account for situations where clusters of minutiae
may appear on a single ridge, or for other ambiguities in definition, such as: when does
one ridge become two? A correction factor, G, being the ratio of possibilities predicted
versus actual possibilities by the model, was proposed to counter this deficiency. Thus, a

final PRC equation was given as:
PRC(A)=1-(1-G.P(O).P(T))" (2.11)

for r comparisons.

42



Model Analysis

Some shortcomings of this model include the assumption of uniform minutia density (as
noted by Amy) and minutia location-type independence. In addition, the relative posi-
tioning proposed does not account for precise location of minutia occurring at a given
ridge. Hence, the estimate for the number of configurations of minutiae within a given
square region for both N(n,t) and N(n) may not be entirely accurate. Lastly, the pro-
posed ordering probability, P(O), assumes independence of minutia type that produces

an overly conservative value.

2.2.2.3 Osterburg’s Model

Osterburg et al. (1977) created a fixed region analysis based PRC model that used relative
frequencies of defined ridge characteristics found within a grid of square regions for each
fingerprint in a dataset. Discrete probability distributions use such frequencies to derive

a PRC calculation for a given configuration of minutiae.

Overview of Model Implementation

Osterburg et al. (1977) divided each of the 39 fingerprints into lmm by 1mm cells (Figure

2.2) and collected frequencies concerning cell characteristic configurations.
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1mm by 1mm
squared cells
7 L4 cell configuration
1 x bifurcation
1 x ridge ending
1
12 L10 cell configuration
C15 cell configuration :1] i :gﬂ:catlon
1 x bifurcation 1 x island
~ B N12 cell configuration
8| oy por- 1 x dot
G17 cell configuration =
1 x ridge ending
210 |
22

Figure 2.2: Sample fingerprint divided into 1 x 1 mm square regions. Image sourced and
adapted from Osterburg et al. (1977).

Such characteristics included empty (i.e., only continuous ridges), bridges, dots, ridge
endings, bifurcations, islands, lakes, deltas, spurs, trifurcations, and double bifurcations.
From these frequencies, a probability value, p;, was given for each configuration combi-
nation (Table 2.1). From the collected frequencies, the probability of a given cell config-

uration, ignoring a particular ordering, is modelled on the point multinomial probability
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distribution:
PRC(A) = py° pit. ... D13 (2.12)

where z; is the number of occurrences of the feature with parameter p;, N = Zﬁo x;, and
pi is the Maximum Likelihood Estimate (MLE) of p; with ). p; = 1.
A proposal was also made for the use of the negative logarithm of the point multinomial

distribution (i.e. related to Entropy):

12
E = —log(PRC(A)) = =Y w;logipi(A) (2.13)
=0

as a metric measuring information content for a given cell configuration. The variance of

Eis approximated by

var(E) ~ nil(loglo e).(log.(p5°.p7* - .. P737)) (2.14)

with n is the total number of cells in the sample set, giving a 95% confidence interval for
E as
12
Eogs = —(>_ wilogygpi(A)) £ 1.96.\/var(E). (2.15)
i=0

For example, a region of 72 cells containing 12 ridge endings with no other features was

estimated to have an entropy of
E = —12(log;((0.0832)) — 60(log;,(0.766)) = 19.9 (2.16)

with a 95% confidence interval of

602 122
0.4342. (0.766 T 50832 722)

8591

Eo.95 = 19.9 + 1.96. ~ [19.6,20.2). (2.17)
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Parameter Cell Configuration Count Pi —logq10 Pi
Do Empty 6584 0.766 0.116
p1 Ridge Ending 715 0.0832 1.08
P2 Bifurcation 328 0.0382 1.42
3 Island 152 0.0177 1.75
P4 Dot 130 0.0151 1.82
D5 Bridge 105 | 0.0122 1.91
D6 Spur 64 0.00745 2.13
p7 Lake 55 0.00640 2.19
D8 Double Bifurcation 12 0.00140 2.85
D9 Delta 17 0.00198 2.70
P10 Trifurcation 5 0.000582 3.24
P11 Broken Ridge 119 0.0139 1.86
P12 Other (i.e. combinations) 335 0.0355 1.45
Total 8591 1.0

Table 2.1: Osterburg’s relative frequencies for defined characteristics.

Despite results of a contemporary study in Sclove (1979) by one of the contributing
authors of this proposed model suggesting that the probability that a cell is not empty
increases if adjacent cells are also occupied (40% probability if 6 of the 8 surrounding
cells have features, compared to the global average of 24%), the model did not take cell
neighbourhood dependence into consideration. This is because the overall effect on the
calculation from marginally different individual p; values was suggested to be negligible,
due to the extremely small PRC values encountered from the cell counts in practical
circumstances.

Furthermore, using the same cell tallies, the PRC' was re-modelled to the Poisson

distribution:

12 ., R
P exp (—p;)
PRCyois(4) = [[ 77— (2.18)
i=0 v

However, the authors found equation (2.18), which was loosely based on the model of
Kingston (1964), to be inadequate in describing the distribution per cell of the total
number of characteristics. Instead, the originally proposed PRC was found to be more
adequate and was noted to be simpler to apply.

The model was adjusted to take account of size differences in fingerprint comparisons.
For example, a (w, x [,) mm? latent mark in comparison to a (w, x [,) mm? larger rolled
print may have a total of P, = (w, —wp+ 1) x (I, — I, + 1) positions for alignment, giving

an upper bound for the revision as
PRClgtent(A) = (10.F.). (p°.p1*- ... D132 - (2.19)

where a multiplicative constant of 10 is used to account for the number of fingerprints per

person (since the finger index can be ambiguous with latent marks).
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Model Analysis

The shortcomings of the proposed model include the assumption that minutia type fre-
quencies are independent of specific spatial regions within the fingerprint (i.e., probabilities
of occurrences are uniform across the entire fingerprint). In addition, there is no attempt
to consider minutia orientation in the PRC calculations, while the dataset used to find
such cell configuration frequencies was small, likely due to the lacking availability of com-
putational tools.

More importantly, the cell order was not considered (i.e., specific fingerprint charac-

teristic detail is given as input). A simple modification to the PRC of

(IOPC)(LCO‘.ZCl‘ o x12!>

PRCmult(A) = NI

(pg°-p1t - P1?) (2.20)

can be used to take cell order into account. The modification to the PRC is basically just
the inclusion of the inverse of the multinomial sub-group order factor. This modification

will produce a much more accurate PRC value.

2.2.3 Minutiae Even-Based Models

Minutiae event-based models are primarily based on modelling minutiae occurrences as
independent random events, with no regional ridge analysis (such as square ridge region
analysis based models) or spatial information used to model such minutiae event proba-
bilities. Only minutiae information such as total number of minutiae and/or type are the

possible input parameters for the model to calculate PRC values.

2.2.3.1 Henry’s Model

Fingermark

Figure 2.3: (left) Fingermark from homicide case recorded by Henry (1900) (right)
Features retrieved for calculations of latent mark PRC. Images can be found in (Henry,
1900, pp. 53).
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The model proposed by Henry (1900) was the first model to consider minutiae as indepen-
dent events, along with core-to-delta ridge count and classification weighting. Figure 2.3
illustrates the features used for calculation, including minutiae location, ridge count be-

tween singularities, and the fingerprint classification.

Overview of Model Implementation

Henry assumed that the occurrence of a minutia, M;, of the same type and location could
be modelled as a random event in nature with a fixed probability, Py, (A) = i. In addition,
the probability of an equal number of ridges between the core and delta was set arbitrarily
to Pro(A) = %, whilst the probability of having an identical pattern classification was
similarly set to Po(A) = %. The PRC was subsequently calculated as

n n (n+2)

PRC(A) = (H PMi(A)> Pro(A).Po(A) = <4) %% _ <i> (2.21)
=1

Model Analysis

There was no attempt to empirically quantify the values suggested for Po(A), Prc(A),
or Py, (A) and the setting of these values was largely arbitrary. For instance, the value
for Py, (A) was inspired by probabilistic results of contemporary research in spectrum
analysis. No relevant empirical evidence backed the decision on the selected probability
values.

2.2.3.2 Henry Model Variants

The minutiae event-based probability scheme of Henry’s model was later re-used by Balt-
hazard (1911), Bose (1917), Wilder et al. (1918), Cummins et al. (1943), and Gupta (1968)
with slight modifications to values of Py, (A) and/or the reasoning behind the probability
values used.

Balthazard (1911) assumes that there are four types of equally likely minutiae, being:
e left orientated ridge endings,

e right orientated ridge endings,

e left orientated bifurcations, and

e right orientated bifurcations.

Thus, the same value of Py, (A) = % was used to compute the PRC as

PRC(A) = Cl)n (2.22)

where n is the number of minutiae found in the print. Balthazard’s model has strong
historical significance due to it’s use as a scientific basis for the general acceptance of

fingerprint individuality.
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The model proposed in Bose (1917) made the assumption that there are four types of

equally likely ridge events in a given small square region, these being a:
e dot/island,
e bifurcation,
e ridge ending, and
e continuous ridge.

Thus, a PRC calculation identical to the earlier model of Balthazard (1911) in equation
(2.22) was also proposed via a different rationale.

In the study reported by Wilder et al. (1918), bifurcations, ridge endings, islands, and
ridge breaks were modelled as equally likely events. However, the probability values used
by Bose (1917) and Balthazard (1911) for similar features were suggested to be too high,
with Wilder et al. (1918) opting for a more conservative value of 5—10. Although this value
is suggestive that the probability of a non-event (i.e. continuous ridge) at a given location
was %, continuous ridges were not used in the calculations performed by Bose (1917).

Thus, for the occurrence of n events, the PRC was calculated as simply

50
Cummins et al. (1943) modified the model in Wilder et al. (1918) to include a classi-
fication probability, Po(A) = 3%, giving

PRC(A) = (Pp(A))" = ( ! >n (2.23)

PRC(A) = Po(A). (Pu(A))" = — (1>n (2.24)
31 \ 50
However, similar to Galton’s model, there was no rigorous attempt to accurately model
classification probabilities, but rather, an upper limit was achieved by assuming uniform
probability for Po(A).
Unlike previous model variants, Gupta (1968) gave separate probability values for

different minutia type. Based on 1,000 fingerprints, he estimated the probability of % for

L
100

minutiae type, such as dots, islands, and spurs. In addition, a classification probability of

bifurcation and ridge ending events, whilst attributing a probability of for less frequent

Po(A) = 1—10 and core-to-delta ridge count match probability of % were used. Thus, the
PRC is given as

PRC(A) = Po(A). (Pu(A))"™ . (Pa(A)™ — 11*0 <110> - <1(1)0> b (2.25)

where n, and n; are the number of common and uncommon minutiae, respectively.

2.2.3.3 Kingston’s Model

Kingston (1964) proposed a model for fingerprint individuality by combining probability

calculations for a given configuration of minutiae (using only minutiae type and count
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information as model input) from established values for expected minutiae density and

type frequencies.

Overview of Model Implementation

The Poisson distribution was employed to measure minutiae density, implying an assump-
tion of uniform density for all fingerprint regions and classes. Given the expected number

of minutiae as y, the probability for N minutiae occurring in a given fingerprint region is

simply
yVe v
P(N minutiae) = N (2.26)
From experimental observations, it was approximated that a minutia occupied a square

region of 0.286 mm?

. Each square containing a minutia was assumed to exclude other
minutiae existing within the square. Thus, a square region could be extended to a size of
0.571 mm?, being the largest possible square with only one minutia, as the exclusion of
other minutiae is achieved from each four sub-squares is achieved by this rule (given that
each minutia is located at the centre of each square). From this, a conservative number

of possible distinguishable minutia positions within a region with area, .S, is given as
S S
of positions = —— = ——— 2.27
#olp 05712 _ 0.082 (227)
when considering the i*"* minutia’s possible position. Thus, the positioning probability for

N minutiae is defined as

N 0.082

P(Positionings) = ,
=55 —0.082 x (i—1)

(2.28)

Minutia type frequencies found from 2464 minutiae in 100 ulnar loops were used as

type probabilities, as indicated in Table 2.2.

Minutia Type | Frequency
Ending Ridge 0.459
Fork 0.341
Dot 0.083
Enclosure 0.032
Bridge 0.019
Tri-radii (delta) 0.017
Other 0.031

Table 2.2: Kingston’s relative frequencies of 2464 minutiae (Kingston, 1964).

Using the relative frequencies for the observed minutiae types, in conjunction with den-

sity and positioning probabilities, a joint probability for a given configuration of minutiae
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was calculated as

Ne—y N )
PRO(C) = L0 Pr(1). (H Pr(i) (5 = 0‘025385 = 1)>) (2.29)
=2

where Pr(i) is the type probability of the i*” minutia (directly taken from Table 2.2).

Model Analysis

A shortcoming of Kingston’s model is the assumption of minutia type probability being
independent of its spatial region. In addition, positioning calculations assume uniform
density (contrary to his experimental results) and the minutiae spatial information for
a given configuration of minutiae is not used. Lastly, no orientations of minutiae were

considered in the probability calculations.

2.2.4 Landmark Referencing Models

Landmark referencing models utilise key landmark features, such as a core or well-defined
minutia(e), as a spatial reference for other additional surrounding features which con-
tribute to the computation of PRC values. Examples of landmark referencing models
include Roxburgh (1934), Trauring (1963), and Stoney (1985). Although Henry (1900)
was the first to propose the use of a landmark for aiding the PRC calculation with the
core-to-delta ridge count statistic, other features were not referenced to the core spatially,

and hence, was not a core component of the model.

2.2.4.1 Roxburgh’s Model

Roxburgh (Roxburgh, 1934) created minutia code based on a polar coordinate system to
uniquely identify minutiae. A minutia order was defined by creating a configuration of
concentric circles spaced with one ridge intervals from the core (or other well defined land-
marks), and moving clockwise from the vertical axis noting the ridge count (or concentric
circle number) from the origin, along with minutiae types earlier defined by Balthazard
(1911) (i.e., left/right bifurcations ridge endings). For example, Figure 2.4 illustrates a
minutia order for a given fingerprint. The code for the minutiae with separator ‘,” would
be {4.2,8.4,12.3,4.1,...}, with the first number before each ‘.’ representing the ridge
count while the following number is the minutia type with range [1-4]. By ordering minu-
tiae with this scheme, a precise angular measurement is avoided whilst still allowing the

minutia position to be resolved.
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Figure 2.4: (left) Concentric circle structure with origin at the core. (right) Minutia
code defining a unique order, derived from the concentric circle structure.

Overview of Model Implementation

Roxburgh used the newly defined minutia code to help calculate a PRC model. Assuming
independence for both minutiae location and type, the number of possible code combina-
tions (analogous to PRC) for n minutiae, R(A) circles (or 2R(A) ridges from the core),
and T types is

PRC(A) = (R(A).T)". (2.30)

However, after experimentation, he found that 7" should be set to 2.412 (instead of 4) due
to the lack of observed minutiae type independence. Roxburgh also considered including a
factor P detailing classification probability, a core (or reference-landmark) position possi-
bility count C' (i.e., C' = 1 would indicate no uncertainty in location), and a quality rating
mapping QQ(A) as defined in Table 2.3.

Quality Rating of A | Weighted Value Q(A)
Ideal 1
Good-Average 1.5
Average-Poor 2
Poor 3

Table 2.3: Quality map definition used in Roxburgh (1934).

The PRC was then calculated as

PRC(A) = (2.31)

Model Analysis

Some shortcomings of this proposed model include the arbitrary quality weights used

which are assigned subjectively, and uniform density of minutia amongst all regions of the
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fingerprint. In addition, the acknowledgement of more than one possible core location to
be the centre of the circle configuration creates more than one possible PRC calculation,
as values of R(A) may differ depending on the circle configuration alignment. This can be
resolved by always using the possible core configuration that gives the largest value of R(A)

in order to calculate a conservative value of the PRC in favour of random correspondence.

2.2.4.2 Trauring Model

The PRC model in Trauring (1963) was aimed towards the analysis of correspondences

found in a theoretical automatic fingerprint identification system (AFIS).

Overview of Model Implementation

The proposed AFIS records the position of 3 reference minutiae which create a triangular
region. Also, test minutiae that lie within the triangular region are recorded along with
their correspondences after aligning 2 fingerprints (using corresponding reference minu-
tiae) for a match. Minutiae types and directions defined earlier in Roxburgh (1934) and
Balthazard (1911) were used along with relative coordinates derived from the 3 referencing
minutiae.

A test minutia was defined to have a valid corresponding minutia if it is no more
than approximately 1.5 ridges away. Thus, a circle with area 7.(1.5r)? = 7.068r% squared
ridges (r?), centred about each test minutia is covered. Given a probability p of finding
an acceptable set of corresponding reference minutiae while using the same assumption
by Balthazard (1911) of equal minutia type/direction probability, the model for finding a

completely corresponding finger in a ten print is

7.068dr?\"
PRC(A) = <4r) 10p (2.32)
where n is the number of minutiae in A and d is the average minutia density for a region
of area 7.068r2. This model’s accuracy clearly relies on minutiae location being randomly
distributed. Using a test set of 20 fingerprints, it was found that p = ﬁ and that the
maximum density was d = 0.11 when setting the ridge region to be » = 1 mm. Thus, the

probability model was finally configured as

(0.1944)"

PRC(A) 0

(2.33)

Model Analysis

Although an innovative modelling association was used with regards to the proposed the-
oretical AFIS system, the proposed model is novel in assumptions and considerations.
Incorrect assumptions of uniform minutia density and type frequencies were used. In ad-
dition, estimates of the values p and d are lacking a strong empirical foundation as they

rely on a very small sample set.
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2.2.4.3 Stoney’s Model

Stoney (1985) suggested that, in order to properly model the PRC of fingerprints, the
model must be based primarily on ridge structure and minutiae detail/location. This
model was based on the statistics of the distal region (512 thumb prints), which is noted
for usually having an arch-like appearance. Singularities, which have an inflated minutiae

density, were purposefully avoided.

Overview of Model Implementation

A focal minutia was selected about the most central portion of the ridge having a 5 mm
radius of curvature as the closest minutia within 45° of the ridge centre. If no minutia
is present on the ridge, then successively more neighbouring distal ridges were examined

until a minutia is found (Figure 2.5).

focal minutia - )

o’ 'q, - ".1
A\-\ | \ !
\"\".':" \ \ ."'d'i's,?ai"r!age

N\ l."H' \ "

distal ridge f \\’\ .
\ :

Figure 2.5: Stoney’s method for finding the focal minutia and neighbours.

Neighbouring minutiae, which were defined as:
e appearing within a 45° angle of the focal minutia,

e being within a count of six ridges proximally (avoiding messy, compact, and ulti-

mately inaccurate ridge information) or nine ridges distally, and

e having no other minutiae appear in the region defined by the ridge flow and the

perpendicular ridge counts from each minutia to the other

were recorded along with their type (forks (or bifurcations), ending ridges, and dots), ori-

entation, ridge count, and angular distance from the focal minutia. From 412 thumbprints,
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2645 sampled neighbourhood minutiae, and 412 focal minutiae, the following key features

and statistics were collected:

e Frequencies of pattern type were in agreement with previous studies of Steinberg et
al. (1975) and Plato et al. (1975).

e The mean ridge density per cm? about the distal region was 21 with a variance of
2.822,

e The mean minutiae density per mm? about the distal region was 0.223 with a vari-
ance of 0.0045.

e The mean neighbourhood count per focal minutia distributed was 6.42 with a vari-
ance of 1.762.

e Minutia type frequencies for ridge endings and bifurcations were 0.568 and 0.432,

respectively.

e Minutiae orientation frequencies about the focal ridge was found to be equal for both

negative and positive orientations (1,249 vs. 1,243, respectively).

e Minutia type and orientation was found to be independent using a 2 x 2 contingency
table Chi-square test, while successive minutia were also found to be independent of
previous type and orientation. In addition, minutiae orientation, type, and distance
were also found to be independent of one another. A caveat was that the study was
not completely exhaustive in its assessment, since only the single nearest neighbour

to the focal minutia was considered.

e Assuming a Poisson process for neighbourhood minutiae events, the probability of a
neighbouring minutia, z, occurring at at site (with no other minutiae closer to the

focal minutia) was given initially as
Position(x) = P(neighbour minutia at site 1) = e_Ly(l — ely) (2.34)

where y is the Poisson parameter, [ is the ridge site length, and L is given as

C

=% %A(R +CB) (2.35)

n=0

where C' is the ridge count, A is the angular distance, R is the average focal radius
(core to focal minutia), and B is the average ridge breadth. The e~ term in
equation (2.34) represent no events occurring in the Poisson process after travelling
a distance L, whilst the 1 —e'¥ term signifies at least one event at the following ridge
location with length [. Tt was found that this model did not fit the data well. Thus,
a slight modification to the model was proposed, where a term was incorporated

decreasing the probability of occurrence when L is small, given as
Pposition(x) = Lm~€_Ly(1 — 6ly) (236)
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where m was chosen to minimise the Chi-Square statistic (empirically set at 0.27).
This new model, which is basically a Gamma function, gave much better results
with fitting the data for non-negative ridge counts (i.e., neighbours located further
away from the core than the focal minutia). The implication of this is that the Total
Ridge Distance (TRD) distribution closely follows a gamma distribution, indicating

high variability (over-dispersion) in the occurrence of neighbour minutiae

e Orientation and Spacing: for minutiae with opposite orientations, mean distances

were significantly smaller than for minutiae with like orientations

From the findings, the assumption of independence of minutia type, position, and
orientation, along with inter-minutia independence, laid a foundation for the following

configuration probability calculation:
P(C) = Prp(x).Po(x).Prvra(C).Pyra(C) (2.37)

where Prp(e) is the type probability multiplied by the joint type and position probability

of the path of nearest neighbours x = (z3,...,x,), given as

n

PTP(X) = Ptype(xl) H Ptype(xi)-Pposition(mi)a (238)
=2

the orientation probability, Pp(e), was given as
Po(x) = (0.7)V(0.3)" + (0.7)F(0.3)" (2.39)

where 0.7 and 0.3 represent estimate ridge ending and bifurcation proportions, respectively,
while N and P are the number of negative and positively orientated minutiae, respectively.
The prints favoured orientation may not be known due to partial information, hence,
Po(e) is set up for both possible cases. The Pyrrpa(e) and Pyrp(e) joint probabilities
are minutiae free probabilities for two differently defined mutually exclusive measures
(being between neighbouring minutiae and bordering minutiae free ridge probabilities,
respectively).
The probability of a particular configuration occurring with m minutiae in a given
fingerprint given as
PRC(C)=1—-(1—-P(C))™ (2.40)

accounting for all m possible minutia sequences. For a database of n fingerprints, the

chance of a configuration occurring was calculated as
nPRC(C)=1-(1—-P(C))™" (2.41)

Model Analysis

Some deficiencies that exist in this model include the assumption of independence between

orientation and location, inaccurate and over-conservative orientation probability calcula-
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tions, and the statistics are mainly centred on the focal minutia above the core location

(potentially biasing some of the statistical results).
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2.3 A Review of Modern Probabilistic Models for Finger-
print Rarity

A number of PRC models have recently been developed, all of which use significantly dif-
ferent statistical methods from historical counterparts. The motivation for the statistical
methods used in new model development stems from the following pitfalls that historical

models largely suffer from:

e assumption driven- strong assumptions are made regarding the probabilities of fea-

ture events without supportive empirical evidence,

e simplistic statistical modelling- features are usually modelled as independent events,

with little or no considerations given for inter-feature statistical relationships,

e scarcity of data- AFIS systems were largely unavailable for aiding the development

of these models, and

e 1o evaluation framework- no evaluation of model fit, accuracy, and associated error

rates are considered.

Modern PRC models are AFIS-centric, which provides both a rich dataset of impressions
and the automation of within- and between-finger feature searching. Such a technological
advantage has been used to aid a data-driven statistical framework from which feature
characteristics are learnt and model accuracy can be evaluated. In addition, more complex
or hidden statistical relationship between features have been considered in modern models
without the need to make unsubstantiated assumptions of feature traits probabilities.

Unlike historic models, most modern PRC models construct feature models for each
fingerprint, representing the fingerprint population in a more detailed and individualised
manner. Features are usually randomly generated from these feature models to help
calculate PRC values. In addition, these synthetic features are used to assess how well these
feature models represent key characteristics of real features, through statistical goodness-
of-fit tests or comparisons of AFIS impostor (i.e., between finger) distributions for real
and synthetic features.

Modern PRC models are largely based on various generative probability modelling
methods. This includes such statistical methods as point processes which are used to model
spatial patterns of minutiae, mixture models for clustering spatial neighbourhoods and
modelling minutiae location-orientation dependencies, Bayesian networks or hierarchical
frameworks to combine feature sub-models, and MCMC simulations or EM algorithms to

estimate unknown parameters.

2.3.1 Spatial Homogeneity Probability Models

Spatial homogeneity models are built on the assumption that the spatial distribution of
minutiae has a uniform density throughout all regions of a fingerprint. In addition, such
models assume the same density of minutiae for all fingerprints (using the empirically

observed average density). While the authors of these models recognise that this does
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not encompass the entirety of minutia spatial characteristics, they suggest that using
such spatial assumptions help derive a straightforward model that produces conservative

estimates for PRC values (i.e., higher PRC values in favour of the defendant).

2.3.1.1 Pankanti et al. 2001

A proposition for a spatial homogeneity model was reported by Pankanti et al. (2001).
This was one of the first attempts to create an AFIS-centric model primarily based on
rudimentary principals of minutiae matching algorithms. The following assumptions were

used in the development of the model:

e Most of the discriminatory power of AFIS is based on minutiae location, type (bi-

furcations and ridge endings), and direction.
e Minutiae pairing events are independent and of equal importance.

e Modelling of minutiae spatial location and direction can be adequately achieved by

using uniform and independent distributions.

e Ridge width is assumed to be uniform across the entire population. This assump-
tion allows the model to ignore local ridge frequency variations and ridge count

information between minutiae.

e Fingerprint image quality is not taken into account due to the subjectiveness of
quality ratings. Thus, it is assumed that all minutiae detected are true and of good

quality.

e There exists only one correct alignment between input (I) and matching template (7')
fingerprints. A pair of matching minutiae {x;,y;,6;} and {:c;, yg, 9;} from template

and input fingerprints, respectively, meet the following distance criterion:

along with the direction criterion:

disto({zi, yi, 0i}, {7}, y}, 0;}) = min(|6; — 05],360° — |0; — 0}) < b. (2.43)
The correct minutiae pairings represent a 1-1 mapping, which is analogous to their

being only one correct alignment.

Given the total area of overlap, A, between I and T once the correct alignment of
features has taken place (Figure 2.6), minutiae pairings between minutiae in / and 7" can
be constructed if a potential pairing has distance and orientation differences within the
defined tolerances, rg and 6y, respectively. Since an assumption of independence was made
for minutiae location and direction, the probabilities of a minutiae pairing being within

the location and orientation tolerances is

area of tolerance Ve

2
P d t . . 6 /. /‘ /' < — — 70 —
(distr ({2, 93 0} {25 43, 031) < 7o) total area of overlap A

| Q

(2.44)
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and

le of tolerance 20
Pdisty({zi, yi, 0}, {2, 4, 003)) < 6y) = -8 - 0 (24
(disto({wi, yi, 0}, {7, 45, 033)) < o) total angle 360° (2.45)

Ignoring angle constraints for the moment, while assuming I and 7' contain n and m
minutiae, respectively, the probability of matching p minutiae and not matching n — p

minutiae between I and T is

P(pairs = p|A,C,m,n) =

() (e ) - (i)

p terms

(Ame) (Atnotiope DICY g4

n — p terms

where the remaining area of tolerance for each minutiae pairing and unpaired minutiae is
taken into account. Letting M = % and assuming that M is an integer, equation (2.46)

reduces to the hyper-geometric distribution:

(3)- (o)
()

Given the probability of ¢ < p out of the p pairs meet the directional criterion as:

P(pairs = p|A,C,m,n) = (2.47)

<p) (1)9.(1 — 1yP=4 (2.48)

q

where [ = (2§§(2);,50) is the probability of two spatially matched minutiae having similar

direction, the PRC (which is the probability of matching ¢ minutiae in both direction and

spatial configuration) is the hyper-geometric/binomial mixture model:

min(m,n) (m\ (M—m
PRC(g)= 3 (p)'(”—P).<Z

p=q (]\r{)

spatial directional

)(z)q.<1 — 1y, (2.49)

Lastly, the authors considered that minutiae can only lie on ridges and that ridges occupy

roughly é of the overlap area. Given an average global ridge period of w, the value M = %

was changed to M = % where 2rq is the length of tolerance in minutiae location, while

g is the total ridge length.
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Figure 2.6: Minutia pair spatial and directional match tolerance illustrated on a given
fingerprint region. (image adapted from Pankanti et al. (2001)).

The parameters, rq, 0y, [, A, m, and n were estimated using several different databases
with ground truth information. Tuning for the parameters ry and 6y were achieved by
finding:

P(dist,({i, yi, 0:},{x, 95, 05}) < ro) > 0.975 (2.50)

and

respectively, accounting for 97.5% of variability for each marginal distribution.

For the ridge frequency parameter, w, results already obtained by Stoney (1985) that
formulated an estimate for the ridge frequency to be 0.463 mm/ridge, were utilised to give
w =~ 9.1, after taking into account the resolution (500 dpi) of the template images. Another
two databases (each containing 2,672 images) were used to evaluate model parameters A,
m, and n, along with performing an experimental evaluation of the model. Some of the
theoretical PRC values are given in Table 2.4.

Experimentation compared two distributions of the proposed PRC values from equa-
tion (2.49) (each tuned on two different databases) against respective empirical impostor
minutiae pairing count distributions, as discovered by the fingerprint matching algorithm
proposed by Jain et al. (1997). Results indicated that the distributions from the theoret-
ical model did not fit the empirical distributions well. In particular, the probability for
larger numbers of impostor minutiae pairings per impostor comparison were understated
by the theoretical distributions. The authors suggested that reasons for this were that
the matching algorithm attempts to maximise correspondences of minutiae, regardless if

the resulting alignment is plausible or not. Also, since minutiae feature extraction was
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M,m,n,q PRC

70,12,12,8 | 6.19 x 10~19
70,12,12,9 | 4.88 x 1012
70,12,12,10 | 1.96 x 10~ 14
70,12,12,11 | 3.21 x 10717
70,12,12,12 | 1.22 x 10=%Y

Table 2.4: Sample correspondence probability calculations for the model reported by
Pankanti et al. (2001).

fully automated, spurious minutiae may exist in some of the recorded minutiae pairings,

resulting in an inflated number of impostor minutiae pairings.

2.3.1.2 Chen et al. 2007

Chen et al. (2007) proposed a model loosely based on the assumptions and combinatorial
methodology of the model reported by Pankanti et al. (2001), where minutiae pairing
criteria (defined earlier in equations (2.42-2.43)) were used as a core component of the
model development. However, minutiae pairing directional differences of impostors were
modelled and assumed not to be uniform. In addition, the spatial patterns of minutiae
are assumed to have complete spatial randomness (CSR). This was modelled using a
homogeneous Poisson point process, in order to generate simulated minutiae, from which
PRC estimates were calculated.

The directional differences of impostor minutiae pairings discovered from AFIS were
modelled using a tuned von-Mises distribution:

exp (k. cos (204 — 7))

Bylba) = S (2.52)

where 60, is the angular difference, while the function Iy(e) is a modified Bessel function
of the first kind with order 0 and x = 1.69.

Prior to applying the minutiae pairing directional difference distribution to the model,
spatial information was solely considered by the authors. Assuming that all minutiae
pairs, (pi, q;), adhere to the restriction of having their Euclidean distance less than rq after
alignment, the probability of spatial random correspondence is 7T’I“g /A. The probability of
p; (from a template set, T') not matching g; (from a query set, Q) spatially is C = 1—mr3 /A.
Hence, the probability that p; can be matched spatially to at least one of n query minutiae
is 1 — C™. This was applied to the generic case of matching at least p minutiae pairs from

n and m minutiae (from @ and 7', respectively):

PS(mvnwO) = (]‘_Cn)PS(m - 1Ln—1p - 1) + CnPS(m - 17n7p) (253)

which is a first-order linear homogeneous difference equation with three variables, with
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initial conditions defined as
Ps(m,n,p) =0, (m<porn<p)
Pg(m,n,p) =C"", (p=0). (2.54)
Through mathematical induction, this spatial probability measure can be expressed as

O T (1= ) (1 =€)
i (1-C)

PS(manvp) = (255)

In considering both minutiae location and direction, it was assumed that matching
minutiae pairings have directional differences less than or equal to some value, 0. If a
given minutia, ¢; € @, is spatially corresponding to k& minutiae from the template, T, after
alignment, then the probability that there exists at least one directional match within the

k was given as
1

where

0o
Y= /O Py(a)dx (2.57)

with 2+ accounting for orientational difference (not directional), while a probability of %
was assigned for minutiae directional agreement.
Thus, a single minutia from @Q having k possible neighbouring matching minutiae from

T both spatially and directionally after alignment is

n e 1
n(n, k,v) = <k> x (1 —C)F x " F x 2y x <1—2k>, (2.58)
spatial directional

and for at least one matching minutiae:

n

k=1

Using the conditional probability of a matching minutiae pairing occurring given spatially

agreement, as
n(n,7)
1-Cn’

a conservative probability considering both spatial and directional agreement for at least

T(n,v) = (2.60)

q minutiae pair matches was given as:

min(m

n)
Praten(m,n, q) = Z {Pg(m,n,p).(Z) 7(n,y)? (1 — T(n,ry))(P*q) . (2.61)

p=q

Given the CSR assumption for minutiae spatiality, the theoretical distribution for the
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number of impostor minutiae pairings was simulated using the PRC calculation:

PRC(q) = Z Z (poiss (m, Ao) .poiss (n, \o) - Praten(m,n, q)) (2.62)

where poiss(e) is the probability function of the Poisson distribution and A is the average
fingerprint minutiae density. An experiment was performed on selected fingerprints from
three fingerprint databases where the empirical impostor distribution was compared to the
simulated distribution of the proposed model, in addition to the model found in Pankanti
et al. (2001). The experimental results indicated that the simulated distribution of the

proposed method was much closer to the observed empirical distributions.

2.3.1.3 Model Methodology Analysis

The proposed models attempt to replicate results from AFIS algorithms, mirroring what
most modern day practitioners would deal with on a regular basis. However, some deficien-
cies exist in the assumptions made for the models. While the assumption of independence
for minutiae spatial and directional detail as specified in Pankanti et al. (2001) was noted
as going against experimental evidence (as noted originally by Stoney (1985) and Sclove
(1979)) and made purely to provide a conservative estimate of a random correspondence
occurring, an overly conservative estimate is given, as the dependence of minutiae spatial
location and orientation is strong (particularly in areas away from singularities due to
the slow curvature of fingerprint patterns). Although Chen et al. (2007) do not assume
a uniform distribution for the directional differences of spatially agreeing minutiae, their
assumption of a homogeneous minutiae spatial distribution strongly goes against empirical

observations (Chen et al., 2006, 2008), ultimately leading to inaccurate PRC estimates.

2.3.2 Spatio-Directional Based Generative Models

Spatio-directional based generative models attempt to model general minutiae location
and direction dependencies using a family of finite continuous distribution-based mixture
models. Unlike spatial homogeneity models, both minutia spatial/directional clustering
tendencies and dependencies were modelled. However, any inter-minutia dependencies
are ignored and minutiae are treated as independent and identically distributed random
events. The PRC value is derived from feature models created per fingerprint configuration

in a given dataset.

2.3.2.1 Dass et al. 2005

Dass et al. (2005) proposed the first spatio-directional generative model. Given a random
minutia location and direction, denoted as s; = (z;,y;) € R? and 6; € [0, 27), respectively,
ar.v. (random vector) is defined for each minutia in a k-configuration as x; = (s;, 0;) for

J=1,2,...,k In order to model the dependence between s; and 6;, the joint mixture
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density was defined as:

G
f(s5,0510c) = ZTsr fx (8jlkg: 2g) - fp (0]vg, kg, pg), (2.63)
g=1

spatial directional

where G is the number of components (i.e., representing minutiae location/orientation
clusters) in the mixture model with corresponding weights, 74, fx (sj]1g, Xg) is the spatial
component modelled by the probability density function of a bivariate Gaussian r.v. with
mean ji, and covariance matrix X, ng (0j]vg, kg, pg) is the directional component defined
by

o (0|vg, kg, pg) = pgu(0).1{0 < 8 < 7w} + (1 — pg)v(0 — 7). I{m < 0 < 27}, (2.64)

with p, as the probability of a minutia having direction § (where § € [0, 7)) as opposed
to 6 4+ 7 (with probability 1 — py), I{A} is the indicator function of the set A, and v(0) is
the Von-Mises distribution

10(2/@ exp{rgcos2(0; —vy)} € [0,7) (2.65)

with v, and k4 as the mean angle and precision, respectively. The set of unknown pa-

v(0;) = v(0j|vy, kyg) =

rameters, O, consists of G and (pg, X4, vy, kg, 7y) for g = 1,2,...,G. The number of
components, GG, was calculated using Bayes Information Criteria (BIC) (Bishop, 2006),
whereas the expectation-maximization (EM) algorithm (Dempster et al., 1977) was used
to estimate each unknown parameter (pg, Y4, Vg, Kg, 7). Example of this model fitted on
a fingerprint is illustrated in Figure 2.7.

A PRC calculation was proposed using the minutiae spatial /directional feature models.
Given two fingerprints @ and 7', the probability of a specific number of minutiae pairings

between () and 1" was calculated using the binomial distribution:
n m n—m
plmlQ.1) = (1) 61Q. 1) (1 - p11Q.7)) (2.66)

where m is the number of matched synthetic minutiae between @ and 7', and p(1,Q,T)
is the probability for one of the n minutiae from ) matching one of the n’ of T' (assum-
ing n < n’). Since most matching algorithms produce at least one matching minutiae
pair, the probability, p(1, @, T, was estimated by calculating the value of the conditional

expectation (given at least one match) as:

n.p(1/Q,T)
(1-(1—-p(1Q,T)")

mo = (2.67)
where mg can be directly estimated by simulating minutiae features from the proposed
minutiae model for both @) and T, followed by determining the number of observed minu-
tiae matches using the previously prescribed matching algorithm. An estimate of p(1|Q,T)

was extracted via numerical methods. Noting that a fingerprint database containing L
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Figure 2.7: (a) A NIST4 (Watson, 1992) fingerprint with categorised minutiae clusters
derived from the mixture model with parameters tuned by the EM algorithm. (b) Di-
rectional density of mixture model clusters. (c) Spatial density map of mixture model.
(d) Three dimensional view of the spatial density map. (e) Three dimensional view of
spatial-directional clusters.
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impressions of N fingers will have (N — 1)L impostor comparisons for each configuration,
then a total of N(NN —1)L? impostor comparisons exist in a database. Thus, PRC is given
by .

PRcom._A“N__DLQQEifAmM;T) (2.68)
where [ is the set of all possible impostor fingerprint pairings.

As per the previous minutiae location/direction model analysis, a comparative exper-
iment of the PRC was set up with the same dataset, along with the matching algorithm
in Ross et al. (2005). The assessment in this experiment was between the proposed PRC
value against the calculation described in Pankanti et al. (2001). The proposed PRC
calculations was illustrated to be more closer to empirical PRC values discovered from the

matching algorithm.

2.3.2.2 Zhu et al. 2006

The model proposed by Zhu et al. (2006) was largely based on the model found in Dass
et al. (2005), where each fingerprint had its features modelled probabilistically. However,
modifications to the PRC calculation were made and similar feature models were grouped
together via a clustering technique.

For a given query fingerprint ) with n minutiae and a tuned minutiae feature model
denoted as fg = f(s, 9\@8) (i.e., equation (2.63)), and likewise, a template fingerprint with
n' minutiae and tuned minutiae model denoted as fr = f(s,0|0F), synthetic minutiae
(si,0;) and (sj,6;) randomly generated from feature models, fg and fr, respectively, have

the matching pair probability:
p(1|Q,T) = p((si;0:),(s5,0;)) = P(lsi —s;l, < roand [0;—0;], < 6) (2.69)

where

s = s5ls = /(@ — 2,0 + (i — 9)° (2.70)

and
]91-—9]-|a5min(|0i—0j|,27r— |91—9J|) (2.71)

Using the Poisson distribution function, the probability of finding exactly m minutiae

pairs was given as:
e NEDNQ 1)

p(mlQ.T) = “——2

(2.72)

where A\(Q,T) is the expected rate of matching minutiae between @@ and T', defined as

ANQ,T) = (n.n).p(1|Q,T), (2.73)

which is the total number of possible pairings (m.n) multiplied by the probability for a

matching minutiae pair. The proposed PRC was then calculated in a similar manner as

66



reported by Dass et al. (2005), with

2

PRC == T 2.74

m) = o 2 PQ.T) (2.74)
(QT)el

where [ is the set of all impostor fingerprint pairings and ﬁ is the inverse of the

total number of impostor matches (i.e., acting as a normalisation constant). Feature
models were built from super templates, which combine distinct minutiae found from all
impressions of a particular finger into a single template, while model fit assessment was
performed using the Chi-square and Freeman-Tukey goodness-of-fit tests. A more robust

PRC calculation using the a-trimmed mean, was proposed:

PRCA(m) = For =) 2w (275)

where p,(m|Q,T) is adjusted to represent the 1 —« confidence interval of p(m|Q,T). This
was to remove outlier minutiae simulations which may skew the PRC value.

Further modifications were made to feature models, where an agglomerative hierarchi-
cal clustering procedure was used on the space of all fitted fingerprint mixture models. A

dissimilarity measure between two mixture models fp and fr was given by the Hellinger

wro=[ [ (Va0 - VD) dsi (2.76)

where 0 < H(fo, fr) < 2with H(fg, fr) = 0if and only if fg = fr. For a given database.,

there are F'(F' —1)/2 Hellinger distances for each impostor comparison in which the clus-

distance:

tering will be applied. Defining the N clusters of mixture densities as C1,Cs,...,Cn, a
threshold for the Hellinger distance was given as t, where t = 2 will give N =1 and t =0
will give N as [F(F — 1)/2]. The within cluster dissimilarity is defined as

N
1
Wy => 2’0‘19 (C) (2.77)
i=1 v
where
D(C)= Y Hfq fr) (2.78)
fo,freC;

is the sum of all distance H(fq, fr) for models, fo and fr, in cluster Cj, and |C;] is the
size of cluster C;. The selection for number of clusters, N, was chosen using the elbow
criteria, where by defining Gy = |Wy — Wi_1], all N’ > N have Wy ~ 0.

The per cluster mean density feature models replaced the original features models
used, modifying the PRC calculation. Upon choosing a value for N, the mean density for

each cluster Cj is defined as

F(s.0) = |cli| 3 fols,0). (2.79)

QeC;
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Using the selected value of N, the probability of matching exactly m minutiae between @

and T was reformulated as

e—)\(CQ,C’T)A(CrQ7 CT)m
m!

p(m|Q,T) =

(2.80)

where Q and T belong to clusters Cg and Cr, respectively.

2.3.2.3 Srihari et al. 2008

The model proposed by Srihari et al. (2008) extended the minutiae feature model to
account for ridge curvature information. Ridges are represented as a set of ridge points
sampled at equal intervals of inter ridge width from each detected minutiae with polar
coordinates (r;, ¢;) about the source minutia. Using the maximum encountered ridge
length in the FVC2002 database (Maio et al., 2002), L, three ridge lengths were defined

as:
e short ridges: [, < L/3 with no sampling performed,
e medium ridges: L/3 <, < 2L/3 with L/3 points sampled,
e long ridges: 2L/3 <, < L with both L/3 and 2L /3 points sampled.

The mixture density function of equation (2.63) incorporating both ridge and minutia

direction/location features, x,,, was proposed,

r)- Zg TgDg (Sm, Om|Oy) , if 1, < L/3,
r)- Zg TgPg (Sm» Om|Og

P )

P )

s ™ (TLL/sJ Pl fegs)s LB < <23 o))
JAUSE Z TgPg ($m, Om|Oy)

5" (rinsa) dLss) 013

-Pg b (r121/3), @|20/3),023))  if 2L/3 <1, < L,

where p'(a,b) is the uniform distribution on the interval [a,b], G1,G2,G3 are the num-
ber of mixture model components for each ridge length category, 7, are the component
LL/3) L2L/3] are the ridge density for the |L/3]" and |2L/3]t%h sample

points, respectively, and pg (Sym, 0m|©4) is the minutia density for location s, and direc-

weights, pg and pg
tion 60,, as defined in equation ( 2.63). Each ridge density probability function pg at the

" ridge point is defined by direction and location components

p; ('I"i, Giy 92|@g) = N(r’i|“ig? Uig) (¢1|Vzg7 zg?plg) (9 ’ ig? zg?ng) (282)

where N (7;|jtig,04q9) is a univariate Gaussian density function and V' (e) is the Von-Mises
distribution. Unknown parameters were estimated using the EM algorithm with compo-
nent sizes validated via k-means clustering results (best k-means clustering results chosen).

The PRC calculation was reworked from the approaches described in Dass et al. (2005)
and Zhu et al. (2006). The probability of a random minutia and associated ridge points,

68



X4, matching another minutia/ridge feature combo, xp, is
Pe(x) = p(|xa — xp| < €|©) = / / P(X4|0).p(x3|0)dx,dx, (2.83)
Xq J |Xq—xp|<e

where € = {(€s,€), (€r,€4)} are the tolerances defined for both minutiae and associated

ridge points, and © is the set of parameters describing minutiae and ridge distributions.

The PRC of matching at least m pairs of minutiae from two configurations is defined as
m

(72 Yot o oy (s

match/non-match probabilities

Pe(m|my,ma) = (m

# of configurations

where m; and mo are the respective minutiae quantities of each configuration.

The PRC derived from a set of n fingerprints is calculated as

n(n—1)

PRC(”) =1- (1 _pmatch) 2 (285)
where ppqtcn is the probability of matching two fingerprints from n, given by

Pmatch = Z Z pc(ml).pc(mg).pg(m|m1,mg), (286)

mi1EMy mo€Mo

where M; and M are the set of minutiae quantities from the n configurations, and p.(C)
is the minutiae quantity probability per configuration.

Given a specific fingerprint configuration f, the nPRC' is calculated as
nPRC(f,m) =1 - (1 - py (m))"" (2.87)

where py, (m) is the probability that m minutiae/ridge combo pairs match from fingerprint

f with a randomly chosen fingerprint from a set of n,

mi1EM

()
pr(m)= 3 pc<m1>(”,j,j). S [Letxs10) (2.88)
i=1 j=1

where m; is the number of minutiae in f, and M is the set of possible minutiae tally
values.

An experiment was performed using the FVC2002 DB1 database (Maio et al., 2002).
Table 2.5 contrasts the different PRC values for calculating with both minutiae and ridge
information against only minutiae. The PRC values are clearly smaller when ridge detail

is taken into account, as there are more features available to distinguish configurations.

2.3.2.4 Other Related Models

The core feature model of equation (2.63) was extended by Fang et al. (2007) to include
ridge shape information associated with each minutia. Ridge detail, r, attached to each

minutia, (s, ), was classified as one of sixteen possible ridge shapes. The empirical dis-
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Configuration PRC PRC
with Ridge | W/O Ridge

m=16n=16,w=4 1.6 x 1073 2.1 x 107!
m=16,n=16,w=8 1.7x 1078 7.8 x 1073
m=16,n=16,w=16 | 3.1 x 1072* | 1.6 x 10~!!
m=26,n=26,w=>6 7.9 x 107* 1.4 x 1071
m=26,n=26,w=12 | 3.8 x 10710 5.4 x 1074
m=26n=26,w=20 | 2.4x 10722 | 54 x 10~
m=26,1=26,w=26 | 1.2 x 1073 | 2.1 x 1020
m=36,1=36,w=6 4.1 %1073 1.7x 1071
m=36,n=36,w=12 | 8.5 x 10713 2.8 x 107°
m=36,n=36,w=20 | 1.6 x 10727 | 42x 10"
m=36,n=36,w=26 | 3.6 x 1074 | 7.3x 1073

Table 2.5: Ridge and non-ridge PRC values from the FVC2002 DB1 database

tribution of classified ridge shapes (for each cluster g) with density function, ff (), was

used to extend the feature model to

G

[(5,0,7100) = 74 fx (slig, Zg) -0 (Blvg, kg) -F35 (1),

g=1

(2.89)

Another extension can be found in Chen et al. (2009), where ridge period and curvature

associated with each minutia in the ¢ cluster was added to the feature model definition:

G
f(S,(g,T,C’@G) = ZTQ X fX (S’:ug?Eg) 'fD (myga’{g) X fR (T‘wgao—g) 'fC (C’)‘g)> (290)
g=1

minutiae spatial/direction

ridge period/curvature

where ridge period and curvature was modelled using Gaussian and Poisson distributions,
respectively. This was further extended to include core spatial detail of ridges associated

with each minutiae.

2.3.2.5 Spatio-Directional Based Generative Model Methodology Analysis

One shortcoming in the spatio-directional based models is that only macro scale spa-
tial characteristics are discovered, while any statistical spatial relationships within clus-
ters (i.e., between neighbouring minutiae) are ignored. In addition, the resulting spatio-
directional clusters from the EM algorithm with BIC model selection can exhibit poor fit.
For example, Figure 2.7 illustrates a high variance for the orientation representation of
some groups, while the spatial distribution of minutiae within clusters can over-disperse
rather than focus on the mean spatial location of the cluster.

Another shortcoming can be found in the model fit analysis methods used to assess
the fit of the feature models, all of which suffer from some theoretical deficiencies. For
instance, the Ripley’s K function was employed by Dass et al. (2005), which is a spatial

point process test that focuses on dispersion measure of random point samples (testing
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the fit of spatial detail only). In addition, the binned goodness-of-fit statistical tests that
were used (Chi-square and Freeman-Tukey) to test the fit of the clusters by Zhu et al.
(2006) have varying fit assessment results depending on chosen bin size configurations and
have stronger assumptions than robust non-parametric techniques such as those proposed
by Fasano et al. (1987).

In real-world applications involving fingerprints retrieved from crime scenes, ridge de-
tail is largely noisy and incomplete. Thus, for practical applications, the models of Chen
et al. (2009) and Fang et al. (2007) will often need to degenerate to the minutiae only
models proposed by Dass et al. (2005) and Zhu et al. (2006).

2.3.3 Bayesian Network Based Generative Model

All of the modern models that have been discussed thus far do not measure any inter-
minutia dependencies that may arise in a given population, treating all minutiae as inde-
pendent and identically distributed events. In support of using inter-minutia dependency
in a model, it was found by Stoney (1985) that spatially close minutiae tend to have
the same direction and that the variance of minutia direction at a particular fingerprint
location is dependent on the spatial variance of the minutiae. Also, minutiae spatially
distribute differently on different test scales. On a relatively small scale, minutiae tend
to over-disperse, while clustering occurs when observed at a larger scale. In order to
capture the distribution of minutiae along with any dependencies between them, a gen-
erative model based on Bayesian networks was proposed by Su et al. (2010). Bayesian
networks are a powerful statistical modelling technique that represent a set of random
variables and their conditional dependencies (i.e., statistical relationships) using directed
acyclic graphs. Bayesian networks are used widely in forensic science, including examples
of statistical models created for evaluating DNA profiling evidence (Biedermann et al.,
2012).

2.3.3.1 Su et al. 2010

The model proposed by Su et al. (2010) extends the spatio-directional feature model
of Dass et al. (2005) to include neighbouring inter-minutia dependencies using Bayesian
networks based on a defined minutiae sequence. A minutiae sequence is defined starting
with the closest minutia to the core, x1, followed iteratively by the next minutia, x,,, which
is the closest minutia to the spatial arithmetic mean of the previous n — 1 minutiae. From
this, a sequence X = {x1,...,X,} is defined for all minutiae (Figure 2.8 for an example
with 5 minutiae). From the constructed minutiae sequence, the joint distribution was
defined as

N
p(X) = p(s1)p(01]s1) H P(sn)-p(0nlSn, Sp(n)s O(n)) (2.91)
n=2

where sy(,,) and 0y(,,) are the location and direction of minutia x;, respectively, which is

the nearest neighbour to the minutia x,,, with

¢(n) =arg min |[x, — x|, (2.92)
ic[l,;n—1]

71



@9

Figure 2.8: (left) Minutiae sequencing initial procedure starting off with locating the
closest minutiae to the core point. (right) The resulting Bayesian network representing
the minutia dependency sequence.

while the conditional density functions used is equation (2.63) along with

K
Flsn) =D i N(snlpr, Sy) (2.93)
ki1=1
Ko
f(@n\sn, S¢(n), qu(n)) = Z 7Tk2.V(9, Vo H,kQ), (2.94)
ko=1

where K; is the number of mixture components, 7, are the component weights, p,
and Yy, are the mean and covariance matrices, respectively, for the ith group bivariate
Gaussian distribution parameters, v, and ki, are the mean and precision, respectively,
for the i*" group Von-Mises distribution parameters, and s; along with @ define the input
minutia spatial and direction values. The Bayesian Information Criteria (BIC) was used
to estimate K; while the EM algorithm was used to estimate other parameters.

A modified nPRC calculation based on the method of Srihari et al. (2008) was pro-
posed, with additional consideration of a minutia confidence measure, in order to account
for the varying quality of fingermarks. A confidence measure for minutia x,, of (ds,, , dp, ) for
the location and orientation was also defined, in which respective confidence distributions

were defined as

c(8'|sn, ds,) = N (8/|sn, d; 1) (2.95)
c(60'16p,dg,) =V (0'|0n,do,) (2.96)
for a potential matching minutia, x’ = (s/,6"). The probability that there is a 1-to-1

correspondence between minutia set X = {x1,...,xp} and X' = {x],...,x/ ,} was given
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Pe (X) = Pe(Sl, 91) H pe(sn)~pe(0n|snv S 9(;3") (297)
n=2
where
e(sn, 0 // // s'|sn, d sn ) (0'|0n,d9n) f(s,0)ds'dd'dsdb, (2.98)
s’ 0 |x—x'|<e
Pe(sn) = / / c(s'|sn, ds,) .f(s)ds'ds, (2.99)
s’ [s—s’|<es
and
pe(BlSns S5, 0,) = / / ¢ (0/)00, dg,) -J (Bulsns 55,05, ) A6/ 0. (2.100)

s’ |9—9/‘<€9

Using the probability of matching exactly m minutiae as

prtm) = 3wt (). 3 ), 2101

mi1EM

the nPRC can simply be calculated with equation (2.87).

2.3.3.2 Bayesian Network Based Generative Model Analysis

This model is more sophisticated than previous generative-based models as it includes
some representation of inter-minutia dependency. The inter-minutia directional depen-
dency was not extended to k-nearest neighbours. However, extending the directional
dependency to the k-nearest neighbours may not necessarily be beneficial and will need
further investigation. One modelling consideration missing (as with all PRC models) is
the incorporation of a distortion model, particularly for nPRC calculations. This would
improve the accuracy for model PRC calculations. Lastly, the assessment of the model
fit solely relied on the Chi-square goodness-of-fit which has the shortcomings discussed

earlier in Section 2.3.2.5.

2.3.4 Inhomogeneous Spatial Point Process Based Models

In general, point patterns can be categorised as either over-dispersed, random, or clustered
(Figure 2.9). Section 2.3.1 described two models that assume minutia patterns to be a
homogeneous distributions of points in order to simplify the model formulation. However,
previous studies (Chen et al., 2006, 2008) observed minutiae patterns to over-disperse on a
small scale, while clustering occurs (specifically for core and delta regions) for larger-scaled
spatial analysis. Thus, for a more accurate representation of minutiae spatial information,
a more detailed point pattern model must be formulated using spatial point processes that

go beyond the homogeneity assumptions.
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Over-dispersed Randomness Clustered

Figure 2.9: (left) An over-dispersed (or uniform, regular) point pattern. centre: A
random (i.e., CSR) point pattern. (right) A clustered point pattern.

2.3.4.1 Champod Model

Champod (1996) and Champod et al. (1996) created an inhomogeneous spatial point
process based model using minutiae detail. This proposed model was one of the first
models to use digital imaging (via scanning of fingerprints) along with image processing
algorithms (such as image binarisation and morphological thinning) to aid the detection of
minutia features. In addition, a larger set of fingerprints was used in the experimentation

in comparison to the testing of prior models.

Overview of Model Implementation

Using the core point of a fingerprint as a primary landmark reference, all detected minutiae
were categorised by their spatial relationship to the core, whereby sector (i.e., direction)
and ridge interval (i.e., distance) classes were defined (Figure 2.10) covering periphery and
central regions of the fingerprint. Furthermore, minutiae orientation measures relative
to the vertical axis, and the length of each minutia (for combined minutia types) were

measured for experimental purposes.

Radius of 200 pixels. 1
/ Sect Secl 200 pixels =about 13 ridge count Deflned Intervals
‘r/ Sec7 Sec2 \
| "‘ | Core
‘ |
\ SecH Sec3 /
/ |
Sec5 Secd
Ridge count intervals:

. R - ICl = 15 LC4 = 1620
Defined Sectors 2 - 60 LCS = 2105
IC3 = 11-15

Figure 2.10: The different sectors (left) and ridge intervals (right) used to define finger-
print regions. Images sourced with permission from Champod (1996).
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Using 30 x 30 pixel regions within 800 dpi 1:1 images, the minutiae density was shown
to be considerably higher around singularities (cores and deltas) in comparison to other
areas of the fingerprint. From this, the value Pgr(n;) was modelled using the Poisson
distribution depending on the region R; location, with

AR exp (=Ar,)

Pp,(ni) = o (2.102)

where n; is the number of minutiae within the 30 x 30 pixel region R; and Ag, is the region
density (Figure 2.11).

Whorls Ulnar Loops
-\/\ 1 ] ) 1
2 2
Minutiae Minutiae
Density Density
3 3
| [.50-2.00 =1.50-2.00
3 1.00-1.50 21.00-1.50
80.50-1.00 20.50-1.00
4 00.00-0.50 4 00.00-0.50
5 5
e
T 6 T T 6
A B C D E F A B C D E F

Figure 2.11: Density maps for different types of fingerprints. Clearly regions near singu-
larities contain higher density in comparison to periphery regions. Hence, density maps
clearly reveal the classification of the fingerprints. Images sourced with permission from
Champod (1996).

Minutia type frequencies were analysed from two defined zones on the fingerprints,
being the region within approximately 13 ridges of the core, along with periphery regions
of 11 to 25 ridges above the core. It was observed that the core/delta regions exhibited
higher frequencies of compound minutia types than the periphery regions. As a supportive
deduction from the result, it was also observed that different pattern complexity (i.e.,
occurrence of one or two deltas) lead to different minutia type frequencies.

Orientations were evaluated at 45° sectors about the core (excluding the delta region
where general orientation is ill-defined) in reference to the vertical axis. Minutiae orien-
tations were categorised into two classes labelled ‘positive’ for minutiae creating ridges to
the left (after alignment) and ‘negative’ otherwise.

For a given fingerprint A, the following model was postulated
PRC(A) = P(N).P(T).P(O).P(D).P(M) (2.103)

where P(N) is the probability of a given number of minutiae (i.e., density) evaluated
as a non-homogeneous Poisson process conditioned on the region (as defined in equation
2.102), P(T) is the joint probability of minutiae types, P(O) is the joint probability of

minutiae orientations, P(D) is the joint probability of the length of all minutiae (where
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applicable), P(M) is the minutiae arrangement probability. Unlike the other distributions,
the minutiae arrangement probability was not studied empirically. Thus, the practical
model was

PRC*(A) = P(N).P(T).P(0).P(D) (2.104)

where obviously PRC*(A) > PRC(A).

An example of the model’s calculation for two different configurations is given in Figure
2.12. Despite configurations C'l and C2 having a similar number of minutiae (7 and 6,
respectively), the PRC values are vastly different due to the rarity of the type of minutiae
encountered in C'2. This configuration example is used to suggest that the common 12
minutiae rule (or any other numerical based rule), which is used in many law enforcement

bodies around the world as a lower limit for a match, is inadequate for identity evaluation.

Configuration C1 Configuration C2
5 5
1
3
4
3
4
— 1 —
PRC*(C1) = 40000 PRC*(C2) = 71 10.10°

Figure 2.12: Two different configurations with a similar amount of minutiae but vastly
different PRC calculation. This suggests that the numeric standard concept is inadequate.
Images sourced with permission from Champod (1996).

2.3.4.2 Chen et al. 2008

Chen et al. (2008) focussed solely on modelling the spatial characteristics of minutiae. A
Markov point process was used to generate synthetic minutiae (spatial detail only) with a
tendency for over-dispersion on a small scale, while a thinning process was used to remove
individual synthetic minutiae in order to mimic the large scale clustering tendencies of
minutiae patterns. The dispersion/clustering tendencies of a spatial point process can be
analysed by the K function:

K(t) = A"LE[N(t)] (2.105)

where E[N(t)] is the expected number of spatial events (i.e., minutiae) to occur within
distance ¢ of an arbitrary minutia event. CSR (complete spatial randomness) patterns
(Section 3.2.2) which have no clustering or dispersion tendencies converge to a K function

value of K (t) = m.t2. However, for a finite minutiae pattern, X = {x1,72,...,2,}, the K
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function has to be estimated using Ripley’s K function:

K*(t) = n(l‘él_'l) DO wl@i,rig) L I(ri; < t) (2.106)

i=1 j#i

where all n minutiae occur within a planar region A (with area |A|), I(e) is the indicator
function, r;; is the distance between x; and x;, and w(e) is a weight function which is the
proportion of the circle, centred at x; with radius 7;;, that lies within A.

The authors made an assumption that the clustering and dispersion properties of
minutiae patterns can be generalised for an entire population of fingerprints. A Markov

point process probability density function is defined as

F(X) = 2 exp(~U(X) (2.107)

where Z is a normalisation constant,

UX)=" > hllei —a5), (2.108)

i=1 j=1+1
and
07 if r < T0,
h(r) =41 —exp((r —ro) x (ar +b)), ifrg<r<ri, (2.109)
1 ifry <r,

The pair potential function, h(e), describes attraction and repulsion forces depending
on inter-minutia distances. The weighted average of Ripley’s K function estimated per
configuration of minutiae:

A~

N
. , i K (t
K*(t) = M (2.110)
D i1 M
was used to discover the parameter values for rg and r; for a given dataset of fingerprints.

The parameter ry was set as the smallest inter-minutia neighbour distance:

~

ro = mtin(K*(t) > 0), (2.111)
whereas ;] was set as the minimum distance where a clustering tendencies starts:
r = mtin(f(*(t) —m.t?>0). (2.112)

The thinning process, Z(x), which is another independent stochastic process repre-
senting minutiae clustering tendencies, is applied to the synthetic minutiae generated by
the Markov point process, acting as a filtration procedure. This involves each generated
minutia, x;, having a probability Z(z;), to be retained. The authors defined Z(x) as the

union of m rs-radius discs, R,,, each centred on a set of points, Y = {y1,y2,...,ym} (with
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m < n), which are generated by a Poisson process with intensity A. Hence,

if x el v Ry,
2 =47 " Uner fu (2.113)

1 otherwise

for some p with 0 < p < 1. Large scale clustering is achieved in areas outside of Z(z),
since such in areas are not thinned by Z(x).
Combining the pair potential Markov and thinning processes, there are five unknown

parameters of ¢ = {a,b, 75, A\, p}. These can be estimated by using a non-linear minimising

20 = [k w0)" - (kst0)) Q]th (2114)

where Kg(t;¢) is the point-wise mean of the estimated K functions calculated from S

algorithm on

simulated realisations of the proposed point process, while ¢y can be set as the largest
inter-minutia distance.

An experiment was set up where the proposed model was compared to the CSR model
(Section 3.2.2) and empirical distributions for the number of matching minutiae for im-
postor comparisons. Synthetic minutiae were generated from both models, while detected
minutiae from three fingerprint databases were used for the empirical distribution. The
Hungarian algorithm was used to find optimal pairings of minutiae for each of the impos-
tor comparisons. Results indicated that the proposed model’s distribution was close to

the real-world empirical distribution of minutiae spatial detail.

2.3.4.3 Lim et al. 2011

Lim et al. (2011) proposed a spatial model based on a flexible class of marked point pro-
cesses and a fully Bayesian inferential framework, where, unlike the point process used by
Chen et al. (2008), each point can be marked with an additional random variable (rep-
resenting direction). This meant that both minutiae spatial and directional information
(including inter minutiae directional dependencies) could be modelled by such a scheme.
Inference of model parameters was carried out using a Bayesian MCMC framework. In

addition, the EPIC metric was used to compare minutia pattern models.

Given a minutiae pattern, X = {x1,x9,...,2,}, with respective orientation marks,
W ={wy,, Ws,,...,ws, }, a hierarchical model for (z;,w,,) was defined as
K
(0,mg) = | J (O, mp,) = @~ P(A1, 1) (2.115)
k=1
(x®, W) )@ ~ P Aok, gx) (2.116)
fork=1,...,K, and
K k
(%, W) = [ x®, w)) (2.117)
k=1

where:
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e (0,my) is a set of K points from the marked Poisson process P (A1, h1) with intensity

measure

M) = Ky/area(S) ifse€ S, (2.118)

0 otherwise

for some known integer Ky and rectangular region S C R2, while the joint density
function of the marks, hq, is the compound random variable
hi ~ (v,0%,03,m,p,6%) with v ~ G(a,, 8y) (i.e., Gamma distribution with shape
and scale parameter),
0? ~ 1G(a1, £1) (ie, Inverse Gamma distribution with shape and scale parameter),
03 ~ IG(ag,B2), n ~ U(0,m) (i.e., Uniform distribution defined on [0,7)), p ~
U(pmins Pmaz ), and § ~ G(as, Bs). Thus, the point ) has a corresponding mark
mg, = (Y, 0 %k, Jgk, Ny Ples 6,3) These distributions are for parameters for the density
function defined in the next upward level. All hyper-parameters for the Gamma and

Inverse Gamma prior distributions are assumed to be known and fixed.

e The intensity measure in equation (2.116) is

Vi Na(s|0, 0%, 03,) ifs€S,

Aok (s) = (2.119)

0 otherwise

where N3 (s|0k, 03, 05;) is a bivariate Normal distribution which the models spatial

density of the kth cluster. The corresponding joint density function of the marks is

k

where V), is the nj, =-variate wrapped normal distribution on [0, 7) with mean 7, =

*
rSs

(n,...,n)" € R™ and covariance matrix Y, (pg,07) = (0f,) with r,s = 1,2,...,ny
with entries

ars = 0% exp(—plla, — as])), (2.121)

where z,, z, € x*). The wrapped normal distribution is used to model orientations

for the nj points in the kth group.

e The marked points (x,,w,) is simple the union of the marked points from each of

the K groups of spatial/orientation marked points.

e The number of groups, K, along with each parameter in groups are updated using
a Markov Chain Monte Carlo based algorithm with a minimum and maximum set
to Kpmin = 2 and Kiae = 5, respectively. The DIC (Deviance Information Criteria)

was used to assess the model fit.

After each fingerprint feature models completed simulation (i.e., when convergence of
parameters occurred), inference based on EPIC (see Section 2.1) was performed using Ny

samples generated from each fitted marked point process. Each sample from the jth feature
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model consists of M Jl synthetic minutiae. For two model samples (i.e., j = 1,2), a pairing of
minutiae (M{, Mé) was performed for all [ = 1,..., Ny samples. The number of synthetic
minutiae pairs for each sample comparison was used to construct an estimate for the
probability distribution, S, for the number of impostor minutiae pairs. While denoting the
empirical number of matching minutiae, 7y, from the two original representative fingerprint

configurations of both models, an estimate for EPIC was calculated as
EPIC(19) = P(S > 710). (2.122)

2.3.4.4 Model Methodology Analysis

The model proposed by Champod (1996) can be credited for being the first model that
did not assume a uniform density distribution of minutiae for all regions of a fingerprint.
However, there are some shortcomings in the utilised modelling techniques, including the
assumption of independence between minutiae detail and the dependence of the core as
for landmark reference. In addition, the binary modelling of orientation (i.e., left versus
right) is coarse and removes valuable directional detail. Moreover, the defined regions for
density modelling are also coarse in density representation. A two dimensional mixture
model would have been a more well represented density model.

More recent inhomogeneous point process models have the potential to accurately
replicate minutiae pattern characteristics of different scales. The model by Chen et al.
(2008) accurately represents small scale over-dispersion and large scale clustering of a given
population. However, the authors make an unfounded assumption that every fingerprint
has similar clustering and over-dispersion characteristics.

The model proposed by Lim et al. (2011) differs by creating a feature model per
fingerprint. This allows the model to accurately model spatial clustering tendencies along
with directional dependencies between neighbouring minutiae. However, the authors noted
that the feature models are slow to converge. In addition, no extensive goodness-of-fit tests

were performed on the resulting feature models.

2.4 Foundations of Likelihood Ratio Models

A likelihood ratio (LR) is a simple yet powerful statistic which has been used in a variety of
forensic science applications, including inference of identity of source for potential evidence
such as DNA (Evett et al., 1998; Walsh et al., 2004), ear prints (Champod et al., 2001),
glass fragments (Curran et al., 2000), speaker recognition (Champod et al., 2000) and
fingerprints (Stoney, 1985; Neumann et al., 2006, 2007, 2012; Egli et al., 2007; Egli, 2009).
An LR is defined as the ratio of two likelihoods of a specific event occurring, each of which
follow a different hypothesis, and thus, empirical distribution. In the forensic identification
context dealing with impressions, an event, F, may represent the recovered evidence in
question, while the hypotheses considered for calculating the two likelihoods of F occurring

are:

e Hp: E comes from a specific known source, P, and
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e Hp: FE has an alternative source other than P.

The LR can be expressed as
_ P(E|Hp)
P(E|Hp)

where P(E|Hp) is the likelihood of the observations on the mark and print given that the

LR (2.123)

mark was produced by the same finger as the print P, while P(F|Hp) is the likelihood
of the observations on the mark and print given that the mark was not produced by the

same donor as P. The LR value can be interpreted as follows:

e LR < 1: the evidence provides more support for hypothesis Hp,
e LR = 1: the evidence provides equal support from both hypotheses, and
e LR > 1: the evidence provides more support for hypothesis Hp.

The general LR form of equation (2.123) can be restated specifically for fingerprint
identification evaluations. Given an unknown query impression, y, (e.g., unknown mark)
with m marked features (denoted as y(m)), and a known impression, z, (e.g., known AFIS

candidate exemplar) with n marked features (denoted as z(™), the LR is defined as

P ()2, Hp)

M= 5 e, i)

(2.124)

where the value P(y(m) ]a:(”), Hp) represents the probability that impressions = and y were
produced by the same finger, while P(y(™ |z(™ Hp) is the probability that z and y were
not produced by that individual, using m < n corresponding features between y(™ and
(™. Thus, hypotheses used to calculate the LR numerator and denominator probabilities

are defined as:
e Hp: x and y were produced by the same finger (the prosecution hypothesis), and

e Hp is the hypothesis in support of the defence: x and y were produced by different

fingers.

Assuming that correspondence of the m features is likely to only occur once in com-

parison, the LR calculation can be approximated as

min(m

P (y(m) ]:x(n) ) Hp)

LR~ (2.125)
P (y(mnxg?n(m), HD)
where ml(‘:i)n(m) is the closest m features from z(™ to y(™. Given a large dataset, Z, of

alternative sources other than x, Hp is equivalently interpreted as the hypothesis that y
was produced by another finger, z; € Z. With this consideration, the LR was modified by

Neumann et al. (2011) to consider weighting evidence against such a dataset, with

P (y(m)‘xigi)n(m»
LR = LSNP (gl )

(2.126)
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Figure 2.13: AFIS distribution: likelihood ratio for a hypothetical AFIS system. In this
example, the score of 52 will favour the hypothesis in support of the defence (i.e., x and
y were produced by different fingers).

where the set of m observations on the mark are closest to m observations in z (denoted
as mgfzn), and likewise for each alternatively sourced known impression, z; (denoted as
zl.(;ign(m)), in the dataset, Z, of size N.

In order to derive the within-finger and between-finger probabilities of a feature con-
figuration given by the numerator and denominator of equation (2.124), respectively, some
models use the similarity score distributions produced by AFISs (Egli et al., 2007; Egli,
2009; Choi et al., 2011) as a proxy for direct assessment. For a given AFIS score, s € S,
in a discrete sample space, S, the LR is simply calculated as

P(s|Hp)
LR(s) = W (2.127)
(Figure 2.13). The numerator and denominator probabilities can be further conditioned

for a particular configuration size (m),

P(S‘m,Hp)
L = ———F 2.12
or configuration (y(™),
(m)
LR(s) = PG Hp) (2.129)

~ P(slyt™), Hp)’
While scores that are found in a continuous sample space can be transformed to a

discrete space, an alternative calculation for equation (2.127) is formulated (without dis-
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cretising scores) as

P(s' < s|Hp)
L =——= 2.130
R(S) P(Sl Z S|HD) ( )
and similarly, for equation (2.128)
P(s < H
LR(s) = L& = slm. Hp) (2.131)

P(s' > s|m, Hp)

Alternatively, other models (Neumann et al., 2006, 2007) make use of statistical dis-
tributions of a dissimilarity measure, d(e,e), defined on Feature Vectors that represent

configurations of minutiae. Such distributions are used to derive LR values:

P(d(x4,yq)|Hp)
P(d(wq,ya)|Hp)

LR = (2.132)
where z4 and y, are feature vectors for equally sized configurations of minutiae, (™ and

y(™) | respectively.

2.5 The Probabilistic Relationship Between PRC and LR

models

In the context of AFIS match scores, a clear theoretical relationship exists between PRC
and LR models. Since the probabilities calculated from a PRC model solely focuses on cor-
responding features from impressions with different fingerprint sources, the PRC measure
can be expressed simply as the denominator of the LR in equations (2.127) and 2.128),
with

PRC(s,m) = P(s|m, Hp) (2.133)

when all compared configurations have exactly m features to consider and s represents a
match score threshold from which correspondence of feature sets follows, or more generally,

a PRC agnostic of configuration size

PRC(s) = h PRC(s,m)dm = P(s|Hp), (2.134)
mo
where myq is the minimum number of minutiae that the AFIS matching algorithm requires
to assess correspondence. Similar expressions can be found for the LR form of equations
(2.130-2.131).
In addition, for any given dataset containing n exemplars sourced from fingers other
than z, the weighted average of the denominator of equation (2.126) converges almost
surely to the PRC(I) measure:

1o m; a.s
=N P ™ Hp) | 4% PRO(I = 20) (2.135)
n i

by the strong law of large numbers. Similar expressions can also be found for the nPRC(I)
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and nPRC(m) measures.

In comparison to the LR calculation, we can clearly see that the PRC value focuses only
on assessing the probability of corresponding evidential features arising from fingermarks
of different fingers. Thus, PRC models lack the important evidential consideration of
within-finger feature variability. However, being a probability value (with range [0, 1]),
the interpretation of the PRC measures is sometimes considered as being more intuitive
than the LR (with range [0, 00)).

A recently proposed alternative probabilistic metric, called the Non-Match Probability
(NMP) (Choi et al., 2011), can be used to further illustrate the theoretical relationship
that exists between PRC and LR measures. The NMP is the probability that a known
fingermark, y, and an unknown fingermark, x, do not come from the same source finger.
Thus, a higher NMP implies a stronger case for the exclusion of y. With an AFIS context,
the NMP can be written mathematically as

NMP(s) = P(Hp|s) = 1 — P(Hpl|s), (2.136)

which is simply the complement of the probability that Hp is true, given prior conditions
of an AFIS score, s.

The NMP of equation (2.136) can be re-written to be expressed in terms of LR and PRC
measures. Given prior knowledge of the probabilities P(Hp) and P(Hp), which represent
Hp and Hp, respectively, as the ground truth for a given fingerprint assessment, we can

apply Bayes formula to get the equivalent NMP expression

P(S‘HD).P(HD)
(S‘HD).P(HD) + P(S’Hp).P(Hp) '

NMP(s) = Iz (2.137)
The above equation clearly shows the dependencies between NMP and the prior prob-
abilities P(Hp) and P(Hp), respectively, while both P(s|Hp) and P(s|Hp) have been
introduced in the LR measures. Since the denominator of equation ((2.137)) can be writ-
ten as

P(s|Hp).P(Hp) + P(s|Hp).P(Hp) = P(s), (2.138)

which is the probability that x and y have corresponding features (agnostic of the finger

source), the NMP can be rewritten as a direct expression of the PRC' measure:

P(s|Hp).P(Hp) _ PRC(s) x P(Hp)

NMP() = ="75() P(s)

(2.139)
Moreover, the NMP can be rewritten as a direct expression of the LR measure by dividing

the numerator and denominator of equation (2.137) by the value P(s|Hp).P(Hp):

1

P(s|Hp).P(Hp) P(Hp) "
L e Ry L LRGS) X B

NMP(s) = (2.140)

Using the definition of N M P as a proxy, a simple alternative algebraic relationship is now

evident between the measures PRC and LR by equating the right hand sides of equations
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(2.139) and 2.140), giving

P(s)
P(Hp) + LR(s) x P(Hp)’

PRC(s) = (2.141)

and
P(s) P(Hp)

PRC(s) x P(Hp) a P(Hp)

LR(s) = (2.142)

2.5.1 Feature Vector Based LR Models

Feature vector based LR models are based on feature vectors containing various minutiae
feature analyses. A dissimilarity metric is defined on the constructed feature vectors,
from which the distributions of the defined dissimilarity metrics on both within-finger and

between-finger comparisons are used to calculate an LR value.

Delaunay Triangulation Radlal Triangulation

Figure 2.14: The Delaunay triangulation (left) and radial triangulation (right) differences
for a configuration of 7 minutiae. The blue point for the radial triangulation illustration
represents the centroid (i.e., arithmetic mean of minutiae x-y coordinates).

2.5.1.1 Neumann et al. 2006

The first attempt to create a feature vector based LR model was proposed by Neumann et
al. (2006), where feature vectors were constructed from the Delaunay triangulation (Figure

2.14 (left)) of selected minutiae. Each feature vector was constructed as follows:
X = {pr7 R., Nt,, (Alza le—Q:v)a (A2z> L2:73—3a:)a (A3x7 L3:v—1:c)} (2-143)

where G P, is the pattern of the mark, R, is the region of the fingerprint, Nt, is the number
of minutiae that are ridge endings constituting the triangle (with Nt¢, € {0,1,2,3}), A
is the angle of the 7" minutia, and

Liz—((i+1) mod 3) 18 the length in pixels between the i" and the ((i+1) mod 3)* minutiae.
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Likewise, these structures are created for candidate fingerprint configurations:

y {pr7 Ryv Ntzn (Alyv Lly—Qy)v (Aan L2y—3y)a (A3y7 L3y—1y)}' (2-144)

The feature vectors can be decomposed into continuous and discrete components, repre-
senting the measurement based on continuous and count/categorical features, respectively.

The proposed LR is given as:

P(X¢,¥e|Xd,ya, Hp) P(xq,yalHp)
P(x¢,ye|%d,¥a, Hp) P(x4,y4|Hp)
LR, LRy

LR =

= LRy LRy (2.145)

where LR, is the likelihood ratio dealing with discrete feature vector components x4 =
{GP,,R;,Nt,} and yq = {GP,,R,, Nt,}, while continuous feature vectors x. and y.
contain then remaining features in x and y, respectively. The discrete likelihood numerator
takes the value of 1, while the denominator was calculated using frequencies for general
patterns multiplied by region and minutia-type combination probabilities observed from
large datasets.

A dissimilarity metric, d(x¢,y.), was created for comparing the continuous feature

vector defined as:
d(xe,ye) = A2A; + ALy o + A% Ay + A%Ly 3+ A%A3 4+ ALz (2.146)

with A? as the squared difference of corresponding variables from z. and y.. This was

used to calculate the continuous likelihood value, with:

P(d(xc,ye)|%Xd: ya, Hp)
P(d(X07 yC) |Xda Yd, HD)

LRyq= (2.147)
Density functions of both the numerator and denominator of equation (2.147) were esti-
mated using a kernel smoothing method. All LR 4 numerator and denominator likelihood
calculations were derived from these distribution estimates.

Two experiments were configured in order to evaluate within-finger and between-finger
LRs. Ideally, LRs for within-finger comparisons should be larger than all between-finger
ratios. The within-finger experiment used 216 fingerprints from 4 different fingers under
various different distortion levels. The between-finger datasets included the same 818
fingerprints used in the minutia-type probability calculations. The Delaunay triangulation
had to be manually adjusted in some within-finger cases due to different triangulation
results occurring under high distortion levels. Error rates for LRs greater than 1 for
between-finger and LRs less than 1 for within-finger comparisons for index, middle, and
thumbs, are given in Table 2.6. These errors rates indicate the power that the proposed

feature vectors have in distinguishing within- and between-finger configurations.
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Finger | Region | LR True <1 | LR False > 1
Index All 2.94 % 1.99 %
Index Core 4.19 % 1.36 %
Index Delta 1.95 % 2.62 %
Middle All 1.99 % 1.84 %
Middle Core 3.65 % 1.37 %
Middle Delta 2.96 % 2.58 %
Thumb All 3.27 % 3.24 %
Thumb Core 3.74 % 2.43 %
Thumb Delta 2.39 % 5.20 %

Table 2.6: Some likelihood ratio error rate results for different finger/region combinations.

2.5.1.2 Neumann et al. 2007

While the proposed triangular structures of Neumann et al. (2006) produced an accurate
dichotomy between within-finger and between-finger comparisons, there was an observed
issue with the proposed feature vector structure’s robustness with some cases of distortion.
In addition, the LR model could make more accurate assessments by including more
minutiae (i.e., more information) in the feature vector structures, rather than restricting
each feature vector to only have three minutiae.

Neumann et al. (2007) defined radial triangulation feature vectors based on n minutiae
x = {GP,,x"}
where GP denotes the general pattern and
x™ = {(8;,04,05,05,75) : i =0,1,...,n— 1},

is the feature vector for a given configuration of minutiae with each minutia numbered in
a clockwise order of i = 0,1,...,n — 1, where ¢; is the distance between the i*" minutia
and the centroid point (Figure 2.14), o; is the distance between the " minutia and the
next contiguous minutia (in a clockwise direction), §; is the angle between the direction
of a minutia and the line from the centroid point, «; is the area of the triangle constituted
by the i*" minutia, the next contiguous minutia and the centre of the polygon, and 7; is
the type of the i*" minutia (i.e., ridge ending or bifurcation).
The LR was calculated as

Px",y "GPy, GPy, Hp)  P(GPr,GPy[Hp)
P(x( y™|GP,,GP,,Hp) = P(GP,,GPj|Hp) nlg

LR

LR x LR, (2.148)

nlg LRQ

where LR, was formed with P(GP,,GPy|Hp) =1 and P(GP,, GP,|Hp) equal to the FBI

pattern frequency data. Noting that the centroid feature vectors can be arranged in n
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different ways (accounting for clockwise rotation):

(n)

y; " = {(8),, 0%, 0, s, 77) : k= 174,(j+1) mod n,...,(5 — 1) mod n},

for j=0,1,...,n—1, LR,,, was defined as

nlg
P(d(x(n)7y(n))|Gan GFy, Hp)
LR, , = 2.149
"l = P(d(x0,y0)[GP,.GP,, Hp) (214)
with the defined dissimilarity metric
dx™, y™) = min d(x("),y§n)). (2.150)

7=0,...,n—1

Each d(x(”),y](-")) was calculated as the Euclidean distance of respective feature vectors
that have been normalised to take a similar range of values. The two conditional probabil-
ity densities of equation (2.149) were estimated using mixture models of normal distribu-
tions with a mixture of three and four distributions, respectfully, using the EM algorithm
to estimate distributions for each finger/configuration size used.

This method reasonably modelled within- and between-finger variability both accu-
rately and robustly, due to the flexibility of the centroid structures containing more than
three minutiae. For example, the addition of one extra minutia halved the LR error rate
for some fingerprint patterns. In addition, this LR method is more flexible in comparison
to the discrete LR component of the model proposed in Section 2.5.1.1, particularly for
real life applications, as it is not dependent on identifying the specific fingerprint region

(which is robust for real life fingermark-to-exemplar comparisons).

2.5.1.3 Neumann et al. 2012

Another feature vector based LR model using radial triangulation structures was proposed
by Neumann et al. (2012), where the model was further refined to use distortion and
examiner influence models. The radial triangulation feature vectors used were based on the
structures defined by Neumann et al. (2007), with the minutiae type feature, 7, extended
to account for defined types of ridge ending, bifurcation, and unknown.
The distance between configurations (™ and y(™, each representing n minutiae, was
defined as
d (m(”),y(”)) = min d. (x(”),yl(n)> (2.151)

i=1,....,n

dc( y) ZA (2.152)

Aj = q5.(6; = 05) + qo-(05 — o) + 49-dp (05, 05)* + qa-(0j — &)* + gr.dp (75, 7)) (2.153)

where, using normalised values for all features, dy is the angular difference and dr is the
defined minutiae type difference metric. The multipliers (i.e., g5, ¢», 9, qo, and g;) are
tuned via a heuristic based procedure.

The proposed LR model makes use of a distortion model based on the Thin Plate
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Spline (TPS) bending energy matrices representing the non-affine differences of minutiae
spatial detail trained from a dataset focussed on finger variability, and an examiner in-

fluence model created to represent the variability of examiner markings of minutiae in

(k)

fingerprint images. Given y*) as a configuration within a fingermark, x4 as the clos-

est k configuration found, and zg:im as the closest configuration for the i** member of a
reference database containing N impressions, synthetic feature vectors can be generated
from small scale modifications to minutiae locations, via Monte-Carlo simulation of both
distortion and examiner influence models. A set of M synthetic feature vectors are created
for mgfl)n (denoted as {ka), cee C](\fl)}) and for each zi(i)lin (denoted as {Ci(ﬁ), ce l(@[}), from

which the LR is calculated as

Ny v (dw®, ()

LR = . (2.154)
k
S S 6 (aw®, )
The transformation function v on the dissimilarity metric values is defined as
—Md(y*) o) B(d(y™®), 8), Aok)
(k) _ 1a\yr, Yy ) 5 N2 1
P(d(y™, e)) = exp < G Bldo. 3oh) (2.155)

which is a mixture of Exponential and Beta functions tuned with parameters A\ and Ao,

to meet the following desiderata:

e the distribution of LR(Hp) (i.e., LR values for within finger cases, Hp is true) will

predominantly have large values greater than 1,

e the distribution of LR(Hp) (i.e., LR values for between finger cases, Hp is true)

will predominantly have large values less than 1, and

e minimal variation of LR values resulting from markings made by different examiners

on a given fingermark-to-template comparison,

while dy is the smallest value into which distances were binned, and T is the 95th
percentile of simulated scores from the examiner influence model applied on y*). Modelling
training including parameter optimisation was performed using a dataset of 258 mated
pairs from the NIST27 dataset (Garris et al., 2000) for Hp cases and a reference dataset
of 12,096 single fingers from approximately 12,000 different individual for Hp cases.
Experimental results from a validation dataset containing a total of 10,847 paired k-
configurations illustrated that the proposed LR model can generally distinguish within-
and between-finger comparisons with a high degree of accuracy via the calculated LR
value favouring the correct identification hypothesis. Moreover, an increased dichotomy
between LR value distributions of within- and between-finger comparisons was observed
from an increase in configuration size. In addition, the 10,847 k-configurations with the
closest non-match candidates (i.e., rank-1 candidates) returned from an AFIS containing
600 million fingerprints were also evaluated by the model with reasonably high accuracy.

For instance, 888 out of a total 10,847 LRs where evaluated as greater than one when Hp
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was true. However, the rank-1 candidate may not necessarily be the candidate with the

largest LR(Hp) value for a given search case.

2.5.1.4 Neumann et al. 2015

Another feature vector based LR model proposed by Neumann et al. (2015) used a modified
version of the radial triangulation structures and incorporated a measure of sufficiently
similar (as defined by score threshold settings of an AFIS matching algorithm) in the LR
calculation.

The LR calculation is centred around a scenario where an individual, X, of whose ten-
print record is to be assessed against a configuration of m minutiae, 4™ from fingermark,
y. Using an indicator variable, V', that takes the value 1 if a considered impression from
a given individual has a configuration of m minutiae that is sufficiently similar to the one

observed on the fingermark, y(m), and 0 otherwise, the LR is calculated as:

Sy Hpv=1 (y™) + fyla,Hp, V=0 (y™)

L= Sotomn v=1 W) + fyiompv=o0 (™) (2:156)
where
Jyle,Hp, V=1 (?J(m)> =P (y(m)\xgn(m),Hp,V = 1) x P(V =1[Hp),
Fopmttpr=o (4) = P (420 s Hp, V = 0) x P(V = 0|Hp),
T =1 (™) = P (4™ |Hp,V = 1) x P (V = 1|Hp),
and
Fottrov=o (4™) = P (4™ |Hp,V = 0) x P (V = 0|Hp)
where z")

min(m) is the closest m configuration from the ten-print record of individual, X,
where the specific print that contains the closest m configuration has a total of n minutiae
(with n > m).

It is claimed that when unexplainable differences with the m configurations observed

that:

e both P (y(m)\mgl)n JHp,V = 0) and P(V = 1|Hp) tends to zero

(m)
when fingermarks are from different sources or when the fingermark shows extreme dis-

tortion or degradation, resulting in LR = 0. Moreover, It is claimed that when Hp is true
that:

e P(V =1|Hp) ~ 1, which is noted as a weaker assumption,

and when an individuals m configurations in the reference population have unexplainable

differences that:

o P (y(m)]HD, V =0) tends to zero,
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resulting in the simplified LR calculation of

Pyl 0 He,V =1) )

X .

P[Hp, V =1) P(V = 1]Hp)
| —

inverse of PRC

LR =

(2.157)

The second term is the PRC measure since features are sufficiently similar (or has an AFIS
similarity scores being greater than a minimum score threshold) given the hypothesis, Hp,
which is in direct relation to equation (2.134) using the LR form of equation (2.130). This
is calculated by the total number of returned AFIS search candidates divided by the total
number of fingerprints in the search gallery.

The feature vector was also modified to use shape descriptors of the triangles created
rather than standard area and distance measurements. The formal definition of the feature

vector consists of shape, type, and directional feature vectors:

e Shape (S): the shape of each triangle in the radial triangulation structure is described
by the form factor (i.e., the ratio between the area and perimeter), §, and aspect ratio
(i.e., the ratio between diameters of the circumcircle and incircle), 7, represented by

the feature vector Ys = {Y(g 1), ..., Y(sm)} With Yg; = {d:,7i},

e Direction (D): The direction of each minutiae with the axis defined by the centroid
and minutiae locations, represented by the feature vector Yp = {Yp1,...,Ypm},

and

e Type (T): The type of each minutiae from possible values of bifurcation (B), ridge
ending (R), or unknown (U), represented by the feature vector Y7 = {Yr1,..., Y7}

The shape feature vector only uses aspect ratio for registration (or alignment) purposes,

where the minimum aspect ratio is used to order the shape triangles with

Y'(SJ) = Y(S,minlgigm{%}) (2.158)

followed by a counterclockwise ordering for the remaining m — 1 triangles.
Using a distortion model to generate pseudo-marks for the estimation of the density
function under Hp and a large reference dataset for the estimation of the density function

under Hp The LR calculation was defined as

1

LR=1L L L - 2.1
R Rg x LRp x LRt x PV = 1Hip) (2.159)
where )
m Pz Hp,V =1)
" min(m)’ ’
LRg = 2.160
= 55 v =) (2.160)
with the density model for form factors created using kernel density estimators,
" P(Yp|Xp, Hp,V =1
LRp =] (Yol Xps Hp ) (2.161)

L P(YplHp, V =1)
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using non-parametric distributions based on von Mises kernels for directional densities,

and

m {RB}{RBU}

YTZ =k|Hp, X7;,V =1).P(Xr; = j|Hp,V = 1)
L = : 2.162
Sl | DR Dl e RNl on e

where the values of P (Y7 ; = k|Hp, X7;,V = 1) is set from a small empirical set measuring
the rates of type transfer from ridge ending to bifurcations and vice versa, P (X7; = j|Hp,V = 1)
takes values {0, 1} according to whether the minutiae type is what is observed by the exam-
iner, P (j|Hp,V = 1) is assigned by distribution of the type of the jth minutia in all config-
urations of m minutiae retrieved by the matching algorithm, and P (Yr; = k|Hp,V =1)
is assigned values {0,1} based on whether a ridge ending, bifurcation or unknown type
was observed on the ith minutia of the fingermark. The forms of such equations imply
that each of the m components of Ys of shape (and likewise for direction and type) are
independent of each other. Spearman rank correlation coefficients were observed for each
feature vector component of 100,000 configurations of 12 minutiae that paired with a single
reference configuration, where it was claimed that the form factor measure in the shape
feature vector had weak correlations with neighbouring shapes in Yg, while virtually no
correlation was stated to exist between all other components. Similar results were found
for Y and Yp.

Four different experiments were performed in order to measure:
1. the accuracy of the model’s LR calculation under Hp and Hp,

2. the expected weight of the evidence when the fingermark configuration is originating

from a different regions of core, delta, and periphery,

3. the expected weight of the evidence when the fingermark configuration is thought

to have come from a specific general pattern, and

4. the expected weight of the evidence when the fingermark configuration is thought

to have come from a specific finger (i.e., left thumb, right index, etc.).
From the first experiment it was observed that:
e the contribution of the shape features to the LR value is much larger than the others,
e the directional component of the model did not contribute to the LR values,

e large ranges of values were calculated for the numerator of the LR (it is thought
that this can be explained by shortcomings of the distortion model used, such as not
enough variability in the set of pseudo-marks generated from the fingerprints failing
to compensate for medium to large distortion effects of fingermarks and a lack of

accuracy distortion model training accuracy),

e generally speaking, LRs calculated for same source examples increased with the
number of minutiae, while remaining around LR = 1 for different source examples,

and
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e a large proportion of LR values for configurations from different finger sources have
LR > 1 providing misleadingly support for Hp (a minority of these cases have LRs
with extremely high values. However, this did not alarm the authors as these are the
examples of the worst case scenario, being the most similar configurations retrieved
from an AFIS search).

From the second experiment it was observed that:

e the AFIS algorithm retrieved more reference configurations when a query configura-

tion was from the delta region,

e a smaller than expected difference was obtained between peripheral and core regions,

and

e the behaviour of the shape, direction and type components of the model do not show
any difference between the different regions (it was expected that configurations in
core and delta regions to be less discriminative than configurations in the periphery

region).
From the third and fourth experiments it was observed that:

e no difference was observed between the expected weight of the evidence calculated
by the shape, direction and type components of the model (neither under Hp, nor

Hp) for different general patterns,

e a smaller than expected difference was obtained between peripheral and core regions
which the authors stated as counterintuitive as it was expected that configurations in
core and delta regions to be less discriminative than configurations in the periphery

(at least shape-wise),

e the behaviour of the shape, direction and type components of the model do not show

any difference between the different regions,

e the probability of random correspondence of any given configuration of minutiae on

thumbs is lower than on other fingers, and

e the probability of random correspondence of any given configuration of minutiae on

a finger with an arch pattern is lower than on a finger with another pattern.

The last two observations appeared to be counterintuitive to the authors since it suggests

that there is more variability between configurations located on thumbs and on arch pat-

terns in comparison to other fingers/patterns; however, experienced examiners often state

that it is more difficult to identify latent prints with arch patterns due precisely to a much

lower variability between configurations located on such patterns.

In summary, the results confirmed the following conclusions made from prior experi-

ments by Neumann et al. (2012):

e the expected LR value increases with the number of minutiae in the configuration,

93



e the observed range and variance of LR values for each number of minutiae indicates

that each configuration of minutiae should be considered on its own merits, and

e of the test configuration size (i.e., 3 to 12 minutiae), there is no minutiae quantity
that would lend itself to the idea of a scientific basis for a numerical standard (which

supports the current stance taken by the IAI in this regard).

2.5.1.5 Model Methodology Analysis

N
A
350} \ ‘“ 3%\' ]
400} ?}]\”\\h
450L f":"l”f: :
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Figure 2.15: Radial triangulation structures for the corresponding configurations of minu-
tiae from the same finger source. Due to distortion, the centroid structure has different
triangles for the lower triangles that will lead to erroneous results for the models by Neu-
mann et al. (2012) and Neumann et al. (2015).

The LR models proposed by Neumann et al. (2006) and Neumann et al. (2007) use dissim-
ilarity measures for feature vectors that are potentially not robust to real-world scenarios,
as minutiae types can change, particularly in distorted impressions. While the method
reported by Neumann et al. (2012) has clearly improved the dissimilarity function by
introducing tuned multipliers, squared differences in angle, area, and distance based mea-
sures are ultimately not probabilistically based. A joint probabilistic based metric for each
feature vector component using distributions for both impostor and genuine populations
would be more consistent with the overall LR framework.

The radial triangulation feature vector structures of Neumann et al. (2007) and Neu-
mann et al. (2012) are robust towards skin distortion, unlike the Delaunay triangulation
structure of Neumann et al. (2006). However, since the distance between the neighbouring
minutia and the centroid (average Cartesian point) is taken, spatial dependencies between
non-neighbouring minutiae are not completely utilised. Furthermore, the model proposed
by Neumann et al. (2012) models realistic skin distortion encountered on flat surfaces by
measuring the bending energy matrix for a specialised distortion set. However, this only

accounts for the non-affine variation. Affine transformations such as shear and uniform
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compression/dilation are not accounted for. Such information can be particularly signif-
icant for comparisons of smaller configurations of minutiae encountered in fingermarks.
For instance, a direct downward application of force may have prominent shear and scale
variations (in addition to non-affine differences) for configurations of minutiae, in com-
parison to the corresponding configurations of another impression from the same finger
having no notable downward force applied.

The modified radial triangulation reported by Neumann et al. (2015) measured no
Euclidean distances but instead used aspect ratio and form factor for each triangle com-
ponent. For simplicity, the shape components of the feature vectors were assumed to be
largely independent of each other. However, no formal correlation hypothesis test was
performed, nor was there extensive evaluations of correlation more than one reference
configuration of minutiae. Moreover, the claimed so called “weak” correlation of Shape
feature vector components is questionable, as the Spearman rank correlation coeflicients of
up to as large as —0.326 suggest strong negative correlations between neighbouring shape
descriptors, particularly for the sample size. This model variant, again, doest not capture
the dependencies between each triangle that makes the radial triangulation structure.

Lastly, it has been observed that the radial triangulation structures are not always
robust descriptors with regards to a consistent representation of features under different
skin distortion. For example, cases of configurations of minutiae that have near collinear
points with the centroid point may result in different triangular structures from differ-
ent occurrences of skin distortion (Figure 2.15). This result has the potential to cause

evidential evaluations of such configurations to be incorrect.

2.6 AFIS Score Based LR Models

AFIS score based LR models use estimates of the genuine (i.e., within-finger) and impostor
(i.e., between-finger) similarity score distributions from fingerprint matching algorithm(s)
within AFIS, in order to derive an LR.

2.6.1 The Relationship Between AFIS and LR

While AFIS matching algorithms are a core component to AFIS-based LR models, such
algorithms are also indirectly related to feature vector based LR models as they evalu-
ate the similarity of features using various defined spatial measurements and categorical
comparison. Although the AFIS algorithm ranks the candidate list in order of it’s own
metric and assessment, the focus of such algorithms is solely designed for identification
accuracy, that is, the reduction of False Accept Rates (FAR) and False Non-Accept Rates
(FNMR). For example, Chameleons (Figure 2.16), being those templates within AFIS
that have a higher average AFIS match score for both genuine and imposter candidates
than the general population, are more likely to have a low LR value for correct candidate.
Other sub-population categories (Yager et al., 2010) can also yield LR results that do not
correlate with the AFIS matching score of the rank-1 candidate.
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Doddington's Zoo Plot on AFIS Candidates

800

900

1000

1100

1200F

1300

1400 R

[ ]
e 1. Wolves/ * ,
1500k Worms Lambs * Chameleons |

Average Imposter (between-finger) AFIS Score

1600+ . . 1* Quartile 3" Quartile .

600 800 1000 1200 1400 1600 1800
Average Genuine (within-finger) Candidate AFIS Score

Figure 2.16: Doddington’s Zoo Plot- scatterplot of average genuine (within-finger) versus
average imposter (between-finger) AFIS scores for candidate list entries of each fingerprint
template found in a hypothetical population. If the AFIS scores are correlated or are a
monotonically increasing function of the probabilities used in a LR model, template sub-
populations of categories Chameleons, Phantoms, and Goats are more likely to produce
LR values incorrectly supporting the hypothesis in favour of the defence when comparing
features sourced from within-finger query samples. In addition, template sub-populations
of Worms, Goats, and Wolves/Lambs are more likely to produce LR values incorrectly
supporting the hypothesis in favour of the prosecution when comparing features sourced
from between-finger query samples. Sub-populations of Doves/Sheep are more likely to
produce LR values in favour of the correct hypothesis.
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2.6.2 Egli et al. 2006

In order to estimate the score distributions used in equation (4), Egli et al. (2007) proposed
using the Weibull W (), 3) and Log-Normal In A/ (y, 0?) distributions with scale/shape pa-
rameters tuned to estimate the genuine and impostor AFIS score distributions, respec-
tively. Given query and template fingermarks with an AFIS similarity score, s, the LR

1S

A
flnN(S‘IUﬂ g )
using the proposed probability density functions of the estimated AFIS genuine and impos-

(2.163)

tor score distributions. An updated variant was reported by Egli (2009), where impostor
and genuine score distributions are modelled per configuration of minutiae. This allows
the rarity of the configuration to be accounted for. This approach was extensively tested
by Egli (2009). It is shown that the estimation of the numerator likelihoods requires a
reasonable amount of prints from the source of interest (ideally 8 impressions). It also
highlighted that the denominator likelihoods are highly dependant on the number of minu-
tiae, finger and general pattern. Hence, the probability densities of interest have to be

recomputed on a case-by-case basis.

2.6.3 Choi et al. 2011

The authors of Choi et al. (2011) proposed a model based on AFIS score distributions,
using the NMP of equation (2.136). Three main methods for modelling the AFIS score
distributions where tested, being (i) histogram based, (ii) Gaussian kernel density based,
and (iii) parametric density based estimation using the proposed distributions reported
by Egli et al. (2007). Given an AFIS score, s, the NMP and LR were calculated by setting
P(Hp) = P(Hp), while estimating both P(s|Hp) and P(s|Hp) either by normalised bin
(method (i)) or probability density (methods (ii) and (iii)) values for respective distribu-
tions. Experimentation revealed that the parametric method was biased. In addition, the
authors suggest that the kernel density method is the most ideal, as it does not suffer from
bias while it can be used to extrapolate NMP scores where no match has been observed,

unlike the histogram based method.

2.6.4 Model Methodology Analysis

AFIS score based LR models provide a framework that is both practically based and
simple to implement in conjunction with the AFIS architecture. AFIS LR models are the
closest to a practical implementation, as they are entirely based on the readily available
data that every laboratory have access to. This allows such models to be readily tuned
to specific practical applications. However, model performance is largely dependent on
the matching algorithm of the AFIS. In fact, LR models presented will usually reflect
the exact information contained in a candidate list of an AFIS query. While being a
more complex construction, multiple AFIS matching algorithms with a mixture-of-experts
statistical model would be more ideal and would avoid LR values that are strictly algorithm

dependent.
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The scores produced from matching algorithms in AFIS detail the pairwise similar-
ity between two impressions (i.e., mark and exemplar). However, the methods reported
by Egli et al. (2007) and Choi et al. (2011), which generalise the distributions for all
configurations of minutiae, do not allow evidential aspects such as the rarity of a given
configuration to be considered. A more sound approach would be to base LR calculations
on methods that do not have primary focus on only pairwise similarities, but consider
statistical characteristics of features within a given population. For instance, the LR for
a rare configuration of minutiae should be weighted to reflect its significance. This is
achieved in the method described in Egli (2009) by focusing on distribution estimates of
scores for each configuration of minutiae. However, a parametric fit is used, which may
not be adequate for all AFIS score distributions.

In general, there is a fundamental disadvantage with using point probabilities for sim-
ilarity scores when calculating LR values. This is because similarity scores exhibit rank
centric properties that are not guaranteed to be reflected when point probabilities are used
in the LR. This is particularly an issue when imposter distributions have peaks where high
match scores resides, causing LR values to potentially decrease with increased similarity
score values. Thus, to ensure that LR values are a monotonically increasing function of
similarity score, s, with

LR(s) > LR(§') < s>4

calculating LR values can use cumulative probabilities of equations (2.130) and (2.131),

which allows this property to exist.

2.7 Likelihood Ratio Model Assessment

In order to assess an LR model with regards to performance in real life usage, well defined
criteria must be established. A list of guidelines presented by Meuwly (2016) provide a

number of validation criteria for an LR model. These can be summarised as:

e Accuracy - The closeness of agreement between LR values calculated by a given
method and the ground truth status of the proposition in a decision-theoretical
inference model. The LR is considered to be accurate if it helps to lead to a decision
that is correct according to the ground truth of the propositions. Since LRs are
derived from probabilistic inference and not a measurement, no quantitative ground
truth value exists because Bayesian interpretation of probabilities relies on priors

that have a degree of belief incorporated.

e Discriminating power - A performance measure representing the capability of
a model to distinguish forensic comparisons where different propositions are true.
While a measure of this is related to accuracy, high discriminating power is not

strictly correlated with accuracy.

e Calibration - A characteristic of a set of LRs that signifies how well such values

can be interpreted as the strength of evidence for either proposition. In combination
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with increased discrimination, well calibrated LRs results with an increased strength

of evidence for the correct proposition.

e Robustness - The capability of a model to maintain performance characteristics
when varying conditions of the data exists (e.g., the quantity or quality of the
dataset).

e Coherence - The capability of the method to generally relate increased information
(both quantity and quality) with an increased performance (in terms of accuracy and
discrimination) of the LR value. An example would be an increase in the quantity

of minutiae.

e Generalisation - The capability of a model to maintain performance characteristics

with different dataset sources.

2.7.1 Evaluation of Likelihood Ratio Accuracy

The most direct method of evaluating the accuracy of LR values is to simply assess the

error rates for a given decision threshold, 7, formally defined as
LR > 7, Decision is Hp

LR < 7, Decision is Hp.

For a strict weight of evidence evaluation, 7 = 1. A Tippett plot is a graphical plot that
illustrates the cumulative distributions of the LR values for respective cases where Hp
and Hp are true (Figure 2.17).

Another measure used widely in biometrics to evaluate accuracy performance is the
equal error rate (EER). The EER is defined as the error rate at a particular decision

threshold 7, where the rates of false accepts Py, , and false rejects Py, , are equal
EER = Py (1) = Py, (1) (2.164)

Another method of evaluating the accuracy of LR values for a given LR decision
threshold is to calculate associated decision costs. Such an evaluation can be performed
using a defined cost function on a test set. Any defined cost function is ideally formulated
to capture false accept and reject rates along with assigned costs for respective occurrences.

For example, in Ramos et al. (2008), the cost function is defined as:
Cy = PfT(T).CfT.P(HP) + Pfa(T).Cfa.P(HD) (2.165)

where Py, and Py, are the rates of false accepts and false rejects, respectively, at decision
threshold, 7, while Cy, and Cy, are the costs applied to false accepts and false rejects,
respectively. In the forensics context, all costs and priors must be independent. The

optimum threshold is

7= (2.166)
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Figure 2.17: Tippett plots showing the cumulative distributions for LRs where Hp and
Hp cases are true (blue and red lines, respectively). The false Hp and Hp proportion of
cases for a decision threshold value of logio(LR) = 1 is depicted.

While the cost function in equation (2.165) is theoretically sound, for a forensic case,
priors and costs are either unknown to the forensic scientist or the province of the court-
room. Furthermore, each forensic case is unique and, in general, priors and costs may
vary among forensic cases. Thus, any decision threshold that is based on prior casework
or otherwise may not be suitable for future usage. A proposed solution to this problem is

to use a cost function called the log likelihood ratio cost defined as:

1 1
Crir= Y logy (1
PRTON, A Og“‘( +LRZ->
rcwlitinin-source
(2.167)

1
TN, > log, (1 + LR;)

jEbetween-source

where N, and N, are the numbers of within- and between-source examples in an evaluation
set, respectively. It can be shown that Cprr is the mean of equation (2.165) over all
possible values of Cy, and Cy,. This implies that optimising a method on Cprrr will
improve calibration of the scores for any possible decision cost values when P(Hp) =
P(Hp)=0.5.

2.7.2 Empirical Cross Entropy and Calibration of Likelihood Ratios

While the forensic scientist will only be focussed on calculating the LR value, in order to

simulate real-world casework usage, a proposed LR model should be evaluated in a full
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Bayes inference model context. This includes testing the LR model for an extensive range
of prior and posterior probabilities for given propositions. Such results provide information
concerning the limitations of the method with regards to providing a reliable strength of
evidence evaluation.

Without knowledge of prior distributions, an information theoretic generalisation of

the Crpr cost function is called the Empirical Cross Entropy (ECE):

H
ECE:—Q(NPP) > logy P(Hple)

i€within-source

B QSVEZD) > logy P(Hplej)

jEbetween-source

(2.168)

where e; is the evidence for each LR calculation LR;, @) is the reference probability dis-

tribution that acts as an oracle to support the correct hypothesis with:
Q(Hple) =1, if Hp is true

Q(Hple) =0, if Hp is true

Given the law of large numbers, then Hgp(H|e) ~ ECE where H = {Hp,Hp} and
Hgp(Hle) is the cross entropy (see Appendix B).

Given the following relationship,

P(e|Hp).P(Hp)

P(Hp‘e) =

P(e)
P(e|Hp).P(Hp)
P(e|Hp)P(Hp) + P(e|Hp).P(Hp)
_ ( |[Hp).P(Hp) . Pl P (2.169)
P{e[Hp)P(Hp) + PlelHp) P(Hp) " Hrtprs
P(H
_ IR )
P(H
1+ LR 3
the ECE can be alternatively expressed as
_ Q(Hp) 1
ECE = N, Z log, 1+7LR‘ )
1€within-source " P(Hp) (2 170)
Q(Hp) ~P(Hp)
TN > logy 1+LRJ.P(HD)

jEbetween-source

and measures the amount of uncertainty (or equivalently, the amount of information re-
quired to make a decision) for a likelihood ratio model for a range of priors values. As
with the Crr measure, the FCFE illustrates better performance when LR values lead to

correction decisions.
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Figure 2.18: ECE plots showing the ECE value against a range of log odds ratio values
(with each plot showing results for observed LR values (red), neutral LR values of LR=1
(black), and calibrated LRs (blue)). The ECE plots show cases where (top left) uncali-
brated LR values are better for prediction than no information (i.e., LR=1 always), (top
right) uncalibrated LR values being worse than the neutral constant of LR=1 for log odds
ratios approximately greater than 0.75, (bottom left) uncalibrated LRs having perfect
discrimination between Hp and Hp cases, and (bottom right) a perfectly discrimated
LR set with observed values having extremely poor calibration (for the given log prior
odds range).

The ECE value is often plotted against a range of prior values, where the posterior
probability resulting from a model’s LR value and range of prior distribution values can

be evaluated for its uncertainty. The ECE plot, as illustrated in Figure 2.18, considers

ECE values for different log prior odds values (i.e., log (ﬁggg %)) where lower ECE values
can be interpreted as a more accurate method for posterior forecasting. The output of a
likelihood ratio model can often require calibration to ensure maximal performance with
regards to calculating LR values that favour the correct hypothesis when priors are non-
informative, or otherwise, in terms of contributing to an accurate posterior probability

forecast.
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Chapter 3

An AFIS Candidate List Centric
Likelihood Ratio Model Based on
the Spatial Analyses of Minutiae

In this chapter, a new Likelihood Ratio (LR) model using a feature vector comprised of
measures based on morphometric and spatial analyses of corresponding configurations of
minutiae is introduced. The samples of corresponding configurations of minutiae used in

training, evaluating, and validating the proposed model are classified as
e match: within-source comparisons, and

e close non-match: highly similar between-source comparisons, as deemed by the

AFIS matching algorithm,

both of which are cases typically found in the search results presented in an AFIS candidate
list. Computed LR values are derived from a probabilistic framework based on Support
Vector Machines (SVMs) that attempt to learn the intrinsic differences of constructed
feature vectors that represent the spatial properties of both match and close non-match
populations.

The proposed LR model is specifically designed to be used as a tool for fingermark-
to-exemplar AFIS identification searches, where one-to-one evaluations of a crime mark
against AFIS search candidates are performed by the fingerprint expert. In addition, the
model is designed to be robust towards such identification scenarios where sparse minutiae
triplet information may only be the available features for comparisons.

Two related LR calculation variants are proposed from the model:

i LRy: an LR calculation that weighs the probabilities of features, ("™ and y(™, from
a search fingermark and an exemplar found in the candidate list results, respectively,
given that they algorithmically correspond to meet AFIS algorithmic tolerance param-

eters, K, for given match and close non-match hypotheses, or more specifically,

L = .

(3.1)

103



Given a proxy function, f,, that measures the strength of the correspondence between

the features of (™ and y(™, LRy can be re-written as:

P (fy (a"™),yt™) | K, Hp)

M= B, (o, @) K, Hp)

(3.2)

ii LRyeight: a LR calculation that provides a weight-of-evidence assessment approxima-

tion using the entire AFIS dataset population, with

P(z™|K, Hp) _ LRg

LRweight ~ LRK X (33)

The LRy measure, does not directly consider the rarity of the features, (™, amongst
the general population, but rather, is focussed on the candidate list population of searches
containing match and close non-match examples. Accordingly, while the LRy measure
does not provide a strength-of-evidence evaluation, it does provide a statistically based
measure that goes beyond proprietary AFIS similarity score measures that are predomi-
nantly derived from a pairwise assessment (see Section 1.2.2.3). The primary aim of the
LRy measure is to provide fingerprint examiners with a quality assurance tool for use
within the ACE-V framework for identification assessments.

The LReight measure is akin to the traditional LR measure interpretation (as defined
in Section 2.4) that is formulated to be a direct extension of the LR i measure, as the rarity
of the given corresponding features is evaluated amongst the general population. Thus,
the primarily use of LRy.cignt is to provide an evidential weighting that can potentially
support expert testimony.

The outline of this chapter is as follows. Firstly, the considerations for the model
development, including the likely operational scenario, model aims and applicability, and
vital practical considerations required for modelling data from match and non-match pop-
ulations are discussed. Afterwards, an introduction of morphometric and spatial based
measures that are used in the feature vector are presented. This is followed by the presen-
tation of the proposed model, including the formal feature vector definition that is based
on the introduced measures, a probabilistic machine learning framework based on SVM
that is applied to such feature vectors, and the method for calculating the two defined LR
calculations. Finally, experimentation using numerous datasets of fingerprints for close
non-match and match sample discovery is presented. Experimental results illustrate that
the proposed LR model reliably guides towards the correct proposition in the identification
assessment of match and close non-match populations. Such results indicate that the pro-
posed model is a promising tool for fingerprint practitioners to use for analysing the spatial
consistency of corresponding configurations of minutiae within the ACE-V identification

framework.
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3.1 Considerations for Model Development

In order to design a predictive model with real-world operational benefits, information

concerning the:

e operational scenario - including ACE-V and AFIS workflow considerations, aims

and applicability of the statistical model,

e general properties of the data - including the properties of fingermarks likely to
be used in the model such as feature dimensionality, completeness, and quality (or

noise and confidence),

e intrinsic factors on the spatial variability of landmark features - including
factors contributing to the spatial variability of features that are intrinsic to the
creation of the fingermark which may help distinguish close non-match from true

match correspondences, and

e extrinsic factors on the spatial variability of landmark features - including
factors external to the creation of the fingermark such as the development technique
and human centric factors such as visual perception and its relationship to introduced

variability in feature detection and placement as performed by the human expert,

must be well understood prior to model design. Moreover, such aspects are particularly
important for the data preparation required for training (or tuning), evaluation and val-
idation methodologies used in model development. These considerations are discussed

below.

3.1.1 Operational Scenario: AFIS candidate list exemplar-to-fingermark
identification

The fundamental premise of performing fingerprint identifications within AFISs is that
match and close non-match corresponding configurations found in the candidate list of an
AFIS search are often distinguishable through further analysis performed by the human
expert. Distinguishability of such algorithmically corresponding fingermarks is achieved
through the comparison and evaluation of features within the ACE-V process, where
identifications have corresponding features deemed to be qualitatively and quantitatively
sufficient and consistent by the fingerprint examiner. The assessment of consistency in-
cludes the spatial analysis of algorithmically corresponding features, where such correspon-
dences that have come about through generic variability tolerances assumed by the AFIS
matching algorithm further scrutinised by the fingerprint examiner’s expert opinion. This
assessment is undertaken by examining any information regarding the impression and/or
contact medium, along with the expert’s experience-based judgement.

The fingerprint examiner will make considerations when assessing whether a corre-
spondence of features in a candidate list entry from an AFIS search are consistent with

the crime mark (or not). Such considerations include the skin deformation encountered
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on the crime mark, the properties of the object that the impression was left on, the appli-
cation of force and direction in impressing the fingermark, and uncertainty in the marking
precise position of features. In practice, there is generally no precise quantification or
related measures of such aspects causing the spatial variability of features. This is where
a statistical model may be advantageous, as it provides a probabilistic-based quantifica-
tion of the spatial agreement between seemingly corresponding features. Moreover, from
one study, it has been suggested that there are potential benefits for using LR models in

identification casework (Neumann et al., 2011).

Figure 3.1: Flowchart illustrating how the model can be incorporated with AFIS and
the ACE portion of the ACE-V methodology. This includes re-ordering the candidate
list by the LR on unadjusted automated correspondences found between the candidate
and crime mark, filtering out candidate list entries with LR values less than a defined
threshold, and incorporating a re-calculated LR value on expert adjusted correspondences
from the Comparison stage to contribute as additional analytical evidence (along with
expert markup notes and analysis) for the Evaluation stage.

In light of the given operational scenario of the fingerprint practitioner in the forensic
identification context, the desired outcome of the proposed statistical model is to provide

quantifiable and predictive output that can be used as:

1. a quality assurance tool in the ACE-V process where LR values are used to review

evaluation decisions,
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2. an investigatory tool for assessing the evidential impact of feature placement, par-

ticularly when the precise location of the feature is unknown,

3. an automated candidate list filter that prunes the candidate list returned from an
AFIS search request (see Section 1.2.2.4) by removing candidates below a given LR
threshold,

4. an automated candidate list post-processing tool that applies a new ranking (or
ordering) of a candidate list returned from an AFIS search using descending LR

values rather than the default method of ranking by AFIS similarity scores, and

5. an evidential assessment tool that has the potential to provide supportive evidence

for an identification decision.

Figure 3.1 outlines the proposed incorporation of the LR model for usage with AFIS and
the ACE-V framework.

3.1.2 General Properties of the Data: Feature Dimensionality, Com-
pleteness, and Quality

Retrieved fingermarks from crime scenes can often be of poor quality and partial fin-
gerprint coverage/representation, resulting in a lowered confidence and sparse features
available for identification searches. While AFIS has proven to be an invaluable tool in
aiding the identification process by filtering the number of potential match candidates by
removing unlikely correspondences, AFIS matching algorithms are known to have a lower
identification accuracy in this scenario.

In particular, the recent NIST evaluations (Indovina et al., 2011, 2012) indicate that
AFIS performs most poorly in identifying the correct candidate when fingermarks have
less than 15 minutiae and/or are of poor quality. Moreover, the majority of the random
selection of fingermarks used in the evaluation (half of which are from real casework) were
deemed to have poor quality. While the data selection methodology was not intention-
ally devised to mimic real-world proportions of crime scene fingermark characteristics,
nevertheless, this signifies that poor quality is, at the least, prevalent amongst real-world
samples. Finally, other aspects of the evaluation further solidifies the scarcity of fingermark
information are the mean number of non-debatable minutiae for low quality fingermarks
being less than 12, and that 7% of fingermark upright orientations could not be determined
due to partiality and noise.

In another study (Neumann et al., 2011), it was shown that the median number of
detected minutiae for cases of crime scene marks that were deemed to have no value or
be inconclusive by the fingerprint expert was significantly less in comparison to identified
fingermark instances (11 versus 17). Moreover, additional crime scene marks that were
not used for analysis had an even lower median value of 7. Considering these values in con-
junction with the results from the NIST evaluations, it is clear that fingermark cases with
sparse minutiae cause sub-optimal results for both automated and human identification

resolutions.
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In light of these evaluation results, the proposed model will focus on such cases where
sparse undisputed minutiae are available for identification due to poor quality and/or par-
tiality. This will allow the proposed model to be an effective tool for casework, especially

for cases where AFIS performs poorly and tough identification decisions are to be made.

3.1.3 Intrinsic and Extrinsic Factors of Spatial Variability of Landmark
Based Features

The candidate list will often contain exemplars with features that appear to be very
similar to those of the search fingermark. One discriminatory aspect of such correspond-
ing features used in identification are the properties of spatial variability encountered
in true correspondences from true matches versus synthetic correspondences from close
non-matches (Figure 3.2).

In order to cater for the variability encountered in the spatial detail of configurations of
minutiae in the formulation of the model, a deeper understanding of variability introduced
by:

the physiological properties of skin elasticity in terms of regional differences and

deformation characteristics,

the geometry and surface texture of the object that the impression is left on,

the application of force and direction in impressing the fingermark, and

the human expert and environmental conditions in the marking of the precise posi-

tion of minutiae

is required. However, there are limitations in collecting data required for exploring some

of these factors. These limitations can be summarised as:

e the sparse information concerning the possible variability of features due to skin
elasticity properties of a particular fingerprint in question (due to the usually low

number of impressed fingermark(s) encountered in a crime scene),

e the difficulty in collecting samples for creating variability models for non-flat surface

geometries, and

e the indeterminate and complex nature of the variability introduced by the fingerprint

examiner in marking feature positions.

The general modelling approach to cater for both intrinsic and extrinsic variability
factors, with an objective to appease the mentioned associated limitations, is discussed

below.

3.1.3.1 Modelling the Variability of Physiological Properties of Skin Elasticity

under Different Applications on Uniform Geometry

Given our current understanding of fingerprint formation, development and physiological

properties (see Section 1.2.1.2), the following axioms of skin elasticity can be stated:
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Figure 3.2: a) A configuration of 5 minutiae submitted for a search on an AFIS. b)
Spatial distribution of Matches (blue) and Close Non-matches (Red) for the given search
configuration. c¢) Spatial distribution for a specific minutia of the match (i.e., within-
source) population that has bimodal peaks and is non-Gaussian.

e inter-differentiability - skin elasticity properties for each finger are likely not to

be identical.

e intra-differentiability - skin elasticity properties within different regions of each

finger are likely not to be identical.

With reference to these axioms, it can be inferred that information concerning the variabil-
ity of features caused by skin elasticity properties of a particular finger region where the
features resides may be beneficial for fingerprint identification purposes and paramount
for model development.

To create a model of skin elasticity tailored (or fitted) for a specific finger and region,
multiple impression samples are required under different distortion applications for a given
contact medium with static geometric properties (such as a hard flat surface). However,
In the scenario where one-to-one evaluations of a single crime mark against AFIS search
candidates are performed, a within-finger distribution of a crime mark and/or a given can-
didate is often unavailable as retrieved crime marks and samples of a candidates within
AFIS may be few or singular in number. Thus, a tailored skin elasticity model can not
be created for a specific finger and/or regions. To cater for this deficiency, the proposed
model will used generalised skin elasticity characteristics from a rich collection of within-
finger sample sets. Moreover, as an attempt to go beyond creating a generic distortion

model using fixed radial tolerances or other one-size-fits-all generalised distortion mod-
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elling methods (Neumann et al., 2012), configurations of minutiae with likely similar skin
elasticity properties will be categorised by properties concerning spatial variability by re-
gion (if the information is available), clustering/dispersion, and area of coverage. This is
hypothesised to help train the model to learn the intrinsic differences between match and
close non-match correspondences (see Section 3.2).

While the collection of flat geometry samples is readily achievable using biometric
fingerprint scanners, the creation of a substantial collection of samples from non-flat ge-
ometry is both difficult and time consuming. Mathematical methods such as the Thin
Plate Spline (TPS) may be used to model the transformation from a flat geometry to
another smooth surface (representing a non-flat contact medium), simply by applying a
transformation method to simulate non-flat surfaces. However, this ignores important
aspects such as the geometric shape of the finger and the complex bio-mechanical (i.e.,
structural composition, elasticity, and viscosity) properties of the skin. Non-flat surfaces
will also exhibit different compression and expansion affects on the fingertip. As a first
step, the proposed model will only be trained specifically for fingermarks left on hard flat
smooth surfaces using a carefully constructed within-finger sampling methodology that
attempts to represent the variability resulting from all potential methods of force and

directional applications (see Section 3.4.1.1).

3.1.3.2 Model Considerations for the Spatial Variability of Markings Intro-

duced from Human Examiners

While the variability in the marked position of minutiae introduced by the human expert
has had preliminary investigations (Dror et al., 2011) and initial simplistic modelling
attempts (Neumann et al., 2012), practical limitations concerning the in depth modelling
of causes of the introduced variability exists. For instance, quantifying the variability
of influential environmental factors such as the image quality, distortion, ridge width,
and perceptual effects of the regions of interests has not been attempted to be modelled
holistically or individually in any great depth, as many non-trivial known and unknown
complex factors are involved.

To alleviate the issue of catering for the introduced variability of marked minutiae
positions by the human expert in LR model development, a reduction of the influence of
such factors can be achieved by using high quality samples of fingerprints (as deemed by a
quality rating tool) in conjunction with minutia positions marked by automated minutiae
detection algorithms. While variability in detected minutia positions is still encountered
with automated detection algorithms due to distortion and local ridge pattern properties,
human specific factors such as perceptual effects and marker consistency are non-existent.
Moreover, to ensure that minutiae are not spuriously identified, a human can confirm
the minutiae detected by the algorithm as a quality assurance step. Rather than viewing
all of the automatically detected minutiae, human supervision can be used to view and
assess minutiae that are corresponding to searched configurations used in the LR model
development.

While model training and evaluation will contain datasets with automatically marked
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minutiae, the model will be validated on datasets that contain human expert marked
minutiae, in order to assess the absence of catering for the human induced variability.
Moreover, the results will indicate how important this factor is to model for evaluation

accuracy and if this factor can simply be treated statistically as noise.

3.2 Feature Vector Background

Since the operational scenario involving one-to-one evaluations of a single crime mark
against AFIS search candidates does not allow for a skin elasticity model tailored for a
specific configuration of minutiae, the proposed feature vector cannot contain direct mea-
surements derived from the spatial coordinates of minutiae. Instead an attempt to create a
configuration independent feature vector, that contains a summary of information predom-
inantly derived from the spatial coordinates of the corresponding minutiae configurations,
is made.

The feature vector is made up of categorical information and measures derived from
morphometric and spatial analyses that aim to describe general properties of the search

configuration of minutiae. This includes the following categorical information:

e prominent region of the configuration of minutiae (i.e., periphery, core, delta, etc.),

if the information is available,
e number of minutiae in the configuration,

and the following general spatial properties of the searched configuration of minutiae from

the crime fingermark:
e coverage (or area) of the configuration,
e central tendency of the configuration, and
e dispersion/clustering properties of the configuration.

Moreover, the feature vector contains additional components that measure the compara-
tive spatial consistency between corresponding configurations of minutiae from the crime
fingermark and a candidate list exemplar. The spatial properties that are measured from

the pairwise analysis are:
e the consistency in the general spatial properties previously mentioned,
e the consistency in the relative positions of landmarks, and
e the consistency in distortion resulting from skin elasticity characteristics.

While each component within the proposed feature vector is chosen to directly measure
a single general spatial property or pairwise comparison measure, one component may
also provide additional contributions of measurement towards other spatial properties
represented by other components.

The theoretical foundations of the morphometric and spatial analyses used for compo-

nents of the feature vector of the proposed model will now be presented.
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3.2.1 Feature Vector: General Spatial Components

Components describing the general spatial properties of searched configurations of minu-
tiae such as spatial dispersion, central tendency, coverage (or area), and clustering prop-

erties are described below.

3.2.1.1 Centroid Size

A size measure is a useful descriptor of a geometric configuration of landmarks that mea-
sures the spatial spread (or dispersion) of landmark points. Given n m-dimensional points
represented by a matrix X of dimension n x m (representing the x-y spatial information

of minutiae in a given configuration), the centroid size (Dryden et al., 1998) is

SX) = [ D IXi - X2, (3.4)
=1

where X; is the i*" row of X and X is the arithmetic mean of the points in X.

3.2.1.2 Geometric Median

The geometric median (Minsker, 2015) is defined as the point, y € R™, in m-dimensional
space with the total minimum Euclidean distance to a set, X, of n members with X; € R™
forl1<i<n:

gm(X) = arg minz 1Xi = yll, (3.5)
yer™ 3

that represents the central tendency of the points. The geometric median is calculated
using Weiszfeld’s algorithm (Beck et al., 2015).
A closely related point is the centroid, defined as the arithmetic mean position of all

points for all coordinate dimensions:

_ 1 &
X=- X; 3.6
PR (36)
which minimises the sum of squared Euclidean distances for a set of n points. While the
geometric median is harder to calculate, it is more robust to erroneous or outlier data
points.

If a set of points is centred so that the centroid is at the origin, then the geometric
median of the centred shape represents the difference between the centroid and geometric
median, where a larger the difference will tend to indicate an irregular shape with higher
spatial variability caused from outlier points or distant clusters. Given a configuration of
minutiae that is centred about the origin (i.e., the centroid is located at the origin), the
geometric median is calculated as one component of the feature vector. This descriptor
will provide information regarding the properties concerning the central tendency and

spatial variability of a configuration of minutiae.
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3.2.1.3 Area of a Polygon

One spatial property of the configuration of minutiae is the area of coverage of the polygon
that is formed by using the minutiae points as vertices ordered in a clockwise progression.

The surveyor’s formula (Schaer et al., 1991), which is defined as:

n—1 n—1
1
AX) = 3|37 @) + @nn = Y (@is1.0) = o130 (3.)
i=1 =1

is used to calculate the area, A(X), of the polygon defined from the spatial information,
X, of a given configuration of minutiae, ("™ (containing n minutiae) that is centred at
the origin with minutiae ordered in a clockwise progression, while x; and y; are the z and

y coordinates, respectively, of the ith minutia.

3.2.1.4 Ripley’s K Function

The dispersion and clustering tendencies (Figure 2.9) of the spatial arrangement of points
can be described using Ripley’s K Function (Dixon, 2002). Given a finite point pattern,
X = {Xi,Xao,..., X, } representing the spatial information of a configuration of minutiae,

Ripley’s K function is defined as:

n

K(t) = _A DY w(Xi,rig) (i < t) (3.8)

n(n—1) = i

where all n points occur within a planar region A (with area |A|), I(e) is the indicator
function, r;; is the distance between X; and X, and w(e) is a weight function which is
the proportion of the circle centred at X; with radius 7;; that lies within A.
Ripley’s K Function is applied to a configuration of minutiae at 15 uniformly increasing
distances for
t={to,to+ A, ... to+ (q— 1.0} = {to, ..., tq1}

for some fixed value of A, greater than the minimum inter-minutia distance, with ¢,_{
greater than the maximum inter-minutia distance for all configurations of minutiae. A set

of values can be calculated:
Kp(X) = {K(to), K(t1), ..., K(te—1)} (3.9)

as a feature vector component describing the dispersion and clustering tendencies of a
given configuration of minutiae.
3.2.2 Feature Vector Pairwise Spatial Analytical Components

The pairwise spatial analytical components of the feature vector that measure the com-
parative spatial consistency between corresponding configurations of minutiae from the

crime fingermark and a candidate list exemplar are described below.
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3.2.2.1 General Spatial Component Difference Measures

The difference between some of the general spatial components can be used as pair-
wise comparison descriptors. Given another landmark configuration Y (also with k m-
dimensional points) that can represent the spatial information of a corresponding config-

uration of minutiae, we can define the centroid size difference as:
ds(X,Y) = [S(X) = S(Y)]. (3.10)

This centroid size measures provides a coarse comparison between the geometric configu-

ration of landmarks.
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Figure 3.3: (top left) Fingermark with a marked configuration of minutiae used for an
AFIS search. (top right) A corresponding configuration of minutiae from a rolled finger-
print from the same source finger. (bottom) The polygons created from both minutiae
correspondences centred at the origin (0,0) (marked by the black point) and aligned using
the partial Procrustes method. The respective geometric medians are represented by the
red and green '+’ symbols.
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Moreover, the x-y coordinate difference between the geometric medians of the search

and corresponding candidate configurations of minutiae:
dgm (X, Y) = gm(X) — gm(Y), (3.11)
and the difference in area between both configurations:
darea(X,Y) = A(X) — A(Y) (3.12)

can also be used as comparison descriptors of geometric configuration of landmarks. The

dgm and dgreq difference descriptors are illustrated in Figure 3.3.

3.2.3 Euclidean Distance Matrix Analysis

Euclidean Distance Matrix Analysis (EDMA) (Lele et al., 1991) is a robust statistical
method for comparing configurations of landmark data. EDMA uses the Fuclidean dis-
tances between all landmark points from two different configurations, in order to derive a
test statistic for shape difference that is invariant to reflection, rotation, and scale.

A brief outline of the rudimentary theory behind EDMA will now be presented. The

form matriz for a configuration of spatial points, X, is defined as

0 d(X1,Xs) ... d(X1,Xn)
d(Xy, X 0 o d(X9, X
raurx) — | 1% . o X Xa)
Ad(X,, X)) d(Xn,Xs) ... 0

where d(X;, X;) is the Euclidean distance between landmarks X; and X;. The form space
is comprised of a vector containing L = n(n — 1)/2 elements of F'M(X) above the main
diagonal. A one-to-one correspondence exists between every possible configuration with
n landmarks and its respective vector in form space. The form difference matriz for two

configurations, X and Y (each with n landmarks) is

FDM(X,Y) = [FM”(X)] :

FM;;(Y)
where elements of FDM (X,Y) are the ratios of corresponding element-wise distances
between the form matrices FM (X) and FM(Y). A test statistic, 7', was proposed in Lele
et al. (1991) as ratio of the largest value in F'DM over the smallest:
o Inaxij FDMU (X, Y)
N minij FDMU (X, Y)

(3.13)

using coordinate-wise averages X and Y of samples representing populations of spatial
configurations X and Y, respectively. The test statistic provides a statistical determi-
nation of shape differences due to form. It is assumed that the populations of X and

Y have equal variance-covariance matrices. In its normal application, a bootstrapping
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sampling scheme using the populations of the two configurations is used to find confidence
intervals for the test statistic. In this application, the test statistic is simply used as a
metric describing the similarity of corresponding configurations of minutiae, since mul-
tiple impressions of corresponding configurations may not exist within our dataset. An

illustration of the T statistic is given in Figure 3.4.

o JIl

Ly .\,,c

Y ' |

N, ¥

e 0 N |

o e .

" gt a‘.. "4

’-’ g S e Vi .

150 F# e A

'bﬂ‘.ml\ R ' i
o'W e

v N ... g

- 2 as L)
350 400 450 500

Figure 3.4: (a) Query configuration of 7 minutiae.(b) A corresponding configuration of
minutiae from a different finger (i.e., simulated close non-match). The corresponding inter-
minutia distances used to find the largest and smallest distance ratios found in the form
distance matrix to be used by the EDMA test statistic are illustrated by green and red
lines, respectively, on both configurations.

3.2.4 Partial Procrustes Method

Another useful shape measure is derived from the partial Procrustes method (Dryden et
al., 1998), which finds the optimal superimposition of one set of spatial points, X, onto

another, Y, using translation and rotation affine operators:
min [[Y — XT — LAT)? (3.14)
77

where 1j is a (k x 1) vector of ones, I' is a m X m rotation matrix, and  is the (m x 1)
translation offset vector. Using centred landmarks, X, = CX and Y. = CY where
C=1 - %1k 1{, the ordinary partial Procrustes sum of squares is defined as

055,(X¢, Yc) = trace (XZXC) + trace (YZYC)

(3.15)
— 2| XelYellcos p (Xe, Ye)

with p (Xec, Yc) as the Procrustes distance defined as

p (X, Ye) = arccos <i )\¢> (3.16)

i=1
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where Ay,..., A\, are the square roots of the eigenvalues of Z)T(ZngZX with Zx =
HX/||HX| and Zy = HY /|HY|| for the Helmert sub-matrix, H, with dimension k X k.

The partial Procrustes method of alignment applied to two corresponding configura-
tions of minutiae is illustrated in Figure 3.5. The partial Procrustes method for alignment
finds the optimal rotation and offset transformations to minimise equation (3.16). The
advantages of using the partial Procrustes method for alignment over the full Procrustes
method (that has an additional parameter to minimise that accounts for scale variation)
is that no re-scaling is performed, preserving the original distances and scale of the con-

figurations of minutiae for comparison.

ot

4

+

Figure 3.5: (a) Query configuration of 7 minutiae. (b) A corresponding configuration of
minutiae from a different finger (i.e., close non-match). (c¢) The partial Procrustes method
of alignment applied.

3.2.5 Thin Plate Spline and Derived Measures

The Thin Plate Spline (TPS) (Bookstein, 1989) is an interpolation method that derives
affine and non-affine transformations in order to register a set of spatial points onto another
target set. The transformations are derived to minimise a bending energy measure based
on the non-affine transformation component. In this application, the TPS is applied on
pre-aligned corresponding configurations of minutiae using the partial Procrustes method.

Given n control points (or in our application, minutiae locations)

X = {Xl = ($1,y1),X2 = (3527212)7 vee >X1’L = (xﬂdyn)}

from an input image (or configuration of minutiae) in R? and control points

Y = {Yl = (xllayll)aYQ = (xIQayé)7 .. 7Yn = (x'lmy;z)}
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from a target image also in R?, the following matrices are defined in TPS:

0 u(rig) ... u(r)
K u(ro1) 0 u(rap) |
u(rp1) w(rn2) ... 0

where u(r) = r2logr? and ri; = |lpi — pjll,

I 1w

Iz y2 x) b x,

P = . M Q - / / 12 )

U1 Yz Un

1 z, yn
Z [ Q o }T Lo | BLP
= 2%x3 ) = )
) PT | 0543

where K, P, Q, Z, L have dimensions n xn, nx3,2xn, (n+3) x 2, and (n+3) x (n+3),
respectively. The vector W = (wq,ws,...,w,) and the coefficients a1, as, ay, can be

calculated by
L 'Z = (W|a; a; a,)". (3.17)

The elements of L~!Z are subsequently used to define the TPS interpolation function

Z = f(x,y) = [fx(w7y)a fy(:r,y)] ) (3'18)

with the coordinates compiled from the first column of L~'Z giving

n
Fol@,y) = a1 + to0t + ayay + Y wiaU(1X; — (2,9)]) (3.19)

i=1

where [a1 5 Gz 4 ayw]T is the affine transform component for z, and likewise for the second

column, where

n
fy(xv y) = a1,y + Qg oyl + QyyY + Z wi,yU(HXi - (l’, y)”) (3'20)

i=1

with [a1, @y ay,]" as the affine component for y.

It can be shown that the function f(z,y) is the interpolation that minimises
I; « WKWT = Q(L;'KL;H)Q", (3.21)

where Iy is the bending energy measure
922\° 9z \? 922\>
Iy = — 2 — | dxd .22
= LG) 2 (am) - (5) @ 522
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and Ly, is the n x n sub-matrix of L. A deformation grid is illustrated in Figure 3.6 (c) for

similar configurations of minutiae, where non-affine deformations are notably insignificant.

Since affine transformations have already been applied to the corresponding configu-

rations of minutiae, it is expected that minimal affine refinement is required, especially

for true correspondences. Thus, affine transform based metrics relating to shear, rotation,

scale (i.e., compression and dilation) and translation can be defined. Shear, rotation, and

scale based metrics can be calculated straight from Singular Value Decomposition (SVD)

of the affine matrix

USsv’ =svD (

Qrx Axy
Oyz  Ayy

dg = min(6,2m — 0)

From this decomposition, an angle cost

with § = |(arctan(Vy 2, V11) — arctan(Uy 2, Uy 1)|, a shear cost

dshear = 10g(S1,1/S2,2),

and a scale cost

1 1
dscale = IOg <maX (Sl’l’ S2727 g,l’ S2,2>>

are defined. Moreover, a translation cost is defined as

doffset = log ( (a%m + aiy))

using the translation offset components from equations (3.19-3.20).
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Figure 3.6: (a) Query configuration of minutiae and corresponding configuration from a
different finger. The corresponding minutiae are illustrated between the two fingermarks.
(b) The respective TPS deformation grid found without prior alignment of configurations.
In the proposed method, the partial Procrustes method is applied beforehand, resulting
in much smaller affine transformation effects (such as rotation) on the grid. However, this
example without prior alignment is used to clearly illustrate the affine component of TPS.

3.2.6 Three Dimensional Kolmogorov-Smirnov Statistic for Landmarks

A two- and three-dimensional Kolmogorov-Smirnov (K-S) statistic for two empirical dis-
tributions of points has been proposed by Fasano et al. (1987). The proposed statistics
have properties of high efficiency, high statistical power, and distributional freeness. Sim-
ilar to the one-dimensional K-S two sample test, the higher dimensional variants look for
the largest absolute difference between two cumulative empirical distribution functions as
a measure of fit.

The three-dimensional K-S variant is defined as follows. Let two sets with m and n

points in R? be denoted as:

X = {(xhylv Zl)? ceey (‘/Ermyn% Zm)}

and

Y = {(:Ull,yi, zi)? ceey (x;wy;z’ Z;L)},

respectively. In our application, it is assumed that n = m and (z;,y;, z;) € X corresponds

to (24,9}, 2}) € Y for i =1,...,n. However, this is not a requirement of the K-S statistic.
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For each point (z;,v;, 2;) € X we can subdivide the plane into eight disjoint regions:

qi,1 = {(:L',y,z)|x <Z,Yy <Y, 2 < zi}v

qi2 = {(l’,y,2)|$ < Tiy Y < Y 2 2 Zi}v

Gig = {(x,y, 2)|e = wiyy = yi, 2 2 2},
and similarly for each point (z},y},2;) € Y:
qz‘,l = {($)y7 Z)|$ < -T;,y < y;,z < Z}})

G2 =1{(z,y,2)|x < zfy <) 2> 2},

Gis = {(z,y,2)|[x > 2y > o), 2 > 2}

Further defining

X Ngisl [YNg
Dy = max | X0 sl Y0l ‘ (3.28)
i=1,....m m n
s=1,...,8

which is the maximum pairwise difference of normalised point tallies for X and Y within

each of the eight defined regions centred and evaluated at each point in X, and likewise,

(3.29)

D, = max
Jj=1,..,n
s=1,...,8

XnNgl [YNg,l ’

m n

which is the maximum pairwise difference of point tallies for the eight defined regions

centred and evaluated at each point in Y, the three-dimensional K-S statistic is

T =l m. (22522, (3:30)

The three-dimensional K-S statistic variant is adapted for the minutiae triplet feature
space, where each minutia spatial and directional detail is represented as a three-dimensional
point, (z,y,0), with the direction coordinate being of circular nature. Given m = n minu-
tiae correspondences from two configurations X and Y, alignment is initially performed
using the partial Procrustes method (Dryden et al., 1998) prior to calculating the statistic
of equation (3.30). This ensures that minutiae correspondences are close together both
spatially and directionally before any calculations occur.

The circular nature of direction must be handled differently from the location coordi-

nates of minutiae. Instead of raw angular values, we use the orientation difference:
(0, 00) = g — min(27 — |0 — 6], |0 — 6o)) (3.31)

where z(0,00) € [, 5]. Each minutia triplet, (z,y, #), is then transformed to (x,y, 2(0,6))
where the centred minutia used to create the eight regions has a direction of 0y, while re-

gions are separated in the third dimension by the constraints z(6, 6p) > 0 and z(6, 6y) < 0.
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The two-dimensional variant of the K-S statistic (using 4 defined regions instead of 8)

is illustrated in Figure 3.7 for minutiae location detail (z,y), for corresponding reference

minutiae.
qi1 ; qi2 q'i ; q'iz
a) oosf 5 {1 b) oosf 3 ]
00t |X N gurl=3 IXNgizj=2 00sf |X N gli|=t C XNgul=
002k ¥ N qis|=4 + it 1Y N giz|=1 00zl Y N g |=4 + 1 [Y N gq'iz|=1
0.00f 5| 1 0.00f i
+ s
-0.02f ; 1 0.02f :
-0.04f + 1 -0.04+ + |
|X N gis|=1 : |X N gis|=0 X Ngqis=1 : XN qlil=0
-006f |V N gis|=1 | ¥ N gis=1 006 |V Nqs|=1 | |¥ N q'ie|=0
—008f gi3 qit ] 0081 g3 q'i4
T006 004 007 000 002 004 006 006 004 007 000 002 004 006

Figure 3.7: (a) The region point tallies (location only) of the 2D K-S statistic illustrated
for an arbitrary minutia from the minutiae query configuration found in Figure 3.4 (a).
(b) The respective region tally for the corresponding minutia from the close non-match
configuration found in Figure 3.4 (b).

3.3 Proposed Model

The proposed LR model that utilises a probabilistic framework based on Support Vector
Machines (SVMs) to learn intrinsic differences of feature vectors from match and close

non-match comparisons, and evaluate LRy and LR.iqnt measures, is now presented.

3.3.1 Feature Vector Definition

Given two corresponding configurations of minutiae, (™ and y(™, with corresponding
spatial information pre-aligned with the partial Procrustes method (see Section 3.2.4)
denoted as X and Y, respectively, a feature vector based on the previously discussed

morphometric and spatial analyses is constructed as a set of three sub-components:
X;’k = {ng X?a Xf} (3'32)

consisting of:

e X{ - a categorical component describing properties of the configuration of minutiae
from the crime mark that is used to select the specific model instance (from a col-
lection of pre-tuned models fitted for different combinations of categorical values) to

use for evaluation,

g

e X - a general analytical component describing the general spatial properties of the

configuration of minutiae from the crime mark, and
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e x! - a pairwise analytical component describing comparative analyses of spatial

properties between corresponding configurations of minutiae from a crime mark and

candidate exemplar.

The vector sub-component, x§, contains the following core and optional categorical

information:
x§ = {size(X), region(X)}

e size(X) - the number of minutiae in X.

e region(X) (optional) - description of the region of the configuration of minutiae
of values unknown, left upper periphery, right upper periphery,core, textitleft lower

periphery, and right lower periphery.

The vector sub-component, x?, containing both mandatory and optional general spatial

information is represented as:
x{ = {5(X), gm(X), A(X), K;(X)}

describing the general spatial properties of searched configurations of minutiae, where:
e S(X) - is the centroid size measure defined in equation (3.4),
o gm(X) (optional) - is the geometric median defined in equation (3.5),
o A(X) (optional) - is the polygon area derived from equation (3.7),

e K;(X) (optional) - is a vector of Ripley’s K function values defined in equation
(3.9),

The vector sub-component, x%, containing both mandatory and optional pairwise spa-
tial analytical components between a searched mark and candidate exemplar configura-

tions of minutiae is defined as:

Xf - {dS(X7 Y)7 dgm(X7 Y)7 daT‘ea(X7 Y)7 T7 OSSP(XC7 YC)? -[fa d97

dsheara dscalea doffseta Zm,n73D}

where:

e dg (X,Y) is the centroid size difference metric of equation (3.10),

dgm (X,Y) (optional) is the geometric median difference metric of equation (3.11),

dareq (X,Y) (optional) is the polygon area difference metric of equation (3.12),

T is the EDMA test statistic of equation (3.13),

055,(X¢,Y) is the ordinary partial Procrustes sum of squares of equation (3.15),
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o I, do, dshear, dscale, and dyfrser are the defined measures of equations (3.22) and
(3.24 -3.27) resulting from applying the TPS, and

® Zmn3p is the modified three-dimensional K-S statistic of equation (3.30).

The feature vector components x¢ and x? describe both categorical and spatial prop-
erties of the crime mark configuration of minutiae with the aim of providing contextual
information (both categorically and analytically, respectively) to help interpret the results
of the pairwise analysis features found in component, x?. For example, it is expected
that as the minutiae quantity grows that the average bending energy, Iy, will also likely
increase as more paired minutiae will require non-affine movement for interpolation.

The pairwise spatial features analysis found in x! describe important comparative
analyses of the characteristics of shape and form. This includes measuring consistency
in general spatial properties, relative positions of minutiae, and skin distortion charac-
teristics. For instance, K-S statistic describes the overall goodness-of-fit of the spatial
distribution of minutiae relative to individual minutia, the EDMA statistical descriptor
describes a scale invariant measure of inter-landmark distances, and the TPS based mea-
sures look at the affine and non-affine alignment costs of configurations. While some of
the chosen pairwise similarity measures are theoretically related, they are not necessarily
guaranteed to be correlated with each other. For instance, a large EDMA test statistic
value will not always equate to a large TPS bending energy cost. Any observed correlation
would be largely dependent on a given query configuration and its correspondences.

The feature vectors are categorised by the general categorical information components
found in x§, containing details such as the number of minutiae in the corresponding con-
figurations. The x§ component is solely used for feature vector categorisation purposes
and is not used for analytical purposes. Moreover, the feature vector structures are fur-
ther organised by match and close non-match classes for model training and evaluation
purposes.

The analytical portions of the feature vector, labelled as:
X; = {ngvxf}U (3'33)

have all individual features standardised to have a component-wise mean of zero and
variance of one. This method of standardisation is often (but not guaranteed to be)
advantageous for machine learning techniques (Ben-Hur et al., 2010; Luor, 2015) such as
SVMs, logistic regression, and neural networks, as feature values with different scaling can
result in reduced accuracy.

Unlike feature vector definitions found in all other reviewed models (see Section 2.5.1),
the feature vector in this model has a fixed sized independent of the number of minutiae.
In addition, the components are largely not direct measurements of minutiae properties,

but rather, results from analytical methods derived from such direct measurements.
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3.3.2 Learning Feature Vector Classes with Support Vector Machines

A probabilistic framework (Platt, 1999) based on Support Vector Machines (SVMs) is em-
ployed for finding the posterior probabilities of classes M = {K, Hp} and M' = {K, Hp},
describing match and close non-match cases, respectively, for a given feature vector derived
from a crime mark and candidate list exemplar. SVMSs are supervised learning models that
are non-probabilistic binary linear classifiers of feature space, finding the optimal sepa-
rating hyperplane for a training set of features. The use of kernel functions allows for a
non-linear classification boundary in feature space. This is because certain kernel func-
tions transform the feature space into a higher dimension, where a linear separation of
classes may exist. Classification errors are expected to occur in SVM applications; how-
ever, this is generally reduced by using training methodologies such as cross validation
and by avoiding the over-fitting of SVMs on training datasets.
SVMs are defined to have an un-thresholded output of

F(x) = h(x) + b (3.34)

with .
h(x) = Zyiaik:(xi,x) (3.35)
i=1

where x; is the ith support vector (or ith feature vector from a training set of m), k(e,e)

is the kernel function, and the target thresholded output y; € {—1,1} represents the two

classes M and M/, respectively, and o = (a1, . . ., a;,) are Lagrange multipliers maximising
m 1 m

max Wi(a) = z;ai —5 'Zl a0y Yk (x4, X5) (3.36)
1= )=

subject to a; > 0 for all i = 1,...,m and ) ;" ouy; = 0. The radial basis function (rbf)
E(xi,x) = exp(—7|x; — x|*) (3.37)

is the kernel function used to cater for potential non-linear relationships that may exist

with the proposed feature vectors. Training the SVM minimises the objective function

m

O3 (- yif (i) + gl (3.39)
i=1

where C is the soft margin parameter (i.e., regularisation term which avoids overfitting)
and F is the Reproducing Kernel Hilbert Space induced by the kernel k. The norm of A is
penalised in addition to the approximate training misclassification rate. By transforming
the thresholded target values with

_yitl
=

ti (3.39)

the posterior probabilities P(y; = 1|f(x;)) and P(y; = —1|f(x;)) representing the proba-
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bilities that the feature vector x; is of classes M and M/, respectively, can now be estimated

by fitting a sigmoid function after the SVM un-thresholded output with

P(K,Hp|f(x;)) = P(x; is class M| f(x;))

— P(y; = 1/f(x1)) (3.40)
1
" 1+ exp(Af(x;) + B)

and

= P(yi = —1|f(x:)) (3.41)
=1-—P(y; = 1]f(x))
The sigmoid model suggests that the SVM raw output is proportional to the log odds

of a M class example. The parameters A and B of the sigmoid function are found by

minimising the negative log-likelihood of the training data:

. - 1
g P4 B) == [E (“ o <1 + exp(Af () + B>> '

=1

1
(1 —t;)log <1 1t exp(Af(x) + B)) >

using any optimisation algorithm, such as the Levenberg-Marquardt algorithm (Kelley,

(3.42)

2010). Individual SVMs are created and trained for different configuration sizes and
regions (as defined in the categorical component of the feature vector definition in Section
3.3.1).

3.3.3 Likelihood Ratio Calculations

Using the SVM raw output as the proxy function, f, (:c(m),y(m)) = f(x;), that compares
the similarities of the features of configurations of minutiae, the L Rx measure defined in

equation (3.2) can be formulated as:

P(f(xi)|K, Hp)
P (f(xi)|K,Hp)

LRy = (3.43)

The probability distributions of equations (3.40-3.41) are posterior probabilities. Nev-

ertheless, For simplicity, we can defined:
P(K,Hp) = P(x; is class M) = a, (3.44)

and
P(K,Hp) = P(x; is class M') = 1 — q, (3.45)

where a reflects the proportion of truly corresponding configurations of minutiae within

the candidate list given correspondence criteria, K. This makes the LR of equation (3.2)
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proportionate to the posterior ratio (PR ):

1 —
LRy < a> PRy (3.46)
(1 —a\ P(x;is class M|f(x;)) (3.47)
- a "P(x; is class M'| f(x;))’ ‘
or in the original notation,
LRy — P Hp) P(K, Hplf(xi)) (3.48)

P(K,Hp) P(K,Hp|f(x;))

In practical application, the posterior probabilities of P(x; is class M) and P(x; is class M)
can be derived from statistics of a given AFIS system or any other relevant prior statistics
concerning the candidate list population. However, for simplicity, we can assume that
P(Hp) = P(Hp) = 3 and that K is independent of Hp and Hp (ie., P(K,Hp) =
P(K) x P(Hp) and P(K,Hp) = P(K) x P(Hp)), giving:

P(K, Hp|f(xi))

LRI Bk Hp f(x))

(3.49)

While previously defined LR methods are indirectly (i.e., AFIS-based LR models) or
directly (i.e, feature vector LR models) founded on the distributions of dissimilarity met-
rics, the proposed LR calculation is based on class predictions, using a number of spatial
measures as inputs. Some measures, such as those contained in the general analytical com-
ponent, x?, avoid implicitly or explicitly measuring a dissimilarity between corresponding
configurations. Instead, the intrinsic relationships between the feature vectors and classes
M and M’ are learnt. Additionally, the proposed LR of equation (3.46) does not represent
an evidential weight for the entire population like other LR model calculations do. Rather,
an evidential weight focussed on the spatial consistency of corresponding configurations
of minutiae (usually found in AFIS candidate lists) for query configurations is provided.

The calculation in equation (3.46) can be extended to provide an approximate eviden-

tial LR value for the entire population with the following:

P(f (xi)|K, Hp) y P (K|z"™), Hp)

P(f (xi)|K,Hp) P (K|z(™) Hp)
LRk Candidate List Inclusion LR

~ P(K,Hp|f (x;)) o P (K|z™, Hp)

P (K,Hp|f (x)) P (K|z(™), Hp)

LRy approx. Candidate List Inclusion LR

LRweight ~

(3.50)

where LRy is multiplied by the ratio of probabilities concerning the thresholds being
met for a given configuration, (", under match and non-match conditionals. In another
interpretation, the candidate list centric LR, LR, is multiplied by the LR concerning
candidate list inclusion. For simplicity, if we assume independence between both ratios,
the L Ryeignt measure becomes equivalent to the traditional LR interpretation that directly

assesses the strength of evidence.
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The tolerance settings of K can be tuned to allow the majority of all observed cor-
respondences (for both between- and within-source examples) in a training set of size,
M, of paired configurations to be correctly discovered by the matching algorithm. In

mathematical notation, this is equivalent to minimising the following error function:

M
_ 1
Kerror = m}%ﬂ [M Z Lops (xgm)ayl(m)) - Ik (xgm)ayl(m)) ’] (351)
i=1
where
(m) (m) 1 if :L'Z(-m) corresponds to ygm),
Loss (“’ i ) . (m) (m)
0 if 2, does not correspond to y;
and .
i .(m) : : . (m)
1 if xim algorithmically corresponds to yim ,
(m) (m) given parameters, K,
1« (””” Vi ) = (m)
0 if z;" does not algorithmically correspond
to y§m), given parameters, K.

Given this methodology of tuning parameters K and an ideal scenario where the proba-
bility P(K |z, Hp) will be close to 1, the following relationship exists:

LRy

LR“ ight ~ 3.52
croht I (li‘x(m))liD) ( )
and can be re-written as

weight ™ K P(K|$(m)7 liD) '

Rarity of (")

where the second term represents the rarity of finding correspondences to (™) that meet
tolerances, K.

The overall framework of the proposed likelihood ratio model is presented in Figure 3.8.
An advantage of this framework is that an evidential LR based on a large dataset within
an AFIS can be calculated using only the candidate list returned from an AFIS search
and P(K|z(™) H,) (which is easily estimated if the dataset size is known). Moreover, the
architecture is flexible for change as SVM models can be customised and built for different

categories and feature vector definitions.
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Figure 3.8: SVM framework for calculating LR on defined feature vectors.

3.3.4 Scalability of Likelihood Ratios

In biometric systems, the term scalability describes a well known phenomenon that exists
with regards to the identification accuracy, where an increase in gallery size (being the
size of the reference database used for searching) will usually yield a lower identification
accuracy for search results (Grother et al., 2014). More specifically, the probability of
the rank-1 candidate (i.e., the candidate in candidate list with the highest AFIS similarity
score) being a non-match increases with increased gallery size. An explanation of this phe-

nomenon is that larger sample sizes have a higher probability of containing rarer events,
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such as close non-match correspondences that have a higher algorithmically assessed simi-
larity than some examples of true match correspondences. This is especially prevalent for
true match correspondences where the reference fingermark may have different distortion
or the existence of noise, resulting in a reduction in the similarity score.

Scalability has strong implications for real-world practitioner work, as the average
workload is directly related to how far away a correct candidate is to the rank-1 position
in a candidate list. With ever increasing AFIS datasets, the average rank of the correct
candidate will increase, causing more close non-matches to be evaluated and potentially
leading to erroneous decisions. Moreover, as the average processing time will also increase,
the backlog of work will grow without additional staff.

While the increase in gallery size does not change the expected values of the LR,
the probability of finding a false candidate at rank-1 with misleading a LR calculation is
expected to increase as more close non-match correspondences are encountered. Moreover,
this increases the risk of erroneous identifications to be undertaken by the human examiner

(Busey, 2014). This property can be expressed mathematically as:

P (LR (y(m)70y(m)(1, Ga)) > 1| HD) > (3.54)
P (LR <y(m)7Cy(m)(1,Gb)> > 1| HD) .

where Cym)(1,Gq) (and Cym)(1,Gp)) is the corresponding configuration of the rank-1
candidate in a candidate list for a specific search configuration, y(™), searched against
gallery, G, (and Gp) , while galleries G, and G}, are sourced from the same population
and acquisition conditions as the search configuration with sizes a and b, respectively, and

a > b. A related property conditioned for close non-match cases is the following;:

p ([max LR (y(m),Cy(m) (r, Ga))} > 1| HD) >

1<r<a
- (3.55)
P <[1r£13%<b LR (y(m), Cyim (1, Gb))} > 1| HD>
or alternatively,
P (LQ%L LR (y<m>,0y<m) (r, Gn))] > 1| HD> s (3.56)

as n — oo. The probabilities in equation (3.55) can be further modified to the following

inequality:

P (LR (y(m),Cy(m)(r, Ga)> > 1| HD) >

P (LR (y<m>,cy<m> (r, G,,)) >1| HD) . 357

for any rank, r.

One metric that measures the general evaluation accuracy of LR models is the Rate of
(m)

Misleading Evidence in favour of Prosecution (RMEP). Given y;"~ as the ¢th probe in a
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set of S search probes, Yg, the RMEP is defined as:

1 >ore1 I (ygm% C o (1, Gn))
RMEP (s, Gn) = > : (3.58)

1<i<8 | 2ore1 10 (ygm)a C o (75 Gn), HD)

where the indicator functions, Ip and Iy, are defined as:

> - 1 if LR (a(m),b(m)) > 1 and Hp is true,

0 otherwise.

and
1 if for LR (a(m), b(m)) hypothesis Hy is true,

Y

Iy (a<m>, b, Hg) _
0 otherwise.

respectively. The RMEP value is the rate of probes from Yg searched against gallery G,

that have an LR > 1 when Hp is true. Similarly, the Rate of Misleading Fvidence in

favour of Defence (RMED) metric is defined as:

| Sy Ip (57, C o (1, Gin))
RMED (Ys, Gy) = > : (3.59)

1<i<S 277}21 Iy (l/gm)> Cygm) (r, Gn)»HP>

where we have the indicator function, Ip:

1 if LR (a™) b)) < 1 and Hp is true,
o) = [ TR0 < 1
0 otherwise.

giving the rate of probes in Yg with LR < 1 when Hp is true. A variation on the RMEP
and RMED metrics can be defined for ranks 1 to R in the candidate list:

S (5™, Cyon (1, Gu)

1
RMEP (Ys,Gn) = ¢ > — (3.60)
S5 | 0 Iy (yz( )’Cygm(h Gn)aHD>
and
| S Ie (8™ Cyon (r,G)
RMED, (Ys, Gn) = > : (3.61)

1<i<S 25:1 Iy (yi(m)v Cygm) (r,Gn), HP)

One objective of this work is to assess the evaluation accuracy scalability of LRy with
increased gallery size using well defined metrics that are based on the conditionals in the
probabilities of equations (3.60) and (3.61), along with general error rates and descriptive

statistics as performance measures on a candidate list that is re-ordered using L Ry values.
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3.4 Experimentation

In this study, four different experiments were performed in order to assess the viability of

the method in calculating the following:

i LRk values that illustrate the performance of the method to help evaluate correspon-
dences between features of a search mark and candidate against other corresponding

feature sets in the candidate list, and

ii LRyeight values that illustrate the performance of the method to help evaluate the
weight of evidence of a given correspondence between features of a search mark and a

candidate.

Firstly, a small scale experiment (see Section 3.4.3) designed as a proof-of-concept
evaluation was undertaken, using a small search gallery and the mandatory components
of the proposed feature vector, in order to evaluate the effectiveness of calculating the
candidate list centric LRy measure. Secondly, a large scale experiment was performed
using a different much larger dataset using the same subset of mandatory feature vector

components in order to:

e analyse the performance of LRy and compare the results of the measure with the

small scale experiment, and
e analyse the performance of LR.ign: and compare with the LRg results.

Thirdly, a large scale experiment using the complete form of the feature vector (including

optional components) and re-tuned models was performed in order to:

e analyse the properties of the components of the full feature vector in order to ascer-

tain any relevant statistical properties and relationships,

e assess the improvement in accuracy in LRk and LR.ignt measures encountered by
adding optional feature vector components that attempt to further describe spatial

properties of the search configuration of minutiae, and

e approximate the effects of increased gallery size on evaluation accuracy (i.e., a scal-

ability measure)

Lastly, a verification experiment on real-world match and close non-match cases was un-
dertaken.

The remainder of the chapter will be organised as follows. Firstly, the datasets used in
the experiments are described. This is followed by a description of each experimental setup
including the AFIS search algorithm and machine learning parameter tuning methodology.
Following this, the experimental results for each experiment will be presented. Finally,
conclusions based on the experimental results and the practical viability of the proposed

model are presented.
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3.4.1 Experimental Datasets

A number of experimental datasets are created for model training, testing, and evaluation

purposes. The aim of these datasets were to:

represent a within-finger distortion datasets that is sub-sampled to simulated latent

marks retrieved from a crime scene specifically for model training and evaluation,

represent real latent mark retrieved from a crime scene with a corresponding AFIS
template record that have correspondences sub-sampled specifically for model eval-

uation purposes,

represent a general ad-hoc collection of live-scan and rolled records that can be found

in an AFIS gallery that will be searched against for close non-matches, and

represent ten-print records found in a typical law-enforcement centric AFIS gallery

that will be searched against for close non-matches.

3.4.1.1 Experimental Dataset A - Within-Finger Distortion Set (Small Scale

Experiment)

A within-finger distortion dataset was developed in order to produce a rich set of samples

to learn within-finger distortion characteristics. A dataset was created based on a similar

methodology as found in Neumann et al. (2012). Using a Suprema Inc. Realscan-D live

scan device, the following fingerprint collection methodology was executed:

16 different linear directions of force,

four torsion directions of force,

central direction of force,

all directions described above had at least three levels of force applied,
at least two rolled acquisitions were collected, and

numerous impressions with emphasis on partiality and high distortion were obtained
by recording at least 15 frames per second, while each finger was manoeuvred about

the scan area in a freestyle manner for a minimum of 30 seconds.

A minimum of 515 impressions were collected per finger from 48 different fingers (sourced

from eight individuals), giving a total of approximately 25,000 impressions. Samples of

the dataset are illustrated in Figure 3.9.
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Figure 3.9: Random selection of samples in Dataset A for a particular finger where various
direction, torsion and pressure applications are observed.

3.4.1.2 Experimental Dataset B - Within-Finger Distortion Set (Large Scale

Experiment)

Following the same methodology as the dataset created in Section 3.4.1.1, a larger within-
finger distortion dataset was developed, where a minimum of 1000 impressions per finger
were collected. Sampling via the live-scan device was run long enough to give an average
total of approximately 1250 impressions per finger. In addition, a total of 160 fingers from

20 individuals were collected, to give an approximate total of 120,000 distinct impressions.

3.4.1.3 Experimental Dataset C - Within-Finger Distortion Set (NIST24)

An alternatively sourced within-finger distortion dataset was created from the NIST 24
dataset containing video files of live-scan fingerprints, where each frame of the video was
saved as a single fingerprint impression. The dataset contains 100 distinct fingerprints from
10 individuals with 300 frames recorded, from which roughly half were usable (as judged
by the NFIQ quality algorithm). This gave an approximate total of 15,000 impressions.

Examples of the impressions are illustrated in Figure 3.10.
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Figure 3.10: Random selection of samples in Dataset C for a particular finger with different
various directional application.

3.4.1.4 Experimental Dataset D - Ad-hoc Between-Finger Dataset (Small

Scale Experiment)

Using the publicly available databases found in Table 3.1, a between-finger dataset was
constructed to find close non-matches for the small scale experiment. An approximate
total of 122,003 impressions from 40319 fingerprints were collected to form this set. Due
to the varying number of multiple impressions included with some fingerprints, this dataset
is not suitable for the LR, e;gns calculation as it will introduce another factor of complexity

for the weight of evidence centric calculation.

Database Fingerprints | Impressions Total
per Finger | Impressions
Watson (1992) 2000 2 4000
Watson (1993) 3840 1 3840
Watson (1993) 27000 2 54000
Watson (2001) 1403 1 1403
Anon. (2012) 4000 5 20000
Maio et al. (2000) 330 (approx.) 8 2640 (approx.)
Maio et al. (2002) 330 (approx.) 8 2640 (approx.)
Maio et al. (2004) 330 8 2640
Fierrez et al. (2007) 450 12 5400
Yin et al. (2011) 636 40 25440
Total 40319 122003

Table 3.1: Details on the between-finger datasets used in the experiments.

3.4.1.5 Experimental Dataset E - AFIS Between-Finger Dataset

A larger between-finger dataset was sought to find close non-matches and to have equal
weighting per individual (i.e., one impression per finger). This is needed when calculating
the weight-of-evidence LR measure, LR, ¢;gn:. the UNIL dataset containing approximately
one million impressions (100,000 individuals with one impression per a finger) was sourced

for this purpose.
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3.4.1.6 Experimental Dataset F - Real World Latent to Exemplar Match
Mated Pairs

The NIST 27 database (Garris et al., 2000) containing 258 rolled ten-print exemplar to
latent marks match pairs from real crime scenes with human examiner minutiae markings.
Different sets of minutiae have been labelled by latent examiners for each ten-print to latent

case, including:
e a set containing all minutiae points on the latent fingerprint,
e a set containing all minutiae points on the ten-print mate, and

e two sets containing the corresponding minutiae points between the latent mark and

ten-print mate.

A total of 27,426 minutiae recorded across the set of fingerprint exemplars with 5460 minu-
tiae in common with their matching latent mark. Figures (3.11) and (3.12) illustrates a
mated pair example with marked minutiae, aligned corresponding minutiae and distortion

characteristics.

200 250 300 350 400 450 500 550

Figure 3.11: (left) A configuration of minutiae from a latent mark. (right) Ten-print
exemplar from the NIST27 database with corresponding marked minutiae.
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Figure 3.12: (left) Aligned corresponding minutiae from the NIST27 sample illustrated
in Figure 3.11. (right) Thin plate spline deformation grid illustrating the encountered
distortion using the corresponding minutiae pairs. This dataset is an ideal evaluation set
as it will contain real life spatial variability introduced from skin distortion, the finger-
print expert in the precision of his/her markings and other the crime scene environmental
factors.

3.4.1.7 Experimental Dataset G - Real World Close Non-Match Mated Pair
Case Set
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Figure 3.13: (left) Marked configuration of minutiae from a fingerprint. (right) A paired
corresponding close non-match configuration of minutiae (marked in yellow) from another
fingermark.

A collection of 25 mated pairs of close non-matches from various sources in the forensic
community (Langenburg (2009); Anon. (2013)) and number of minutiae were collected
for the evaluation of the proposed models (Figure 3.13). All pair examples were taken
at 500ppi with half of the pairs being latent mark to exemplar examples, while the other
half are scanned pairs. Moreover, approximately half of the instances contain minutiae

markings from fingerprint experts.
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The importance of this dataset is significant for the evaluation of the proposed models,
as independent real-world close non-match cases besides the well publicised cases such as
Mayfield (Figure 1.7) are hard to find.

3.4.2 Experimental Methodology
3.4.2.1 Candidate List Search Algorithm

A simple algorithm based on minutiae triplet features (i.e., landmark based, see Section
1.2.2.3) was used to find match and close non-match populations. The minutiae triplet fea-
tures were extracted in a fully automated manner. Impressions with noticeably low quality
and minutiae in low quality regions were removed to help prevent spurious minutiae.

After feature extraction is complete, the search algorithm finds all equally sized cor-
responding configurations of minutiae of exemplars in a given dataset for specified query
configurations of minutiae. This is performed by crudely aligning a query configuration
structure with translation and rotation transformations associated with all possible minu-
tiae triplet pairs between query and exemplar configuration structures. Minutiae pairs are
discovered by finding the closest corresponding minutia after alignment, with distance and
angular tolerances taken into account. Distance tolerances are adaptively set based on the
configuration area of coverage, while a fixed angular tolerance of +22.5° is used. If a par-
ticular alignment produces minutiae pairs meeting both distance and angular tolerances
for all minutiae from the query configuration, then the corresponding sub-configuration of
the exemplar is noted.

A second stage of alignment is then performed for all discovered corresponding con-
figurations of minutiae. Firstly, query configurations are re-aligned with the partial Pro-
crustes method using the recorded minutiae correspondences as point constraints. Using
the partial Procrustes method ensures that the scales of either landmarks are not altered.
Ignoring scale provides a sound comparison of landmarks, since all minutiae structures
are already normalised by the resolution and dimensions of the digital image. Secondly,
the TPS registration is then applied to analyse the further affine transformations and
non-affine deformations required to match points.

After the alignment stages, a test is performed to verify the closeness of the discov-
ered correspondence. If the bending energy, shear, or scale costs are higher than defined
thresholds (set as K = (0.03,0.625,0.475), respectively), the correspondence is ignored
due to the likely unnatural additional affine transformations or distortion encountered.
This rule is employed because the partial Procrustes method is expected to represent the
majority of the affine transformations required, while the non-affine component of TPS
should not encounter significant deformation beyond the physical limits of skin movement.
The thresholds, K, have been tuned to accept all within-source correspondences from a
test set of approximately 100 configurations. Finally, a variably sized candidate list with
all valid corresponding configurations of minutiae is produced. The search algorithm is
outlined in Figures 3.14 and 3.15.
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Figure 3.14: Overview of the minutiae correspondence search algorithm. The partial
procrustes and TPS related constraints are highlighted in blue and pink areas, respectively.
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Figure 3.15: Flowcharts detailing procedure for the different alignment stages in the minu-
tiae correspondence search algorithm.
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3.4.2.2 SVM Training, Parameter Selection, and Evaluation

A training set is created by randomly selecting up to half of all feature vectors for discov-
ered corresponding configurations (for each respective SVM created per configuration size
and region) but no more than 10,000 feature vectors in total, due to the computational
complexity involved in training the SVM models. Moreover, the training set is selected to
have an equal representation of match and close non-match cases whenever feasible. An
evaluation set is creating using an equally sized random sample from the remaining fea-
ture vectors. The process was then repeated by swapping the training and test sets (i.e.,
two-fold 50:50 cross-validation) and the average accuracy results are used to determine
the LR model accuracy. If possible, both test and evaluation samples contain the same
number of match and close non-match samples.

The SVM radial basis kernel parameter, v, and the soft learning parameter, C, of
equations (3.37) and (3.38), respectively, are selected using a grid based search with cross-
validation in order to measure the test accuracy for each parameter combination, (vy,C).
The parameter combination with the highest test classification accuracy is selected for
each constructed SVM.

3.4.2.3 Software Implementation and Environment

The proposed model was implemented using a mixture of C++, Java, Python and R
programming languages in a Linux operating system environment (Ubuntu 14.04 LTS
64-bit).

Initially, the minutiae triplet features were extracted in a fully automated manner using
the NIST mindtct tool (Anon., 2015) without manual attention towards spurious results.
Low quality impressions with an NFIQ quality ranking less than 4 and minutiae with a
mindtct quality score greater than 0.2 were only used to help remove spurious minutiae.

After automatic detection and filtering of minutiae features, a simple graphical tool
written in Java was used to add, remove, and edit minutiae detail from search fingermarks
(Figure 3.16) to ensure that all searched configurations of minutiae contained accurate
detail.

To find the close non-match and match correspondences, the proposed search algorithm
(see Section 3.4.2.1) and feature vector construction (see Section 3.3.1) was implemented
from scratch. SQLite was used to store the fingerprint features in a schema format that
helped expedite experiments.

The scikit-learn library (Pedregosa, 2011) was utilised for the SVM model building,
while the R shapes package (Dryden et al., 1998) was used for the Procrustes and Thin
Plate Spline analyses. Results were illustrated using the Matplotlib library (Hunter, 2007).
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Figure 3.16: Screenshot of the simple fingerprint editor tool used to edit/remove auto-
matically detected minutiae and add additional minutiae. The example displayed has
numerous spurious low-quality minutiae that need to be removed.

In order to cater for the large computational overhead involved in searching for cor-
respondences, the experiments were run on two computers containing dual socket Intel®)
Xeon® E5-2650 processors, 32 Gb of memory and solid state drives (SSDs).

3.4.3 Experiment A: Proof-of-Concept

The aim of Experiment A was to run a proof-of-concept of the method using a small gallery
set and limited number of probes, as an initial assessment of the potential robustness and
accuracy of the proposed model. Experimentation was conducted using configurations of
minutiae of sizes 5, 6, 7, and 8 from impressions found in the within-finger dataset as search
input to find match and close non-match examples. The selection of these configuration
sizes was due to the reduced candidate list rank accuracy witnessed by state-of-the-art
AFISs Indovina et al. (2011, 2012) when dealing with such smaller sized configurations.

Configurations were manually selected from Dataset A using an iterative circular
growth around a first minutia until the desired configuration sizes were obtained. Table
3.2 details the respective totals and population proportions of the corresponding config-
urations of minutiae discovered using the prescribed search method detailed in Section
3.4.2.1 on:

e fingermarks within Dataset A that are from the same source as the finger of the
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search configuration of minutiae, and

e fingermarks within Dataset D that are from a different source to the finger of the

search configuration of minutiae,

for match and close non-match examples, respectively. Moreover, for simplicity, only the
mandatory components of the proposed feature vector (see Section 3.3.1) where used to

represent discovered search correspondences.

Config. | Number of Config. Matches | Close
Size Configs Correspondences (Hp) Non-
Matches

(Hp)

) 128 60148 6917 53231

6 121 9389 2336 7053

7 105 5940 5420 520

8 91 3224 2944 280

Total 445 78701 17617 61084

Table 3.2: The discovered corresponding configuration of minutiae statistics from searches
on Dataset A (match cases) and Dataset D (close non-match cases).

A separate SVM was constructed per configuration size of 5, 6, 7, and 8 minutiae.
The feature vectors derived from the search results of selected configurations of minutiae
from fingermarks in Dataset A were used to train and evaluate respective SVMs, using the
training methodology outlined in Section 3.4.2.2. An additional evaluation of the SVM’s

were performed using paired close non-match examples found in Dataset G.

3.4.3.1 Evaluation Results

The distribution of LRy values for match and close non-match feature vector samples
sourced from minutiae correspondence results found in Datasets A (match examples from
the same finger) and Dataset D (close non-match examples) are illustrated as Tippett

plots (Figure 3.17). Error rates for

e RMED: the rate of misleading evidence in favour of defence where Hp is true but
LRk <1, and

e RMEP: the rate of misleading evidence in favour of prosecution where Hp is true
but LR > 1

are reported in Table 3.3. These results illustrate how an increase in the number of
minutiae generally increases the dichotomy between the LRy values of match and close
non-match populations, in support of the coherency of the proposed model (see Section
2.7). However, a true relationship may be obfuscated by the differences in sample sizes and
population proportions. This expected result will, however, be confirmed with additional

experiments.

143



n | RMED | RMEP

9.90% 11.42%
9.53% 9.44%
5.14% 5.03%
3.39% 3.22%

Q0| | S| Ot

Table 3.3: The LR rates of misleading evidence in favour of defence (RMED) and pros-
ecution (RMEP) for corresponding configurations of n = 5...8 minutiae found in the
evaluation set derived from minutiae correspondence searches in Dataset A.

Practical applications of real-world close non-match examples were evaluated with
the proposed model using examples from Dataset G. Figure 3.18 illustrates the LRy
evaluation of a close non-match minutiae correspondence containing 6 minutiae. This
example registered a relatively high AFIS similarity score, however, the model gave a
LRy evaluation favouring the correct hypothesis. Another example is found in Figure
3.19, where a highly similar close non-match correspondence with 5 minutiae was also
evaluated with a LRk favouring the correct hypothesis. A final close non-match example
is given in Figure 3.20, where a configuration correspondence with 9 minutiae was sub-
sampled for all possible configurations containing 5 to 8 minutiae. The respective range
of LRk values all favoured the correct hypothesis. However, a closer inspection reveals
that configurations of size 5 had a maximum LRy value close to a neutral evaluation.

In addition to the close non-match real-world tests, a number of true correspondences
not used in either test or evaluation sets were also investigated, in order to test the flex-
ibility of the model in evaluating true correspondences from unseen configurations. One
example is illustrated in Figure 3.21, where corresponding configurations containing 5
minutiae were evaluated with a LRy value strongly favouring the correct hypothesis. An-
other example found in Figure 3.22, gave a LRy value favouring the correct hypothesis
for corresponding configurations containing 7 minutiae, despite both configurations having
significant differences in applied distortion. A final example found in Figure 3.23 illus-
trates a true correspondence evaluated with a LRy, favouring the incorrect hypothesis.
In this case, one impression (left) is distorted in a westward direction, whereas the other
impression (right) is highly distorted with a clockwise torsional action. The discovered
configuration was selected for illustration because it had the lowest possible LRy value of
all possible correspondences between impressions. Coincidentally, the resulting configura-
tion was situated on highly dissimilar regions due to differences in the applied distortion.

The experimental results illustrate that real-world close non-match cases are generally
assessed with LRs correctly supporting the alternative hypothesis. While the majority of
match cases produced LRy values in favour of the correct hypothesis, a small number
of highly distorted correspondences were evaluated incorrectly. This reveals a possible
limitation of the model, where by using the defined summary based shape descriptors found
in the feature vectors, not all of the intrinsic characteristics of spatiality are accurately
captured or learnt by the proposed framework. Nevertheless, the model is generally robust

towards the majority of cases evaluated in this experiment.
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Figure 3.17: Tippett plots for configurations with 5 (top left), 6 (top right), 7 (bottom
left), and 8 (bottom right) minutiae. The z-axes represents the logarithm (base 10)
of the LRy values in equation (3.2) for match (blue line) and close non-match (red line)
populations, while the y-axes represents proportion of such values being greater than x.
The green vertical dotted line at x = 0 signifies a marker for LRx = 1. The non-match
LRy value gaps are due to the small sample sizes and the random selections used in
the two-folds cross-validation training, producing dissimilarly fitted sigmoid functions on
respective training sets.
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Moreover, another potential limitation of the model is the coarse categorisation of
corresponding configurations by minutiae quantity and source population (i.e., match or
close non-match). Differences in influential factors such as area coverage, point pattern
attributes (i.e., dispersion versus clustering), and source fingerprint are ignored, resulting
adversely on the evaluation accuracy and robustness of the model. In support of this
claim, preliminary experiments have shown that adding the optional components such as
region and area of coverage to the feature vectors resulted in a significantly higher LRy
evaluation for some true correspondence examples that were originally evaluated with a low
LRy . For example, the configuration found in Figure 3.23 had a new value of LRx = 35.1.
Furthermore, it is theorise that by focusing the training of SVMSs on correspondences from
well defined localised regions of a specific source fingerprint, the respective skin elasticity
characteristics of a given region will be learnt in a more individualised manner, assuming
that different regions from different fingerprints have measurably different skin elasticity

characteristics.

Tippett Plot for FVs from 6 minutiae configurations

Probability

Log_Likelihood

Figure 3.18: A real life close non-match sourced from www.clpex.com. The AFIS score
(3M Cogent) was reported as 1135. The LR value is relatively low at log(0.023) = —1.64.
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Tippett Plot for FVs from 5 minutiae configurations
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Figure 3.19: A close non-match found in Langenburg (2009). The respective log LRg
value is log(0.0297) = —1.53.
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Figure 3.20: A real life close non-match (top) sourced from www.clpex.com. The AFIS
score (NEC) was reported as approximately 3800. The LRy value range for 225:5 (7?1) =
255 sub configurations containing m = 5, 6, 7, and 8 minutiae are illustrated on the
Tippett plots (bottom) in respective order.
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Tippett Plot for FVs from 5 minutiae configurations
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Figure 3.21: A true correspondence found in the within-finger distortion set. This con-
figuration was not used for training or evaluation. The respective log LRg value is
log(213.1) = 2.33.
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Figure 3.22: A true correspondence with 7 minutiae found in the within-finger distortion
set. This configuration of minutiae was not used for training or evaluation. The respective
log LRy value was log(29.71) = 1.47.

Tippett Plot for FVs from 6 minutiae configurations
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Figure 3.23: A true correspondence found in the within-finger distortion set. The respec-
tive log LRy value was log(0.041) = —1.39.

148



3.4.4 Experiment B: Large Scale Experiment I

The aim of Experiment B was to run a substantive experiment using a significant collec-
tion of configurations of minutiae from various different fingers for search against a large
gallery (containing approximately one million fingerprint records). Only the core compo-
nents of the feature vector were used, as this experiment was used in conjunction with
results obtained from the small scale experiment of Experiment A in order to validate
the effectiveness of the model’s evaluation output on a different dataset. Moreover, this
experiment helped to evaluate the model’s evaluation accuracy within a large scale AFIS
setting, whilst providing a scalability assessment of the evaluation accuracy for different
gallery sizes.

Experimentation was conducted using configurations of minutiae of sizes 4, 5, 6, 7, 8
and 9 from impressions found in the within-finger dataset as search input to find match
and close non-match examples. As per the proof-of-concept small scale experiment, the
selection of these configuration sizes was due to the reduced candidate list rank accuracy
witnessed by state-of-the-art AFISs (Indovina et al., 2011, 2012) when searching with
such smaller-sized configurations. Table 3.4 details the respective totals and population
proportions of the corresponding configurations of minutiae discovered using the prescribed
search method on the constructed datasets, while Figure 3.24 illustrates the box plot of

the distribution of number of close non-matches for each configuration size.

n Number of Config. Matches Close
Configs Correspondences (Hp) Non-
Matches
(Hp)
4 1893 18660444 388690 18271754
5 12371 10643876 1640540 9003336
6 11014 2027687 1238032 789655
7 2300 165207 142611 22596
8 774 56709 53109 3600
9 154 7410 7280 130
Total 28506 31561333 3470262 | 28091071

Table 3.4: The discovered statistics of corresponding configurations of n = 4...9 minutiae
resulting from searches on Datasets B, C (match cases) and Dataset E (close non-match
cases).
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Figure 3.24: Box plot detailing the distribution of the number of close non-matches for sub
configurations containing m = 4,5, and 6 minutiae (top) and m = 7,8, and 9 minutiae
(bottom). It is evident that an increase in the number of corresponding minutiae generally
results in less close non-matches occuring.
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Figure 3.25: The distribution of centroid for search configurations used in the experi-
ment. The core location for the respective finger for each search configuration is at the
origin, (0,0). It is clear that the left periphery regions are favoured. This is due to the
sampling method, where searching is starting from selecting k-configurations of minutiae
using the left most minutiae as an initial reference point, while the large number of possi-
ble configurations along with the computational complexity of searching did not allow the
experiment to completely exhaust all cases of k-configurations amongst the right periphery
of fingerprints.

Minutiae configurations were initially selected in a similar fashion to Experiment A,
using an iterative circular growth around a first minutia until the desired configuration sizes
were obtained. However, it was discovered that due to this method and the computational
complexity of searching for all configurations for a given fingermark, there was an over-
representation of configurations of minutiae used in experimentation located in around
the starting minutia (Figure 3.25) that was usually found in the left periphery regions.
Upon realisation of how the computational complexity measured up against the available
computational resources, a random sampling methodology was adopted thereafter. The
spatial dispersion properties of the sampled configurations (illustrated in Figure 3.26) are
in agreement with results found in Sclove (1979); Chen et al. (2008). The agreement of
results suggests that the large number of minutiae samples may be spatially representative
of the general population.

The remainder of this section is organised as follows. Firstly, properties of the compo-
nents within the feature vector on close non-match and match populations are examined.
This is followed by the identification evaluation results of the model on the larger gallery.
Finally, a scalability analysis is presented in order to approximate the effectiveness of the

model with increased gallery size.
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Figure 3.26: A plot of the average Ripley’s K function values taken at 15 intervals for
configurations with centroids found at different regions of the fingerprint. In agreement
with result found in Chen et al. (2008) (see Section 2.3.4.2), the minutiae point patterns
have a tendency to be over-dispersed in the micro scale, but tend to cluster from measure
of 25 pixels and above (for 500ppi images of fingerprints).

3.4.4.1 Evaluation Results

An evaluation was performed on the match and close non-match examples using only the
mandatory components of the proposed feature vector. Table 3.5 summarises the RMED
and RMEP results for both the LRk and LRy.ign: measures, for the developed models.
Models were trained and evaluated with the discovered match and close non-matches,
using the training and evaluation methodology outlined in Section 3.4.2.2. All models for
correspondences of 4 to 7 minutiae had a training/evaluation sets of size 10,000 (consisting
of 5,000 true matches and 5,000 close non-matches). The model for correspondences of 8
minutiae had training/evaluation sets of size 3600 (each consisting of 1,800 true matches
and 1,800 close non-matches), while the model for correspondences of 9 minutiae had
training/evaluation sets of size 1,000 (each consisting of 935 true match and 65 close

non-matches).
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n | RMED | RMEP | RMED RMEP
(LRK) (LRK) (LRweight) (LRweight)

4| 47.69% | 26.73% 46.23% 40.61%
5| 37.24% | 23.86% 28.04% 24.8%
6 | 39.52% | 33.84% 26.6% 20.82%
7| 10.82% | 27.87% 2.62% 5.82%
8 | 15.06% | 14.69% 22.22% 19.54%
9 | 15.52% | 20.96% 4.93% 14.35%

Table 3.5: The LRk and LR,cignt rates of misleading evidence in favour of defence
(RMED) and prosecution (RMEP) for corresponding configurations of n = 4...9 minutiae
found in the evaluation set derived from minutiae search configurations in Dataset B.

The results for the LRy results reveal that the number of minutiae has an influence
on the error rates. A significant drop is noticed in the RMED from 6 to 7 minutiae,
and similarly, from 6 to 8 minutiae. The error rates for the 9 minutiae model, however,
do not continue the overall decreasing error rate trend. Moreover, the error rates are
significantly higher than those obtained in the proof-of-concept Experiment in Section
3.4.3 that dealt with a significantly smaller number of configurations. These results suggest
that as the model becomes more generalised by catering for many different configurations
from different finger and region combinations, a performance drop may be encountered,
which may be partially countered by creating separate models for groups of configurations
with similar properties.

The results for the LRyeigns also illustrate that the number of corresponding minutiae
has an influence on the error rates. A significant drop is noticed in the RMED from 4 to
5 minutiae, and similarly from 6 to 7 minutiae. The error rates for the 8 minutiae model
does not continue the decreasing error rate trend. The anomalies in the error rate results
for LRx and LR,eignt is hypothesised to be caused by the smaller number of samples
available for training (i.e., causing over-fitting to occur), along with a small number of
erroneous match examples for corresponding configurations of 8 and 9 minutiae resulting
from inadequately tuned parameters for the search algorithm. This is discussed further in
Section 3.4.5.2.

The probability density of the LRy value are displayed in Figure 3.27 for all trained
models. The dichotomy between match and close non-match cases generally increases with

an increase in the number of minutiae.
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Figure 3.27: The distribution of calibrated LRy values of close non-matches and matches
from models created for configurations with 4 to 9 minutiae.

The probability density of the LR.ignt value for all trained models are displayed in
Figure 3.28. In a similar trend to the LRy distributions, the dichotomy between match
and close non-match cases generally increases with more corresponding minutiae. How-
ever, while the accuracy is improved with an increase in minutiae (where sample size
is adequate), after calibration is performed, a clear coherence issue exists, whereby an
increase of LRyeign: values does not correlate with an increase in the number of corre-
sponding minutiae. This is clearly an issue for evidential interpretation, as an increase in
the number of corresponding minutiae generally increases the rarity of the correspondence
(Figure 3.24).

An observation that can be made in comparing the LRy and LRy.ign; error rates is
that the rarity factor appears to improve the overall error rates for 5 or more correspond-
ing minutiae. This observed behaviour suggests that the RMEP cases may be primarily
sourced from less rare configurations.

The ECE plots for all trained models are displayed in Figure 3.29. The ECE plots
illustrate how the non-calibrated LR,eign: values do not provide a good posterior fore-
casting. However, the calibrated values of LRy,cignt do work well for posterior forecasting

for the given range of prior odds values.
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3.4.5 Experiment C: Large Scale Experiment II

The aim of Experiment C was to investigate properties of the feature vector compo-
nents, ascertain how the non-mandatory feature vector components help improve evalua-
tion performance, assess the accuracy of the proposed model on real-world datasets, and
to understand the scalability properties of the model with a growing AFIS gallery. The
same configurations of minutiae and search gallery used in Experiment B was used in this
assessment. Furthermore, experimentation was identically conducted as Experiment B,
using configurations of minutiae of sizes 4, 5, 6, 7, 8 and 9 from impressions found in the
within-finger dataset.

The remainder of this section is organised as follows. Firstly, properties of all of the
components (including non-mandatory) within the feature vector for close non-match and
match populations are investigated. This is followed by a presentation of the identification
evaluation results of the model that are compared to the results obtained in Experiment
B. Finally, a scalability analysis is presented, in order to approximate the effectiveness of

the model with an increase in gallery size.

3.4.5.1 Feature Vector Properties

From the search algorithm results, the statistical properties of the proposed feature vector
is analysed in order to give insights into the properties of each component. Firstly, an
exploratory analysis of the distributions of each feature vector component derived from
corresponding configurations of n minutiae of match and close-non match classification,
is performed. This is followed by analysis of the relationships that components have with
each other and their usefulness for the classification of match and close non-matches.
The distributions of the EDMA statistic for close non-match and match examples
of configurations of minutiae are illustrated in Figure 3.30. Generally speaking, the di-
chotomy between the match and close non-match distributions correlates with an increase
in the number of minutiae in a configuration. Moreover, the general shape of the distri-

butions resemble variants of the Gamma distribution.
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Figure 3.30: EDMA statistic distributions for randomly sampled corresponding configu-
rations (up to 100,000 match and close non-matches) for configurations with 4 (top left),
5 (top middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and 9 (bottom
right) minutiae.

The distributions of the TPS bending energy, angle, shear ,scale, and offset measures
for close non-match and match examples of configurations of minutiae are illustrated in
Figures 3.31 to 3.35. Like the EDMA statistic, there is generally an increase in dichotomy
between match and close non match examples with an increase in the number of minutiae
for the bending, energy, shear, scale, and offset measures. Moreover, the angle measure
appears to have more variance for close non-matches than match counterparts, with the
variance for match examples steadily decreasing up till 7 minutiae while increasing for 8
and 9 minutiae (potentially due to lower sample sizes). The irregular right tail of the close
non-match distributions of 5, 6, 7, and 8 minutiae are the result of retuning the maximum
allowed TPS bending energy value (i.e., B.Fp4,) used in the search algorithm (Figure
3.14).

157



E for 6 minutiae in region ALL

E for 4 minutiae in region ALL

0.14 B Match
[ Close Non-Match

Probability

0.04

0.02]

0.00!
0.000 0.005 0.010 0.015 0.020 0.025 0.030 0.035 0.040 0.045

E

E for 7 minutiae in region ALL

0.10]

=5
8

Probability

o
=
m

0.04

0.02

0.00!

E for 5 minutiae in region ALL

Match
[ Close Non-Match

0.000 0.005 0.010 0.015 0.020 0.025 0.030 0.035 0.040 0.045

E

E for 8 minutiae in region ALL

Probability

0.04f

0.02f

0.00!

Match
[ Close Non-Match

0.000 0.005 0.010 0.015 0.020 0.025 0.030 0.035 0.040 0.045

E

E for 9 minutiae in region ALL

0.14] . Match
lose Non-Match
0.12
0.10]
2z
3 0.08
g
3
2
* 006

0.04]

0.00
0.000 0.005 0010 0015 0.020 0.025 0.030 0.035 0.040 0.045
E

Probability

[ Match
lose Non-Match

0.00!
0.000 0005 0.010 0.015 0020 0.025 0.030 0.035 0.040 0.045

E

Probability

Match
[ Close Non-Match

0.00
0.000 0.005 0010 0.015 0.020 0025 0.030 0035 0.040 0.045

E

Figure 3.31: TPS bending energy measure distributions for randomly sampled correspond-
ing configurations (up to 100,000 match and close non-matches) for configurations with 4
(top left), 5 (top middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and

9 (bottom right) minutiae.
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Figure 3.32: TPS angle distributions for randomly sampled corresponding configurations
(up to 100,000 match and close non-matches) for configurations with 4 (top left), 5 (top
middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and 9 (bottom right)

minutiae.
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Figure 3.33: TPS shear metric distributions for randomly sampled corresponding configu-
rations (up to 100,000 match and close non-matches) for configurations with 4 (top left),
5 (top middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and 9 (bottom

right) minutiae.
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Figure 3.34: TPS scale metric distributions for randomly sampled corresponding configu-
rations (up to 100,000 match and close non-matches) for configurations with 4 (top left),
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Figure 3.35: TPS offset metric distributions for randomly sampled corresponding configu-
rations (up to 100,000 match and close non-matches) for configurations with 4 (top left),
5 (top middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and 9 (bottom

right) minutiae.

The centroid size difference, OSS and KS distributions illustrated in Figures 3.36 to
3.38 also display similar characteristics to other feature vector components, where an
increase in minutiae generally results in a greater dichotomy between match and close
non-match samples. However, the centroid size and OSS encounters an anomaly to this
trend for configurations of 8 and 9 minutiae. It is theorised that this may be due to the
resulting true match samples encountered from sub-optimally tuned parameters for the
search algorithm that were later observed to be overly relaxed, allowing a small number
of erroneous correspondences to be found. Ultimately, this may have an impact on the
accuracy of the models. Another observation that can be made is that the KS statistic
value generally increases for both match and close non-match samples with an increase in

the number of corresponding minutiae.

160



sz_diff for 6 minutiae in region ALL

025 . sz_difffort‘i minutiae iq region ALL : 025, . sz_diff fcr? minutiae in region ALL : 025
Match Match Match
[ Close Non-Match [ Close Non-Match [ Close Non-Match

0.20| 0.20] 0.20]
> 0.15| > 0.15] > 0.15
3 3 3
q 2 5
3 3 3
2 2 2
010 * 010 & 0.10)

0.05 005 0.05]

0.00 000 0.0/

0.000 0.005 0.010 0.015 0.020 0.025 0.000 0.005 0.010 0.015 0.020 0.025 0.000 0.005 0.010 0.015 0.020 0.025
sz diff sz_diff sz_diff
025 sz_diff for 7 minutiae in region ALL 0.5 sz_diff for 8 minutiae in region ALL 025 sz_diff for 9 minutiae in region ALL
B Match W Match Match
lose Non-Match lose Non-Match [ Close Non-Match

020 0.20| 0.20
5015 »015 5015
3 3 3
3 q -
3 3 3
2 2 2
* 010 =010 * 010

0.05 0.0Si 0.05)

0.00! 0.00 0.00!

0.000 0.005 0.010 0.015 0.020 0.025 0.000 0.005 0010 0015 0.020 0025 0.000 0.005 0010 0.015 0020 0.025
sz diff sz diff

sz_diff
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Figure 3.37: Ordinary Sum of Squares distributions for randomly sampled corresponding
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Figure 3.38: KS statistic distributions for randomly sampled corresponding configura-
tions (10,000 match and close non-matches) for configurations with 4 (top left), 5 (top
middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and 9 (bottom right)

minutiae.
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Figure 3.39: Geometric median difference measure distributions for randomly sampled
corresponding configurations (10,000 match and close non-matches) for configurations with
4 (top left), 5 (top middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and
9 (bottom right) minutiae.
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Figure 3.40: Polygon area difference measure distributions for randomly sampled corre-
sponding configurations (10,000 match and close non-matches) for configurations with 4
(top left), 5 (top middle), 6 (top right), 7 (bottom left), 8 (bottom middle), and
9 (bottom right) minutiae.

The correlation of the feature vector components of the general match population was
investigated. In Figure 3.41, a plot of the component-wise correlations is given for each
model created for configurations with 4 to 9 minutiae. The following observations can be

made:

e The TPS measures of shear (dspeqr) and scale (dseq1e) have high positive correlation

for configurations of all sizes.

e The bending energy (F) and ordinary sum of squares (OSS) measures have high

positive correlation for configurations of all sizes.

e The bending energy and shear have increased correlation with an increase in minu-

tiae.

e The scale, dgeqre, and centroid size, dg (denoted as sz diff), have strong positive

correlation.

e The area difference, du e, (denoted as area_diff), has weak or no correlation with

other components.
e The K8 statistic has weak or no correlation with other components.
e The TPS angle measure has no correlation with other components.

e The geometric median difference, dy,, (denoted as gm_diff), and TPS offset measures

have a positive correlation.

163



e The gm _diff and ordinary sum of squares (OSS) measures have a positive correlation.

e The TPS shear measure (dgpeqr) and ordinary sum of squares (OSS) have a positive

correlation.

e EDMA has mild to strong correlation with the bending energy (E) and weaker

correlation with other components.
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Figure 3.41: Correlations of feature vector components of match corresponding configura-
tions.

The correlation of the feature vector components of the general close non-match pop-
ulation was also investigated. In Figure 3.42, a plot of the component-wise correlations is
given for each model created for configurations with 4 to 9 minutiae. The following key
observations concerning the component-wise correlation of close non-match populations

that are different to the match population are:

e The bending energy (E) has very weak or no correlation with other components.
e The area difference, dgreq, has weak or no correlation with other components.
e The TPS angle measure has no correlation with other components.

e The gm diff and TPS offset measures have a positive correlation that decreases (to

independence) with increased number of minutiae.

e The gm diff and ordinary sum of squares (OSS) measures have little or no positive

correlation.

e Generally speaking, correlations between components are weaker with close non-

matches.
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Figure 3.42: Correlations of feature vector components of close-non match corresponding
configurations.

Principal Component Analysis (PCA) of the feature vector components was performed
in order to investigate further properties of the match and close non-match populations.
Figure 3.43 illustrates a plot of the first three principal components for the match (blue)
and close non-match (red) populations for a random sample of feature vectors from con-
figurations with 4 to 9 minutiae. The first three principal components represent approxi-
mately 50-60% of all of the variation of the feature vector components (Figure 3.44). It is
evident that the principal components of match and close non-match populations cannot
be separated linearly. Moreover, there are a number of outliers from both populations

that are away from the main cluster of samples.
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Figure 3.43: Principal Component Analysis plot for the first three principal components
(x-axis PC1, y-axis PC2, z-axis PC3) for corresponding configurations (2,000 match and
close non-match random samples plotted in blue and red, respectively) for configurations
with 4 (top left), 5 (top middle), 6 (top right), 7 (bottom left), 8 (bottom middle),
and 9 (bottom right) minutiae. All of the PCA plots suggest that the close non-match
and match populations are not linearly separable through the principle components as
there is substantially overlay between both groups, making them indistinguishable.

The scree plots illustrating the proportion of variance that each principal component
represents in descending order of feature vector components for randomly selected match
and close non-match configuration correspondences of 4 to 9 minutiae are found in Figure
3.44. The point of inflexion (i.e., the point(s) of which the curve starts to show a rate of
decrease) appears to be largely similar for all configurations of minutiae. Configurations
of 5 minutiae appear to be the most different, containing a few points of inflexion and
less variation represented in the first principal component. The results in the scree plot
suggest that the dimensionality of the feature vector can be reduced to 6 dimensions that

will represent approximately 75-90% of the variability of the original data.
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Figure 3.44: Scree plots of the analytical portion of the feature vectors for match (left)
and close non-match (right) configurations. Match configurations of sizes 4, 5, and 6 and
close non-match configurations of sizes 4, 5, 6, 7, 8 and 9 have multiple points of inflexion.

The relationship between the feature vector components and the principal components

can be viewed from illustrations called variable factor maps that show the projection of

the feature vector components on the plane spanned by the first two principal components.

Variable factor maps from separate PCA analysis of all match and close non-match pop-

ulations are presented in Figures 3.45 and 3.46, respectively. From a comparison of the

variable factor maps, we can see that:

The first two principal components represent 48-52% of variability for matches and
35-42% for close non-matches. The value range of the variability representation of
the first two principal components suggests that dimensionality reduction can not
be performed well in the feature vector by simply using a small number of principal

components above the first point of inflexion in the scree plot (Figure 3.44).

The ordinary sum of squares (denoted as OSS) seem to be primarily positively cor-
related with the first principal component (PC1) for the match population. This

property is not as consistent for the close non-match population.

the area difference (denoted as area_diff) in match populations is positively correlated
with second principle component (PC2) significantly more than other feature vector
components for the match population. This is not replicated with the close non
match population. Moreover, the area difference is strongly correlated with the

second principal component.

the geometric difference (denoted as gm_diff), TPS bending energy (denoted as E),
and TPS offset (denoted as offset) measures have the same relationship with principal

components.

for the match population, the KS statistic interacts with the first two principle
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components differently for configurations of 8 minutiae, while the same is true for
the TPS angle and EDMA for configurations with 7 and 9 minutiae, respectively.

e TPS shear and scale are closely related for both match and close non-match popu-

lations, indicating possible redundancy within the proposed feature vector.

e KS and TPS angle are components that often do not contribute much to the first

two principal components.

e The TPS offset measure is consistently negatively correlated with PC2 for the match

population. This is not true for close non-matches.
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Figure 3.45: Variable factor map (PCA) for the match population, depicting a view of
the projection of the variables projected into the plane spanned by the first two principal
components.
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Figure 3.46: Variable factor map (PCA) for the close non-match population, depicting a
view of the projection of the variables projected into the plane spanned by the first two
principal components.

The performance of different classifiers on the defined feature vector was investigated,
in order to further understand the separability of the match and close non-match samples.
Using the first two principal components of 4000 samples of matches (2000) and close non-
matches (2000) for configurations with 8 minutiae, several different classifiers were trained
and evaluated two different randomly selected halves of the samples (Figure 3.47). The
non-linear method of SVM using a radial basis function (rbf) as the kernel (being what the
proposed model is based on) appears to perform the best for classification accuracy with
85% of the 2000 match and close non-match (4000 total) samples. This gives a measure
of support for using the SVM rbf kernel method in the proposed model. Other methods

that perform reasonably well are the decision tree and random forest methods.
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Figure 3.47: (top left) First two principal components of feature vectors derived from a
random sample of 2000 match and close non-match examples (total 4000) for configurations
of 8 minutiae. This is followed by the illustrated classification of the first two principal
components of match and close non-match examples using several different methods with
two-folds cross-validation. The accuracy of each method is reported in the lower right
corner of each sub-plot as the proportion of successful classifications.

3.4.5.2 Evaluation Results

An evaluation was performed using the within-source datasets B and C and between-source
dataset E to find the match and close non-match examples, respectively. For simplicity
of comparing the impact of including the optional analytical feature vector components,
this method was first evaluated in a similar fashion to the first large scale experiment,
where a model was created for each configuration size from all regions (i.e., optional
region category was not used) using the identical randomly select samples allocated for
training and evaluation of equal size and equal match and close non-match representation.
A summary of the method accuracy with no regional considerations is presented in Tables
3.6 and 3.7 for LRy and LR,eign: measures, respectively. In comparison to the previous
results from Experiment B, there is an overall decrease in RMED and RMEP error rates

for both LRy and LRy.eigh: measures.

170



n | RMED | RMEP | RMED | RMEP | RMED | RMEP
(LRk) | (LRk) | (LRk) | (LRk) | (LRk) | (LRk)
Exp. A | Exp. A | Exp. B | Exp. B | Exp. C | Exp. C

4 - - 47.69% | 26.73% | 43.72% | 26.82%

) 9.90% 11.42% | 37.24% | 23.86% | 32.04% | 23.00%

6 9.53% 9.44% 39.52% | 33.84% | 33.06% | 21.08%

7 5.14% 5.03% 10.82% | 27.87% | 13.22% | 21.52%

8 3.39% 3.22% 15.06% | 14.69% | 14.36% 9.85%

9 - - 15.52% | 20.96% | 14.01% | 19.35%

Table 3.6: The LR rates of misleading evidence in favour of defence (RMED) and pros-
ecution (RMEP) for corresponding configurations of n = 4...9 minutiae found in the
evaluation set for Experiments B and C.

n | RMED RMEP RMED RMEP

(LRweight) (LRweight) (LRweight) (LRweight)
Exp. B Exp. B Exp. C Exp. C

4 46.23% 40.61% 45.32% 39.56%
5 28.04% 24.8% 27.30% 25.36%
6 26.6% 20.82% 25.58% 20.72%
7 2.62% 5.82% 2.22% 5.44%
8 22.22% 19.54% 16.76% 15.15%
9 4.93% 14.35% 3.39% 14.52%

Table 3.7: The LR,eigh: rates of misleading evidence in favour of defence (RMED) and
prosecution (RMEP) for corresponding configurations of n = 4...9 minutiae found in the
evaluation set for Experiments B and C.

Figures 3.48 and 3.49 illustrate the calibrated distributions of LRy and LRyeight,
respectively. Similar to the previous experiment, the dichotomy between the LRy and
LRyeight of match and non-match populations generally increases with an increase in the
number of corresponding minutiae (specifically where sampling quantity and quality was
not an issue). As with the previous large-scale experiment, the calibrated LRyeignt values
still have a coherency issue, where no increase in value was observed with an increase in
the number of corresponding minutiae.

The ECE plots for all trained models are displayed in Figure 3.50. The ECE plots
illustrate how the non-calibrated LR,.i4n: values do not provide a good posterior fore-
casting. However, the calibrated values of LRycignt do work well for posterior forecasting

for the given range of prior odds values.
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Figure 3.50: The LRy.eigns ECE plots for 4 to 9 minutiae models. The results are very
similar to those from the previous experiment.

While it was found that poorly-tuned search algorithm parameters contributed to
a small number of minutiae pairing errors for true correspondences containing 8 and 9
minutiae (See Section 3.4.5.2), further information regarding the anomalies found in the
error rates for models of 8 and 9 minutiae can be found by examining the goodness of fit of
the sigmoid function on the SVM raw output that is used to derive posterior probabilities.
Figure 3.51 illustrates the fit of the sigmoid function versus the raw output of randomly
selected samples, where it is evident that the fit of the sigmoid function does not represent
the raw output of the samples well for models with 8 and 9 minutiae. This is caused
by the low number of samples discovered for such rarer correspondence events, causing

over-fitting to occur. This will have a detrimental affect on the overall performance of

these models.
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Figure 3.51: The sigmoid functions fitted on raw SVM output values of models from which
posterior probabilities are calculated for configurations with 4 (top left), 5 (top middle),
6 (top right), 7 (bottom left), 8 (bottom middle), and 9 (bottom right) minutiae.

The evaluation results of LRy and LRycign: for models created for each regional
category of the crime mark (in addition to the number of corresponding minutiae) are
presented in Table 3.8. A total of 25 models were created for different region (upper left
periphery, lower left periphery, core, upper right periphery, and lower right periphery) and
configuration size (4-8) settings. Region specific models for configurations of size 9 were
not considered as there were not enough samples available for training and evaluation on a

regional basis. The following observations can be made from the regional model evaluation

results:

e Overall, the regional results do not improve the average total error of RMED and

RMEP in comparison to the regional agnostic models.

e Region models with smalles LRy error rates do not necessarily have the lowest

LRyeight error rates.
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n Region RMED | RMEP | RMED RMEP
(LRK) (LRK) (LRweight) (LRweight)
4 | Upper Left 34.63% | 40.54% 38.65% 32.28%
Lower Left 33.76% | 37.84% 45.28% 40.66%
Core 34.44% | 38.32% 44.04% 39.70%
Upper Right | 33.83% | 4251% | 48.07% | 32.15%
Lower Right | 43.72% | 31.48% 44.72% 40.29%
5 | Upper Left 26.77% | 23.12% 32.40% 20.01%
Lower Left | 23.74% | 22.62% 25.96% 23.86%
Core 31.27% | 31.97% 31.02% 22.35%
Upper Right | 27.04% | 24.19% 28.02% 19.62%
Lower Right | 24.64% | 27.13% 29.40% 25.12%
6 | Upper Left 17.99% | 20.32% 26.81% 22.92%
Lower Left 25.66% | 23.74% 25.74% 20.01%
Core 22.52% | 20.36% 31.65% 20.54%
Upper Right | 23.66% | 21.78% 29.09% 20.55%
Lower Right | 24.64% | 27.13% 30.85% 21.36%

7| Upper Left | 12.61% | 1851% | 9.91% 11.57%
Lower Left 12.28% | 20.79% 2.78% 5.23%
Core 15.93% | 24.05% 6.26% 7.59%

Upper Right | 9.12% | 21.62% 6.992% 14.86%
Lower Right 8.55% 21.61% 1.78% 3.08%

8 | Upper Left 18.05% | 22.85% 3.58% 14.28%
Lower Left 16.76% | 30.65% 13.78% 13.02%
Core 12.94% 11.59% 17.23% 17.39%

Upper Right | 18.85% 12.00% 11.22% 4.00%

Lower Right | 10.98% | 13.38% 15.74% 16.72%

Table 3.8: The LRk and LR,eignt rates of misleading evidence in favour of defence
(RMED) and prosecution (RMEP) of the corresponding configurations of n = 4...8
minutiae found in the evaluation set for models created per region/minutiae size.

3.4.5.3 Scalability Approximation

The scalability of any biometric system can be illustrated using Cumulative Match Char-
acteristic (CMC) curves (Moon et al., 2001) for different gallery sizes. The CMC curve is a
widely used performance measure for identification systems that illustrates the cumulative
rate of true identifications (i.e., when Hp is true) for each rank (or position) of a sorted
candidate list ordered by descending values of similarity /match scores. For example, at
any given rank R, the CMC curve will show the proportion of searches that have a true
match candidate at rank < R .
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Figure 3.52: Cumulative Match Discriminatory Analysis for feature vectors (mandatory
components) from configuration correspondences with 4 (top left), 5 (top middle), 6
(top right), 7 (bottom left), 8 (bottom middle), and 9 (bottom right) minutiae.
Generally speaking, an increased accuracy is observed with increased number of minutiae.

Since it is proposed that the LR value is to be used in place of a similarity score for
candidate list ranking, CMC curves are created for candidate lists that are ordered by the
LRy measure. Moreover, to simulate a common AFIS scenario where at most one true
matching candidate record may be found in a candidate list, the median value of LR
for when Hp is true is used to calculate the identification rates. Figure 3.52 illustrates
the CMC curves for the different configuration size models using the mandatory feature
vector components for gallery sizes of 10,000, 100,000, and 1 million. Similarly, Figure
3.53 illustrates the results using all of the feature vector components. As expected, the
results reveal that an increase in gallery size will decrease the identification rate for a
given rank, as it is more probable to find close non-matches that surpass the median LRy
value of match cases. Moreover, with the exception of the model for correspondences of
7 minutiae, the mandatory only feature vector models do not scale as well as the models

using the entire feature vector components for high rank identification rates.
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Figure 3.53: Cumulative Match Discriminatory Analysis for feature vectors (all compo-
nents) from configuration correspondences with 4 (top left), 5 (top middle), 6 (top
right), 7 (bottom left), 8 (bottom middle), and 9 (bottom right) minutiae. Gener-
ally speaking, an increased accuracy is observed with increased number of minutiae.

While the CMC curve shows the cumulative distribution of getting a true match (i.e.,
Hp is true) for increased candidate list rank, it does not give information with regards
to how accurately the LR values of each candidate supports the correct hypothesis. Both
RMEDpg and RM E Pr measure the proportion of top R candidates from searches accu-
rately supporting the correct hypothesis (see Section 3.3.4). These results are presented
in Tables 3.9 and 3.10, where it can be observed that:

e An increase in gallery size generally results in an increase in RM EDgr and RM E Pr

rates.

e An increase in minutiae generally results in a decrease in RMEDpgr and RM E Pg

rates.
e An increase in rank R results in an increase in RM EDp.

e An increase in rank R does not always result in an increase or decrease in RM FE Pr.
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n | Rank (R) | Gallery Size | RMEPr | RMEDp
4 ) 10,000 42.867% 3.613%
4 10 10,000 39.125% 5.219%
4 20 10,000 30.172% | 7.667%
4 ) 100,000 56.014% 4.072%
4 10 100,000 60.537% 5.706%
4 20 100,000 59.939% | 8.061%
4 ) 1,000,000 59.211% 4.129%
4 10 1,000,000 65.348% 5.771%
4 20 1,000,000 67.405% 8.129%
5 5 10,000 9.638% 2.403%
5 10 10,000 5.523% 3.959%
) 20 10,000 2.822% 6.259%
5 5 100,000 31.184% 2.879%
5 10 100,000 26.940% 4.796%
) 20 100,000 19.986% 7.638%
5 5 1,000,000 45.706% 2.954%
5 10 1,000,000 46.230% 4.915%
) 20 1,000,000 42.182% 7.835%
6 5 10,000 4.396% 3.902%
6 10 10,000 2.297% 5.778%
6 20 10,000 1.168% 7.657%
6 5 100,000 20.657% 6.302%
6 10 100,000 15.891% 9.254%
6 20 100,000 10.196% | 12.376%
6 5 1,000,000 35.979% 6.749%
6 10 1,000,000 32.963% | 9.903%
6 20 1,000,000 26.816% | 13.417%

Table 3.9: The RMEPr and RMEDgp of each model (for n = 4...6 minutiae) for the
corresponding configurations in the evaluation set resulting from different gallery sizes.
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n | Rank (R) | Gallery Size | RMEPr | RMEDp
7 5 10,000 0.000% 0.201%
7 10 10,000 0.000% 0.213%
7 20 10,000 0.000% 0.189%
7 5 100,000 0.000% 1.133%
7 10 100,000 0.000% 1.227%
7 20 100,000 0.000% 1.113%
7 5 1,000,000 0.001% 3.061%
7 10 1,000,000 0.002% 3.217%
7 20 1,000,000 0.002% 2.819%
8 5 10,000 0.103% 0.308%
8 10 10,000 0.051% 0.463%
8 20 10,000 0.026% 0.405%
8 5 100,000 0.643% 0.591%
8 10 100,000 0.321% 1.478%
8 20 100,000 0.161% 1.626%
8 5 1,000,000 3.059% 0.617%
8 10 1,000,000 1.748% 1.658%
8 20 1,000,000 0.874% 2.108%
9 5 10,000 2.803% 0.000%
9 10 10,000 1.401% 0.000%
9 20 10,000 0.701% 0.000%
9 5 100,000 6.242% 0.000%
9 10 100,000 4.204% 0.000%
9 20 100,000 2.325% 0.00 0%
9 5 1,000,000 8.662% 0.000%
9 10 1,000,000 6.178% 0.000%
9 20 1,000,000 3.726% 0.000%

Table 3.10: The RM EPr and RMEDgp of each model (for n = 7...9 minutiae) for the
corresponding configurations in the evaluation set resulting from different gallery sizes.

3.4.6 Real-World Validation Experiment

The aim of this experiment was to validate the proposed model performance using the
real-world latent-to-template dataset F (see Section 3.4.1.6) and close non-match dataset
G (see Section 3.4.1.7). Unlike the training and evaluation sets, datasets F and G contain
features that are marked by a human expert, making this experiment an assessment of
the viability of the proposed model for real-life casework.

Dataset F contains claimed true match correspondences of minutiae (as assessed by a
team of fingerprint experts) between latent marks to exemplars that come from casework.
The correspondences have been categorised by quality of the latent marks, which have
been given qualit y labels Good (i.e., excellent/good quality), Bad (i.e., mediocre quality),
and Ugly (i.e., poor quality). In order to assess each model’s performance, the LR value
of sub-samples of correspondences are calculated for each region-agnostic model trained

in the large scale experiment.
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3.4.6.1 Evaluation Results

The Dataset F results for LRy are given in Table 3.11. Note that the configurations of
size 4 to 7 were only evaluated since models training in the large scale experiments for 8
and 9 had robustness deficiencies for noisy data and low sample count. The results are
organised for each latent mark quality category, in order to ascertain the difference that

perceived quality has on LRy accuracy.

n | Quality | Samples | RMED

(LRk)
Good 40957 0.16%
Bad 47655 0.23%
Ugly 23638 | 0.34%

Good | 138780 | 0.63%
Bad 153319 | 0.76%
Ugly 69032 | 1.02%
Good 52042 | 13.26%
Bad 67839 | 15.82%
Ugly 54901 | 27.76%
Good | 253608 | 4.42%
Bad 260451 | 6.24%
Ugly 132455 | 19.16%

~N N O O OOt U O s s

Table 3.11: The LRy rates of misleading evidence in favour of defence (RMED) for sub-
sampled corresponding configurations of n = 4...7 found in the NIST27 validation set
(Dataset F') containing only true correspondences.

The close non-matches found in dataset G contains real-world close non-matches found
through casework. An evaluation of the RMEP rates for sub-samples of corresponding
minutiae is given in Table 3.12. In comparing these values with Table 3.11, it is clear that
calibration may further be required for models with 4 and 5 corresponding minutiae for
real-world data, as the RMED rates of matches are lower than expected while the RMEP
rates are much higher. The results of evaluations from models for 6 and 7 minutiae are
comparable to the evaluation of automatically detected correspondences found in the large

scale experiments (see Section 3.4.5.2).

n | Samples | RMEP
(LRk)
1505 65.34%
1287 42.05%
1716 33.14%
1716 12.81%

|| O =~

Table 3.12: The LRy rates of misleading evidence in favour of prosecution (RMEP) for
sub-sampled corresponding configurations of n = 4...7 minutiae found in the Dataset G
Close Non-Match validation set containing only true correspondences.

An illustration of the effectiveness of the model with real-world cases can be found

with the Madrid bombings suspect exemplar to crime mark correspondences (Figure 1.7).
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Using the human expert detected landmarks, Figure 3.54 illustrates the un-natural skin
distortion between the crime mark and exemplar of the incorrect suspect (Mayfield) and

the more natural distortion encountered with the correct suspect exemplar (Daoud).

0.02
1

0.00
1

Figure 3.54: Thin Plate Spline (TPS) distortion grid for the (left) incorrect suspect
Mayfield and (right) correct suspect Daoud.

Each of the 120 possible sub-configuration correspondences of 7 minutiae was assessed
using the appropriate model. Figure 3.55 illustrates the LRy values for the Madrid
bombing erroneous match (Mayfield) and the correct match (Daoud). Most of the sub-

sampled correspondences support the correct hypothesis for both cases.

4 LR, Values for 7 Minutiae Correspondence Sub-samples of Suspects.
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Figure 3.55: Box plot of the L Rx values for 120 sub-sampled correspondences of 7 minutiae
for the Madrid bombing correspondences from Mayfield (incorrect) and Daoud (correct).
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3.5 Conclusions

The objective of the proposed LR model is to provide a supportive tool for fingerprint prac-
titioners assessing the spatial consistency of the landmarks from corresponding configura-
tions retrieved using AFIS. Experimentation was focussed on the viability and practicality
of the model, specifically for real-world scenarios.

From the experimentation, the following conclusions can be made of the proposed LR

model:

e The information captured in the proposed feature vector can be used in conjunction
with a machine learning framework to successfully classify match and close non-
match examples to a reasonable degree of accuracy. This also indicates that there
are in fact quantifiable intrinsic differences between the match and close non-match

correspondences.

e The non-mandatory feature vector components help improve the model performance.
However, the improvement is not substantial and there is a dimensionality increase

to the feature vector.

e The rarity factor appears to improve RMEP rates of the LR eignt over LRy for 5
or more corresponding minutiae. This observed behaviour indicates that the RMEP
cases may be sourced more from less rare configurations, as there is a higher prob-
ability of a close non-match having intrinsic spatial characteristics highly consistent

with match examples.

e The proposed model tuned for assessing correspondences with 7 minutiae can cal-
culate the LRycigns measure with RMED and RMEP error rates below 5.5%. The
exact error rates for correspondences with more minutiae is unclear due to the issues

encountered with sampling and search algorithm errors.

e Creating models further tailored for different regions did not improve the RMED
and RMEP results.

e The scalability experiment reveals that the L R measure becomes significantly more
robust towards increases in gallery size with models created for 7 or more minutiae
correspondences, proving it to be a robust analytical measure to use for large scale

AFIS identification evaluations.

e The proposed LR model performed accurately with real-world examples of true cor-
respondences sourced from casework with an RMED of 4.42-19.16% for sub-samples
of corresponding configurations of varying quality evaluated in the best-performing

model.

e The proposed LR model performed accurately with real-world examples of close non-
matches from casework with a RMEP of 12.81% for sub-samples of corresponding

configurations evaluated in the best performing model.
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Given the assessment criteria of LR models specified in Section 2.7, the model can be

evaluated for each criterion:

e Accuracy: Overall, both the LRy and LRycign: values calculated by a given
method had a high level of agreement with the ground truth proposition, specifi-

cally for models created for 7 or more minutiae correspondences.

e Discriminating power: When there were no issues with sampling, the discrimi-

nating power of the proposed method generally increases with increased minutiae.

e Calibration: All models were calibrated to provide the minimal Cpr cost for

either the LR or LR, eign: measures.

e Robustness: The model is robust to sparse minutiae, as the experimental results
indicate that the proposed model is a feasible solution for 7 or more minutiae. While
having noisy and sparse data for the training of models for correspondences of 8 and
9 minutiae did not adversely affect the model performance to the point of being
unusable, the accuracy drop rendered the 8 and 9 minutiae model’s to have worse
accuracy than the 7 minutiae model. Lastly, the model’s average performance of
real-world low quality scenarios was not much worse than results from good quality

scenarios.

e Coherence: With well tuned search algorithm parameters and an adequate number
of samples for model training, the model exhibits increased performance (i.e., lower
error rates) with an increase in the number of corresponding minutiae (as illustrated
from the results of the tuned models for 4-7 corresponding minutiae from the large
scale experiments and all models from the proof-of-concept experiment). However,
a clear coherence issue exists with calibrated LR,.ign: values, whereby an increase

in LRyeignt values is not observed with an increase in minutiae.

e Generalisation: Generally speaking, the model maintained reasonable performance
with different datasets. For example, while the main experimental evaluations dealt
with automatically detected minutiae, the validation experiment confirmed similar

results with human marked correspondences from different datasets.

The following deficiencies were observed from the experimental results of the proposed
LR model:

e the proposed model did not perform well when the training set was small. This was
partially the result of issues concerning the accuracy of the fit of sigmoid function on
the SVM raw output from over-fitting an inadequate training set size. This indicates
that the robustness of the SVM method may not be ideal with this scenario.

e there is a noticeable performance drop in model accuracy with larger databases and

collection of configurations to learn.

e A noticeable performance drop was realised when the search algorithm with inad-

equately tuned tolerance parameters found incorrect minutiae pairings from true
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correspondences, particularly when minutiae were close together. This illustrates
that the method has a strong dependence on the accuracy of the minutiae pairings
and the search algorithm in general. Ideally, training data will be ground truthed

manually in order to avoid training sample noise.

e The magnitude of the values of LR,cigns are lower than the rarity of many config-
urations tested. Since the calibration is primarily performed on an equal number
of match versus close non-match values of LRycight (rather than all non-matches),

results are skewed to be conservative.

Overall, the proposed model has proven to be a useful tool for identification assess-
ments, where the measures of LRi and LRyign: accurately favour the correct hypothesis
of difficult real-world examples. However, the LIR,;qn: measure does not seem to provide
a coherent assessment for weight of evidence, as likelihood ratios are not increasing with
the number of corresponding minutiae. In order to provide a more coherent weight of
evidence evaluation from the LR, e;qn; measure, any improvements to the proposed model

will need to:

e calculate LRk values having a higher discriminatory power of match and close non-

match cases, as the accuracy of LR eign: is strongly dependent on this measure.

e handle sparse noise samples robustly, especially since close non-matches with a

greater number of minutiae are harder to find.
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Chapter 4

An AFIS Candidate List Centric
Likelihood Ratio Model using a
Kernel Density Estimator Based

Framework

In this chapter, a new AFIS candidate list centric likelihood ratio (LR) model variant based
on the feature vector defined in Chapter 3 is proposed. The computed LR values were
derived from a probabilistic framework based on non-parametric estimators of probability
density function for a given random variable called Kernel Density Estimators (KDEs).
Two KDEs were created to represent the joint density of feature vector components from
match and close non-match populations, respectively, from which the derived probability
values are combined to calculate the LRy and LR,eign: measures. As per the model
defined in Chapter 3, the proposed LR model is specifically designed to be used as a tool
for fingermark-to-exemplar AFIS identification searches, where one-to-one evaluations of
a crime mark against AFIS search candidates are performed by the fingerprint expert.
The proposed model was benchmarked against the previously proposed SVM based
model found in Chapter 3. Experimental results illustrate a significant increase in accuracy,
robustness, and scalability of the proposed KDE-based LR model variant. Moreover, the
results indicate that the LRx and LR.eignt measures derived from the proposed model
variant accurately select the right proposition in the identification assessment of match
and close non-match populations, demonstrating that this model is a valuable tool for
identifications performed within the ACE-V methodology. Moreover, unlike the previously
proposed SVM based model found in Chapter 3, the KDE-based model provides a robust

coherent weighting of evidence evaluation with the LR, e;gn; measure.
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4.1 Proposed Model

In the previous chapter, the probabilistic output of a SVM (see Section 3.3.2) was used
to derive the numerator and denominator probabilities of an LR calculation from defined
feature vectors. However, the proposed model uses two separately-derived probability

density estimations to calculate the LRy, where:

e the numerator of the LR measure is derived from a statistical model that is repre-
sents the probability density of feature vectors (as defined in Chapter 3) for corre-

sponding configurations with n minutiae that are true matches, and

e the denominator of the LRy measure is derived from a statistical model that is
represents the probability density of feature vectors for corresponding configurations

with n minutiae that are close non-matches.

The statistical models used for the numerator and denominator of the L Ry calculation
are derived from KDEs fitted on dimensionality reduced representations of the pairwise
analytical feature vector components defined in Chapter 3. The proposed model, including
an introduction to KDEs, the dimensionality reduced feature vector, and the likelihood

ratio calculation methodology, are now presented.

4.1.1 Kernel Density Estimation

Kernel Density Estimators (KDEs) are a widely used non-parametric method for proba-
bility density estimations of a random variable (Scott et al., 2004). An advantage over the
Nuive Bayes methodology (which simplistically assumes independence of feature compo-
nents) (Bishop, 2006) is that a KDE model does not assume independence between feature
components and models the joint dependence of such features. This is particularly useful
in our application since dependencies between feature vector components were observed
(see Section 3.4.5.1).

Given a vector, x, required for point estimation and set of n training samples each
labelled as x; with 1 <4 < n, the kernel density is defined as

. 1 —
fu(x) =~ Z Ku (x,%;) (4.1)
i=1
where K (o) is a kernel function, H is the bandwidth matrix that is symmetric and positive

definite and acts as a smoothing parameter. The kernel used for K (e) is the Gaussian RBF

kernel defined as:

Ku(x,x;) =

1 (_ (x —x;)"H ' (x — Xi)> (4.2)

—— €X
NI T >

The bandwidth matrix is selected with the aim to avoid over and under fitting using an
empirical approach of cross validation, where half of the randomly selected data is used

to create the model while the other half is used for the assessment of fit. Given a range of
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bandwidth values, the H that minimises the Mean Integrated Square Error (MISE):

MISE(H) = E [ / (fuatoe) - f(x))2 d:c] (4.3)

is selected. The MISFE can be shown to be the sum of the mean integrated variance and
the mean integrated square bias of fH

Kernel density estimation suffers from the curse of dimensionality (Scott et al., 2004),
whereby an increased bias directly results from increasing the dimension of the feature
space. Moreover, it has been suggested that a direct estimation of the full density by kernel
methods is feasible in at most six dimensions. However, kernel methods are still useful
for statistical discrimination in higher dimensions with the correctly tuned smoothing

parameter.

4.1.2 Feature Vector and Dimensionality

A major part of the proposed feature vector presented in Chapter 3 (see Section 3.3.1)
is used as the basis of the proposed model. Given two corresponding configurations of
minutiae, 2™ and y(m), with corresponding spatial information pre-aligned with the
partial Procrustes method (see Section 3.2.4) denoted as X and Y, respectively, a feature

vector, x, representing pairwise analytical components describing comparative analyses

7
of spatial properties between corresponding configurations of minutiae from a crime mark

and candidate exemplar is defined as:

X:f = {ds(X, Y)v dgm(Xa Y>7 darea(Xa Y)7 T7 OSS]J(X07 Yc)7 Ifa d97

dsheara dscaley doffset7 Zm,n,?)D}

where

e dg(X,Y): is the centroid size difference metric of equation (3.10),

dgm (X,Y): is the geometric median difference metric of equation (3.11),

darea (X,Y): is the polygon area difference metric of equation (3.12),

T: is the EDMA test statistic of equation (3.13),

05S,(X¢,Y) is the ordinary partial Procrustes sum of squares of equation (3.15),

It, dy, dshears dscale; and dofser are the defined measures of equations (3.22) and
(3.24 -3.27) resulting from applying the TPS, and

® Zmn3p is the modified three dimensional K-S statistic of equation (3.30).

Given the curse of dimensionality problem found in KDEs, the proposed feature vector
is not ideal to use in its entirety, due to the larger than ideal dimensionality encountered.
One method that improves the suitability of the feature vector is to reduce the dimension-

ality of the data by selecting a subset of features (chosen separately for the numerator and
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denominator models), ¢ (Xf ) € xf , that result in the best observed model performance,
avoiding over-fitting and conforming to the dimensionality restrictions of KDEs.

Another method that reduces the dimensionality of the feature vectors is to use Princi-
pal Components Analysis (PCA) on the standardised values of x?. PCA finds and orthog-
onal transformation of the data such that the first principal component (or axis) accounts
for the most variability in the data, while the following principal components account for
the most variability given a constraint of orthogonality to prior principal components.
While PCA transforms data to a new basis, there is no guarantee that the new axes are
consistent with the best discriminating features in a classification problem (Pechenizkiy
et al., 2004).

Separate principal component transformations are derived for the match and close
non-match populations, respectively, from which the resulting first six principal compo-
nents of each transform are used. Given a feature vector with pairwise spatial analytical
components, x%, the first six dimensions from the principal component transformation of

the match population
¢ (xP)|Hp = {PC1,,, PC2y,, PC3,,, PC4yy,, PC5,y,, PC6yy, }
and the close non-match population
¢(xP)|Hp = {PC1., PC2., PC3.,PC4., PC5., PC6.}

are used as a prozy feature vector. While the traditional application of PCA is to apply the
transformation and dimensionality reduction uniformly to all of the data (i.e., independent
of class), PCA transformation and dimensionality reduction is instead tailored for each
class. This is due to the design of the model, where two separately tuned KDEs are tuned
for each class. Moreover, there were observations of correlation differences found within
the feature vector components from the sampled populations of both classes (see Section
3.4.5.1). Lastly, the per class PCA analysis of feature vectors components, as illustrated
in Figure 3.44, demonstrates that a different proportion of variation is represented by the
first six principal components of match and close non-match populations (approximately
85-90% and 75-80%, respectively).

The two proposed methods of dimensionality reduction on the feature vector were used

in experimentation.

4.1.3 Likelihood Ratio Calculations

Given two KDE models:

e A KDE representing the joint probability of the dimensionality reduced feature vec-
tors found from the true match candidate list population meeting search algorithm
tolerances, K, with density function fH(o) and a tuned smoothing parameter, H,

and

e A KDE representing the joint probability of the dimensionality reduced feature vec-
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tors found from the close non-match candidate list population meeting search algo-
rithm tolerances, K, with density function gr(e) and a tuned smoothing parameter,
I

the LRy measure is defined as:

2(m) (m) |K, HP)

P
e = P(x( (m|K, Hp)
L PK
TP(¢

(x )!K Hp)
(x)| K, Hp)

 fu (C))

T (C(x))

(4.4)

where x! is the pairwise spatial analytical components (see Section 3.3.1), and ((x!) is
the dimensionality reduced representation of x%.

The LRk measure can also be extended in a similar way to the method defined in
Chapter 3, providing an approximate weight-of-evidence LR for the entire population

with the following:

P (¢(x})|K, Hp) P (K|z'™, Hp)
P((GO)K, Hp) P (K20, Hp)
LR approx. Candidate List Inclusion LR
L mCEDHP) |
g (CxI)Hp) = P(K|z(™), Hp)

LRy approx. Rarity of (™)

LRweight ~

(4.5)

Unlike traditional LR calculations, the random variables of the numerator and denomi-
nator probabilities are not identical (i.e., the representation the evidence to be assessed
is not the same under the propositions of Hp and Hp), as a dimensionality reduction
specific to the given proposition is applied to the feature vector to form each random
variable. Although the dimension reduced feature vectors represent a large portion of the
information found in the original feature vectors, any LR calculation derived from this
model should strictly be interpreted as an approximation. This is, however, arguably true
for all statistical models since evidence is assessed through a summarised and incomplete
proxy representation (i.e., a feature vector or AFIS match score) of the original informa-
tion content, while datasets used for model development do not exhaustively represent a
population or source variation.

The overall framework of the proposed LR model is presented in Figure 4.1. As with
the model presented in Chapter 3, an advantage of this framework is that a weight-
of-evidence LR value based on a large dataset within an AFIS can be calculated using
only the candidate list returned from an AFIS search and P(K|2z("™), H4) (which is easily

estimated if the dataset size is known).
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Figure 4.1: KDE-based model framework for calculating LR on defined feature vectors.

4.2 Experimentation

In this study, three experiments were performed in order to assess the viability of the
method in calculating LRk and LRy.cignt values. Firstly, a large scale experiment using
the same datasets as Experiments B and C in Chapter 3 was performed using the proposed
KDE-based model, in order to analyse the performance of LRx and LR,c;gn: evaluations

and compare such results with those from the model proposed in Chapter 3. Moreover,
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a subset of features from the original feature vector was used as an alternative feature
vector with reduced dimensionality. Secondly, a large scale experiment using the first six
principal components of the original feature vector (as an alternative feature vector with

reduced dimensionality) was performed in order to:

e assess the differences in LRx and LRye;gn: measures encountered by using the PCA

based dimensionality reduction, and

e approximate the effects of increased gallery size on evaluation accuracy (i.e., a scal-

ability measure).

Finally, a verification experiment was performed with real-world examples in order to

assess the practical viability of the proposed model.

4.2.1 Experiment: KDE Large Scale Experiment with Feature Vector
Subset Selection Dimensionality Reduction

The aim of this experiment was to ascertain the difference in evaluation performance of
the proposed model over the model presented in Chapter 3, and to understand the scal-
ability properties of the model with a growing AFIS gallery. Dimensionality reduction of
the original feature vector was achieved by selecting a subset of at most six features (i.e.,
conforming to the KDE constraints for avoiding over-fitting) that were found to give the
best evaluation results, from a limited number of trials. The same dataset and search
gallery used in Experiments B and C in Chapter 3 was used in this assessment. Fur-
thermore, experimentation was identically conducted as Experiment B, using the same
samples of corresponding configurations of minutiae from impressions found in the con-

structed within-finger datasets.

4.2.1.1 Feature Vector Selection

Given the pairwise spatial analysis feature vector, x, features were selected using an
exhaustive search approach where all combinations of six or less features were assessed.
Samples of the complete feature vector, x?, from match and close non-match correspon-
dences were used to train and assess KDE models for each combination of six or less
features, while the remaining samples were used for evaluating each model. The highest
performing combination of six or less features, ((x), was selected (separately for numer-

ator and denominator models) as the dimensionality reduced representation of x..

4.2.1.2 Evaluation

An evaluation was performed on the match and close non-match examples of the pro-
posed feature vector resulting from the feature subset selection dimensionality reduction
methodology. Models were trained and evaluated with the discovered match and close
non-matches using the training and evaluation methodology outlined in Section 3.4.2.2

with the same training and evaluation set compositions found in Experiments B and C
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in Chapter 3. Table 4.1 lists the number of match and close non-matches used for the

training and evaluation of each model.

n | Training | Training | Evaluation | Evaluation
Hp Hp Hp Hp

4 10,000 10,000 10,000 10,000

5 10,000 10,000 10,000 10,000

6 10,000 10,000 10,000 10,000

7 10,000 10,000 10,000 10,000

8 1,800 1,800 1,800 1,800

9 935 65 935 65

Table 4.1: The number of training and evaluation samples used for each model tuned for
correspondences of n minutiae.

The RMED and RMEP error rates for the L Rx measure of the proposed model using
the feature selection dimensionality reduction method are presented in Table 4.2 and
are compared to the results derived from the proposed model found in Chapter 3. The
RMED and RMEP rates indicate a performance increase for the proposed KDE-based
model. Moreover, the RMEP and RMED rates are strictly decreasing for an increase in
the number of corresponding minutiae, suggesting that there is strong robustness towards
the noisy true match samples of 8 and 9 corresponding minutiae found by the search
algorithm.

The RMED and RMEP error rates for the LRy.ign: measure are presented in Table
4.3. Similar to the LRy results, the RMED and RMEP rates indicate a performance
increase for the proposed KDE-based model and these rates are strictly decreasing for an

increase in the number of corresponding minutiae.

n | RMED RMEP RMED RMEP
(LRKk) (LRKk) (LRKk) (LRKk)
SVM SVM KDE (Subset) | KDE (Subset)

(Chapter 3) | (Chapter 3) (Proposed) (Proposed)

4 43.72% 26.82% 41.59% 21.82%

5 32.04% 23.00% 22.67% 13.54%

6 33.06% 21.08% 21.39% 13.16%

7 13.22% 21.52% 11.96% 5.23%

8 14.36% 9.85% 10.78% 3.97%

9 14.01% 19.35% 4.20% 4.76%

Table 4.2: The LRx RMED and RMEP rates for corresponding configurations of n =
4 ...9 minutiae found in the evaluation set for the proposed model (using feature selection

for dimensionality reduction) and for the method proposed in Chapter 3.
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n | RMED RMEP RMED RMEP

(LRweight) (LRweight) (LRweight) (LRweight)
SVM SVM KDE (Subset) | KDE (Subset)

(Chapter 3) | (Chapter 3) (Proposed) (Proposed)

4 45.32% 39.56% 35.33% 27.69%

) 27.30% 25.36% 17.21% 12.89%

6 25.58% 20.72% 15.77% 10.63%

7 2.22% 5.44% 5.26% 3.66%

8 16.76% 15.15% 4.66% 3.28%

9 3.39% 14.52% 2.60% 0.00%

Table 4.3: The LRycighy RMED and RMEP rates for corresponding configurations of
n = 4...9 minutiae found in the evaluation set for the proposed model (using feature
selection for dimensionality reduction) and for the method proposed in Chapter 3.

The probability density of the L Rx values for all trained models are displayed in Figure
4.2. It is clear that the dichotomy between match and close non-match cases increases
with more corresponding minutiae. Moreover, an increase of calibrated LRy magnitude
is observed with more corresponding minutiae.

The probability density of the LR, e;qn: values for all trained models are displayed in
Figure 4.3. In a similar trend to the LRk distributions, the dichotomy between match and
close non-match cases increases with more minutiae. Moreover, the coherency issue found
in the model proposed in Chapter 3 does not exists, as an increase of LRy,cign: values for

true matches correlates with an increase in the number of corresponding minutiae.

045 Calibrated Likelihood Ratio for 4 minutiae in region ALL o Calibrated Likelihood Ratio for 5 minutiae in region ALL Calibrated Likelihood Ratio for 6 minutiae in region ALL
T T T

k [k
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Figure 4.2: The distribution of calibrated LRx values of close non-matches and matches
for models created for configurations of 4 to 9 minutiae.
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Figure 4.3: The distribution of calibrated LR,eign: values of close non-matches and
matches for models created for configurations of 4 to 9 minutiae.

Overall, the results indicate that the proposed model has significantly lower overall
RMEP and RMED rates for the LRk and LR,e;gn: measures, in comparison to the model
proposed in Chapter 3. Moreover the proposed method is more robust to noisy samples

and does not suffer from any coherency issues.

4.2.2 Experiment: KDE Large Scale Experiment with PCA Feature
Vector Dimensionality Reduction

The aim of this experiment was to evaluate how the proposed model coupled with PCA for
feature vector dimensionality reduction performs against the proposed model in Chapter
3, and to understand the scalability properties of the model with a growing AFIS gallery.
The same configurations of minutiae and search gallery used in experiments B and C in
Chapter 3 were used in this assessment. Furthermore, experimentation was identically
conducted as Experiment B, using configurations of minutiae of sizes 4, 5, 6, 7, 8 and 9

from impressions found in the within-finger datasets.

4.2.2.1 Feature Vector Selection

For each training set of n = 4...9 corresponding minutiae, Principle Components Anal-
ysis (PCA) was performed on the match and close non-match samples, separately. The
first six resulting principle components, ¢(x?)|Hp and ((x?)|Hp, resulting from the PCA
transformations of match and close non-match training samples of n corresponding minu-
tiae, respectively, were used as the dimensionality reduced representations of the feature

vector for training and evaluation purposes.
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4.2.2.2 Evaluation

An evaluation was performed on the match and close non-match examples using the pro-
posed PCA dimensionality reduction method on the original pairwise spatial feature vector
components described in Chapter 3. In order to quantify the difference in model perfor-
mance with the Chapter 3 SVM-based model and the alternative dimensionality reduction
method (see Section 4.2.1), the evaluation results were derived from the same experimental
data set used in Experiment C found in Chapter 3.

Table 4.4 compares the RMED and RMEP rates for the KDE-based proposed model
(using PCA and subset selection feature vector dimensionality reduction) and the SVM
based model found in Experiment C of Chapter 3. The results demonstrate that the
proposed KDE-based model with PCA dimensionality reduction has much improved rates
for the LRy measure. However, the feature subset dimensionality reduction method
(see Section 4.2.1) outperforms the proposed PCA reduced feature vector method for the
majority of created models.

Unlike the previously proposed SVM based model, the method has a strict performance
improvement of RMED and RMEP error rates with an increased number of minutiae. This
indicates that the proposed method is more robust to the small number of noisy samples in
the match correspondences of 8 and 9 minutiae, resulting from poorly tuned parameters,

K.

n | RMED | RMEP | RMED | RMEP | RMED | RMEP

(LRk) | (LRk) | (LRk) | (LRgk) | (LRk) | (LRk)

SVM SVM KDE KDE KDE KDE

(Ch. 3) | (Ch. 3) | (Subset) | (Subset) | (PCA) | (PCA)
4 | 43.72% | 26.82% | 41.59% 21.82% | 31.89% | 33.91%
51 32.04% | 23.00% | 22.67% 13.54% | 22.84% | 22.43%
6 | 33.06% | 21.08% | 21.39% 13.16% | 21.43% | 19.45%
7| 13.22% | 21.52% 11.96% 5.23% 11.40% | 11.81%
8 | 14.36% 9.85% 10.78% 3.97% 8.10% 7.42%
9 | 14.01% | 19.35% 4.20% 4.76% 4.73% 4.22%

Table 4.4: The LR rates of misleading evidence in favour of defence (RMED) and pros-
ecution (RMEP) for corresponding configurations in the evaluation set for Experiment C
in Chapter 3 and the proposed method (using subset selection and PCA for feature vector
dimensionality reduction).

Table 4.5 compares the RMED and RMEP rates for the proposed KDE-based model
(using PCA and feature subset selection feature vector dimensionality reduction) and the
SVM based model found in Experiment C of chapter 3. Again, the results illustrate the
proposed KDE-based model with feature subset dimensionality reduction performs the
best, while the PCA dimensionality reduction has much improved RMED and RMEP

rates over the model proposed in Chapter 3.
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n | RMED | RMEP | RMED | RMEP | RMED | RMEP
LRweight LRweight LRweight LRweight LRweight LRweight
SVM SVM KDE KDE KDE KDE
(Ch. 3) | (Ch. 3) | (Subset) | (Subset) | (PCA) (PCA)
4 | 45.32% 39.56% 35.33% 27.69% 31.98% 29.57%
51 27.30% 25.36% 17.21% 12.89% 18.02% 17.10%
6 | 25.58% 20.72% 15.77% 10.65% 16.19% 14.29%
71 2.22% 5.44% 5.26% 3.66% 7.30% 7.18%
8 | 16.76% 15.15% 4.66% 3.28% 7.19% 6.53%
91 3.39% 14.52% 2.60% 0.00% 4.56% 1.49%

Table 4.5: The LRy.ign: rates of misleading evidence in favour of defence (RMED) and
prosecution (RMEP) for corresponding configurations in the evaluation set for experiment
C in Chapter 3 and the proposed method (using subset selection and PCA for feature

vector dimensionality reduction).

The probability density of LRy values for all trained models are displayed in Figure
4.4. As per the results from the proposed KDE-based model with feature subset selec-
tion dimensionality reduction, it is clear that the dichotomy between match and close
non-match cases increases with more corresponding minutiae. Moreover, an increase of
calibrated LRx magnitude is observed with more corresponding minutiae, where the ob-
served magnitudes surpass the feature subset selection method values found in Figure
4.2.

The probability density of the LRign: value for all trained models are displayed in
Figure 4.5. In a similar trend to the L Ry distributions, the dichotomy between match and
close non-match cases increases with more minutiae. Moreover, the coherency issue found
in the proposed model in Chapter 3 does not exists, as an increase of LRcignt values for
true match cases correlates with an increase in the number of corresponding minutiae.

Furthermore, the observed magnitudes also surpass the feature subset selection method

values found in Figure 4.3.
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4.2.2.3 Scalability Approximation

The CMC curve in Figure 4.6 illustrates the cumulative rate of true identifications (i.e.,
when Hp is true) for each rank (or position) of a sorted candidate list ordered by descend-
ing values of LR

There is a clear improvement in all of the scalability results of the proposed model
in comparison to what is found in Chapter 3 (see Section 3.4.5.3). Unlike the method
proposed in Chapter 3, the scalability of correspondences with 8 and 9 minutiae do not
suffer from the erroneous match samples. Moreover, the scalability strictly increases with
an increase in the number of corresponding minutiae, while the scalability results for
correspondences with 9 minutiae reveals perfect identification rates at rank-1 for gallery
sizes of 10,000, 100,000, and 1,000,000 fingerprints.
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Figure 4.6: Cumulative Match Characteristic plots of the proposed KDE-based method
for configuration correspondences with 4 (top left), 5 (top middle), 6 (top right), 7
(bottom left), 8 (bottom middle), and 9 (bottom right) minutiae. A strict increase
in rank-1 identification accuracy is observed with an increase in the number of minutiae.

The RM EDpg and RM E Pr measure results are presented in Tables 4.6 and 4.7 where

it can be observed that:

e An increase in gallery size generally results in an increase in RM EDgr and RM EPr

rates.

e An increase in minutiae generally results in a descrease in RM EDpr and RM EPr

rates.

e An increase in rank R results in an increase in RM EDg.
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e An increase in rank R results in a decrease in RM E Pg for correspondences with 5

or more minutiae.

Minutiae | Rank (R) | Gallery Size | RMEPr | RMEDg
4 ) 10,000 46.623% 2.308%
4 10 10,000 44.566% | 3.390%
4 20 10,000 36.014% 5.602%
4 ) 100,000 56.587% 2.795%
4 10 100,000 61.290% | 3.820%
4 20 100,000 61.548% 5.982%
4 ) 1,000,000 60.057% 2.838%
4 10 1,000,000 66.458% 3.842%
4 20 1,000,000 68.498% 5.992%
5 ) 10,000 9.852% 0.349%
5 10 10,000 5.425% 1.033%
5 20 10,000 2.732% 2.390%
5 ) 100,000 34.754% 0.447%
5 10 100,000 29.728% 1.359%
5 20 100,000 21.036% 3.188%
5 ) 1,000,000 47.656% 0.494%
5 10 1,000,000 49.327% 1.446%
5 20 1,000,000 45.860% 3.354%
6 ) 10,000 3.968% 0.240%
6 10 10,000 2.069% 0.569%
6 20 10,000 1.035% 1.288%
6 5 100,000 21.433% | 0.469%
6 10 100,000 15.574% 1.030%
6 20 100,000 9.482% 2.347%
6 5 1,000,000 38.465% | 0.511%
6 10 1,000,000 35.405% 1.148%
6 20 1,000,000 28.568% 2.688%

Table 4.6: The RM EPr and RMEDp, of each model (for 4, 5, and 6 minutiae) for the
corresponding configurations in the evaluation set resulting from different gallery sizes.
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Minutiae | Rank (R) | Gallery Size | RMEPr | RMEDg
7 5 10,000 0.013% 0.009%
7 10 10,000 0.007% 0.020%
7 20 10,000 0.003% 0.025%
7 5 100,000 0.087% 0.047%
7 10 100,000 0.043% 0.088%
7 20 100,000 0.022% 0.121%
7 5 1,000,000 0.360% 0.107%
7 10 1,000,000 0.201% 0.221%
7 20 1,000,000 0.102% 0.312%
8 5 10,000 0.010% 0.154%
8 10 10,000 0.005% 0.179%
8 20 10,000 0.002% 0.199%
8 ) 100,000 0.048% 0.030%
8 10 100,000 0.024% 0.060%
8 20 100,000 0.012% 0.082%
8 5 1,000,000 0.164% 0.033%
8 10 1,000,000 0.088% 0.084%
8 20 1,000,000 0.048% 0.127%
9 5 10,000 0.127% 0.000%
9 10 10,000 0.063% 0.000%
9 20 10,000 0.031% 0.031%
9 ) 100,000 0.509% 0.000%
9 10 100,000 0.254% 0.000%
9 20 100,000 0.127% 0.063%
9 5 1,000,000 0.891% 0.000%
9 10 1,000,000 0.445% 0.000%
9 20 1,000,000 0.222% 0.063%

Table 4.7: The RMEPr and RMEDp of each model (for 7, 8, and 9 minutiae) for the
corresponding configurations in the evaluation set resulting from different gallery sizes.

4.2.3 Real-World Validation Experiment

The aim of this experiment was to validate the performance of the proposed model (using
the feature vector based on the PCA dimensionality reduction methodology) using the
real-world latent-to-template dataset F (see Section 3.4.1.6) and close non-match dataset
G (see Section 3.4.1.7), as per the experiment found in Section 3.4.6. Datasets F and G
contain features that are marked by a human expert, making this experiment an assessment

of the viability of the proposed model for real-life casework.

4.2.3.1 Evaluation Results

The Dataset F results for LR are given in Table 4.8. The results are organised for each
latent mark quality category, in order to ascertain the difference that perceived quality
has on LRy accuracy. Results indicate that an increase in minutiae and quality results
in lower RMED.
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n | Quality | Samples | RMED

(LRk)
4 Good 164122 24.87%
4 Bad 51843 28.03%
4 Ugly 103395 33.09%
5 Good 155577 21.41%
5 Bad 120156 24.28%
5 Ugly 115430 28.33%
6 Good 106400 20.01%
6 Bad 90521 23.20%
6 Ugly 101673 28.10%
7 Good 152205 5.52%
7 Bad 148761 7.74%
7 Ugly 134579 17.96%
8 Good 10512 3.36%
8 Bad 10106 7.02%
8 Ugly 10320 14.84%
9 Good 9300 2.58%
9 Bad 9598 5.99%
9 Ugly 9005 9.96%

Table 4.8: The LRy rates of misleading evidence in favour of defence (RMED) for sub-
sampled corresponding configurations of n = 4...9 minutiae found in the NIST27 valida-
tion set (Dataset F') containing only true correspondences.

The close non-matches found in dataset G contains real-world close non-matches found
through casework. An evaluation of the RMEP rates for sub-samples of corresponding
minutiae is given in Table 4.9. Results indicate that an increase in minutiae results in
lower RMEP. Moreover, no erroneous identification evaluations in favour of prosecution

were found with correspondences of 9 minutiae.

Config. | Samples | RMEP
Size (LRK)
4 1505 40.39%
5 1287 31.62%
6 1716 29.31%
7 1716 12.06%
8 585 1.03%
9 525 0.00%

Table 4.9: The LRy rates of misleading evidence in favour of prosecution (RMEP) for
sub-sampled corresponding configurations in the Dataset G close non-match validation set
containing only true correspondences.

4.3 Conclusions

As with the model presented in Chapter 3, the objective of the proposed model is to
provide a supportive tool for fingerprint practitioners, assessing the spatial consistency of

the landmarks of corresponding configurations retrieved from AFIS. Experimentation was
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focussed on the viability and practicality of the model for real-world scenarios. Moreover,
an assessment on whether the proposed model overcame the shortcomings of the model
proposed in Chapter 3 (i.e., the robustness and coherency of the model), was undertaken.

From the experimentation, the following conclusions can be made:

e The proposed model outperforms the model presented in Chapter 3 with regards to
RMED and RMEP error rates for both LR and LR, e;gn; measures.

e The dimensionality reduction of the feature vector by means of component combi-

nation selection outperformed the method of PCA on the entire feature vector.

e The scalability experiment reveals that the L Rx measure becomes significantly more
robust towards increased gallery size with models created for 7 or more minutiae
correspondences, proving it to be a robust statistical measure for use with large

scale AFIS identification evaluations.

e The proposed LR model performed accurately with real-world examples of true cor-
respondences sourced from casework with an RMED of 2.58-9.96% for sub-samples
of corresponding configurations of varying quality, evaluated in the best performing

model.

e The proposed LR model performed accurately with real-world examples of close non-
matches from casework, with an RMEP of 0.0% for sub-samples of corresponding

configurations evaluated using the best-performing model.

Given the assessment criteria of LR models specified in Section 2.7, the model can be

evaluated for each criterion:

e Accuracy - Overall, both the LRx and LR.cignt values calculated by the given
method had a high level of agreement with the ground truth proposition, specifically

for models created for 7 to 9 minutiae correspondences.

e Discriminating power - The discriminating power of the proposed method in-

creases with increased minutiae.

e Calibration - All models were calibrated to provide the minimal Cppr cost for

either the LRk or LR, eign: measures.

e Robustness - The model is robust to sparse minutiae, as the experimental re-
sults indicate that the proposed model is a feasible solution for 7 or more minutiae.
Moreover, the model is extremely robust to noisy and sparse data, while the model’s
average performance of real-world low quality was not much worse than results of

good quality.

e Coherence - The proposed model overcame the clear coherence issues of the pro-
posed model in Chapter 3. Calibrated LR, eignt values increased with an increase in

minutiae.
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e Generalisation - The model maintained reasonable performance with different
datasets. For example, while the main experimental evaluations dealt with au-
tomatically detected minutiae, the validation experiment confirmed similar results

with human marked correspondences from different datasets.

Overall, the proposed model has proven to be a significant improvement in comparison
with the model proposed in Chapter 3, where the LRy values had a higher discriminatory
power for match and close non-match cases. Furthermore, a greater robustness towards
sparse and noisy samples, and an improved scalability of results was observed. In addition
to the improvements in accuracy and robustness, the measures of LRy and LRycight
accurately favour the correct hypothesis of difficult real-world examples. Such observations
have proven the viability of the proposed model as a supportive tool for identification

assessments.
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Chapter 5

A Person-of-Interest Likelihood
Ratio Model based on

Inter-Minutia Distances

In this chapter, a Likelihood Ratio (LR) model variant termed a person-of-interest (POI)
model is proposed. Unlike the previously proposed LR models found in Chapters 3 and 4
that are designed to perform a one-to-one evaluation of a crime mark against a candidate
list member found in an AFIS search, the POI LR model is specifically designed for the
scenario where multiple fingermark impressions of a POI’s finger impressed with varying
force and directional applications are available (or available for collection) for evaluation
against a crime mark impression(s). Using the multiple impressions of a POI’s finger, the
POI model attempts to represent the possible variability of spatial detail for a particular
configuration of minutiae. Moreover, unlike the previously proposed AFIS-centric LR
models of Chapters 3 and 4, a separate model is fitted for each configuration of minutiae
in each finger, in order to calculate the numerator probability (i.e., the probability of
correspondence given Hp) of the LR. Thus, the expected overall evaluation accuracy of
the tailored POI LR models is expected to be higher than the previously proposed AFIS-
centric models that are generalised for all possible configurations of minutiae, as the specific
skin elasticity characteristics for a given configuration of minutiae are modelled directly
from the collected fingermarks.

The feature vector used to calculate the numerator probability of the LR is based on
the form matriz containing all of the inter-minutia Euclidean distances of a configura-
tion of minutiae. The form matrix based feature vector is established on the set of all
inter-minutia distances, representing the complete collection of spatial measurements of
minutiae available. Thus, the feature vector surpasses the completeness of spatial infor-
mation used in previously defined feature vector constructions such as those reported by
Neumann et al. (2006, 2007, 2012, 2015). Moreover, while the feature vectors used in
Chapters 3 and 4 contain the EDMA statistic descriptor that is derived from the form
matrix, the EDMA statistic does not represent all of the spatial information found within

the form matrix, but rather, a comparison of extremities. The form matrix based fea-
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ture vector is used in conjunction with Kernel Density Estimators (KDEs) that estimates
the joint probability of raw values or measures based on inter-landmark distances for a
given configuration within a sample set. This method provides an approximation for the
numerator of the LR, while the denominator is calculated using the method proposed in
Chapter 4.

The outline of this chapter is as follows. Firstly, the considerations for the model
development, including the likely operational scenario and data collection methodology, are
discussed. Afterwards, a couple of form matrix based feature vector variants are introduced
and compared to other feature vectors used in LR models. This is followed by the proposed
model and LR calculation method for assessing the strength of evidence for one or more
crime mark(s) against a POI LR model. Finally, a presentation of experimental results
that confirm the accuracy, robustness, and effectiveness of the model, and concluding

comments, are given.

5.1 Considerations for Model Development

A discussion concerning the considerations for model development, including the opera-

tional scenario and data collection methodology, is now presented.

5.1.1 Operational Scenario: POI Model Evaluation for ACE-V Incon-
clusive Results and Quality Assurance Processes

In order to create a POI model that accurately represents the spatial variation of a config-
uration of minutiae, the POI model requires a rich collection of fingermark samples from
a POD’s finger under different directional and force applications being available. In an

operational setting, the collection of such samples is likely to occur when:

e the POI is held in custody either under suspicion from non-fingerprint evidence and

no prior fingerprint records of the POI are available in AFIS,

e the POI has a prior collected exemplar evaluated to be from the same source as the
a crime mark(s) and the evaluation is under audit or quality assurance processes

(internally or externally initiated), or

e the POI has a prior collected exemplar that is evaluated against a crime mark(s) for

identification using ACE-V and has an indeterminate result recorded,

provided that such a collection procedure is both legally and practically plausible.

In the scenario where a POI has no prior fingerprint records available but is held in
custody due to non-fingerprint identification based evidence, the POI model methodology
provides a strong platform for the assessment of any outstanding fingermark evidence. The
reason is that the required rich collection of samples not only creates a more accurate POI
model, but provides the human expert with more information to use within the ACE-V
framework.

If auditing or quality assurance processes are performed for fingerprint identifications

in a given organisation, business rules based on the POI model’s evaluation and the original
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ACE-V identification decision can be formulated. In such a scenario, the output of the
POI model may be used as an automated output that performs the selection of cases that
are most need of quality assurance and potential conflict resolution. This may help select
cases that are the most appropriate for review by auditors. An example of how the POI

model can be utilised in such scenarios is illustrated in Figure 5.1.

Start

Figure 5.1: Flowchart illustrating how the POI model may be used in practice following
an ACE-V identification evaluation on existing fingerprint records of a POI and the crime
mark(s). If an inconclusive decision is made in the evaluation or a quality assurance step is
required, the POI model can be built and used to decide if further human expert analysis
is required to verify or resolve issues with the original identification decision.
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5.1.2 Model Applicability and Data Collection Methodology

The accuracy, coherency and robustness of the proposed POI model is dependent on the
sampling methodology. A sample collection that covers the majority of possible variations
of spatial detail is more likely to provide an accurate assessment. However, there are time
constraints in practice that do not allow for exact modelling. For example, fingermarks
need to be impressed on an identical geometry to the crime objects, in order to accurately
model the effects of the contact medium on the skin. Moreover, even by concentrating on
flat surfaces, collecting samples of fingermarks with fingerprint scanners is time consuming
and impractical.

As with the previous models proposed in Chapters 3 and 4, in order for simplicity,
the aim of this model is to assess crime marks retrieved from smooth flat surfaces. More-
over, since the quantity of samples need to be weighed against time constraints, the most
appropriate method for collection is to use fingerprint scanners that have the ability to
record videos of the fingerprint placed on the device with each frame saved as a separate
fingerprint image whilst varying force and directional applications are conducted. The

dataset collection methodology described in Section 3.4.1.2 fulfils such requirements.

5.2 Proposed Model

The feature vector and statistical framework of the proposed POI LR model that is de-
signed to perform an evaluation of multiple fingermark impressions of a POI’s finger against

crime mark impression(s) are detailed below.

5.2.1 Within-Source Feature Vector

The criteria, definition, and analysis of the proposed feature vector used to create a model

to calculate the numerator probability of the LR calculation will now be detailed.

5.2.1.1 POI LR Model Feature Vector Design Criteria

The following characteristics defines criteria for the design of a feature vector for a POI
LR model:

e Tailorability: Given that the POI LR model is designed to evaluate the LR for a
specific configuration of minutiae in a given finger, the proposed feature vector that
is used to calculate the within-source probability (i.e., the numerator of the LR) must
represent spatial information that is specific to the given configuration of minutiae.
The use of generalised analytical or statistical descriptors such as those found in
Chapters 3 and 4, or generalised distortion modelling (Neumann et al., 2011, 2015)
does not take advantage of the per-configuration modelling methodology of the POI
LR model.

e Spatial Completeness: Given that the POI LR model is designed to accurately

model spatial variability for a specific configuration of minutiae, the proposed feature
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vector that is used to calculate the within-source probability aims to capture all of

the available spatial information.

e Robustness: Introduced distortion from skin elasticity or poor quality fingermarks
must not result in a drastic alteration in the feature vector structure, as others have

been noted to experience (Figure 2.15).

e Measurability: The feature vector must be easily created from standard features
used in AFIS such as minutiae triplets (i.e., where each minutia is represented as
(z,y,0)). This allows the model to be compatible with current AFIS implementa-

tions.

e Low Dimensionality: The feature vector must not introduced unnecessary redun-
dancy of information. An unnecessary increase in feature vector dimensionality may

hinder the model’s accuracy and computational efficiency.

e Interpretability: Ideally, the feature vector should not introduce measures that
are not used by human experts in ACE-V. While this may have a negative effect on
accuracy, the interpretability is improved. This is more important since the statis-
tical model is aimed to be a supportive tool for ACE-V rather than a replacement

for the human expert.

The requirements of spatial completeness and robustness ensure that the feature vector
can be used by any sound statistical method to create a highly accurate modelling frame-
work. Moreover, criteria such as measurability and low dimensionality ensure that the
modelling framework is practical for use with real-world automated identification systems,
with regards to systems integration and performance, respectively. Finally, the criteria of
measurability and interpretability mimic analytical methods that the human expert may

use in identification, providing a measure of user confidence and familiarity in the model.

5.2.1.2 Feature Vector Definition

A complete representation of the spatial information contained in a given configuration
of minutiae is provided in the form matrix used in the EDMA statistic introduced in
Section 3.2.3. The form matrix contains all of the available spatial information in the
form of inter-minutia distances. By recording all distance information, the form matrix
also indirectly contains information concerning the direction (i.e., not just distance) of
surrounding minutiae locations relative to each given minutia, since an alteration in a
single minutia’s position will cause at least one inter-minutia distance to change. Thus,
there is no need to store the relative minutiae location direction information, as it is done
in the feature vectors proposed by Neumann et al. (2007, 2012).

The direction of each minutia within the configuration is not used as:

e Measuring the directional information is proportionally more approximate than spa-
tial information when the domain of possible values is considered, particularly in

practice where poor quality fingermarks are commonly assessed,
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Figure 5.2: A visual representation of the form matrix feature vectors for the same con-
figuration of minutiae sourced from two impressions of the same finger. The colour map
is used to indicates the measure of scaled inter-minutia distances.

e it has been noted by Neumann et al. (2015) that the directional information did not

contribute much towards the LR value,

e it is assumed that AFIS matching algorithms already check for minutiae directional

agreement (to some degree of tolerance) when populating candidate list results, and

e in consideration of the prior points and with the aim of attempting to keep the
dimensionality of the feature vector minimal, it is unnecessary to include such infor-
mation as it will likely lead to no improvement in evaluation accuracy at the cost of

additional computational overhead.

Moreover, the type information is not used as it is deemed not to be a robust measurement
due to type transfer and it is hypothesised to also bring unnecessary complexity to the
model with little to no gain in evaluation accuracy.

There are two variants defined for the form matrix based feature vectors that rep-
resent the equivalent spatial information (Figure 5.2). Firstly, given a configuration of
m-minutiae, (™, that is aligned using the partial Procrustes method to a corresponding
reference configuration of minutiae, a:g;n), such that the ith minutia of both configurations

(denoted as (™) and xgn’i), respectively), correspond, and the form matrix:

FM(z'™) =
0 d (:L‘(m’l),x(m72)) oo d (:E(m’l), x(m’m))
d (:c(m’Q), x(m’l)) 0 oo d (a;(m’2), x(m’m))
d (x(m’m), x(m’l)) d (a:(m’m),x(m’2)) e 0

containing the inter-minutia distances, d (m(m7i),:p(m7j)), between the ith and jth minutia

in 2™ (and similarly FM (wgn)) for mg%m)), then two feature vector variants can be defined
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as:

F (x<m>) — vech (FM (g;(m>)> (5.1)

where vech (F M (x(m))) is the half vectorisation of the upper triangle of the form matrix

that has minutiae ordered by alignment to a:%m), and

Fairy <a:(m),xg%m)) = vech (FM (x(m)> —FM (x%m))> = vech(D) (5.2)

where vech (FM (aj(m)) —FM <$gn))> is the half vectorisation of the difference of the

upper triangle of the form matrices:
[D11,D1.2,... D1y Dinn1, Do) © (5.3)

given D = FM (a:(m)) - FM (a:gn)), of the corresponding and aligned minutiae config-
urations. Both feature vector definitions contain the equivalent amount of information.
The dimensionality of both feature vectors is n(n — 1)/2 if you remove the diagonal zero
entries from the form matrices before half vectorisation is applied.

The reference configuration, x%n), can be defined as an existing master impression (i.e.,
one already found in AFIS). Alternatively, this can be set as the mean shape using the
General partial Procrustes method (Dryden et al., 1998). For a given set of n samples of
a specific configuration of minutiae, {acgm) : 1 <4 < n}, the mean shape, a:gn), is defined

to minimise to following cost function:

Gp= f 37 12T + Lnd — 25| (5.4)

Liviszp i

(m)

where I'; and ; are the rotation and translation components for z; ", respectively.

5.2.1.3 Analysis of the Proposed Feature Vector

The proposed feature vector fulfils all of the criteria outlined in Section 5.2.1.1 since:

e Tailorability is achieved as the feature vector contains distance measures for a given

configuration of minutiae with no modelling generalisations applied.

e Spatial information completeness is achieved as all inter-minutia distances are cap-
tured by the feature vector. Moreover, spatial information completeness also indi-
rectly implies robustness, as all the available information regarding skin distortion
is captured. Other feature vectors that rely on a subset of the spatial information
may experience a lack of robustness, resulting in erroneous within-source calcula-
tions (Figure 2.15). Examples of the form matrix structure used in the proposed
feature vector for a particular configuration of minutiae under different applications

of skin distortion are illustrated in Figure 5.3.

e Measurability is achieved as distance measures only require x-y Cartesian coordi-

nates and image resolution (for rescaling). This also has consequences for the inter-
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Figure 5.3: The feature vector for a given configuration of minutiae under different force
and directional impression applications. While small difference are introduced to the
structure from different distortion, the structure remains largely similar.

pretability of the feature vector, as distances are a core measure used by the human
expert for comparing/matching landmarks with approximated tolerances accounting

for skin distortion.

e Low dimensionality is achieved by only including inter-minutia distances, ignoring
directions, type, and other redundant properties. Moreover, PCA can be applied
to further reduce the dimensionality and avoid the curse of dimensionality issues
related to KDEs in a similar manner to the method described in Chapter 4 (see
Section 4.1.2).

5.2.2 POI Model Within Source Kernel Density Estimators

The POI model uses Kernel Density Estimation on the proposed feature vectors in order
to model the within-source spatial variability of a given configuration of minutiae. Given a
configuration of minutiae, y™, found in a crime mark, y, and a collection of n samples, X,
collected from a POI, s, the within-source probability of a crime mark’s spatial agreement

with a collection of fingermarks from a particular finger is:
. 1 &
P (y |Xs) ~ fu(y'"™) - E—1 Ku (FFM (y ) s Fru (xl )) (5.5)

with
Ku(x,x;) =

1 (x —x)TH Y (x — xl)>
exp | — 5.6

o] P ( 5 (5.6)
where Ky is a kernel function with bandwidth selection H and Fry; is the proposed form
matrix based feature vector.

The proposed model uses a similar implementation as detailed in Chapter 4 (see Section
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4.1.3), where both the numerator and the denominator of the LR were calculated using
separately tuned models. The numerator model framework is depicted in Figure 5.4. The
numerator model bandwidth parameter in equation (5.6) is tuned the same way as outlined
in Section 4.1.1, where half the samples are used for tuning and the remaining are used
to assess the tuning for fit. The denominator model is calculated and tuned identically to

the method presented in Chapter 4.

n samples

POI fingermark
feature vectors

” Kern@l P (m) |
{8 — > Density — > Y s
. ’// \ 5 Estimator

crime mark

feature vector

Figure 5.4: The POI LR model numerator calculation framework.

5.2.3 Likelihood Ratio

The likelihood ratio makes use of:

e the POI model calculates the within-source probability (i.e., P (y(m)]xs)) of the
spatial agreement between a configuration sourced from a crime mark with a set
of configurations sourced from a collection of fingermarks from a particular finger,

using equation (5.5), and

e the close non-match KDE model that calculates the between-source probability (i.e.,
P (((y")|K, Hp)), with model training performed on a dimensionality reduced repre-
sentation of pairwise spatial properties from close non-match examples (see Section
41.3)) .

The likelihood ratio is calculated as:

P (y(m)‘xs) 5 1
P (C(y{)IK, Hp) ~ P(K|y™, Hp)
——————

LR =

Rarity of y(™)
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where y? is the pairwise spatial analytical components (see Section 3.3.1) of y™) and the
reference configuration, x%n) of the collection x;, and ((y?) is the dimensionality reduction

representation of y?.

5.3 Experimentation

In this study, two different experiments were performed. Firstly, POI models were built
and derived LR values evaluated against single match and close non-match fingermarks
representing crime marks. Secondly, the models were evaluated against multiple crime
marks, in order to assess the improvement in accuracy that occurs with the inclusion of

multiple crime marks.

5.3.1 Experiment A: Single Crime Mark

In this experiment, POI models were trained for each finger using a random selection
of half of the multiple impressions of each finger found in Dataset B, while the KDE
close non-match models from Chapter 4 were used for the between-source denominator
calculation. A random selection of match and close non-match samples not used in the

model training were used for within-source and between-source LR evaluations.

5.3.1.1 Evaluation Results

An evaluation was performed on the match and close non-match examples. POI models
were trained and evaluated for each search configuration of minutiae using half of the
available match cases. The KDE model for the close non-match likelihood was taken from
Chapter 4 using the training methodology outlined in Section 3.4.2.2 with the close non-
match training set numbers found in Table 4.1. The total number of created POI models
are listed in Table 5.1.

POI Models
1154
4263
4386
2350

152
34

Ol o| oo |3

Table 5.1: The number of POI models built for each search configuration evaluated for
match and close non-match crime marks.

In performing the experiment, one randomly selected match and close non-match eval-
uation was performed per POI model. While the quality characteristics are likely to be
different, such randomly selected evaluation samples from the same dataset are chosen to
simulate a crime mark.

The box plots of the resulting LR values from match and close non-match examples are

presented in Figure 5.5. It can be observed that the LR values for true matches produces
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a zero RMED value for corresponding configurations of 8 or more minutiae, whereas a
zero RMEP occurs with corresponding configurations of 7 or more minutiae. Moreover,
an increased discrimination of match and close non-match LR values is observed with an

increase in minutiae. The complete RMEP /RMED results are presented in Table 5.2.

40— ‘ . . . . 5 T . . .
+
4 i
30 t +
5 % o -5 " ;
. : ' : T
20 E $ i -10 '
] + ] 9 !
2 E: 2
S i = $-15
2 10 ! g ?
H \ [ 5] B |
. § E
& + by F- & 2 -3 & |
0 — -25 % ] !
£ & !
t ‘ '
+ -30
-10 T ¥
-35 §
o+ ) *
—20 ! . L L L L —40 ! . . 3 T t
4 5 6 7 8 9 4 5 6 7 8 9

Minutiae (Single Crime Mark) when H_P is true. Minutiae (Single Crime Mark) when H_D is true.

Figure 5.5: (left) box plots of the LR values for matches with 4 to 9 corresponding minu-
tiae. (right) box plots of the LR values for close non-matches with 4 to 9 corresponding
minutiae.

5.3.2 Experiment B: Multiple Crime Marks

In this experiment, the same POI models created in Experiment A (see Section 5.3.1) were
used to evaluate the model performance when multiple crime marks from the same source
were assessed against the model. Dataset B (Section 3.4.1.2) is used to find both match and
close non-matches, since multiple instances from the same source were required in order
to simulate multiple crime marks from a single source finger. Furthermore, for simplicity,

the average LR resulting from the multiple crime marks was used in the evaluations.

5.3.2.1 Evaluation Results

An evaluation was performed on the match and close non-match examples using random
match and close non-match sample sets of two and five crime marks. The KDE model for
the close non-match likelihood was taken from Chapter 4 using the training and evaluation
methodology outlined in Section 3.4.2.2, with the close non-match training sample numbers
found in Table 4.1.

The RMEP and RMED rates for the proposed model with 1, 2, and 5 crime marks
from the same source finger are provided in Table 5.2. It is evident from these results
that an increase in the number of corresponding minutiae and/or crime marks results in

improved evaluation accuracy.
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n | Crime Mark(s) | RMEP | RMED
4 1 29.13% | 10.86%
4 2 16.98% | 10.21%
4 ) 8.50% 10.13%
) 1 14.95% 2.53%
) 2 11.00% 2.19%
5 5 1.96% 2.17%
6 1 7.30% 0.50%
6 2 3.94% 0.74%
6 ) 0.54% 0.41%
7 1 3.09% 0.00%
7 2 1.65% 0.00%
7 ) 0.00% 0.00%
8 1 0.00% 0.00%
8 2 0.00% 0.00%
8 ) 0.00% 0.00%
9 1 0.00% 0.00%
9 2 0.00% 0.00%
9 ) 0.00% 0.00%

Table 5.2: The rates of misleading evidence in favour of defence (RMED) and prosecution
(RMEP) for corresponding configurations of n = 4...9 minutiae evaluated for 1, 2, and 5
crime marks.

The box plots of the resulting LR values of match and close non-match examples for
two and five crime marks are presented in Figures 5.6 and 5.7, respectively. An increase
in the dichotomy and order of magnitude of match cases is observed with an increase in

corresponding minutiae and crime marks.
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Figure 5.6: (left) box plots of the average LR values of two singularly sourced crime
marks that are true matches containing 4 to 9 corresponding minutiae. (right) box plots
of the average LR values of two singularly sourced crime marks that are close non-matches
containing 4 to 9 corresponding minutiae.
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Figure 5.7: (left) box plots of the average LR values of five singularly sourced crime
marks that are true matches containing 4 to 9 corresponding minutiae. (right) box plots
of the average LR values of five singularly sourced crime marks that are close non-matches
containing 4 to 9 corresponding minutiae.

5.4 Conclusions

The aim was to create tailored models for a more accurate assessment of POIs against
multiple crime marks, using a rich collection of impressions of a POI’s finger as a training
set for the tailored model to learn the within-source variability of a given configuration
of minutiae. The experimental results indicate that the model provides a highly accurate
assessment and that additional crime marks improves the accuracy of the model. However,
the accuracy is highly dependent on the feature representation in the POI set. Moreover,
the model has the dependency to be used in conjunction with an exhaustive fingerprint
collection methodology.

Given the assessment criteria of LR models specified in Section 2.7, the model can be

evaluated for each criterion:

e Accuracy: Overall, the LR values calculated by the given method had a high level
of agreement with the ground truth proposition, specifically for models created for

7 to 9 minutiae correspondences.

e Discriminating power: The discriminating power of the proposed method in-

creases with increased minutiae.

e Calibration: There was no attempt to calibrate the models. However, the results

indicate reasonably well placed distributions of LR values.

e Robustness: The results indicate that the model is robust with a sparse number of
minutiae. Robustness can be improved, however, when noisy information concerning
crime marks exists. For example, the median LR value can be used (instead of the

average LR value) when multiple crime marks that are hypothesised to be from the

216



same source, are to be evaluated. The reason is that the median statistic is known

to be a robust measure of central tendency that is not affected by erroneous outliers.

e Coherence: The proposed model has no coherence issues as the increase in the
number of corresponding minutiae and crime marks results in improved accuracy

and discrimination.

e Generalisation: Model generalisation does not apply for this model as models are
created per minutia configuration. However, on a per model basis, the generalisation
is strongly dependent on the training set, feature vector representation and the
parameters of the KDE (i.e., tuned to avoid over-fitting). Furthermore, the KDE

bandwidth parameters were selected to avoid over-fitting.

While the proposed model meets all of the relevant criteria, a more stringent assessment

is required due to the following:

e the crime marks come from the same source as the training collection dataset. The
collection methodology of the dataset means that it is highly likely for fingermarks
used in the training set to be very similar to the fingermark representing the crime

mark, artificially inflating the accuracy of the RMED results.

e only one randomly selected match and close non-match sample was used for each POI
model. This may reduce the confidence in the RMED and RMEP results presented.

Overall, while the results are promising, a more stringent experiment using real crime
marks is required, in order to obtain a greater understanding of the accuracy. Moreover,
the recorded error rates are a significant improvement to what was found in the AFIS-
centric models of Chapters 3 and 4, making it a viable casework tool that can further
confirm POIs that have been flagged as potentially identifications through AFIS and ACE-

V, providing a greater degree of certainty than the AFIS-centric modelling alternatives.
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Chapter 6

(General Discussion and

Conclusions

In this chapter, a general discussion of the conducted research is presented. This includes
an outline of the research objectives, proposed models, experimental results, limitations
of the proposed models and the experimentation, the research relevance for the forensic

science community, and proposals for the future directions of the research.

6.1 Review of Research Objectives

Given the concerns raised that question the scientific foundations of fingerprint identifica-
tion and the operational pressure for fingerprint practitioners to accurately assess crime
marks against fingerprints on files (or other fingermarks) that are very similar in feature

characteristics, the research aims were to develop statistical models that:

e are a practical scientifically based tool that provides a probabilistic-based quantifi-
cation of the spatial agreement of landmark features from fingermarks from which

an accurate identification assessment can be performed,

e are designed for the modern practitioner environment whereby integration with AFTS

technology and the ACE-V framework is required,

e focus on aiding the fingerprint practitioner with difficult identification assessments,
considering that the AFIS-centric environment often involves the difficult task of

sifting through candidate lists containing candidates with very similar features,
e help with the quality assurance of fingerprint identification evaluations,

e provide a quantitative measure that weighs the evidence according to the spatial

information found in corresponding minutia, and

e help provide supportive evidence for an identification decision.
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6.1.1 Review of Proposed AFIS-Centric Models

Two statistical model variants were proposed in Chapters 3 and 4 that are based on a
feature vector that describes various spatial measures and pairwise analyses of two algo-
rithmically corresponding fingermarks, and calculates two likelihood ratio measures, LRk
and LK eignt- The LRk measure weighs the probabilities of algorithmically correspond-
ing features from a search fingermark and an exemplar found in the candidate list results
for match and close non-match hypotheses. The LR,cint measure is an adaptation of
the LR that provides a weight-of-evidence assessment of the spatial correspondence, by
incorporating the rarity of the corresponding minutiae.

In addition to meeting the research objectives, it is proposed that the LRy measure
can be used as an automated candidate list post-processing tool that applies a new ranking
(or ordering) of a candidate list returned from an AFIS search using descending LR values,
in place of the default method of ranking by AFIS similarity scores. Moreover, the LRx
measure can be used an automated candidate list filter that prunes the candidate list
returned from an AFIS search request, by removing candidates below a given LR threshold.

The model presented in Chapter 3 uses a probabilistic interpretation of the output from
the Support Vector Machines (SVMs) machine learning classifier to derive LRy values.
While this model accurately evaluates real-world examples from casework (i.e., favouring
the correct identification hypothesis), shortcomings of the models were discovered. This
included issues with the robustness of the model towards noisy training data and the
coherency of the model output with regards to an expected increase in LR, e;gn: value
for an increase in the number of corresponding minutiae. Moreover, the scalability (i.e.,
the effects of accuracy with an increase in AFIS database size) of the LRy measure as
a new match score was favourable and appeared robust towards the 1 million fingerprint
database.

The model presented in Chapter 4 uses a different framework to calculate the LRy
and LRcign: measures, using separately tuned Kernel Density Estimators (KDEs) to
calculate the match and close non-match likelihoods of candidates. The model presented
in Chapter 4 had the objective of building on the SVM-based model by improving the
evaluation accuracy, and scalability, while providind a robust coherent weight-of-evidence
measure, from which experimental results confirmed a viable proposal. Overall, the model
presented in Chapter 4 provides a highly effective and practical investigatory tool for
fingerprint practitioners using AFIS and ACE-V, not only meeting the objectives of the

research, but also the modelling criteria outlined in Meuwly (2016).

6.1.2 Review of Proposed Person-of-Interest Model

A statistical model was proposed in Chapter 5, where the application was centred around
a different identification scenario. Unlike the AFIS-centric models where one-to-one eval-
uations of the candidates in a candidate list is performed against a single crime mark, the
modelling focussed on having multiple impressions of a POI’s finger available, in order to
build a tailored model that can be used for evaluation against multiple crime marks.

Preliminary experimental results indicate that the model evaluates match and close
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non-match cases accurately, with improved performance found with an increase in the
number of simulated crime marks. For example, no recorded error was found with cor-
respondences containing 7 or more minutiae for 5 crime marks. These error rates are a
clear improvement to what was found in the results of the AFIS-centric models, making

it a viable option to further review POI’s that were processed using AFIS-centric models.

6.1.3 Research Relevance for the Forensic Science Community

It has been foreseen by Champod et al. (2016) that significant improvements in AFIS
software algorithms will likely lead to the automation of easy identification decisions,
while fingerprint databases will continue to grow and be more interconnected. As a result
of this, the correspondences remaining for the fingerprint expert to review will be difficult
cases. This includes true matches that are distorted and/or are of low quality, and close
non-matches having a high degree of similarity. Ultimately, without any framework in
place, such scenarios may lead to an increase of erroneous identification assessments.

In conjunction with the correct procedures and protocols that aim to mitigate risk, the
proposed statistical models are beneficial tools that support the quality assurance of the
identification process. Moreover, the proposed models can be integrated with AFIS, in
order to perform automated identification assessments for cases with low complexity (i.e.,
do not require human expert review), alleviating the workload pressures often experienced
in practice. Finally, the proposed models help provide a scientifically sound framework for
the interpretation and presentation of fingerprint evidence in line with practices developed

for other types of evidence.

6.1.4 Future Work

Overall, the proposed models have performed well with the large datasets and the numer-
ous experiments that were conducted, meeting the objectives of the research. Moreover,
in combination, both the AFIS-centric and POI modelling frameworks provide a powerful
scientific tool-kit that can greatly benefit the forensic science community. However, there
are a number of potential improvements that can be made to the experimental design.

For both model variants, this includes:
e within-source datasets sourced from a larger pool of individuals,
e the investigation of other machine learning and statistical modelling techniques, and

e alternative feature vector definitions and their direct impact on evaluation perfor-

marnce.

Moreover, for the POI model presented in Chapter 5, additional experimentation can
be designed to simulate the scenario where more than one POI model may be available
for identification evaluation against a crime mark(s), whereby the most probable POI
model is selected as the likely match. Finally, the proposed models can be integrated
with AFIS, in order to further understand the effects of using the models in a real-world

setting. For these reasons, it is argued that the results presented in this thesis provide a
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significant stepping-stone from which further research will flourish, contributing to improve

the scientific underpinning of fingerprint evidence.
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Appendix A

Fingerprint Features

Fingerprint features that are used in identification are commonly classified into three
different levels, where higher levels are analogous to higher magnification of analysis.
Level 1 features describe the overall global ridge flow pattern detail such as ridge pattern
classification, ridge counts, and singularities (regions of the highest curvature such as cores
and deltas). The main classifications are typically defined into the main classes proposed

by Henry (1900) (Figure A.1). However, other sub-classifications of ridge patterns exist.

Level 1

Pattern Classification si larit
Arch Whorl Left Loop ingularities

Delta
Right

Loop | [
A4

Level 2

Tented
Arch

Minutiae

Ridge
Ending }

Bifurcation ﬁ

Figure A.1: (top) Most common fingerprint pattern classifications as defined in Henry
(1900). (bottom left) The most common level 2 features (bifurcation and ridge ending
minutiae). (bottom right) Level 3 features of open/closed pores and local ridge detail.
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Level 2 features, consisting of minutiae points, are the most common features used by
AFISs (Maltoni et al., 2009). There are several definitions for minutia types, all of which
are made up of two primitive types, being ridge endings and bifurcations, as depicted in
Figure A.1.

If we look closer at ridge detail, we can see level 3 detail, consisting of pores (closed
and open forms), incipient ridges, dots, and general local ridge shape characteristics.

Practical applications mainly depend on level 1 and 2 features, whilst level 3 features
are used less often. For level 3 features to be extracted in digital fingerprint images,
fingerprint scanners of higher than normal resolution (i.e. roughly 1000 dpi) are required.
In addition, reliability issues exist with current feature extraction algorithms (see Zhao
et al. (2010)). Thus, many AFIS systems do not use this level of features for scanner
compatibility reasons.

Forensic fingerprint examiners rely on level 1 and 2 more so than level 3 features, as
a retrieved latent mark (i.e., mark retrieved by forensic means) may have low ridge detail
quality (Figure A.2), which will act as a hindrance for the accurate assessment of higher
levels of detail (Anthonioz et al., 2008). In contrast, general pattern classification (if the
latent marks are not too partial in ridge representation) and minutiae (level 2) are more
robust towards low quality ridge detail as regularly found in latent marks. However, it is
often the case that the partiality of the latent mark will make it hard to decide on the
general pattern classification and orientation, while the number of minutiae available for

comparison will often be scarce (Figure A.2).

| UIVID

Figure A.2: Real world latent marks sourced from the NIST27 database (see Garris et al.
(2000)).
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Appendix B

Information Theory

Information theory, which is a mathematical study concerned with the information com-
pression, transmission, noise, and extraction, is built upon a fundamental measure called
entropy. Entropy quantifies the amount of uncertainty found in the sample space of a

random variable. Entropy is mathematically defined as:

=> plx) (B.1)

zeX

where x € X is a sample in the sample space X, X is the random variable being measured,
and p is the probability density function for distribution, P.
The joint entropy of X and Y is defined as

1
zGX,yGY Y
The conditional entropy of X given y = ¢ is
P(Xly=0c)=> plxly = )log ————, (B.3)
= p(zly =)
while the average conditional entropy of X given Y over all y € Y is defined as:
yeY reX
_Zprylog e |) (B.5)

yeY zeX

The chain rule for entropy results from the decomposition of a joint probability, p(x,y),
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with:

1
Hp(X,Y) = x@%yjﬂp(as, u)log s (B.6)
1
— xegeyp(x).p(m:c) [log m + log (l7) (B.7)
1 1
= %p(x) log 5+ y;{p(:v, y)log o (B.8)
= Hp(X) + Hp(Y|X) (B.9)
= Hp(Y) + Hp(X|Y) (B.10)

The Kullback-Leibler (KL) divergence is defined between a probability distribution, P,

with density function p(z), and a reference posterior distribution, @), with density function

q(x) as
q(z
Doyp(X) = 3 qz) log X2 (B.11)
= p(x)
where it can be shown that Gibbs’ inequality is Dg 1 (P||/Q) > 0 (with equality only when

P=Q). Moreover, for the conditional case, the KL divergence is defined as

Doup(X[Y) = q(2) ) qlylz)log azly) (B.12)

== p(zly)

The cross entropy defined as:
Hop(X) = Ho(X) + Doy p(X) (B.13)

measures the addition of the entropy of reference distribution and the deviation of the

posterior of P from @. Similarly, the conditional case is:

Hqp(X|Y) = HQ(X|Y) + Dqp(X[|Y) (B.14)
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