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Abstract

We investigate two-party cryptographic protocols that seeure under assumptions motivated by physics, namelyiaspec
relativity and quantum mechanics. In particular, we discie security of bit commitment in so-called split models, models
in which at least one of the parties is not allowed to commateicuring certain phases of the protocol. We find the minimal
splits that are necessary to evade the Mayers-Lo-Chau rargganent and present protocols that achieve security sethplit
models. Furthermore, we introduce the notion of local veiglobal command, a subtle issue that arises when the spiitnétber
is required to delegate non-communicating agents to opercdmmitment. We argue that classical protocols are inseander
global command in the split model we consider. On the othedhae provide a rigorous security proof in the global comdhan
model for Kent's quantum protocoll]. The proof employs two fundamental principles of moderrygits, the no-signalling
property of relativity and the uncertainty principle of q@am mechanics.

Index Terms
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I. INTRODUCTION

HE goal of two-party cryptography is to enable two partieBc@and Bob, to solve a task in cooperation even if they do

not trust each other. An example of such a task is the crypfge primitive known as bit commitment. A bit commitment
protocol traditionally consists of two phases: In the comphiase, Bolcommitsa bit to Alice', who receives some form of
confirmation that a commitment has been made. In the operepBab reveals the bit to Alice. Security means that Bob ghoul
not be able to reveal anything but the committed bit, but rtbedess Alice cannot gain any information about the bibbef
the open phase. While many two-party cryptographic priregihave been defined, oblivious transfer and bit commitraent
undoubtedly among the most important ones because theydesantial building blocks for more complex problerfip [

Ideally, we would like to have protocols for such primitiviigat guarantee security without relying on any subjecte/g.(
that a safe is difficult to open) or computational (e.g. thettdring a product of two large primes is difficult) assurops.
Unfortunately, however, it turned out that this is impo#siteven if we allow quantum communication between Alice and
Bob [3], [4], [5], [6]- Much work has thus been invested into determining whadl kihassumptions allow us to obtain security.
Of particular interest to this work are thereby assumptiohs physical nature, leading to information-theoreticusiy.
Classical examples of such assumptions are, for examptesado some very special forms of shared randomness stipplie
in advance ], access to a noisy communication chanhgt], [9] or a limited amount of memoryl[]. Similarly, it has been
shown that security is possible if the attacker's quantunmorg is bounded 1], [17], [13] or more generally noisy1[],
[19], [16].

Another assumption is that obn-communicatiorMore precisely, one imagines that each party is split upintltiple agents
who cannot communicate with each other for at least somes pdirthe protocol. Intuitively, the use of nhon-communicgtin
agents can evade the standard no-go argument because Whiggmats in total have enough information to cheat, no singl
agent can cheat on his own.

On one hand, such non-communicating models have receivesidarable attention in classical cryptography, wherénsuc
agents are often referred to as serverg| [or provers [L8]. For example, Ben-Or et al1}] considered a simple protocol
for bit commitment that is secure against classical atfaelsslong as the committer (Bob) is split up into two agents, Bob
and Brian, who are not allowed to communicate throughoufptia¢ocol. This protocol can also be modified to give security
against quantum adversariess]. Similarly, many classical protocols for other tasks haeen proposed under the assumption
of non-communication, such as distributed oblivious tfang>(], i.e. symmetric private information retrievat]], [27], [17],
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1Usually it is Alice who commits a bit to Bob. We decided to swaljte and Bob as it allows us to simplify the notation in the@f of our main result.
Throughout the paper it is Bob who commits a bit to Alice.

2To be more specific what is needed is a channel with a guadhifegel of noise. It is important that the noise is truly randand cannot be influenced
by either party.

3Throughout this paper we will use the word classical to meainguantum.
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or simple private information retrievalf]. In all such protocols it was assumed that the agents of arey ran never
communicate during any point in the protocol, or thereafter

On the other hand, physicists have considered so-callativistic assumptions for cryptography], [25], [26], [27], [1]. In
essence, this takes the form of non-communicating modedsentine fact that a party’s agents cannot communicate isigaist
by their physical separation and the finite speed of light Kay difference to classical non-communicating model&as in
relativistic models the separation is generally only imggbsluring certain periods of the protocol, whereas claksitalels
generally assume a separation, i.e. non-communicatiorglfdimes. For example, relativistic protocols may onlyriad a
split into several non-communicating agents after the cdrphmse of a bit commitment protocol is ovei/], [1]. Another
assumption based on relativity is the notion of guaranteedsage delivery times (see Appendixor the assumption of an
accelerated observef2d].

Here, we will consider the security of bit commitment pratfscunder the assumption that one (or both) parties Alice and
Bob, are forced to be split into non-communicating agentetidted by the relativistic protocols oP7], [1], we thereby
do not demand that the parties are split into non-communicatirentsgfor all time, but merely during certain phases of the
protocol. A bit commitment protocol can be naturally dividi@to: the commit phase, the wait phase, the open phasehand t
verification phase (see SectidRE). We thereby introduce the explicit notion of the wait andifieation phases, which are
usually only implicitly defined, in order to precisely diedhe overall interaction between Alice and Bob into timerfes.
Our first contribution is

« A classification of nhon-communicating models into subaaswhich are characterised by the phases in which Alice or

Bob is split into non-communicating agents. We find that wa oaduce our considerations to two minimal models,
namely the one in which Alice is split during the commit anditwahases ¢-split) and the one in which Bob is split
during the wait and open phases-4plit). Either of these two models allows to evade the nafggprem because the
operations required for cheating are forbidden by the .split

Victor Victor
Bob | Brian Bob | Brian
(a) Local command (b) Global command

Fig. 1: If Bob is required to perform two separate openingbatomes important whether the command which bit he is
supposed to unveil is transmitted to just one or both agents.

It turns out that in certain split models a new, subtle isseeds to be addressed. If a cheating Bob is split into two agBob
and Brian, during the open phase of the commitment, who deaichich bit should be opened? In standard bit commitment
protocols this question does not arise, as there is only beating party. Bob will simply announce to Alice that he weish
to unveil a particular bit, and try to provide a matching grddowever, in a model of several distinct agents, Bob anéBri
could conceivably base the decision about which bit to urareisome external input. For example, depending on thetlates
stockmarket news they both decide to opeha a1, even though they themselves cannot communicate. Ireljtiwe would
like a bit commitment scheme to be secure in the latter ggtinalogous to the case of a single party which can of course
also base its decision on external events. To capture thigesy we introduce an external verifier, Victor, who dietawhich
bit should be unveiled. We thereby speaklamtal command if Victor only issues a command to one of the two agdsdb.
We speak ofjlobal command if Victor issues a matching command to both Bob amahBNote that Victor should be thought
of as an external verifier invoked solely to quantify Bob’®ating power and that he plays absolutely no role when batteAl
and Bob are honest. The local and global command models witldfined in purely mathematical terms and the only reason
to introduce Victor is to give these mathematical definsi@ome intuitive meaning. Note that a related concept hantigc
been introduced independently ifi] under the name of theracle input modelln a model without separated agents, the
local and global command models are equivalent but we wél tbat they differ in a relativistic setting. More precisebyr
second contribution is to

« Introduce the distinction between local and global commianthe models based on th&split. We show that there is

a simple classical protocol that is secure under the locaincand. However, we proceed to show that there exists
classical protocol that is secure under global commandenctass ofg-split models.

The latter naturally leads to the question, whether thegegaantumprotocol that is secure even when Victor issues a global
command. A quantum protocol that is likely to be secure umgli@nal command was given ir2]]. Another quantunp-split

4The authors consider two inertial participants sharing isetess quantum channel in the presence of a uniformly exatetl eavesdropper. They show that
any information the eavesdropper manages to acquire isentig noisy which allows the two honest participants to ammicate securely. It is well-known
in cryptography that most cryptographic primitives can fp@lemented securely as long as an external source of gaeathnbise is present.



protocol was proposed by Kent][ which has the very appealing feature that it can be implaetk by the honest parties
using only single qubit measurements in BB&4][bases, without the use of any quantum memory. Yet, no ekgkcurity
bounds were provided inl]. Our final contribution is to

« Provide a formal security proof and security bounds for tr@tqrol proposed in1] in the global command model.

We want to stress that a sketch of a security proof was givén]ialready; however, we were unable to derive explicit seguri
bounds from the arguments provided there. We thus devisegltamative proof, which allows us to find these parameters
explicitly.

Our proof requires two ingredients: First, we make use offttot that the two agents cannot communicate. Second, we
employ an uncertainty relation in terms of min- and max-@pites [31]. This relation was previously used to prove the security
of quantum key distribution3”], and our result illustrates its power to prove security tfes cryptographic primitives.

Outline: The paper is structured as follows. Sectibrcontains some basic definitions and technical tools esddnti the
proof. We also remind the reader what a bit commitment paidtiecand what conditions it should satisfy. In Sectionwe
introduce the concept of split models and, by examining thadard no-go argument, we find the minimal split requiret:en
that might give us security and for these we state genedadiseurity requirements. We also show how certain splitedrom
special relativity if we require certain parts of the praibto take place at space-like separated points. Sectiopresents
simple protocols that achieve security in the minimal spiibdels. SectiorV is entirely dedicated to the bit commitment
protocol proposed by Kentl]: first we describe the protocol and then we analyse its #gcto obtain explicit security
bounds.

Il. PRELIMINARIES
A. Hamming distance

Let [n] = {1,2,...,n} and letz be ann-bit string, z € {0,1}", and denote thé-th bit of = by z;. Define the Hamming
distance between two stringsy € {0, 1}" to be the number of positions at which they differ

du(z,y) :={k € [n] : 2 ® yr = 1}].

B. Probability distributions
Let X be a random variable taking values .\ and distributed according t®x. The Rényi entropy of ordex € R \

{0,1, 00} is defined as{J
— log <Z PX(x)O‘> )

reX

Ho(X) =

The special cases € {0,1, 00} are defined as limits H{X) = limg_,, Hg(X). Note that H(X) = log|{z € X : Px(z) >
0}| and that the Rényi entropies exhibit monotonicity

Ho(X) > Hp(X) <= a <8.
For |X| = 2 anda = 1 we obtain the binary entropy

h(q) :== —qlogq — (1 — q)log(1 — q).

Let Pxy uv be a joint conditional probability distribution?’xy;- satisfies no-signalling if for all. € U,z € & the value
of the sum

ZPXY|UV(X =z,Y =ylU=u,V =)
yeY

does not depend on a particular choicevaf V.

C. Quantum notation

Let p be a quantum state on a Hilbert spdéei.e. a positive semi-definite operator withp = 1 acting on#. Let S(H)
be the set of all states oH. We say thafpx 4 is a classical-quantum (cq) state if it can be written in thierf

pxa= Y Px(z)|z){x]x ® pa,
TEX

where Px is a probability distribution ang, € S(#H4). Then, we define the probability of guessig given access to the
guantum systemd as

Pguesé X |A) := max Z Px(z) tr(Mypz),



where the maximisation is taken over all positive operaadued measurements (POVMs) &ty. The min-entropyof X is
defined ad,,in(X) := Hoo(X). The min-entropy ofX conditioned onA is defined as

Hmin (X|A) == lOg pgueS£X|A)-
We say thatpxy is a classical-classical (cc) state if it can be written ia tbrm

pxy = Y Pxy(@y)lz)lx @y)yly.
reEX,yey

The max-entropyof X is defined asiax(X) := Hi (X). The max-entropy ofX conditioned onY is defined as

Hmax(X|Y) = 1Og Z PI‘[Y = y] ' 2Hmax<X|Y:y)'
yey

D. Uncertainty relation

Let papc be any tri-partite state and 1€¢V/, }.cz and{N, }.cx be two POVMs on thed subsystem whose measurement
results are represented by classical random varigbkasd X . The following cg-states arise from performing the measanmets
mentioned above:

PZB = Z |2)(z|z ® trac(M.papc) and
z€Z

PXC = Z |z) (x| x @ trap(Nzpasc)-
reX

Theorem II.1. [31] For any tri-partite statep 4 the following uncertainty relation holds
1
Hmax(Z|B) + Hmln(X|C) Z 1Og ) (1)
C

where the entropies are evaluated foz and pxc, respectively, and := max. , |vM.v/N,|%.

E. Bit commitment

Bit commitment is a primitive that allows Bob to commit a bito Alice in a way that is both binding (Bob cannot later
convince Alice that he actually committed fo— b) and hiding (Alice cannot figure out whatis before Bob decides to
unveil it). In this section we discuss how to describe a bihoutment protocdl and how to formalise the desired security
requirements.

Any action taken by Alice or Bob can be described by a complaiesitive, trace-preserving (CPTP) map and the entire
protocol can be defined by specifying these maps. In thisrpapewill denote maps performed by Alice and Bob hyand
®, respectively. The subscrigf — Y means that the map acts on (reads and/or modifies) the exrgtifisterX and creates
a new registe®”. Moreover, identity is assumed on any subsystems not étplinentioned within the mapAx_y (pxyz)
stands forAx_y ®idz)(pxyz).

The usual description of a bit commitment protocol divideistio two phases: commit and open. However, as our scenarios
rely on timing and communication constraints, it is usefube more explicit about the structure of the protocol. Weddithe
protocol into four phaseszommit wait, openandverify. The commit and open phases are the essence of the protoephite
the only phases during which Alice and Bob interact. The whaise acts merely as a separator (this is when the commitment
is valid), while in the verify phase Alice uses the infornoaticollected in the previous phases to verify the commitnagrt
decide whether to accept or reject it.

Let papc be the state that Alice and Bob share at the end of the comragepli they are both honesiThe subsystemd
and B are controlled by Alice and Bob, respectively, while sultsysC' is a classical register in Bob's posession indicating
which bit Bob has (honestly) committed to. L& pggp be the quantum operation that Bob applies in the open phabsé an
should be thought of as extracting a proof of his commitmeninfthe subsystem® and C' and storing it in the (possibly
quantum) subsyster®®

open
paprc = PRos, p(paBc).

In the last step of the open phase Bob passes the subsysteand C' to Alice. Note that ag”' is a classical register Alice
is automatically assumed to read it and, hence, she finds bat Bob claims to have commited to. mtj;;fg% be the

5To simplify the notation we will omit all the subsystems onigfhthe projector equals identity. Hence, in our shorthaathtion M. p4pc stands for
(M: ®Ipc)paBc-

6Note that we do not consider the most general class of pristawe assume that the open phase involves one-way comatianiérom Bob to Alice
only.

“Any private or shared randomness is included in the desmmigif the state, hence, given a protocol we can extract aueni pc.

8The honest opening map will simply read the value of the @absegisterC, hence, its state will not be affected.



guantum operation that Alice applies in the verify phaseicvlcreates a classical binary register (flaf),indicating whether
the commitment is accepted or rejected

verify
PABPCF = AAPC%F (paBpc),

and let us denote a (classical) basis of the subsydfeby {|accept, |reject}. Describing the honest protocol suffices to
define correctness.

Definition 11.1. A bit commitment protocol iperfectly correcif p,pc satisfies

(accepttrappc Arps_, (P9, p(panc))|accept = 1.

If one of the parties is dishonest and does not follow thequaitthen the state shared between Alice and Bob is no longer
well-defined. We will user to denote such a dishonest state distinguish them from the honest states denotegd.Security
guarantee for honest Bob states that Alice finds it difficalgtiess the value of his commitment before the open phase. If
Alice is dishonest and does not follow the protocol then ttedesshared at the end of the commit phasggc, does not
necessarily equal 4 pc. However, it is important to note that the classical registds still well-defined since Bob is honest.
Let K4 be the set of all tri-partite states that Alice might enfoatéhe end of the commit phase. Informally, a bit commitment
is 0-hiding if for any cheating strategy the probability thatic® guesses the committed bit correctly before the openepisas
upperbounded by + 6.

Definition 11.2. A bit commitment protocol i§-hiding if all capc € K4 satisfy
1

Similarly, if Bob is dishonest then different states may bached at the end of the commit phase anddgtbe the set of
all states that he might enforce at the end of the commit phése that the classical registéris no longer well-defined so
we will simply talk about bi-partite statessp € K. In order to cheat successfully Bob must be able to produlié peoofs

for both values ofC, which implies that there are two distinct dishonest opgniraps: Bob applie@%‘fﬁc if he chooses
to open0 and @%‘fﬁc if he chooses to opeh. The cheating ma@g“f}i’c extracts the proof of having committed &drom

the subsystem B, stores it in the subsystBrand store$ in the newly-created registé&r

heatb
ohpp ®|b)(ble = G5 pc(0aB).

In the last step Bob give® and C to Alice, who verifies the commitment using the honest mag. d,ebe the probability

that Alice accepts Bob’s unveiling @f

ps = (acceptiranrc ASpt_ p (25550 (o45)) accepl. @)
The security conditions opy andp; depend on whether we are in the classical or quantum frankev@assically, we require
that at the end of the commit phase at least onépafp; } is small. However, this requirement turns out to be too gfrion
the quantum world as explained ii4] and a weaker security condition is proposed in the samerpape

Definition 11.3. A bit commitment protocol is-weakly bindingif for all 45 € K and for all cheating map@@%‘fﬁi’c}be{o,l}
we havepy +p1 <1 +e.

Unfortunately, this definition does not give us composabifsee AppendixB-A for a counter-example). On the other
hand the usual composable definition used for quantum potstaotroduced in [7] turns out to be too stringent for the
scenarios considered in this paper (see AppeBdix for details). Hence, throughout the paper we will stick te theaker,
non-composable definition.

[1l. RELATIVISTIC MODELS
Before considering relativistic models let us briefly exaenthe original no-go argument (for the full version pleasker
to [3], [4]) to see how it might be circumvented by imposing certain oamication constraints.

9We make no assumptions on what the dishonest party storémiinpart of the state. In particular it might contain someiliary systems to be used
later.



A. The original no-go argument and the split models

First note that we can restrict ourselves to protocols incilthe state shared between Alice and Bob is pure at all tithes.
Let |¢% ) be the state at the end of the commit phase if Bob has decidenhtenit tob. We require that Alice should not be
able to distinguish the two cases just by looking at her sstesy which implies thap%, = pl;, wherep® = trp | 0% 5) (%5 |-

By Uhlmann’s theorem{5] there exists a unitary/p acting on the subsystef alone such that/z|¢% ) = | 9% 5). Hence,
if the states corresponding to both commitments are the sam#dice’s side then Bob can cheat perfectly. This argument c
be extended to the case in whipH and p!, are close in trace distance (which means that they are difficudistinguish)
and then one can show that Bob can still cheat with high pridibaffor the exact trade-off based on this idea refer &a][
for the optimal bounds on quantum bit commitment sed)[

What is a split model? Informally, a split model is a model ihigh at least one party is required to delegate multiple &gen
to perform certain parts of the protocol in a non-commuimcgfashion. In this paper we only consider models in which we
require a party to delegate at masiagents. The basic rule of two-party cryptography is thatetare no third parties: the
world is split between Alice and Bob only, anything that dowd belong to Alice is fully controlled by Bob. Now suppose
that the split model requires that there are two agents of @ub and Brian). It is still true that Bob and Briangether
control everything that does not belong to Alice. Howevke tlass of operations they can perform in a non-communigati
fashion is now restricted, which might give us securitysltlear that the only way to achieve security is to split Aliteing
the period for which security for Bob should hold wice versa Therefore, we arrive at two relevant splits.

o a-split : Alice is split during the commit and wait phases.
o [3-split : Bob is split during the wait and open phases.

1. commit 2. wait 3. open 4. verify

a : Alice is split

B : Bob is split

Fig. 2: The two relevant types of separationsand j.

The standard no-go does not apply to teeplit model because whilg% might be globally fully distinguishable from?,
they might locally look the same for both Alice and Amy (heeat). Thes-split evades the no-go because the global unitary
Ug might be impossible to perform by Bob and Brian without commication. Note that whenever we say that a party is split
during two (or more) consecutive phases of the protocol wanrene long split throughout the whole period rather than a
sequence of short ones (the agentsrayeallowed to get together in between).

We treat the splits as a resource. Hence, we are interestib@ iminimal splits that give security and we will show that
and g are such minimal splits. What about models that imposetistiaore restrictions than those? On one hand any protocol
secure in the minimal split will remain secure in the moretsplodel, we only need to ensure it is still feasible. E.g. the
protocol from [.] was originally proposed in the model in whitioth Alice and Bob are split during the wait and open phases,
while our analysis applies to the-split model (strictly less split). Therefore, our prooftamatically extends to the original
setting. On the other hand, imposing more split might allowriew, simpler protocols. E.g. for the case of Bob beingt spli
at all times there exists a number of protocols][ [1€], [24], [25].

The number of possible split models is rather large and exiagpiall of them case-by-case is unlikely to give any valeabl
insight. Hence, in this paper we only focus on the minimaitspk and 5. It is clear that a split imposed on Alice will only
affect her cheating power (not Bob’s) and it is only the sigiguarantee for honest Bob that needs to be generalisatieln
a-split Bob commits to a bit by talking to Alice and Amy (subtmsA and A’, respectively) and a natural generalisation of
the hiding condition is to require thateitherof them acquires significant knowledge about the valu€’ofn analogy to the
non-split case lefC 4 4. be the set of states that dishonest Alice and Amy can enfdrtieeaend of the commit phase. Then
the split counterpart of Definition.2 can be written as follows.

Definition 11l.1. An «-split bit commitment protocol i8-hiding if all ox4-5c € K44/ Satisfy
Pgues{C|X) < % +0 for X = {A,A'}.

Similarly, in the 3-split let pp: be the set of states that dishonest Bob and Brian can enfortte &nd of the commit
phase. In the introduction we mentioned the concept of aereat verifier Victor who challenges Bob to open a particular
bit and this is how we quantify Bob’s cheating power. In theecaf Bob and Brian performing two openings separately we
need to specify whether Victor only tells Bob what to unveilbmth Bob and Brian receive the message. We call these two

10we assume that Alice and Bob start in a pure state and theheatdtions can be performed coherently.



scenarios théocal andglobal command models, respectively. The first variant correspomthe situation in which Bob makes
the decision while Brian intends to behave consistently.iff the bit that Bob intends to unveil then the cheating mapheén
local command model take the form eatocal A
cheatlocal,b __ xCcheatdb h
®ppppccr = Pppe © (I’CB'eitP/c'v
i.e. Bob’s actions depend dnbut Brian’s behaviour is independent of it.

The natural motivation for the second scenario is a sitnatiovhich the agents are not allowed to communicate with each
other but they might receive information from the outsiderldiohence, they both know. The cheating maps in the global
command model take the form eatclobal

cheatglobal b __ xcheatdb cheatb
Pppppccr = Pplpe © Ppipions
i.e. both opening maps depend on the valué. dfsing the definition of,, the probability of successfully openinhgintroduced
in (2) we can state the security condition in tBesplit model.

Definition IIl.2. A g-split bit commitment protocol ig-weakly bindingin the local (global) command model if for all
capp € Kpp: and all the cheating maps allowed in the local (global) comchanodel we havgg +p; < 1+ ¢.

The two variations of thes-split model turn out to be rather different from the segupbint of view: there exist simple
classical protocols secure in the local command modelentol classical protocol can be secure in the global commaritimo
(for details please refer to SectidW-B). Hence, to satisfy this stronger security requirement m@eds to resort to quantum
protocols and we investigate one of them in Sectibn

t
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Fig. 3: Light gray regions represent the light conesloaind R, while dark gray corresponds to the common past or future.
P is the latest point of the common past, whileis the earliest point of the common future.

B. Relativistic motivation

Special relativity states that information cannot trawsitér than the speed of light. Hence, if we are guarante¢ditea X
andY are at some well-defined distance we can calculate the mmithae it takes for a message to travel fraxhto Y (or
vice versa. This motivategguaranteed message delivery timedels, in which transmitting messages between certatiepar
takes a finite amount of time. To the best of our knowledgesghgere the first models in which relativistic bit commitment
was proposedZ4], [29 (please refer to Appendix for a brief summary of what is known about these models). @bec
relativity can also motivate certain split models as expgdibelow.

We consider the model proposed by Kent]| [1]. Take the speed of light to b let (=, ¢) be the coordinates for Minkowski
space and define the following three point® = (0,0), @ = (—1,1), R = (1,1). It is clear thatP is the latest point that
belongs to the common past ¢f and R (Fig. 3). Hence, no signal emitted after= 0 (regardless of where it was emitted
from) can reach botld) and R. Kent’s bit commitment protocols take advantage of thimac® by assuming that each party
has an agent aP, @ and R and they are allowed to send information at the speed of.lifhé¢ commit phase happensat
while the open phase happens(atand R. The resulting communication constraints are illustratedrig. 4. It is clear that
the communication constraints following from this configtimn in space-time are strictly stronger than those offsplit.
This serves as a proof of principle that at least certairt splidels can be physically realised by requiring differeatt® of
the protocol to take place at different, space-like sepdrabints.



Commit phase Wait phase Open phase

Alice Alice Amy Alice Amy
Bob Bob Brian Bob Brian

Fig. 4: Effective communication constraints imposed by t&emodel 7], [1].

IV. BIT COMMITMENT PROTOCOLS FOR THE MINIMAL SPLITS
In Sectionlll-A we argued that eithet or 5-split needs to be imposed for security to be possible. Is $leiction we give
explicit examples of protocols which are secure in each eftito cases.

A. Protocols based on-split

Commit phase Wait phase Open phase

Alice | Amy Alice | Amy Alice

7 I

Bob Bob Bob

Fig. 5: Thea-split model: Alice is required to be split during the comraitd wait phases.

The a-split allows for a simple bit commitment protocol based earst sharing. Such protocols will have the feature that
once the commit phase is over, the combined systems of Alidefany determine the committed bit and the commitment
only lasts as long as the separation is maintained. Thisrni#asito the distributed oblivious transfer scenari@s][in which
security disappears as soon as the agents are allowed towtnate.

Protocol 1: Bit comm tnment from secret sharing

1) (commit) Bob commits té € {0,1} by generating a random bitand sending & r to Alice andr to Amy.
2) (open) Alice and Amy calculate= (b®r) @ r.

Security against classical adversaries follows directiyrf the properties of secret-sharing. It is also securenaggguantum
adversaries (see AppendixB for details). As there exists a classical protocol that ifgmly secure (even against quantum
adversaries) in this scenario quantum mechanics gives aslvantage for the purpose of bit commitment.

B. Protocols based of3-split

Commit phase Wait phase Open phase

Alice Alice Alice

| N\ 7N\

Bob Bob Brian Bob | Brian

Fig. 6: Thes-split model: Bob is required to be split during the wait anmko phases.

In contrast to thev-split case commitments based on thaplit can be made permanent— Bob and Brian can always refuse
to participate in the open phase and Alice will learn nothabgut their commitment. As discussed in SectidsA we need
to distinguish between the local and global command models.



1) Security in the local command moddt: turns out that in thes-split model under the local command there exists a
simple classical protocol that achieves security.

Protocol 2: Bit commitnent in the |ocal command nodel

1) (commit) Bob chooses a bitand shares it with Brian.

2) (open) Bob and Brian independently send to Alice a bit thieym to have committed to (denote these bitsaby
andy, respectively).

3) (verify) Alice accepts the commitment ofif b = = = y, else she rejects.

It is easy to convince ourselves that the protocol is secaceofding to the weakly binding definition). The problemttha
Bob and Brian face is to correlate the bits they are tryingnweil. In order to do that they either have to agree on the bit
in advance (which corresponds to an honest commitment) ey Would have to violate no-signalling. For a more detailed
security analysis we refer to AppendixC (see also the independent discussion of this and relatedspioi [29]).

2) Security in the global command modéNe have seen that in the local command model there existsyasimaple bit
commitment protocol that achieves security. Unfortungtes soon as we switch to the global command the protocolrbeso
insecure — Bob and Brian can cheat perfectly. Let us considhert is and what is not possible in tisesplit model under the
global command.

a) Classically: Classically, it is not possible to achieve security in theplit model under the global command and the
informal argument goes as follows. As the protocol needset@drrect Bob and Brian must be able to honestly commit to
either bit, i.e. they must be able to agree on unveiling sgias' that will make Alice accept either bit even without any
further communication between Bob and Brian. Since theopuaitis hiding the interaction during the commit phase canno
give away any information about the committed bit and, tfaee both strategies remain valid until the beginning & tpen
phase. Hence, whichever bit Bob and Brian are told to unhey tcan always succeed.

b) Quantum mechanicallyThe informal argument presented above does not apply in tamtgm world due to the
no-cloning principle. The opening strategy may rely on s@uantum system that is available to Bob right before the spli
but cannot be shared with Brian without loss. The first prot®én the 5-split model were proposed by Kentq], [1] and
SectionV focuses on one of them.

V. BIT COMMITMENT BY TRANSMITTING MEASUREMENT OUTCOMES

We introduce a variant of the bit commitment protocol by Kgftand then present a security proof that leads to explicit
security bounds.

A. The protocol

The original protocol presented in][uses BB84 states. However, for the purpose of the proof wadyae its purified
analogue (which is equivalent from the security point ofwjieDenote the computational basis By = {|0),|1)} and the
Hadamard basis b, = {|+),|—)}.

Note also that the original scenario described by Kent makéstly more assumptions (because it requires both attie
be split rather than just one). However, we will see that WwaetAlice is split or not does not affect the security. Hertbe,
security proof for the3-split model presented here automatically applies to tlepseriginally proposed by Kent.

Protocol 3: Bit conmitnent by transmitting neasurement outcones

1) Alice create2n EPR pairs and sends one half of each pair to Bob.

2) (commit) Bob commits to a bit by measuring every qubit he receivesip Denote the outcomes L (a classical
bit string of length2n).

3) (end of commit) Bob splits up into two agents: Bob and Brigach of them holds a copy df. No more
communication is allowed between Bob and Brian until the endf the protocol.

4) (open) Bob opens the commitment by sendirand 7" to Alice. Brian does the same.

5) Alice picks a random subsef C [2n] of sizen and letX’ := [2n] \ Z. She measures the qubits frafin the
computational basis and the qubits frokhin the Hadamard basis. Denote her measurement outcomes (ay
classical bit string of length 2n).

11Bob and Brian agree on unveiling strategies during the cdrphmse, which they are allowed in tifesplit model. This argument might not apply in
the case of stronger splits (e.g. Bob and Brian split at alks).
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6) (verify) Alice performs three checks :
« Alice checks whether the values bfsubmitted by Bob and Brian are the same.
« Alice checks whether the strings submitted by Bob and Briantlae same.
« Alice checks whether the strings submitted are consistéht $(consistency check on qubits she measured
By only).
If all three checks pass then the opening is accepted.

in

As mentioned in Sectiohl-E a secure bit commitment protocol should satisfy three damdi. If Bob is honest he will
choose a bit, perform the correct measurement to obtain the (classitafyg 7'. After the split Bob and Brian will both
possess identical copies bfand T, which they send to Alice during the open phase. Hence, teetfio checks clearly go
through. The third check goes through because honest Atiepaped perfect EPR pairs, measured them to obtain sffing
and so stringss’ andT' must be perfectly correlated on the qubits measured in thne dmsis. Hence, the protocol is perfectly
correct. Security for honest Bob is also easy to see. AliGsdwt receive any information before the open phase, hshee,
cannot learn anything about Bob’s commitment by no-sigmgland the protocol i$-hiding for § = 0. Therefore, we only
analyse security for honest Alice, i.e. show the followiegult:

Theorem V.1. Protocol 3 in the 5-split model under the global commandssveakly binding, where

1
e= inf 2'7"0-h0O) 4 2exp (——n§2) ,
5€(0,3) 2

whereh(-) is the binary entropy function as defined in SectibB.

Note that not only does vanish in the limitn — oo but also the rate of decay is exponentialrin(n is the number of
rounds played, hence, the resources necessary to exeeyieotbcol grow linearly im). The fact that decays exponentially
would be a great advantage if the protocol were to be impléeteexperimentally and shows that the protocol might be of
practical interest.

B. Security for honest Alice

1) Notation: Let us denote the state of the system at the end of the commsteplyo 4 g5, where subsystemd, B and
B’ belong to Alice, Bob and Brian, respectively. Alice is hanses we know the exact state of her subsystem —it contains
2n qubits, which have already been partitioned into s&tsand X. This justifies a natural partition of the subsystein
into subsystemsiz and A, each containing exactly qubits. Let quantum operatioh?, for G € {Az, Ax}, b € {0,1}
correspond to measuring all qubits from the subsystéin the basis3,. The relevant projectors can be formally defined as

Pg* = [HE"|s){s|a[H*"), @)

wheres € {0,1}". Denote the environment by and the subsystem used to store the measurement outconfesTien A2,
is defined as

pre = A (par) = Z |s)(s|F @ tre (Pé’sch).

The three relevant measurements Afg , A}, ,A% —the first two are actually performed in the honest protoatiile the
third one is avirtual measurement, required for the proof only. Bob and Brian apeeed to extract a string from their
respective quantum systems. Let us simplify the notatitrodtuced in Sectionl-E and denote Bob’s map intending to open
b and producing string’ as the output byb%. Similarly, for Brian denote the map intending to op&nby @%/ and the
output string byT”. Observe thatby, (®Y,) is restricted to operate on the subsystBn{B’) only. The stringl’ corresponds
to measuring alkn qubits. Once Alice has chosen the partition ifoand X we can naturally split it into two substrings
T = {T=,T~}, which correspond to the outcomes obtained from the quints setsZ and X, respectively. Splittind” into
two substrings is useful because when Alice has to decideh@héo accept or reject the commitment she will only look at
one of the substrings (the one measured in the same basisyl\Clanalogous partition applies 16 = {T%,T%}.

2) No-signalling constraintsiet us think of Alice as talking to Bob and Brian separately amaking a separate decision
(whether to accept or not) for each of them. We can see thagities rise to a joint probability distribution with two infs
and two outputs: the inputs are the bits that Bob and Briarevasked by Victor to unveil ¢ and ¥/, respectively), while
the outputs are Alice’s binary{&ccept, rejed) outcomes (one on each side). We have already defined the thetpBob and
Brian will apply so now we just need to specify what the testsAdice’s side are. As described in the protocol Alice will

12We are in the global command model so both Bob and Brian knoat Wtey are trying to unveil.
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Alice and Brian
=0 b =1
accept| reject || reject | accept

b=0 accept Po a2 . @

Alice and Bob reject [ a1 422 23 a4

reject . . . as4
b=1

accept - - - P1

TABLE I: The joint probability distribution describing thisvo space-like separated openings.

check whether the relevant substring (determined by thstiparinto Z and X) is identical to her measurement outcomes
and these checks can be expressed as projectors. E.g. ifriBstia openb = 0 (b = 1) Alice will apply 1% (I1}), where

=Y [s)(sls. @ |s)(s|rs,
M o= [5)(s|sx @ |8)(s]1n-

To check Brian’s opening she would apdly;, or I1},, which can be obtained from the projectors above by repgg€invith
T'. Note that the opening maps performed by Bob and Brian andests performed by Alice allow us to evaluate the joint
probability distribution, which is represented in Tabl&® As Bob and Brian act on disjoint quantum systems and the tests
performed by Alice are classical the probability distribat of outcomes must satisfy no-signalling. Note that welaegd
certain fields ¢,; anda44) by the probability of successfully openiigand1 (p, andp), respectively. This follows from the
definition of p; in the global command model :

pq = Pr[acceptaccepth = d, V' = d]. 4)

Also, we have replaced,, by a because it turns out to be the quantity we will bound in theosdart of the proof. The
following lemma uses the no-signalling principle to find grpar bound on the sum @f andp;.
Lemma V.1. No-signalling between Bob and Brian implies thgt+ p; <1+ a.

Proof: Consider the following no-signalling constraintg: + a4 = as4 + p1 andas; + ase = ass + az4. Moreover, we
know that each quarter adds up t®0 pg + a2 + a2 + ase = 1. Combining the two conditions gives

po+p1r=1—aj2—az1 —axxt+ta+ay —azu=1—-aj2—az+a—az <1+a

[ |

Hence, it is enough to show that as the number of round@tscreasesy can be made arbitrarily small, which is the focus
of the next section.

3) Impossibility of guessing both stringdhe probabilitya corresponds to Bob trying to unvedil= 0, Brian trying to
unveil " = 1 and both openings being accepted. pet s, 7.1, 7,1, be the state after all three parties have performed their
measurements (note that this state is purely classical)

Psz5xT=TaTeTy, = (MY, ® Ay, @ P @ Op)pasarps:-

As « is the probability thatoSgSXTngTéT)’c passes the relevant tests it can be written as

a = tr(0B g ps. 5412 Ta T T, )- (5)
As operators acting on disjoint subsystems commute we cangehthe order slightly
a = tr(03 g ps 2 sxraTaT, 1Y)

= tr(H%Hl /(A%;j & A114X & @% & CI)IB/)pAzAXBB/)

= tr(lpIE (Ay, ® @5 )(AY, ® ®)pazaxns)

= tr (HlB/(A}LXX X (I)IB/) [H%(A%Z X (I)OB)pAzAXBB/}) .
Define

p=tr (IL(AY, ® ®%)pasarss),

1
Pivran = ];trSsz [H%(A%z ® @%)PAZAXBB']

13The variables that do not appear in our argument have bedaceebwith placeholders.
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It is easy to see that is the probability that Bob passes his test aﬁ@j})ﬁ/ is the normalised state conditioned on passing.
Hence,a can be written as

a=tr (g (AL, ® PR 5) - p. (6)

This way of writinga allows us to apply Theorerii.1 to the tri-partite state’'>5. 5.

Lemma V.2. For any strategy adopted by dishonest Bob
1
a < inf 21770RO) 4 9exp (——néz) . (7
3€(0,3) 2

Proof: The trace on the right hand side @ (corresponds to the probability that Brian guesSgscorrectly by applying
his opening map on his subsystewmnditionedon Alice accepting Bob’s opening. The guessing probabilging a fixed map
oL, is upperbounded by the optimal guessing probability] fvhich can be written in terms of the min-entropy. Hence,

% — tr (HlB’ (A}4X © ol /)pza;sTXB/) < 27Hm;n(52c|B’)7 (8)

where the min-entropy is evaluated on the siatep: := trp,, A}4X (p&ajsT p). To use the uncertainty relatiofy)(we also need

to considerpg ., = trp AAX (pf’fj}XB/) which would be obtained if Alice decided to make the thir@t(ial) measurement

in a complementary basis. Combining) vith (8) gives

= < gt (SxlT) =, (9)
p

whereHmaX(SX|TX) is evaluated opg,r,- Note that now we just need to bound the classical conditiomex-entropy
between two classical random variables (the state,. is purely classical). It turns out that it is enough to shoattthe

Hamming distance betwee$iy and T’y is small with high probability. To get such a bound we needstangine the (fully
classical) state_¢ o, = tra (A%, @AY, ® ®% ®idp/)papp . The fact thatZ and X are random subsets (ifr]
allows us to derive the following inequality from the Hoeffd bound B9 (details in AppendixA).

Pr [dH(S’X, Ty) > 0n Adu(Sz, Tz) = o} < exp <—%n52) — e (10)
We can also write it as conditional probability
Pr {dH(SX,TX) > 6n|du(Sz, Tz) = o} < %
becausely(Sz,T=z) = 0 is equivalent to Bob passing the test (and happens with piliyap as defined in \(-B3)). Let
0<é< % and define a binary everi, such that

p. JO it du(Sx, Tx) < 6n,
o 1 If dH(g)(,Tx)Z(Sn

If T" = 0 then for any particular value dfy =t the Rényi entrop¥* of order0 can be bounded by
[nd]

Ho(gX|TXZtX7F:O) SlOg Z <7Z> th(d),

=0

where the last inequality comes from a well-known bound é&sgeLemma 16.19 in/[0]). The monotonicity of classical Rényi
entropies implies that R R
Hpoax(Sx|Tx =tx, T =0) < Ho(Sx|Tx =tx, T =0). (11)

If I' =1 then we have no bound better than the maximal véiugx(SX|TX =tx,[' = 1) < n. It can be shown (see e.g.
Section 4.3.2 in41]) that the conditional max-entropy for classical statedums to
Hpax (Z]Y) := log Z PY =y - Hmax (Z]Y=y)
yey

As neither of our bounds depends on the particular valu€xof= ¢y, they will not be affected by averaging over all strings
tx. Hence, we only need to average over
2H,,m(SX|TX,F) =P =0]-2 me(§X|TX.,F:0) + Pl =1]- QHMX(SX\TX,F:Q
2™
< (1 - 5)2”h< )4 Sgn < gnh(e) L € (12)
p p p

14All entropies are evaluated P 7y except forH iy (Sx|B’) which is evaluated OPs,. B/
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One bit of information cannot decrease the entropy by moase thbit (see e.g. Proposition 5.10 ial]), hence
Hmax(gX|TX) S Hmax(gX|TX7 F) + 1L (13)
Hence, from ), (12) and (L3) we get

a<2p {2"(1}1(5)) + E} < 217 n(1=h(8) 4 9 exp <—1n52)
— — 2 3

p
which directly implies our claim. [ ]
Finally, TheoremV.1 follows directly from Lemmas/.1 andV.2.

VI. CONCLUSIONS AND OPEN QUESTIONS

Our interest in bit commitment protocols based on the rétit constraint was sparked by recent papers by Keri, [

[1]. While the author gave an intuition for the security of thetpcol based on BB84 states, no explicit security bounds
were given. Once we had proven the security of the protocdlcaiculated such bounds, we became interested in othér spli
models: which of them can give us security and in which of them quantum protocols more powerful than classical ones?
We have investigated the minimal split assumptions thahtédjow for secure bit commitment and we have shown that they
are indeed sufficient. We have found that in thsplit under the global command quantum protocols are moveegful than
classical ones.

We have proven security of bit commitment with respect towmsakly binding definition, which is non-composable. We
also know that the usual stronger definition (which would lyngmposability) is not achievable. We cannot hope for arsal
composability but maybe it is possible to prove some weatan fof composability. For example, is it possible to comhine
bit commitment protocols]] to obtain a secure string commitment scheme? If it is notiseone might investigate if there
are some extra constraints (e.g. that the commit phasesacated sequentially or that the unveilings happen simattasly
at space-like separated points) that would guarantee ceabiby.

One might also wonder whether these models allow us to agsistther cryptographic primitives. Probably the most
natural one to look at would be oblivious transfeér’], [43]. Unfortunately, the primitive of oblivious transfer reges the
security to last forever. This would only be possible if egrtparties remained split forever, which cannot be maotdaty
relativistic assumptions. Moreover, if certain partiesreveo remain split forever then oblivious transfer can belengented
even classically4(]. It is possible, however, that some weaker form of obligdransfer (in which the security does not last
forever) can be proven secure in relativistic models.

APPENDIXA
HOEFFDING BOUND

In Lemma? we need to bound the probability that sampling a small, remdabstring gives rise to the statistics which is
very different from the true statistics of the entire strifidne Hoeffding bound is exactly the tool we need. Supposewea
have a string of lengtBn which containsne, errors and let\ = 52 denote the error fraction in the whole string. Let us take
a random sample of the string of sizeand denote the error fraction in the sample XyThen, the Hoeffding bound3f]
states that

_ 1
Pr [A >\ + é} < exp (——k§2) .
2 2
Adding an extra event cannot increase the probability
Pr {KZA—!—%/\/\—O] < exp <—%/€52) .
The expression inside the square bracket can be rewritt@nggus
1
Prner > dn A X =0] <exp (—§k52> .

This is exactly the bound we use ifQ).

APPENDIXB
COMPOSABILITY ISSUES

For the sake of completeness we state some observationsroorg composability. On one hand we show that the weak
bindingness definition is not composable (by giving an exptiounter-example). On the other hand we argue that thelusu
stronger definition 7] cannot be satisfied in the split setting.
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A. Counter-example to the composability of the weakly bigdiefinition

In Sectionll-E we explained what it means that a bit commitment protocol éakly binding and we also said that the
definition does not guarantee composability, e.qg. exegutire protocoln times does not necessarily give a secure string
commitment (string commitment is an extension of bit commeitt in which we are allowed to commit to a bitstring of
lengthn rather than just a single bit). Let us explain what the sowfcthe problem is. Consider a bit commitment protocol
which is binding in the sense that with probabili%yBob can unveil either bit successfully and with probabi%tyhe will
fail regardless of his intentions. Clearly, we wouldt call this protocol secure. However, ag = p; = % it satisfies the
e-weakly binding definition foe = 0. To expose the problem even further consider the task efgstdommitment. Analogous
to the bit commitment case suppose that at the end of the copirase Alice and Bob share a statgs. Let ¢s(pap) be
the probability that Bob successfully unveils stringThen it is natural to say that a string commitment protosad-weakly

binding if for all statesp 4 it satisfies
> gulpas) < 1+3.

Now consider a string commitment protocol such that AIicth\probabiIity% accepts anything while with probabilitg
rejects everything. It is clear that this is not a securengtdommitment box a$ ", ¢s(pas) = %2” =2"~1 However, if we
look at each bit separately we will find thay = p; = % and so each bit commitment is weakly binding. This shows that
combiningn weakly binding bit commitments does not imply that the résglstring commitment is secure.

B. Impossibility of satisfying the stronger definition

Definition B.1. [12] A bit commitment protocol is-binding if the fact that Alice is honest ensures that for any statehat t
beginning of the open phasg, g, there exists an extension of the form

pasp = Pp(0)[0)(0|p ® pp + Po(1)[1)(1]p ® php,

where D is a classical register and®, is a probability distribution, for which the conditionedasés satisfyp; (0% 5) < €
for b € {0, 1}.

While this definition has proven useful in the bounded andyasitorage modelsl]], [14] we argue that it is generally
inapplicable outside of these scenarios. The securitygsehmodels results from the fact that Alice and Bob cannafyptine
protocol, as there is a subsystem, referred to as the emvént) £/, which they do not have access to. In other wosds is
not pure because we trace out the environniéne.g. a pure statep) apr leads topap = trg|¢)($|ape. The following
argument shows that if the model does not prevent the pdrtes purifying the protocol then DefinitioB®.1 can only be
satisfied fore > % Suppose that Bob commits to an equal superposition @fid 1 (as explained above). If Alice and Bob
start in a pure state and execute a purified version of th@gobfi.e. implement all operations as unitaries, generaterent
randomness and keep all the measurements quantum) thetathesthe beginning of the open phase is pure. One possible
opening strategy for Bob is to measure the control qubitcivitollapses the state. The collapsed state is exastly Bob
had generated a random bitat the very beginning of the protocol and honestly committedt. Such a strategy gives us
a lower bound on how well Bob can open each bit, namglp45) > % for b € {0,1}. As the overall state is pure at the
beginning of the open phase, any classical regiBtenust necessarily be independent, which meansghat= pl 5 = pas.
Thenp1(p%5) = p1(pap) > 5 so DefinitionB.1 can only hold fore > % This argument shows that Definitid@ 1 cannot be
satisfied by protocols that do not assume the presence of egtamal system inaccessible to either party.

APPENDIXC
GUARANTEED MESSAGE DELIVERY TIME MODELS

Suppose that Bob, based on Earth, exchanges messages iwith who is on the Moon. Special relativity states that no
message can travel faster than the speed of light, henceittimum delivery time equals abouit26s. This scenario motivates
the study of models in which there are two separated siteswdnlg intra-site communication can be instantaneous, any
inter-site message takes at ledst to be delivered. We also assume that the inter-site (cklseicquantum) channels are
perfectly secure (neither party can read or alter anythtag is on the wire).

A. One agent per site

At
Bob Alice

Fig. 7: The simplest guaranteed message delivery time modelagent per site.
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The simplest model (illustrated in Figur§ assumes that each party controls one site. Clearly, if Bolds a bitb to
Alice he is committed to it. The commitment is perfect beeaastimet = 0 Bob is fully committed (he cannot alter his
commitment at any later time), while at the same time umtilett = At Alice is fully ignorant about the commitment. The
drawback of such a scheme is the fact that the commitmentlasily forA¢ and then automatically opens. Such schemes have
been studied beforetf] but in a slightly different context. The conclusion is tHat certain applications (e.g. constructing
a strong coin flip, signing contracts) sutimed commitmentare good enough, while for others (e.g. Yao’s constructibn o
OT using quantum communicatioriq], [43]) they are not. To illustrate the limitations of this modet us consider if it is
possible to construct a commitment that lasts for longetr fva Classically, this is not possible and the intuitive arguirie
simple. In the absence of noise classical protocols arg fldterministic and no probabilities can arise. For eacthefhits
Bob eithercan (p, = 1) or cannot(p;, = 0) unveil it. Hence, the distinction between being and nohgaommitted is sharp
(eitherpy + p1 = 2 or pg + p1 = 1). Bob being committed implies that the information beyorisl ¢ontrol determines the
bit. As Alice will have received all the messages in tranfiératime at mostAt¢ she will be able to learn the committed bit.
Therefore, no commitment can be made longer thanIn the quantum world the situation is more complicated duémo
things. First of all, quantum mechanics is a probabilidtiedry so there is no sharp distinction between being and eiogb
committed — Bob can be partially committed. The second carafidn is the no-cloning theorem. Suppose that at somet poin
Bob becomes, to some extent, committed, which means thahfblnation on Alice’s side combined with the messages on
the wire give away some information about his commitmentwNassume that Alice waits until the messages arrive (at most
At) and does some measurements to learn something about Robisitment. Clearly, the standard hiding-binding trade-of
applies. However, the honest protocol might require Alicerdturn some states to Bob before the messages arrive and so
by keeping them she takes a risk of being caught cheating. dhiopen question if this time-constrained scenario giges u
some advantage over the standard scenario for construdtesg-sensitive bit commitments. It is clear, howevel titasecure
(hiding) bit commitment can last longer thadx. Hence, for this specific purpose quantum and classicabpott are equally
powerful.

B. Two agents per site

At
Alice Amy

Bob Brian

Fig. 8: A more complicated guaranteed message delivery tiroéel: two agents per site.

A slighty more complicated model (illustrated in Figu8g assumes that each party has a trusted agent at each site (Bob
trusts his agent Brian and Alice trusts her agent Amy). Ratimplementing bit commitment in such a scenario, in Wwhic
the commitment can be sustained indefinitely as long as messare exchanged at each site have been presentéd],in [
[25]. After the exchange stops the commitment remains validXérand then expires. These protocols have been shown to
be secure against classical attacks and are conjecturezl dedure against any quantum attack.

APPENDIXD
CLASSICAL PROTOCOLS AGAINST QUANTUM ADVERSARIES

Some of the protocols we present are purely classical butderdo determine whether they are secure against quantum
adversaries we need to translate them into the quantum fismar his section describes briefly how this can be achiared
analyses the security of these protocols in the quanturimgettVhile the actual security proofs may appear trivial, have
decided to include them for completeness.

A. Classical protocol in the quantum formalism

Sending a classical bite {0,1} is equivalent to encoding it in the computational basis amtig the resulting state)
to the other party. Receiving a classical bit correspondedeiving a qubit and immediately measuring it in the corapanal
basis.
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B. Bit commitment from secret sharing

Here we analyse Protocdl from SectionIV-A. If Alice and Amy are honest they will measure the qubits thegeive
immediately in the computational basis. Once the measuremgcomes are known Bob’s commitment is well-defined and
he will not be able to cheat. If Bob is honestwill be a truly random bit. Then what Alice and Amy receive damdescribed
by the following density matrix

DN =

phar = 510)0[a @ |d)(d|a + [1){(1]a @ [1 = d)(1 - d|a].

It is easy to convince ourselves that whi$§ ,, and pY, ,, are perfectly distinguishable the reduced states are fulked,
p% = p4 = p% = pY, = 1. Hence, Alice and Amy remain perfectly ignorant about Batsnmitment as long as they are
separated.

C. Bit commitment in the local command

Here we analyse Protoc@l from SectionlV-B1. Clearly, the protocol is perfectly hiding because Aliceeglaot receive
any messages until the beginning of the open phase. To staivit fls also weakly binding we need to employ no-signalling
between Bob and Brian.

Lemma D.1. Protocol 2 is weakly binding withe = 0.

Proof: Suppose that Bob and Brian want to cheat. At the beginniniggobpen phase each of them picks an opening strategy
from setsR and S, respectively. Note that this has to be done independesrtbalise they are not allowed to communicate.
Bob receives the command so his distribution will in genelgbend on the command and if the command denote the
probability of pickingr € R by p%(r). For the second player the distribution has to be fixed ancptbbability of picking
s € § equalsps(s), regardless of what the value bfis. Recall from Sectionl-E thatp, is the probability that Alice accepts
the commitment if the command is Hence, we can write

po=> Y Pr(rps(s)p(@ =by =blr,s) <Y Y ph(r)ps(s)p(y = blr, s).

reR seS reER seS

By no-signalling we know thap(y = b|r, s) does not depend onso we can writep(y = b|s) instead. Then we get

potpi DY [Ph(Ips(9)p(y = Ols) + ph(ps (s)p(y = 11s)] =
rcRscS

> ps(s) [p(y =0[s)+ply=1|s)| = 1.
s€S

[ |
One might also wonder whether the protocol satisfies theg&obinding requirement (DefinitioR.1). However, a similar
argument to the one sketched out in SectibB shows that the stronger definition cannot hold.
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