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A new solution aim s to identify spam com ments and detect products that
adopt an evolving spam strategy for promotion. Specifically, an
unsupervised learning model combines heterogeneous product review

networks to discover collective hyping activities.

Positive online com ments about products and stores are very valuable to individuals
and online businesses, enticing some merchantsto seek and pay for fake reviews from
online servicesto unfairly hype them selvesor denigrate theircom petitors.

M any approaches have been successfully developed to detectonline spam . Fangtao Li'
initially analyzed several attributes related to spam behavior,such ascontent,sentim ent,
product, and metadata features, and exploited a two-view semisupervised method to
identify spam reviews. Song Feng? defined three types of reviewers (any-time, m ulti-
time, and single-time reviewers) and statistically made distributional footprints of
deceptive reviews by using neuro-linguistic programming (NLP) techniques.Geli Fei?

proposed a model to detect spammed products or product groups by comparing the
differencesin rating behaviors between suspiciousand normalusers. All these models
rely on content features that can be easily found by inserting special characters, but
other features,such astemporaland network inform ation,have beenemployed as well.
Qian Xu* collected large-scale real-world datasets from telecom munication service
providers and combined temporaland user network inform ation to classify spammers
using Short M essage Service (SM S). Sihong Xie® proposed a model thatonly uses
tem poral features, with no semantic or rating behavior analysis, to detect abnorm al

bursts as the num ber of reviews increases. Finally, Tyler M oore ¢

studied the problem
of temporalcorrelationsbetween spam and phishing websites. Intuitively,these works

can also be used to uncover sophisticated spam strategies.
Figure 1. Evolving marketing hyping ecosystem .

Amazon has sued more than 1,000 productreview sellerswho sell fake promotionson
Fiverr.com (one of the most famous being Spam Reviewer Cloud;
http://money.cnn.com/2015/10/18/technology/amazon-lawsuit-fake-reviews).On such
user cloud platform s, business owners can purchase anonymous comments generated
by real users by paying for them . It makes spam detection very challenging, as the

adventofa massivenumber ofapparently genuine fake reviewers (which we refer to as



“genuine fakes” in this article) makes the fraud pattern much more nebulous to track.
To date, as Figure 1 shows, many third-party platforms have created various fake
review markets for online product sellers and fake review providers. In real-world
business processes, massive numbers of random but genuine fake review providers
conduct real transactions and write positive comments to claim a bonus (many e-
commerce websites think they can reduce spam reviews by allowing only real buyers
to write them ). Existing research ignores the latent connections in product networks,
which are difficultto discover, especially when these spam activities have become a
hyping and advertising investment that has gained increased popularity among
homogeneous com petitors online. Thus, antispam rules can be easily avoided, which
also impairsthe efficiency and effectivenessofdetection performance.

In thiswork, we coin anew solution— collaborative marketing hyping detection— that
aimstodetectgroups ofonline stores thatsimultaneously adoptm arketing hyping. This

field involvesvarious challenges:

. How can heterogeneous product inform ation network be defined to infer their
latent collaborative hyping behaviors? Network information might not be
directly observed in the original datasets, so we need to build up a relationship
m atrix between products to representtheirunderlying correlation.

. W hat features need to be selected to best solve our problem? Traditional
featuressuch as semanticclues or user relations mightno longer be suitable for
discovering fraud due to rapidly evolving spam strategies. Hence, we need to
choose dedicated featuresaccording to our specificscenario.

. How can we design a model thateffectively identifies collaborative marketing
hyping behavior? A modelthatcan employ the power of heterogeneous product

networks to discover collective hyping behavioris required here.

Toovercome these challenges,we propose an unsupervised shapeletlearning model to
discover the temporal features of productreviews and then integrate the heterogeneous
product network inform ation as regularization terms, to discover the products that are
subject to collaborative hyping. W e define three regularization terms thatreflect the

underlying correlationsamong users, products,and online store networks.

Problem Definition

In 2015, fake productissueson Taobaowere exposed on many publicand socialmedia
platforms. Official investigation, conducted by the Chinese Consumer Association
(CCA), found that most of the fake products surprisingly maintained a top ranking
position, which could continuously damage consumer interests. A key factor here is
thatonly individualswho successfully purchase a productcan leave commentson that
producton Taobao.CCA also reported thatseveralnotorious fake review web markets
in China had formed a fake review chain. On such a platform, for example,a Taobao
store owner can posta request,say, for 1,000 reviews at10 RM B each,as 1,000 tasks.
Anyone in China who has the time can earn 10 RM B if they know such a web market
and can write a review .

Ironically,these platform providers have theirown mechanisms for preventing people
from spamming the tasks, not only guaranteeing that a person can take only one task
posted by a specific store, but they can also ensure that the least amount of spam

evidence (semantic clues, user behavior, and so on) is left in the com ments, thereby



subtly escaping most traditional spam detection rules. These stores usually purchase
fake reviews periodically, as individual needs change over time. For instance, by
predicting the mostactive shopping periods forindividuals— festivals,end orbeginning
season sales,and so on— onlinemerchantsbuy fakereviews months in advance to hold
the top position until people startpurchasing for real, to drive business to their sites.
This forms a collaborative marketing hyping phenomenon among all homogeneous
brands and disadvantages honestshop owners.

M athem atically,let’sconsiderasetofonline products P belongingto agroup of stores;

each productp in P,areview time seriestcan be obtained. Considera setoftimeseries

T = {t,,t,, ..., t,} thatcorrespond to P. Each time seriest, (1 £ i< n)contains an
ordered setofrealvaluesdenoted as (t,,, t,,, ..., t;, ), where g;isthelength oft,. We
wish to learn a setoftop-k mostdiscriminative shapeletsS = {s,,s,,..,s,}.Similarto

the shapelet learning model,” we set the length of the shapelets to expand r different

length scales starting ata minimum | thatis, {I,,,.2 x | ,rx1,.,}} . Eachlength

min? min>

scaleix | contains k,shapelets and |(=|"i:1 ki. Clearly, SeU'»:l Rf0dmn) g ¢ ox

min i

win €0
to keep the shapelets com pact. Our shapelet learning model uses matrix factorization
techniques that we discuss later; all products can be classified on latent spaces
according to theirtemporal features. Additionally,we don’tonlyconsidersingularspam
activities in one store but aim to detect collaborative hyping behaviors, thus, three
differentproductinform ationnetworks are defined asregularizationtermsto constrain

m atrix factorization. Table 1l sum m arizesthesymbolsand notationsused in this article.

Methodology
Before we go much further, let’s first discuss the shapelet learning model and the
product information network for regularization. Then we can formulate the objective

function.

Shapelet Learning Model

Shapelets are discriminative subsequences of time series that best predict the target
variable, while shapelet learning models are usually designed with a classification
purpose that aims to identify the similarity between two itemsrefer to their temporal
feature.Shapelet-transformed representation. According to Jason Lines’s® work,
shapelettransformation was proposed to downsize the time series into a short feature
vector in the shapelet feature space. Time series are orderless but can be uniformly
represented by shapelettransform ation thatpreserve the mostrelevantinform ation for

classification.

Table 1. Symbols and notations used in this article.

o Series of target online stores

P Group of products belonging to O

T Time-series dataset generated from P
S Top-k most discriminative shapelets
X Shapelet transformation m atrix

d,/ Distance between shapelets iand j

I; Shapelet length

q; Time-series length




E Shapelet similarity m atrix

\ Pseudo-class label matrix

U Classification boundary under V

G, Store-based network

G, Product-based network

G, Usercorrelation-based network

R (S BR) Store-based regularization

R(PBR) Product-based regularization

R(UCR) Usercorrelation-based regularization
For instance, given a set of time series T = {t,,t,,...t,}] and a set of shapelets S =
{s,.s,,....s,}, we use X € R**"todenote the shapelet-transformed m atrix,whereeach
element Xs,t denotes the distance between shapelets,and time seriest,. We use X ,to

ij

represent X(S t) which can be calculated as
it

1
Xy = min = Wigan_ ~Sigw) (1)
i h=1

//Pleasenote: I couldn’tm ake out what was at the top of this equation.//

where q=q,—- |I,+ 1isquantity of segments with length I ,from seriest, and q, Ilare

the lengths of time series t,and shapelets,, respectively.

Given asetoftime-seriesdata S, X, isa functionthatrefersto allcandidate shapelets

S, thatis, X(S)(,/). Here, we elide the variable S and use X(,”instead.

7

Based on Lines,” we approxim ate the distance function using the softminimum function

as in Equation 2:

Lq adjj
X~ falig €
() — lead”q - (2)
=

[
Gio =17 (tjiquny — )

where S and a control function precision. The soft minimum
I h=1-i(h)
approaches thetrueminimum whenaoa —» - . Inourexperiments,weseta = -100.

Pseudo-class label. Our dataset has been human labeled, so to evaluate our model’s
accuracy,we introduce pseudo-class labels forunsupervised learning. In this article,c
denotes the numberof pseudo classes. The pseudo-classlabelmatrixV € R““"contains

c labels,where V , indicatesthe probability of the jth time-seriescandidate categorized

into the ith class. If V(Tj)>Vi'j),Vi, then the time-seriesexamplet, belongs to the cluster

Shapelet similarity minimization.To maximizethe varianceofshapelets,we penalize the

modelif similarshapeletsare generated. We denote the shapeletsimilarity matrix as E

e R“* where eachelement E(S,s) representsthe similarity between two shapelets s,and
i

s.. E

;. Erepresents E

si.s ) "



where d, is the distance between shapelet s,and shapelet s, it can be calculated by

following Equation 2.

Shapelet learning model. We measure the least-square error between the original
shapelet transform ation matrix X and the pseudo-class labels by minimizing their

distance as below :

min IX—UV{ | (4)

where U € R*¢is classification boundary corresponding to pseudo-class labels V.
Overall, this is a joint optimization problem with respectto variables S, U, and V for

this model,as in Equation 5:

min® X —UVIZ *IH(s)I2 +* UL,
+ - - . (5)
S,U,v2 2 2

Product Network Regularization
The product network provides correlation information about all online stores. W e
model three types of heterogeneousinformation network asregularization terms:store-

based regularization,product-based regularization,and user-correlationregularization.

Store-based regularization. Online sellers typically hype their products periodically to
retain theirtop ranking position.Hom ogeneous com petitorsalwaysobserve the hyping
action of their peers when they prepare to purchase fake reviews. Collaborative
m arketing hyping is essentially a new type of ranking position com petition between
homogeneous stores and product owners: for instance, store A, which sells protein
powder,will startto hype when it findsthatitscompetitorhas begun to seek spam mers.
Thus, similar products belonging to different stores could share common hyping
behaviors in terms of their tem poral features. Based on the above analysis, we can
design a store-based regularizationterm R(SBR)toconnectallthesameproductswithin

differentstores:

R(SBR)=VG\V". (&)

6

where G is a store-based network matrix.

As can be seen in Figure 2, we set up the connection values as 1 for every product
belonging to the same merchants; otherwise, it’s 0. Store-based regularization terms
based on the assum ption of homogeneous merchandise within differentstores share a
similar hyping pattern with respectto their time-series features. Thus, there’s a very
large possibility thatthey’llbe categorized into thesamecluster.However,notall high-

ranking products enhance reputationand profitby adopting spam method.
Figure 2. Store-based network and m atrix G ,.

Product-based regularization. In contrast to the external comparison in store-based

regularization, product-based regularization focuses on the internal comparison of



different products within the same store. An online seller who decides to use fake
reviews won’t hype only a single product in their stores, hence, we introduce the
product-based regularization term R(PBR) to indicate homogeneous competitor

products within differentstores:

R(PBR) = VG,V ', (7)

where G is the productconnection matrixand G, = 1 when these two productsiand j
are within the samestore; otherwise, G, = 0. Intuitively, those merchants will adopt
unfairtechniquesto promote mostoftheirproducts,ratherthan only hyping one or two
of them . Such products can also be more likely to share similartemporal patterns, so
this step isthus anidealsupplementto the firstregularization model. Figure 3 describes

the product-based network and m atrix.

Figure 3. Product-based network and matrix G ,.

Figure 4. User correlation-based network and matrix G ;.

User correlation-based regularization. Spam merscan acceptmultiple fake review tasks
corresponding to differentproducts atthe same time.Thus, during the positive review
burst period, those spammers can simultaneously emerge in the review listof hyping-
oriented products. Ordinary customersdon’tnormally purchase the same productfrom
different stores at the same time,nor do they buy differentproducts in differentstores
(to save transportation costs). Hence, we introduce the wuser correlation-based
regularization term R(UCR) to minimize the difference between products reviewed by
same user in specified period:

R(UCR) = VG,V ', (8)

3

where G,,= 1in G,when these two products iand jarereviewed by the same users in

a nominated period; otherwise, G, = 0. Product network inform ation based on the
evidence of spammer groups is also very important for avoiding inform ation loss;

Figure 4 shows the user-correlation productnetwork.

Collaborative Hyping Detection Model

W e propose our collaborative hyping detection model (CHDM ) to solve the collective
marketing hyping problem defined earlier. This model integrates allthe regularization
terms we’ve defined into a shapeletlearning model that utilizes tem poral features and

productnetwork information forclustering. The objective function is given as

min® IX-UVIZ “IVG,V'T+" IVG, VI

S,U,v2 2 2 (9)
+7 IVG, VT 145 IH(S)12 +5° 1UI2.

Figure 5. Framework of the collaborative hyping detection model (CHDM ).



Algorithm

Ourproposed CHDM isvery straightforward and integratesallthenetwork inform ation
generated from store, product, and user correlation into a shapelet learning model.
Figure 5 shows our model’s framework. Specifically, we employ an unsupervised
learning model to cluster the target storesbased on theircomments’temporal features.
In addition,we incorporate the three differentnetwork inform ation (store,product,and
usercorrelation) asregularizationtermstoenhance clustering accuracy.

To achieve alocalminimum ofthe CHDM objective function given by Equation 9, we
conduct the coordinate gradient descent to iteratively solve the three variables as in
Algorithm 1.

/Istartalgorithm //

Input: T, review sequential data;

c,numberofclass;

| k,length & number of sequential features;

min?

i num berof internaliterations;

max '
n, the learningrate;

[ SO W N

3

and oo, c,param eters

50

Output: Sequential feature S and class labelV

Initialize S, V,, U,

while Not convergentdo

1 UpdateVwithFixedUands :

i+l _y\ gt (XtTUt)ij

b [4GT,6) G +VV XU, |
2UpdateVwithFixedVandsS :

U= //1 couldn't make out this equation / /
3.UpdateVwithFixedUandV ::

ij

aH,
aS]
V=V

X
=8 —a[(X, —UV) 225 +H,
oS

OutputsS’ =S, ;U =U,_; +1

Algorithm 1. CHDM algorithm .

/lend algorithm //

Experiments

W e validated our method by attem pting to answer two questions: How well does
CHDM outperform other state-of-the-art spam detection techniques that also utilize
tem poral features? W hat’s the respective contribution of each of the defined

regularizationterms (PBR,SBR,and UCR) to our proposed model?

Dataset

The counterfeitcrisis on Taobao caused a stirin 2015 when the CCA reported the top
10 fakegoods sellerson Taobao,which included clothing, makeup,and digitaldevices,
among others.

Accordingly, we collected product data from stores in these industries. It should be



noted that our goal isn’t to detect fake products, but those that reported high-ranking
products are all very susceptible to hyping. Table 2 describes the statisticsofour real-

world dataset.

User Correlation-Based ProductNetwork

User name is a key piece of evidence for recognizing users, but user inform ation in
Taobao is anonymized and IDs can’tbe acquired, so we can only use an approxim ate
m atch method to identify spammers.For instance,a username on areview page might
appearas “D***d,” which indicatesthatonly the initialand lastcharactersin the name
were kept. By matching the characters in these two position, we can at least

approxim ately identify the same (or similar) users.

Table 2. Dataset statistics

Dataset [Store Products Review s
Clothing products 25 186 215,892
Cosmetics products 22 177 225,823
Electronic products 18 159 209,654
Food products 19 165 208,639
Health products 2 4 201 248,536
Footwear products 20 199 190,953

The above name evidence is insufficient, however, and could cause noise and
inaccuracy, hence we introduce another important piece of evidence— user level.
Taobao applies very strict mechanisms in user-level upgrades. Only users who have
successfully completed transactions with online shop owners can accumulate the
required scores to upgrade to a higher level. The higher the user level,the much more
scores are needed to upgrade, thus, as additional inform ation in the user-m atching
process, itdecreases the inaccuracy caused by only using theusername information.

W e can build up auser correlation-based productnetwork by following these steps:

1. Forapairofrandomly selected products,we firstobserve theirreview burst
period and putallrelated reviewersinto two separate lists.

2. Wethen conducta matching process, using reviewers’names as wellas their
user level and place-m atched userson a shortlist

3. |Iftheshortlistcontainsmore than five matched users, we setthe connection
value of these two productsto 1 inthe usercorrelation-based productnetwork
m atrix. Otherwise, the value is set to 0.

4. Iteratively,we matchallthe productsinour datasetto builda usercorrelation-

based productnetwork.

Experiment Results
In thissection,we firstdiscussthecomparisonresultsbetweenour modeland other two

benchmark methods,then we discussthe param eterstudy by following two case studies.

Comparison with existing models.In our experiment,we invited 20 experienced online
buyers with high user levels to label products according to their evaluation. Some of

these invited users are dom ain experts who have previously written fake reviews for



shops.

Tovalidate ourproposed CHDM ,we compareitwithtwo representative spam detection

techniquesthat mainly utilize tem poral features:

M ultiscale spam detection (M SSD)® detects singletonreviewers who appear in
an assigned timewindow as abnormalevidence of spam activities.

Collective hyping spam detection (CHSD)’ employs a temporal feature
classification technique with product-related network inform ation forcollective

spam detection.

Table 3 clearly shows that our method significantly outperforms the two baseline

techniques,and we can make the followingrelatedobservations:

Our CHDM can achieve about5 to 10 percent higheraccuracy than CHSD and
M SSD models,respectively.

The spam temporal feature is implicit, and the significant drop in M SSD
indicatesthatlatentinform ationcan’tbe fully discovered in the human-assigned

time window .

Table 3. Comparisons with benchmark method.

Precision Recall Accuracy
MSS D 0.872 + 0.0086 0.834 + 0.0107 0.826 + 0.0093
CHSD 0.938 £+ 0.0082 0.903 £ 0.0059 0.898 + 0.0064
CHDM 0.966 £ 0.0091 0.950 + 0.0077 0.945 + 0.0085

The impact of PBR/SBR/UCR in CHDM. By setting parameters A,, 4, or A; in our

objective function, regularization term integrationcan be categorized as below:

CHDM ,,;,, doesn’t considerany regularization termsby setting 2,, 2,, and 4,
to 0.

CHDM gconsidersonly store-based regularizationterms by setting 4, and 4, to
0.

CHDM ,considersonly product-basedregularizationtermsby setting A, and 4,

to 0.

CHDM ,considers only user correlation-based regularization terms by setting
A,and 4,t00.

CHDM ,,, considersstore-and product-basedregularizationtermsby setting 4,
to 0, which is also equalto the CHSD model.®

CHDM  ,,considers store- and user correlation-based regularization termsby
setting 2,to 0.

CHDM ,,, considers product- and user correlation-based regularization terms
by setting 4, to 0.

CHDM consider all the regularization terms by setting a set of best-fitting

param eters.

Table 4 shows that CHDM ., returns the worstresult, whereas CHDM outperforms

all

its

counterparts. Additionally, by comparing two other singular regularization




integrated models (CHDM g and CHDM ,), we can observe a slight enhancement in
CHDM ,. This indicates that user correlation-based inform ation is very important,
which can also be observed in the comparison of the dual regularization integration

s-Ingeneral,these observations prove the

+

models, CHDM ,,;,, CHDM ,,,,and CHDM
existenceofcollaborative hyping activitiesin Taobao,andourmodelsuccessfully takes
the spam reviewer correlation into account to find the products involved in collective

spamming.

Case study. As previously discussed, the M SSD model® identifies spam stores or
productsone by oneby detecting abnorm alsingletonreviewersappearing inan assigned
time window. However, this method misses the latent inform ation that underlies
evolving hyping activities. Wepickuptwo ofthe representative casesin Figure 6,which
were tagged as “spam ” by the M SSD model but that our model placed in a “clean”
class. Apparently, there’s a rem arkable purchasing burst in both of them , with 80
percentof buyers in thistimewindow being singletonreviewers.Inourexperiment,we
define customers who have made less than five transactions online since their
registration as singleton reviewers. Because of the different customer level-
segm entation strategies and privacy policies in Taobao, this provides the best match

with the definition of singleton reviewersin the M SSD model.

Figure 6. Case study analysis.

Table 4. Comparisons with benchmark method.

Precision R ecall IAccuracy
CHDM ., 0.903 +0.0121 0.874 + 0.0107 0.867 + 0.0082
CHDM g 0.915 + 0.0029 0.887 + 0.0059 0.880 + 0.0117
CHDM , 0.917 + 0.0038 0.890 + 0.0114 0.883 + 0.0036
CHDM [ 0.924 +0.0119 0.901 + 0.0065 0.894 + 0.0098
CHDM ,, g 0.938 + 0.0082 0.903 + 0.0059 0.898 + 0.0064
CHDM .y 0.945 + 0.0067 0.919 + 0.0018 0.915 + 0.0049
CHDM ,, 0.953 + 0.0074 0.928 + 0.0063 0.922 + 0.0108
CHDM p.o66 + 0.0091 0.950 + 0.0077 0.945 + 0.0085

Figure 7. Collaborative marketing hyping activities.

To validate, we asked domain experts to recheck these two cases; most are of the
opinion that it’s a norm al situation as one of the burst periods is close to Christm as

while anotheris close to “Double 11” (online Boxing Day in China hyped by Taobao).

Collaborative m arketing hyping activities.For each spam -involved industry exposed by
the CCA, we picked severalexamples to demonstrate collaborative marketing hyping
activities (see Figure 7). For instance,in healthy productindustries, CHD M recognizes
similar temporal patterns between M ay and June 2015. We can clearly observe a
gradually ascending curve in terms of sales volume for three differentproducts, which
means that store owners no longer adopt the previous kinds of abrupt spam strategies

to escape the detection algorithm applied by Taobao. They gradually increase the




numberof hyping purchasers atthe beginning of M ay so thattheirproductisranked in
the top positionby M other’s Day inthe middle of M ay or June 2015 or Father’sDay in
June 2015 by carefully fitting the Taobao ranking algorithm .A similarsituationcan be
observed in other industries, verifying that our model can successfully identify

collaborative marketing hyping activities.

There are several directions to be explored in the future. Sem atic inform ation hasn’t
been taken into consideration,so itwill be interesting to combine thistype of data into
our model. Moreover,we can employ more pieces of inform ationto match users, such

as location orreview sentimentanalysis,to help detectspam groups.
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