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ABSTRACT 

Healthcare data has become a great concern in the academic world and in industry. The 

deployment of electronic health records (EHRs) and healthcare-related services on cloud 

platforms will reduce the cost and complexity of handling and integrating medical records while 

improving efficiency and accuracy. To make effective use of advanced features such as high 

availability, reliability, and scalability of Cloud services, EHRs have to be stored in the clouds. 

By exposing EHRs in an outsourced environment, however, a number of serious issues related 

to data security and privacy, distribution and processing such as the loss of the controllability, 

different data formats and sizes, the leakage of sensitive information in processing, sensitive-

delay requirements has been naturally raised. Many attempts have been made to address the 

above concerns, but most of the attempts tackled only some aspects of the problem. Encryption 

mechanisms can resolve the data security and privacy requirements but introduce intensive 

computing overheads as well as complexity in key distribution. Data is not guaranteed being 

protected when it is moved from one cloud to another because clouds may not use equivalent 

protection schemes. Sensitive data is being processed at only private clouds without sufficient 

resources. Consequently, Cloud computing has not been widely adopted by healthcare 

providers and users. Protecting and managing health data efficiently in many aspects is still an 

open question for current research.  

In this dissertation, we investigate data security and efficient management of big health data in 

cloud environments. Regarding data security, we establish an active data protection framework 

to protect data; we investigate a new approach for data mobility; we propose trusted evaluation 

for cloud resources in processing sensitive data. For efficient management, we investigate novel 

schemes and models in both Cloud computing and Fog computing for data distribution and data 

processing to handle the rapid growth of data, higher security on demand, and delay 

requirements. 

The novelty of this work lies in the novel data mobility management model for data protection, 

the efficient distribution scheme for a large-scale of EHRs, and the trust-based scheme in 

security and processing. The contributions of this thesis can be summarized according to data 

security and efficient data management.  

On data security, we propose a data mobility management model to protect data when it is 

stored and moved in clouds. We suggest a trust-based scheduling scheme for big data 
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processing with MapReduce to fulfil both privacy and performance issues in a cloud 

environment. 

 The data mobility management introduces a new location data structure into an active 

data framework, a Location Registration Database (LRD), protocols for establishing a clone 

supervisor and a Mobility Service (MS) to handle security and privacy requirements effectively. 

The model proposes a novel security approach for data mobility and leads to the introduction 

of a new Data Mobility as a Service (DMaaS) in the Cloud. 

 The Trust-based scheduling scheme investigates a novel composite trust metric and a real-

time trust evaluation for cloud resources to provide the highest trust execution on sensitive data. 

The proposed scheme introduces a new approach for big data processing to meet with high 

security requirements.  

On the efficient data management, we propose a novel Hash-Based File Clustering (HBFC) 

scheme and data replication management model to distribute, store and retrieve EHRs 

efficiently. We propose a data protection model and a task scheduling scheme which is Region-

based for Fog and Cloud to address security and local performance issues. 

 The HBFC scheme innovatively utilizes hash functions to cluster files in defined clusters 

such that data can be stored and retrieved quickly while maintaining the workload balance 

efficiently. The scheme introduces a new clustering mechanism in managing a large-scale of 

EHRs to deliver healthcare services effectively in the cloud environment.  

 The trust-based scheduling model uses the proposed trust metric for task scheduling with 

MapReduce. It not only provides maximum trust execution but also increases resource 

utilization significantly. The model suggests a new trust-oriented scheduling mechanism 

between tasks and resources with MapReduce.   

 We introduce a novel concept “Region” in Fog computing to handle the data security and 

local performance issues effectively. The proposed model provides a novel Fog-based Region 

approach to handle security and local performance requirements.  

We implement and evaluate our proposed models and schemes intensively based on both real 

infrastructures and simulators. The outcomes demonstrate the feasibility and the efficiency of 

our research in this thesis. By proposing innovative concepts, metrics, algorithms, models, and 

services, the significant contributions of this thesis enable both healthcare providers and users 

to adopt cloud services widely, and allow significant improvements in providing better 

healthcare services.  
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CHAPTER 1 INTRODUCTION 
 

Cloud computing has become increasingly attractive as an efficient computing infrastructure 

for managing IT system (Schubert and Jeffery, 2012, Krutz and Vines, 2010) with the rapid 

migration of both services and applications from users own infrastructures to cloud 

infrastructure. An increasing number of business customers are shifting their services and 

applications to Cloud computing since they do not need to invest in their own costly IT 

infrastructure but can delegate and deploy their services efficiently to Cloud vendors and 

service providers. Recently, Oracle opened the second local data center in Australia to provide 

Cloud-based services which meet the increasing demand from customers. As a result, more and 

more data is generated and stored within IT systems. Electronic health record systems store 

healthcare information about an individual's lifetime digitally with the purpose of supporting 

continuity of care, education, and research, and ensuring confidentiality at all times (Iakovidis, 

1998). The process of provisioning healthcare involves massive healthcare data which exists in 

different forms (structured files or unstructured data) on disparate data sources (relational 

databases, file servers, etc.) and in different formats (text, images, sensor data, XML files, 

relational database records). A patient often receives medical treatment from different health 

professionals in various organizations over his/her lifetime, and their health data are stored in 

different Health Information Systems (HIS) and can be shared with health care providers, 

insurance practitioners, researchers and family members. It is inevitable that EHRs and 

healthcare-related services will be deployed on cloud platforms to reduce the cost and 

complexity of handling medical records while improving efficiency and accuracy. Efficient 

schemes and models for protecting, storing, distributing and processing EHRs are, thus, 

extremely important as they allow significant improvements in providing better healthcare 

services particularly in the big health data distributed in cloud environments (Bamiah et al., 

2012, Bahga and Madisetti, 2013).  

However, handling a large amount of health data in a cloud environment, where data is stored 

in distributed storage and resided in various organizations such as a hospital, pharmacy, 

insurance, becomes the biggest obstacle to widespread adoption of cloud computing technology 

(Bamiah et al., 2012, Bahga and Madisetti, 2013, Ahmed and Abdullah, 2011, Tancer and 

Varde, 2012). As data is transferred to the cloud, data owners are concerned about the loss of 
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control of their data and Cloud Service Providers (CSPs) are concerned about their ability to 

protect data effectively when it is moved about both within and out of its own environment 

(Foster et al., 2008, Zhang et al., 2011, Tan et al., 2012). Users may not know where, when, 

how, and by whom or what data operations were executed on their data at CSPs (Ko et al., 

2011a, Benson et al., 2011, Ries et al., 2011, Massonet et al., 2011). Moreover, distributed 

storage systems such as Hadoop (Tantisiriroj et al., 2011) and Peer to Peer (P2P) systems 

(DeCandia et al., 2007, Lakshman and Malik, 2010) are not sufficient to process a large number 

of files with various data sizes and structures (Dong et al., 2012). Furthermore, processing the 

amount of sensitive data has become an issue for the MapReduce model since the system may 

incur bottlenecks or longer delay when applying third party authorizing or when dealing with 

large amounts of data at private clouds. The key to mitigating the users and CSPs’ concerns and 

encouraging broad adoption of cloud computing in heath data management is the establishment 

of a data mobility management model, a data distribution scheme, a trust-based task scheduling 

for big data, and data protection in Fog computing for CSPs (Ko et al., 2015, Ko et al., 2011b, 

Ko et al., 2011c, Chen, 2014). 

Many attempts have been carried out to address the above concerns, but many issues are still 

unresolved:  

 Data protection mechanisms such as encryption, policy-base authentications are 

employed and can resolve the data privacy and security requirements at a dedicated 

cloud. They are, however, unable to meet these requirements at another cloud due to the 

implementings of different protection schemes and the computing overheads of the 

encryption algorithm, and the complexity in key distribution (Foster et al., 2008, Juels 

and Oprea, 2013).  

 As data is allocated in the cloud, the loss of control of their data has become the main 

concern of both data owners and cloud service providers (Foster et al., 2008, Zhang et 

al., 2011, Tan et al., 2012). Athought many security and protection mechanisms have 

been employed to protect cloud data, data is still exposed to potential disclosures and 

attacks if it is moved and located at another cloud where there is no equivalent security 

measure at the visited sites. 

 Distributed resource models such as Hadoop and parallel databases are not sufficient in 

managing a large number of small files. These systems suffer from heavy overhead and 

inefficient data access pattern due to frequent accessing of metadata and frequent 

searching and hopping. It is less efficient for the retrieval and lookup process when the 
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access pattern is skewed, or data is spread to various nodes. 

 Using only private clouds to process sensitive data is also another approach to preserve 

data privacy. It is not desirable, however, to schedule all processing tasks for sensitive 

data at only private clouds while public clouds can provide adequate protection services 

but they remain idle. The systems may incur bottlenecks or longer delay when the 

amount of sensitive data is huge, or data operations are heavily performed at private 

clouds. 

 Within the increasing demand on real-time processing for applications, it becomes a 

problem for cloud computing to support these applications which require cloud servers 

to meet their delay requirements (Bonomi et al., 2012). As with all logically centralized 

resource and service provisioning infrastructures, the cloud does not handle well local 

issues involving a large number of networked elements such as Internet of Things 

(IoTs), and it is not responsive enough for many applications that require the immediate 

attention of a local controller. 

Consequently, Cloud computing has not been widely adopted by healthcare providers and users. 

Protecting and managing health data efficiently in many aspects is still an open question for 

current research.  

The aim of this thesis is to seek for mechanisms to protect data more securely and manage data 

more effieciently. Thus, this enables CSPs to effectively deliver cloud services to healthcare 

providers and users. The following factors motivate our work. 

Firstly, data needs to be protected at cloud storage. When data is stored in the cloud, CSPs have 

provided security mechanisms to deal with data protection issues and allay users’ concerns 

about the loss of control of their data. The data mobility management model introduces a new 

location data structure into an active data framework that not only effectively preserves data 

privacy but also actively notifies data owners if there are any accesses to the data.  

Secondly, CPSs do not provide equivalent protection mechanism. When data is moved among 

clouds, data may be exposed to potential disclosures and attacks as there is no equivalence 

security measure at visited sites. The data mobility management model provides a LRD, 

protocols for establishing a clone supervisor and a MS to handle security and privacy 

requirements efficiently. 

Thirdly, the healthcare providers are facing a massive increase of health data. As EHRs are 

provisioned in different forms on disparate data sources and different formats, it becomes the 
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biggest obstacle of current big data models to retrieve and lookup data quickly due to heavy 

overheads and insufficient data access pattern. The HBFC scheme innovatively utilizes hash 

functions to cluster files in defined clusters such that data can be stored and retrieved quickly. 

Fourthly, sensitive data is processed only by private clouds. The mechanisms to preserve data 

privacy by processing sensitive data at private clouds are not efficient in terms of performance 

and resource utilization, especially, when sensitive-data is skewed, or data operations are 

heavily performed. The proposed model provides the real-time trust evaluation for cloud 

resources at both private clouds and public clouds. It then provides an optimal schedule for 

tasks and resources for applications with maximum trust execution. 

Finally, CSPs are facing the increase of sensitive-latency response, location awareness 

applications. CPSs can improve their cloud service quality by employing the data protection 

model for Fog computing and a task scheduling scheme for Region-based Fog and Cloud 

(FBRC). The model introduces a novel concept “Region” to handle the data security and local 

performance issues efficiently. It provides trust translation among regions, access control, and 

mobility management to highly protect data. It also introduces an optimal task scheduling 

mechanism for FBRC. 

This chapter outlines key issues of this research and presents the motivation of our work. In 

addition, it presents the aims and objectives of this thesis. Moreover, it summarizes the main 

contributions of this research and discusses research model and methodology. Finally, it 

provides an overview of this thesis.  

This chapter is organized as follows. Section 1.1 introduces the key issues of this research. 

Section 1.2 presents the motivation of the research. Section 1.3 presents the objectives and 

scope of the research project. In Section 1.4, the research contributions are summarized. Section 

1.5 illustrates the significance of this research. Section 1.6 describes the research methodology 

involved in this thesis. Finally, we present an overview of the thesis.  

 The key issues of this research 

Cloud computing has become an alternative IT infrastructure where users, infrastructure 

providers, and service providers all share and deploy resources for their business processes and 

applications. In order to deliver cloud services cost-effectively, users’ data is stored in a cloud 

where applications are able to perform requests from clients efficiently. As data is transferred 

to the cloud, data owners are concerned about the loss of control of their data and cloud service 
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providers are concerned about their ability to protect data when it is moved about both within 

and out of its own environment (Foster et al., 2008, Zhang et al., 2011, Tan et al., 2012). Many 

security and protection mechanisms have been proposed to protect cloud data by employing 

various policies, encryption techniques, and monitoring and auditing approaches. However, 

data is still exposed to potential disclosures and attacks if it is moved and located at another 

cloud where there is no equivalent security measure at visited sites. 

In a realistic cloud scenario, the delegated cloud can be trusted to handle data of another sub-

provider. However, CSPs do not often deploy the same protection schemes. Movement of user’s 

data is an important issue in the cloud, and it has to be addressed to ensure the data is protected 

in an integrated manner regardless of its location in the environment. The user is concerned 

whether its data is stored in locations covered by the Service Level Agreements (SLAs) and 

data operations are protected from unauthorized users. When user’s data is moved to data 

centres located at locations different from its home, it is necessary to keep track of its locations 

and data operations. 

The key research issues that mitigate users’ concern and enhance widespread adoption of Cloud 

computing in healthcare address the following research questions based on our study. 

Can the data be protected when allocating at cloud? 

Can the proposed data mobility management model guarantee the data is protected when it 

moves among clouds? 

When the data moves from its original cloud to another cloud, the responsibility to protect the 

data depends on the SLAs between the data owner and its original cloud provider as well as 

between the original cloud provider and the visited cloud provider. Thus, the equivalent 

protection scheme needs to be deployed in the visited cloud to protect users’ data.  Hence, how 

can this protection be established between the original cloud and the visited cloud confidentially 

and accountably?  

How can I distribute and retrieve large-scale of EHRs quickly? 

Several distributed resource models such as Hadoop and parallel databases have been deployed 

in healthcare-related services to manage EHRs. However, these models are not effective for 

managing a large number of small files (Dong et al., 2012) and different data structures. Hence, 

how can we store, distribute and retrieve these health data efficiently in a cloud environment? 

How to assign trust values to cloud resources from CSPs? 

 To convince users to adopt cloud resources provided by CSPs including private clouds 
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and public clouds, CSPs must provide trusted resources which are sufficient for confidence and 

transparency to their subscribed users. Hence, what are the trust metrics that CSPs use to assign 

trust values to their resources? 

How to schedule these trust resources to maximize trust gain according to data-sensitive 

requirements? 

It is assumed that the delegated cloud can be trusted at a given security level when processing 

data of another cloud. CSPs allow users to consume cloud resources as “Pay-As-You-Go” 

(Schubert and Jeffery, 2012). It should be feasible to assign a measurable metric to cloud 

resources so that CSPs allocate appropriate secured resources to client’s requests. Hence, how 

can we schedule these resources to maximize the achieved trust value of a task execution? 

How to protect the data at an edge network with the tracking and tracing location requirements? 

Fog computing preserves many benefits of cloud computing, and it is also in a good position to 

address these local and performance issues because its resources and specific services are 

virtualized and located at the edge of the customer premises. However, fog devices frequently 

change their locations and may request or provide nearby computing resources for faster 

responses. The security mechanisms are not provided adequately at these locations. Hence, how 

can we protect the data in such dynamic fog contexts?  

How to systematically structure and schedule fog and cloud resources to process the data 

efficiently at the edge network? 

Fog resources are limited and distributed across regions. Structuring and scheduling these 

resources to provide low latency responses for clients’ requests are presented as the challenge. 

How can we structure and schedule fog and cloud resources efficiently? 

By analyzing and answering these research questions, this thesis proposes a novel data mobility 

model, a novel HBFC Scheme, a trust-based scheduling scheme for big data processing, and a 

data protection model in Fog computing to protect, distribute and process the data in a cloud 

environment. The idea is to manage the data efficiently for protection, distribution, and 

processing. The detailed descriptions of these models and schemes are presented in Chapter 4, 

Chapter 5, Chapter 6, and Chapter 7.  

 Research motivation 

Cloud computing has been gaining acceptance across various domains ranging from business 
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and government to research (Schubert and Jeffery, 2012). In order to make effective use of 

cloud services, users’ data is stored in a cloud where applications are able to perform more cost-

effectively requests from clients. Storing data in the cloud leads to the concern about the loss 

of control of both data owners and cloud service providers (Foster et al., 2008, Zhang et al., 

2011, Tan et al., 2012). Although cloud service providers have provided security mechanisms 

to deal with data protection issues by employing various policy and encryption approaches, data 

is still exposed to potential disclosures and attacks if it is moved and located at another cloud 

where there is no equivalence security measure at visited sites (Foster et al., 2008, Zhang et al., 

2011, Tan et al., 2012). Consequently, data mobility issues have to be addressed in any data 

security models for the cloud. 

With rapid migration of both cloud services and applications from users’ own infrastructures to 

cloud infrastructure, more and more data is generated and stored within IT systems. A patient 

often receives medical treatment from different health professionals in various organizations 

over his/her lifetime and their health data are stored in different HIS and can be shared with 

health care providers, insurance practitioners, researchers and family members. However, 

current big data models are not sufficient in handling a large number of files with various data 

sizes and structures in terms of storing and retrieving. Thus, efficient schemes for storing and 

retrieving EHRs are thus extremely important as they allow significant improvements in 

providing better healthcare services particularly in the big health data distributed cloud 

computing environments. 

In a realistic cloud scenario,  a CSP can delegate to another CSP to handle its data for business 

reasons. It is assumed that the delegated cloud can be trusted at a given security level when 

processing data of another cloud. It should be feasible to assign a measurable metric to cloud 

resources so that CSPs allocate appropriate secured resources to client’s requests. If these CSPs 

could be evaluated and ranked by third-party ranking systems (Casola et al., 2015) in a 

measurable security manner, big data applications have options to select more secured resources 

in processing the data at different CSPs. Furthermore, within the provided trust resources and 

required trust tasks, a trust-driven scheduler needs to be designed to deliver the highest trust for 

the execution of big data applications. 

Cloud computing has established itself as an alternative IT infrastructure and service model. 

However, as with all logically centralized resource and service provisioning infrastructures, the 

cloud does not handle well local issues involving a large number of networked elements and it 

is not responsive enough for many applications that require the immediate attention of a local 
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controller. Fog computing preserves many benefits of cloud computing and it is also in a good 

position to address these local and performance issues because its resources and specific 

services are virtualized and located at the edge of the customer premise. However, data security 

is a critical challenge in Fog computing especially when fog nodes and their data frequently 

move in their environment. 

 Research objectives and scope 

The research focuses on the following aspects: 1) data protecting issues when storing, moving 

and processing in the Cloud; 2) performance issues when distributing and processing the data. 

When data is allocated in the Cloud, it is facing many unknown attacks as illegal disclosure or 

malicious violation may disclosure sensitive information. When it is moved to another, there is 

no equivalent protection scheme at the new cloud. When it is processed, tasks associated with 

the data may not be allocated appropriate trusted resources. Moreover, the increase of data 

volume and high latency requirements also present a real challenge. The aims of this research 

are protection and efficient management of Big health data in the cloud. Thus, we investigate 

the security mechanisms to protect users’ data when it is stored and moved in the clouds, explore 

data management models and algorithms to efficiently store and retrieve a large-scale of EHRs, 

investigate new trust metric and scheduling schemes to provide high trust execution for big data 

application, and explore new concepts and architectures to support sensitive-delay applications. 

 In this thesis, we investigate the nature of EHR including size, structure and distribution. 

To this end, we proposed schemes and models to efficiently handle data moving in the cloud, 

data distribution and data processing. As a consequence, This research focuses mainly on big 

health data and not general big data.        

  The objectives of this research are examined and identified to fulfil the research gaps as 

below    

 Investigate security models and protocols to handle data protection and the continuity 

of protection regardless of whether the data is within its home cloud or located at foreign 

clouds. 

 Propose schemes and models that are scalable, robust and reliable to efficiently store, 

distribute and retrieve a large-scale of EHR. 

 Explore new trust metrics that are based on different trust evaluation mechanisms to 

apply for cloud resources.   
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 Achieve high trust execution for sensitive data and increase resource ultilization. 

 Explore new architectures and security models to enable the effective deployment of 

applications with low-latency requirements, and address data security issues in Fog 

computing.    

 Implement and evaluate the proposed models and schemes to verify whether they have 

properties and operations for data mobility, distribution, and processing in both Cloud 

and Fog environments.  

 To achieve these objectives, we propose a data mobility management model which can 

actively protect data either at the home cloud side or visited clouds. We introduce a 

HBFC Scheme to store and retrieve data efficiently. We propose a trust metric for cloud 

resources and a trust-based scheduling for MapReduce. We propose a data protection 

model and a Fog and Cloud scheduling scheme to handle security and performance 

issues in Fog computing. 

There are four major outcomes of this project 

 The data mobility management model for Active Data Cube (ADCu) to handle data 

mobility in a cloud environment that involves data moving within and among the 

original cloud and visited clouds. 

 A data distribution scheme that enables storing, distributing and retrieving a large-scale 

of health data efficiently. 

 A novel trust metric that is assigned to cloud resources. A trust-based scheduling scheme 

for big data processing that allows users’ sensitive-data to be executed on high trusted 

resources. 

 A data protection model in Fog computing to provide region-based trust establishment, 

MS, and Fog-based Privacy Role Based Access Control (FPRBAC). The model enables 

fog devices in different regions to share and access resources in a secured manner. In 

fact, the MS enables clients to keep track of changes of data location among regions 

periodically. 

 The significance of the research 

Cloud computing today is being leveraged in various aspects of life. Once applications have 

been deployed in cloud servers, users’ data or resources have to be allocated at cloud side in 
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order to enhance the effectiveness of cloud services. This results in raising users’ concerns due 

to losing controllability of data and lacking appropriate security schemes to prevent 

unauthorized disclosure of sensitive information. In addition, achieving the close connection 

between users and data also proposes the increase in quality of cloud services. In fact, despite 

the trust among clouds, data is still exposed to potential attacks when moving to another cloud. 

Active data framework not only provides efficient security measures for the data even at visited 

cloud site but also reduces users’ concern about data control and leads to various applications. 

 The cost for the deployment of EHR will be reduced. As a result, everyone can use EHR 

for the management of personal health information. 

 Healthcare providers are more assure and see values in adopting Cloud technology. 

 A new data mobility model and service is introduced in the cloud for data protection 

and data mobility.  

 A new data distribution scheme is proposed to store and extract big health data 

efficiently. 

 For the first time, a novel trust metric is introduced to assign for cloud resources, which 

can be used in different systems. 

  A trust-based scheduling scheme is introduced based on this trust metric. It establishes 

models for secure processing in any data processing systems. 

 A new data protection model is proposed in Fog computing for data protection and 

location management. 

 Research contribution 

The unique contribution is a new approach on data security and data management particularly 

for EHR. A novel data mobility management model enables EHR data moving among cloud 

securely.  

The research focuses on data arrest, data mobility, data distribution and data in processing for 

EHRs in a cloud environment. Cloud data can be classified as structured or unstructured data 

in terms of management type. The term structured data refers to data with an identifiable 

structure. The most common instance of the structured data is the database system, where data 

is stored based on predefined features and properties and is also searchable by data type with 

access interfaces. Conversely, unstructured data normally has no identifiable structure that 
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refers to any data type. Media data, documents, and complex designated data formats like the 

EHRs are considered unstructured data. Most previous studies, however, have been based on 

mechanisms for structured data in terms of security and management. Unstructured data 

strongly relies on third-party security mechanisms or encryption. Once third-party services are 

compromised, unstructured data would be vulnerable to violation and tampering. It has become 

clear that more and more we have to deal with bigger and bigger amount of data as well as its 

mobility within cloud environments. In this work, we concentrate on protection mechanisms 

for unstructured data. In the following, the major contributions of this study are listed as below: 

The comprehensive study related to issues of EHR security, privacy, and management in a cloud 

environment are investigated. The research provides novel mechanisms and techniques for 

protecting cloud data within and around Inter-cloud environments, and big health data so that 

efficient storing, accessing and processing can be performed. A data management mobility 

model for ADCu, a HBFC scheme for large-scale of EHRs, a trust-based scheduling for big 

data processing, a data protection in Fog computing for healthcare are proposed.   

A novel data mobility management model provides active data protection and the continuity of 

protecting regardless of whether the data is within its home cloud or is located at foreign clouds. 

The model relies on an active protection framework and introduces a MS and a new location 

database service to handle data moving operations. The model allows the establishment of a 

proxy supervisor to safeguard its associated data in the new environment and introduces a new 

component of the active data structure to record its own location. 

A new DMaaS is proposed to address concerns relating to data control, data protection and data 

mobility: 1) users may lose control of their resource; 2) data protection schemes are not 

adequate when data is moved to a new cloud; 3) tracking and tracing changes of data location 

as well as accountability of data operations are not well supported. The novel cloud service for 

data mobility operates from two aspects: data mobility and data protection.  

A novel HBFC Scheme that efficiently distributes, stores and retrieves EHR efficiently in cloud 

environments is proposed. The scheme utilizes hashing to distribute files into clusters in a 

controlled way and it utilizes a P2P structure for data management. EHR files are clustered in 

a controlled manner into a defined number of nodes to minimize the number of steps in 

searching for a requested file, resulting in the decrease of data lookup latency among peers. 

Furthermore, a data replication management based on the HBFC scheme is proposed to address 

challenges of data availability, workload balance and distributions among clusters are 

maintained with the number of new replications inserted into the system. 
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A novel composite trust metric that accommodates a new mechanism, to perform a real-time 

trust evaluation for cloud resources for big data processing has been designed. 

A trust-based task scheduling for big data processing with MapReduce is first investigated. The 

proposed scheme achieves the highest trust value in scheduling tasks with different required 

trust levels to trusted resources. Consequently, the scheme provides both CSPs and users with 

higher gains in terms of revenues. 

A novel data protection model in Fog computing is proposed to address the data protection and 

the performance issues. This study investigates a new concept of “Region” to accommodate 

location requirements of users, fog nodes, and fog devices. This introduces a thorough protocol 

to establish trust agreements among regions, a Fog-based Privacy-aware Role Based Access 

Control for access control at fog nodes, and a mobility management service to handle changes 

of users and fog devices’ locations. 

An optimal task scheduling in FBRC, systematically structures, manages and schedules fog and 

cloud resources for application which are latency-sensitive at the edge network. The scheme 

provides scheduling scenarios where computation can be processed either at regions and in 

cloud servers. By obtaining an optimal task schedule at both regions and cloud servers, the 

computation and transmission latency of all requests can be minimized. 

 Research model and methodology 

We adopt the research model in this thesis based on a comprehensive software engineering 

approaches (Adrion, 1993, Moher and Schneider, 1982). The research strategy is comprised of 

three main stages: problem definition, developing and implementing new 

approaches/prototypes, and verification and evaluation. The research model is as shown in 

Figure 1.1.  

In term of the research question, we investigate the basic research problem and analyze current 

approaches. By studying the related works, we identify the requirement and develop new 

approaches. We next implement the proposed models and schemes to achieve the research 

results. These results are then validated and evaluated which may lead to final results or a review 

to refine the design approaches.   
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 Structure of thesis 

This research has produced six international conference papers, one book chapter, and a journal 

paper under review. Figure 1.1 illustrates the structure and organization of this thesis into 

chapters as follows 

Chapter 1 - Introduction 

Chapter 1 presents an overview of this research. It provides cloud computing and EHRs 

definitions, the research questions, research motivation, research aims and objectives, research 

contribution and significance, and research model and methodology.  

Chapter 2 - Literature Review and related work 

This chapter presents the literature review on EHR, data security, and big data management. 

We first introduce EHR definition, structure and then discuss data security, privacy, and 

mobility issues. In fact, big health data management is also discussed in relation to distribution 

and processing. We also introduce Fog computing and then discuss data protection and resource 

scheduling issues in relation to security and performance. Subsequently, we identify and study 

previous mechanisms to deal with data security, distribution, and processing in a cloud 

environment. Research challenges and comparisons between our work and the previous studies 

are also discussed in this chapter. 

Chapter 3 – A Trust-oriented data protection framework and management 

Chapter 3 provides an overview of our group’s work. The chapter introduces briefly our 

contributions.  

Chapter 4 – Data mobility management model for Cloud 

Chapter 4 investigates the data mobility model for ADCu. The previous work on ADCu is 

described. In detail, the assumption of data mobility scenario, the establishment of a supervisor 

at visited clouds, the proposed data mobility model including components, workflows, 

implementation, and evaluation are also described in this chapter. 

Chapter 5 – Data distribution model and data replication management model 

This chapter presents in detail my proposed data distribution model and describes mechanisms 

applied to store and distribute large-scale of EHRs. The HBFC scheme is one of the main parts 

of the model to address the problem of data distribution. The data replication based on the 
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HBFC scheme is also investigated in this chapter.  

Chapter 6 – A Trust-based resource scheduling scheme for big data processing 

This chapter describes the trust-based scheduling scheme for big data processing. In this 

chapter, we propose a trust metric to assign to cloud resources. Moreover, we also propose a 

trust-based scheduling scheme for the task. The details of the proposed scheme, including the 

problem formulation, the proposed heuristic algorithm, are described. In addition, the 

simulation results and the significance of trust gain are also discussed in this chapter. 

Chapter 7 – A Data protection model and task scheduling scheme for Fog computing 

In this chapter, we describe the proof-of-concept prototype of the data protection model to 

demonstrate the features of fog-based region protection. Furthermore, we propose a task 

scheduling scheme in FBRC. First, we design a Region-Based Trust-Aware (RBTA) model for 

trust translation among fog nodes of regions, a Fog-based Privacy-aware Role Based Access 

Control for access control at fog nodes, and we develop a mobility management service to 

handle the data protection and the performance issues. Next, we design an efficient task 

scheduling mechanism to minimize the completion time of tasks by proposing the fog-based 

region to provide nearby computing resources and a task scheduling scheme in FBRC. 

Chapter 7 - Conclusion and Future Works 

This chapter summarizes the research findings of the study. The contributions of research 

expressed in this thesis are summarized in there. Finally, we discuss the future research 

directions based on the results of this study. 
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Figure 1.2 Thesis structure 
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CHAPTER 2 LITERATURE REVIEW 

AND RELATED WORK 

 

Researchers have proposed various mechanisms and technologies relating to data arrest, data 

mobility and data processing in cloud computing. This chapter presents a review of the literature 

directly relevant to the issues being investigated in the thesis. It provides the concepts necessary 

to understand EHR including definitions, components, and structures. Following that, the 

concept of cloud computing and its features are presented. Next, the chapter reviews the 

literature on mechanisms to protect data security and privacy, including policy-based 

authorization approaches, cryptographic approaches, and data protection approaches. Studies 

related to big data management models are also presented in the literature, including Hadoop, 

MapReduce, P2P and distributed databases. Last but not least, we point out the gaps in the 

existing approaches that are filled in this thesis. 

The structure of this chapter is as follows: Section 2.1 to 2.5 introduces the literature of EHR, 

cloud computing, data security and privacy mechanisms, data mobility in the cloud, and EHR 

data security and privacy in the cloud. Section 2.6 present big data management models. Section 

2.7 focuses on existing mechanisms in data processing. Section 2.8 presents an overview of Fog 

computing and major data security and privacy challenges in Fog computing. Section 2.8 draws 

the conclusion of this chapter.   

 Electronic Health Record 

An electronic health record generally implies information related to medical conditions of a 

person, but this is not useful for all practical purposes as it is vague and does not provide a 

complete picture of a person’s health conditions and wellness. It is not specific enough to a 

specific medical condition or treatment. This next section establishes a more comprehensive 

definition of EHR in terms of its contents and with examples. 

Iakovidis (Iakovidis, 1998) defines EHR in a broader term encompassing personal data, care, 
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and treatments, education and security as “digitally stored health care information about an 

individual's lifetime with the purpose of supporting continuity of care, education and research, 

and ensuring confidentiality at all times”. 

The Health Information and Management Systems Society (HIMSS) (HIMSS, 2017) defines 

an electronic health record as, “a longitudinal electronic record of patient health information 

generated by one or more encounters in any care delivery setting. Included in this information 

are patient demographics, progress notes, problems, medications, vital signs, past medical 

history, immunizations, laboratory data, and radiology reports”. The Institute of Medicine 

(IoM), USA, states that an essential technology for health care is the Computer-based Patient 

Record (CPR). According to the IoM, “A computer-based patient record (CPR) is an electronic 

patient record that resides in a system specifically designed to support users by providing 

accessibility to complete and accurate data, alerts, reminders, clinical decision support systems, 

links to medical knowledge, and other aids.” (Roberts, 1999). The International Organization 

for Standardization (ISO) defines EHR as, “a repository of patient data in digital form, stored 

and exchanged securely, and accessible by multiple authorized users. It contains retrospective, 

concurrent, and prospective information and its primary purposes are to support continuing, 

efficient and quality integrated healthcare (Häyrinen et al., 2008). 

2.1.1 EHR contents 

Explicitly, a useful EHR is composed of five essential components: personal information, 

medical history reports, health examination, nursing data, and administrative medical and 

health service records. 

 Personal information presents the patients’ general demographic information such as 

Patient name, Previously registered name/maiden name, Individual Identifier/medical 

record number, Universal patient health number, Gender, Race, Address, Telephone 

number, Date of birth, Organization, Admission Date, Discharge Date, Legal 

authenticator, Authentication date, Transcriptionist/data enterer and Transcription date.  

 Medical history reports present a whole picture about a patient’s medical history 

including past medical history, medications, social history, procedure history and 

allergies. 

 Health examination includes physical examinations, diagnostic findings, assessment 
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and plan, and Operative Report. 

 Nursing data contains daily charting, physical assessments, and admission nursing 

notes. Daily charting includes patients’ daily functional activities such as vital signs, 

food, elimination, mobility and patient teaching. Physical assessment comprises all 

kinds of status assessments. Admission nursing note contains information on allergies, 

health behavior, physical assessment, discharge planning and initial care plan. 

 Administrative medical and health service records include medical administration 

information such as admissions records, referrals records, consultation records and bill 

payer records. 

Figure 2.1 shows an EHR sample which is extracted from EHR data (Dolin et al., 2000). The 

EHR complies with HL7 standard. The purpose of element Header allows the EHR to be 

exchanged among healthcare providers. The Header presents Personal information such as 

patient name, individual identifier/medical record number, practitioner ID and practitioner 

name. The Body is comprised of nursing data and health examination.  
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Figure 2.1. An example of raw EHR 

2.1.2 EHR Structures 

<?xml version="1.0" encoding="UTF-8"?> 
<EHR> 
 <header> 
  <date.of.creation>16/09/2011</date.of.creation> 
  <date.of.study>16/09/2011</date.of.study> 
  <PID>123456789</PID> 
  <dob>January 13, 1923</dob> 
  <name>cenling40</name> 
  <sex>M</sex> 
  <practitioner.id>24680</practitioner.id> 
  <practitioner.name>Dr. Amy A. Fall</practitioner.name> 
 </header> 
 <body> 
  <section caption="History of Present Illness"> 
   <paragraph> 
    <content>cenling40, the 7th is a 67 year old male 
referred for further asthma management. Onset of asthma in this teens. 
    He was hospitalized twice last year, and already 
twice this year. He has not been able to be weaned off steroids for the 
past several months </content> 
   </paragraph> 
  </section> 
  <section caption="Medications"> 
   <list> 
    <item caption="M1"> 
     <content>Proventil inhaler 2puffs QID PRN 
                          </content> 
    </item> 
    <item caption="M2"> 
     <content>Prednisone 20mg qdc</content> 
    </item> 
   </list> 
  </section> 
  <section caption="Physical Examination"> 
   <subsection caption="Vital Signs"> 
    <list> 
     <item caption="BP"> 
      <content>118/78</content> 
     </item> 
     <item caption="Resp"> 
      <content>16 and unlabored</content> 
     </item> 
     <item caption="HR"> 
      <content>86 and regular</content> 
     </item> 
    </list> 
   </subsection> 
   <subsection caption="Skin"> 
    <paragraph> 
     <content>Erythematous rash, palmar surface, 
left index finger.</content> 
     <observation_media_value MD="image/jpeg" 
      ADR="rash.jpeg"></observation_media_value> 
    </paragraph> 
   </subsection> 
  </section> 
 </body> 
</EHR> 
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EHR structures vary greatly since data is recorded in HIS by different groups of health care 

professionals together with the different legislation, standards and health practices of different 

countries, states, and health care facilities. Xu et al. (2009) used XML to presents an EHR data 

structure which is a hierarchical tree structure. The EHR data represented in the tree structure 

can include patient's basic information, hospital entering records, records of the first disease 

course, surgical records and records of discharge from hospital (Figure 2.2). The record starts 

with the root node which could have one or more sub-nodes, and each sub-node serves as one 

case that presents for a component. The hierarchical tree structure is desirable and flexible in 

defining structures since it can be described by XML stored by XML database, and allows fast 

retrieval. (Lj et al. (2000)) also uses XML to present EHR structure at two levels as shown in 

Figure 2.3. The GEHR Object Model (or GOM) defines the data structures representing the 

electronic health record. 

 
Figure 2.2 Data Structure of Electronic Patient Record (EPR) (Xu et al., 2009) 
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Figure 2.3 Versioned transaction view of the EHR (Lj et al., 2000) 

At the root, EHR is a container to store a collection of transactions. Persistent transactions 

contain information which remains valid in the long term, such as family history, chronic 

conditions. Event transactions are used for information where the validity is relatively short-

lived, such as the test results, a contact with a health care professional or a hospital admission. 

2.1.3  EHR formats 

Currently, EHR information is stored in various proprietary formats. Typical formats include 

structured document-based storage in various formats such as database tables and structured 

XML files, and unstructured document storage in the text, image, or video formats and digitized 

hardcopies maintained in a typical classical document management system. All possible 

formats of EHR, however, can be categorized in unstructured data and structured data as shown 

in Figure 2.4. 

 
Figure 2.4 Categories of health data formats 

2.1.3.1 Unstructured data 
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Unstructured EHR is an electronic health record which does not follow any patterns and 

structures. It allows users to store health-related information, such as case histories, health 

examination results, daily records in unstructured forms such as text, images, sensor data. Using 

Unstructured EHRs offers users some benefits. Firstly, it supports a variety of file formats 

which make it possible to store different types of health data such as text, images, and video. 

Secondly, it enables doctors who are collecting information while interacting with patients. By 

using special notes, they can write the notes and detailed records when they are diagnosing 

patients. Lei (Lei et al., 2012) introduced a new de-identification method especially for 

publishing free text Chinese electronic medical records (EMR) without leaking patients’ 

privacy. A typical EMR template from a Hospital in Beijing is presented as an EMR which is 

in free text form, but the EMR lists patient information in a relatively formatted pattern.  

2.1.3.2 Text-based electronic health record 

Unstructured data is commonly used for storing data collected from sensor networks such as 

text, log files. Moreover, there are many unstructured health data such as radiology reports, 

discharge summaries which are still stored in a free-text format without any formal convention. 

Clinical narratives, such as radiology and pathology reports, are a growing electronically 

available source of information. Clinical texts are commonly dictated and transcribed by a 

person or speech recognition software or are directly entered in text form by physicians.  

a. Image-based electronic health record 

Image-based EHR systems can deal with a wide array of medical data types including multi-

dimensional medical images personal health records (PHRs) based on the web such as PET-

CT, MRI, Xray, medical videos, text-based data and metadata, and supplementary notes. An 

image-based electronic health record could store a collection of CT or MRT images which is 

useful for radiologists and other specialists such as surgeons. An imaging report that is widely 

needed and broad accessibility is vital for achieving optimal patient care. However, each image 

format defines its own unique metadata format. Existing image metadata fields are limited and 

not extensible to individual needs. Benjamin Jung (Jung, 2005) proposed the DICOM-X  as a 

framework to prepare medical images for seamless integration into the EHR, providing another 

step towards the Semantic Health Records (SHR). Michael de Ridder (de Ridder et al., 2013) 

proposed a novel web-based Personal Health Records (PHRs) visualisation system, called the 

medical graphical avatar (MGA). The system can deal with a wide array of medical data types 
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including multi-dimensional medical image PHRs based on the web such as PET-CT, MRI, 

medical videos, text-based data and metadata, and supplementary notes. 

b. Video-based electronic health record 

A Dietary Data Recording System (DDRS) which consists of an electronic data collection 

device and the software and protocols necessary to support data capture and calculation of 

nutrient intake was proposed in (Junqing et al., 2011). A video camera and a laser-generated 

grid of distances to food surfaces are employed for calculating the food intake. DDRS includes 

three components namely the mobile application, the web service, and the volume measurement 

and uses the client-server model where data is collected by smartphone and then sent to a server 

via a wireless network. 

c. Unstructured Sensor Data 

EHR data gathered from different sensors can be stored in files such as text files, CSV files. 

This creates unstructured sensor files including a very large amount of health records captured 

from patients such as heart rate and blood pressure. EHR based on sensor data enables collecting 

patient health information continuously due to the use of sensor devices. Consequently, patients 

can achieve continuity of care because each health record is analyzed and alerts may be sent to 

physicians and healthcare providers if there are indications of an emergency. 

2.1.3.3 Structured data 

Structured EHR is an electronic health record in which health-related information is stored in 

structured forms. In this category, medical information is collected using designated forms and 

interfaces which make it possible to index and search information quickly. It can be easily 

converted to different formats allowing the exchanging of information. 

a. XML file format 

Extensible Markup Language (XML) is a simple, flexible and a standard meta-language 

recommended by the World Wide Web Consortium (W3C) as a mechanism for structuring data 

for large-scale electronic publishing. It is a system independent and programming language 

independent description language that is especially suitable to describe any type of data of 

known or unpredicted data structures. It uses hierarchical, object-oriented structure methods of 

description, which is well suited to describe the complex contents of medical records. Camous 
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(Camous et al., 2008) presented the HealthSense prototype for harvesting and integration of 

physical data from wearable sensors. An example in (Khan et al., 2012) showed that sensors 

monitoring Alzheimer’s patient activities such as motion sensors, video based sensors, wearable 

sensor based, and location based sensors create data which are stored in a raw sensory data 

repository or XML repository. 

b. Relational database 

Relational database is known as the most popular structure to store health records in healthcare 

systems. Accessing information in the database is through the simple and almost universal 

structured query language (SQL). Several standard Relational Database Management Systems 

(RDBMS) using any SQL-based software such as Oracle, Sybase or MySQL are used as 

databases in HIS. In RDBMS, EHR contents are stored in tables whereas EHR elements are 

mapped into corresponding fields and data types. In addition, relevant relationships among 

tables are also created by linking identified fields as primary keys in order to perform queries. 

Vucetic et al. (2011) designed and developed a health information system using a central 

database. The scheme describes crucial tables such as Patient, Health_id_card, doctor, 

patient_alergy, patient_surgery, check. A relational database uses key-based storage which 

enables fast retrieval by using queries and updating tools. However, using relational database 

method to store EHR has two major drawbacks: a) relational database cannot cope with frequent 

changes in the Healthcare Information System as it relies on static designs that do not allow 

data type extensions and b) the size limit of database tables prevents storage of big data. 

 Cloud computing  

2.2.1 Definitions and models 

The term cloud computing is popularly understood as IT services provided over the internet. 

Cloud computing has been defined as “a style of computing where users consume scalable IT-

related capabilities as a service” by using Internet technology (Mirzaei, 2009). From the service 

point of view, cloud computing is a deployment model for applications that provide services 

for users by CSPs. Customers use the web service interfaces to access cloud services and 

configure service capabilities subscribed to CSPs. A number of researchers and practitioners 

have attempted to define Clouds in various ways. The most popular definition is probably the 

one provided by the National Institute of Standards and Technology (NIST) (Mell and Grance, 
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2011). According to this definition 

“CLOUD computing is a model for enabling ubiquitous, convenient, on-demand, network 

access to a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction. This CLOUD model is composed of five 

essential characteristics, three service models (Software/ Platform/ Infrastructure as a Service), 

and four deployment models, whereas the five characteristics are: on-demand self-service, 

broad network access, resource pooling, rapid elasticity, and measured service. The deployment 

models include private, community, public and hybrid CLOUD”. 

Figure 2.5 presents the general architecture of Cloud computing (Lenk et al., 2009). The service 

models in cloud computing can be categorized as follow: 

 Infrastructure as a Service (IaaS): this provides computing resources such as servers, 

network capabilites and, storage (e.g. Amazon EC2 and Microsoft Azure).  

 Platform as a Service (PaaS): This offer a higher-level environment for developers to 

customize applications (e.g. Google AppEngine).   

 Software as a Service (SaaS): This provides services such as software or applications 

for customers over Internet (e.g. SalesForce, Google Docs).  

More recently, research works introduced new cloud services such as Data as a Service, Data 

mobility as a Service (Dang and Hoang, 2016), and Security as a Service (Varadharajan and 

Tupakula, 2014).  

Cloud infrastructures can be classified into public, private, or hybrid. Public clouds are 

deployed to serve the general public or a large company. A Cloud Service Provider owns these 

clouds and sells cloud services to customers(e.g. Amazon, Google, Microsoft). Private clouds 

are usually owned and managed by one organization. They provide services that allow 

enterprise applications running on private, secure off-site data. Hybrid clouds combine both 

private clouds and public clouds to fulfil issues with the current cloud technologies. Beside 

services provided, the cloud also offers management tools and facilities such as monitoring, 

billing, user management. These functions enable users to manage large cloud systems with 

user-friendly interfaces. 
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Figure 2.5 Architecture of Cloud computing (Lenk et al., 2009) 

2.2.2 Healthcare system in Cloud environments 

The Healthcare ecosystem in cloud environment was presented in (Bahga and Madisetti, 

2013). The Cloud enables healthcare service providers to house their systems such as EHR 

systems, HIS, laboratory information system. It also allows patients to share their EHR to other 

hospitals for admission and care purposes.  Figure 2.6 presents a healthcare ecosystem in cloud 
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environments. 

 

Figure 2.6 Application of cloud computing environments to the healthcare ecosystem (Bahga 

and Madisetti, 2013) 

Bahga (Bahga and Madisetti, 2013) proposed an EHR system—Cloud Health Information 

Systems Technology Architecture (CHISTAR) to achieve interoperability by using a generic 

design approach for data which allows a wide variety of data to be stored in generic data 

structures. CHISTAR adopted HDFS distribute storage to store to store flat files. These files 

result from converting EHR data which is in different sources. It then used MapReduce 

framework to input flat files into HBase for querying. EHR data in HBase is retrieved by Cloud-

based applications either Java APIs or SQL-like language. Figure 2.7 depicts the CHISTAR 

data integration approach for Cloud-based EHR storage. 

 

Figure 2.7 Cloud-based EHR data storage architecture of CHISTAR  (Bahga and Madisetti, 

2013) 
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(Liu and Park, 2014) presented the issues of applying current big data technologies to e-health 

in cloud environment. The work proposed BDeHS (Big Data e-Health Service) to support Big 

Data applications in the e-health area and address issues related to big data management, 

security, interoperability. The work also reviewed benefits and drawbacks of current big data 

technologies such as STORM, Hadoop, MapReduce. In addition, issues associated with data 

federation, data management and security need to be addressed were also outlined in the paper. 

Finally, BDeHS architecture was proposed as a solution which addresses big data flows, 

security, and data operational management. Figure 2.8 presents a cloud environment supporting 

e-health application. Healthcare related services are connected through the national health 

information networks whereas EHRs are allocated to cloud storages. Thus, entities such as 

doctors, hospitals, insurance providers and government agencies can access EHRs from these 

networks. 

 

Figure 2.8 e-Health Big Data Service Environments  

2.2.3 Issues related to the deployment of Cloud computing 

Cloud computing dramatically reduces the expense and complexity of managing IT systems 

(Schubert and Jeffery, 2012). An increasing number of business customers are shifting their 

services and applications to Cloud computing since they do not need to invest in their own 

costly IT infrastructure, but can delegate and deploy their services effectively to Cloud vendors 

and service providers. Within cloud storage services, users can share their data with 

counterparts, and access data faster at anywhere and anytime with low-cost due to high 

availability of virtual servers rather than physical servers. It is inevitable that applications and 

services such as healthcare, banking will be deployed on cloud platforms to reduce the cost and 
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complexity of processing data while improving efficiency and accuracy. However, this 

deployment naturally raises a number of issues related to data security and processing as 

follows.  

 Users may lose the controllability of the data as they may not know who, where, what, 

when and why there are accesses on their data. 

 Cloud service providers have provided security mechanisms to deal with data protection 

issues by employing various policy and encryption approaches. However, data is still 

exposed to potential disclosures and attacks if it is moved and located at another cloud 

where there is no equivalent security measure at visited sites. 

 A large amount of data is generated in the cloud storages, and each trunk of data is 

unstructured and small, but current big data models are unable to retrieve critical 

information quickly as data is spread into many clusters. 

 Sensitive data needs to be processed at reliable or trusted resources as these data may 

be exposed to the public by criminal attacks or accidental information breaches. 

 The rapid growth of applications with sensitive-delay requirements leads to local 

performance issues as requests need to be processed using local computing resources to 

provide real-time responses. 

As a consequence, the widespread adopting of cloud computing presents a real challenge for 

both cloud service providers and users perspectives. In the next section, we will present 

challenges in deploying health data in the Cloud. 

 Challenges to be addressed in future research on Health Clouds 

Users and health service providers are reluctant to adopt Cloud computing because of two main 

concerns: protection of sensitive data and efficient access of health data. Latency in retrieving 

relevant information from hundreds of millions of health records over a large number of 

geographically distributed data servers could very well be the difference between life and death 

for a patient (Tancer and Varde, 2012). These present serious barriers to wide adoption of cloud 

computing in the E-Health regardless of the reduction in costs. 

2.3.1 Protection health data in Health Cloud Environments 
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Health records contain sensitive information that must be protected. This means that the data 

should only be accessed by authorized handlers AND that every action on the data has to be 

accounted for. The users are concerned about their EHRs not being fully protected as they lose 

the control of the data once it is transferred to the Cloud.  

In the Cloud Service Providers’ environments, the main concern is that patients might lose 

control of their own EHRs. They might not know who can gain access to their sensitive data, 

how the EHRs are processed, what details are disclosed to others, and whether the security 

procedure and privacy protection conform to defined SLAs. Existing work lacks appropriate 

schemes to protect users’ sensitive EHRs from illegal disclosure or malicious violation by 

employees within CSPs. Such an incident has occurred: an employee stole the US Department 

of Veterans Affairs database that contained sensitive personal health information of 26.5 

million military veterans and took it home without authorization (Virvilis et al., 2011a). 

Traditional security and protection mechanisms are not sufficient to protect data: when user 

data is passed onto a Cloud, the user no longer has control over the data and relies on the Cloud 

provider to assure them that their data is in safe hands. Traditional security and protection 

mechanisms used by cloud providers such as encryption, authentication protocols, and digital 

signature mechanisms are not sufficient to address the above challenges and concerns, 

especially in big data context with increasingly complex health data formats. For example, 

Virvilis et al. (2011a) introduced a cloud provider agnostic protocol combining hybrid 

encryption and message authentication code technologies to preserve data confidentiality and 

integrity for outsourcing both static and dynamic data to third parties. Shucheng et al. (2010) 

proposed a scheme that achieves fine-grained access control, data confidentiality, and 

scalability by key policy attribute-based encryption and proxy re-encryption and lazy re-

encryption techniques. These traditional concepts and techniques do not really protect data as 

they cannot answer when the data is accessed, what has been altered, where it is moved to, by 

whom. Furthermore, they inevitably bring in complexity and performance bottleneck due to 

key distribution, sophisticated encryption, and decryption. 

Existing work lacks the scheme to prevent intrusion, data leakage: existing work lacks 

appropriate schemes to efficiently prevent intrusion attack, data leakage, and deliver 

controllability and transparency to data owners. The related works focusing on policy-driven 

frameworks  (Dan Lin and Squicciarini, 2010, Pankaj Goyal and Mikkilineni, 2009, Takabi and 

Joshi, 2012) play a role of adjudication in deciding the legality of access to the external layer 
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of data storage; however, cloud data is still in danger if adversaries have sufficient hacking skill 

or can leverage elevation of privilege to bypass access control service. Trust computing related 

technologies (Firdhous et al., 2011, Abawajy, 2011, Cong et al., 2010) administrate cloud data 

security through trusted third-party management systems. These schemes can efficiently 

increase the transparency of data usage and ensure that data is not being compromised or leaked 

by CSPs. However, these frameworks still disclose vulnerability once the hosted third party 

security services are compromised. Often, in a cloud environment with a complex and dynamic 

hierarchical service chain, data handling may be delegated from one CSP to another for business 

reasons. These CSPs do not always employ the same protection schemes and standards (Foster 

et al., 2008) and data may lose its protection on the new cloud hosts. Therefore, ensuring 

healthcare cloud data security, mitigating users’ concerns, and encouraging broader adoption 

of cloud computing in the healthcare sector requires alternative methodologies and 

technologies. 

2.3.2 Efficient management of big data in Health Clouds 

Currently, EHRs are stored in various proprietary formats through a multitude of medical 

information systems available on the market. There is an increase in the requirements of 

accessing information anywhere and anytime and exchange of health information and this 

drives the need to address the efficient management of health data. Efficient health data 

management must not only reduce the costs but also address protection, access speed, 

availability, and mobility of data. 

Along with science data, financial data, social network data, health data has also entered the big 

data era. Ultra-high “volumes” of health data collected from patients, hospitals, and research 

organizations not only improve healthcare quality and aid clinicians and researchers but also 

help transform the way the hospital is managed with cloud storages (Lewis, 2013), resulting in 

a reduction of complicated procedures, efficient use of resources, and reduced operational costs. 

Big data analytics have huge potential to better match health care provision with need in e-

Health (Tancer and Varde, 2012). When health data reaches big data level its management 

presents a higher level of complexity and difficulty. Various types of EHRs may require 

different security mechanisms that will inevitably cause additional overhead. Improvements 

and reductions in costs would not be very useful if these made healthcare professionals worse 

at their jobs by not being able to access relevant data timely. Latency in retrieving relevant 
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information from hundreds of millions of health records over a large number of geographically 

distributed data servers could very well be the difference between life and death for a patient 

(Tancer and Varde, 2012). Managing data usage in a big data context becomes a huge challenge 

and presents another barrier to wide adoption of cloud computing in the healthcare industry 

regardless of the reduction in costs. 

Though much work has been invested into distributed databases, management of big data has 

not been addressed. Particularly, the challenges for health data management and related 

performance issues, new means of distribution and processing of data are needed. New data 

distribution models and programming models must address aspects of distribution, parallelism, 

and replication. MapReduce (Dean and Ghemawat, 2008) is an approach developed by Google 

for performing large-scale data analysis over its Google File System. It has received much 

attention because it provides a simple model through which users can express relatively 

sophisticated distributed programs. MapReduce programs consist only of two functions, called 

Map and Reduce, to process key/value data pairs. It permits data to be in any arbitrary format 

and supports flexible data distribution. Dynamo (Giuseppe DeCandia et al., 2007) is another 

highly available key/value storage system that has been used by Amazon's core e-commerce 

platforms. Data is partitioned and replicated using consistent hashing. Dynamo can be 

characterized as a special form of distributed hash table (DHT) peer-to-peer system, where each 

node maintains enough routing information locally to route a request to the appropriate node 

that holds the requested data directly. Addressing the above issues and challenges is essential 

to realizing the potential of healthcare cloud.  

 Data security and privacy mechanisms in cloud 

Various approaches have been proposed to protect users’ sensitive data in the cloud 

environment, which can be categorized as cryptography-based approaches, trust-based 

approaches.  

2.4.1 Cryptography-based approaches 

The Cryptographic approaches employ encryption schemes such as Public Key Encryption, 

Symmetric Key Encryption, and Attribute-Based Encryption (ABE) and its variants to encrypt 

data. The original data is encrypted to be unreadable by unauthorized users. This mechanism 
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relies on the high complexity of encryption algorithms that requires attackers more efforts and 

employ large computation resources to decrypt the data.    

Attributed-Based Encryption (ABE) has been widely used for data access control in a cloud 

environment (Wang et al., 2015b, Yang et al., 2015, Sun et al., 2016, Liu et al., 2016, Pei et al., 

2016, Li and Du, 2013). The concept of Attributed-Based Encryption (ABE) was proposed by 

Sahai and Waters (2005). In this scheme, user keys and ciphertexts are labeled by using the sets 

of descriptive attributes. Goyal (Goyal et al., 2006) categorized ABE into types namely 

Ciphertext-policy Attribute-Based Encryption (CP-ABE) and Key-Policy Attribute-Based 

Encryption (KP-ABE). Lewko (Lewko and Waters, 2011) proposed a decentralizing MA-ABE 

scheme that allows any party to be an authority. In the scheme, users’ private keys associated 

with their attributes and a public key can be generated by a party. There is, thus, no needs for a 

central authority.  

Kamara and Lauter (Kamara and Lauter, 2010a) introduced a secure cloud storage service 

which relies on different cryptographic techniques such as symmetric encryption scheme 

(ASE), searchable encryption, ABE, and proof of storage. However, it failed to address the 

scalability and auditability as cryptographic schemes rely on complex algorithms that result in 

performance overheads and bottlenecks.   

Nesrine (Kaaniche et al., 2014) proposed CloudSec framework that uses public key 

cryptography to protect data in public clouds. The framework provides several public 

cryptographic tools to encrypt the data. Fully Homomorphic Encryption (FHE) (Beunardeau et 

al., 2016, AlBelooshi et al., 2016) is a strong encryption approach for data in the cloud as it 

provides computation over encrypted data. The computation is executed by the combination of 

additions and multiplications. Although cloud can achieve strong security guarantees, FHE has 

not been widely adopted due to its costly computation overheads. 

2.4.2 Policy-based approaches 

The policy-based approaches authorize access requests based on users’ permissions. These 

approaches often employ access control models such as role-based access control, time-bound 

access, task-based access control or even a combination of these policies to define and assign 

roles for users. Role-based access control is a standard and well-known model in performing 

large-scale authorization management (Ferraiolo et al., 2001). However, in a cloud context, 

access models such as mandatory access control, discretionary access control, and role-based 
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access control (RBAC) lack context information to meet with privacy protection requirements. 

Ni(Ni et al., 2009) proposed a privacy-aware role-based access control model (P-RBAC) to 

protect customer privacy by enforcing policies on data accessing. The model extends the 

classical RBAC model by adding additional information relevant for controlled access such as 

Purpose, Conditions, and Obligations. Similarly, Chen (Chen and Hoang, 2011a) proposed a 

novel framework with Cloud-based Privacy-aware Role Based Access Control model for 

controllability, traceability of data and authorized access to system resources in a healthcare 

environment. The author enriched policies to meet with complicated cloud healthcare contexts 

for protecting data privacy. Beside basic elements such as Subject, Object, and Role, it 

introduced four new components including Organizations Purposes, Conditions, and 

Obligations. The proposed scheme demonstrated that it can achieve fine-grained data protection 

in authorizing access to cloud resources. 

2.4.3 Protecting cloud data using trusted third-party technologies 

Trusted third-party technology enables establishing trustworthy service relationships. (Cong et 

al., 2010, Abawajy, 2011, Firdhous et al., 2011) introduced trust computing concepts for cloud 

data security through trusted third- party management systems. These schemes can efficiently 

increase the transparency of data usage and ensure their data is not being compromised or 

leaked by CSPs. However, merely relying on Third Party Auditors (TPAs) may still disclose 

vulnerability once the adversary obtains the privilege to access data directly in the cloud 

storage. These proposed solutions lack certain protective ability on data per se. To cast off the 

constraints, data has to be smart to self-defend without the assistance of TPAs. 

 Data mobility in cloud computing 

Movement of user’s data is an important issue in Cloud, and it has to be addressed to ensure the 

data is protected in an integrated manner regardless of its location in the environment. 

Researchers have proposed various mechanisms to enhance data mobility and protect sensitive 

data in distributed cloud environments, which include geographic location-based mechanisms, 

data mobility based policy and encryption mechanisms, binding user and data location, 

protecting cloud data using trusted third-party technologies, and data mobility based on the 

LRD. In this section, we will present a review of these solutions for data mobility and data 

protection. 
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2.5.1 Geographic location-based mechanisms 

The data’s geographic location in the cloud has raised user’s concern about the confidentiality 

and privacy as the host cloud often stores user’s data at some cloud storage which is owned by 

another cloud. Albeshri (Albeshri et al., 2012) proposed a new approach, GeoProof as a 

protocol, for geographic location assurance via a proof of storage protocol and a distance-

bounding protocol. It allows data owners to verify cloud locations where data is stored without 

relying on the word of the cloud provider. Benson (Benson et al., 2011) introduced a theoretical 

framework for verifying the proofs of retrievability and on provable data possession and data 

geo-location. Cloud users can verify that a cloud storage provider replicates the data in diverse 

geo-locations. (Peterson et al., 2011) introduced a new technique for sovereignty with a data 

possession protocol that binds network geolocation query responses with proof of data 

possession using a MAC-based PDP (MAC-PDP) as the interrogated server. Ries et al. (Ries et 

al., 2011) focused on verifying geographic data location in a cloud environment, detecting data 

movements and proving data possession for data moving among CSPs. These efforts mainly 

relied on the linear relationship assumption network latency and distance among clouds. 

However, in realistic network environments this relationship is not valid. Furthermore, 

verifying the integrity and confidentiality of the data relies on third parties to retrieve the 

information from the origin of the data and this raises an additional source of concern. 

2.5.2 Data mobility based policy and encryption mechanisms 

In policy-based approaches, cloud policies are generally translated from the natural language 

policies which define the usage constraints of the corresponding data. For the cryptographic-

based scheme, data is encrypted to ensure the confidentiality and integrity of data in the 

outsourced environment. Betge-Brezetz (Betge-Brezetz et al., 2013) proposed a privacy control 

model at the Virtual Machines (VM) level to protect sensitive files stored, processed, and 

moved in an Infrastructure as a Service (IaaS) cloud. Noman (Noman and Adams, 2012) 

introduced the Data Location Assurance (DLAS) solution for cloud computing environments 

by applying two cryptographic primitives: zero-knowledge sets protocol and ciphertext-policy 

attribute based encryption scheme. (Androulaki et al., 2014) proposed a new framework 

focusing on location- and time-based access control to cloud-stored data. In this framework, 

cloud provider stores the data reliably while localization infrastructure is deployed for accessing 

user location. More recently, (Squicciarini et al., 2010, Sundareswaran et al., 2011, 
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Sundareswaran et al., 2012) focused on designing a cloud information accountability 

framework to keep the data usage transparent and traceable through embedding the enforceable 

access control policies and logging policies. One of the main features of their work was that the 

data owner could audit the copies of its data.  

The cryptographic-based solutions may include encryption (Kamara and Lauter, 2010b, Virvilis 

et al., 2011b, Shucheng et al., 2010), verification of integrity (Juels and Burton S. Kaliski, 2007, 

Bowers et al., 2009, Shacham and Waters, 2008), secure file or storage system (Kallahalla et 

al., 2003, Goh et al., 2003)  and dispersal storage schemes (Wang et al., 2011b, Storer et al., 

2007). Policy-based mechanisms mainly focus on the provisioning of access privilege for the 

requests. If the adversary has sufficient hacking skill or leverages elevation of privilege to 

bypass the access control service, the data is still in danger. Encryption-based mechanisms 

impose some constraints. For example, the complexity of key distribution and data encryption 

and decryption may be introduced, especially while protecting the highly dynamic data. These 

approaches have mainly focused on protecting data by using encryption schemes but there have 

been few efforts on data mobility. 

2.5.3 Binding user and data location 

Data-policy binding mechanism is a novel data protection scheme which encapsulates data, 

policy, and functional entities within its encapsulating object. The integrity of the data structure 

is enhanced. Any accesses to the data will enforceably activate the bundled security procedure. 

Chen (Chen and Hoang, 2013b) proposed an active data binding framework in addressing data 

mobility and user mobility. This research concentrated on notifying data owners when their 

data is moved from one location to another, tracking data geographic location using Google 

services and integrating an active data-centric framework to collect evidence of data movement. 

However, the lack of secured components or equivalence protection schemes at the new 

location result in data violation and illegal disclosure as there are no monitoring services to 

track the data and prevent illegal requests. Consequently, data cannot survive independently in 

the heterogeneous cloud environment. The works (Othmane et al., Ranchal et al., 2010, Angin 

et al., 2010) proposed the active bundle scheme to protect disseminated sensitive data. Each 

bundle packages data and metadata involved in data access and dissemination policies. Through 

a relevance VM with each bundle, the data can be protected by enforcement of the privacy 

policies in the VM. Popa (Popa et al., 2013) proposed a data traceability service for mobile 
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computing application. This approach only considers the case that the data is accessed by the 

data owner and there is no data movement among clouds. In particular, a request to send data 

is simply performed by creating a copy of the data. In other words, the data sent by the user will 

not be traced by the service.  

2.5.4 Data mobility based on LRD 

LRD enables subscribing and storing data locations when data is allocated at cloud storage. 

(Noman and Adams, 2012) used database for data registration and user’ verifications to provide 

DLAS at the cloud. Nevertheless, data is held in the cloud to inform users that it is protected in 

a secure environment and there is no data moving operation among clouds. In fact, research on 

data mobility and LRD in the cloud has not been well-established to support tracking and 

tracing data location records.  

2.5.5 EHR Security and privacy mechanism in cloud 

As EHR contains sensitive health data of a person, it must be protected from unauthorized 

accesses. Security and privacy are thus crucial in any HIS. Numerous approaches have been 

proposed and used for preserving the privacy and security of EHR. However, there is no clear 

classification of the security approaches. For simplicity, we classify these approaches into three 

categories: policy-based authorization, cryptographic, and policy-based authorization and 

cryptographic. The policy-based authorization allows data to be accessed with the role-based 

access control. The cryptographic approaches employ encryption schemes and cryptographic 

primitives. Policy-based authorization and cryptographic approaches combine the policy-based 

and cryptographic approaches. 

2.5.5.1 Policy-based authorization approaches 

Policy-based authorization approaches ensure that EHR can only be accessed by authorized 

users who received permission rights to access patient data in HIS. These approaches employ 

different policy mechanisms such as role-based access control, time-bound access, task-based 

access control or even a combination of these policies to define and assign roles for users. As a 

result, with both valid system identity credential and access credential, users can legally obtain 

corresponding patient data from EHR databases without disclosure-sensitive information. 

Narayanan and Giine (2011) introduced Task Role-Based Access Control in which roles are 
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used to support passive access control and tasks are used to support active access control. 

Policy-based authorization approaches allow users to access their EHR if they and their roles 

meet the systems’ policies. However, health data are not encrypted and hence these approaches 

cannot protect sensitive data against malicious modification or intrusive attacks.  

Policy-based authorization approaches ensure that EHR can only be accessed by authorized 

users who hold permission rights to access patient data in HIS. These approaches employ 

different policy mechanisms such as role-based access control, time-bound access, task-based 

access control or even a combination of these policies to define and assign roles for users. As a 

result, with both valid system identity credential and access credential, users can legally obtain 

corresponding patient data from EHR databases without disclosure-sensitive information. For 

example, physicians who are responsible for patient diagnosis and care can obtain the access 

rights such as reading patient’s EHR contents for treatment purpose only if the current time is 

during 9 AM to 6 PM. 

A novel framework with Cloud-based Privacy-aware Role Based Access Control (CPRBAC) 

model for controllability, traceability of data and authorized access to system resources in a 

healthcare environment is proposed in (Chen and Hoang, 2011a). Task Role-Based Access 

Control is presented in (Narayanan and Giine, 2011) where roles are used to support passive 

access control and tasks are used to support active access control. Both workflow based and 

non-workflow based tasks are supported by this model. These approaches focus on identifying 

users with their own roles in accessing EHR but data are not protected in encrypted forms. 

Policy-based authorization approaches can solve the issues for users accessing EHR with the 

systems’ policies to receive health records corresponding with their roles. However, one of the 

critical issues is that health data are not encrypted. Consequently, these approaches lack an 

efficient surveillance mechanism to protect sensitive data against malicious modification or 

intrusive attacks due to its centralized nature.  

2.5.5.2 Cryptographic approaches 

The Cryptographic approaches used to secure EHR are based on encryption schemes such as 

Public Key Encryption, Symmetric Key Encryption, and Attribute-Based Encryption (ABE) 

and its variants such as Ciphertext-policy Attribute-Based Encryption (CP-ABE), Key-Policy 

Attribute-Based Encryption (KP-ABE), Multi-Attribute-Based Encryption (MA-ABE). In 

these approaches, EHR contents which are mainly objects for encryption schemes are stored in 



40 

 

encrypted forms to provide data confidentiality in HIS. The decryption process is the reverse 

process at the receiver end when users retrieve the data. 

Jie (Jie et al., 2012) employed KP-ABE and CP-ABE to share EHR stored in the cloud. These 

schemes enable owners to achieve full control over their EHR files and to select users who 

would like to share their EHR and which parts of EHR data a user can read. 

Broadcast Ciphertext-policy Attributed-Based Encryption Attributed-Based Encryption 

(bABE) was used to create a secure and privacy-preserving EHR system by Nararyan (Narayan 

et al., 2010). This approach addresses the key management issues since it employs users' 

attributes for data encryption. Every user is then provided with one private key base on their 

attribute set for decryption. In addition, a Secure Channel Free Public-Key Encryption with 

Keyword Search (PEKS) was combined with bABE to provide keyword search within a health 

record. 

Li (Li et al., 2010) also proposed another cryptographic framework by using an extension of 

ABE. The framework employs ABE as the encryption primitive by classifying Users/data 

according to their attributes, such as professional roles/data types. Moreover, users are divided 

into the whole Personal Health Record system into multiple Security Domains (SDs) namely 

Public Domains (PUDs) and Personal Domains (PSDs). A large number of professional users 

and Multiple Public Attribute Authorities (PAA) can be included in a PUD which can be the 

health care, education, government or insurance sector. An encrypted EHR can be accessed by 

authorized users from both PSD and PUDs.  These domains retrieve credentials from the 

corresponding public authorities, without the need to interact with any PHR owner. This can 

avoid the key management overhead of owners and users. 

Public Key Encryption (PKE) (Wohlmacher and Pharow, 2000) introduced the use of public-

key certificates in the health sector and the private keys corresponding to the certified public 

keys are bound to a carrier - a secure token as a smart card namely health professional card 

(HPC). (Doukas et al., 2012) introduced a system based on Gateways namely Internet of  Things 

(IoT) Gateways which address health sensor data and resolve security issues through digital 

certificates and PKE data encryption.  

Symmetric Key Encryption (SKE) (Chen and Hoang, 2011b) used symmetric data encryption 

to encrypt data blocks in the data protection framework. Only the leaf nodes in the tree structure 

of EHR data blocks are encrypted to avoid computation overhead. (Yu and Chekhanovskiy, 

2007) introduced a patent-centric protection system by using a smart card and SKE based on 
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Advanced Encryption Standard (AES) to protect EHR. Patient, healthcare providers, and 

support personnel will be provided with a smart card. Patient’s smart card is used to encrypt his 

or her EHR and to identify role-based access control while doctor’s smart card allows him or 

her to sign the transaction in accessing the EHR. 

Cryptographic approaches prove that EHR can be secured at a high level by using encryption 

schemes. Firstly, EHR will be stored in encrypted forms which avoid the disclosure of sensitive 

health information. In addition, schemes such as RSA and AES proved that it is very hard to 

break these cryptographic systems while empowering HIS to share patient information 

efficiently. Nevertheless, computing overhead and key management are some of the challenges 

which need to be addressed when applying these solutions. In fact, the lack of defined roles to 

access data in several schemes makes it impossible to deploy the schemes in a multi-users 

environment where users can own one or more roles in the system. 

2.5.5.3 Policy-based authorization and cryptographic approaches 

The combinations of policy-based authorization and cryptographic approaches ensure data 

confidentiality by defining roles for clients to access EHR and by storing EHR in encrypted 

forms. These result in appropriate security frameworks as approaches embedded in HIS in order 

to serve for security requirements. In order to access EHR, users need to obtain corresponding 

roles which describe permissions such as read, write to EHR. These roles have to be authorized 

by HIS or third parties before users receive keys for decryption processes. (Kathryn Garson and 

Adams, 2008) proposed Policy Based Encryption which builds on the idea of encrypting under 

an arbitrary string. In order to access the document, users need to be authenticated by the system 

and receive a decryption key associated with their role.  

These approaches provide high-security level and meet with requirements when healthcare 

moves to new infrastructures such as cloud computing. However, it needs to be considered that 

the approaches are complex and require systems implementing on the same framework or 

adaptable framework while the majority of current HIS are developed based on different 

sources and providers. 

The combinations of policy-based authorization and cryptographic approaches ensure data 

confidentiality by defining roles for clients to access EHR and storing EHR in encrypted forms. 

These result in appropriate security frameworks which are approaches embedded in HIS in 

order to serve security requirements. In order to access EHR, users need to obtain corresponding 
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roles which describe permissions such as read, write to EHR. These roles have to be authorized 

by HIS or third parties before users receive keys for decryption processes. 

As presented in (Chen and Hoang, 2011b), the data protection framework employs both 

CPRBAC and Symmetric Data Encryption. (Garson and Adams, 2008) proposed Policy Based 

Encryption which builds on the idea of encrypting under an arbitrary string. Besides these 

approaches above, there are some effective frameworks which assist in protecting health data. 

The National EHealth Transition Authority (NEHTA) proposed a framework namely National 

EHealth Security and Access Framework (NESAF). NESAF supports organisations engaged in 

national EHealth to adopt a consistent approach and application of health information security 

standards and provides better practice guidance for the Australian health sector. The NESAF 

has been developed in collaboration with almost 200 unique stakeholders, including health 

practitioners, health business owners, health information managers, consumers, privacy 

advocates, information security experts and health technology specialists. The NESAF starts 

by focusing and understanding the risk profile of a given organisation, and where it will be 

located in the overall e-Health environment.  

These approaches provide a high-security level and meet with requirements when healthcare 

moves to new infrastructures such as cloud computing. However, it needs to be considered that 

the approaches are complex and require systems implementing on the same framework or 

adaptable framework while the majority of current HIS are developed based on different 

sources and providers. 

 Big data management models 

The growing popularity of “cloud computing” results in a large number of internet applications 

together with a very large anount of data to cloud. Consequently, providing data management 

services in the cloud enables both users and CSPs to achieve higher levels of efficiency in terms 

of scalability, reliability, and security. This is because the traditional databases cannot scale to 

the thousands of nodes when they are deployed in the cloud context. In addition, it is difficult 

to support multiple, distributed updaters to the same data set and replicate huge data sets for 

availability, due to capacity (storage, network bandwidth, …). To deal with exponentially 

growing data volumes, Amazon and Google introduced a new storage model known as NoSQL 

databases such as Amazon's Dynamo (DeCandia et al., 2007) and Google's BigTable 

(Ghemawat et al., 2003). No-SQL systems adopt schemes such as a key-value pair or document 
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collections to store data in distributed systems rather than structured tables in relational 

databases. P2P is another data management mechanism to deal with the growing data in 

information systems. P2P can be incorporated with traditional databases or by itself to be an 

efficient model for big data management. Figure 2.9 presents current big data models in the 

cloud environments. The next sections introduce data models that address challenges relating 

to high availability and scalability in a cloud environment.  

 

Figure 2.9 Current big data models 

2.6.1 Peer-to-peer network 

P2P network has been adopted widely in distributed systems and in many successful P2P 

applications such as distributed data storage, application-layer multicast, and event notification 

services (Risson and Moors, 2006, Le et al., 2006, Min and Yuanyuan, 2010). It supports large-

scale resources discovery and sharing file systems by relying on scalable, dynamic and self-

organized infrastructure. In addition, it is also a decentralized infrastructure, enabling access to 

provided services at each node in the whole network. P2P is a logical overlay network laying 
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on top of a physical network. In P2P network, each peer is associated with a node and plays the 

same role in the system. Peers are connected via logical links and accessed peers’ address. One 

link is assigned to a physical path in the physical network to route paths with appropriated 

requests. 

In a normal structured P2P system, the Distributed Hash Table (DHT) is built on top of an 

overlay network. Data lookup and insertion process are efficiently supported by the hash table. 

Given the key of the file, the corresponding value of the file can be inserted and searched by 

hashing the key to a value with an appropriate hash function. The hash value is the index of the 

file and all the hash values are from the ID space. In DHT, peers are delivered in the ID space. 

Each peer is responsible for one partition of the ID space. Peers are connected by an overlay 

network through which the requests for data insertion and lookup are delivered. Basically, there 

is only one hashing round using the data key such as filenames or file content to obtain the 

value corresponding to the file. Files might be distributed relatively evenly based on hash 

functions in the original P2P systems. However, for a system with a very large number of files 

relative to the number of storage nodes and if the access pattern is skewed, the load files will 

be distributed to their nearest hashed ID nodes which may not be evenly with some nodes 

heavily loaded and others extremely lightly loaded. In other words, there may be some nodes 

storing large amount of files in the system while others have few files or no files. Consequently, 

load balancing is not achieved and data retrieval is not efficient. Firstly, peers still perform the 

lookup process in the same ID space but the destinations nodes tend to access several nodes in 

the systems. In addition, storage space of peers is not used efficiently causing not only 

unbalanced distribution but also lots of unused storage in peers. Figure 2.10 presents the lookup 

process in original Chord in a P2P system. 
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Figure 2.10 Illustration of lookup process in original Chord (Wang et al., 2012) 

2.6.2 Hadoop and MapReduce 

Hadoop (Apache, 2017) is an open-source implementation of MapReduce which has been 

widely adopted for handling large scale data in distributed systems. It has emerged as the 

leading computing platform for both academia and industry used by many companies such as 

Google, Facebook, New York Times. The Hadoop distributed file system (HDFS) is a 

distributed file system that stores data commodity nodes, providing a high degree of fault-

tolerance and high aggregate bandwidth by using parallel processing in clusters (Wiki, 2017). 

A HDFS cluster consists of a single NameNode as the master node and number of DataNodes 

as the slaves. HDFS implements Google File System (GFS) (Ghemawat et al., 2003) by 

providing file system name space and storing users’ data in files. It partitions each file into one 

or more blocks and stores these blocks at Datanodes. The Namenode manages the file system 

namespace and client accesses while DataNodes provide block storage and serve I/O requested 

from clients such as creating, replicating, and deleting blocks. 

MapReduce (Dean and Ghemawat, 2008) is introduced by Google as a framework for 

processing large-scale data on clusters of computers in a massively parallel manner. 

MapReduce has been adopted broadly in various applications such as business data analysis, 

machine learning, scientific research, multimedia processing, and healthcare (Wiki, 2017, 

Neshatpour et al., 2015, Bahga and Madisetti, 2013). The MapReduce programming model 

consists of two phases: the map phase and the reduce phase. In the map phase, each map task 

is allocated to a map slot on a machine and processes a portion of the input data.  In the reduce 

phase, the outputs of the map phase with the same key are processed by a reduce task allocated 

to a reduce slot. The Map function processes key/value records from an input file and then 

outputs a set of intermediate new key/value records. These output records are partitioned into 

disjoint buckets by applying a (hash) function to the key of each output record and are written 

to the server’s local disk.  In fact, multiple instances of the Map function run on different servers 

of the cluster and each map instance is assigned a distinct portion of the input file by the 

scheduler to process. The second phase of a MapReduce program executes instances of the 

Reduce program. The input for each reduce instance is output files from the map server local 

disks. Each reduce processes the records assigned to it and then writes records to an output file 

in the distributed file system as part of the computation's final output.  
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Figure 2.11 shows the execution of the MapReduce program. MapReduce adopts a master node 

which manages workers as slave nodes. Heartbeat messages are used to provide 

communications between the master node and workers, including job status and workers’ 

status. Jobs are scheduled by a scheduler which follows defined policies to assign tasks to slots 

of workers.  

 

Figure 2.11 Overall flow of a Map-Reduce operation (Song et al., 2011) 

“Map” step: The master node takes the input, chops it up into smaller sub-problems, and 

distributes those to worker nodes. A worker node may do this again in turn, leading to a 

multi-level tree structure. The worker node processes that smaller problem, and passes the 

answer back to its master node. 

“Reduce” step: The master node then takes the answers to all the sub-problems and combines 

them in a way to get the output - the answer to the problem it was originally trying to solve. 

In the MapReduce program implemented on Hadoop, the master node consists of two processes: 

NameNode and JobTracker while workers comprise two processes: DataNode and 

TaskTracker. A file is partitioned into blocks of 64 MB and stored at the worker. Each block is 

then replicated three times. JobTracker is responsible for initiating job and assigning map or 

reduce tasks of jobs to TaskTracker. TaskTracker executes map or reduce tasks that are assigned 

by JobTracker.  

Hadoop employs different schedulers for task scheduling namely FIFO, capacity and fair 
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schedulers (Apache, 2017).      

 FIFO simply schedules jobs in a first-in first-out manner.  

 The Capacity scheduler enables sharing resources in the large cluster among multiple 

organizations based on computing needed. An organization is allowed to access any 

excess capacity not being used by others. 

 The FAIR scheduler shares the cluster’s resources equally among multiple users. Each 

user is provided with a separate pool which is divided into the same capacity across the 

cluster so each user is granted an equal share.  

2.6.3 Key-value data model 

Key-value data model (Cattell, 2011) is the simplest data model using a single key-value to 

index for all data.  In this model, values (data) are stored based on programmer-defined keys 

which are indexed to serve for searching. Systems based on this model normally provide clients 

interfaces to insert, delete and lookup. This model is efficient for services that only need 

primary-key access to a data store. For example, Dynamo (Amazon) (DeCandia et al., 2007) 

provides a simple primary-key access only interface to meet with application requirements. It 

is the underlying storage technology for a number of the core services in Amazon’s e-commerce 

platform and uses Dynamo instances for each service. Objects associated with a key are stored 

through a simple interface. Two operations namely get() and put() allocate objects’ location for 

storing and retrieving. The get(key) operation searches for the object replicas associated with 

the key in the storage system and returns a single object or a list of objects with conflicting 

versions along with a context. The put(key, context, object) operation determines where the 

replicas of the object should be placed based on the associated key, and writes the replicas to 

disk. When there is an increase in the data set size or request rates, the scheme will be scaled 

out to support for service requests.   

2.6.4 Current Approaches for P2P in handling data distribution 

Various distributed storage systems such as Hadoop (Tantisiriroj et al., 2011), P2P systems 

(DeCandia et al., 2007, Lakshman and Malik, 2010) have been widely deployed in the cloud 

environment. However, storing and retrieving a large number of files with various data sizes 

and structures pose a big challenge for current big data models. The work in (Dong et al., 2012) 

proved that Hadoop is not efficient in managing a large number of small files. Hadoop is 
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designed to process large scale data in data mining and machine learning. Despite the fact that 

P2P systems and mechanisms are generally efficient for data lookup with low latency, they do 

not perform well in processing large-scale data analytic jobs compared to Hadoop (Chen et al., 

2012). Alternative infrastructures and access mechanisms are needed to handle this type of data 

and applications. In this section, we present related work that reflect to P2P systems in handling 

data distribution.   

Chen (Chen et al., 2012) presented BestPeer++, a system which delivers elastic data sharing 

services for corporate network applications in the cloud based on BestPeer – a P2P system 

based data management platform. This model was deployed as a service in cloud environment 

including bootstrap peer as monitors, normal peer as database engine and access control. In 

fact, an adaptive query is also proposed to switch between P2P engines for small scale data to 

leverage fast performance on local database engine and Map Reduce engine for large-scale data 

in order to exploit the benefits of the Hadoop model. The work in (Min and Yuanyuan, 2010) 

proposed a hybrid P2P system as a combination of structured P2P called t-network and 

unstructured P2P called s-network. The t-network plays the role of a core transit network while 

s-network stores data in the system and each s-network is attached to a peer in t-network. The 

ps parameter is defined to adjust the number of peers in each of the two networks. Altmann 

(Altmann and Bedane, 2009) presented a P2P file sharing topology based on social network 

enabling users to share resources for their friends or family. There is a limited number of peers 

accessing the resources based on their established relationship. The work in (Yuqi et al., 2009) 

presented a data replication approach to avoid overload of some objects as hotspots by using 

multiple hash functions. These hotspots are replicated to different nodes dynamically resulting 

in the improvement in access latencies and load balancing. (Carra et al., 2008) proposed a model 

to distribute the content to users in the overlay network as a Constrained Stochastic Graph 

Process (CSGP). The CSGP is modelled by different architectures based on trees and meshes. 

The file distribution is only considered to deliver the content in the shortest possible time to 

users in the P2P systems while the searching task is not the main process. In our work, we 

combine either clustering or searching files for the P2P system. Files are controlled to store in 

defined clusters and the same mechanism for storing is applied for searching. 

However, these efforts focus mainly on structuring P2P systems to deal with dynamically 

joining and leaving nodes; the data distribution still relies on the original P2P system. Besides 

that, searching requested files is performed the same way as in the original system. 



49 

 

Our proposed scheme focuses on distributing and retrieving data from P2P based on two 

hashing rounds in order to enhance the performance of P2P systems. Through the first hashing 

round, data is distributed to defined clusters enabling efficient retrieval of data. 

 Trust-based scheduling for big data processing with MapReduce 

Various mechanisms to protect sensitive data for MapReduce have been proposed over the last 

few years. To that end, task scheduling mechanisms have been investigated in different aspects. 

We summarize the related work (Figure 2.12) from the following perspectives: hybrid clouds 

for processing sensitive data, security mechanisms for MapReduce, trust for MapReduce, and 

Task scheduling for MapReduce. 

 

Figure 2.12 Mechanism for Trust-based scheduling with MapReduce 

2.7.1 MapReduce framework based on hybrid clouds to process sensitive data  

Hybrid clouds have addressed the privacy and integrity of users' sensitive data. Xiang (Xu and 

Zhao, 2015) proposed a framework using tagging mechanisms (Figure 2.13). The sensitive data 

is tagged and retained at private clouds only. The framework employs tagging mechanisms 

similar to tagged-MapReduce but providing different types of file tags; level sensitive tags, line 

level sensitive tags, temporal and spatial sensitive tags. Specifically, MapReduce was extended 

to protect sensitive data by tagging the sensitive data and retaining them within private clouds 

only. Non-sensitive data is allocated to public clouds. Before allocating MapReduce tasks, data 

is pre-processed into a sensitive data stack, and a non-sensitive data stack in order to apply 
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different sensitive tags to files and lines based on the input configuration. These MapReduce 

tasks are then executed on both private and public clouds. Similarly, Zhang (Zhang et al., 2014) 

introduced a framework to secure mix-sensitive data on hybrid cloud based on tagged 

MapReduce (Figure 2.13). It separates non-sensitive data, which can be outsourced to public 

clouds, while sensitive data is processed at private clouds. The prototype of tagged-MR on 

Hadoop demonstrated the feasibility of the system and the effectiveness in scheduling tasks. 

However, these efforts rely on the hybrid clouds which do not utilize cloud resources efficiently 

for big data applications. They performed a fixed scheduling strategy to process sensitive data 

at private clouds.   

 

Figure 2.13 A framework using private clouds to process sensitive data with MapReduce 

(Zhang et al., 2014) 

2.7.2 Security mechanisms for MapReduce framework 

(Wang et al., 2011a, Ateniese et al., 2008, Liu et al., 2014) proposed third party auditing (TPA) 

schemes which carry out data verification on a regular basis for users’ sensitive data.  (Liu et 

al., 2014) proposed an authorized public auditing scheme based on Boneh-Lynn-Shacham 

(BLS). BLS signature and Merkle hash tree can support fine-grained update requests. However, 

these TPA schemes are inefficient since the more frequently data updates are performed, the 

more computational overheads are added.  

Research works focused on trusted third-party systems were introduced in (Abawajy, 2011, 

Casola et al., 2015, Modic et al., 2016). They enable establishing trustworthy service 

relationships among CSPs. However, merely relying on the third-party system cannot address 

fully users and CSPs requirements as CSPs may trust one another differently and a CSP may 
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rank (trustwise) its own resources differently according to their types. 

Encryption techniques provide high-security level for the data. Yang (Yang et al., 2015) 

introduced an access control scheme based on Attribute-based encryption (ABE) with dynamic 

policy updating for big data. It allows data owners to send policy updating requests to a cloud 

server to update policies of encrypted data. Lei Xu (Xu et al., 2015) proposed a model that 

covers both data and program security of big data processing. The model employs operation 

steganography and Fully Homomorphic Encryption (FHE). However, encryption mechanisms 

encounter more computational overheads when deploying in big data applications and 

heterogeneous architecture of cloud computing. 

2.7.3 Trust for MapReduce framework 

Many trust mechanisms have been proposed for MapReduce (Ulusoy et al., 2015, Wei et al., 

2009, Huang et al., 2012, Ruan and Martin, 2012, Gao et al., 2015). They provided integrity 

verification and attack detections at node and task levels. (Ulusoy et al., 2015) proposed a 

replication-based verification scheme for detecting attacks with very high detection rate in 

MapReduce program. Map or reduce tasks are decomposed into small tasks which are replicated 

selectively and executed at other nodes in the clusters to identify compromised nodes and 

corrupt results. Huang (Huang et al., 2012) presented the two result verification schemes for 

MapReduce framework within text applications. It uses watermark injection to inject 

watermarks into input data and the computed results are verified the consistency and 

inconsistency. Ruan (Ruan and Martin, 2012) proposed a Trusted MapReduce framework by 

combining Trusted Computing Group (TCG) with MapReduce system. No replication is used 

in this framework such that the overheads are reduced significantly. Gao (Gao et al., 2015) 

introduced an integrity protection approach for big data processing with dynamic redundancy 

computation. A trust rating system was employed to monitor duplicate computations and 

identify suspicious nodes. Nevertheless, these schemes are not deployed adequately at CSPs, 

resulting in interoperability problems when employing resources from different CSPs for big 

data processing.   

2.7.4 Task scheduling for MapReduce   

Scheduling tasks for MapReduce have been investigated in different aspects (Chen et al., 2015, 

Wei et al., 2015, Kuo et al., 2014, Chang et al., 2011, Zhang et al., 2015, Mashayekhy et al., 
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2015). The bipartite graph was used to model the scheduling problem in (Chen et al., 2015, Wei 

et al., 2015, Kuo et al., 2014). (Chen et al., 2015) proposed a MapReduce scheduler for a 

deadline-constrained problem. A minimum weighted bipartite graph was formulated to match 

between tasks within deadline-constrained and slots of nodes in clusters. The bipartite graph was 

also applied to solve Virtual Machine Placement problem in MapReduce framework (Wei et al., 

2015, Kuo et al., 2014). Chang (Chang et al., 2011) formulated MapReduce scheduling problem 

as a linear program that minimizes the job completion times to solve the problem. Two 3-

approximate algorithms were proposed for the offline case and the online version to minimize 

the completion time of all jobs. Zhang (Zhang et al., 2015) introduced a fine-grained resource-

aware MapReduce scheduler which performs allocating resources to tasks at phase-level. 

Mashayekhy (Mashayekhy et al., 2015) formulated the problem of scheduling as an integer 

program. Two heuristics algorithms were proposed to find the assignment of tasks to slots that 

minimizes energy consumption of MapReduce framework in data centers. 

In this thesis, we focus on defining trust metric for cloud resources and scheduling these 

resources to tasks, which is important because these trusted resources provide a secured 

execution for users’ sensitive-data in different CSPs no matter in private clouds or public 

clouds. Tasks executing on either sensitive data or non-sensitive data are allocated naturally to 

appropriate trusted resources that protects the data leakage.  This also, moreover, utilizes cloud 

resources efficiently so that there is increasing performance of big data processing. The trusted 

based scheduling scheme provides high level trust assignment of slots to tasks. This means 

selected slots which not only satisfy trust requirements but also contribute highest trust values 

in the total trust.  Consequently, CSPs can achieve highest gains in term of revenue when 

performing tasks within this strategy. 

 Fog computing 

2.8.1 Definitions and features 

Fog computing enables more processing tasks to be performed at the network edge before being 

moved to the core network or centralized clouds. The decisions shall be made by Edge devices 

rather than being submitted and received from clouds. This leads to more efficient process and 

the ability to react more quickly to events (Mouradian et al., 2017, Stojmenovic and Wen, 

2014). With the potential for billions of IoT devices creating data, data management becomes 
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an issue at the edge network since it fails in providing adequate bandwidths for all of the data 

to be transferred through the network. Architectures for fog are, however, in the early stage of 

being defined with open issues for the current research (Consortium et al., 2016). In fact, current 

definitions are also proposed in different perspectives (Yi et al., 2015a). 

As defined in (Yi et al., 2015b), “Fog computing is proposed to enable computing directly at 

the edge of the network, which can deliver new applications and services especially for the 

future of Internet”. According to (Bonomi et al., 2012, Vaquero and Rodero-Merino, 2014), 

Fog computing is a non-trivial extension of cloud computing and lays from the core network to 

edge network. It resources is structured from the large scale of from nodes and distributed 

geographically at edge networks. Fog devices form a resource pool at the edge network to 

provide computation, storage, and communication with low latency response to serve for a large 

scale of clients. Fog devices are heterogeneous ranging from high-end servers to end devices 

such as mobile devices, wearable devices.  

Fog node is defined as heterogeneous semi-virtualized components deployed in a variety of 

environments where computing and storage are structured from several fog devices with a weak 

performance at edge network. It can provide computation, network resources, and storages near 

to applications in real-time. Fog nodes can be deployed in the core, edge, access networks, and 

endpoints.  

Fog computing provides low latency response and location awareness services for users at edge 

network. Thus, it may be potentially widely adopted in practice to provide resources and 

services to applications that are latency sensitive. Some of the common key features can be 

presented as below: 

 Heterogeneity: Fog computing is a virtual-based platform that provides computational, 

networking and storage services.  

 Geographic distribution: resources of Fog computing are distributed geographically and 

deployed nearby users to deliver low latency computing services.   

 Edge location: The concept of Fog computing is structuring and providing resources 

and services locally at the edge of the network.  

 Real-time response: various applications, such as smart home, healthcare monitoring, 

and smart grid, rely on fog’s computational resources to achieve low latency response.  

 Support for mobility: fog devices with high mobility demand change locations 

frequently. Hence, mobility becomes an essential feature to provide both resources and 
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communications for applications.   

 Scalability: this is applicable when monitoring demands are integrated applications such 

as healthcare, smart traffic, and smart grid. These applications are deployed in 

distributed systems that require distributed computing and storage resources. 

2.8.2 An architecture of Fog computing 

With the potential for billions of IoTs devices creating data, data management becomes an issue 

at the edge network since it fails in providing adequate bandwidths for all of the data to be 

transferred through the network. Architectures for fog are, however, in the early stage of being 

defined with open issues for the current research (Consortium et al., 2016). Thus, different Fog 

computing architectures have been proposed in the literature (Osanaiye et al., 2017, Yi et al., 

2015b, Bonomi et al., 2014, Bonomi et al., 2012). The architecture of Fog computing is 

implemented in the context of Fog and cloud computing. Figure 2.14 shows the implementation 

of Fog computing. Fog computing is deployed in between cloud and smart devices. In this 

architecture, each fog node is structured from several fog devices to provide computation and 

storage for applications. Data generated from fog devices are collected and send to fog nodes 

first. These data are filtered and processed locally for real-time requests. The rest of data are 

sent to the cloud for analytics and reporting purposes. 

 

Figure 2.14 Architecture for Fog computing 
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2.8.3 Fog computing security and privacy challenges 

Fog computing has become a computing model for providing real-time computing services and 

storage. However, few research efforts have focused on security issues which existed 

intrinsically in highly dynamic computing services. Clinton (Dsouza et al., 2014) proposed a 

policy-driven security management framework for Fog computing which secures collaboration 

and enables interoperability of user resources. Yi (Yi et al., 2015b) identified authentication, 

access control, intrusion attack and privacy issues that Fog computing may potentially 

encounter in designing and deploying. Similarly, Stojmenovic (Stojmenovic and Wen, 2014) 

presented authentication at different levels of gateways and smart meters as the main security 

issue in the fog environment. CPRBAC was presented in (Chen and Hoang, 2012). The model, 

however, fails to provide low sensitive-latency verification as it is at cloud-based authorizing. 

Studies related to potential security and privacy problems in Fog computing (Lee et al., 2015, 

Wang et al., 2015a) have been investigated to identify types of attack on users’ data. Authors 

have raised some potential attacks such as man-in-the-middle attack, intrusion detection, 

malicious detection, and malicious Fog. Nevertheless, the lack of security approaches in Fog 

computing prevents users from adopting Fog computing since the users’ sensitive data may be 

exploited and compromised leadding to the vulnerability by the adversaries. 

Our work focuses on designing an important class of fog security framework and building trust 

among regions enabling fog’s mobility. In particular, a MS with location registration is 

designed and implemented to store information about fog’s devices registration, users, 

operations, location, and timestamp. In fact, FPRBAC verifies requests to allow users accessing 

computing resources from fog nodes based on granting permissions based on assigned roles. 

2.8.4 Resource scheduling challenge in Fog computing 

Research on scheduling tasks for fog and cloud resources have been mainly on costs and energy 

consumption. 

Lingjun (Pu et al., 2016) proposed Device-to-Device fogging framework that schedules mobile 

tasks to available resources of mobile devices. A task scheduling approach in a cloud-fog 

computing system was presented in (Xuan-Qui and Eui-Nam, 2016). It uses VMs at cloud as 

extended resources when fog nodes do not have sufficient resource to fulfill clients’ requests. 

The optimization approach focuses on cost for cloud services instead of latency-sensitive 
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responses to clients. Deze (Zeng et al., 2016) proposed a joint optimization of task scheduling 

and image placement in a Fog computing supported software-defined network embedded 

system. Computational resources are provided from two sources; embedded clients and fog 

nodes represented by computation servers. Storage servers can be shared by both clients and 

computation servers. Jessica (White, 2012) proposed a low complexity small cell clusters 

establishment and resources management customizable algorithm to address the load balancing 

in Fog computing. The proposed mechanism allows small cell (SCC) to minimize the 

computation resource and power consumption while still satisfying users’ requests. Yuhua Lin 

(Wang and Shi, 2014) proposed CloudFog which is a lightweight system and allocated nearby 

users to provide computation resources. Fog nodes play as supernodes to render video games 

and stream them. Cloud servers serve for heavy computation tasks and update computation 

results to supernodes. Our work employs computing resources from both regions and clouds to 

handle requests with sensitive latency demands. In fact, these resources are scheduled optimally 

to allocate to each request hence providing a better trade-off compared to fog resources or cloud 

resources alone. 

 Summary 

In this chapter, we have reviewed the works that are related to EHR, cloud computing, data at 

rest, data mobility, data in processing and associated scenarios. From EHR and cloud 

computing, we moved to data security in cloud and then specify security for EHR in a cloud 

environment. By investigating data at rest, we examined and identified security and privacy in 

data mobility where relatively little research has been done. Data is potentially compromised 

when moving among clouds where the new cloud does not have the equivalent protection 

schemes as the original cloud. Furthermore, we presented an overview of current big data 

models and related work associated with the models. Hence, we pointed out the differences of 

our proposed schemes. We reviewed trust on cloud resources in processing for big data. So far, 

most of the study relies on hybrid clouds mechanisms and strategies mainly focus on processing 

sensitive data at private clouds. Thus, only very limited attention has been paid to cloud 

resources at public clouds or other private clouds that are trusted. Finally, we present a literature 

of Fog computing and its issues related to security and scheduling resources. In the next chapter, 

we will describe our previous work on data at rest and the data protection framework that is 

undertaken in this study.    
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CHAPTER 3  A TRUST-ORIENTED DATA 

PROTECTION FRAMEWORK AND 

MANAGEMENT 

The data is passive when it is created and stored. In order to make effective use of cloud 

services, users’ data is stored in a cloud where applications are able to perform more cost-

effectively requests from clients. As data is transferred to the cloud, data owners rely on CSPs’ 

security mechanisms to protect their data. These protection mechanisms are called passive data 

security protections. They cover the actions and mechanisms taken to monitor and audit data 

manipulation and status based on third party security services (Foster et al., 2008, Zhang et al., 

2011, Tan et al., 2012). The trust-oriented data protection framework proposed an active data 

protection-centric which adds various properties of protection. The active data is considered as 

a secure data container that manipulates and verifies the data without the involvement of a third-

party service. Consequently, the data is empowered with capabilities of self-defend and self-

protect against intrusions or violations. 

The research in this thesis is based on our trust-oriented data protection framework to develop 

a data mobility management model, a data distribution model, and a data processing model. In 

this chapter, Section 3.1 introduces the structure of active data. Section 3.2 introduces the 

supervisor. Section 3.3 presents the features of the Trust-Oriented Data Protection framework 

proposed by our research group. Section 3.4 introduces briefly our new proposed schemes and 

models. Section 3.5 describes the proposed deployment of Trust-Oriented Data Protection 

Framework for EHR protection in cloud environment. Section 3.6 presents the summary of the 

chapter. 

 Active data cube model for EHR protection 

This section introduces our active data cube model for encapsulating an EHR for housing and 
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protecting data in a Cloud environment.  

As introduced in Section 2.1, EHRs can be classified into unstructured data and structured 

data. In the context of cloud computing, structured data management typically interfaces with 

data by using secure connection interfaces. Unstructured data strongly relies on third-party 

security mechanisms or encryption. Once third-party services are compromised, unstructured 

data would be vulnerable to violation and tampering. In our work, we present protection 

mechanisms for unstructured data. 

Instead of paying attention to attacks or violations, we focus on the target data and equip it with 

self-describing and self-defending capability. We introduce an ADCu structure which 

encapsulates both sensitive data and verification mechanisms to monitor the inner data and the 

derivatives.  Any violations of policy or tampering with data would be compulsorily recorded 

and reported to data owners via the notification mechanisms within ADCu. ADCu triggers the 

log collection process to record every access to the specific data elements. Thus, it provides 

transparency and accountability of data usage by disseminating the log information to data 

owners. 

As shown in Figure 3.1, our proposed ADCu consists of a shell and a core. The shell acts as a 

starting point to access the core when the ADCu is triggered. It is structured with an active form 

and tamper-proofing codes . The ADCu is associated with a runtime environment.  

 

Figure 3.1 Structure of an ADCu (Chen and Hoang, 2012) 

The shell is the entry point for all requests to access an ADCu. It then activates the verifier and 

identifier to verify request parameters. A permitted request issues a certification which is 

authorized by the CPRBAC service. The logger module in shell records main checkpoints when 

transactions are executed. The logger is required to record significant intermediate information. 

During a single transaction, all log records marked with regular Priority level are stored 

temporarily in memory for performance consideration. Once the data operation finishes, the 
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logger leverages the communicator in the shell to upload the log records to ADCu’s external 

supervisor. However, a log record marked with an emergency tag will be immediately triggered 

by the probe, which then notifies the communicator to raise an exception. TimeStamp uses the 

Network Time Protocol to take into account the fact that cloud resources may be distributed 

across different time zones. Each ADCu’s log information is transparent to its data owner. 

When the log records are stored in the cloud, the RSA encryption is employed for these logs to 

prevent possible information leakage. These records can only be retrieved by a user who has 

the corresponding key. These logs are sent to cloud servers to reduce the cost of storage. 

Each ADCu has a corresponding supervisor deployed in the same domain, which acts as a 

monitor for external data operations (such as move, and copy). This is because these operation 

cannot be detected by the internal probe inside the ADCu. If the ADCu cannot establish a proper 

network connection or cannot contact its supervisor, it would switch to the termination state to 

avoid the offline attack. 

A probe in the shell is triggered by three types of activity: program exception, inconsistent 

checksum in data blocks, and verification failure of the zero-knowledge proof procedure.  

Once the verification and identification procedure succeeds, the shell delegates control to the 

data core. The core of ADCu is wrapped by an Executable Segment (ES), a header, and data 

blocks. The shell triggers the core and executes data operations via the ES. The header is 

presented by a manifest including the basic information of supplementary data residing at the 

beginning of data blocks. 

 Supervisor 

The supervisor is designed to monitor OS-level data manipulation that cannot be detected by 

the ADCu. It can actively detect OS-level operations such as copy, move, and remove on the 

ADCu via a verification monitor. Thus, it can activate the ADCu to execute a runtime 

environment analysis and inspect the validity of data operations. The supervisor is responsible 

for protecting its associated data, data locations, and the communication among clouds. Figure 

3.2 presents the design of a supervisor which monitors multiple ADCu in the same working 

domain.  
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Figure 3.2 The design of a supervisor (Chen, 2014) 

  Trust-oriented data protection framework  

In an earlier work, we proposed a Trust-Oriented Data Protection Framework for data protection 

in cloud environments (Chen and Hoang, 2012). Figure 3.3 illustrates the proposed trust-

oriented cloud data protection framework. The framework is structured into three blocks: the 

data security control block provides secure access control and data auditability functions, the 

data core protection block provides techniques and procedures for implementing active data 

protection, and the data operation and management block handles mobility and data replication 

management. This framework can be considered as a secure data container that manipulates 

and verifies the data without the involvement of a third-party service. This structure presents a 

security and trust abstraction at a higher level than conventional data protection models that 

rely on the peripheral security environment and third-party protection mechanisms. Our core 

goal is to empower data with the capabilities of self-defense and self-protection against 

intrusions or violations. Data misbehavior and violation can be actively detected by the data 

itself, reducing the risk of use by adversaries. The data core protection block employs an active 

security approach whereby the data is made active against any invocation, whereas the data 

security control block and data operation and management block support this active approach 

by providing data auditing and other measures including secure access control, data replication 

and mobility. 
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Figure 3.3 Trust-oriented data protection framework (Chen, 2014) 

The management and coordination of cloud data for each tenant are processed by the supervisor, 

an active service instance that is activated when the corresponding tenant subscribes to cloud 

storage services.  

The Data core protection: A unit of raw data is transformed into a novel data structure called 

a Triggerable Data File Structure (TDFS). A TDFS (Figure 3.4) is also referred to as an ADCu. 

The core of the TDFS comprises an executable segment, a header, and data blocks. The 

runnable scripts in the executable segment allow basic data operations, data loading, and data 

analysis functions. The header refers to a manifest specifying the basic information related to 

the data such as security header, data descriptor, and timestamp. Raw data blocks are encrypted.  
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Figure 3.4 The TDFS structure (Chen, 2014) 

The Data security control:  this component is for executing trusted security management. The 

CPRBAC service (Chen and Hoang, 2012) is proposed to define and describe the security 

boundary on data operations in distributed clouds. Access resource requests that are not 

specified in the policy database will be rejected. The fine-grained policy structure of the 

CPRBAC allows users to configure and define specific and secure protection requirements on 

their data. Authentication and authorization will be offered by the service. The Active Auditing 

Control (AAC) (Chen and Hoang, 2011b) is introduced to execute and audit users’ requests in 

a secure and consistent manner. Users’ requests must be actively audited under a distributed 

transaction management session. Through recording audit data created as the attestations, the 

CSPs can report the evidence of data violations to their users. The users are more inclined to 

adopt the cloud solution for their businesses as they can establish more acceptable SLA with 

their subscribed CSPs in a firmed trustworthy relationship. The auditability can be achieved by 

the AAC. 

Data operation and management: Cloud access interfaces provide data service interfaces to 

access active data in cloud storage systems. It forwards requests with parameters to security 

management component to verify access permission. 

The work on the Trust-oriented data protection framework has been established and carried out 

by our research group. In this thesis, we extend the Trust-oriented data protection framework 

intensively and establish new schemes and modes for data handling. As a result, the data 

structure will be changed to a suite with new design models. A brief description of the new 
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models and schemes will be presented in the next section. 

 Enhancing Trust-oriented data protection framework for data 

management 

Figure 3.5 presents our work in this thesis based on a Trust-oriented data protection framework. 

Even though we use the framework, we extend it intensively to address the identified research 

issues. In particular, we propose the data mobility management model, data distribution scheme, 

data replication scheme, data processing model to address requirements related to data security 

and privacy, data distribution, and data processing issues in a cloud environment. 

 

 
 

Figure 3.5 New proposed schemes and models based on the Trust-oriented data protection 

framework 

The data mobility management model addresses security and privacy issues related to the 

movements of user’s data among clouds. The model ensures users’ data is protected in an 

integrated manner regardless of its location in a cloud environment. When user’s data is moved 

to data centers located at locations different from its home, it is necessary to keep track of it 
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and take care of it by a user provider’s SLA. The reporting service can be achieved through an 

agreement that enables a monitoring service from the original cloud. When a violation against 

the established SLA occurs, the monitoring component will be able to detect it through the 

corresponding CSP and to trigger protection services on the original cloud which can 

immediately analyze and audit the data. Moreover, data locations need to be maintained at the 

home cloud and encoded within the data itself in case it loses the connection with its monitoring 

service. 

In this model, we extend our active data framework with a new location data structure and a 

Location Registration Database to deal with mobility; we investigate protocols between clouds 

for data movement; we investigate procedures for establishing a proxy supervisor at a visited 

cloud for monitoring purposes; and we propose a novel MS to handle requests for moving the 

data among clouds. The proposed data mobility model focuses on two aspects: Data Mobility 

Management (DMM) and active protection service. The DMM deals with physical location 

changes of user’s data in various cloud environments and ensures these locations are registered 

with LRD and recorded within the data itself. We also present a comprehensive analysis of data 

mobility scenarios in various Cloud environments. The design and the implementation of the 

proposed data mobility management model are carried out together with the evaluation of the 

implemented model. Details of these components will be presented in Chapter 4.  

The data distribution scheme provides significant improvements in providing better healthcare 

services particularly in the big health data distributed cloud computing environments. The 

process of provisioning healthcare involves massive healthcare data which exists in different 

forms (structured files or unstructured data) on disparate data sources (such as relational 

databases, file servers) and in different formats (text, images, sensor data, XML files, relational 

database records). Current big data processing models do not handle well these types of data in 

term of sizes and numeric. P2P search is efficient and has been used in many real systems. 

However, for a system with a very large number of files relative to the number of storage nodes 

and if the access pattern is skewed, the data is spread to various nodes resulting in less efficient 

retrieval and lookup processes. This data distribution scheme addresses the two major concerns 

from a novel perspective: clustering EHR files in a controlled manner into a defined number of 

nodes to minimize the number of steps in searching for a requested file and reducing the data 

lookup latency among peers. Our work proposes a novel HBFC scheme to distribute, store and 

retrieve EHR efficiently in cloud environments. The HBFC possesses two distinctive features: 

it utilizes hashing to distribute files into clusters in a controlled way and it utilizes P2P structure 
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for data management. We are not aware of any existing methods that use “collision” to control 

the formation of clusters as designed in our scheme. The proposed scheme will be presented in 

Chapter 5. 

The data replication scheme provides high availability and reliability of data storage service 

in case of nodes failure and network reconfigurations. In particular, when the number of 

replications distributed at nodes directly affects the workload performance of a distributed 

system, the scheme supports a dynamic adjustment mechanism to balance the distribution of 

data. The data replication scheme is designed based on HBFC scheme from a novel perspective. 

It utilizes HBFC to establish data distribution balance in P2P systems by using two hashing 

rounds, one for efficient data clustering and the other for leveraging the P2P search mechanism. 

The proposed scheme can achieve better workload balance and storage efficiency than random 

replication (refers to replicate data replication randomly at nodes) and status replication (refers 

to the fixed and static replicate data replication at nodes) which might result in hotspots. Details 

of the scheme will be presented in Chapter 5. 

The data processing introduces two processing models namely a trust-based scheduling model 

for big data processing with MapReduce and Fog-based region model. The former addresses 

scheduling cloud resources issues to process users’ sensitive data for big data applications. The 

later deals with low latency response requirements by proving nearby computing resources for 

applications. 

The trust-based scheduling model introduces a composite trust metric and the method to 

determine the required trust of tasks and the trust value of given cloud resources. A hybrid cloud 

was used in (Xu and Zhao, 2015, Zhang et al., 2014) to preserve data privacy by processing 

sensitive data at private clouds only while non-sensitive data was processed at public clouds. It 

is not desirable, however, to schedule all processing tasks for sensitive data at only private 

clouds while public clouds can provide adequate protection services but they remain idle. The 

systems may incur bottlenecks or longer delays when the amount of sensitive data is huge or 

data operations are heavily performed at private clouds. The proposed scheduling scheme for 

MapReduce matches tasks with adequately trusted cloud resources. The optimization strategy 

is carried out to gain the highest trust value when performing tasks. The trust-based scheduling 

framework for realisation is also proposed. A prototype of the trust-based scheduling model is 

simulated based on the MapReduce simulation tool to evaluate the feasibility of the system and 

the effectiveness of the proposed scheduling strategies. The proposed model with security 
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constraints for protecting data privacy improves system performance significantly and 

efficiently utilizes computation resources from both private clouds and public clouds while 

ensuring users’ data is executed at highly trusted resources. Details of the scheme will be 

presented in Chapter 6. 

The Fog based Region model introduces a local computing concept called “Region” to deal 

with these issues. The deployment of computing resources and data at regions shall provide 

users better experiences based on nearby resources. To this end, the novel data protection model 

for Fog computing provides region-based trust establishment, MS, and FPRBAC. It enables fog 

devices in different regions to share and access resources in a secured manner. In fact, the MS 

enables clients to keep track of changes of data location among regions periodically by using a 

LRD as well as an enhance verification procedure at FPRBAC. As a result, it tightens security 

constraints while ensuring more flexibility in mobility management. The Region concept is also 

applied to address requirements of application’s latency-sensitive in Fog computing and in 

combination with cloud computing to provision computation resources on demand. Hence, 

tasks are performed at not just a single region but multiple regions and/or possibly cloud servers 

in order to minimize its completion time. The resources of a region are, however, limited and 

their availability varies. Some tasks may be processed in one region for the faster response but 

others may have to be distributed and executed over multiple regions or even at remote cloud 

servers as they have more computational resources. Although more computation resources 

result in shorter processing time, data transmission between them and their users leads to higher 

latency. The FBRC introduces an efficient schedule mechanism for tasks at both regions and 

cloud servers to minimize the computation and transmission latency of all requests.   Details of 

the proposed model and scheme will be presented in Chapter 7. 

 Securing EHRs in the cloud with the Trust-oriented Data Protection 

framework 

It is anticipated that EHRs and healthcare-related services will be deployed on cloud platforms 

to reduce the cost and complexity of handling medical records while improving efficiency and 

accuracy. However, both users and healthcare service providers are slowly to adopt the 

integration of EHRs in cloud environment due to users’ concerns relating to the data control. 

Thus, it is essential to adopt a secure deployment framework for EHRs in the outsourced 

environment to protect sensitive information contents of health records. 
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Figure 3.6 briefly describes how our proposed Trust-Oriented Data Protection framework can 

be deployed for specific EHR protection. Originally, EHRs were stored in HIS which provided 

the access for users via portals. In the past, HIS were deployed in traditional factions where 

EHRs were housed by physical servers in healthcare organizations. Hence, security 

mechanisms are deployed in these infrastructures. Although transferring these EHRs into 

clouds allows users high availability and scalability, users had no other choice but to rely on 

CSPs’ security approaches in protecting their data. With our proposed trust-oriented data 

protection framework, an EHR is not only protected by CPRBAC and AAC but also 

transformed in an ADCu before uploading it to cloud storage. ADCu offers self-defend and 

self-protect features to incorporate with both CPRBAC and AAC services for protecting users’ 

data. 

 

Figure 3.6 Workflow for securing EHR with Trust-oriented data protection framework at 

cloud  

 Summary 

This chapter has given an overview of the Trust-oriented data protection framework in our 

previous work, and our new proposed models and schemes. The proposed models are based on 

the trust model but the underline of the work is security. In fact, we addressed security issues 

intensively. On data at rest, EHR is encapsulated in ADCu, which is empowered with 

capabilities of self-defend and self-protect against intrusions or violations. The Active data 
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framework employs Role-based access control for authorizations, whereas EHR is encrypted to 

prevent illegal disclosures or attacks to sensitive information. On data mobility, data mobility 

management model ensures data moving within and among the original cloud and visited clouds 

securely by observing confidentiality and availability. On processing, the trust-based 

scheduling scheme for big data processing provides a mechanism to ensure users’ sensitive-

data to be executed on high trusted resources.  

We first introduced the structure and features of active data, enabling the capabilities of self-

defense and self-protection against attacks. Next, we introduced the supervisor. Then, we 

presented the Trust-oriented data protection framework including three main layers: the data 

core protection layer, data security control layer, and data operation and management layer. 

Following that, we introduced our new proposed models and scheme for data handing. The 

work is based on the Trust-oriented data protection framework which was carried out by our 

group previously. Finally, we described the deployment of EHRs in the cloud with trust-

oriented data protection framework in a secure manner. In the next chapter, we will present the 

novel data mobility management model that is undertaken in this study.   
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CHAPTER 4 DATA MOBILITY 

MANAGEMENT FOR CLOUD  

Protecting data in the outsourced cloud requires more than just encryption (Juels and 

Oprea, 2013) which merely provides data confidentiality, anti-tampering, and anti-disclosure. 

The key to mitigate users’ concern and promote a broader adoption of cloud computing is the 

establishment of a trustworthy relationship between CSPs and users. For users to trust the CSPs, 

users’ data firstly should be protected with confidentiality maintained and no one should be 

able to disclose data, which is sensitive information, except the authorized users. Secondly, any 

actions or behaviors on the data should be enforced and recorded as the attestation to avoid 

false accusation of data violation. Once a breach against the SLAs subscribed between CSPs 

and users occurs, the attestation can be used as a proof that the CSPs have violated the agreed-

upon service level and consequently, appropriate compensation may be offered to the users. 

Finally, the data should be able to preserve itself independently in a heterogeneous cloud 

environment with diverse protection frameworks. 

This chapter discusses the above concerns from a novel perspective, offering a data 

mobility management model with enhanced transparency and security. The data mobility model 

focuses on two aspects: Data Mobility Management and active protection. The DMM deals 

with physical location changes of user’s data in various cloud environments and ensures these 

locations are registered with the LRD and recorded within the data structure itself. The structure 

of this chapter is as follows: Section 4.1 presents the motivation of data mobility in cloud. 

Section 4.2 presents components for a data mobility model in cloud. Section 4.3 discusses data 

mobility scenarios. Section 4.4 presents the design of the data mobility management model. 

Section 4.5 presents the implementation of the mobility management model. Section 4.6 

discusses the evaluation of the mobility management model. Section 4.7 provides the discussion 

about the improvement for our proposed model in the future. Section 4.8 summaries the chapter. 

 Data mobility 
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Even with the Trusted-Oriented Data Protection Framework (Chen and Hoang, 2012), the data 

is still exposed to potential violations when it is moved to new cloud hosts where there are no 

equivalent security measures to protect it. Data mobility is still a challenge for exchanging 

information among CSPs due to the lack of models to ensure data protection and data auditing.  

Clearly, mobility management is one of the most important challenges in mobile IP (Jae-Woo, 

2007). When a mobile is roaming away from its home network, it registers its current location 

to its home agent on the home network. Similarly, when a data unit moves from its original 

cloud, similar mechanisms should be provided for the data to inform its original cloud of its 

current locations and/or the data owner of its status if necessary. The data itself, however, 

cannot execute these actions. For cloud data mobility, we leverage the ideas from mobile 

network about location register for a mobile by using a LRD located at original cloud for 

updating or retrieving data locations and a recordable data structure for recording cloud host 

location in the data itself when there is a data request operation. Moving data to a new cloud 

environment, however, has to involve both the data and its supervisor (in cellular networks only 

the mobile phone is involved). In this model, a clone supervisor is established for monitoring 

the moved data and data operations. A verification procedure will process data requests at the 

original cloud for access permissions; however, the mobility management model may also 

delegate the verification and access control to the visited cloud. With the deployment of the 

supervisor, data protection can be achieved despite the fact that data is located at visited cloud 

side. 

 Components of a data mobility model  

We define functions of parties involved in the mobility management model in Table 4.1.

Table 4.1. Terms and description of components in the data mobility model 

Terms Descriptions 

Original cloud Providing cloud resources and verification procedure 

Old cloud An original cloud or a visited cloud offering cloud resources 

New cloud Creating a request to move the data with appropriate parameters 
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Visited cloud A new cloud or an old cloud which stores, forwards data verification 

requests for permissions 

Supervisor Protecting its associated data, data locations and the communication 

among clouds 

 

 Data verification: The supervisor monitors data operations either at the original cloud 

or at the visited cloud. Data only accepts instructions from its supervisor. For monitoring 

function, the supervisor focuses mainly on detecting user’s operations at the operating 

system level such as move, copy and delete. When the supervisor detects such a request, 

it would activate the TDFS through instructions to execute the runtime environment 

analysis and inspect the validity of data operations. In the proposed active data model, 

data operations will be verified at the shell which wraps the data in an executable status. 

 Data location management: The supervisor also reports timely data locations to the 

original cloud as well as updating the LRD since data itself cannot send location 

information to original cloud but it is able to record current location for tracing 

operations. It analyses networking location in order to obtain the current network 

address and send back to original cloud which is set as default source address in the 

report message. 

 Data mobility scenarios 

It is assumed that the new cloud and the original cloud agree to establish a new supervisor at 

the new site. Since the verification is processed at the original side, the new clone supervisor is 

used for dealing with data moving cases among clouds. In this chapter, a TDFS  is used as data 

objects move among clouds. Data mobility in a cloud environment involves several cases.  In 

the first case, data is moved from an original cloud to a new cloud (the request may be originated 

from the original cloud or from the new cloud). In the second case, data at an old cloud is moved 

to a new cloud and original cloud will process request verifications. In the third case, data at an 

old cloud is moved back to the original cloud; and in the last case, data at a cloud is moved to 

local storage (offline) with or without permissions.  
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4.3.1 Moving from home cloud to a new cloud 

In the first case, data is moved from an original cloud to a new cloud (the request may be 

originated from the original cloud or from the new cloud). In both scenarios, a general 

procedure (Figure 4.1) has to be executed between the two clouds before moving the data. The 

procedure is as follows:  

 After analyzing the request, the original cloud sends a request to the new cloud 

for establishing a new supervisor at the new cloud. This request is then verified 

by the visited cloud for the permission to install a new service. At this time, the 

new cloud also verifies the request to evaluate wherever it can or cannot create 

the service. If there is an agreement between two clouds to create the new 

supervisor, a confirmed message will be sent from the new cloud to the original 

cloud. 

 Following the first step, information pertaining to the supervisor and the TDFS 

including the type of services, the template of the supervisor, and the original 

location will be sent to the new cloud for creating a new instance of the supervisor. 

 After the supervisor is created, the TDFS will be moved to new cloud. 

 

Figure 4.1 General establishing supervisor procedure 

The new supervisor will be responsible for monitoring the TDFS at the new cloud as well 

as communicating with the original cloud since the new cloud does not provide the same data 

protection services.  

If the request originated from an entity in the original cloud, the destination address of the 

new cloud where data is moved to has to be provided with the request. When the destination 

address is identified, the original cloud can communicate with the new cloud. In both scenarios, 

security procedures are performed by the access control component, the CPRBAC, and the 



73 

 

auditing component, the AAC together with the associated supervisor. Having satisfied the 

conditions for moving the requested data, the original cloud sends a request in order to establish 

the clone supervisor at the new cloud. By doing this, the link between the supervisor and its 

data is still kept when data is stored at another location. Details of the procedure (Figure 4.2) 

are as follows: 

 The service request from the new cloud or from within the original cloud is sent to the 

original cloud. This request is authorized by the access control and the auditing control 

components of the original cloud. If it is a valid request having the correct required 

parameters, the supervisor is triggered to analyse data operations. Since it is a “move” 

request, the supervisor has to communicate with mobility component for establishing a 

clone supervisor at the new cloud. Invalid requests against predefined policies will be 

triggered by the ADCu and captured by the auditing component. Violation triggers in 

the auditing may also be triggered to assist the security administrator to execute some 

security prevention operations. 

 The mobility component at the original cloud sends a request to the visited cloud for the 

permission to install a new service.  The new cloud also verifies and evaluates the 

request to see if it can create the service. If an agreement is in place to create a new 

supervisor between two clouds, a confirmed message will be sent from the new cloud 

to the original cloud.  

 At this step, necessary information for creating the clone supervisor will be supplied to 

the new cloud.  

 Once the new supervisor is created, the mobility component invokes instructions to 

move the data. Hence, the new location of TDFS is also updated at LRD. 

 

Figure 4.2 Details of establishing supervisor procedure 
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4.3.2 Moving from an old cloud to a new cloud 

In the second case, data at an old cloud is moved to a new cloud and original cloud will 

process request verifications. The procedure is similar but the verification request needs to be 

forwarded from the old cloud to the original cloud for authorization. After analysing the request, 

the original cloud sends a request to the new cloud for establishing a new supervisor at the new 

cloud. Once the new service is established, the original cloud will inform the old cloud to move 

TDFS. Otherwise, original cloud will invoke a message for old cloud to terminate the request. 

Figure 4.3 depicts procedures of the second data moving case. The procedure for this case is as 

follows: 

 

Figure 4.3 General procedure in establishing supervisor from old cloud to new cloud 

 The request from the new cloud or from within the old cloud is sent to the old cloud to 

move TDFS. After analysing this request, the old cloud forwards it to the home cloud 

for authorization. 

 Following the first step, the home cloud sends a request to the new cloud for establishing 

new supervisor at the new cloud. This request aims to ask new cloud for the permission 

to install a new service.  At this time, new cloud also verifies the request to evaluate 

wherever it can or cannot create the service. If there is the agreement to create a new 

supervisor between two clouds, then a confirmed message will be sent from new cloud 

to home cloud. Then, information about supervisor and TDFS including the type of 

services, the size of supervisor, original location will be sent to the new cloud to serve 

for creating a clone supervisor. 

 Once the new supervisor is created, the home cloud invokes a message to old cloud for 

moving TDFS. Hence, the new location of TDFS is also updated at LRD. 

The general procedure has been described for this case. In order to provide more details 

about the procedure, we establish detailed steps (Figure 4.4) as follows: 
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Figure 4.4 Details of establishing supervisor procedure from old cloud to new cloud 

 The service request from the new cloud or from within the old cloud is sent to the current 

cloud to move TDFS. This request is then forwarded and authorized at the original 

cloud. At this stage, the same procedure as the first case will be performed in order to 

establish a clone supervisor at the new cloud. 

 After supervisor is created at the new cloud, the original cloud invokes a message to the 

old cloud for moving TDFS. Hence, LRD is also updated on new location of TDFS. 

4.3.3 Moving back to the original cloud 

In the third case, data at an old cloud is moved back to the original cloud; and in the last case, 

data at a cloud is moved to local storage (offline) with or without permissions. Therefore, the 

procedure for establishing supervisor is not performed at this stage, but the moving request has 

to be authorized at the original cloud in order to approve for the permission. The procedure for 

this case is as follows:  

 The service request from the original cloud or from within the old cloud is sent to the 

old cloud to move TDFS. At this time, the original cloud also verifies the request to 

evaluate wherever it can or cannot allocate the data at its storage. A confirmed message 

allowing or rejecting will be sent from the original cloud to the old cloud. 

 If the request access is permitted, the new location for TDFS will be updated at LRD.  

For the last case, the regular verification procedure is still executed at the original cloud to 

obtain the move permission. However, an exception will be raised when the original cloud 

detects a data move without a request or it cannot communicate with destination address 
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provided in the request to establish supervisor. In this case, the current supervisor has to report 

the current TDFS location to the original cloud for updating the LRD as well as triggering the 

data to update this address in its core component before moving. From this point, the TDFS has 

to record data access locations in its location list whenever users access the data even in the 

offline mode. The moving operation occurs when TDFS is stored at the original cloud or at the 

visited cloud. Figure 4.5 depicts procedures of the last moving case. 

 

Figure 4.5 Details of processing moving request from old cloud to original cloud 

 Mobility management model 

In this section, we present the design of our data mobility management model. The 

mobility management model enhances the mobility of ADCus and their protection when 

deploying in a cloud environment. It supports the management of data and data locations as 

well as ensures protection data at different clouds. The model is designed to achieve the 

following objectives: 

Verification, authentication and authorization: Requests are verified with defined 

policies to access the resources. The fine-grained policy structure allows users to configure and 

define more specific and secure protection requirements on their data. Furthermore, these 

requests are also audited and recorded as audit data in which evidence of data violation will be 

reported to the data owner. 

Mobility service:  In order to deal with the changes of data location, the MS is introduced 

to execute users’ requests for updating, tracking data locations at LRD and informing data 

owners with data operations and new locations. This addresses users’ concerns when allocating 

their data within cloud services. 
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Location register: When data is moved to a new cloud environment, it has to nominate 

its presence at the new cloud to obtain cloud services within SLAs established at its original 

cloud. In addition, with the introduction of the LRD, locations of data are also collected and 

maintained in order to serve for tracking, retrieving and monitoring data status. 

Data monitoring: Data operations on the data are monitored by a supervisor at an original 

cloud or a clone supervisor at a visited cloud to prevent data violations against the SLAs 

subscribed between CSPs and users. The supervisor detects these operations and triggers its 

TDFS into an active state ready for executing the self-protection process. 

Data protection: The data is structured within an active protection structure which 

enables it to be monitored, which triggers smart analysis, self-protection, and self-defense 

capability directly upon external requests. The active structure also allows the recording of data 

operations with itself for tracing purposes. 

We focus on providing a data mobility solution for cloud data moving among clouds 

while ensuring data protection, auditing relevant data locations and accessed data operations. 

The new features of our proposed model include: an active data framework with the appropriate 

data structure and the LRD to deal with mobility; protocols between clouds for data movement; 

procedures for establishing a clone supervisor at the visited cloud for data protection purposes. 

In particular, there will be a MS agent responsible for updating and retrieving data location 

from the LRD. Figure 4.6 depicts the model and its four core components: 1) the data core 

protection component, 2) the mobility management component, 3) the trusted security 

management component, and 4) the cloud interface. 

The data core protection component: this component is designed to enable active 

surveillance, smart analysis, self-protection, and self-defense capabilities directly onto the data 

itself. The data is transformed and encapsulated in a TDFS that supports confidentiality, 

integrity, and intrusion-tolerance (Chen and Hoang, 2012). To support mobility, a special 

encrypted element namely Recordable Mobility Data (RMD) is designed to record user’s 

operations when they access the data. Only the data owner who has the decryption key can trace 

previous data operations. The management and coordination of cloud data for each tenant is 

processed by the supervisor, whose active service instance is activated when the corresponding 

tenant subscribes to a cloud storage service. Several supervisor service instances can be 

deployed to deal with a large number of requests from diverse virtual servers or machines 

(VMs). An atomic active data protection unit (APDu) contains an active data cube (the TDFS) 
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and its supervisor.   

The mobility management component: this component includes the MS and the LRD. It 

aims to store and manage information about the supervisor and the TDFS at the original cloud. 

The component centres around the location registration procedure when the TDFS is moved by 

maintaining connections with its responsible supervisor.  

The MS is responsible for creating queries to the LRD. When the data is created, the 

supervisor invokes the MS to update the information about the TDFS in the LRD. In addition, 

the MS also supports the establishment of the new supervisor at the visited cloud. 

The LRD stores the TDFS information related to data location, data operations, and data 

owner for data status monitoring purposes. The Visitor Location Register Database (VLRD) is 

located at the visited cloud and structured similarly as LRD with some additional fields 

presenting for the location of visited cloud. When a TDFS is subscribed to a cloud, it needs to 

register and is allocated a supervisor that is responsible for the data welfare including 

monitoring and raising the alarm if illegal data operations are detected. Therefore, whenever a 

TDFS moves out of its original cloud, the supervisor will invoke a query to extract information 

from the database necessary for the establishment of the clone supervisor at the new cloud. 

Apart from the data, there are also tables holding system data, including information about 

servers which are allowed to connect to the system. In the design phase, we designed database 

tables to achieve the following functions: 

New data subscription: this function allows users to subscribe information about their 

data such as data owner and profile data. 

Updating changes of location: this function supports the location update procedure when 

there are requests from the MS to update data locations. Despite the fact that data is stored at a 

visited cloud, its location is still updated if there are requests to move the data to a new cloud. 

Retrieving VLRD lists: this function allows the LRD to locate the VLRD that holds the current 

location information of the TDFS so that the location management can be utilized.  

Providing system data: this function allows the MS to access system data information 

about LRD and VLRD. As a result, the CSPs are able to identify cloud hosts and the LRD. 

For TDFS location registration at a visited cloud, the VLRD is used for storing TDFS locations 

when the TDFS moves from its original cloud to a visited cloud. The VLRD is the other location 

register used to retrieve information about data location when data is stored at the visited cloud. 
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Because a TDFS can be moved anywhere in clouds of different infrastructures, mobility 

management is very essential. When a TDFS moves about, location registration for tracking 

and tracing purposes is always needed. Therefore, if visited locations of TDFS are stored and 

managed as a distributed database system, the MS at visited cloud can query directly the VLRD 

rather than the home LRD. 

When a request to access the data at the visited cloud is permitted, the MS will insert or 

update the VLRD. If the TDFS location is not stored in the VLRD, the request is forwarded to 

the original cloud where the MS queries the LRD.  When it is authorized, a new record will be 

added to the VLRD. When a TDFS visits a new cloud from the old cloud, the registration 

process in the new VLRD is as follows: 1) The MS sends a request to the new visited cloud in 

order to register its information in the new VLRD; 2) The new VLRD informs the MS’s LRD 

of the TDFS’s current location, the address of the new cloud; 3) The MS’s LRD sends an 

acknowledgement including TDFS’s profile; 4) The new VLRD informs the TDFS of the 

successful registration; 5) The LRD sends a deregistration message to the old VLRD and the old 

VLRD acknowledges the deregistration. 

 The trusted security management component: this component is for executing trusted 

security management. The CPRBAC service (Chen and Hoang, 2011a) is proposed to define 

and describe the security boundary on data operations in distributed clouds. Access resource 

requests that are not specified in the policy database will be rejected. The fine-grained policy 

structure of the CPRBAC allows users to configure and define specific and secure protection 

requirements on their data. Authentication and authorization are offered by the service. The 

AAC (Chen and Hoang, 2011b) is introduced to execute and audit users’ requests in a secure 

and consistent manner. Users’ requests must be actively audited under a distributed transaction 

management session. Through recording audit data created as the attestations, the CSPs can 

report the evidence of data violations to their users. There is an increase in number of users 

adopting the cloud solution as they can establish more acceptable SLA with their subscribed 

CSPs in a firmed trustworthy relationship. The auditability can be achieved by the AAC. 

 Cloud interface: Cloud interfaces provide data service interfaces to access active data in 

cloud storage systems. It forwards requests with parameters to security management component 

to verify access permission. 
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Figure 4.6 The design of data mobility management model 

 Implementation 

4.5.1 Data structure design 

Data is structured utilizing the Active Data-Centric framework (Chen and Hoang, 2012). 

A special structure called RMD is designed to record information associated with users’ access 

request. The information includes Subject_ID, Data_ID, Operation, Time Stamp, and Cloud 

location. This information is transparent to its data owner. In other words, it is invisible from 

users’ data operation. The stored information is encrypted using the RSA encryption to avoid 

possible information leakage. Only the data owner has the corresponding key to disclose them 

for tracing previous operations. The new TDFS structure is shown in Figure 4.7 and Figure 4.8.  

 

Figure 4.7 Triggerable Data Structure 

Subject ID Data ID Data operation Source 
address 

Current 
address 

Destination 
address Time Stamp 

Figure 4.8 Recordable mobility data structure 
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4.5.2 LRD design 

The design phase had two tasks to complete; the first was to implement the design of 

basic entities in the LRD’s schema and the second included the design of database tables (Figure 

4.9). When a TDFS registers with the LRD, information associated with the TDFS is stored in 

the location registration table.  For implementation, we only present the structure of the location 

registration table in the LRD. The primary keys of supervisor and data owner appear in this 

table for completeness. A new record, which is composed of six fields including TDFS_ID, 

Supervisor_ID, Operation, Address, Time Stamp and Data Owner, is inserted into the LRD as 

initial data location for the TDFS. Whenever a TDFS moves out of its original cloud, the 

supervisor will invoke the MS which will execute a query to extract information from the 

database necessary for the establishment of the clone supervisor at the new cloud. TDFS 

locations in the database are updated at the LRD to allow verifying and tracking of data. 

 

Figure 4.9 LRD design 

We assume that the LRD manages n TDFSs. The set of TDFSs in the LRD is defined as 

TN = {tn1, tn2, …, tni,.., tnn}; the set of associated supervisors is represented by SP = {sp1, sp2, 

…, spi,.., spn}, and the set of data operations on TDFSs at time t is represented by OP = {op1, 

op2, …, opi,.., opm}. Similarly the set of address frequencies, the set of registered time stamps 

and the set of data owners are represented by IP = {ip1, ip2, …, ipi,.., ipn}, TS = {ts1, ts2, …, tsi,.., 

tsn} and OW = {ow1, ow2, …, owi,.., own} respectively. Let LRD table set L = {tni, spi, ipi, opi, 

tsi , owi}. 

Table 4.2 LRD’s data table structure 
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TDFS_ID Supervisor_ID Operation Address Time Stamp Data Owner 
tn1 sp1 op1 ip1 ts1 ow1 
tn2 sp2 op2 ip2 ts2 ow2 
… … … … … … 
tni spi opi ipi tsi owi 
… … … … … … 
tnn spn opn ipn tsn own 

 

Regarding the registration of TDFS’s locations, a VLRD is used for storing a TDFS 

location when the TDFS moves from its home location in the original cloud. Because a TDFS 

can be moved anywhere in clouds of different infrastructures, mobility management is essential. 

When a TDFS moves, location registration is always needed for tracking and tracing purposes. 

Therefore, if visited locations of TDFS are stored and managed as a distributed database system, 

the MS at visited cloud queries directly the VLRD rather than the LRD at the original cloud. A 

record in the VLRD is composed of seven fields including TDFS_ID, Supervisor_ID, 

Operation, Source Address, Current Address, Time Stamp, Data Owner. VLRD’s data structure 

inherited from LRD with an additional field as Current address. Current address A set of CIP 

= {cip1, cip2, …, cipi,.., cipn} and  VLRD table set L = {tni, spi, ipi, cipi, opi, tsi , owi}. 

Table 4.3 VLRD’s data table structure 
TDFS_ID Supervisor_ID Operation Source Address Current Address Time Stamp Data Owner 

tn1 sp1 op1 ip1 cip1 ts1 ow1 
tn2 sp2 op2 ip2 cip2 ts2 ow2 
… … … … … … … 
tni spi opi ipi cipi tsi owi 
… … … … … … … 
tnn spn opn ipn cipn tsn own 

4.5.3 Data mobility management workflows 

When a customer subscribes to a cloud service, the CSP will assign roles associated with 

the data for users, allowing them to access a virtual user directory and workspace. An initial set 

of empty active data cubes will be created according to the regular data types. After assigning 

roles, the supervisor will be invoked to send a request to the MS for data location registration. 

The request containing parameters such as UserID, DataID, Location and Time Stamp will be 

processed to update the database. Finally, the user will receive a data location registration 

acknowledgment message via the MS. Figure 4.10 shows the workflow for a new data location 

registration. 
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Figure 4.10 New data location registration workflow 

When a user needs to execute data operations such as read, insert, write and move the 

data, he/she will send a request to the cloud interface including a set of parameters such as 

UserID, DataId, Operation and Location and Time Stamp. In turn, a verification process is 

created to perform a sequence of steps. Firstly, it invokes the supervisor to access the data. 

Hence, the supervisor needs to establish the validity of the request by forwarding it to the 

original cloud where data location is also updated. If the request is not valid or not allowed by 

the access policy, the supervisor will raise the alarm to notify the system administrator or related 

legislation organization. In fact, if desired, the data owner may be informed immediately when 

the original cloud detects the violation through the MS. If the request is permitted, the MS will 

update data location before approved verification is sent to the supervisor. From this point, data 

operations will be performed on the TDFS but each operation is recorded inside the TDFS for 

tracing purposes. Figure 4.11 presents the general procedure for data mobility workflow. 

  

Figure 4.11 Data mobility workflow 
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for data validation or to update new data location. Further, the MS also informs the data owner 

with a message concerning the accessed operations via email or mobile devices. Details of the 

workflow are shown in Figure 4.12. 

 

 

 

 

 

 

 

Figure 4.12 MS workflow 

 Evaluation and results 

4.6.1 Experiment setup 

We performed our experiments deploying Amazon EC, Azure and NeCTAR clouds. Our 

experimental environment has been set up as follows: Amazon EC2 (EC2, 2014) was used as 

the original cloud to provide cloud resources and verify requests. We created one t2.mocro 

instance of Windows 2012 server running on Intel Xeron E5-2670 v2 2.5GHz 2.5GHz with 

1GB memory and another instance running MySQL to store the LRD with 5 GB storage.  

Packages of the model were deployed on this instance and requests were accessed via the RMI 

interface. We also created an Azure cloud (Azure, 2014) and a NeCTAR cloud ((NeCTAR)) as 

the visited clouds. We used an instance running Windows Server 2012 Datacenter with Intel 

Xeon E5-2660 2.2GH 2.19GHz and 7GB at Azure and another instance running Ubuntu 14.04 

within 1 VCPU, 4GB Ram at NeCTAR to send requests via the RMI interface. In order to 

demonstrate the working of the mobility model, a message application for notification at users’ 

mobile phone was implemented in Java on an Android 4.4 smartphone with Quad-Core 3GB 

2.7 GHz and 3GB RAM. Google Cloud Message (GCM) (GCM, 2014) was devised to send 

messages informing users when the data was accessed or moved at cloud side. A notification 

could be triggered via two sources depending on the request of data operations. If the request 
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was to move or to copy data, the MS would inform the data owner via GCM while operations 

such as read or write would be triggered by the probe inside the data. 

The current experiments were based on the following assumptions: we assumed that the 

runtime environment (Java Virtual Machine) of the active data behaved correctly at participant 

clouds, and we assumed that the data would be activated when it moves to a new cloud host. 

We also assumed that a safe Location Service Provider (LSP) was available on the Internet and 

CSPs had the agreement to establish new supervisors. At this stage, we tested our model on 

cases where TDFS and regular files were moved between two clouds. Next, different clouds 

(with different infrastructures) involved in data moving cases were also used to demonstrate 

that the model is trustworthy and behaves correctly. To observe the performance of the data 

mobility management model, we first compared data operation overheads in moving regular 

passive data and in moving our active data. We also compared the overheads of two types of 

request: one came from inside the cloud and the other from outside, to evaluate the feasibility 

and proactivity of the system. Finally, we demonstrated security and transparency of the 

proposed model. 

4.6.2 Evaluation 

In our previous ADC framework, a data moving operation was simply performed between 

two hosts in the private cloud environment. One host creates a request to move the data while 

another host provides various data access scenarios to ADCu in the same cloud. In this section, 

we deploy various data moving cases among clouds to address not only data mobility issues but 

also privacy and security. Requests will be created from both inside and outside the original 

cloud. Through authorization and authentication schemes based on the CPRBAC service and 

the LRD in the original cloud, any data moving operations will be verified regarding user’s 

permissions or data locations. The implementation of TDFS is based on our previous work 

(Chen and Hoang, 2012) and new fields are added to support data mobility. 

We assume that data owners do not release sensitive information to unauthorized parties 

including secret keys which could be used to generate signature and encrypt data and personal 

privacy. We assume that the LRD and CPRBAC services are trustworthy and behave correctly. 

4.6.2.1 Processing data moving case tests 

a. Data moving test for ADCu and normal files 
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We investigate a new data mobility model for ADCu by performing tests to identify the cost 

of moving data such as time delay on TDFS files compared to normal data. Normal files are the 

raw files in formats such as PDF file, XML file or DOC file. The idea is to determine the 

overhead introduced by the security features and the MS performed on an ADCu of our model. 

We increased the file size from 300KB to 1000KB for both TDFS and normal files and 

compared the costs of moving operations within our model. All results are an average of five 

trials. The executed time tRequest for each request is composed of three determinants: the 

verification time tLookup service, the location register time tVerification and mobility and the data operation 

time tData operation. 

tRequest  = tLookup service + tVerification and mobility + tData operation          (4.1) 

1) tLookup service : the time that client spent looking up server’s RMI interface and sending the 

request. 

2) tVerification and mobility: the security and MS latency. The CPRBAC and Location register will 

be processed during this period. 

3) tData operation: the data transfer time between the original cloud and the visited cloud. 

  

Figure 4.13 Request Processing Duration  
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From the results, it is clear that the processing time for a TDFS is slightly longer than that 

for a normal file (1765.25ms in comparison with 1755.4ms of the later). The main components 

of the whole moving process are the lookup service time and the moving data time. The 

verification and MS time, the main process of the model, however, only constitutes a small 

amount of time (353.93 of 1765.25ms for TDFS and 351.98 of 1755.4ms for normal file 

respectively).  The comparative results are illustrated graphically in Figure 4.13 and Figure 

4.14. The x-axis represents the file size, and the y-axis represents the execution time. 

From our experiments, we found that the verification time and the lookup service of the 

model are approximately the same for both TDFS and normal files. Therefore, the source of 

extra delay must be introduced by the transfer time. Hence, we run the same request with 

different data sizes. The results show that the transfer data time is indeed the significant source 

of latency. 

 This means the data protection and MS did not introduce significant overheads when the 

data size was increased. Overall, the amount of overheads is considered as a small price to pay 

for security and data protection. With our proposed model, the supervisor can trigger TDFS 

into an active state for self-protection; self-defense and record accessed addresses, whereas 

these operations cannot be performed on normal files. 

Figure 4.15 shows alerting messages for move requests as received by the user via the mobile 

phone in the move process. The message includes essential information about the moving 

process such as file name, moving addresses, time.  It is demonstrated that the supervisor can 

detect data move operation and invoke the MS to send the alerting message to user’s mobile 

device immediately when there is a request to move the data at both the original cloud and 

visited cloud. 

 

TDFS is moved from original cloud 
to the visited cloud

Normal file is moved from original 
cloud to the visited cloud 
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Figure 4.15 Data notification view in Samsung Galaxy Note 4 

b. Data moving cases test among different clouds 

In the following experiments, we deploy the model for different data moving cases for 

ADCu described in Section 4.1. Requests were created from both inside and outside the cloud 

for different data moving cases. Our primary goal is to demonstrate the efficiency, security and 

transparency of the proposed model. In addition, we recorded and compared the verification 

and MS service duration of requests from inside and outside the cloud to identify the source of 

latency. The results of outside requests within different data moving cases are compared in 

Figure 4.16 and Figure 4.17.  

 

Figure 4.16 Verification and MS duration of different data moving cases 

As can be seen from Figure 4.16, the verification and MS costs of the second case and 

the third case are substantially higher in comparison with that of the first case (the average times 

are 837.6 ms, 705.5 ms and 353.9 ms respectively) while there is only a small difference in the 

costs of the last two cases. This can be explained by the fact that for the last two cases the move 

process requires two stages: sending requests to the old cloud and relaying these requests to the 

original cloud. All requests have to be forwarded to the original cloud which is responsible for 

verifying the requests and executing the MS even when requests are created from original cloud 

(the third data moving case). We also recorded the response time of verification and MS by 

requests from inside cloud to compare with that of requests from another cloud. The requests 

from inside the cloud can be created from two sources. One is from inside the original cloud to 

move the data to a new cloud and the other is from a visited cloud to move the data to a new 

cloud or back to the original cloud. The transferring data costs are similar for both two kinds of 

request within moving cases on the same data. In fact, the verification and MS cost is also the 
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respectively). Similarly, the average response times of the second and third data moving case 

are about double that of the first data moving case due to the relay process.  

Figure 4.17 Processing duration of different data moving cases 

The overhead for data retrieval from a TDFS involves verification and identification, data 

loading, and network communication cost. To evaluate the costs of the verification and MS we 

run a number of tests. 50 working threads are allocated to generate user requests in parallel. 

Hence, we initialized six sets of tests in which the number of requests ranged from 50 to 500, 

and each set of tests runs 5 times circularly. Figure 4.18 illustrates the time cost of executing 

Time cost of verification and MS for different data moving cases and requests. The x-axis 

represents the number of requests, and the y-axis represents the execution time. As we can 

observe, along with the increasing of the number of requests, the time cost of verification and 

MS increases predictably. As we observe, the average time of inside requests for the first data 

moving case (47920.1ms) is similar to that for the outside requests (48074.55ms). This is 

repeated similarly for the second data moving case and the third data moving case. However, 

the average time of requests for the second data moving case and the third data moving case 

(115285.8ms) is approximately twice than that for the first data moving case (47997.34ms). It 

can be explained that the requests have to be forwarded back to the original cloud for executing 

verification and MS. Generally, the time cost grows linearly with the increase of traffic requests. 

This indicates that the data mobility management model can efficiently avoid an exponential 

increase in response time when handling multiple requests. Replicas of the services to 

geographically separate hosts may be used to achieve load balancing and improve performance.  
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Figure 4.18 Time cost of verification and MS for different data moving cases and requests 

Figure 4.19 presented the data moving operations for different data moving cases. All 

data moving cases will be triggered by the supervisor. The first one is triggering the MS and 

TDFS when data is moved from the original cloud to the visited cloud; the second one is 

triggering the MS and TDFS when the data at visited cloud is moved to a new cloud; and the 

third one is triggering the MS and TDFS when the data at visited cloud is moved back to the 

original cloud; and the last one is triggering the MS and TDFS when data is moved out from 

the cloud. In all these test cases, the supervisor was able detect and trigger the MS and the TDFS 

when data was moved. Meanwhile, our mobile device received the alert message immediately. 

A message including source address and destination address actively notified the data owner 

when data was moved to a new cloud. 

Performance analysis: Our model does not rely on complex algorithm and encryption 

requirements. The performance of our model in terms of the computation overhead is as 

follows:  

Verification service: the available computation overhead on these two processes includes 

access request generation, policy matching, verification between access request and targeted 

policy, calculating verification token, and access response generation. Among these operations, 

the policy matching complexity is O(N); verification complexity relies on the number of context 

variables required to analyze; other operations complexity are O(1).  

Mobility service: The MS creates requests to query the database, which only adds AQ6 

negligible overhead to database as it does not incur initialization cost and database join 

algorithms. It only takes charge of triggering tasks, the other fetching data locations will be 

handled by the database instance. 

4.6.2.2  Attack test and security analysis 

In this section, we analyze possible attacks on our model. As the peripheral environment 

protector, the access control layer (ACL) in the entire framework resembles the firewall in a 

network security system that manages the incoming and outgoing network traffic to secure the 

internal network or computers. It blocks and defends external attacks caused by adversaries. 

Through authorization and authentication scheme based on the CPRBAC service, unauthorized 

requests would be rejected from accessing the active data stored in the cloud data storage layer. 

However, adversaries may leverage the elevation of privilege or illegal channel to gain higher 
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administration privilege (it can bypass the ACL) to directly commit an inner attack or penetrate 

data storage layer.  

a. Direct access and Intrusion attacks 

The most direct attack is when an adversary tries to access the TDFS’s content or move 

it to unauthorised locations. The verification process in our model operates as follows. Any 

request to access a TDFS has to be verified at the CPRBAC for access permissions and the LRD 

for data’s identification. Only the entity, whose request passed the verification, may continue 

to perform operations on the TDFS. If the TDFS’s content is accessed, the shell within the 

TDFS will trigger its shell protection scheme to execute verification and identification. A 

request without any parameter is immediately regarded as an intrusion attack. Even if the 

adversary could input correct parameters within the request’s structure, the verification process 

is executed to ensure the consistency of both CPRBAC and LRD. In fact, the data owner may 

also be informed with a notification message. 

b. TDFS external attacks 

If an attacker bypasses the cloud firewall and security system, and obtains a root privilege, he 

or she is able to execute data operations at the OS levels on the TDFS, such as copy, move, and 

delete the entire TDFS from cloud. These operations would not trigger the TDFS files into an 

active state without a supervisor’s instructions, and hence the adversary is able to expose 

sensitive information inside the TDFS. Data operations on TDFS are fully monitored based on 

the establishment of a clone supervisor in the same domain. Once the adversary performs these 

operations, the supervisor can detect them, and then trigger the TDFS into an active state as 

well as notify the data owner. In the active state, the TDFS can execute the self-protection 

process. For data owners, if their data is compromised or violated against the SLA of the 

subscribed cloud service, the MS can inform them through a mobile device. Furthermore, any 

illegal violations could be delivered to relevant governance, regulation, and compliance 

authorities. The screen shot in Figure 4.19 shows notification messages which are triggered by 

the supervisor. 
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Figure 4.19 Data moving cases notification view in Samsung Galaxy Note 4 

 Discussion 

The last section focuses on our data mobility management model and the trust-oriented 

data protection framework. This section discusses several assumptions and measures that can 

be improved and extended in the future work. 

When an ADCu moves from its original cloud to another cloud, the responsibility to 

protect the data depends on the SLAs between the data owner and its original cloud provider as 

well as between the original cloud provider and the visited cloud provider. The mechanisms to 

deal with security and protection can be complex and vary depending on the agreements and 

assumptions. If we assume that the original cloud is mainly responsible for its registered data 

then the tasks of authentication and authorization at a foreign cloud have to be done at the 

original cloud. This implies that the clone supervisor established at the visited cloud has little 

responsibility as it will pass any requests to do with its data to the original cloud to deal with. 

However, if we assume that the new cloud will be mainly responsible for its visited data, the 

supervisor has to be generated with adequate capabilities. In this work, we assume a light-

weight supervisor as it passes requests to the original cloud. 

The assumptions also affect the performance of the moving process. As in our cases, 

requests to move data always have to be relayed back to the original cloud and hence the MS 

processing time and the verification time can be doubled or tripled depending on whether the 
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move involves two or three clouds. If the authentication and authorization processes are 

delegated to the visited cloud, these processing times can be reduced. 

The way the active ADCu communicates with other entities can be selectively designed. 

The ACDu when moved to a visited cloud may or may not be able to communicate with its 

owner. Even if it may, the owner may not wish to be disturbed unnecessarily and some 

acceptable communications mechanisms should be developed. It is important that the ACDu 

must be able to protect itself and to communicate with some reliable external entity if the 

protection model is to be credible. 

Clearly, those assumptions can be relaxed and the basic model can be extended to deal 

with various situations and provide more comprehensive data mobility and protection 

management. 

 Summary 

This chapter discusses data protection and mobility management in cloud environments. 

It also presents an active framework for data protection and an extended trust-oriented 

framework for data mobility and protection for handling secure data mobility in a cloud 

environment that involves data moving within and among the original cloud and visited clouds. 

It also proposed a novel LRD that is capable to serve for tracing and tracking data locations. 

Furthermore, a new TDFS structure with recordable structure was designed to actively capture 

locations of requests. More importantly, a proposed establishing supervisor at visited cloud is 

able to deploy the equivalent data protection scheme at both cloud side. The experimental 

outcomes demonstrate feasibility, efficiency of the model. Further, the reliability of the system 

is guaranteed in terms of processing time. With the growth of data in the cloud, data distribution 

has become an issue for data management in the cloud environment. In the next chapter, we 

will present our proposed mechanisms to address issues in distributing data efficiently.  
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CHAPTER 5 A DATA DISTRIBUTION 

SCHEME AND DATA REPLICATION 

SCHEME FOR LARGE-SCALE OF EHRS 

 

Chapter 5 presents the data distribution model and data replication management that mainly 

focus on distributing, retrieving EHRs and maintaining the workload balance efficiently. It 

utilizes hashing to distribute files into clusters in a controlled way and it utilizes P2P structures 

for data management.  

This chapter focuses on the data distribution and data replication mechanism. The former relies 

on the HBFC scheme that distribute, store and retrieve EHR efficiently in cloud environments. 

The HBFC scheme first reduces the searching space and then leverages the P2P searching 

mechanism to achieve data lookup efficiency. It utilizes the “collision” property of the hash 

function in a controlled way to gather data into virtual clusters and leverages P2P to search files 

within a cluster. We are not aware of any existing methods that use “collision” to control the 

formation of clusters as designed in our scheme. The data replication scheme utilizes the HBFC 

scheme to distribute new replications in a balanced manner. The proposed scheme can achieve 

better workload balance and storage efficiency than random replication (refers to replicate data 

replication randomly at nodes) and status replication (refers to the fixed and static replicate data 

replication at nodes) which might result in hotspots.  

In accordance with the key issues discussed in Section 1.2, and the desirable properties and the 

objectives of the data distribution model described in Section 1.4, we propose a novel HBFC 

scheme and data replication scheme for clustering, searching and replicating files. In this 

chapter, Section 5.1 discussed file distribution efficiencies over different hash functions. It 

analyzes different hash functions in terms of the balance distribution. Section 5.2 briefly 

discusses the combination of clustering and searching files. Section 5.3 introduces the HFBC 

scheme. Section 5.4 presents the data replication scheme. These schemes form the distribution 
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and replication mechanisms. Section 5.5 presents the simulation results and evaluations of our 

proposed schemes. The conclusion is drawn in Section 5.6. 

 File Distribution efficiencies over different hash functions 

Hashing is known as the most efficient mechanism to distribute data within a large-scale 

systems. However, the use of collision of hash function has not been investigated. In this 

section, we present our investigations on the efficient distribution of different hash functions.   

Hash functions provide the mapping from objects to systems. Objects are identified by keys 

which are used as inputs for hash functions. The hash functions calculate keys and provide hash 

values. These hash values are then represented in a ring called a hash space.  This space can be 

used to assign to available nodes in the systems. Hash functions have low complexity in 

searching objects, especially as they require only O(1) computation time. Hence, it is a good 

option to distribute and retrieve a large amount of data in the systems. Since hashing is 

responsible for the distribution of the workload across systems using hash functions, selecting 

an appropriate hash function results in efficiency in data management in term of distributing 

and retrieving. We first carry out experiments on different hash functions to identify feasible 

ones. Next, we apply the selected hash functions in our proposed data distribution scheme.      

The first critical issue for looking up space problem is to identify the cut-off point between 

small clusters and defined clusters to answer the question “what is the best size of the defined 

cluster”. In this section, the issue is studied through experiment analysis. Thus, this enables us 

to define distribution rates. The relationship among the number of files, the size of the hash 

table and the number of collisions in distributing files is analyzed through experiments. Based 

on the relationship, the distribution of files into cubes and nodes is quantified. 

5.1.1 Experiment method 

We use different hash functions for simulations. Each hash function is run with different hash 

table sizes and number of files. The sizes of hash tables are 160 bits, 128 bits, 64 bits, 32 bits, 

28 bits and 24 bits, respectively. The combinations of different hash functions are also 

performed for two hashing rounds. The number of files is generated randomly from 1000000 

files to 50000000 files. The following experiments are carried out on two key spaces: 

 Hash data keys into the first key space (the small key space) to reach hits (ID1). 
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 Hash the current ID (ID1) into the second key space (the large key space) to 

create a mapping between these two key spaces. 

5.1.2 Experimental results 

File Distribution efficiencies over different hash functions are represented via the 

number of files per hit, the number of files at hits, and the number of hits. The simulation results 

of different hash functions are shown in the below figures. 

 

 

Figure 5.1 The number of hits 

 

 

Figure 5.2 The number of files per hit 
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Superfast, and Pastry is quite small (Figure 5.2). Hence, it is not efficient to design the file 

distribution mechanism using these hash functions It is expected that the number of files per hit 

should be large enough, say around 103 files per hit, such that files can be searched in defined 

spaces efficiently.  

 

Figure 5.3 The number of files per hit of SHA and LoseLose hash functions 

 

Figure 5.4 The number of files per hit of SHA and DJB2 hash functions 

For the SHA64LoseLose function, the number of hits is increased when the number of 

files per hit is increased (Figure 5.3). In fact, this function produces the smallest number of hits 

in comparison with that of other functions. Figure 5.4 presents the experiment of SHA64djb2. 

In this function, we adjust the size of the hash table to obtain the fixed value of a number of 

files per hit (103) by increasing the rate between the number of files and the size of the hash 

table. As can be seen in the figure, we can adjust the size of the hash table to obtain the expected 
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 The combination of clustering and searching files 

In overlay sharing files systems, the data lookup process is the most computationally expensive 

task while in file distribution systems, if the locations of data clusters are well designed, then 

the expensive task is the data retrieval process. Good searching algorithms enable speeding up 

of the data lookup process. Hashing is known as the fastest searching algorithm since its 

complexity is O(1). P2P systems utilize the hash functions to calculate data keys in order to 

reach peers storing requested files with low latency. To benefit from hash function features, we 

utilize it in our proposed schemes in both clustering and searching files. On the one hand, 

considering that it costs only O(1) computation time, the searching performance of the system 

is not affected. On the other hand, storing files at the clusters in a controlled manner allows us 

to find requested files in a shorter time frame. Next, we will detail how to control the distribution 

of files into clusters. 

In order to control clustering files, we treat the system’s configuration as an adjustable 

parameter so that scaling up or down can easily be achieved when the system’s configuration 

changes. Parameters defined are the number of files in the system, the expected average number 

of files stored in one cluster, and the number of nodes in the system. The idea of combining 

clustering files and searching files stems from two considerations: 1) if we can store most files 

of the system in defined clusters, the searching process is mainly performed at these clusters; 

2) distributing a certain number of files in a controlled number of clusters enables retrieving 

data more efficiently compared to retrieving it among a large number of files in one cluster. 

Based on these, we adjust the parameters to control the hashing of files into clusters to achieve 

the expected file distribution. 

Suppose that there are nf files. The number of real nodes that form the P2P network is denoted 

by nn. The number of defined cluster nodes is denoted by nc. The number of files per node is 

denoted by fc. The number of nodes which are not in defined cluster nodes is denoted by . 

The average number of files in  nodes is denoted by . 

The expected number of nodes storing most of the files in the system is derived as 

 

where 0  α ≤ 1. 
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The expected number of files distributed in nc nodes is derived as  

 

where 0  β ≤ 1 

As a result, the computation formula for fc is derived as  

 

As can be seen from the formulas (5.1) and (5.3), we are able to control file distribution 

proportions given nf  and nn as input parameters of the system. By changing the  and β 

parameters, we can control the percentage of clusters and the percentage of files distributed 

within these clusters. The first ring produces expected distribution rates as follows. 

1. nodes that store most files of the systems. As a result, the retrieval process is 

focused on these nodes resulting in efficiency in lookup latency and access latency. 

2.  files are distributed across nc nodes and fc files per cluster results in a fast look up 

process since we reduce the lookup space to fc 

3.  files are left over in a small number of clusters.  is designed to be much smaller 

than . 

 HBFC scheme 

In the HBFC scheme, we use two different ID spaces to store the hash values of each hashing 

round (Figure 5.5). The first ID space has a small ID range representing file distributions on 

cluster nodes. Different files may be mapped to the same ID on the first ring as the result of 

hash collisions. We call a “collision” a “hit” and the number of hits per cluster can be controlled. 

We call this ring a virtual ID space; an ID on this ring represents a virtual cluster as it only 

contains a cluster of IDs, not a real cluster that contains files. This ID will be hashed into an ID 

of a real cluster in the second ring where files are found. The second ID space is designed with 

a large ID range as is often the case in many existing P2P systems. Large P2P’s ID space and 

proper hash functions allow keys to be hashed into unique IDs in a uniform distribution. An 

additional feature of our scheme is that only the cluster ID is used in the second hash round and 

the (file) data key is preserved so that searching for the data file within a file cluster can be 
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performed. Figure 5.5 depicts the design of HBFC scheme. As can be seen from the figure, 

there are two rings used to store hash values for each round. The first ring is designed as a 

virtual ring to gather hits from hash function (h1) when hashing different data keys to s_id in 

the first ID space. The aim is to control the expected number of files distributed into the same 

cluster. The second ring follows the original P2P’s ring which hashes the s_id to l_id in the 

second ID space. This is based on the feature of one-way hashing that is the hash function only 

produces the same hash value for each data key. Therefore, if data keys are hashed with a value 

s_id, then this ID is definably hashed into the corresponding l_id. In order to obtain this design, 

we also modify the second hash function and attach the data keys for the second hashing round. 

By doing this, the requested files can be found at the destination node. The details of this design 

are presented in following subsections. 

 

Figure 5.5 The design of HBFC scheme 

A data item such as a file or a group of files is represented by a (key, value) pair.  A key is a 

label or name of the data, such as a file name, while a value represents the content of the file.  

The pair (key, value) is inserted into the system by peers and the key is used for the lookup 

process in order to retrieve the corresponding value. To start searching a file, the peer first 

hashes the key to s_id which is a defined hit in the first ID space. Following that, s_id is used 

as the data key for the second hash function. It is noted that we attached the data key into s_id 

to keep the identity of the data. In the second hashing round, the s_id is hashed to l_id which is 

a unique ID in the second ID space. In other words, hashing different data keys may produce 

the same ID; this means that these files are stored in the same cluster. The next subsections will 

detail the design of each ring. 
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5.3.1 The first ring 

The first ring is a virtual ring providing a small ID space for the hash function in order to obtain 

the balance distribution when many data keys are hashed to one ID. Figure 5.6 depicts the 

design of the first ring. 

 Let h1 denotes the hash function of the first ring, the computation of h1 is derived as follows. 

h1(key) = ID1 

 

 

 

 

 

 

 

Figure 5.6 The design of the first ring 

As can be seen from the figure, different data keys are hashed to the same ID. For 

example, key1, key2, key4 and key6 are hashed to ID11 while key3, key5 and key7 are hashed to 

ID22. The hash values such as ID11, ID22 then are used as data keys for the second hash function. 

As a result, we are able to achieve our design in distributions due to controlling a certain number 

of files stored in one cluster. Firstly, many data keys are hashed to the same ID and that implies 

that multiple files are stored in the same cluster. In fact, the number of data keys mapped to the 

same ID is controllable. However, there is an issue of losing the identity of the requested files 

when we hash the data keys with two hashing rounds. Since ID11 are ID22 are virtual data keys 

or temporal keys, they do not provide the identification of requested files which are searched 

on the real nodes. Their values are only used to reach the nodes which store requested files in 

the second ring representing real P2P nodes/systems. In order to mitigate this issue, we propose 

the attached keys within the hash function to search the files at real nodes in original P2P 

systems. Details of the attached key are presented in the next section. 

5.3.2 The second ring 
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In the second hashing round, the second ring provides a large ID space so that no collision of 

nodes is expected. It follows exactly the original P2P hash functions. The mapping 1-1 is 

performed between the small ID spaces to the large ID spaces. In this stage, ID obtained from 

the first hashing round is used as the data keys for the second hash function (h2). Figure 5.7 

depicts the design of the second ring. 

 

 

 

 

 

 

 

 

Figure 5.7. The mapping 1-1 between the first ID space and the second ID space 

In P2P systems, a requested file is hashed into the ID space in order to reach the peer 

that stores the intended file. In this process, a real node may not exist at the hashed ID (Figure 

5.8) and hence from this hashed ID, the lookup process is continuously performed in order to 

access closest real nodes. The range of lookup is determined by searching radius over the ring.  

 

Figure 5.8 Find the closest node in the P2P system 

Despite the fact that our scheme is able to gather many files into one virtual node, we 

still have to deal with the problem of finding the individual file in a real node. We identify the 
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lookup space of searching individual file in a real node to evaluate the HBFC scheme. 

The lookup space of the closest node to the real node for an individual file may fall into 

the following scenarios: the real node may store a variable number of requested files as their 

IDs are closest to the real node ID; the node may store a random number of files and/or a 

variable number of small clusters not in the defined hits as the individual file IDs and the ID of 

these clusters are closest to the real node ID; the node may store individual files and/or files in 

small clusters and/or files in defined clusters. Generally, if the requested files fall within defined 

clusters, the HBFC scheme will return results more efficiently, due to the small lookup space. 

In other cases, the HBFC scheme costs approximately the same as the original P2P system since 

they execute the same lookup mechanism. 

 Data replication scheme 

5.4.1 Data replication establishment 

Our earlier work (Chen and Hoang, 2013a) proposed an adaptive data replication 

management scheme based on the active data-centric framework in cloud environments. 

Relying on the active data-centric framework, the scheme can adjust the data replication process 

based on the dynamic-window analysis (refers to the analysis of the collected average value 

and standard deviation in a dynamic set of the array) with respect to the response time of 

requesting data resources. Figure 5.9 depicts the data replication establishment 

As each replica has different access frequencies, we define priorities based on the type 

of replications in the proposed scheme. The primary replicas C1 (high priority) are used to avoid 

a single point of failure. The secondary replicas C2 (medium priority) are used to improve 

access performance. The source replicas C3 (low priority) are normally used for archiving data. 

Each priority is assigned a positive representing integer number. For fault-tolerance, it is 

designed that each portion has at least three replicas: a source replica, a primary replica, and a 

secondary replica. 
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Figure 5.9 Data replication network topology  

5.4.2 Data replication management based on HBFC scheme 

As mentioned earlier, the first ring in the HBFC scheme is divided into hits and each hit is 

assigned to a virtual node at the P2P system. Hence, there is a mapping from virtual nodes to 

physical nodes.  Figure 5.10 depicts the design of our proposed scheme. 

 

 

 

 

 

 

Figure 5.10 The design of Data replication management scheme 

In this scheme, a request is first submitted to a peer in order to replicate the data. Then 

the peer needs to select a peer with the lightest load in the system to store a new replica with 

the highest priority. This means that a hit associated with the peer is assigned for the replica. 

The status of a hit such as the number of files at the same hit is used to rank the workload of a 

physical node. It is obvious homogeneous capacities and homogeneous access probabilities 

which sequentially store replication with high priority to a light load node is the most beneficial 

storage strategy.  

In the early work (Chen and Hoang, 2013a), we measured the workload based on the response 
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cost, broadband usage, storage usage, CPU usage.  

However, files are dynamically distributed among nodes of the system resulting in 

changes in the workload and spaces of real nodes. In this case, recalculating the load of each 

physical node might be a costly operation. Instead of this, we reassign the load for each node 

based on the cost of hits (or virtual IDs) in the first ring. The next section describes how to 

measure the costs. 

5.4.2.1 Calculating operation cost 

We choose the access frequency (AF) of each hit and the number of files distributed at a hit 

(Pstorage) as the characteristic variables for selecting the replication strategy. We calculate 

 (refers to the number of access CA per time unit during T), and count the number of files per 

hit as the capacity storage of nodes. The operation cost (OC) is defined as the overall cost for a 

node. We calculate the load requirements related to OC by the following formula 

 OC = AF + Pstorage

It can be seen from the formula that a hit is selected to a replica mainly based on 

 The type of replication that the node has to store if hit i is assigned to it ( ). 

 The number of requests submitted to a hit i.  

If OC of a hit is small, a node associated with this hit is not queried frequently. In other words, 

there is only a light load coming from this hit. Hence, to improve performance while ensuring 

balancing distribution and high availability, we need to assign new replicas with the highest 

priority to the smallest hit. Other factors are also taken into account such as response cost, 

broadband usage, and CPU usage but for testing purposes, we restrict it to the mentioned 

criteria.  

5.4.2.2 Assigning replication and adjusting the ring 

The basic idea behind the data replication scheme is that the first ring is used to control the 

workload balance and data distribution. We have the cost that replica i has for the hit j. The 

constraint in the assignment is the space which acts as the cost. So the problem is, we have a 

value (i.e the operation cost) for replica i and hit j. There is a weight associated with each replica 

ci and the hit has a capacity hj (i.e the space) to store replicas. We expect to maximize the values 

as follow 
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Regarding constraints to selected hits, we initially choose the space (the number of files per hit) 

as the cost. So we have the weight ci of the replica i and the costs associated with each hit j OCij 

which is defined as the knapsack problem (Sinha and Zoltners, 1979) and it is NP-hard. We use 

a greedy solution to solve this. We calculate operation costs as follows. 

 (5.11) 

We sort the operation cost in decreasing order. We iterate each replica and assign corresponding 

replica to the server which has space. Thus, replicas are first assigned to light load nodes and 

then higher load nodes will be selected.  

 

 

 

 

 

 

 

Figure 5.11 Steer the ring when inserting a new replica 

We model adjusting the ring the same as controlling the steering of the car in order to get the 

right direction. It is also performed in parallel with the assigning task to optimize the system 

performance since replicas with the highest priority are stored for lightest nodes. Figure 5.11 

illustrates steering the ring in different directions. When a new replica is inserted, the costs of 

a hit are recalculated meaning that the ring is steered on the left or right to keep the system 

balance. 

We also define a parameter α as the proportion of the number of replicas Nr which has a great 

impact on the system performance in terms of workload balance and distribution. This is 
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because α is used to recalculate the cost of hits after a period TOC and to steer the ring in order 

to keep a balanced status of the system. The computation for TOC is derived as follow 

 

with  is the number of replicas in a request,  is a tuneable parameter to balance the 

distribution and the computation cost upon . 

   By tuning the parameter α, we can observe how the parameter affects the system performance 

so that we can select an optimal value for α to maximize the performance with a different 

number of replicas. In the next section, we will show the impact of the parameter α on the 

system performance for data replications in our experiment. We will verify the optimal α 

through the simulation results. 

 Simulation results 

We run the HBFC scheme on P2P systems with different parameters to validate our 

design. The results of the HBFC scheme are then compared with the original P2P system to 

determine the performance. For the virtual ring, the djb2 hash function (Bernstein, 2015) is used 

to hash data keys into the first ID space. We apply the HBFC scheme in P2P system based on 

Chord (Stoica et al., 2001, JChord, 2016) and modified as our design scheme and compare its 

performance to the original P2P system which is also following Chord without modifications. 

The experiment programs are coded using the Java programming language. The results of the 

HBFC scheme are compared to those of the original P2P system in terms of scalability and 

system performance. Parameters of Chord’s hash function are also processed as normal to hash 

only the s_id to the second ID space. However, we modify the process to attach the file’s data 

key with the ID to allow the lookup process for the requested files in peers. The simulations are 

based on the following parameters: the number of nodes, the number of files in the systems and 

the number of requested files. 

The idea is to identify the performance efficiency of the HBFC scheme in distributing 

and searching a number of files compared to original P2P systems. We run the simulations with 

different parameters. In the first simulation, we select a fixed number of nodes and number of 

files but input a varying number of requested files to evaluate the performance of the systems. 

In the second simulation, we increase the number of files in the systems with the same number 

of nodes and the same number of requested files. In the third simulation, we increase the number 
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of nodes with the same number of files in the systems and the number of requested files.  

5.5.1 HFBC scheme 

We perform two simulations. In the first simulation, we conduct the simulation in 

clustering files to determine appropriate distribution rates by adjusting parameters. In the 

second stage, we apply the HBFC scheme in the P2P system and compare its performance to 

the original P2P system which follows Chord without modifications. 

Models compared.  the HBFC scheme based on Chord (Stoica et al., 2001) in P2P 

system the original P2P system based on Chord without modifications 

Hash functions. djb2 proposed by Dan Bernstein (Bernstein, 2015) is selected as the 

first hash function to cluster data key into hits. It is good for string hash functions and it has 

excellent distribution and speed on many different sets of keys and table sizes. The table sizes 

are defined based on  and β parameters of the HBFC scheme in order to obtain the expected 

file distribution rates. SHA-1 64 bits is selected as the second hash function to provide unique 

hash values. 

Datasets. For experimental purpose, data keys (file names) are generated randomly to 

ensure unique filenames. 

Parameter Settings. Computing the lookup duration.  The duration for a request is 

calculated as  , where denotes the time to hash data keys in the request and 

denotes the time to search nodes storing files in the request. 

In all the experiments, we keep α = 0.85 and β = 0.95 as a general setting unless directly 

stated otherwise.  For the other parameters, we increase values to verify system performance. 

5.5.2 Clustering files with parameters 

We run the simulation within the same nn value and various nf values. The simulation results 

are presented in Table 5.1. 

Table 5.1 Simulation results of two hashing rounds  

nf α fc 
 nodes 

( ) nn files files Rates  
nodes 

10000000 95000 112 85000 100000 9500000 500000 33 15000 
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250000000 95000 2794 85000 100000 237500000 12500000 833 15000 

1000000000 95000 11176 85000 100000 950000000 50000000 3333 15000 

2000000000 95000 22353 85000 100000 1900000000 100000000 6667 15000 

3000000000 95000 33529 85000 100000 2850000000 150000000 10000 15000 

5000000000 95000 55882 85000 100000 4750000000 250000000 16667 15000 

10000000000 95000 111765 85000 100000 9500000000 500000000 33333 15000 

 

As the distributions of the files are different depending on nf, we could achieve the 

expected distribution rate of nc and fc based on the following justifications: (1) if nf is small, fc 

needs to be set equal to the expected rate. This means that nc is a small percentage of nn since 

there is a small number of files stored in each node, and (2) if nf is large, there are enough files 

to be distributed and we could achieve the expected number of clusters nc and the percentage 

of files in nc. In general, the average number of files stored in a cluster fc increases as a rate with 

the increase of the total number of files in the system nf. In other words, the HBFC scheme is 

more efficient when applied to the large-scale systems. 

When we have validated the working of the proposed system and understand the way file 

clustering and distribution can be managed and controlled on the virtual ring, we are able to 

distribute files into real nodes by adjusting α parameter to achieve fc files in a cluster. In 

addition, with nf and nc we can design to choose α and obtain the expected fc. Our scheme 

enables distributing and retrieving data efficiently compared with other models and original 

P2P systems as demonstrated by simulations in the next section. 

5.5.3 The HBFC scheme and the original P2P system 

Test case 1. The number of nodes and the number of files are fixed; the number of 

requested files is changed. 

We initialized two sets of tests in which the number of files (10000000 files) and the 

number of nodes (5000 nodes) are unchanged. The number of requests in the system increases 

from 1500 to 10000 requested files. Figure 5.12 illustrates the execution time of the data lookup 

process for a different number of requested files. The x-axis represents the number of requested 

files, and the y-axis represents the execution time. As can be seen from the figure, the time cost 
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of original P2P (T2) is approximately double compared to that of the HBFC scheme (T1). It 

demonstrates that within the same number of requests, the HBFC scheme performs more 

efficiently than the original P2P since many files are distributed in one or several clusters. 

 

 

 

 

 

 

Figure 5.12 Time cost of the HBFC scheme and original P2P for data lookup process within 

different number of requested files 

Test case 2. The number of nodes and the number of requested files are fixed; the 

number of the files is changed 

In this experiment, we initialized two sets of tests in which the number of requests (1500 

requests) and the number of nodes (5000 nodes) is unchanged. The number of files in the system 

is increased from 10000000 to 30000000 files. Figure 5.13 illustrates the execution time of the 

data lookup process for a different number of files. The x-axis represents the number of files, 

and the y-axis represents the execution time. As we can observe, in fact, along with the 

increasing of the number of files in the system, the time costs in searching files remain 

approximately the same for both schemes namely T1 (123 ms), T2 (229ms) respectively. 

However, T2 (229ms) is still twice longer than T1 (123ms) despite the fact that data lookup 

space is increased in terms of the number of files. It is concluded that the HBFC scheme is more 

efficient than the original P2P system in terms of scalability. 
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Figure 5.13 Time cost of the HBFC scheme and the original P2P for data lookup process 

within different number of files in the system 

Test case 3. The number of the files and the number of requested files are fixed; the number of 

nodes is changed. 

In the third case, we initialized two sets of tests in which the number of requests (1500 

requests) and the number of files (10000000 files) are unchanged. The number of nodes in the 

system is increased from 5000 to 10000 nodes. Figure 5.14 illustrates the execution time in the 

data lookup process for a different number of nodes. The x-axis represents the number of nodes, 

and the y-axis represents the execution time. Generally, the execution time grows linearly with 

the increase of nodes in the system but in our proposed scheme there is a slight increase from 

120 ms to 166 ms compared to the original P2P system from 230 ms to 349 ms.  Similarly, T2 

(322 ms) is still approximately twice longer than T1 (154.5 ms) in this case. 

 

 

 

 

 

 

Figure 5.14 Time cost of the HBFC scheme and the original P2P for data lookup process 

within different number of nodes in the system 

Overall, it is demonstrated that our proposed scheme is more efficient than the original 

P2P in all cases. Specifically, when the size of the system is increased together with the increase 

in the number of requests, the executing time of original P2P system increases rapidly in 
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comparison with that of the HBFC scheme. 

5.5.4 The simulation results of Data replication scheme 

We used djb2 hash function proposed by Dan Bernstein (Bernstein, 2015) to cluster data 

keys into hits at the first ring. It is good for string hash functions and it has excellent distribution 

and speed on many different sets of keys and table sizes. Data keys are filenames which are 

generated randomly to ensure unique filenames. The P2P system implementation is based on 

Chord (Stoica et al., 2001) and modified as our design scheme. The experiment programs are 

coded using the Java programming language. Replicas are generated within priorities and 

inserted into nodes based on the hits on the first ring. For simulation, we used three separated 

tables to store different types of replication information including hit_ID and replica name. To 

get some comparative statistics, the replication mechanism based on Chord (Stoica et al., 2001) 

in the P2P system was also run with the same system parameters and the number of replicas, in 

which replicas are assigned to nodes based on Chord mechanism.  

5.5.5 Comparison of the proposed scheme and the replication mechanism based on Chord 

We initialized tests in which the number of files (1000000 files) and the number of nodes (5000 

nodes) in the system are fixed for two replication schemes. Notably, the initial data was firstly 

distributed into hits by the HBFC scheme using Chord (Stoica et al., 2001) in the P2P system. 

We carry out three experiments with a different number of replicas to compare the performance 

of our proposed scheme with the replication mechanism based on Chord.  

In the first experiment, we compare the operation cost of the two schemes. We increased the 

number of replicas from 1000 to 20000 replicas for both schemes in order to identify the 

changes of the load at hits and verify the distribution rates of the replication schemes. α is set 

equal to 0 to obtain the best balance for the proposed scheme.  

Figure 5.15 illustrates the distribution and workload balance of the schemes when inserting new 

replications comparing to the original distribution. The x-axis represents the number of 

replications inserted into the system, and the y-axis represents OC at hits. With the same number 

of replicas, the proposed scheme returns the performance which is in order of operation costs 

better than that of the original scheme. Especially, the highest OC (Max1) and the lowest OC 

(Min1) are approximately the same, namely 253 and 194, respectively. However, in the original 
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scheme, the gap between the highest OC (Max2) and the lowest OC (Min2) is very large, namely 

1738 and 1 respectively. As a consequence, when nodes have large cost, the original scheme 

suffers severely in terms of both workload balance and distribution.  

 

Figure 5.15 The distribution and workload balance of the schemes 

In the second experiment, we run the same number of replicas to identify the number of 

heavy load nodes in the proposed scheme (HC1) and the original scheme (HC2). The heavy 

load nodes have OC higher than the average OC. Interestingly, the number of heavy load nodes 

in the proposed scheme achieves zero nodes for all requests (Figure 5.16). This is because the 

ring is rebalanced after each request and nodes share approximately the same load. In contrast, 

the original scheme experimented with a large number of nodes (1099 out of 5000 nodes). It 

can be concluded that our scheme has better workload balance and distribution than the original 

mechanism. With our replication scheme based on the HBFC scheme, hits are rebalanced at the 

time a new replicate is inserted to nodes while still maintaining the balanced distributions 

among nodes. Nevertheless, with the original replication scheme when the access pattern is 

very large, the replicas may not be evenly distributed and might create hotspots leading to 

workload unbalance among nodes and a bottleneck in the systems due to many requests at the 

same node. 
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Figure 5.16 The number of heavy load nodes of two schemes 

 Figure 5.17 demonstrated the replication latency of the two schemes. We observed that the 

execution time of both schemes increases linearly with the increase of the number of replicas. 

If we set the parameter α = 0 in the proposed scheme, the ring is steered inserting a new replica. 

Consequently, the execution time of the proposed scheme (T1) is much larger than that of the 

original scheme (T2). Especially, T1 (4816 ms) approximately doubles T2 (2574 ms). Hence, 

there might be more computation overhead and latency to maintain the load balancing for the 

proposed scheme compared to the original scheme. In order to address this issue, the parameter 

α needs to be set as a percentage of the number of replicas. We conduct the following 

experiments to identify the effect of TOC on the performance of the system. In the following 

section, we will verify the impact of the parameter α on the system performance of the proposed 

scheme. 

 

 

Figure 5.17 The duration when inserting replicas of two schemes 

5.5.6 Verifying the impact of the parameter to system performance 

In this section, we compare the workload balance and distribution of the proposed scheme with 
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different values of α. To analyse the overhead and load of the proposed scheme, we increase 

the number of files in the system (10000000 files) and also increase the number of replicas from 

10000 to 50000 replicas. In fact, we only recorded the latency of steering the ring and the load 

at hits in this experiment. 

Figure 5.18 shows the execution time when α increases from 0.0001 to 0.75. As illustrated in 

the figure, the execution time of our proposed scheme is monotonically increasing with respect 

to α. This is because when the interval of the recalculating process of the ring increases, the 

system does not need to steer the ring frequently. For example, when α = 0.75, the system has 

the smallest latency (148 ms). However, it reaches the highest latency (2950 ms) when α = 

0.0001. Although the execution is small when α is large, we observed that there is a small 

number of nodes which suffered from the heavy load. Since the ring is steered only a few times 

during performing the request, a large number of replicas are stored at these nodes.  

 

 

 

 

 

 

Figure 5.18 The duration of the proposed scheme with different α 

Figure 5.19 presents the number of heavy load nodes with different values of the parameter α. 

When α is small, we observe that the number of heavy nodes reduces to zero. For example, 

when α=0.0001, the system achieves the workload balance with no heavy nodes. Although 

there is a small number of heavy nodes when α increases, these nodes experience extremely 

heavy load due to housing large number of replicas. In other words, the ring is not steered 

frequently to balance the workload and distribution of the system. As a consequence, hotspots 

create the performance bottlenecks in the system.   
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Figure 5.19 The number of heavy load nodes of the proposed schemes ranked after TOC 

We observe the maximum OC (Max1) at hits with different values of the parameter α. 

As can be seen in Figure 5.20, the system experiments show the largest OC when α ≥ 0.25 with 

the highest OC value (169187). In contrast, the system has smallest load nodes when α ≤ 0.01 

with the lowest OC value (2203). It is concluded that the larger α is, the more expensive OC 

the system has to perform. 

 

Figure 5.20 The maximum OC (Max1) at hits with different values of α 

Figure 5.21 shows the minimum OC (Min1) with different values of the parameter α. It is 

approximately the same OC (around 1870) for most values of α except when α = 0.0001 (2115). 

It can be explained that when we steer the ring more frequently, the system maintained the 

balance status. Thus, the gap between Max1 and Min1 reduces, namely 2203 and 2115 

respectively.  
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Figure 5.21 The minimum OC (Min1) at hits with different values of α 

Although the minimum OC (Min1) only presents a small difference with various values 

of α, the gaps between Max1 and Min1 are huge when the parameter α and the number of 

replicas increase. It can be seen from Figure 5.20 and Figure 5.21 that with the increase in the 

number of replicas, the larger α becomes, the bigger gap of OC appears in the proposed scheme. 

For example, with the number of replicas at 500000, when we set α equal to 0.75, the gap is 

375144 but it is only 50 if α = 0.0001. Thus, it is not efficient in terms of workload balance and 

distribution when α is set too large. 

To summarize, the cost of our proposed scheme is much lower than that of systems 

without clustering since it performs in virtual IDs and replications are assigned dynamically to 

physical nodes without reconfiguring the whole system. Thus, the excess latency in 

recalculating the operation cost at hits may be neglected for the workload balance. 

 Summary 

In this chapter, we have presented the data distribution scheme and data replication 

scheme. The HBFC scheme is proposed to meet low computational complexity requirements 

and cluster files in a controlled way to suit the specifications of a real system. The replication 

scheme is designed to insert new data replications to nodes in a balanced way by utilizing the 

ring of the HBFC scheme. The HBFC scheme takes advantage of the hash functions and the 

computation on the virtual IDs, calculating and ranking workloads. Therefore, the proposed 

schemes can reduce the computation overhead on the physical servers while still achieving 

performance efficiency in terms of distributions and workload balance. The two proposed 

models play significant roles in distributing, retrieving and accessing data in the cloud 

environment. Beside distributing data, we also consider cloud resources for processing sensitive 
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data to satisfy security requirements and address users’ concerns regarding their sensitive 

information. The next chapter will describe in detail our proposed scheme to process sensitive 

data for big data applications.  
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CHAPTER 6 A TRUST-BASED 

RESOURCE SCHEDULING MODEL FOR 

BIG DATA PROCESSING WITH 

MAPREDUCE 

Security and privacy have become a great concern in cloud computing platforms in which users 

risk the leakage of their private data. The leakage can happen during data processing within a 

cloud or transferring between different cloud infrastructures, ranging from private to public 

clouds. A hybrid cloud was used in (Xu and Zhao, 2015, Zhang et al., 2014) to preserve data 

privacy by processing sensitive data at private clouds only while non-sensitive data was 

processed at public clouds. It is not desirable, however, to schedule all processing tasks for 

sensitive data at only private clouds while public clouds can provide adequate protection 

services but they remain idle. The systems may incur bottlenecks or longer delay when the 

amount of sensitive-data is huge or data operations are heavily performed at private clouds. It 

is assumed that the delegated cloud can be trusted at a given security level when processing 

data of another cloud. Therefore, a measurable metric can be assigned to cloud resources so that 

CSPs allocate appropriate secured resources to client’s requests. 

In this chapter, we present a trust-based scheduling model for MapReduce in big data 

processing tasks. Specifically, we first quantify and assign the sensitive values for data and trust 

values for map and reduce slots. We then compute the trust value of each resource employed in 

the big data processing tasks. Depending on the data’s sensitivity level of a task, the task 

requires a given level of trust (i.e., higher sensitive data requires servers/slots with higher trust 

level). The MapReduce scheduling problem is then formulated as the maximum weighted 

matching in bipartite graph theory that aims to maximize the total trust value over all possible 

assignments subject to various trust requirements of different tasks. The problem is known to 

be NP-hard. To tackle it, we observe that within a computing node (VM), slots share the same 

trust value granted from the secured transformation phase. This helps reduce the number of slot 

nodes of a weight bipartite graph. Leveraging this fact, we propose an efficient heuristic 
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algorithm that achieves 94.7% of the optimal solution obtained via exhaustive search. Extensive 

simulations show that the trust-based scheduling scheme provides much higher protection for 

data sensitivity while ensuring good performance for big data applications. 

The remainder of the chapter is organized as follows. Section 6.1 presents a trust-based data 

processing with MapReduce and definitions. Section 6.2 presents the proposed trust metric for 

cloud resources. Section 6.3 presents the proposed scheduling scheme. The trust-based 

scheduling framework for realization is presented in section 6.4. The simulation results and 

evaluations of our proposed framework are in Section 6.5. The chapter concludes in Section 

6.6. 

 A Trust-based data processing with MapReduce and definitions 

A MapReduce program consists only of two functions (Map and Reduce), that are written by 

the user to process key/value data pairs. The data set is stored in a collection of partitions of a 

distributed file system deployed on each processing server in the cluster. The program executes 

in the Hadoop framework in the following manner: The Map function processes key/value 

records from an input file and then outputs a set of intermediate new key/value records. These 

output records are partitioned into disjoint buckets by applying a (hash) function to the key of 

each output record and written to the server’s local disk.  In fact, multiple instances of the Map 

function run on different servers of the cluster and each map instance is assigned a distinct 

portion of the input file by the scheduler to process. The second phase of a MapReduce program 

executes instances of the Reduce program. The input for each reduce instance is output files 

from the map server local disks. Each reduce processes the records assigned to it and then writes 

records to an output file in the distributed file system as part of the computation's final output. 

A MapReduce job comprising a number of map and reduce tasks is executed on a cluster of 

multiple servers. The job’s computation consists of a map phase followed by a reduce phase. 

In the map phase, each map task is allocated to a map slot on a machine and processes a portion 

of the input data.  In the reduce phase, the outputs of the map phase with the same key are 

processed by a reduce task allocated to a reduce slot. One constraint is that the reduce phase of 

a job cannot begin until the map phase ends. Hadoop uses Namenode as the master node and 

Datanodes as worker nodes.  

Let T denote the set of map tasks and reduce tasks, and S denote the set of slots on heterogeneous 
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nodes available in the cluster, respectively. The processing time and the trust of nodes may not 

be the same. Slots of a node are assigned the same trust value while a task performing on the 

sensitive data is also assigned a required trust value associated with the data.  

Table 6.1. Summary of notation 

Basic Notation Description 

J 
A set of jobs with different security 
requirements. 

T 
A set of pending tasks of submitted jobs. 

 The total number of the task in T. 

ui 
A user i submitting data processed at big data 
applications. 

t 
A pending task in T. 

dk 
The input data set k (split) of task t. 

S 
A set of feasible slots satisfying the trust 
requirement of the set of tasks in T. 

 The total number of feasible slots in S. 

s 
A feasible slot in S. 

 The trust value of the slot k provided by cloud 
Cj for a request from cloud Ci. 

 The trust value of the slot k classified by 
cloud Cj. 

 The trust value that cloud Ci assigns for 
resources of cloud Cj. 

 The trust value assigned to resources of 
cloud Cj when cloud Ci runs the third-party 
cloud ranking system on Cj.  

 The trust value required by input data dk with 
the sensitive level l 

TV(t,s) 
The trust value obtained when a task t is 
executed on a slot s. 

ns The node with available slot s to run a task t 

Ci 
A CSP i providing/requesting slots for big 
data applications 

w(t,s) 
The weight of the edge (t,s). 

x(t,s) 
The {0,1} variable indicates whether the edge 
is selected s. 

Definition 1. Each data dk associated with a sensitive level l which specifies a certain trust 

requirement 
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 for assigned processing slots. 

Definition 2. Each task t associated with data dk requires appropriate trusted slots that satisfy 

the required sensitive level l. If the execution of t involves resources less than , it is a low-

trusted task. 

Definition 3. Each slot s is assigned a trust value that specifies the provided trust when tasks 

are executed on it. 

Definition 4. Each task t on node x is also associated with a data retrieval limit which reflects 

the maximum number of hops to access the data on node y from node x, h(x,y). 

Definition 5. Unlike the traditional MapReduce problem, the Trust-based Scheduling 

MapReduce (TSMR) problem considers the tasks and slots of a system with different security 

requirements and execution performance, respectively. The main objective of the TSMR 

problem is to find an optimal task scheduling (allocation) strategy which can maximize both 

the security level and highly trusted resources utilization when performing a number of map 

and reduce tasks.  In fact, it also minimizes the number of low-trust tasks due to resource 

availability. 

 Trust metric for cloud resources 

In this section, we present a novel composite trust assignment for cloud resources. First, we 

propose the concept of trust space as a range of trust values which then are used to assign for 

cloud resources. Second, we present how trust components are defined, mapped and calculated 

by taking into account three trust components: 1) the third-party cloud ranking systems; 2) the 

trust assignment among CSPs; 3) the cloud resource classifications. Furthermore, we introduce 

a mapping mechanism to translate data sensitive requirements into the defined trust space. 

6.2.1 Trust Space 

As the trust value may be calculated based on different metrics and trust assignments, it is 

essential to define a uniform trust unit which describes trust values of cloud resources. These 

trust values shall be calculated by using different mapping functions. 

Definition 6. Trust space TP is a set of {T, D} where T = [0,1] is a collection of trust, called 

trust range. D represents the description of a trust value associated with T.  In the trust range, 
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0 represents complete no-trust and 1 represents complete trust. For any element xi, there exists 

a random number . xi is the trust value in the trust range. The distribution of T is 

called trust cloud. 

Depending on SLAs, cloud resources are classified into different trust levels. For example, 

Table 6.2 presents six trust levels and how they are mapped into TP. In this, T is defined a trust 

range [0.02,1] to present for trust levels. D is represented by Credibility. 

Table 6.2. Trust levels, Credibility values in trust range 
Trust levels Credibility Value on Trust range 
1 Completely [0.02] 
2 Not very credible [0.2,0.4] 
3 Basic credible [0.4,0.6] 
4 Fairly credible [0.6,0.8] 
5 Credible [0.8,0.9] 
6 Very credible [0.9,1] 

6.2.2 Assigning Trust Values to Cloud Resources  

6.2.2.1 Trust assignment based on the third-party cloud ranking systems 

According SLAs established between clients and CSPs, cloud resources could be evaluated and 

classified into defined trust levels. Suppose that there are n CSPs C1, C2, …, and Cn and k 

ranking q1, q2,..,qk. When a cloud Ci needs more resources to complete requested tasks, it 

searches for available resources from other CSPs such as C1, C2, …, Ci-1, Ci+1,.., Cn. However, 

it needs to justify which resources and from which CSPs should be employed in this process to 

satisfy required trust levels. Thus, the third-party cloud ranking system is a reliable tool which 

could provide a consistent trust level regarding CSPs’ ranking. Since there are different cloud 

ranking systems on the market, a cloud Ci may receive a different ranking of Cj when running 

these systems. This leads to an inconsistent ranking of a CSP. In this work, we use the SPECS 

framework (Casola et al., 2015, Modic et al., 2016) which enables the deployment of secure 

cloud applications covered by a Security SLA and ranks CSPs based on the security Service 

Level Objectives (SLOs). The security SLO can be assigned values as security levels. CSPs are 

ranked for the best match with users’ requirements. Users consume cloud services and resources 

based on SLAs established with CSPs. Hence, security requirements are specified as dedicated 

SLAs, termed Security level agreements (SecLAs). Service based assurance is provided under 

SecLAs and represented by a collection of security statements.  The security statements define 

services to be provided by CSPs, i.e., security SLOs. 
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The CSPs ranking mechanism in (Casola et al., 2015, Modic et al., 2016) is based on the 

Analytic Hierarchy Process (AHP) which uses quantitative criteria to compare decision criteria 

and weights assigned to each criterion. The SecLA assessment and the ranking of CSPs are 

performed as follows: 1) Define user SecLA and CSP SecLA requirements; 2) Quantify the 

security level associated with each SecLA; 3) Apply ranking algorithm based on AHP. Based 

on the exact required minimal level and all possible higher levels for SLOs that CSPs can 

provide with their resources, CSPs can be scored according to SLOs. A CSP Ci with Si SLOs is 

evaluated and ranked as ri by SPECS framework (Casola et al., 2015, Modic et al., 2016)  as 

follows 

 

as SPECS framework also allows a CSP to be ranked by other CSPs with their SLOs. Hence, 

we define the ranking Cj run by cloud Ci with its Si SLOs as follows 

Definition 7. A cloud Ci runs SPECS framework on cloud Cj upon Si SLOs of Ci. Hence, the 

SPECS framework provides the ranking of Cj according to the overall quality of provided 

security features. The ranking meets with the Cloud Service Customers (CSCs) security 

requirements of cloud Ci.  

                                                                            (6.1) 

where SCORE is a function that gives the security levels overall assessment and a final ranking 

of the cloud Cj. Sij consists of SLOs of cloud Ci and cloud Cj. rij is the ranking of Cj when Ci 

runs SPECS for Cj and Sij.  

As SPECS only provides the ranking of CSPs, cloud resources need to be assigned trust values 

enabling them to join the resource selection process.  Suppose that there is a set of ranking R 

and TP. Hence, we define one-one mapping as f: R TP which maps an obtained ranking into 

a trust value. Suppose that rij is the ranking value that a cloud Ci received when running SPECS 

on the cloud Cj.  The trust value assigning to cloud resources of cloud Cj is calculated as follow  

                                                        (6.2) 

where f is a function that maps the rank rij of CSP Cj to a trust value , with   TP. f must 

be linear and monotonic increasing.  

6.2.2.2 Trust assignment among CSPs 
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A cloud Ci may have its own rankings of other CSPs. Therefore, we use another trust assignment 

scenario to calculate trust values when Ci use resources from C1, C2, …, Ci-1, Ci+1,.., Cn. The 

trust evaluation is employed by both combining direct trust and recommendation trust.  Ci 

calculates the trust value for resources of Cj as follow  

                            (6.3) 

If Ci run trust evaluation for C1, C2, …, Ci-1, Ci+1, ..., Cn, we obtain a trust matrix A as follow 

 

If cloud Ci does not trust cloud Cj, it assigns 0 to all resources of cloud Cj ( . In addition, 

two clouds may trust each other differently. Therefore, . 

6.2.2.3 Cloud resource classification 

Each CSP owns different cloud resources and issues them to clients on demand. When cloud Ci 

receives requests within trust requirements, it then issues its available resources Si1, Si2, …, and 

Sip associated defined trust values. These resources are classified into trust values namely 

. The resources are presented by the number of VMs 

assigned to the application, and the properties of the underlying resources bound to each VM, 

e.g., CPU, memory, storage, and network resources. Basing on SecLA, CSPs are able to 

provision VMs matching with users’ requirements. There are many parameters to this 

classification process regarding to SecLA. We have chosen two parameters based on the work 

(Ullah and Ahmed, 2014) as follows: 1) the VM container security profile (VMSCP), which 

indicates the physical security of the machines where the VMs will be deployed; 2) the VM 

Application security profile (VMASP) which indicates the application level security 

requirements of the VM. These two parameters are assigned security levels which are mapped 

into TP. VMSCP represents physical security parameters such as availability of trusted platform 

module (TPM), hypervisor hardening, and other physical security issues of the data center. 

VMASP depends on security parameters such as password policy, encryption algorithm in use, 

firewall status, antivirus status. The security value of VM is composed of VMASP and VMSCP. 

When Cj provisions resource Sjk, the computation of  is as follows. 
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6.2.2.4 Trust assignment for individual resource 

From the discussion above, each cloud resource may be assigned different trust values. The 

trust values for cloud resources may be obtained from the third-party cloud ranking system, 

trust values assigned by CSPs on one another and a cloud’s own resource classification. We 

calculate the final trust value for a resource by combining the three above trust values. 

Definition 8. The trust value for a cloud resource can be defined as follows: given that the 

number of CSPs’ ranking can be transferred to the trust value as Eq. (6.2), direct trust 

assignment as Eq. (6.3), and classification of resource Eq. (6.4), then the normalized trust value 

TV of a CSP’s resources is derived as follows.  

 

Suppose that cloud Ci requests a resource k from cloud Cj, individual trust value will be 

calculated as follow. 

 (6.6) 

6.2.2.5 Example 

Example 1. Suppose that there are two clouds C1, C2. C1 needs computation resources from C2. 

It first retrieves the ranking of C2 and then transfers the ranking to a trust value 0.8. C2 also 

issues two available slots s21 and s22 which are classified and assigned trust values as 0.8 and 

0.6, respectively. In this case, C1 relies totally on the third-party cloud ranking system. 

Therefore, . This means C1 is not concerned about direct trust with C2. Hence, from Eq. 

(6.6) the trust values for slots s11 and s12 are calculated as follows  

 

  

Example 2. Parameters of two clouds C1, C2 are set the same as Example 1. However, C1 does 

not rely on the third-party cloud ranking system. Therefore, . C1 assigns direct trust 

value 0.7 for C2. Hence, from Eq. (6.6) the trust values for slots s11 and s12 are calculated as 

follows  
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Example 3. Parameters of two clouds C1, C2 are set the same as Example 1. However, C1 relies 

on both the third-party cloud ranking system and direct trust with trust values 0.8 and 0.7, 

respectively. Hence, from Eq. (6.6) the trust values for slots s11 and s12 are calculated as follows  

  

  

6.2.2.6 Assigning Trust Requirement of Tasks within Data-sensitive Levels 

 Each user’s data submitted to the scheduler is provided a sensitive level associated with 

it.  Hence, the sensitive level is mapped to trust space and assigned as trust requirements of the 

data. Once completing this step, the data is dispatched to jobs and ready for processing. Given 

data d with the sensitive level l that splits into d1, d2, …, dp and is assigned the same sensitive 

level. The trust requirement of dk with the sensitive level l is obtained by the following equation:  

 (6.7) 

where  is the function that maps a sensitive level s of the data dk into a trust value. A task 

involving the data is also assigned this trust value (called trust requirements) and scheduled 

appropriate trusted resources prior to trust requirements. 

 The proposed scheduling scheme 

6.3.1 MapReduce Scheduling Scheme 

In this section, we present a new MapReduce scheduling scheme, which considers multiple 

trust requirements from different MapReduce jobs and various trusted slots from CSPs of 

different cloud infrastructures. The scheme consists of trust transformation, bipartite graph 

modeling, and scheduling transformation. As the bipartite graph is used to perform MapReduce 

scheduling, hence the proposed scheme is called the Bipartite Graph Trust-based Scheduling 

MapReduce (BGTSMR). 

The basic idea of the BGTSMR is given in Figure 6.1. When a job is submitted, the job is 

associated with a required trust value and a sensitive data to be put in the ready queue. The trust 

requirement of jobs and data have been defined as in definition 2 and definition 4. After the 

trust transformation, the job is divided into two sub-trust requirements:  a map trust and a reduce 
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trust requirement. When one or more jobs in the ready queue run their map tasks or reduce 

tasks, such map and reduce tasks are selected from T. If the trust value of slot s satisfies the 

trust requirement of task t, the slot s can provide a secured execution to meet with the trust 

requirement of task t of the original job. For all running tasks, their executable slots are kept in 

the set S. Based on sets T and S, we can form a weighted bipartite graph to represent the 

scheduling (allocation) relationship between T and S. By transforming the TSMR to the 

maximum weighted bipartite matching (MWBM) problem, we can obtain the optimal task 

scheduling to maximize the trust value, thus, providing high secured resources for users’ data 

when it is processed at different CSPs.   

Input: A set J of jobs with different trust requirements and a set S of slots with heterogeneous 

trust values.  

Output: Trust-aware scheduling for tasks of J. 

1:  while jobs run their map or reduce tasks do 

2:    /* Trust transformation. */  

3:    for each job j of J in the ready queue do 

4: Perform the trust transformation to the set the trust requirements for map and reduce tasks 

of j. 

5:    end for 

6:    for each available slot s at CSPs do 

7: Perform the trust transformation to the set the trust value for slot s. 

8:    end for 

9:    /* Bipartite graph modelling. */  

10:    T  select running map and reduce tasks of such jobs. 

11:  for each task t of T do 

12:       st   find appropriate slots associated with the trust value TV responding to t. 

13:       Select st in S. 

14:  end for 

15: Form a weighted bipartite graph based on T and S sets. 
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16:  /* Scheduling problem transformation. */ 

17:  Apply maximum weighted bipartite matching (MWBM) to obtain optimal task 

scheduling of T. 

18:    end while 

Figure 6.1 BGTSMR algorithm 

6.3.2 Bipartite Graph Formation 

To deal with scheduling high secure resources to tasks, we use the weighted bipartite graph to 

model appropriate allocation cases between tasks and slots as shown in Figure 6.2. 

Definition 9. A weighted bipartite graph G =((T,S),E) is a graph whose nodes can be divided 

into two disjoin node sets (T,S), where T = {t1, t2,…, tm} denotes the list of tasks within trust 

requirements, S = {s1, s2,…, sn} denotes the list of slots within trust values, E  T x S the set of 

edges, and  the weights of the edges. 

The weight of the edge between a task t T and a slot s S, w(t,s), reflects the obtained trust 

value if the task is matched to the slot.  

Definition 10. Weight: For each edge (t,s) in the graph, its weight w(t,s) is basically defined as 

the sum of trust value when the task t at cloud i is run on the slot s of cloud j, 

.  

Definition 11. Achieved trust: For each edge (t,s) in the graph, when a task t at cloud i is run 

on the slot s of cloud j or w(t,s) is selected, the achieved trust is defined as the trust value of 

slot s, . 

Definition 12. Trust gain is defined as the difference between the achieved trust of the 

proposed scheme and the Baseline when performing all tasks on cloud resources. 

The map and reduce tasks of all submitted jobs are collected in the set task T. Based on those 

sets, slots with high trust value are selected. If a slot s is feasible, it must meet the following 

conditions: 

The slot s of cloud j can be allocated for the execution for the task t at cloud i without violating 

the security constraints. In another word, its trust value is not less than the required trust value 

of t, . 



130 

 

The slots are collected to maximize the trust value for the execution of task t. We assume that 

cloud i requests m slots s1, s2,…,sm with trust values 

 from C1, C2, …, Ci-1, Ci+1,.., Cm   

respectively. These slots are considered as feasible slots for task t which performs on data dk 

with sensitive level l, . The slot 

s of cloud j, which is assigned to t, has  

. 

We assume that a node n is with the input of task t. x and y have available slots si and sj, 

respectively to serve for task t. There are hop limits h1(n,x) and h2(n,y). If si and sj have the 

same trust value, the slot assigned for t is owned by the node which has smaller hops.  

Input: A set J of job with different security requirements and a set of slot S with 

heterogeneous trust levels. 

Output: A weight bipartite graph G=((T,S),E) 

1: for each job j of T do 

2:    if j is map phase then 

3:        T  T  (map task of job j) 

4:    end if 

5:     if j is reduce phase then 

6:             T  T   (reduce task of job j) 

7:     end if 

8: end for 

9: /* Forming a weighted bipartite graph. */ 

10: for each map task m of T do 

11:    for each slot s do 

12:          if s meets with the trust requirements of m then 

13:             S  S  s 

14:             w(m,s)  the edge’s weight is associated with the trust value of m on s. 



131 

 

15:             E  E  (m,s) 

16:           end if 

17:     end for 

18: end for 

19: /* Labeling the edge weights for solving slot contention. */ 

20: Initialize G’ = G /* Create a new graph G’ to solve slot contention */   

21: Fill(w’,0); /* Assign 0 to all the edges’ weight */   

22: min_trust  -  

23: for each feasible slot s of S do        

24:       for each map edge (m,s) of s do 

25: for each reduce edge (r,s) of s do 

26:             if w(m,s) = w(r,s) then 

27:                   Assign the edge trust of (m,s) by re-labelling w’(m,s) as w’(m,s) = min_trust 

28:             end   

29:         end for 

30:      end for 

31: end for 

Figure 6.2 The algorithm of bipartite graph formation 

The BGTSMR is given in Figure 6.2. BGTSMR builds queue T and S to keep all executed tasks 

and available slots, respectively based on their trust values (line 1-8). Then, it forms the 

weighted bipartite graph (line 9-18). With the above graph modeling, the bipartite graph G 

represents all task scheduling cases between T and S. However, in the G, a slot s may be a 

feasible slot of multiple tasks as it satisfies the trust requirement level (line 12-15). If the task 

m1 and m2, having required trust value t1 and t2 (t1>t2), respectively, will content the slot s, the 

slot s should be first allocated to m1. BGTSMR uses a copy graph G’ of G to solve slot 

contention (line 19-31). Suppose that m1 is a map task, m2 is a reduce task, and they have the 

same required trust value. m2 will be allocated as reduce the task of a job is the last execution 

phase. If a reduce task is not allocated to its feasible slot, the completion time of the job may 
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exceed the job deadline.  The proposed algorithm can re-label map trusts in G’ after map phase 

(line 23-31). Based on the copy graph G’, the reduce tasks can obtain feasible slots. Finally, a 

job can still be completed with highest trust level while achieving better completion time. To 

assign higher priority to a reduce task when both the map task and the reduce task have the 

same required trust and request the same slot, the weights of map edges on the copy graph G’ 

are re-labelled (see lines 27 in Figure 6.2). 

6.3.3  A formation example 

In this section, we describe the TSMR problem by modeling a weighted bipartite graph with a 

simple concrete example. A system model and a job set are given in Figure 6.4a. We assume 

that there are four nodes (VMs) and with different trusts and numbers of available slots in a 

cluster. These VMs are connected to a virtual network. As shown in Figure 6.4b, there are three 

jobs to be run on MapReduce program. Each job consists of several tasks to be performed. All 

tasks of three jobs are associated with a trust requirement and ready to be assigned to the 

available six slots of four VMs. Figure 6.4c presents the required trusts of tasks and provided 

trusts by slots. 

Based on the Figure 6.2, a weighted bipartite graph is formulated as in Figure 6.3. In the 

bipartite graph, the tasks are connected with their feasible slots. For instance, the task m11 is 

connected to its feasible slots s1, s2, s5, s6. The corresponding weights are also assigned based 

on constraints. For each edge (t,s) in the graph, its weight is assigned to the obtained trust of 

the task t running on slot s following the second constraints as shown in Figure 6.3. To solve 

the slot contention, the weights of copy graph G’ are relabeled by the minimum value, as shown 

in Figure 6.4e.        
(a)  

 
 
 
 

 
(b) 

Jobs Tasks 

s1 s2 
Node 1 

s3 s4 
Node 2 

 
Node 3 

 
Node 4 

 : A computing node : An available slot 

s5 s6 

: A network link 

Job 1 
 

Job 2 Job 3 
m11 m12 r11 r12 m21 m22 r21 m31 r31 

: A MapReduce job : A Map/Reduce task 
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j1 m11 m12 r11 r12 
j2 m21 m22 r21 N/A 
j3 m31 N/A r31 N/A 

 
Jobs Tasks Trust 

requirements 
 Slots Trust 

values 

j1 
 m11 7  s1 7 
m12 4  s2 8 
r11 8  s3 6 

j2 
m21 6  s4 6 
r21 7  s5 9 

j3 
m31 6  s6 8 
r31 8    

(c) 

Figure 6.3 An example of TSMR problem. (a) A small-scale system model. (b) The settings 

of a set of jobs in their trust requirements. (c) The trust requirements of tasks and provided 

trusts of slots. 

6.3.4 Scheduling Problem Transformation 

When the weighted bipartite graph has been formulated, the optimal solution of TSMR problem 

can be obtained by transforming the problem to the maximum weight bipartite graph problem. 

Definition 13. Given a weighted bipartite graph, the maximum weight bipartite matching 

problem is to select a maximum number of non-adjacent edges, such that the total weight of 

selected edges is maximized. 

Based on the weighted bipartite graph, if an edge (t,s) is selected, it represents that the task t 

executed on slot s. Non-adjacent edge selection finds edges which do not have the same task 

and slot nodes. In other words, it also means that one task will only be assigned to one slot, and 

one slot will be only used to run one map or reduce task at a time. By maximizing the number 

of non-adjacent edges, the trust satisfied tasks can be allocated as much as possible. 

6.3.5 MWBM and Integer Linear Programming 

To solve the MWBM problem, we formulate it as an Integer Linear Programming (ILP) 

problem (Dasgupta et al., Chen et al., 2015), i.e. an optimization problem in which the variables 

are restricted to integer values and the constraints and the objective function are linear as a 

function of these variables. Given a matching M, let its incidence vector x where x(t,s)=1 if (t,s) 

 M and 0 otherwise. One can formulate the maximum weight perfect matching problem as 

follows: 
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(6.8) 

Subject to 

 (6.9) 

  (6.10) 

  (6.11) 

 (6.12) 

In the above, the Eq. (6.8) is an objective function, which aims to maximize the total weight of 

selected edges. In the Eq. (6.8),  is a decision variable with 0 or 1 value, and represents 

the weight of the edge (t,s). If the variable is equal to 1, the edge (t,s) of the weighted bipartite 

graph will be selected. The weight of the selected edge will be added into the total weight. In 

the MWBM problem, the number of selected edges is based on the number of tasks and slots 

in the weighted bipartite graph. Thus, Eq. (6.9) represents the number of selected edges. Eq. 

(6.10) and Eq. (6.11) indicate that a task or a slot can only be selected at once. Eq. (6.12) 

represents the solution domain. The variable x can only be 1 or 0. In the canonical form, there 

are  variables to be determined. When  or  is large, the ILP will take much 

computational time to obtain the optimal solution. 

It can be seen that the optimal solution to this ILP is indeed a maximum matching in G. 

Therefore, an algorithm to solve ILP can be used to get a maximum matching in G. However, 

ILP is known to be NP-complete and hence there is no polynomial-time algorithm known for 

it. 

     We now describe how BGTSMR algorithm works by considering an example. First, we 

assume that there are three jobs with four map tasks and three reduce tasks, and VMs within 

slots {s1, s2, s3, s4, s5, s6}. 
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                  Slots  
Tasks s1 s2 s3 s4 s5 s6 

m11 7 8   9 8 
m12 7 8   9 8 
r11 7 8   9 8 
m21 7 8 6 6 9 8 
r21 7 8   9 8 
m31  8   9 8 
r31  8   9 8 

(b) 

Slots trust gain of map tasks TV(m,s) trust gain of reduce 
tasks TV(m,s) 

s1 m11,s1 m12,s1 m21,s1  r11,s1 r21,s1  
7 7 7  7 7  

s2 m11,s2 m12,s2 m21,s2 m31,s2 r11,s2 r21,s2 r31,s2 
8 8 8 8 8 8 8 

s3   m21,s3   r21,s3  
  6   6  

s4   m21,s4   r21,s4  
  6   6  

s5 m11,s5 m12,s5 m21,s5 m31,s5 r11,s5 r21,s5 r31,s5 
8 8 8 8 8 8 8 

s6 m11,s6 m12,s6 m21,s6 m31,s6 r11,s6 r21,s6 r31,s6 
 8 8 8 8 8 8 8 

(c) 

Slots Original map edge trust (w) Original map edge trust (w) 
s1 m11,s1 m12,s1 m21,s1  r11,s1 r21,s1  

14 11 16  15 14  
s2 m11,s2 m12,s2 m21,s2 m31,s2 r11,s2 r21,s2 r31,s2 

15 12 14 14 16 15 16 
s3   m21,s3   r21,s3  

  12   13  
s4   m21,s4   r21,s4  

  12   13  
s5 m11,s5 m12,s5 m21,s5 m31,s5 r11,s5 r21,s5 r31,s5 

16 12 15 15 17 16 15 
s6 m11,s6 m12,s6 m21,s6 m31,s6 r11,s6 r21,s6 r31,s6 
 15 12 14 14 16 15 16 

(d) 

Slots Original map edge trust (w’) Original reduce labeled edge (w’) Re-label map edge trust 
s1 m11,s1 m12,s1 m21,s1  r11,s1 r21,s1  m11,s1   

0 0 0  0 0  -1   

 

(a) 

m12 m21 m11 r11 m31 r21 r31 

s2 s1 s3 s5 s4 s6 
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s2 m11,s2 m12,s2 m21,s2 m31,s2 r11,s2 r21,s2 r31,s2 m11,s2   

0 0 0 0 0 0 0 -1   

s3   m21,s1   r21,s1     

  0   0     

s4   m21,s1   r21,s1     

  0   0     

s5 m11,s5 m12,s5 m21,s5 m31,s5 r11,s5 r21,s5 r31,s5 m11,s1 m21,s5 m31,s5 

0 0 0 0 0 0 0 -1 -1 -1 
s6 m11,s6 m12,s6 m21,s6 m31,s6 r11,s6 r21,s6 r31,s6 m11,s6   

 0 0 0 0 0 0 0 -1   

(e) 

Figure 6.4 The formulated weighted bipartite graph corresponding to the example. (a) the 

bipartite graph. (b) Original weights of the edges. (c) Trust gains when map and reduce tasks 

on slots. (d) Weight trust edges when map and reduce tasks on slots. (e) Re-labeled weights of 

map edges of copy graph G’.  

6.3.6 An efficient heuristic algorithm for the maximum weight bipartite matching 

problem 

The number of nodes in weighted graph G may be very large. In such a case, the computation 

time for solving the MWBM problem increases exponentially with the size of the graph. As 

discussed in the above section, tasks within required trusts and slots within trust values can be 

categorized into different “tiers” to provide better matching. Hence, we make two assumptions: 

For a slot, the trust value associated with it is known during the trust transformation phase. For 

a task, the trust requirement is mapped into the trust space. With the trust inputs, the heuristic 

algorithm can find a feasible slot to satisfy the trust requirement of a map (reduce) task.  

Within a computing node (VM), the slots share the same trust value granted from the secured 

transformation phase. This can reduce the number of slot nodes of a weight bipartite graph. 

The proposed algorithm is presented in Figure 6.5. In the first place, nodes are grouped by task 

and slot to reduce the number of nodes in the weighted bipartite graph. Based on the number of 

different trust requirements, the task nodes can be re-allocated into task group nodes. Similarly, 

the slots in the same VM hold the same trust value. In addition, slots in different VMs can be 

also assigned the same trust value. According to the trust value, the slot nodes of the weighted 

bipartite graph can be classified into a number of slot group nodes.  

Definition 14. Reduction weighted bipartite graph RG =((TG,SG),EG)  is a graph whose nodes 

can be divided into two disjoint sets (TG,SG), where TG = {tg1, tg2,…, tgm} denotes the list of 
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task group nodes within the same trust requirement, SG = {st1, st2,…, stn} denotes the list of slot 

group nodes with the same trust value, EG  TG x SG the set of group edges, and 

 the weights of the group edges. 

Input: A weighted bipartite graph G =((T,S),E).  

Output: A set of selected edges RSG. 

1:  Obtain a reduced weighted bipartite graph RG =((TG, SG),EG) by apply node group. 

2:   Sort the edges in EG by their weights in decreasing order.  

3:    . 

4:  while  do    

5:    Select an edge (tg, st) from EG with maximum weight.  

6:    EG  EG \ (tg, st). 

7:    end while 

Figure 6.5 The heuristics algorithm for the maximum weight bipartite matching problem 

 

Figure 6.6 presents the reduced weighted bipartite graph after grouping task nodes and slot 

nodes having the same trust value to weighted bipartite graph for task group nodes and slot 

group nodes. From Figure 6.6, we can see that the task nodes m11, r21 are grouped into tg1 due 

to the same trust value. The slot nodes s2 and s6 are combined into slot group node st1 since they 

have the same trust value. In this manner, we can form a group nodes weighted graph as shown 

in Figure 6.6. 

After grouping task nodes and slot nodes, the heuristic algorithm sorts the edges of the graph 

in decreasing order of their corresponding weights. Next, the algorithm runs in iterations. In 

each iteration, the edge with the lowest weight is selected. The corresponding task group and 

slot group on the selected edge are stored in a solid array. The selected edge is then removed 

from the graph. The algorithm is terminated when no edges are left in the graph.  
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Figure 6.6 The reduced weighted bipartite graph 

Based on the reduced weighted bipartite graph, the BWBM algorithm can perform with less 

computation time to find a solution. However, the solution needs to be processed further for 

resolving the task allocations since a node reduced weighted graph includes a number of the 

same tasks or slots. By finding the original tasks (slots) in a task (slot) group node, the task 

allocations can be finally completed. For example, we assume that the (tg1, st2) is an edge of 

the MWBM solution. The task group tg1 includes tasks m11 and r21, and the slot group st2 

consists of s5. r11 and r31 are allocated to the slots s2 and s6, respectively. 

From the above description, the heuristic algorithm includes three main components: graph 

reduction, edge sorting, and edge selection. In the graph reduction, it takes  to 

classify the tasks (slots) into a number of task (slot) group nodes. Furthermore, the edge sorting 

of RG takes . In the edge selection, there are  iterations. Each iteration 

takes a constant time. In sum, the time complexity of the heuristic algorithm is

. 

 The proposed scheduling framework for realization 

This section briefly describes our proposed Trust-based scheduling framework for big data 

applications and its architecture in securing big data processing in the cloud environment. 

Figure 6.7 and Figure 6.8 illustrate the overall blueprint for securing data processing of 

applications and the big data processing from the perspective of users and programmers, 

respectively. The framework is structured into three components: the cloud service interface 

that provides data access and data process, the trust transformation component that maps cloud 

resources and users’ sensitive data into trust values based on the trust metric, and the Trust-

based scheduling component that provides optimal trust assignment resources for tasks. 
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Figure 6.7 The design of Trust-based scheduling framework for big data applications 

 

Figure 6.8 The Trust-based scheduler for big data applications from the perspective of users 

and programmers 

Trust transformation component: The Trust transformation component provides two trust 

transforming services in the framework: the trust transformation resource service and the trust 

transformation data service. The trust transformation resource service assigns trust values to 

slots of nodes based on returned trust values in trust metric. A node involving in the big data 

processing is allocated a trust value, then the node transfers this value for its slots which are 

used as resources in scheduling for tasks within different trust requirement. The Trust-based 

scheduler can provide high trusted computational resources for tasks which perform on these 

data (i.e. high trusted slots from private cloud resources). Non-sensitive data is still processed 

the same as sensitive data based on its assigned trust value. Based on this strategy, the 

framework only adds overheads when matching between data with required trusts and resources 
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with provided trusts.  

Trust-based scheduling component: It consists of the bipartite provisioning which forms 

tasks and available slots for the application and the Trust-aware scheduler which provides an 

optimal trust scheduling to assign slots for tasks.   

Cloud interface: Cloud access interfaces provide data service interfaces to access or update 

data in cloud storage systems. It forwards requests with parameters to cloud security service to 

verify access permissions. 

 Simulation results 

In this section, we evaluate and compare the performance of our proposed scheme to the 

baseline MapReduce on the aspect of execution time. In addition, the execution time and the 

trustworthiness of the proposed scheme are also investigated within different percentages of 

sensitive data to validate the convergence, accuracy, and resiliency of our proposed design. In 

order to show the advantage of the proposed scheme in term of achieved trusts, we introduce 

the competitor, called the baseline which assigns any feasible slots to tasks. The trust values of 

these slots may be equal or higher compared to the required trusts of tasks. The achieved trust 

value using this assignment for all tasks is called the Baseline trust (TVB). The trust gain is 

defined as the difference between the required trust value and the achieved trust value.  

6.5.1 Simulation Settings 

The simulation is based on MapReduce simulation (MapReduceSimulator, 2016) and modified 

for our proposed scheme. The experiment programs are coded using the Java programming 

language. The simulation parameters are presented in Table 6.3.  

Algorithms compared. We choose to evaluate the algorithms on trust gain and system 

performance aspects: 1) the baseline scheduling strategy to compare the achieved trusts and the 

trust gains; 2) the private cloud-based scheduling for users’ sensitive data to compare the system 

performance in terms of job execution and resource utilization. For optimal trust, we adopt 

exhaustive search of all feasible matchings in each workload to obtain optimal results. 

However, due to the increase of workloads, the searching time increases exponentially. Hence, 

we only verify optimal results with our proposed algorithm in defined workloads. 

Workloads. We investigate small-scale workloads and large-scale workloads to verify the 
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performance of the system based on trust-aware framework compared to the baseline solution. 

The workloads are presented in Table 6.4. 

Trust initiations. We initialize the trust values in [0,1] to assign for Map and Reduce slots that 

involved in data processing. The required trust values of tasks associated with data sensitive 

levels are also provisioned in the range [0,1]. High trust values are set equal to or greater than 

0.5 while low trust values are lower than 0.5. 

Computing the execution time of tasks. In the first experiment, we choose the sensitive s = 

100% for the input data to compare the performance of the proposed scheme with the baseline 

mechanism when running on a different number of tasks. 

Computing trust values. In the following experiments, we record both the trust values and 

performance when performing the proposed scheme within different percentages of sensitive 

data. We also compare the achieved trust values and trust gains between our proposed scheme 

and the baseline scheduling in responding to the trust requirements. The achieved trust values 

are also analyzed to identify the effects of trust components on these trust gains. 

Table 6.3 Simulation parameters 
Parameters Values 

int corePoolSize 12000 
timerLimit 12000 
blockSize 262144// unit is byte 
execSpeed 102400 

ioSpeed 51200 
slotsPerNode 2 

reduceStartPercentage  0.9 
machinesPerRack 200 

Racks 1000 
Replica 3 

Table 6.4 Workload for MapReduce jobs 
Workloads Map tasks Reduce tasks 

W1 16 28 
W2 64 112 
W3 128 224 
W4 192 336 

6.5.2 Results 

6.5.2.1 The achieved trust values and the trust gains 

We first tabulate the achieved trust values of both the proposed scheme and the baseline at the 

required trust of tasks under different data-sensitive levels varying from 10% to 100% (Figure 
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6.9). It can be seen that the achieved trust values of the proposed scheme remain unchanged at 

highest values compared to that of the baseline and present large differences between these 

achieved trust values. The results illustrate that the proposed scheme obtains very high trust 

values 0.8243239408 at 10% data-sensitive levels while the Baseline acquires only a small 

marginal trust value (0.2004775065) compared to the required trust (0.1088841364) at the same 

data-sensitive level. As the data-sensitive level increases, higher trust requirements of tasks 

require the schedulers to allocate feasible slots with higher trust values, resulting in higher 

achieved trust values in both schemes. However, the Baseline still presents small differences 

between the required trust values and the achieved trust values, 0.3829328436 and 

0.4630410187, respectively at 10% data-sensitive levels. Overall, the proposed scheme offers 

large differences of the achieved trust values (0.934681 on average) in comparison with those 

of the baseline at different data sensitive levels. As a consequence, CSPs and users may derive 

benefits from our scheduling strategy in terms of profits and security satisfactions. 

The achieved trust values of the proposed scheme and the baseline scheduling responding to 

trust requirements.  

We next validate the proposed scheme with different sets of cloud resources. Specifically, the 

data-sensitive level and the workload are kept fixed while varying the percentage of high trust 

slots that involve in the process. We increase the h igh trust slots from 50% to 100% and set the 

required trust value to 0.5 for all tests. We run two types of workloads to evaluate the achieved 

trust from the proposed scheme and the baseline scheduling. The small-scale workloads consist 

of 20 tasks while the large-scale workloads include 100 tasks. 

 

Figure 6.9 The achieved trust values of the proposed scheme and the baseline scheduling 

responding to trust requirements 

Figure 6.10 and Figure 6.11 show the achieved trust values for the small-scale workloads and 

the large-scale workloads, respectively. Note that in the small-scale workloads no matter how 
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much the percentage of high trust slots is set, the achieved trust values of the proposed scheme 

increase slightly and reach very high trust values (0.993817971 at 50% high trust slots) given 

that the scheme has already reached very high trust values at initial percentages of the high trust 

slots. 

 Although achieved trust values of the baseline increase gradually, its achieved trust values are 

much lower than those of the proposed scheme (0.657317595 for the former and 0.993817971 

for the later, respectively). It can be seen that the Baseline only shows small differences between 

the required trust and the achieved trust values. For instance, with the small-scale workloads, it 

is only 0.050348305 at 50% high trust slots and 0.134812219 at 100% high trust slots. The big 

gaps, however, are obtained in the proposed scheme with 0.550348305 at 50% high trust slots 

and 0.634812219 at 100% high trust slots. Furthermore, as seen in these figures the performance 

of the proposed scheme is very close to the optimal performance that was obtained via 

exhaustive search. 

Similarly, the same trend is repeated in large-scale workloads even though the achieved trust 

values of the proposed scheme are slightly lower than those in small-scale workloads since 

there are more tasks with high required trusts. In addition, achieved trust values of proposed 

scheme remain close to the optimal values. In summary, the advantages of our proposed scheme 

in providing highly secure resources for big data processing can be observed under any values 

of the achieved trusts due to its flexibility in exploring and selecting the computation resources. 

 

Figure 6.10 The achieved trust values of the proposed scheme and the baseline scheduling 

responding to high trust slots for the small-scale workloads 
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Figure 6.11 The achieved trust values of the proposed scheme and the baseline scheduling 

responding to high trust slots for the large-scale workloads 

6.5.2.2 High trust resource allocation  

We next compare the resources with high trust values that are assigned to perform tasks between 

the proposed scheme and the Baseline. The two different workloads and the sensitive’s 

proportions of input data are used in experiments. We keep the same the percentage of high 

trust slots and low trust slots. Figure 6.12 shows the percentages of high trust slots for the small-

scale workload of the Baseline (L1), the small-scale workload of the proposed scheme (L2), the 

large-scale workload of the Baseline (L3), and large-scale workload of the proposed scheme 

(L4).  For the Baseline, when we increase data-sensitive levels for both workloads, the high 

trust slots are also increased in usages, resulting in the increase of achieved trust values 

presented in above experiments. The proposed scheme highly utilizes high trust resources to 

schedule for tasks as its highest priority. The results show that 100% of tasks in the small-scale 

workload are assigned high trust slots while 100% of high trust slots were employed to fulfill 

requests and the rest of tasks were performed by slow trust slots. Overall, the proposed scheme 

demonstrates better scheduling resource mechanism compared to the Baseline, resulting in 

higher achieved trust values and trust gains.   

 

Figure 6.12 The percentage of number of tasks executed on high trust slots for the proposed 
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scheme and the baseline scheduling responding to high trust slots for the large-scale 

workloads 

Table 6.5 Trust gains for the small-scale workloads 
 

 

 

 

 

 

Table 6.5 Trust gains for the large-scale workloads 
High trust 
slots (%) 

Required 
Trust Baseline BGTSMR 

50 0.5 0.050348305 0.279495216 
60 0.5 0.062278514 0.320889286 
70 0.5 0.080073967 0.348674499 
80 0.5 0.087995517 0.371585058 
90 0.5 0.09533419 0.379898832 

100 0.5 0.134812219 0.39096445 

It can be seen from Table 6.5 that the trust gain of the proposed scheme (0.493817971) is 

approximately tripled compared to that of the baseline (0.157317595). This is because the 

baseline only searches for slots which are greater than the required trusts. A similar 

phenomenon can be observed in the large-scale workload in Table 6.6. Although the workloads 

increase, we can still have higher trust gains thanks to the optimal scheduling strategy of the 

proposed schemes. However, when workloads increase, more tasks need to be allocated high 

computation resources that lead to the decrease in the trust gains compared to the small-scale 

workloads. Overall, our proposed scheme can always find a balance scheduling strategy for 

appropriate task assignment to achieve better trust gains on any workloads. 

6.5.2.3 The significance of trust gains from CSPs’ perspective 

Based on the trust requirements of tasks, feasible slots are listed out to perform these tasks. The 

trust values of these slots may be equal or higher compared to the required trusts of tasks. Hence, 

any feasible slot can be assigned to execute tasks without violating the SecLAs. Our proposed 

scheme searches for maximal trust values in scheduling tasks to slots. From the Eq. (6.8), the 

trust value can be related to three components of Eq. (6.6) as follows. 

High trust 
slots (%) 

Required 
Trust Baseline BGTSMR 

50 0.5 0.063255415 0.488505817 
60 0.5 0.123003563 0.493691802 
70 0.5 0.16325847 0.494171342 
80 0.5 0.156747525 0.49438056 
90 0.5 0.193457412 0.495867673 

100 0.5 0.244183182 0.496290634 
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And the trust gain can be derived  

where  is the achieved trust of the proposed scheme calculated as the total trust 

value of feasible slots with maximal trust and  is the achieved trust of the 

Baseline calculated as the total trust of feasible slots. 

We next analyse the significance that trust gains provide based on trust components in Eq. 

(6.14).  Clearly, the trust gains are significantly affected by trust ranking components including 

the ranking by the third-party systems , how a cloud trusts another  and how a cloud 

evaluates its resources . If the trust gains lead to gains in business revenues for CSPs and 

customers in term of reputation, service consumption rates or profits, they are derived from the 

gains of these ranking components. We now analyze how the gains of trust components affects 

trust gains in the following cases: 1) the rankings are changed while trusts among clouds and 

resources’ trusts are kept at fixed values; 2) trusts among clouds are changed while rankings 

and resources’ trusts are kept fixed at values; 3) resources’ trusts are changed while trust among 

clouds and rankings are kept at fixed values.  

For the first case, the gains are contributed by the ranking of the third-party systems. To see the 

effect of the trust gain by the third-party ranking, we keep  and  fixed to mean that CPSs trust 

each other at the same trust level and a CSP trusts its resources at the same level. Thus, the 

more CSPs with high ranking are involved in the process, the higher gains are achieved from 

the scheduling strategy. From the Eq. (6.14), the trust gain for both schemes can be derived as 

follows. 

                

where   is the gain of trust values based on ranking by the third-party systems for the Baseline, 

 is the gain of trust values based on ranking by the third-party system for the proposed 

scheme.  

From Eq. (6.14), we have 

  

A gain in the third-party ranking is exactly the objective of a cloud provider as this implies 

gains in its benefits in term of revenues and resource utilizations. This is the basis for the SPECS 
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ranking system framework. CSPs with higher ranking offer their customers a highly secure data 

processing services with the rich pool of resources as per Security SLA. As presented in (Taha 

et al., 2014, Luna et al., 2015), the SecLAs determine the overall security level according to the 

customer’s requirements or SLAs between CSPs and customers, resulting in the costs covered 

by customers, the more resources are consumed, the higher revenues represented by service 

subscriptions that CSPs can achieve. Furthermore, a CSP has more options in selecting on-

demand trust resources from either ranked or trusted CSPs instead of limited private clouds. 

Consequently, this improves significantly the system performance when requests are huge and 

skewed.  

Suppose that there are a set of trust gains  based on ranking by the third-party systems and 

a set of gains  representing for profits achieved by CSPs. Thus, there exists a one-one mapping 

between TG and G as . The trust value assigning to cloud resources of cloud Cj is 

calculated as follows.  

       

 where is a function that maps a trust gain tg based on ranking by the third-party systems to 

a gain g  G achieved by CSPs.  

Similarly, we keep  and  fixed in the second case; that means CSPs are ranked the same 

ranking and a CSP trusts its resources at the same level. Hence, the gains are derived as . 

For the third case, we keep  and  fixed; that means CPSs are ranked the same ranking and 

CSPs trust each other at the same trust level. Hence, the gains are derived as . 

6.5.2.4 The processing time and resource ultilization 

We carry out three experiments with a different number of workloads and the sensitive’s 

proportions of input data to compare the performances between our proposed scheme and the 

Baseline. In the first two experiments, we compare the performance of the proposed scheme 

and the baseline when running on the small-scale workloads and large-scale workloads. We 

keep the same required trust and the percentage of high trust slots. In the next experiment, we 

also verify the performance of the proposed scheme with different data-sensitive levels (S) 

when running on the large-scale workloads.  

Comparison of running time 

 In the first simulation, we run on the small workloads ranging from 10 map tasks and 10 reduce 
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tasks (M10R10) to 20 map tasks and 20 reduce tasks (M20R20). Figure 6.13 shows the 

execution time of the proposed scheme and the Baseline when running on a different number 

of map and reduce tasks. With the same number of tasks, the proposed scheme introduces slight 

overheads in comparison with the Baseline. In average, the execution time of our proposed 

scheme T1 (11502ms) is slightly higher than that of the Baseline T2 (10464 ms). This is because 

the matching between tasks and slots needs to be carried out as a part of the scheduling process 

of the proposed scheme before assigning slots to tasks, leading to an additional delay of the 

whole process. Although the proposed scheme requires intensive scheduling of high trusted 

slots to tasks for the sensitive data in order to achieve high trust values, the slight overheads 

may be considered negligible when security consideration is taken into account. 

In the second simulation, we run the large-scale workloads to verify the overhead of our 

proposed scheme compared to the original mechanism. Figure 6.14 shows the running time of 

both schemes. When the workloads increase, the results, here, are consistent with the other 

results in the previous experiment. Specifically, T1 (55997ms) is still slightly higher than T2 

(54106ms). 

 

Figure 6.13 Performance Comparison between Trust-based scheduling and the Baseline 

running on different workloads 
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Figure 6.14 Performance Comparison between Trust-based scheduling and the Baseline 

running on different workloads 

Figure 6.15 shows the running times of the proposed scheme on different large-scale workloads 

and data-sensitive levels. We see that apparently when workloads increase from W1 to W2, T1 

increases rapidly. After that, it continues increasing but with much lower rates. Looking into 

the last three workloads, T1 remains slightly higher for all percentages of sensitive data. When 

S is set from 1% to 50%, T1 reaches approximately the same value around 54190ms.  

 

Figure 6.15 Performance Comparison for Different Sensitivity Ratios 

Comparison of resource ultilization 

In order to measure the resource usage of the proposed system compared to the systems that 

process sensitive data at private cloud only, we set simulation parameters as follows: 

slotsPerNode =2, machinesPerRack =10, and racks =10. 

The ratios of sensitive data are set equal to 100%. 30% of resources are owned by private clouds 

and 70% by public clouds.  In our proposed scheme, the number of nodes that have high trusted 

slots is set as 70% and 30% of nodes are low trusted resources. Figure 6.16 shows the resource 

usage of the two systems. Since the systems that process sensitive data at private cloud which 

have a limited amount of resources, the overheads increase significantly compared to the 

proposed scheme. It indicates that a large number of available resources at public cloud are not 

used in data processing. Thus, nodes at our proposed system do not experience heavy workloads 

compared to those of private cloud only. 
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Figure 6.16 Low trust slots ultilization in the Trust-based scheduling within different data-

sensitive levels 

 

Figure 6.17 High trust slots ultilization in the Trust-based scheduling within different data-

sensitive levels 

It can be seen in Figure 6.16 that within small-scale workloads when data-sensitive levels 

increase, the low trust slot numbers decrease for both workloads. This is because requests 

require more high trust resources to schedule for tasks. However, it shows the opposite trend in 

Figure 6.17. When the data-sensitive levels increase, more high trust slots are employed. It can 

be concluded that our proposed scheme utilizes highly resources on demands to achieve highest 

trust values and trust gains in executing tasks.   
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Figure 6.18 Comparison of resource ultilization between the Trust-based scheduling and the 

private cloud 

Figure 6.18 shows the comparison between the proposed scheme that does not differentiate 

public and private clouds provided their resources satisfy the required trusted levels and the 

scheme that utilized private clouds only for processing sensitive data. The private clouds with 

limited high trust slots do not have enough resources to serve for tasks when the workload 

increases. Thus, tasks have to wait for feasible slots to be executed, leading to high latency of 

the process. Nevertheless, due to the availability of high trust slots enabled by our scheme the 

proposed scheme experiences little delay and the task completion time was shortened as a 

consequence. 

To summarize, although the system performance of our proposed scheme marginally surpasses 

state-of-the-art methods, with our scheme the system achieves significantly higher processing 

security levels. 

 Summary 

This chapter introduces and discusses the Trusted-based resource scheduling scheme 

for big data applications that involve users’ sensitive data concerns at the cloud. We propose a 

trust-aware framework that enables CSPs to high trusted resources for big data applications 

when processing sensitive data. We introduced a trust metric that enables a CSP to provision 

relevant trust resources from other CSPs for processing users’ data. We also formulated the 

trust-based scheduling problem as the weight bipartite graph and introduced an optimal 

algorithm that schedules tasks for high-security requirements while improving resource 

consumption rates. We performed simulations on MapReduce framework with trust-based 

scheduling to determine the achieved trust, trust gains and resource utilization. We analyzed 
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the implication of the actual trust gains from the proposed trust optimizing scheduling scheme. 

The results showed that our proposed scheme benefits CPSs and customers, enabling low costs 

data processing but achieving high gains in security. With the increase of applications with low 

sensitive-response requirements, Cloud computing does not handle well the local performance 

issues. Thus, in the next chapter, we will discuss data processing model for Fog computing in 

handling both security and local performance issues efficiently.    
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CHAPTER 7 A DATA PROTECTION 

MODEL AND A TASK SCHEDULING 

SCHEME FOR FOG COMPUTING 

Cloud computing has established itself as an alternative IT infrastructure and service model. 

However, as with all logically centralized resource and service provisioning infrastructures, 

cloud does not handle well local issues involving a large number of networked elements and it 

is not responsive enough for many applications that require immediate attention of a local 

controller. Fog computing preserves many benefits of cloud computing and it is also in a good 

position to address these local and performance issues because its resources and specific 

services are virtualized and located at the edge of the customer premise. However, data security 

and resource management have become critical issues in Fog computing due to the complex 

distribution, high mobility of fog devices, and high frequent data movements. 

This chapter introduces a data protection model for Fog computing and a resource scheduling 

scheme between Fog computing and cloud computing. The chapter introduces a concept of 

“Region” for Fog computing. It handles requests and provides resources for nearby users. The 

data protection model provides region-based trust establishment, MS, and Fog Privacy Role 

Based Access Control. It enables fog devices in different regions to share and access resources 

in a secured manner. It also enables clients to keep track of changes of data location among 

regions periodically by using a LRD as well as an enhanced verification procedure at FPRBAC. 

The chapter also introduces FBRC in which requests are locally handled not just by a region 

but multiple regions when additional resources are needed. The proposed scheme considers a 

scenario where computation can be processed either at local regions and/or remote cloud 

servers. By obtaining efficient task schedules at both regions and cloud servers, it can choose 

the appropriate computational resources to minimize the computation and transmission latency 

of all requests. 

The structure of this chapter is as follow: Section 7.1 presents the overall system architecture 
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and Fog-based Region scenario. Section 7.2 presents the data protection model for Fog 

computing. Section 7.3 comprehensively describes task scheduling in FBRC. Section 7.4 

provides the simulation setup and Section 7.5 presents the evaluation of the proposed schemes.  

Finally, Section 7.6 summarizes this chapter. 

 Fog-based Region 

Fog computing has become a new computing model in providing local computing resources 

and storage for end-users rather than cloud computing. It provides a popular platform to 

facilitate a wide range of applications such as smart transport, healthcare, smart grid 

applications. Users’ applications and data, however, are increasing not only in number, volume, 

and variety but also in complexity with strict latency requirements. As a large number of 

physical devices move about in a large area, processing tasks may experience high latencies 

and jitters as needed computing resources may not be optimally distributed and are located far 

from their users. This section introduces a local computing concept called “Region” to deal 

with these issues, the logic view of FBRC, and the Fog-based Region scenario. 

7.1.1 Definition of Region 

A Region centres on a physical location which provides services for users within its 

coverage. It includes all fog devices such as high-end servers, smartphones, and vehicles 

connected to one another via wired or wireless connections in a defined geographic location. 

Some fog devices, which may share computing resources in multiple regions, may move to a 

new region but still request and/or provide computing services.    

7.1.2 System model 

The logical view of FBRC is shown in Figure 7.1, where there is a set R of fog-based regions, 

a set C of cloud servers. All these nodes are inter-connected. Clients at the original region can 

request computation resources from other regions placed around it or cloud servers. Thus, tasks 

can be scheduled to minimize the completion time either at regions or cloud servers. In each 

region, a fog node is selected to manage the region. This fog node handles tasks submitted in 

the region such as join/leave requests, receiving and submitting computation requests, 

scheduling tasks to appropriate computation nodes. Hence, these fog nodes also collect and 

update throughputs and resources availability of closest regions and cloud servers. In our model, 

regions, and cloud servers are required to periodically notify each other of the average 
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throughput and the amount of data that they can sustain. 

 

Figure 7.1 The Logic view of FBRC 

7.1.3 Fog-based Region scenario 

Figure 7.2 presents a fog-based region scenario. In this design, a region can be structured by 

one or several fog nodes. A fog node consists of several fog devices with weak performance 

which are deployed at an edge network. It can provide computation, network resources and 

storages. The fog devices are heterogeneous ranging from high-end servers to end devices such 

as mobile devices, wearable devices. For example, Region 1 is structured by fog node 1 and 

fog node 2 while Region 2 is formed by fog node 3 and fog node 4. 

Fog election: It is essential to delegate a fog node to manage a region’s activities and computing 

resources due to frequent join and leave node requests. Furthermore, task executions with a 

region need to be secure to protect sensitive data. We use a decentralized method (Liu et al., 

2015) to select the delegated fog node in the region. Each fog node sends its vote for other fog 

nodes. In turn, it receives votes from other fog nodes. Thus, the votes in the region are collected 

into high capacity nodes among which the delegated node may be selected. A heartbeat is sent 

by every fog node to other fog nodes in a region periodically, at a heartbeat interval. Heartbeats 

are used by a fog node as a means to inform all fog nodes it is alive. A delegated fog also sends 

a message to all fog nodes in its region every time the region changes by the detection of an 
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event, which is either a new fog that has entered the region or one that has left or crashed. 

 

 

 

 

 

 

 

 

Figure 7.2 The overview of RBTA scenario 

 Adversarial model 

7.2.1 Adversarial model assumptions 

We present our assumptions regarding fog-based region data protection in the presence of an 

adversary as follows: 1) fog devices integrity: technical and non-technical approaches to prevent 

such fog devices being tampered with have been taken to prevent the issues of device tampering 

to regions; 2) physical security: fog devices are owned by both users and service providers. 

These devices can be physically observed, enforced and verified through known best practice 

on duty management by organizations. This assumption is important for building high-level 

hardware and software security guarantees for the components of fog-based region 

infrastructure; 3) Cryptographic security: we assume symmetric and public-key encryption 

schemes are semantically secure and that an adversary cannot obtain plain text of encrypted 

data when it is sent and received by fog devices, and that the message authentication code 

algorithm correctly verifies message integrity and authenticity; 4) defined policies: defined 

policies correctly authorize valid requests associated with users, fog nodes, fog devices, and 

operations. The adversary cannot modify defined policies to grant and bypass FBRBAC by 

their own permissions. 

7.2.2 Adversary Capabilities 
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In this section, we describe specific capability for adversaries, denoted by ADV. We adopt the 

Yao-Dolev (Dolev and Yao, 1981) threat model in which, an ADV can overhear and generate 

any requests to regions and is only limited by the constraints of cryptographic mechanisms.  

We define two complementary adversarial types. One acts as a user, denoted by ADV A, to 

compromise the confidentiality and integrity of data in a region. The other type acts as a fog 

device, denoted by ADV B, has capabilities to send requests and receive responses over regions. 

They are able to perform the following actions: 1) Send a valid request with arbitrary roles and 

operations to regions it can reach; 2) Attempt to impersonate other fog devices; 3) Issue 

arbitrary policies within its region; 4) Use the cryptographic material to decrypt network traffic 

that is sent and received by other fog devices. 

7.2.3 Attack vectors 

From the adversary model, we identify potential attacks relevant to Fog computing from fog-

based regions perspective as follow: 1) Direct access and intrusion attack: the adversary 

bypasses the trust of regions and generates requests with different parameters to FPRBAC; 2) 

Man-in-the-Middle Attack: the adversary may compromise fog nodes and replace them with 

fake ones. It then intercepts the communication among other fog nodes, and attempts to make 

them believe that they are communicating with each other over a correct and safe connection; 

3) Attack on policies and roles in FPRBAC: the adversary may issue malicious policies that 

overwrite or disable legitimate policies already in place.  

 The proposed architecture  

In this chapter, we introduce a data protection model which allows users to access secure 

resources based on assigned roles. The new features of our proposed model include a region-

based trust component to deal with newly joined devices coming from other regions; FPRBAC 

for verification and authorization; Mobility management to deal with changes of fog devices’ 

location, tracing, tracking, and triggering an alarm on any operation, data or policy violations. 

Figure 7.3 depicts the model and its three core components: 1) the RBTA component; 2) Fog-

Base Privacy-Aware Role Based Access Control; 3) the mobility management component. 

These components will be described in the next subsections. 



158 

 

 

 

 

 

 

 

 

Figure 7.3 The design of data protection framework for Fog computing 

7.3.1 RBTA for fog nodes 

Fog election: It is essential to have a fog node which delegates the management of computing 

resources and task executions of a region. A region has to deal with not only high frequencies 

of join and leave requests but also with sensitive data protection. We use a decentralized method 

(Liu et al., 2015) to select the delegated fog node in the region. Each fog node sends its vote 

among other fog nodes and its received votes to them, so that the votes in the region finally are 

collected into high capacity nodes. A heartbeat is sent by every fog node to other fog nodes in 

a region periodically, at a heartbeat interval. Heartbeats are used by a fog node as a means to 

inform all fog nodes it is alive.  

7.3.2 Trust establishment between two regions 

Figure 7.4 presents a trust relationship establishment scenario. When a region receives a request 

to establish the trust relationship with a new region, it will verify and analyze the request to 

obtain the destination address. A general procedure has to be executed between the two regions 

as request and response messages of two delegated fog nodes. The procedure is as follows: 1) 

the new region sends a request to the original region for establishing trust between them; 2) the 

original region analyses the request as to whether it can or cannot establish the trust and replies 

by a message; 3) Once two regions have accepted the trust establishment, the trust relationship 

is updated at databases of these regions. 

Two delegated fog nodes from each region carry out the Challenge/Response process 

(Nguyen et al., 2016). Hence, Trust evaluation is performed to obtain the trust value. The 
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delegated fog node in the requested region tests all requests from other regions and evaluates 

the trust degree on each region before making a decision whether to accept it and establish a 

trust relationship between two regions. Specifically, it raises a number of questions or 

commands which are performed by the delegated fog in another region. Based on the number 

of correct answers, the requested region decides whether the trust relationship is or is not 

established.  

  

 

 

 

 

 

 

 

Figure 7.4 Trust establishment between two regions 

7.3.3 Join/leave a region 

A fog with high mobility requirements switches more frequently among regions. Hence, it 

needs to have its roles verified in order to use computing resources in new regions. The join 

operations of fog devices are similar to a mobile device in the mobile network (Jae-Woo, 2007). 

When the delegated fog node receives a join request from fog devices, it will verify and analyse 

the request to obtain the Fog_ID and the region. Thus, the trust relationship can be verified 

correctly between the current region and the home region of fog devices based on this 

information. After the join process completes, LRD will be updated at both regions. When a 

fog device wants to leave the region, it notifies the fog nodes to update LRD. Sometimes, fog 

devices will leave the system without notice since its connections are lost. To handle abrupt 

leaving, fog nodes scan device status and update LRD periodically. 

7.3.4 Mobility management component 

Fog devices are highly dynamic and frequently switch among regions. It is vital to provide a 
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MS at regions handling location requests such as update and query. The mobility management 

component includes the MS and the LRD.  

The MS is responsible for creating queries submitted by fog nodes to the LRD. When a fog 

device is granted permissions in a new region, the MS updates the information about the fog in 

the LRD. In addition, it also supports verifying a new fog participating in the region. 

The LRD provides both a user and fog devices register when there is a change of location from 

one region to another. It stores information related to Fog_ID, Fog_location, Operations, and 

Timestamp for monitoring purposes. Fog_ID represents entities such as users, fog nodes, and 

fog devices. When a Fog_ID is generated for a request subscribing to a new region, the 

registration procedure is performed that involves a binding location service for the data welfare 

including monitoring and raising the alarm. Therefore, whenever a fog device moves out of its 

home region, a request is submitted to the MS to extract information from the database 

necessary to perform registration. In addition, LRD is also served for location analysis, decision 

and exchange information. 

7.3.5 Fog-based Privacy-aware Role Based Access Control 

Role-based access control (RBAC) model (Sandhu et al., 1996) lacks context information to 

satisfy sophisticated scenarios. To achieve a light data protection scheme with sensitive-latency 

requirements, we introduce new components: Region (Rg), Conditions (Co), Obligations (Ob), 

Location (L), Operation (Op),  Purposes and Location (L) to adjust policy description for the 

distribution of fog node concerning authorization delegation, cross-realm role assignment and 

privacy-aware scheme beside Subject (S), Object (O), Role (R). 

In the model, Subject (S) is an entity which accesses relevant Object. It can be a user, a fog node 

or a fog device, and its attribute is used to determine a specific role. Object (O) represents any 

computing resources or data relating to the identified S, such as fog devices or smart devices. 

Role (R) is a functional entity associated with specific authority and responsibility within a 

region. For instance, in Smart Traffic Lights application, Connected Vehicle can request and 

receive an optimum route to its destination based on the estimated time of arrival but 

Emergency Connected Vehicle can access and update a new route for other vehicles based on 

its current location. Operation (Op) binds O and consists of a set of actions that a subject can 

execute (such as read or write privileges). Region (Rg) is a domain identifier that defines R. In 

Fog computing, the set of Rgs and Rs defines distributed role allocation. Condition (Co) is a 
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prerequisite to be met before any Op can be executed; for example, a school bus’s route can be 

only disclosed to another Connected Vehicle when the current time is between 9 AM to 3 PM. 

Purpose (Pu) specifies the intended reason of the Op. Emergency Connected Vehicle can access 

the route of a Connected Vehicle only when the purpose is to respond to a reported emergency. 

Location (L) is a function which must be executed before an Op is executed on O or after the 

execution. 

We proposed the Fog-Based Region verification algorithm for the proposed model to verify 

requests at a region. A request is checked if it is trusted or needs a trust establishment (line 2-

4). In line 3, FPRBAC is executed to verify roles in requests. The MS is performed to update 

LRD and notify data owners (line 8-11). 

Algorithm 1. Fog-Based Region verification algorithm 

Input: A set RQ of requests to access the data with parameters. 

Output: granted or denied requests 

1: for each request r in RQ do 

2:    if r.region_id exists in Trust database then 

3:        r.trust = true   // Request is trusted and passed to FPRBAC   

4:    else 

5:        trust_establishment(r) // Establish a trust relationship  

6:    end if 

7:     result = verify_FPRBAC(r) // verify access roles in the request 

8:    if result = true then 

9:        MS_Update_LRD(r) // Update LRD and notify data owner 

10:  else 

11:       MS_Notify_User(r) // The MS notifies data owner 

12:    end if 

13: end for 

7.3.6 Use case scenarios: Healthcare applications  
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In this section, we introduce our use-case scenario to demonstrate the proposed model in 

supporting HIS. EHRs are integrated into the HIS which allow patients to manage and control 

their health records through the internet. Patients can access their health data and share the data 

with physicians, health care providers, insurance practitioners, researchers and family 

members. We demonstrate the FPRBAC in protecting data. 

A patient named Alice is recently diagnosed with gastrectomy cancer. Surgical removal of the 

stomach (gastrectomy) is the only curative treatment. Alice is assigned to a general practitioner, 

named Bob from the hospital (e.g., hospital A, located as Region A), which he regularly visits. 

Bob is granted full permissions to access Alice’ data including read and write operations. Under 

Alice’s health conditions, he needs to seek additional consultation regarding his treatment from 

different hospitals (e.g., hospital B). Alex is assigned as an invited practitioner. He is required 

to analyze solving Alice’ medical case and suggest a possible solution to Bob. Specifically, 

Alex can read the patient’s EHRs for treatment purposes only if the current time is from 9 AM 

to 6 PM. However, the patient and Bob will be informed by email. The above-mentioned 

scenario requires the FPRBAC’s verification for any data operations. Sample access roles are 

presented in Table 7.1. 

Table 7.1 Sample access roles 

 Subject Role Object  Operation Permission 

Alice Patient Alice’personal info, Alice’ old medical 

records, and Alice’s summary treatment 

report 

Read Grant 

Bob General 

practitioner 

Alice’personal info, Alice’ old medical 

records, Alice’ private Notes, and Alice’s 

summary treatment report 

Read/write Grant 

Alex Invited 

practitioner 

Alice’personal info, Alice’ old medical 

records, and Alice’s summary treatment 

report 

Read Grant 

 FBRC scheme 

7.4.1 Problem statement 

The transmission latency between any two nodes, for example, is denoted as lij and other major 
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symbols are summarized in Table 7.2. 

Table 7.2 Notations 

Basic Notation Description 

I A set of fog nodes in the original region 

T A set of tasks 

R A set of regions 

C A set of cloud servers 

T A pending task in T. 

R’ A set of fog nodes in other regions (R\I). 

 Transmission latency between the original region and other region m  R’ 

 Transmission latency between the original region and cloud server c  C 

ηc Service rate for cloud server c  C 

 Service rate for other region m  R’ 

St Average request rate of task t from client i 

 The  variable indicates whether the cloud server c is selected. 

 The  variable indicates whether another region m is selected. 

 The variable indicates whether the original region is selected. 

We consider applications in Fog computing consisting of a set of T tasks that need to be 

completed in a required time. Tasks can be run in parallel. Let R and C be the set of computing 

resources of regions and cloud servers for the applications. The computation resources in 

regions and cloud have different capacities and characteristics. Generally, cloud servers own 

more computation resources and process tasks faster compared to those of regions, but they are 

often located far away from their clients. In other words, these servers can provide faster 

computation but have higher latency because of the long transfer time between clients and 

servers. In contrast, the computational results may be transferred quickly from a region to its 
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surrounding clients but the processing time to complete a client’s request may be very large 

because of limited computing resources. For these reasons, FBRC effectively deploys resources 

of multiple regions as well as cloud servers to reduce task completion time. We assume that the 

processing time of tasks and the number of hops for transferring data between regions and cloud 

servers are known. In doing so, we could pre-compute the processing and transmission time of 

tasks along with the amount of data throughput. 

Task processing requests are submitted randomly at each fog node. For each task t in a set T of 

tasks, the average task arrival to a fog node i  R is τti. Without loss of generality, we assume 

that a region r  R has the computational capacity r for FBRC and a cloud server c  C has 

computation rate ηc. Let st denote the size of task t  T.  

In the FBRC, a task can be processed by the fog nodes in a region itself, or in multiple regions, 

and/or in cloud servers. Although static scheduling may be feasible for task processing locally, 

limited resources prevent handling all tasks locally in a region. In fact, it is difficult to estimate 

accurately computational requirements of task requests. Alternatively, more flexibility and 

higher efficiency could be obtained if the task scheduling process can choose stochastic 

strategies based on the distributions of submitted tasks and their requirements. We denote ptim 

as the probability that a task t  T is submitted from a fog node i  I in the original region to 

other regions R’ where R’  R.  Let ptic be the probability that a task t request submitted from 

the original region is sent to cloud node c  C for handling disk reading and task processing. 

Let ptio be the probability that task t  T request is processed at the original region itself.       

A task may be processed at different regions or cloud servers other than always in a particular 

region due to the availability of computing resources. Usually, cloud servers have higher service 

rates than fog nodes in regions since they are shared by multiple clients for many tasks. How 

to balance the requests among the original region, other regions, and cloud servers is a critical 

issue to task completion time. In addition, the transmission latency is also another critical issue 

because tasks may be processed faster at cloud servers or multiple regions that have available 

resources but transferring data among nodes results in a high delay in the whole process.  

Clearly, the probability distribution of submitted requests and strategies of the scheduling 

process play big roles in minimizing task completion times. 

 Problem formulation 
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In this section, we provide a formal description of our problem with consideration of task 

scheduling by formulating it into an Integer program problem. 

7.5.1 Task completion time analysis 

7.5.1.1 Computation time 

The computation time of a task depends on where the processing is scheduled. If t is distributed 

on cloud server c  C with the service rate ηc, the server c may be shared by multiple clients 

for different tasks. The overall task arrival rate at cloud server c thus can be calculated as 

Recall that the task computation time is exponentially distributed on a cloud server, which 

is based on an M/M/1 queue. The average computation time of all tasks at cloud server c  C 

can be calculated as 

where we must ensure that 

If t is sent to another region m  R’ with the service rate r, the region m may be requested 

from clients for different tasks. Therefore, the overall task arrival rate at region m can be 

calculated as 

Similarly, the computation on another region is also based on an M/M/1 queue. It can be 

also calculated as 

 

We shall also guarantee that 

Finally, the computation is processed at the original region. The overall task arrival rate at 

the original region can be calculated as follows. 

We can derive the average computation time on the fog node i  I at the original region as  
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We shall also guarantee that 

7.5.1.2 Transmission time 

If the computation tasks and data retrieval at the original region i are handled by another 

region m and cloud server c, respectively, the transmission latency between i, m and c shall be 

considered. We use binary variables to indicate other region and cloud server selection as 

Similarly, we define 

We also define 

Hence, we have the relationship between the probabilities and decision variables as follows: 

1) when , the value of  shall be 1, indicating that the region m is selected; 2) when 

, the value of  shall be 1, indicating that cloud server c is selected; 3) when 

, the value of  shall be 1, indicating that the original region is selected. Therefore, we have 

the following relationships  

and 

and  

where A is an arbitrarily large number. 

For tasks scheduled onto cloud servers and other regions, all the transmissions for data 

retrieval process happened between the original region i and m  R’, c  C. Let ntm and ntc be 

the average data retrieval during task execution from the original region i to another region m 

and cloud c, respectively. The expected transmission time of task t from the original region i 

allocated to m and c can be calculated as 
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and the expected transmission time of task t between the original region i and a cloud server 

c can be calculated as 

7.5.1.3 Task completeness constraints 

To ensure the Quality of service (QoS), it is required that all requests submitted to the 

original region must be processed, either at regions or cloud servers. This results in 

Tasks need to be completed without exceeding the deadline. This leads to 

7.5.2 An FBRC-IP formulation 

Multiple tasks are submitted to fog nodes at an original region. These tasks will be allocated 

to appropriated fog nodes at the current region, other regions and cloud servers based on their 

requirements. If we allocate a task to a high performance cloud server which is located far from 

the client, this task may not be finalized in the expected time due to large transmission time. 

The aim of the FBRC is to minimize the maximum average task completion times. Let  be the 

maximum time introduced in completing the task t. Thus, we have 

and  

and 

The problem is solved by minimizing . In short, we can formulate the task maximization 

completion time-minimization with consideration of task scheduling as an Integer 

Programming problem (Called FBRC-IP), as follow: 

FBRC-IP: 

  

subject to the following constraints: 
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 Service rate as (7.3), (7.6), (7.9)  

 Computation resources as (7.13-7.17) 

 Task completeness as (7.18), (7.19) 

 Maximum completion time (7.20-7.22) 

The objective function is to minimize the task completion time when executing requests at 

regions and cloud servers.               

7.5.3 Algorithm design 

In this section, we present the design algorithm to find an optimal resource scheduling 

algorithm for FBRC that minimizes the completion time. The steps of the strategy are given as 

follows:  

1. Requests are sorted in ascending order of latency-constraints.   

2. Computation resources are allocated according to the policy that aims to minimize the 

computation latency for each request. This latency can be expressed as the ratio of the 

computation throughput and the latency requirements.  

3. Pending requests are sorted in ascending order of latency-constraints. 

4. Regions and cloud servers are allocated with the objective of minimizing the overall 

FRBC latency. 

 Evaluation and results of the data protection model 

7.6.1 Testbed 

We have implemented a test bed which focuses on the data protection that includes an 

authorization service based on our FPRBAC model and the MS. We assume that applications 

are deployed across multiple regions. Hence, data are stored in a distributed data warehouse. A 

new data is generated and stored at fog nodes in buffers before synchronizing the data to its 

servers. Similarly, data is retrieved from clouds and stored at fog nodes to serve for requests. 

Hence, FPRBAC service can operate functions as a security guard in the entire data protection 

model of Fog computing. Requests are submitted by users and also other fog nodes. Our fog 

nodes are implemented on a Dell PowerEdge R730 Intel Xeon E5-2660 v3 2.6GHz 16 GB and 
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an IBM Blade Center HS20 including 8 Blades, an IBM DS400, a FC switch, and 3 Ethernet 

switches. We also use two Raspberry Pi 3 as the gateway located at each fog network. The LRD 

are deployed at fog nodes to reduce latency in serving queries from the MS. In fact, we also 

implemented the LRD at the cloud for synchronizing among LRDs at fog nodes. Specifically, 

the Amazon EC2 (EC2, 2014) was used to provide resources and the LRD as global location 

database. EC2 instances were provisioned in US regions. All LRD are run on MySQL. Fog 

nodes were built based on the fog project package (fogproject, 2016) and deployed on two fog 

systems. Packages of our model were deployed on these fog instances and requests were able 

to access data via an RMI interface. GCM (GCM, 2014) was devised to notify users when there 

are any operations on the data.  

 

 

 

 

 

Figure 7.5 Testbed setup 

7.6.2 Performance evaluation  

This section presents the performance evaluation of the proposed model. We investigate 

different aspects as follows: 1) processing time evaluation; 2) data protection evaluations; 3) 

mobility evaluations.  

Suppose that there are N requests for fog resources. For each request r  N, the processing time 

consists of elements as follows: 1) the trust establishment time from two regions, denoted as tt; 

2) the lookup service time from client to fog node, denoted as lt; 3) the verification and MS 

time at Fog node, denoted vt; 4) the response time from fog node to client, denoted rt. Each 

node of Fog computing network represents a method and an edge represents whether a method 

is invoked. Assume that the execution cost of a method m in a fog node is mf and on cloud 

server mc. So, the duration of executing a request on a fog node is: 

    (7.23) 

If two regions have established the trust relationship, tt is set equal to 0. Regarding the execution 
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time of a request at cloud server in (Dang et al., 2015), the cost of executing a request is: 

 (7.24) 

 Response time performance -  comparing Fog and Cloud processing 

times. 

Table 7.3 illustrates the execution time of services for a request. It can be seen that the response 

time of fog node is much less than that of cloud instance, approximately ½ execution time. 

Notably, the proposed model introduced small latency in the response time, approximately a 

quarter of cloud’s response time. Therefore, the proposed model finds it possible to integrate 

fog applications to protect data while still satisfying latency requirements.  

 

 

 

 

 

 

Figure7.6 Time cost of verification and MS for different requests 

Table 7.3 Execution time of components 

 

 

 

 

 

Execution components Fog Cloud 

Lookup service 350 ms 651.8 ms 

Verification and MS 160 ms 500 ms 

Overall response time for a request 635 ms 3748 ms 

Request traffic 0

1000

2000

3000

4000

F F 1 Cl d



171 

 

 

Figure 7.7 FPRBAC violation notification view in Samsung Galaxy Note 4 

Figure 7.6 illustrates the execution time of lookup and verification and MS for a different 

number of requests. It can be seen that along with the increasing of the number of requests, the 

time cost of verification and MS increases obviously for our model. However, comparing to the 

overheads at the cloud, our model only experienced slight latency due to processing many 

verification requests. Notably, with large IoTs population, excessive traffic from the edges of 

the network to the Cloud affect latency severely.  

 

 

 

 

 

 

 

 

 

Figure 7.8 FPRBAC violation notification view in Samsung Galaxy Note 4 

7.7.1 Data protection performance -  detecting violations of access control policies 

In this section, we conduct data violations against access control policies of our proposed model 

                          



172 

 

and trust-based region verification to evaluate the proposed model reacting correctly by the 

following test cases: 1) requests try to violate the role based access control and bypass 

verification procedure within undefined roles; 2) clients request to access the data within 

insufficient conditions; 3) requests with invalid parameters attempt to gain access to the data; 

4) users from untrusted regions attempt to retrieve the data at the new region. Figure 7.7 presents 

notification messages related to violations detected by the FPRBAC.   

Direct access and Intrusion attacks. A request without any parameter is processed as an 

intrusion attack. Hence, the FPRBAC locks the source of the request and invokes the MS to 

notify data owner or administrator. In fact, a request with correct parameters is still required to 

go through the verification process where FPRBAC validates each parameter. Moreover, if the 

verification process exceeds the configured time threshold, the FPRBAC would reject the 

request and terminate the process.  

Attack the role-based access control within undefined roles. Since FPRBAC has predefined 

roles associated wit data operations, a request is firstly verified whether it consists of roles 

matching with the list of roles in the system. Any inconsistent outcome created in the process 

would be actively detected when the FPRBAC is running and cause its termination. Retrieving 

these values and tampering with them to eliminate their functions are technically difficult. 

Requests to access the data without valid conditions. At this checkpoint, roles and data 

operations are input and verified with conditions. If any inconsistent constraint occurred, 

requests are denied and a notification message is sent to the data owner.  

Requests coming from untrusted regions. A request is only verified at FPRBAC if it comes from 

a trusted region to the fog system. Thus, the trust relationships need to be established among 

regions in order to process the request. 

7.7.2 MS operations 

Figure 7.8 shows notification messages associated with different location changes. We 

established three test cases: the first one is triggering the MS when there is a request to join in 

the current region; the second one is changing locations among regions, and the third one is 

triggering the MS when moving the data.  All three test cases triggered the MS and then the 

notification message is sent to users’ mobile devices immediately. The MS notifies data owner 

or administrator when it receives requests related to both fog locations and data locations. Then, 
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it triggers the notification center to send a message to inform data owner about the status of the 

request.  

 Numerical results of FBRC scheme 

Simulation results are presented in this section to validate the task completion time by 

scheduling tasks to multiple regions and cloud servers. Without loss of generality, the regions 

and cloud servers throughout are assumed known. To evaluate the efficiency of our proposed 

scheduling scheme, we simulate requests, system capabilities, and scheduling strategies strictly 

following the system model defined in Section 7.4.  Especially, in order to show the advantage 

of our proposed task scheduling scheme, we introduce two competitors namely Cloud-based 

(“Cloud”) and Region-based (“Region”) task scheduling schemes. The former schedules all 

computation tasks onto cloud servers until all the tasks are allocated or Cloud servers are fully 

loaded, while the latter handles all tasks on all regions until all of them are allocated or regions 

are fully loaded. 

We select the parameter settings for the simulation as follows: each cloud server is with a total 

computation rate of 30 while the computation on each region is set as 10. The current resources 

of regions and cloud servers are set randomly in the range of [0.7,1] as they are shared by tasks. 

The transmission latency among regions is randomly set in the range of [0.01, 0.09] while the 

transmission latency between a region and a cloud server are randomly set in the range of 

[0.4,0.7]. We investigate how FBRC performs over a range of parameters.. 

7.8.1 On effects of task arrival rate 

 

Figure 7.9 Task arrival rate 
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We first compare the task completion time of Region, FBRC, and Cloud under different task 

arrival rates from 7 to 10 (Figure 7.9). When task arrival rate increases, more regions will 

become involved in the process to perform requests. This is because the longer queue delay 

leads to larger computation time. However, the benefit of our proposed scheme over “Region” 

and “Cloud” can be observed when task arrival rate increases. Thus, it provides the flexibility 

in selecting computation resources between regions and Cloud servers.       

7.8.2 On effects of computation service rate 

 

Figure 7.10 Region processing rate 

Figure 7.10 and figure 7.11 present the task completion time of region service rate and 

cloud server rate. To observe the effect on region processing rate, we increase the service rates 

from 10 to 15. It can be seen from Figure 7.10 that the completion time of Region and FBRC 

shows a decreasing trend of region service rate. When the service rates increase, regions process 

more requests to provide with a faster response. This results in the shorter computation time. 

The increase of service rate, in fact, leads to a significant impact on the computation time of the 

Region. Hence, for Region, the completion time decreases significantly. For FBRC, requests 

shall be processed by computation resources to obtain a faster response. Thus, more resources 

of regions will be used in processing requests to reduce completion time. For Cloud, as all 

requests are handled at cloud servers, there are no benefits from increasing the region service 

rate.  

The similar trend is also presented in Figure 7.11. When computation service rate on cloud 

servers is small, FBRC’s response latency is 2.82 while that of Cloud is 3.73 at service rate 18. 

It can be explained that FBRC assigns more task to regions. However, when the service rate of 

cloud servers increases, the difference in response latency between FBRC and Cloud becomes 
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small. For example, when service rate is 36, the gap decreases to 0.11. Overall, FBRC can 

always schedule resource optimally to obtain the low response latency.    

 

Figure 7.11 Computation cloud server processing rate 

  Summary 

In this chapter, the data protection and task scheduling mechanisms for Fog computing are 

proposed. A new concept of “Region” in Fog computing is also introduced to provide nearby 

access for clients. The data protection model deals with protecting data and handling mobility 

in fog environment. The model features the RBTA model for trust translation among fog nodes 

of regions, the FPRBAC for access control at fog nodes, a mobility management service to 

handle location requests at a region. The task scheduling mechanism for Region-based cloud 

addresses resource constraints and sensitive latency requirements, whereas cloud resources are 

utilized appropriately for heavy computation tasks. The scheduling problem was formulated as 

an Integer program and solved by a heuristic algorithm. The experimental outcomes and 

numeric results demonstrated the feasibility and efficiency of our proposed models in term of 

data security and privacy, latency response and resource utilization.  

 We have presented our proposed schemes and models in addressing security and 

performance issues in this thesis. The next chapter will conclude our work and contributions in 

this research and suggest work to be carried out in the future.  
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CHAPTER 8 CONCLUSION AND 

FUTURE WORK 

 

In this chapter, we first present the summary of the whole research in the thesis. Next, we outline 

the main contributions of our research in the field. From the work that has been investigated 

and carried out across the thesis, we suggest directions that should be studied in the future. 

 Conclusion 

In this thesis, we identified critical issues in handling data for cloud computing. The issues 

associated with data mobility, data distribution and data processing have been investigated and 

addressed by proposing appropriate models and schemes that provide data management 

efficiently in term of data security, privacy and data processing. Firstly, although the handling 

of data in a cloud can be delegated by a provider to a sub-provider or another, CSPs do not 

often deploy the same protection schemes. Secondly, current big data models do not effectively 

handle files of different sizes and formats. Thirdly, mechanisms that are used to process users’ 

sensitive data are not efficient in terms of system performance and resource utilization. Finally, 

cloud computing does not handle well local issues as it is located far from clients. As a 

consequence, CPSs are unable to provide appropriate security mechanisms for users’ sensitive 

data allocated at cloud storage and to allocate fair resource allocation. Users’ data, in fact, are 

not processed by appropriate secured cloud resources and guaranteed to be handled well when 

responding to low-latency requests. In this thesis, we have proposed innovative models and 

schemes to deal with identified issues. The data mobility management model protects data when 

it is moved to new clouds. The data distribution and replication schemes enable data to be 

distributed, retrieved, and accessed effectively and in a controlled way. In fact, users’ sensitive 

data is also processed in a secure manner at different CSPs. It does not matter if a CSP is a 

private cloud or a public cloud. Meanwhile, the local issues are handled by the proposed Fog-

based Region model. 



177 

 

The research is this thesis opened up a distinct and new type of cloud security service 

provisioning in the cloud computing. The security service mechanism namely DMaaS and 

active data protection work together to protect the data being moved among CSPs. The novelty 

of this research lies in security on data mobility, data distribution by using “collision” to cluster 

files and the integration of trust on cloud resources for big data processing. By proposing 

innovative services, schemes, and models, the major contribution of this thesis is that it enables 

CPSs to deliver trust computing services and resources and results in a widespread adoption of 

cloud services in high-security demand areas such healthcare. Moreover, the proposed Fog-

based Region model also helps the broader adoption of sensitive-latency applications, where 

computing services and resources are provided to nearby users to provide real-time responses.   

The research contribution of this thesis can be summarized as follows. 

We comprehensively investigated issues in handling EHR related to security, distribution, and 

processing. By studying and analyzing related work, we identified research gaps which needed 

to be fulfilled in addressing these issues. 

The proposed data mobility management model provides the DMM and active protection 

service. The DMM handles physical location changes of user’s data in various cloud 

environments and ensures these locations are registered with LRD and recorded within the data 

itself. The active protection service deals with extending data protection when the data is moved 

among clouds. We also presented a comprehensive analysis of data mobility scenarios in 

various Cloud environments. 

Our research also proposed a novel LRD that is capable of serving for tracing and tracking data 

locations. Furthermore, a new TDFS structure with recordable structure was designed to 

actively capture locations of requests. More importantly, a proposed establishing supervisor is 

able to deploy the equivalent data protection scheme at the visited cloud to protect the data. 

The Experimental and simulation results demonstrated that the data mobility management 

model not only handles data protection at the original cloud but also provides the continuity of 

protection regardless of where the data is going and ensures data owners can track changes of 

data location and other information if necessary. 

We proposed a novel HBFC scheme to distribute, store, and retrieve EHR efficiently in a cloud 

environment. The proposed scheme utilizes hash functions to cluster files in a controlled way. 

It makes use of the “Collision” property of the hash function that allows files to be distributed 
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into defined clusters for quick retrieval. It then utilizes P2P structure for data management. 

Based on the HBFC scheme, we also proposed the data replication management model that 

provides high reliability and availability for data in the cloud. 

Simulation results demonstrated that the HBFC scheme allows us to cluster files in a 

controlled way to suit the specifications of a real system. The low computational complexity of 

hash functions enables the proposed scheme to achieve performance efficiency in searching for 

requested files.  

In this thesis, we thoroughly and systematically investigated issues associated with users’ 

sensitive data for big data applications. Hence, we proposed a novel trust metric to assign to 

cloud resources that are used in big data processing. We proposed a trust-based scheduling 

scheme for big data application with MapReduce. The scheme first provides trust assignments 

for cloud resources. It then schedules these resources optimally to process the data depending 

on sensitive levels of the data. 

The simulation results demonstrated that the proposed scheme benefits CPSs and customers, 

enabling low cost data processing but achieving high gains in security. The scheduling scheme 

showed the flexibility of selecting CSPs regardless of whether they are private clouds or public 

clouds to process data efficiently and in a secure manner. 

We comprehensively investigated data security and scheduling resource issues in Fog 

computing. We introduced a new concept of “Region” that handles performance issues to 

provide computing resources for nearby clients. The proposed data protection model governs a 

RBTA for trust translation among fog nodes of regions, a FPRBAC for access control at fog 

nodes, and a mobility management service to handle changes of users and fog devices’ 

locations. Moreover, we proposed an efficient task scheduling mechanism for FBRC. The 

scheduling approach handles requests locally not just by a region but by multiple regions or 

cloud servers when additional resources are needed. 

The implementation and numerical results demonstrated that regions allow users with assigned 

roles to access shared resources and data in a secure manner. When there are changes of data 

location among regions, data owners are informed in a timely way. Requests are scheduled 

among resources at regions and cloud servers effectively to achieve better performance and 

satisfy sensitive-latency requirements of applications.  

In this thesis, we addressed specifically security and performance issues on EHR: at rest, 



179 

 

mobility and in processing; a) On data at rest, the ADCu empowers EHR data with capabilities 

of self-defend and self-protect against intrusions or violations; b) On mobility, we proposed the 

data mobility management model; c) On data distribution, we proposed the HBFC scheme to 

efficiently distribute a large-scale of EHR. With a, b, and c, the proposed mechanisms are only 

applicable to EHRs because of their special features and characteristics. On processing, the 

proposed schemes and models can be applied on both EHR and big data in general. However, 

not all mechanisms of big data are applicable to EHR. 

 Future work 

Even though the data mobility model was implemented on real cloud infrastructures, the 

experiments were only carried out on small-scale clouds. It is of interest to deploy the model 

either with a large-scale of data or a large-scale and distributed clouds. Within various data 

moving scenarios, data locations are still stored at LRD, whereas data owners will be informed 

in a timely way through the MS. 

The proposed schemes and models introduced new metrics, concepts, schemes and 

architectures in the field of research. Thus, future research can be studied in the following 

directions: 

The experiments on the data mobility model are based on a few tiny cloud servers which have 

limited computing resources. The LRD is deployed centrally using the original cloud. Hence,  

increase of overheads results from the implementation of large-scale data as well as intensive 

requests. We still need to implement the model on large-scale cloud infrastructures which 

involve not only more powerful virtual cloud servers but also a large number of cloud servers. 

In the future, we intend to test the proposed model with a large number of requests together 

with various data moving scenarios. Thus, we will be able to improve our proposed protection 

mechanism and the performance in terms of scalability and availability. 

The data distribution scheme based on hash functions and P2P systems demonstrated the 

efficiency in data management. In the future, the scheme can be extended to multiple hash 

spaces by adding more rings or partitioning the current hash space into small spaces. The 

scheme is able to handle data efficiently when the systems are skewed. It is also an interesting 

idea to combine hashing and indexing for the distribution scheme. Indexing mechanisms allows 

for the quickly identifying of clusters storing data, whereas hashing approaches provide local 
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searches in the clusters.  

The research in this thesis focused on distributing and retrieving data from the requester sides 

which then processed the data. We did not discuss how the request can be handled at the 

requested nodes where data is located. Hence, it would be interesting to investigate how to send 

requests to requested nodes which process the data and return results to requesters. Hashing 

approaches will be used to identify data locations to send requests and receive results.    

The trust-based scheduling scheme for big data application currently provides task processing 

on the trust aspect. In the future, we aim to extend the proposed scheme and further investigate 

on the energy aspect. The trust-based approach can serve as a basis for scheduling tasks to 

provide high trust execution and the energy consumptions can be considered as a second 

constraint in task scheduling. The scheme will achieve both security and energy efficiency 

requirements for big data applications. We will also investigate the trust-based and deadline-

constrained scheme to address both security and performance requirements.  

With the increase of the number of network elements and sensitive-delay applications, latency-

response has become a critical issue. The proposed Fog-based Region is a promising 

mechanism to handle latency requirements, which allows computing resources to be allocated 

closer to clients. The proposed Fog-based Region will be employed as a basic computation 

mechanism for IoTs and SDN related applications. This will open new approaches for the 

implementation of sensitive-latency applications in the healthcare area. The current 

experiments for our proposed Fog-based Region in this thesis were based on a laboratory’s 

mini-private cloud platform and small public cloud instances. In the future, we intend to test 

our proposed Fog-based Region in actual industry applications and a distributed cloud 

environment.  
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