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Abstract

We as an advanced civilization rely on communication networks for a lot of
important tasks. They are used to share information between vital systems, provide
us with our pin-point location, access various digital resources and to stay connected
with each other. Due to its necessity and enormity, maintaining and securing such a
communication medium is an important task. As most communication networks rely
on centralized systems, they are bound by the control of a central entity and are
unable to keep up with the current growth of the network and advancements in
electronic devices. The next step in an inter-connected world requires a
decentralized distributed system that can also provide high levels of security. One
possible solution is a dynamic distributed wireless mesh network as it provides all
the features of a traditional network along with the flexibility of wireless
communication and an infrastructure less distributed setup. The network can be
created by connecting mobile or stationary devices together using wireless
communication devices (such as smartphones, laptops, hot-spots, etc). As the
network is created by multiple devices, it would not break-down if some of the
devices were disabled. On the contrary, as the network uses hopping for message
transmission using dynamic routes, it can self-heal by creating alternate routes if a
device was to fail. As the workings and features of a dynamic mesh network differ
from the traditional network, it also requires a modified security framework that can
provide high levels of security whilst taking benefit of the dynamic mesh network’s

unique features.
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This thesis investigates the problems and limitations linked to secure dynamic
wireless mesh networks and how they can be improved upon. In addition to the
routing protocols used and how they can be improved upon, the thesis also
elaborates on the various security concerns with such networks. As distributed
networks aren’t dependent on a central entity, enabling various security features
such as authentication are a major challenge. In addition to the decentralized nature
of the networks, a single security scheme would not be able to cover the various
types of requirements a given scenario in the network might have. Along with
authentication, providing end-to-end encryption is also an important component
towards ensuring the data travelling through the network is secure and not
tampered with. Encryption is also essential in a dynamic wireless mesh network as
the data transmitted travels through multiple devices on the network before
reaching the destination node and can be easily compromised if not secured. With
such an importance of encryption, the network also requires a key management and
distribution framework. As traditional network uses a centralized system for
maintaining and distributing cryptographic keys in the network, it is a big challenge
to implement the same in a distributed network with minimal dependence on a
central entity. The key exchange must consider the nature of the network and
accordingly incorporate improvements to be able to function in a distributed
network. This thesis explores the above areas to propose a new network model for
a secure dynamic wireless mesh network including a new routing scheme and a
security framework comprising a hybrid encryption scheme, a hybrid authentication
scheme and an improved key exchange and management scheme. This thesis
demonstrates that our solutions not only strengthen and secure the dynamic
wireless mesh networks but also significantly improve the performance and

efficiency as compared to existing approaches.

V|Page



Author’s Publications

The author has published five refereed papers including one ERA ranked Al
journal paper, two ERA ranked A conference papers and two ERA ranked B
conference paper. The publications including one ERA ranked B conference paper
that is under review are listed below in detail. The impact factor (IF)? of the journal

paper is also stated.
Journal Article:

1. Ashish Nanda, Priyadarsi Nanda, Xiangjian He, Aruna Jamdagni, and Deepak
Puthal, 2018, ‘A hybrid encryption technique for Secure-GLOR: The adaptive
secure routing protocol for dynamic wireless mesh networks’, Future Generation
Computer Systems (FGCS), https://doi.org/10.1016/j.future.2018.05.065, 2018
(ERA tier A, Impact Factor 4.639)

L ERA ranking is a ranking framework for publications in Australia. Refer to http://www.arc.gov.au/
era/era_2010/archive/era_journal_list.htm for detailed ranking tiers. The 2010 version is used
herein. For journal papers: A* (top 5%); A (next 15%). For conference papers (no A* rank): A (top
20%).

2 IF: Impact Factor. Refer to http://wokinfo.com/essays/impact-factor/ for details.

VI|Page



Conference Papers:

2. Ashish Nanda, Priyadarsi Nanda, Xiangjian He and Deepak Puthal, 2018, ‘A Novel
Hybrid Authentication Model for Geo Location Oriented Routing in Dynamic
Wireless Mesh Networks’, 51st Hawaii International Conference on System

Sciences(HICSS-51) Hawaii, 3rd-6th January 2018 — Published, (ERA tier A)

3. Ashish Nanda, Priyadarsi Nanda, Xiangjian He, Aruna Jamdagni, and Deepak
Puthal, 2017, ‘Secure-GLOR: An Adaptive Secure Routing Protocol for Dynamic
Wireless Mesh Networks’, 16th IEEE International Conference on Trust, Security
and Privacy in Computing and Communications (IEEE TrustCom-17) Sydney,
Australia, 1st-4th August 2017 — Published in IEEE Conference Proceedings by IEEE
CS CPS, (ERA tier A)

4. Ashish Nanda, Priyadarsi Nanda and Xiangjian He, 2016, ‘Geo-Location Oriented
Routing Protocol for Smart Dynamic Mesh Network’, 18th IEEE International
Conference on High Performance Computing and Communications (HPCC-2016),
Sydney, Australia, 12th-14th December 2016 — Published in IEEE Conference
Proceedings by IEEE CS CPS, (ERA tier B)

5. Ashish Nanda, Priyadarsi Nanda, Xiangjian He and Aruna Jamdagni, 2016, ‘A
Secure Routing Scheme for Wireless Mesh Networks’, 12th International
Conference on Information Systems Security (ICISS-2016), Jaipur, India, 16th-20th
December 2016 — Published in Springer Verlag series of Lecture Notes in

Computer Science, (ERA tier B)

VIl|Page



Table of Contents

Certificate of Original AUthorship......ccccciieiiiiiiiiiicrrrreerere e Il
AcCKNOWIEAZEMENT .....ccueiiieiiiieieiteeietteneettneerenerennertenneeresncesnsesenssesensessensesssnnasees i
Y 3 1 T ot N v
Author’s PUblications.......ccuueiiiiiiiiiiiiiiiiiiiiiinninrrrsesssns s s s s snanees \
Table of CoNtents......ccccuuuiiiiiiiiiiiiiiin e saaa e Vi
LISt Of FigUIES ... ieenirieeiiieniereeneetteneetennerreneerenseereaseesensessasssssassessnsesesssesenssessnssssenne Xl
List Of TabIeS....cciviiiiirieiiiiiiiiirirricrnnn s ss s ss e s Xl
List Of AlOrithmS....cccuiieeiiiiniiiiiiiiteiettieereeneeteeneetenncerenceressessessesensssssasessensesees X
Chapter 1 INtroduCtioN......ccccieeeeiieneeieeerteniereeneerennerresneeresersnseesessessnssessnsesssnsesees 1
1.1 Aim and Research GOoalS.......cceeeeeuiiieiiciiiee e 2

1.1.1  NetWork Model ......cccvvieieeieie et 2

1.1.2  Security FrameWOorK ........ooouiiiieiiee et 5

1.2 Research Motivation ..........coccieeeiiiiiee e 6

1.3 RESEAICH OVEIVIEW ...eeeiiiiiee ettt eee et e e e e e 8

1.3.1  MethOdOIOZY....cccuvveeiieieeiieiieeee e e e e eaanes 8

1.3.2  ContribULIONS . 9

1.4 Thesis Organization .........ccccoueiieee e 11
Chapter 2 Background Studies and Related WoOrks ........ccccceeeuiirencirencreeecrnnnnens 13
2.1 RESEAIC OVEIVIEW ..ceeeiiieieeiee et 14

2.2 Data Transmission TEChNIQUES ........cccuvviiieeiee e, 17

2.2.1 Flooding - Broadcast Technique ........ccocecviiiiieeiiiieicceereeeeee e, 17

2.2.2 Unicast - Multicast TEChNIQUE ....c.evevviiiiiiieiiiiieecceee e 19

2.3 ROULING ProtoCOIS ...vveiieiiiie ettt 20

2.3.1 Optimized Link State Routing (OLSR)......ccccceervuveeriieeeniieecreeeee 21

2.3.2 Ad hoc On-Demand Distance Vector (AODV) Routing................. 22

2.3.3  Zone Routing Protocol (ZRP).......ccccueeerieeeciieeeiee e 23

2.3.4 Destination-Sequenced Distance-Vector (DSDV) Routing........... 24

2.3.5 Dynamic Source Routing (DSR) ....ccccuveviuiieeiieeeiieeciee e 25

VIl|Page



2.3.6 Temporally Ordered Routing Algorithm (TORA)..........cccccuveeeennne 26

2.4 NEetWOrk MOdEIS ......uveeiiiiieee e 27
2.4.1 The SPAN ProjeCt ....uuvviiieeeee ettt 28
2.4.2 The Several Project ... eeeree e 29
2.4.3 Open Garden: FireChat ........ccoccviiiiieii i 32
2.4.4 The BRIAR PrOjJECt ...uuuiiiieeiee ettt 34

2.5 Security Concerns in Distributed Networks .......ccccccevveciciviieneennn. 35
2.5.1  AVAIlability.cceeee e 36
2.5.2  AUthentiCity..uueei i 38
D e T [ 01 (=Y < 1Y P PPPPPPRt 38
2.5.4 Confidentiality.......ccoovrreeeieiieiccceeee e 39
2.5.5 NON-RepUiatioN...ccccccuiiiiiiciiiie et 40
B T S T AN o To T 01V o V1 VUSSR 40

2.6 Key Security Aspects for Distributed Systems......ccccceeveeeeeieiicnnnneen. 41
2.6.1 AUthentication .......cccovvvieiiie i 41
B ST A = s Tol Y/ o) f (o o IS SSRR 43
2.6.3 Key Management......oouuuiiiiei e et e et e e eees 46

2.7 SUMIMIAIY ..ttt e e e e e e e et et e e e e e sattaaaeaeeeeeesessnnnaaaeaaaaaes 48

Chapter 3 Secure Geo-Location Oriented Routing Network Model.................... 50

3.1 [0} oo [V d o o USSR SPPSRN 51

3.2 EXiSting APProaches.......cooocuvievieiiiiieiieee e 52
3.2.1 ROULINE MOEIS.....cooeeiirieeeee ettt e 53
3.2.2 Legacy Routing ProtoCoIlS........ccoeevurvvveeiieeeeiecireereeeeee e 54

3.3 Proposed Geo-Location Oriented Routing Protocol..........cccc.uuu...... 55
3.3.1  Security FrameWOrkK .......cccuueieeeieieeiiiiiieee e e 58
3.3.2 NOde AdAresSiNg.....cccccuiiiieiee et e e eece e e e e e e aee e 61
3.3.3 Node Registration .........c.eeeeiieeiiicciiee e 63
3.3.4  SMaArt PacketS. ..o 64
3.3.5 Random Waypoint Mobility Model ..........ccccurriiiieiiiiiine, 70

3.4 Results and Validation ........ccuvveeeiiiiiccceee e, 71
3.4.1 Environment SETUP couvueeeii i 72
3.4.2 Simulation and Observation .........cccccceeieeiiiicciieeeee e, 72
3.4.3 Results and DiSCUSSION ....ueeiieeeieiciiiieeee e e et 73

3.5 SUMIMIATY ettt e e e e et et e e e e eatbaa e e e e aaeeeesebbaaaeeaaaans 75

Chapter 4 Authentication Mechanism for Distributed Networks........ccccccceeeennn 76

4.1 INErOAUCTION .. 77

4.2 Current Approaches and Problem Statement.......ccccccovevveeeeninnennn. 78
4.2.1 Current APProaches....cccccuueeeercuiieee it eeireee e esirree s e e s saaeee s 79
4.2.2 Problem Statement.......cccvviiiieii e 80

4.3 Authentication Mechanism ........coooeccviiiiiiiei e, 81
4.3.1 Full Authentication (Scenario 1) ...cccovveeeeeeeiiiiiiiireeeeieee e, 83
4.3.2 Quick Authentication (SCENAIO 2) ...uvveeeeeieiiiiiiiieieeeeeeeeeeeeeiieeee, 87



4.3.3 New Node Authentication (5cenario 3)....cccceevvvvverieeiieinieicnnnneen, 91

4.4 Results and Validation .........c.c.uuvveeiieiieiceeee e, 93

4.4.1 ENVIroNmMENT SETUP v e s s s 93

4.4.2 Results and ANalySiS.....cccvuieiieeiieicciiireeee e 93

4.5 Comparative ANalYSis .....ueeeeieeiieecceeee e 97

4.6 SUMIMIATY ettt ettt e e et ettt e e e e e aabbaaseeeeeeeeesesananneeaaanes 99
Chapter 5 Encryption Techniques for Dynamic Distributed Networks ............. 100
5.1 INErOdUCTION ..o 101

5.2 EXISTING MOAEIS....uiiiieeeie i 102

5.3 Encryption TEChNIQUES ... e e 103

5.3.1 Asymmetric (Standard) Encryption Technique.........ccccccuvveeeeee. 104

5.3.2 Hybrid Encryption TeChNiqUE ....cccvveeeeeeieiiirieeeeeeeeee e, 105

5.4 Theoretical ANalYSiS......ccovviiiiiieeiiee e 107

5.4.1  SECUItY ProOfS ..ccciiiiiiiiieeeei ettt 108

5.4.2 FOIrWard SECIECY.....coccvurreeieeeeeeeiiiireeeeeeeeeeeetnrrreeeeeeeeeeennrreeeeas 110

5.5 Results and Validation ........cccccueiieiciiee e 111

5.5.1 Simulation Environment SEtUP ....ccvvveveeeieeieiiiieeeeeeee e, 111

5.5.2 Simulation and Observation ........ccccceeevciieeecciieee e 112

5.5.3 Results and Analysis (Standard Encryption Technique)............. 112

5.5.4 Results and Analysis (Hybrid Encryption Technique) ................ 116

5.6 SUMIMAIY ettt e et ree e e e e e e e ettt e e e e e e e staaaaeeeeaeesssesnnaaeeaaaens 121
Chapter 6 Key Management Scheme for Distributed Networks..........ccc.......... 122
6.1 INErOAUCTION .. 123

6.2 Assumptions and NOtatioNs ........coccevuvveeeeiceiieiireeeeeee e, 125

6.2.1 Network ASSUMPLIONS......ceeiieiieiiciiiieeee e e 125

6.2.2 NOtationS USEd ....ccooiiiiiiiiieeee e 126

6.3 Proposed Key Distribution Scheme ........cccceevieiiiicciiiiiieeee e, 127

6.3.1 Initial Contact.....cccoeieciieee e 128

6.3.2  Key-Pair GENEratioN .....ccceiiiiiieiiiiiieee et aeeees 128

6.3.3  Key TranSmMISSION ...cccvuuuuiieieiiieiiiiiiiieie e e eeeeeeaii e e e eeeeraisen e e e aeaees 130

6.3.4  Key SeleCtioN ..ccccci i 131

6.3.5 Challenge - RESPONSE ....uuviiiiieeieciiitieeee et 132

6.4 Key Distribution ProCess.......ccceeeeeieeieciiiiiiieeee e 133

6.5 SeCUrity ANAIYSIS ..o 136

6.5.1 Claims & Proof ......ccoiiieeeee e 136

6.5.2  Threat ANalysSiS....ccieiiiiieeeeeiie e 138

6.6 SUIMIMIAIY e e e e e e e e e e e e e e e e e e e e e e e aeeens 141
Chapter 7 Conclusion and Future Direction ..........cceeeeiiiinnnicniienncinnnennisnneen 142
7.1 Thesis Summary and ConcluSioNnsS .......cccuvvieeeeeeeecceeee e, 143

7.2 FULUPE WOIK. e e e e e 146

=11 011 TeY={ =1 o1 1)/ OTPIN 148



List of Figures

Figure 2.1 Mesh Network TOPOIOY ....cevveeeieiciiiiiiieeee e 14
Figure 2.2 Data Transmission in @ Mesh Network..........cccoeeevvuvveeeeeieenccnnnenen. 15
Figure 2.3 Self-Healing in a Mesh Network .........ccccveeeieiiieicceeee e, 15
Figure 2.4 Flooding / Broadcast Technique Sample .......cccceeevveeeiveeecreeeenenens 18
Figure 2.5 Multicast ROULING.......cccuiiiiieeice e 19
Figure 2.6 Generation lll Several Mesh Extender [11] .....ccccovvvvvveeeeeerncnnnenenn. 31
Figure 2.7 Encryption - Decryption Process........cccccceviiiiiiiiiiiiiii, 44
Figure 2.8 Symmetric and Asymmetric Encryption .........ccocovviiiieeeiiicccnnnnneen. 45
Figure 3.1 NetWOork SCENAIIO ....ccovvieirieeeee et e 56
Figure 3.2 Different Steps of Routing Process......ccccceeeeeeeeicciiiieeeee e, 57
Figure 3.3 Addressing Scheme (Part 1) .......ccoouvveiireeieeeieeeeececireeeeee e 61
Figure 3.4 Addressing Scheme (Part 2).......ccccoeieeeiiiieecccee e 62
Figure 3.5 Sector and Cluster Formation in the Network..........cccccccevveennnneeen. 62
Figure 3.6 Node Registration ProCess.....ccccceeeicciiiieieeeee e 63
Figure 3.7 Packet Format (Omitting TCP/IP Headers) ......cccceeeevveeeeecvveeeeennen. 65
Figure 3.8 Next hop calculation ..........euevveeiiiiccee e, 67
Figure 3.9 Packet Processing and FOrwarding........cccceveevveevccniveeeeee e e, 69
Figure 3.10 Default Packet FOrwarding ........cccoeeeeeiiieeeeeciiee e 70
Figure 3.11 Instance Showing Packet Route Trace.......ccocvuvveevriveeeeniieenesnnnnen. 73
Figure 3.12 Message Roundtrip Time (+/- 10%) ....ccccvuveeiireeeeiieeeiieeereeeevee s 74
Figure 4.1 Authentication Scenario Selection .........cccccvviieeierciieeeniiiee e, 83



Figure 4.2 Full Authentication ProCess ......cccooevcviiieiieeie e 84

Figure 4.3 Quick Authentication ProCess........cccovuvveeeeeeeeeeeeiciiireeeee e 87
Figure 4.4 Registration and New Node Authentication ..........cccccceeeeiiinnnnnen. 91
Figure 4.5 Scenario 1 TIMeliNe......ccccovveeeeee et 94
Figure 4.6 Scenario 2 TIMElNe......cceuiiiiiiee e 95
Figure 4.7 Memory CoNSUMPLION .....ceeii i e eeeeeeeens 96
Figure 4.8 CPU USAgEe.....cciiiiiiiiiiiii ettt e e e e e e 97
Figure 5.1 Hybrid ENCryplion ......cocciiiiieeeee e 106
Figure 5.2 Time Taken for the Trip (500-Bytes Data) .......ccccevvvveeeeeeeecnnnnnnen. 113
Figure 5.3 Time Taken for the Trip (64000-Bytes Data) .......ccccecuvveeeecnreeeennnns 114
Figure 5.4 Memory ConSUMPLION ....cccoeeiiiiiiiiiiee e e e e e e eeeeees 115
Figure 5.5 CPU USAgE....cciiiiiiiiiii ettt e e e e e e 115
Figure 5.6 Time Taken for the Trip (500-Bytes Data) .......cccccvvvveeeeeeeecnnrnnnen. 117
Figure 5.7 Time Taken for the Trip (64000-Bytes Data) .......ccccecuvvveeecvereennns 118
Figure 5.8 Memory ConSUMPLION .....ccceeiiiiiiiiiiee et eeeeeeaees 119
Figure 5.9 CPU USAgE....cciii ittt e e e e e e 120
Figure 6.1 Multi-Path Data Transmission ........cccccveeeeeiieieicciiieeeee e, 130
Figure 6.2 MPARK Distribution at a Glance .......ccccveveeeeieeeicciiieeeeec e, 132

Xll|Page



List of Tables

Table 3.1 Components for Next-Hop Calculation.........cccceciiiieieeeie e, 67
Table 4.1 List of COMPONENTS ...ccoeeiiiiiieeee ettt eseenrrreee e 81
Table 4.2 Comparison Between Security Protocols.........ccccouvviieeeeeieiiccninnnen. 98
Table 5.1 NOtations USed.........cccoceeeiiiiiienieniecieeeereeee e 104
Table 5.2 Hybrid Encryption SCENArioS ......ccoeeciviiiiiieieee e 116
Table 6.1 Types of Key Distribution Approaches........ccccoeeeevrveereeeeeiecicnnnnnnn. 124
Table 6.2 NOtations USed.........ccoiiiiiiiiiiiiieiieeeeeee et 126

List of Algorithms

Algorithm 4.1 Scenario-1 ChallenNge .......cooocvvrvviieieeieeeeeceeee e 85
Algorithm 4.2 Scenario-2 Challenge ........cceeviiiieeieieeeeeeee e 88
Algorithm 5.1 Key Management......coocuuiiiiiiiieeeeniiieeeeeieee e 104
Algorithm 5.2 Session Key Management.......cccccvveeeeveeecciiiieeeee e e 107

Xlll|Page



	Title Page
	Certificate of Original Authorship
	Acknowledgement
	Abstract
	Author’s Publications
	Table of Contents
	List of Figures
	List of Tables
	List of Algorithms



