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Abstract 

We as an advanced civilization rely on communication networks for a lot of 

important tasks. They are used to share information between vital systems, provide 

us with our pin-point location, access various digital resources and to stay connected 

with each other. Due to its necessity and enormity, maintaining and securing such a 

communication medium is an important task. As most communication networks rely 

on centralized systems, they are bound by the control of a central entity and are 

unable to keep up with the current growth of the network and advancements in 

electronic devices. The next step in an inter-connected world requires a 

decentralized distributed system that can also provide high levels of security. One 

possible solution is a dynamic distributed wireless mesh network as it provides all 

the features of a traditional network along with the flexibility of wireless 

communication and an infrastructure less distributed setup. The network can be 

created by connecting mobile or stationary devices together using wireless 

communication devices (such as smartphones, laptops, hot-spots, etc). As the 

network is created by multiple devices, it would not break-down if some of the 

devices were disabled. On the contrary, as the network uses hopping for message 

transmission using dynamic routes, it can self-heal by creating alternate routes if a 

device was to fail. As the workings and features of a dynamic mesh network differ 

from the traditional network, it also requires a modified security framework that can 

provide high levels of security whilst taking benefit of the dynamic mesh network’s 

unique features.  
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This thesis investigates the problems and limitations linked to secure dynamic 

wireless mesh networks and how they can be improved upon. In addition to the 

routing protocols used and how they can be improved upon, the thesis also 

elaborates on the various security concerns with such networks. As distributed 

networks aren’t dependent on a central entity, enabling various security features 

such as authentication are a major challenge. In addition to the decentralized nature 

of the networks, a single security scheme would not be able to cover the various 

types of requirements a given scenario in the network might have. Along with 

authentication, providing end-to-end encryption is also an important component 

towards ensuring the data travelling through the network is secure and not 

tampered with. Encryption is also essential in a dynamic wireless mesh network as 

the data transmitted travels through multiple devices on the network before 

reaching the destination node and can be easily compromised if not secured. With 

such an importance of encryption, the network also requires a key management and 

distribution framework. As traditional network uses a centralized system for 

maintaining and distributing cryptographic keys in the network, it is a big challenge 

to implement the same in a distributed network with minimal dependence on a 

central entity. The key exchange must consider the nature of the network and 

accordingly incorporate improvements to be able to function in a distributed 

network. This thesis explores the above areas to propose a new network model for 

a secure dynamic wireless mesh network including a new routing scheme and a 

security framework comprising a hybrid encryption scheme, a hybrid authentication 

scheme and an improved key exchange and management scheme. This thesis 

demonstrates that our solutions not only strengthen and secure the dynamic 

wireless mesh networks but also significantly improve the performance and 

efficiency as compared to existing approaches. 
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Chapter 1 
 

1Introduction 

In this chapter, we present an overview of the thesis. It provides the research 

background along with the research motivation. This chapter also presents a 

summary of the contribution made by the author. The chapter’s structure begins 

with Section 1.1 which provides some background information on distributed 

networks and how they work, followed by the research goals including the 

challenges or routing and the security concerns. Section 1.2 provides the research 

motivation that led us to embark upon the development of a new secure network 

model. Section 1.3 provides a summary of the work conducted and lists the 

contributions made by the authors. Finally, Section 1.4 depicts the structure and 

organization of the thesis. 
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1.1 Aim and Research Goals 

The need for a distributed network has been apparent more than a decade and 

various network models have been proposed and built to overcome these needs. As 

we achieve more advancements in technology, the number of electronic devices also 

increases along with it. Even though we have upgraded the traditional network 

models to cope with the consistent growth in the number of connected devices, 

these networks are still bound to a central entity. In addition to the constant 

upgrades, to expand the coverage area of such networks, it requires huge 

investments in the infrastructure that needs to be put in place [1, 2]. 

To address these challenges, we require a distributed wireless mesh network 

model which is easy to set up and requires minimal infrastructure to build and 

maintain. In addition, the network model should also address the various concerns 

a traditional network faces, such as the responsibilities of a central controller needs 

to be taken over by the devices that create the network themselves. In addition, the 

distributed network also requires adapting to the dynamic nature and mobility of the 

devices. The new network model must also address the security concerns related to 

such organization of the network. 

1.1.1 Network Model 

Mesh networks, in general, have been around for a while and play an 

important part in providing a communication medium in remote or hostile areas. The 

mesh network is used to relay data from electricity meters all the way to providing 

connectivity amongst the GPS-satellites [3-7]. Such networks have been designed to 

work independently without a central entity or control node and follow a bottom-up 

approach towards network formation. Unlike traditional networks where a central 

entity is in control of the network and must manage and maintain it, in a mesh 
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network the devices connect with each other to form the network and at the same 

time take the responsibility of managing and maintaining it. This is achieved by 

releasing the control from a central entity and handing it over to the devices that 

make the network. A wireless mesh network must also possess certain qualities 

making it a viable option to switch over from a traditional wired network that follow 

the current TCP/IP model for communication. These qualities can be distributed into 

three components: 

1.1.1.1 Self-Sustainability 

A wireless mesh network must always be self-sustainable, that is, be able to 

withstand the challenges of creating and maintaining a network by itself. It should 

not be dependent upon traditional infrastructure such as a broadcast centre or 

communication tower. The network should be able to utilize the resources available 

within the devices that enable it to achieve its full potential in order to sustain the 

network. 

In a traditional network, the solution to sustainability is to keep upgrading and 

expanding the infrastructure to cope with new requirements [8]. This is however not 

a smart solution for a mesh network as it already has a pool of unused resources 

within the devices that make up the network. Given the structure of a mesh network, 

it is beneficial to have multiple devices contribute a small amount of resources 

balanced across the network than to use high amounts of resources at fixed points 

using few devices. 

1.1.1.2 Scalability 

One major concern with distributed systems is the extent of their scalability. 

Even though distributed networks are comparatively more scalable than traditional 

networks without setting up additional infrastructure, they do have a limited 

capacity. Given the distributed nature of the network, there is a predefined extent 

to which the network can add new devices as beyond that a saturation point is 
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reached resulting in the network breaking apart. This occurs due to the fact that in 

order to maintain a mesh network, each device must know the position of every 

other device on the network. This information is stored on each device in the 

network and is used to create routing paths when data is to be transmitted. 

In order to make the network more scalable, a central node can be introduced 

which can take over the network mapping and route formation and can increase the 

number of active devices on the network at a given time. Although it’s a viable 

solution, it makes the mesh network infrastructure dependant and loses its self-

sustainability. Another possible solution is to introduce a database aided structure 

to minimize the amount of information each node needs to store and in the process, 

make the network more scalable. 

1.1.1.3 Dynamic Support 

The mesh network is not a new concept and has definitely been applied to 

various network scenarios before. However, the wireless mesh network is a 

relatively new addition and has made the transition from being a static network to a 

dynamic one. A wireless mesh network is ideal for mobile wireless devices but 

requires building a mechanism to incorporate the ever-changing nature of mobile 

devices.  

As mobile devices are not stationary devices, they constantly move within the 

network shifting connections from one device to another. This creates the need to 

constantly keep updating the control information amongst the devices to be able to 

route data. The wireless mesh network must address this issue by incorporating the 

dynamic nature of the devices through major improvements in the network model 

structure itself. 
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1.1.2 Security Framework 

Given the structure and organization of a wireless mesh network, 

implementing a security framework is both challenging and necessary. As the data 

travels through multiple devices to reach its destination, it can be compromised at 

various hops in the process. Although the traditional network model and the mesh 

network model share the same security feature set, the implementation is vastly 

different. Hence, from an implementation point of view, the security framework 

required for a mesh network can be classified as follows: 

1.1.2.1 Authentication 

In any given network the first and a very important line of defence is 

authentication. The main objective is to verify each user before they can connect to 

the network and to prevent unauthorized access to prohibited devices that mean 

harm. The concept is very straightforward for a traditional network which utilizes the 

central control entity for the verification process. This is however not the case with 

a distributed network like mesh given its expanded and ever-changing nature. The 

authentication scheme for a mesh network needs to adapt according to the 

resources available over the network as well as the resources present during a 

particular authentication scenario. 

1.1.2.2 Encryption 

Once a device has been authenticated, the second line of defence is provided 

by using end-to-end encryption. This important component of the security 

framework is responsible to maintain data integrity while it is being transmitted over 

the network. Achieving good encryption standard is highly dependent upon the type 

of encryption technique being used; that is, a stronger technique will provide better 

security. However, encryption has its own challenges when it comes to large dense 

network models as strong encryption techniques usually require a lot more 
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resources which may not be available in a mesh network. The encryption technique 

design for a mesh network must create less overhead by keeping the encryption 

process quick and less resource demanding while being able to provide a high level 

of security. 

1.1.2.3 Key Management 

A security framework is incomplete without a proper key distribution and 

management scheme. As all the cryptographic keys used for encryption and in some 

cases even authentication need to be generated and distributed in the network, the 

key management scheme must also achieve high levels of security. The most crucial 

component of the key management process in the initial key exchange where a 

device generates its key for the first time and sends it across the network to other 

devices that may wish to communicate securely. This, however, is also one of the 

weakest links as a rogue or malicious device can interfere with the process to 

interrupt it, steal the key or even replace the key. Hence, distributed networks such 

as the mesh require a much more decentralized system  

1.2 Research Motivation 

Wireless mesh networks have a lot of potential and can be used for various 

important aspects [9] due to their ease of setup and usage, such as: 

 A wireless intercommunication system for industry [10]. 

o The mesh network can be used to set up internal secure 

communication systems for industries without the need of additional 

infrastructure. 

 Provide connectivity in remote areas [11]. 
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o As the mesh network does not require internet access to provide 

communication, it can be easily set up in remote areas to provide 

connectivity. 

 Data collection over large areas [12, 13]. 

o A large area of land can be monitored using various types of sensor 

modules equipped with near-field communication. By using a mesh 

network to connect such devices, they can transmit data over large 

distance automatically. 

 Backup network in emergency scenarios like a natural disaster [14-16]. 

o As a major concern in an emergency situation, such as natural 

disasters where the communication system is damaged or destroyed, 

is to maintain connectivity. The mesh network can be set up using 

portable devices, such as smartphones, and provide a backup 

communication network. 

 Distributed Mobile Data Processing for complex computations [17].  

o The mesh network can be used to connect multiple high-performance 

devices together in order to divide complex computations into 

smaller chunks which can then be solved by individual devices on the 

network. 

The performance of the wireless mesh network is, however, limited by the 

current network models that are applied. This is mainly because the current network 

models are modified versions of existing traditional network models. Due to the 

structural difference between traditional networks and mesh networks, the use of 

such modified network models limits the capabilities of a mesh network and bounds 

it to the specifications required by traditional networks. 

The primary motivation of the research is to build a secure network model to 

improve and make the mesh network more functional. This work is comprised of 

creating a routing protocol designed exclusively for mesh networks along with a 
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security framework modelled around mesh networks to take advantage of the new 

possibilities. The routing protocols take into account the various factors missing in 

similar routing protocol and uses features specific to the type of devices that make 

up the mesh network. The routing protocol must convey availability, be self-

sustained, scalable and should support the dynamic nature of the network. At the 

same time, the security framework must provide adequate integrity and 

confidentiality. 

1.3 Research Overview 

This section presents a summary of the research methodology incorporated in 

this thesis and our major contributions. 

1.3.1 Methodology 

In an effort to address the research challenges stated above, we have applied 

a comprehensive approach that begins with a study of existing distributed networks 

in order to explore their potential and to determine any possibility of improvement. 

In this phase, relevant network models are broken down into the routing schemes 

they use, the security they employ and the overall success in achieving the above-

mentioned research goals. Each network model is then evaluated based on the 

possible features it can offer as compared to its current features. Using this data, we 

can pinpoint the limitations with current architecture and improve upon it. The steps 

involved can be summarized as below: 

 Collection: This step involves collecting relevant information from various 

sources related to the research in question 
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 Evaluation: Once relevant information is collected, it is evaluated based on 

certain parameters to check its usability. 

 Collation: Once the evaluation phase is complete, the collected information 

is organized based on different aspects of the network model 

 Analysis: Each piece on information is analysed to provide important 

information regarding its role and working. 

 Dissemination: All the information is then distributed amongst the various 

key factors they impact. 

 Resolution: Using the information collected, each key factor is redesigned 

or modified based on its assessment. 

 Companionable: The new key factors are analysed to verify their 

compatibility with each other as well as the research goals to build a 

possible solution 

 Experimentation: The solution is then tested using a simulation of a test 

environment and/or a theoretical analysis based on its nature. 

1.3.2 Contributions 

Our contributions, presented in this thesis, are mainly divided into 4 chapters; 

each one is discussed in short as below:  

1. One of the major concerns with a distributed network, as discussed above, 

is the lack of distributed network specific routing protocols. The routing 

protocols that do exist are the ones that have been ported over from 

traditional networks that are more static oriented and restrain networks 

such as the mesh from achieving its true potential. The proposed routing 

protocol, Geo-Location Oriented Routing (GLOR), has been designed for 

dynamic wireless mesh networks and features scalability, sustainability, and 

dynamic support. The routing protocol is built around the concept of both 
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control and resource decentralization and does not limit the expansion of 

mesh networks. The proposed routing protocol also includes changes to the 

network topology itself enabling a much more flexible mesh network 

model. This contribution is based on our publications [18, 19]. 

2. As with any network, security is a major component, hence we propose the 

Secure-GLOR network model comprising a security framework applied to 

the GLOR protocol. The security framework has been divided into three 

components with the first one being authentication. As mentioned before, 

implementing authentication in a mesh network is difficult due to the 

missing central entity. Hence, keeping the requirements of a distributed 

network in mind, we propose the hybrid authentication scheme which 

works based on the different scenarios of the authentication process. The 

proposed scheme is aided by a central database but does not completely 

rely on it. This work is based on our publication [20]. 

3. As the second component of the security framework, the next contribution 

is the hybrid encryption scheme for distributed networks. The proposed 

encryption scheme addresses adequate resource utilization along with 

using a combination of symmetric and asymmetric encryption techniques. 

This helps in minimizing the resource requirements along with lowering the 

network overhead caused due to the comparatively large size of the 

encrypted files. The scheme is based on our publications [21, 22]. 

4. The third component of the security framework is key management and 

distribution for distributed networks. In the proposed scheme, the authors 

have undertaken a major concern with key distribution schemes in 

distributed networks. The key distribution is an essential part of the 

framework as the security of the network can be easily compromised if the 

key exchange is not secure itself. The proposed scheme takes into account 

the complexity and probability of a crypto key being generated and uses 
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concepts such as randomization and anonymity to prevent any malicious 

devices from interrupting or compromising the crypto keys. 

1.4 Thesis Organization 

This thesis has been organized as below: 

 Chapter 2 presents the background and related works relevant to the 

research area. The chapter discusses the mesh network, existing distributed 

network models, routing techniques and protocols. The chapter also 

discusses the various security frameworks for distributed systems and how 

they apply the security. The chapter elaborates upon the working and the 

limitations of the above-mentioned network models and security 

frameworks 

 Chapter 3 presents our proposed Geo-Location Oriented Routing protocol 

(GLOR) and discusses in detail its various components and workings. The 

chapter sheds light on how the proposed GLOR protocol addresses the 

various concerns and limitations related to current routing schemes. It also 

presents the various new features of the protocol along with how they are 

incorporated to provide extended functionality. The Secure-GLOR security 

framework is also briefly discussed. 

 Chapter 4 focuses on the authentication component of the security 

framework and presents the hybrid authentication scheme. The chapter 

discusses the various components of the scheme and how they are 

integrated into the mesh network. It also discusses the various scenarios 

the proposed authentication scheme can handle. 

 Chapter 5 is dedicated towards assessing current encryption/decryption 

schemes and testing its performance over the mesh network to find a 
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suitable solution towards reducing the resource requirement and the 

network overhead. The chapter discusses the benefits and flaws of 

symmetric and asymmetric encryption and how it can be used in a 

combination to provide a viable solution. 

 Chapter 6 provides the final component for the security framework and 

focuses on key management and distribution. The proposed MPARK 

distribution scheme is discussed in detail with its various components and 

how they reduce the chances of the key exchange being compromised by 

both internal and external factors. 

 Chapter 7 concludes the thesis and provides a window into the future works 

possible in improving and expanding the presented Secure-GLOR network 

mode. 
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Chapter 2 
 

2Background Studies and Related 
Works 

The mesh network has been under development for a very long time; however, 

most of the work includes adding features to existing network models and applying 

that to the mesh. In relations to the proposed security schemes for the mesh 

network, most imply a centralization of the various functions. This chapter discusses 

the current network models and security implications for the mesh network. Section 

2.1 provides a general overview of the mesh network and its security needs. Section 

2.2 discusses data transmission techniques followed by a review of existing routing 

protocols in Section 2.3. Relevant network models are discussed in Section 2.4. 

Section 2.5 sheds light over various security threats that apply to the distributed 

networks. This is followed by a discussion of key security aspects that impact the 

security framework in Section 2.6. Finally, Section 2.7 summarizes the chapter. 
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2.1 Research Overview 

Wireless Mesh Network [23-27] is an emerging technology with great potential 

to become a self-sustained network. Unlike the traditional networks that dominate 

the communication system and rely on large and expensive setup of wired/wireless 

access points to provide a connection between users, Wireless Mesh Network is 

formed by the user devices which connect to each other to form a network as 

portrayed in Figure 2.1.  

 

Figure 2.1 Mesh Network Topology 

The wireless mesh Networks are known for their reliability as they are formed 

by several connected devices (nodes) through which the messages are relayed using 

either a flooding technique or a routing technique. This is achieved by hopping the 

message from one node to another until it reaches the destination as shown in Figure 

2.2. They also have the ability of self-healing, allowing a routing-based network to 

operate when a node breaks down or when a connection becomes unreliable by 

automatically creating a new one as shown in Figure 2.3. 
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Figure 2.2 Data Transmission in a Mesh Network 

Figure 2.3 Self-Healing in a Mesh Network 

Wireless Mesh Networks specifically have been around for a while and have 

been used to build distributed networks, connect satellites to enable satellite calling 

and even for data collection from electricity meters spread across wide areas [3, 5-

7]. The Mesh Network has been under examination and experimentation to achieve 

a network model that is self-sustained, secured, scalable and dynamic. In the past 

few years, researchers have realized that the mesh networks hold the potential of 

becoming the network of the future, however, only a few attempts have been made 

to achieve it.  
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The current versions/implementations of the wireless mesh network face 

several challenges. One of the major problems arises due to the fact that the signal 

is rerouted and hopped from one node to another and there is a limit to the number 

of nodes it can have. If the number of nodes increases, a central controller/access 

point is required to control the network which on failure compromises the network’s 

connectivity. Another problem arises with the dynamic nature of the mobility of the 

devices.  

Due to the use of legacy/traditional approaches on mesh networks, as 

explained further in Section 2.4, there exist various limitations towards its 

implementation. As most of the protocols that exist for mesh networks are 

modifications of the previous static protocols, there are various limitations to the 

dynamicity on the network they support. These protocols also use the legacy system 

for device identification which is not suited to mesh networks as the devices are 

mobile and continuously switch between connections. 

 Another issue arises with the overhead traffic, as most legacy protocols first 

map the network through TC/Hello packets in order to create routes. When the 

protocol is modified for mesh networks, this causes a lot of issues as the mesh 

network is dynamic and the network map is constantly changing. This leads to a lot 

of overhead trying to map the network which again results in more processing and 

power consumption. The network overhead increases with the number of devices 

and after a limit, it causes the network to self-saturate. 

As with any other communication network, security is a very important 

concern in wireless mesh networks as well. With all the data travelling openly 

through multiple devices, it is a challenge to maintain the privacy and integrity of the 

data. As discussed at various instances before, the wireless mesh network’s unique 

features require a security framework tailored to it with security schemes that 

complement the open nature of the network. In the coming sections, we discuss in 
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detail the various routing models that exist, their various components, how they 

work and the limitation they put forward. We also discuss existing security 

frameworks designed for distributed networks and how they stand against various 

security threats. In addition, the security frameworks are also broken down into their 

components to discuss their workings and limitations. 

2.2 Data Transmission Techniques 

In any given mesh network, the routing protocol is responsible for the 

identification of devices on the network, their addition to the mesh network and the 

transmission of data from one device to another within the network [28]. The data 

can be transmitted in a mesh network using one of the two ways discussed below. 

In some cases, a combination of the two techniques may also be used.  

2.2.1 Flooding - Broadcast Technique  

The flooding or broadcast technique, as the name implies, works on the 

concept of distributing data to every device without any direction. This is achieved 

by having every device in the network re-transmit each piece of data to each of its 

connected neighbour devices, who in turn will do the same. This re-transmission 

process is repeated multiple times until every device on the network has received 

the data packet, implying that if the destination was a part of the network during the 

broadcast, it should have received the data as well. Figure 2.4 depicts a sample 

broadcast from a source device to the destination device.  
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Figure 2.4 Flooding / Broadcast Technique Sample 

Limitations 

As seen in the figure, each black line denotes the data transmission and can be 

seen originating at the source node and diverging outwards throughout the network. 

The technique works very well for small sized networks, however as the size of the 

network increases so does the network overhead [29]. This also increases the 

network load on individual devices by having up to 90% of the data transmissions 

amount to excessive resource consumption.  

In addition to the above-stated limitation, the broadcast technique cannot be 

used for individual device identification, hence the communication in the network is 

open and each data packet sent out is received and read by every other device on 

the network. Such network structures pose a great threat and can result is a 

compromised network. 
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2.2.2 Unicast - Multicast Technique 

Unlike the broadcast technique explained above, the Unicast or Multicast 

technique uses a pre-defined path through which a packet is sent. The unicast 

method uses a single path whereas a multicast method can use 2 or more paths for 

data transmission (as depicted in Figure 2.5), providing redundancy in case one of 

the paths dies out.  

The routes used for data transmission are calculated using a neighbour table 

containing the location of each device on the network. These devices create their 

neighbour tables by distributing ‘Hello’ packets across the network and compiling 

the responses they get from other devices on the network. Using this data, a device 

can calculate the path and number of hops it would take for the data to reach its 

destination. 

 

 

Figure 2.5 Multicast Routing 
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Limitations 

The network mapping method used for this technique is however responsible 

to saturate the network itself. As the number of devices on the network increases, 

so does the number of ‘Hello’ packets travelling across the network leading to an 

uncontrollable number of responses resulting in network saturation. Given this 

limitation, it becomes difficult to expand the network. In addition, using mobile 

devices increases the network instability as, given the dynamic nature of the mobile 

devices that can change their location, this leads to ever-changing transmission paths 

altering data flow. 

One possible solution to support a larger number of devices requires a central 

entity that can store the network information, such as device location, and can hence 

calculate data transmission routes for other devices [30]. This approach, however, 

compromises the very basic principle of a mesh network: its ability to be self-

sustained, thus making the network prone to failure in case the central entity was to 

fail resulting in ceased data transmissions and device isolation. 

2.3 Routing Protocols 

Since the introduction of the distributed network topologies, a few routing 

protocols have been developed and various others have been ported over from the 

traditional networks and accordingly modified to be compatible with the distributed 

network topology. In this section, we will discuss the most relevant and commonly 

used routing protocols for distributed networks [31-35]. In addition to the working 

and its features, the section will also discuss the limitations faced by the routing 

protocol. 
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2.3.1 Optimized Link State Routing (OLSR) 

OLSR is an optimization of the classical link state algorithm design, modified in 

accordance with the requirements of a mobile wireless LAN [32, 36-45]. The first 

optimization achieved is due to the key concept used in the protocol based on Multi-

Point Relays (MPRs). MPRs are selected devices (nodes) which forward broadcast 

messages during the flooding process [37, 46, 47]. This technique substantially 

reduces the message overhead as compared to a classical flooding mechanism, 

where every node retransmits each message when it receives the first copy of the 

message.  

In OLSR, link state information is generated only by nodes elected as MPRs, 

thus a second optimization is achieved by minimizing the number of control 

messages flooded in the network. As a third optimization, an MPR node may choose 

to report only links between itself and its MPR selectors. Hence, as contrary to the 

classic link state algorithm, partial link state information is distributed in the 

network. This information is then used for route calculation. Each node in the 

network uses a routeing table that stores the information regarding the path and 

hops required to reach any other node on the network. 

OLSR provides optimal routes (in terms of the number of hops required to 

transmit the data). The protocol is particularly suitable for large and dense networks 

as the technique of MPRs works well in this context. The Protocol has been evolving 

since its introduction to incorporate new challenges that are faced in a mesh 

network. The OLSR version 2 [48] was released to incorporate such aspects and to 

provide a better experience for a wireless dynamic mesh network. 

Limitations 

The OLSR protocol was initially ported over from the traditional link state 

protocol and was designed to handle static networks. Although over the years 
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various developments and alterations have made the OLSR protocol applicable to 

wireless dynamic mesh networks, it is unable to handle an ever-changing network 

optimally. In addition, as the network work on a hierarchy system with certain nodes 

in the network having more responsibility than others, it creates weak links in the 

network making it susceptible to failure should an MPR node fail or is compromised. 

The protocol is also known to cause self-saturation on the network as even though 

it is optimized to reduce the ‘Hello’ packets travelling through the network, after a 

certain limit of devices is reached it becomes unstable and unable to maintain and 

map the entire network efficiently. 

2.3.2 Ad hoc On-Demand Distance Vector (AODV) Routing 

The Ad hoc On-demand Distance Vector (AODV) routing protocol is intended 

for use by mobile nodes in an ad hoc network [32, 38, 39, 49-56].  It offers quick 

adaptation to dynamic link conditions, low processing and memory overhead, low 

network utilization, and determines unicast routes to destinations within the ad hoc 

network.  It uses destination sequence numbers to ensure loop freedom at all times 

(even in the face of anomalous delivery of routing control messages), avoiding 

problems (such as ‘counting to infinity’) associated with classical distance vector 

protocols. 

Similar to the OLSR protocol, AODV routing protocol uses periodic ‘Hello’ 

packets being broadcasted by every node in the network but this is only limited to 

its neighbour nodes. This helps in reducing the overhead caused due to the flood of 

‘Hello’ packets. In addition to the reduced overhead, given the ‘Hello’ packets are 

periodically sent, if a node fails, its neighbours will know of it early and can redirect 

the traffic through a different link. The routes are created on-demand initiated by a 

Route Request (RREQ). When a given node needs to transmit data, it will broadcast 

an RREQ to its neighbours. The neighbours will do the same and keep on saving the 
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hops it takes to finally reach the destination node thereby creating a route for the 

data to be transmitted through. 

Limitations 

The protocol performs very well with a smaller network size; however, with an 

increase in the number of devices the protocol starts to slow down. Given the 

structure for finding routes depends on RREQs, with the increased size of a network 

the RREQ takes a longer time to find viable routes for the data to travel. In addition, 

the routing protocol is unable to handle large dynamic networks with a majority of 

mobile devices as the network topology keeps changing. The protocol finds it difficult 

to keep up with the constantly changing connections between moving devices and 

hence route creation becomes, even more, slower leading to discovered routes 

expiring before the data can even be sent across the network. 

2.3.3 Zone Routing Protocol (ZRP) 

The Zone Routing Protocol (ZRP) works alongside a packet delivery service 

referred to as the Bordercast Routing Protocol (BRP) [57-59]. ZPR is a good example 

of a hybrid reactive/proactive routing protocol. The essential working of this routing 

technique is based upon routing zones, wherein each node must maintain a link with 

all other nodes within a pre-defined number of hops. As any given node is only 

required to remember the routes for a small portion of the network, it does not 

overload the network by having each node map every other node. In addition to the 

reduced overhead, given the small area a node must remember, it is easier for a 

node to be updated about its neighbours and keep track of changing routes and 

moving devices.  

The data being transmitted from the source node within its zone is handled 

proactively; however, if the destination node lies outside the source node’s zone, it 
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is handled by a reactive protocol. The reactive protocol used is BRP which maintains 

that any given packet is transmitted to the peripheral nodes which will then 

proactively search for a route within their zone and the process repeats until a viable 

route is found to the destination node.  

Limitations 

The ZRP protocol has many desirable features and is truly one of the first hybrid 

protocols, however, it still relies on searching and establishing routes before data 

can be sent. This interferes with the dynamic nature of the network especially when 

a given destination does not exist in the same zone as the source. Hence the protocol 

is more suited to the static nature networks. The ZRP also works in conjunction with 

other routing protocols and is dependent on other protocols to work properly in 

order for it to increase efficiency. The fact that it is dependent on other protocols, it 

is also limited by their limitations and cannot be scaled beyond their limitations. 

2.3.4 Destination-Sequenced Distance-Vector (DSDV) Routing 

Destination-Sequenced Distance-Vector (DSDV) routing protocol, known to be 

an older version of AODV routing protocol, can implement both a link-state and 

distance-vector approach [38, 55, 60, 61]. The DSDV routing protocol uses tables to 

store the routing information, similar to the OLSR protocol. Each node on the 

network maintains a record of every other node on the network using a routing 

table. The table provides information regarding the neighbour node to be selected 

as the next hop for each possible node in the network. This table is created using two 

types of packets, full dump and incremental. A full dump packet carries all the hop 

information for the entire network as is broadcasted frequently, whereas an 

incremental packet is only sent when the network changes and contains only the 

changes that have taken after the full dump packet was sent. This is used to lower 

the overhead on the network. 
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Limitations 

As with any routing protocol using routing tables, the DSDV routing protocol 

cannot handle dynamic networks comprised of mobile nodes. This is because of the 

constantly changing network structure causing the information stored in the routing 

table to become invalid and in need of constant updating. In addition, the network 

will be overrun by incremental packets as a dynamic network is constantly changing. 

2.3.5 Dynamic Source Routing (DSR) 

Dynamic Source Routing (DSR) uses the concept of source routing using route 

cache which stores the route information required to transmit a packet [54, 55, 59, 

62]. The technique does not use any periodic packets for updating route cache, 

instead, each packet being sent over the network updates the information. The 

routing technique has two important components, route discovery and route 

maintenance, both of which are essential and often work together.  

When a source node is sending a packet, it stores the information about each 

hop of the network into the packet header. This information is used by the next hop 

device to determine its next hop or if it has reached the destination. In case the next 

hop is unable to locate the next hop, it will initiate a route request resulting in 

updating of the route cache which will then be used to route the packet. Using such 

techniques, the DSR protocol reduces the bandwidth overhead helping in conserving 

battery and avoiding large routing updates. In addition to the above benefits, as the 

protocol does not rely on pre-set routes, a discovered route is always the shortest 

route possible given the route request originated from the source node and the 

destination node was the one to respond. 
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Limitation 

In order to reduce the load on each node created by regular network update 

packets, DSR allows all nodes on the network to snoop on all the network traffic that 

passes through them, including the data packets and they store the complete route 

information. This potential feature can turn into a major flaw if some packets with 

wrong routes were distributed by a malicious node and could end up destroying the 

network. In addition, every node on the network is able to snoop upon all the traffic 

and is a major security threat. This also implies that if a security framework was to 

be employed to address the security concerns, the routing protocol would fail as 

snooping would not be possible. 

2.3.6 Temporally Ordered Routing Algorithm (TORA) 

The Temporally Ordered Routing Algorithm is a distributed routing protocol 

known to be highly adaptive, efficient and scalable [38, 54, 55, 59, 63]. TORA is a 

hybrid reactive multicast protocol, also referred to as the link reversal protocol, that 

only finds a route after a source node has initiated a request. The protocol also uses 

the concept of link reversal and expects the nodes to remember their neighbours.  

The working of their routing protocols is governed by three components: 

create the routes from source to destination, maintain the routes and erase invalid 

routes. When a source node initiates a route request, the network will look for 

multiple routes to the destination node and keep a record of them. This is to avoid 

having to look for new routes every time a request is initiated. The network keeps 

checking the routes to maintain their connectivity and does not allow a node to 

initiate a route request until all the available routes have been erased. In an event 

where the network partitions, the protocol erases all existing routes. 
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When the source node does not have any viable routes present, it initiates a 

route query. The routing information is gathered by broadcasting a query packet to 

the neighbouring nodes, who in turn do the same until a route to the destination 

node is found. However, unlike other routing protocols, TORA accepts all possible 

routes instead of the most viable one. Once the routes are discovered, the node can 

use one or more paths to send the data and has to maintain a continuous 

downstream to maintain the connection. 

Limitations  

TORA routing protocol does face some limitations, an important one being the 

time synchronization. As the network depends upon the synchronized timings of 

each of the nodes in the network, a small difference in the time sync can result in big 

changes. In addition to the time sync issue, the network protocol does not address 

important components such as link status, neighbour discovery and address 

resolution; it requires an underlying protocol to do these tasks. This makes the TORA 

protocol dependent upon the underlying protocol and bound by its limitations as 

well in addition to its own. 

2.4 Network Models 

There exist various network models and schemes for distributed networks that 

encompass the entire workings of the network, however, only a few of the existing 

networks exhibit a de-centralized network accurately. In this section, we study the 

most relevant network models and their suggested approach for a truly distributed 

network. Each network model is then analysed for its unique features, its working, 

implementations along with the limitations it faces. 
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2.4.1 The SPAN Project 

This particular approach was the first practical implementation of Mesh 

Network to work off-grid introduced in the year 2012 [64]. The approach, known as 

the Smart Phone Ad-hoc Networks (SPAN), uses the existing hardware (primarily 

Bluetooth and Wi-Fi) in commercially available smartphones to create peer-to-peer 

networks without relying on cellular carrier networks, wireless access points, or 

traditional network infrastructure. SPAN differs from the traditional hub and spoke 

networks, such as Wi-Fi Direct because it supports multi-hop relays and there is no 

notion of a group leader so peers can join and leave at will without destroying the 

network.  

Implementation 

The implementation of this approach involves injecting a MANET (Mobile Ad-

hoc Network) [65-67] based framework between OSI layer 2 & 3 (Data link & 

Network). This allows the arbitrary routing and implementation of custom protocols. 

The test network created is able to implement chat/text conversation in a 5-hop 

network with a minimal delay. The initial size of the network was set to 30 devices 

and the average distance for good connection was found to be 30 meters. The 

routing technique used to implement the network was OLSR (Optimized Link State 

Routing) which had been modified to support such scenarios.  

Security 

According to the network model laid out by the authors, the SPAN network 

implements security using asymmetric encryption technique where a set of public 

and private keys are generated from which the public key is shared during first 

interaction between two devices in the network.  
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Limitations 

The SPAN network model, being an early introduction to the distributed 

network approaches, does have various limitations. A major limitation, highlighted 

by the authors themselves, explains how the protocol itself can saturate the network 

with an excess of hello packets distributed to build neighbour tables during normal 

operation. Such concerns can also be used by malicious attackers to deliberately 

saturate the network. In addition to previously stated major flaws, the approach is 

more focused towards using a device with internet access to provide a gateway to 

the internet for other devices in the network that are unable to do so. 

The implementation also features communication channel allocation based on 

individual devices which limits the maximum number of devices that could exist in 

the network at the same time and communicate with each other. During the tests it 

was also found that only the smartphones equipped with a certain type of 

communication chipset were able to implement the framework, limiting the support 

for a wide range of devices equipped with a different chipset.  

2.4.2 The Several Project 

The Several Project was created in 2010 in response to the Haiti Earthquake 

and has evolved and been upgraded ever since [68-71]. The primary objective of this 

project is to provide infrastructure for a backup and recovery network allowing direct 

connections between cellular phones through their Wi-Fi interfaces, without the 

need for a mobile phone operator. The approach features live calling as long as the 

mesh network can find a stable route to the destination node. Sending text or other 

media is achieved using the concept of Rhizome, a delay-tolerant data transferring 

concept for long distances with unpredictable connectivity. The Several project is 

essentially a set of protocols and technologies brought together in order to provide 



30 | P a g e  

 

infrastructure-less communication featuring important services oriented towards an 

after-disaster scenario. 

Implementation 

Over various iterations and improvements, the Several project has produced a 

viable option for a stand-alone network along with a collaborative mapping 

application intended to support disaster relief and recovery efforts. In addition to 

the application, the Several project also introduces a hardware referred to as the 

Several Mesh Extender [11] (Shown in Figure 2.6) used to establish a short-range 

Several mesh over Wi-Fi and join it with other more distant mesh networks by linking 

with other Several Mesh Extenders over packet radio operating in the ISM 915 MHz 

band. 

A demo of this approach has also been conducted using an environment which 

was designed to implement an after-earthquake scenario. Various mobile devices 

were randomly placed around the complex and a demo rescue mission was 

showcased. The network was successfully formed by the devices spread around the 

complex, the trapped victim could easily contact the rescue personnel and the 

victim’s location was also triangulated using the network. 

Security 

The Several approach incorporates end-to-end security using asymmetric 

encryption. The approach specifies a 256-bit encryption key through which individual 

devices are identified; these keys are referred to as SID (Several ID). In addition, the 

scheme also addresses confidentiality, integrity and authenticity without the use of 

a trusted third party. The overall security provided is also tailored to support the 

Rhizome technology to facilitate availability. 
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Figure 2.6 Generation III Several Mesh Extender [11] 

Limitations 

The Several network concept provides various services without the need of a 

cellular network; however, it does require the setup of another hardware dependent 

infrastructure, the Several Mesh Extender, in order to provide the mentioned 

services. Use of such devices may increase the range of the network but limits its 

dynamic-ness and makes the network partially infrastructure dependent. In addition 

to the partial infrastructure dependence, the Several approach also uses the 

Rhizome system, a type of Delay Tolerant Network (DTN). A DTN approach addresses 

the difficulty in transmitting data within a network that does not feature a route 

certainty [72]. Hence in a DTN when a device receives some data to be forwarded, it 
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is not obliged to do so immediately. The device can store the data until it is able to 

find a possible next-hop for the destination device which slows down the exchange 

of information and increases the data collection threshold for each device, which in 

a normal network would have forwarded the data directly. 

2.4.3 Open Garden: FireChat 

Open Garden is an organization that offers software solutions, one of which is 

a proprietary internet community-based connection sharing software application 

that is used to share internet access with other devices over Wi-Fi or Bluetooth [73]. 

This is achieved by creating devices with internet connectivity as gateways and 

setting up localized networks using Wi-Fi or Bluetooth to share the access to other 

devices lacking a direct access by using the Open Garden’s application on their 

device. 

The created network keeps analysing the network to avoid potential drops by 

switching between possible gateways to provide uninterrupted internet access to 

the network by introducing a way to access the Internet over multiple channels at 

one time, improving speed and reliability. 

Implementation 

Open Garden implements its network model through the application FireChat 

and has approximately 5 million downloads so far. The application became very 

popular during various musical events or even during riots to provide connectivity. It 

works using the broadcast routing method under which a single message is relayed 

to multiple devices connected to each other in the hope of making it to the 

destination device eventually. 
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 The application features various types of modes which enable a user to choose 

the proximity, range and number of devices that you wish to communicate with. The 

application’s design for off-grid communications only works on three modes: 

 Everyone mode - It features a chat room where all the users in a given 

proximity can chat with each other. 

 Nearby mode - It allows users to find other users close by. 

 Firechat mode - It is a common chat room with all connected users talking 

about the same topic. 

Security 

The Open Garden’s application FireChat does not mention the use of any 

security framework, however, when analysed it shows a basic implementation of 

user registration and authentication. 

Limitations 

Despite the number of downloads for the application, it has various limitations. 

To start with, the network’s primary goal is towards providing internet access and is 

hence dependent upon the access gateways for the internet connectivity. Another 

major concern rises with the use of the application as a user intending to use the 

application must first download and install it followed by a user registration in order 

to be able to use it. As both these tasks require an internet connection, the network 

will not be able to work in stand-alone mode. 

In addition to specific requirements required for the application to work, the 

network uses a broadcast method for data transmission. As each piece of 

information shared is sent to every device on the network, it increases the overhead 

and reduces the efficiency of the network model in accordance with resource 

utilization. Another major flaw is the missing security features as any data sent over 

the network is sent as plain text, any device on the network can view it as making 
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the network very un-secure. Only recently has the option to use end-to-end 

encryption for communication between users has been added. The application is 

also unable to identify/differentiate between different nodes and treats all as same.  

2.4.4 The BRIAR Project 

Briar was started by Michael Rogers as open source software for mesh 

networking technology. It is intended to provide secure and resilient peer-to-peer 

communications with no centralized servers and minimal reliance on external 

infrastructure. The connections are made through Bluetooth, Wi-Fi, or over the 

internet via TOR and all private communication is end-to-end encrypted. Any 

relevant content is stored in encrypted form on participating devices.  

Unlike traditional messaging tools such as email, Twitter or Telegram, the Briar 

application doesn't rely on a central server, the messages are synchronized directly 

between the users' devices. Briar also provides private messaging and public forums 

that are protected against surveillance and censorship threats [74]. 

Implementation and Security 

Briar is referred to as a delay-tolerant social overlay by the creators that offers 

a very high level of security. The explanation for each component is as below: 

Delay-tolerant: Data doesn't need to travel from its origin to its destination 

instantly. When a device receives data, it may store it and pass it on at another time 

and place. This allows Briar to operate under more challenging conditions than mesh 

networks, which require a path from the origin to the destination to be found in real 

time. 

Social: Briar uses the existing offline trust relationships between users to 

bootstrap secure connections. Devices don't communicate directly unless their 
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owners are contacts, and they don't broadcast the fact that they're running Briar, so 

eavesdroppers can't easily discover or enumerate Briar users. 

Overlay: Briar can operate over a wide range of transports, including 

Bluetooth, Wi-Fi, Tor, dial-up modems and even USB sticks. Briar knits together these 

diverse transports to create an overlay network that doesn't depend on any single 

transport. The protocol stack provides the same security guarantees regardless of 

the transport, and new transports can be added quickly in response to developments 

in censorship. 

Limitations 

Similar to the Several Project, this network model follows Delay Tolerant 

Networking system which concludes that the data does not need to travel from its 

origin to its destination instantly; once a device has received data, it may store it and 

pass it on at another time and place when a connection is available. In order to 

implement high levels of security, the devices don't communicate directly unless 

their owners are common contacts, it means that a device ‘A’ can communicate with 

a device ‘C’ through another device ‘B’ only if the device ‘A’ and device ‘C’ exist as 

contacts on device ‘B’. This makes it difficult for the network to expand or improve 

functionality. Finally, Briar operates at the application layer rather than the network 

layer, so it is not possible to run existing TCP/IP applications on top of it as is the case 

with a mesh network. 

2.5 Security Concerns in Distributed Networks 

As discussed in the previous sections, security is an essential part of any 

communication network. Distributed networks, however, require security to ensure 

proper working of the network [42, 75-80]. This is due to the distributed nature of 
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the network as compared to the centralized one in traditional networks. The 

centralized networks can sustain security attacks as long as the central control entity 

is protected as compared to a distributed network where the control is distributed 

and the network will be adversely affected if a significant number of devices are 

affected by the attack. 

The security concerns relevant to distributed networks, specifically the mesh 

network, consist of both existing threats and new threats given the topology. These 

threats can be classified under Availability, Authenticity, Integrity, Confidentiality, 

Non-repudiation and Anonymity [78, 81-91]. Each of the classifications has been 

discussed in detail below and includes the importance of the classification to the 

security model, the various threats that are a part of it and the effect of certain 

attacks on the overall workings of the network. 

2.5.1 Availability 

The availability of the network refers to the survivability of the network in case 

an attack happens. Even though availability relates more towards network 

performance, it is considered an integral part of the overall security of the network 

and requires certain fail-safes to ensure network sustenance. A distributed network 

is susceptible to certain attacks that can affect the communication medium itself and 

cause major damages to the connectivity.  Some relevant attacks are as follows: 

2.5.1.1 Signal Jamming 

This type of attack usually takes place on a physical level and disrupts the 

physical and media access control layers. The magnitude of the attack can range from 

interfering with certain hardware components causing certain devices to disconnect 

all the way to jamming entire frequency bands leading to entire network failure. 

Even though intentionally jamming any signals is against the law, signals can still be 

affected unintentionally by certain equipment such as high-powered machinery. 
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2.5.1.2 Distributed / Denial of Service (D/DoS) 

A distributed denial of service (DDoS) or denial of service (DoS) is a major 

threat for mesh networks as it can affect any layer of the network. The attack can be 

initiated by one or more devices sending out a large number of packets in order to 

interfere with the normal workings of the network. These packets can be of multiple 

types starting with ‘Hello’ packets used for network mapping, wrong information 

about possible routes, all the way to random data packets being sent across to 

overload the network. If no action is taken against such attacks, they can lead to a 

lot of overhead resulting in network saturation. 

2.5.1.3 Sleep Deprivation Attack 

The main objective of this attack is to target an important physical resource of 

the mesh network, that is the battery and hence is also referred to as the battery 

exhaustion attack. As mesh networks mainly comprise of mobile devices with a 

limited amount of power at their disposal, this type of attack can cause interference 

to the performance causing a rapid battery drain.  

Once a device battery drains, it is unable to stay a part of the network and falls 

out. When enough devices fall out, the network has to struggle to maintain 

connectivity and finally breaks down. The attack can be initiated by simply 

overloading the tasks for a certain device or a group of devices leading to more 

power consumption. 

2.5.1.4 Sink Hole and Black Hole attack 

These types of attacks are initiated by rogue or compromised network devices 

by redirecting the network traffic towards them. The objective of a sinkhole attack 

is to tamper with or redirect the network flow whereas a black hole attack simply 

acquires and then discards as much network traffic as it can. Both the attacks can 

cause significant delays in the network by damaging the transmission routes and 

failing to deliver the data resulting is repetitive transmissions. 
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2.5.2 Authenticity 

The authenticity in a communication is defined as the ability of a node to be 

able to verify the identity of another node it wishes to communicate with. This 

concern is handled by a traditional network by setting up authorization nodes and 

central control units. However, as a mesh network does not usually come with such 

components, it requires a different approach with an adaptable solution. Some of 

the most relevant threats that pertain to authenticity are as follows: 

2.5.2.1 Impersonation 

As the name suggests, this type of attack involves an attacker or malicious user 

impersonating a user node or even a control node. The aim of the attack is to divert 

any traffic from the actual destination node towards the malicious one by forging 

the identity of a user node. The attack can also be used to interfere with or sabotage 

control packets if a malicious node is able to impersonate a control node or a parent 

node. 

2.5.2.2 Rogue / Compromised Device 

If one of the existing devices on the network is compromised by an attacker 

through physical or remote means, it can be used to monitor the network traffic and 

in some situations, can also be used to distribute malicious content. In addition to 

the device getting compromised, a user may also go rogue and can cause the 

network significant damage. 

2.5.3 Integrity 

The integrity of the network is another important aspect that ensures that any 

packet transmitted through the network reaches the destination without being 

tampered with. An integrity check is a guarantee provided by the network to the 
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source node and the destination node that safeguards the data during transmission 

from any alterations, be it intentional or unintentional. The integrity of a message 

can be compromised in two ways: 

2.5.3.1 Malicious Altering 

This type of altering is achieved by using any type of attack on the network that 

provides access to the network traffic and is referred to as intentional altering. Once 

a malicious entity gains access to the network traffic, it can capture the data packets 

being transmitted and alter them. The alteration can be done in various ways, such 

as replacing the contents of the data packet to either compromise the destination 

node or to deceive it. 

2.5.3.2 Accidental Altering 

As the name suggests, accidental altering refers to the unintentional altering 

of the data packet during transmission. This type of altering happens as a 

consequence of other issues in the network and is most commonly associated with 

noise addition during transmission. It can also be caused due to other issues such as 

a data packet being misrouted or accidentally discarded by a device on the network. 

Such alterations to the data packet, although caused as a result of an accident, can 

still lead to dire consequences. 

2.5.4 Confidentiality 

The confidently of a network refers to the assurance provided by it that any 

given piece of data or any transmitted packet sent across the network is only 

accessible to the users it was meant for. The data packet should not be accessible to 

any other device on the network that does not have the authorization to view it. This 

is a major concern as, given the mesh network topology, each transmitted data 

packet travels through multiple user devices before reaching the destination. Hence 
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it is impossible to have the entire data packet confidential as a node requires certain 

information to be able to route the packet. The only possible way is to make the 

message part of the data packet confidential and keep any information required for 

the transmission of the packet in the header. A major threat to the confidentiality of 

a network is as below. 

2.5.4.1 Man In The Middle Attack 

As the name implies, a man in the middle attack involves a malicious node 

snooping in on an active connection between two nodes. The malicious node 

capturing the transmission data can not only listen in on the entire conversation but 

also modify the data transmitted causing issues. If a node is able to access multiple 

connections and can affect multiple nodes, the attack can cause enough discrepancy 

in the network to saturate it. 

2.5.5 Non-Repudiation 

The ability for a network to maintain a proper security depends on an 

important factor, the ability to assure the sender and receiver of a data packet. This 

allows for non-repudiation, that is, a node cannot send a packet to any given node 

and then deny sending it; similarly, a node cannot deny the receipt of a packet it has 

received. This feature comes in handy for detecting anomalies in the network by 

helping in locating and isolating the device responsible for it. 

2.5.6 Anonymity 

As user privacy is an important security concern for a network, any information 

provided by the user must be protected and used safely. This involves keeping any 

information that may aid in the process of user identification private and discrete. 
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Such information can include details about the device being used, contact 

information about the user, the location of the user and much more. 

2.6 Key Security Aspects for Distributed Systems 

The security provided by a network can usually be broken down into significant 

factors that collaborate and contribute to the overall strength of the network. Each 

of these factors are supported by certain key aspects of the techniques used and 

how well they are implemented. In this section, we will discuss the three major 

components that need to be present in any given security framework or model. 

2.6.1 Authentication 

Authentication is an important component of the defence mechanism against 

major security threats to the network as it prevents any unauthorized users from 

gaining access to the network directly [92, 93]. It also keeps a check on the 

authorized users to detect any anomalies caused as a result of an attack or if the 

device is compromised. The authentication also prevents impersonation attacks by 

verifying user and device details when a connection request is initiated.  

Authentication in a traditional network is achieved through a designated 

authority that maintains a record of all the users and their corresponding details. 

These details are referenced to the details provided or collected during a connection 

request and based on certain algorithms the authenticity of the user is calculated. 

This process is however different in a wireless mesh network as it does not employ 

any centralization. Hence, in order to authenticate a device, the technique must be 

updated to adapt to the distributed control and ever-changing network topology. 
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Various schemes and models have been suggested to provide adequate 

authentication fit for a wireless mesh network, these can be combined in two types: 

2.6.1.1 Centralized Authentication 

This scheme is directly ported over from the traditional networks and employs 

a centrally situated entity to maintain a record of user details against which any 

authentication requests are judged. This is, however, a bit different from the 

traditional approach as it can also apply multiple entities in a large network to act as 

a central entity for a given fraction of the network. This scheme is used by the 

Identity-based Proxy Group Signature (IPGS) scheme [94], Ariadne Routing Protocol 

[95], Authenticated Routing for Ad hoc Networks (ARAN) [96] and many others. The 

authentication entities can be referred to as trusted parties, control nodes, 

verification gateways, certification authority etc. by different models. The 

functionality of these entities, however, remains the same.  

They either request the user/device information or are provided with the same 

and are required to verify the details provided. The decision taken by an 

authentication authority decides if a device joins the network. The data collection 

for authentication can be done in two ways as well. A new device may be given 

network access prior to the authentication process so as to provide the 

authentication entity with the details required directly. This, however, raises certain 

concerns as a device is provided with access to the network without verifying its 

credentials and is hence less preferred. The more preferred option is to provide 

partial monitored access to the network using which the new device can provide the 

details required for the authentication process itself. 

2.6.1.2 Decentralized Authentication 

The decentralized authentication mechanism uses a comparatively less central 

entity reliant approach as it embraces the distributed nature of the mesh network. 

In this method, the data collection process is undertaken by edge devices 
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(authenticated devices that are already part of the network) and in some cases, they 

can even perform the authentication process. This is achieved by designing the 

authentication mechanism to rely more on challenges that only a verified user device 

can solve and have less reliance on user information verification. 

The decentralized authentication can be achieved through a pre-set 

authentication challenge for all network devices or using a tree/parent-child 

approach. Such an approach is used in privacy-aware secure hybrid wireless mesh 

protocol (PA-SHWMP) [97], secure hybrid wireless mesh protocol (SHWMP) [98], 

Ticket-Based Authentication Mechanism [99], secure efficient distance vector 

routing (SEAD) [100].  

The challenge based authentication works on the principle that any given user 

device has the ability to successfully solve a presented challenge only if it has been 

registered with the network. This is usually achieved by setting up the network to 

use public-private key pairs (Discussed in Section 2.6.2) and using said keys for 

authentication purposes as well. Due to the simplicity of the approach, any edge 

device on the network is able to both collect relevant data and authenticate the user 

device. In a tree or parent-child approach, a parent or branch node is considered the 

authentication authority and is able to authenticate a child node. Once 

authenticated, the child node becomes a parent node and repeats the same process 

to add any new node that wishes to connect to the network. 

2.6.2 Encryption 

The second defence against possible snooping or data tampering during 

transmission is achieved using end-to-end encryption. This enables the network to 

assure that the data sent over the network is only accessible to the source device 

and the destination device which may include multiple authorized devices. 

Encryption is achieved by using certain algorithms and keys to convert plain text into 
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non-readable scrambled text which can only be un-scrambled using the same 

algorithm and key used in the first place as shown in Figure 2.7. End-to-end 

encryption can be achieved in two ways, by using symmetric encryption or by using 

asymmetric encryption [101]. 

 

Figure 2.7 Encryption - Decryption Process 

2.6.2.1 Symmetric Encryption 

In symmetric encryption, a single key is used to encrypt the plaintext (Figure 

2.8) using a symmetric algorithm such as AES [102-104], 3DES [104-106] and Blowfish 

[106, 107]. The key size used is directly proportional to the strength of the achieved 

encrypted text. As the key used for encryption is the same as the one used for 

decryption, hence the scheme is referred to as secret key encryption. The secret is 

generated using random or pseudo-random values and is usually of alphanumeric 

type. This secret key must be exchanged between both the devices that wish to 

communicate. The source node will use the key to encrypt the plaintext data it 

wishes to send to the destination. This encrypted data will then be placed in a packet 
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to be sent across the network securely and can only be decrypted at the destination 

node using the same secret key. 

Although the encryption performance is faster as compared to the asymmetric 

technique, the symmetric algorithm does face some issues. If a single encryption key 

is used for the entire network, it means that anyone on the network can view the 

data. To mitigate this, each device must create a new secret key for each device it 

wishes to communicate with. This also adds the additional complexity to maintaining 

a record of all the secret keys and which device they correspond to. 

 

Figure 2.8 Symmetric and Asymmetric Encryption 

2.6.2.2 Asymmetric Encryption 

Unlike the symmetric encryption which uses the same key for both the 

encryption and decryption process, asymmetric encryption technique uses two keys 

as depicted in Figure 2.8. The keys used are always created in pairs, referred to as 

the public key and the private key, and so the scheme is also known as public-private 

key encryption. Some well-known examples of asymmetric encryption schemes are 

RSA [108-110] and ECDH [111, 112]. The keys are named according to their purpose 
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in the algorithm; the public can only be used to encrypt the data whereas the private 

key can only be used to decrypt the data. Having two keys to perform different tasks 

makes it easy for devices to maintain keys.  

If two devices wish to communicate, they only need to share their public keys 

with each other. As the public key can only be used to encrypt the data, it can be 

released openly into the network for any node to use if it wishes to communicate. 

The private key on the other hand never leaves the host devices assuring the 

integrity of any data packet received. This method also uses fewer keys as each 

device does not require a separate set of keys for each possible communication. Each 

device must only maintain a set of public keys for the devices they wish to 

communicate with. This also ensures that is a device is compromised and a private 

key is lost, it will still not affect the rest of the network as the attacker will only be 

able to read any packets destined for the compromised node. 

2.6.3 Key Management 

As discussed in the in the previous sections, the network uses different types 

of crypto keys to perform encryption and can also be used for authentication 

purposes. Hence, the crypto keys play an important part in the security framework 

by strengthening other components of the framework. Key management techniques 

for any network can be divided into two main components, the key generation 

process and the key distribution process. These two processes work independently 

of each other but contribute equally to the strength of the network.  

2.6.3.1 Key Generation 

The key generation process is designated to create the crypto keys that will be 

used by the device for encryption and in certain cases authentication. The crypto 

keys can be generated using various techniques depending upon the requirement. 

As the crypto keys are of two types, symmetric (secret) or asymmetric (public-
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private), the technique used must be selected accordingly. For each secret key or 

public-private key pair generated, there are certain factors that govern the strength 

provided by the keys when in operation. These factors include: 

Seed Value 

The seed value in an initial string of characters is used to create the key. The 

randomness of the characters in a seed value determines the strength of the key. 

This randomness can be true randomness captured from a source such as the clicks 

from a Geiger Counter [113], using the voice or thermal noise captured by sound 

equipment [114, 115] or using a light source [116]. The randomness can also be 

generated using pseudorandom sources that use certain algorithms to generate 

almost random numbers. Although true random sources and considered better than 

pseudorandom sources, the random sources have, at any given time, collected only 

a finite set of available characters as compared to the infinite number of characters 

that a pseudorandom generator can provide anytime.  

Key Length 

The length of the key is also considered important as it defines the number of 

characters available to the encryption mechanism to use for encryption. The more 

characters a key has, the greater its length and the greater the time it would take to 

guess the combination. This is because the number of possible combinations 

increases exponentially with the increase in a number of characters used as well as 

the type of characters used. For example, a 2-character binary based key will have 4 

possible combinations as compared to a 10-character integer based key that can 

have 10,000,000,000 possible combinations, thus increasing the complexity and 

thereby utilizing more time to calculate. 
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2.6.3.2 Key Distribution 

The key distribution process involves the exchange of newly generated crypto 

keys amongst devices and any possible central entities on the network. The key 

exchange is a crucial stage as any compromise or tampering with the keys can 

sabotage the other components of the security framework. The key exchange 

involves setting up a communication channel with a device or central entity in order 

to send the crypto key. The type of key being exchanged defines the type of security 

required for the transmission channel. A secret key requires a secure connection or 

a trusted party connection to be exchanged safely as it can be used for both the 

encryption and decryption process, whereas a public-private key pair can use an 

open channel as only the public key needs to be exchanged which can only be used 

to encrypt the data. Various existing schemes present different ways of achieving the 

same [112, 117-121] through the use of a certification authority responsible for 

storing and distributing keys, hierarchical based key distribution schemes, one-way 

tree based distribution, multi-key distribution and many more. 

2.7 Summary 

The wireless mesh network is already under constant improvements and at the 

same time faces new threats. As we presented in our discussions, there are various 

flaws in the current network models that are applied over the mesh networks as they 

impose the same structure followed by a traditional network. The mesh network 

topology being unique requires its own set of routing mechanism and protocols to 

help derive the functionality and expandability further than that of a traditional 

network. The new set of routing protocol must consider the important parameters 

that are of importance to the network and work towards optimizing individual 

components alongside strengthening the collaboration within them. 
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With the consideration of wireless mesh specific parameters, more features 

will be added to the network model to further expand its productivity. In addition to 

the change in the network model, the wireless mesh network will also be subject to 

new security threats that must also be addressed. Given the distributed topology, a 

mesh network has a much vivid set of security threats as compared to a traditional 

network, such as the worm-hole attack is only effective in the mesh network. The 

security framework must incorporate the crucial security aspects, as described in 

Section 2.6, to be able to provide enhanced levels of security within a wireless mesh 

network. 
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Chapter 3 
 

3Secure Geo-Location Oriented 
Routing Network Model 

From this chapter onwards, we will begin to explore research problems along 

with proposed solutions for dynamic distributed routing. With any distributed 

system, a major concern arises with the routing protocol being used for connectivity 

or data transmission. The use of legacy/traditional protocols in distributed networks 

models, especially the mesh network, results in various limitations towards its actual 

implementation capabilities. In addition to the limited functionality, the security of 

distributed networks also requires attention as each data packet travels through 

multiple devices/nodes making it susceptible to vulnerabilities. In this chapter, we 

present our proposed Geo-Location Oriented Routing (GLOR) network model and an 

overview of the security framework it incorporates. The GLOR network model, unlike 

legacy systems, includes multiple new features which are no longer bound by the 

drawbacks of the legacy protocols and can be used to incorporate improved security 

measures.  
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3.1 Introduction 

Mesh networks are known for their reliability as they are comprised of several 

devices (nodes) interconnected together to form a network. The messages are 

relayed using either a flooding technique or a routing technique. This is achieved by 

hopping the message from one node to another until it reaches the destination. The 

mesh network also has the ability of self-healing [122] allowing the network to 

operate when a node breaks down or when a connection becomes unreliable by 

automatically creating a new one. 

Wireless mesh networks have been around for a while and have been used to 

build distributed networks, connect satellites for satellite calling and even for data 

collection over large areas. The mesh network topology has been under examination 

and experimentation to achieve a network model that is self-sustained, secure, 

scalable and dynamic. In the past few years, it has been identified that mesh 

networks hold the potential of becoming the network of the future, however, only a 

few attempts have been made to achieve it. 

The current versions/implementations face various challenges, amongst which 

a major concern arises from the fact that the data packet is re-routed and hopped 

from one node to another [85]. This results in a limitation to the number of nodes a 

network can maintain. If the number of nodes increases beyond the threshold of the 

central controller/access point, it would be unable to manage the network. Such a 

scheme may encounter various issues resulting from the failure of the central 

controller/access point. 

In pursuit of overcoming such limitations, a new network model needs to be 

developed. However, the design of the new network model incorporates several 

features that could not be achieved using current routing protocols, hence we 

developed the Geo Location Oriented Routing (GLOR) protocol. It is a secure, smart 
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and dynamic solution for the new mesh network model. Since devices are becoming 

smarter and possess higher hardware configurations, GLOR protocol incorporates 

various new features and a totally remodelled approach towards security, 

authentication, packet routing, network formation and addressing scheme. 

In this chapter, Section 3.2 discusses existing approaches, routing models and 

traditional protocols for mesh routing. It also discusses the origin of these protocols, 

their implementation and limitations. Section 3.3 presents our proposed scheme 

Geo-Location Oriented Routing and discusses the new network model, smart packet 

design and a new addressing scheme. This section also discusses the functioning of 

the GLOR protocol, how it differentiates from traditional protocols and the security 

model being used. Section 3.4 presents our implementation and the results to 

validate our model. The chapter is finally summarized in Section 3.5. 

3.2 Existing Approaches 

There have been various proposed models and approaches to achieve a 

dynamic and self-sustained wireless network; however, to the best of our 

knowledge, only a few were ever implemented as detailed in Section 2.4. Below is a 

summary of some relevant implementations and their features. 

The Smart Phone Ad-hoc Networks (SPAN) project [23, 64] that uses an 

updated version of OLSR (Optimized Link State Routing), showed promising 

capabilities for off-grid communication. However, it also highlighted a major flaw in 

the OLSR routing protocol which causes the network to self-saturate due to the use 

of excessive ‘hello’ packets while trying to build the neighbour table. Similarly, the 

Several Project [68] allows live voice calls using the mesh network. However, this 

project incorporates the Delay Tolerant Network scheme and in only supported a 

limited number of compatible devices. The approach also includes an external 
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hardware called the “Mesh Extender” which made the network dependent on the 

hardware and hence less stand-alone.  

FireChat [73] uses a simple broadcast routing technique and severely lacks 

security as each message is sent out to every device on the network in hope of 

reaching the destination. The BRIAR Project [74] on the other hand is designed to 

provide secure and resilient peer-to-peer communication with no centralized servers 

and minimal reliance on external infrastructure. However, the approach once again 

follows Delay Tolerant Network (DTN) and to implement high levels of security, the 

devices do not communicate directly unless their owners share common contacts.  

3.2.1 Routing Models 

All the above network implementations are based on two major transmission 

techniques, namely Flooding/Broadcasting and Unicast/Multicast. 

3.2.1.1 Flooding/Broadcast Technique 

In the flooding/broadcast technique, each node in the network retransmits the 

received packet to all connected nodes thereby flooding the network in the hope 

that the packet would reach the destination node. This method was implemented by 

Open Garden [73] in their mobile application ‘FireChat’. This approach is applicable 

to a large network but it increases the load on each node as with the increase in the 

number of nodes, and with each node retransmitting every packet, the traffic on the 

network increases rapidly. This results in the use of more resources and in some 

scenarios, it could even lead a device to crash. In addition, the communication in the 

network is open and each packet of data is received and read by every other node in 

the network thereby compromising the privacy. 
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3.2.1.2 Unicast/Multicast Technique 

The Unicast/Multicast technique is about implementing a predefined path 

through which a packet is sent. It supports a limited number of static devices/nodes 

as the network is converted into a map to calculate paths. Each node broadcasts a 

"HELLO" message and stores the location of every other node on the network for 

calculating a route when a packet is to be transmitted. This makes it difficult to 

upscale the network as the addition of devices makes it difficult to keep mapping the 

network and storing the information.  

The routing protocol also has a major flaw; it was found to saturate the 

network with "HELLO" packets during normal operation as the number of connected 

devices increased. In order to support a large number of devices, it requires a central 

node/entity/gateway that stores all information regarding the nodes and controls 

the network by calculating routes which negate the very basic principle of a mesh 

network, its ability to be self-sustained. 

3.2.2 Legacy Routing Protocols 

Since the introduction of the Mesh Network, a few network protocols have 

been developed and various others have been modified to work with mesh topology 

[24, 26] as discussed in Section 2.3.  Some relevant examples include the Optimized 

Link State Routing (OLSR) protocol [36, 48, 66, 123] developed using optimization of 

the classical link state algorithm and modified in accordance with the requirements 

of a mobile wireless LAN. The key concept used in the protocol is Multi-Point-Relays 

(MPRs) [46].However as depicted by the SPAN project [64], the protocol is known to 

flood the network with “Hello” messages resulting in network saturation. 

Ad-hoc On-Demand Distance Vector (AODV) routing [49] offers quick 

adaptation to dynamic link conditions, low processing and memory overhead, low 

network utilization, and determines unicast routes to destinations within the ad hoc 
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network. The protocol performs well in small networks, but as the number of nodes 

increases, it starts to fail. Zone Routing Protocol (ZRP) [58], and Bordercast Routing 

Protocol (BRP) [57] are hybrid routing framework based on various routing protocols. 

Each node maintains a route within a local region (known as the routing zone). 

Knowledge of the routing zone topology is used by the protocol to improve the 

efficiency of the routing mechanism. As ZRP/BRP is a combination of various other 

protocols, it also inherits both the merits and demerits of other protocols. 

3.3 Proposed Geo-Location Oriented Routing Protocol 

Geo Location Oriented Routing (GLOR) is designed as a hybrid routing protocol 

with the aim of supporting large, dense and dynamic networks without 

compromising the reliability and security of the network and the devices within it. 

To achieve this, a new network model was created that is unlike any legacy or AD-

HOC model. A distinguishing factor of the new approach is that unlike existing 

approaches, it utilizes the high-performance capabilities of current smart devices 

which possess better hardware configuration. The smart approach provides a new 

platform for improvements in various aspects as discussed below. 

Reverse Network Model: In our approach, the nodes are responsible for 

maintaining the network as compared to the traditional networks where the nodes 

are maintained by the network. For example, the node address (geo-location) is 

calculated and provided by the node itself instead of the network providing one to 

it. Similarly, other tasks like the node registration process, node monitoring, packet 

routing and address allocation are also monitored by the nodes themselves. 

Security Framework: The routing protocol uses a combination of security 

measures including hybrid encryption, hybrid authentication, monitoring and a new 
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key management scheme. Each of these components has been discussed further in 

Section 3.3.1. 

New Addressing Scheme: Unlike traditional methods, the GLOR approach uses 

geo-location of a device as its address (described in Section 3.3.2). The geo-location 

is obtained using GPS or is calculated by nearby nodes minimizing the need for a 

central control entity. This provides us with the instantaneous position of each node, 

like dots on a fixed canvas, to be used for data transmission. 

Smart Packets: As the protocol uses geo-location for node addressing, the data 

packet format is modified to include location information and associated 

parameters. Once a packet is created, a predefined route is not required as all the 

necessary information required for routing is contained within the packet data. The 

packet knows the destination address, i.e. the geo-location of the destination node 

as well as its current geo-location. From this information, the packet automatically 

calculates its transmission path (described in Section 3.3.4) 

 

Figure 3.1 Network Scenario 
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The protocol function is further explained using a network scenario as shown 

in Figure 3.1. The various steps involved in the routing process are shown in Figure 

3.2 along with the line of connectivity. 

As shown in Figure 3.1, the node is an electronic device (e.g. Smart-Phone, 

Laptop, and Tablet) that implements Geo-Location Oriented Routing (GLOR). It can 

be classified as a normal node or a web node depending on their connectivity. A 

normal node has the capability to connect to other devices wirelessly given they 

implement the GLOR protocol, the web node is a normal node with the additional 

capability to connect directly to the Web Register. A node X is said to be the 

neighbour node of Y if there exists a link between the node X and node Y. 

 

Figure 3.2 Different Steps of Routing Process 

The nodes can be identified using two factors, the node address and the unique 

ID. The node address is the Geo-Location of the Node, i.e. its latitude and longitude 

measured up to 4 decimal places and the node’s unique ID is a one-time generated 

Unique Identification number assigned to the Node alongside its MAC address during 
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its first registration on the network. The web register is a cloud-based database 

dedicated for storing vital information about nodes, including their MAC address, 

unique ID, address, and current state. The Sector for a Node can be defined as a 

group of its neighbouring nodes. This helps improve the accuracy as each node in a 

sector knows other nodes in that sector. 

Mobility Model: The GLOR protocol follows the random mobility model to 

address the movement of physical devices. For experimental validation, the devices 

are deployed according to the random waypoint mobility model [124] (described 

further in Section 3.3.5). 

3.3.1 Security Framework 

A security model comprised of multiple components is used in the Secure-

GLOR protocol. It is implemented through different network levels, each focusing on 

an important aspect of routing. These aspects are hybrid encryption, hybrid 

authentication, monitoring and key management. Each of these is summarized 

below and are explained further in the following chapters.   

3.3.1.1 Hybrid Authentication  

The authentication starts during the Node Registration process (described in 

Section 3.3.3) and is a vital part of the network model. Once a new device connects 

to the network, its neighbour node/s (which has/have been previously 

authenticated) collect the device data as mentioned in the node registration process. 

If more than one node can communicate with the new device, both nodes compare 

the collected data to improve the authentication process. 

Once the web register confirms that the device is new to the network, the user 

must manually enter their personal details including the selection of the unique ID, 

which doubles as their contact number, and the generation of a public-private key 
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combination to be used for encryption and decryption purposes. These details 

(excluding the private key) are sent to the neighbouring node which is then 

encrypted and sent to the web register for safekeeping and referencing. 

As soon as the new device clears the authentication process, it’s status is 

changed to authenticated node. From this point onwards all the data sent to and 

from the device is encrypted using the public-private key combination created 

earlier. The hybrid authentication process used in the Secure-GLOR has been 

modified to address the various scenarios a device may face while in a distributed 

environment. These scenarios have been discussed and implemented in Chapter 4. 

3.3.1.2 Hybrid Encryption 

The encryption method plays a major role once the device/node has 

successfully authenticated itself. Each node has its own unique pair of public and 

private key-pair out of which only the public key is stored on the web register to be 

used to communicate with the node. This ensures that each packet sent over the 

network can only be decrypted by the node it was destined for. 

The data packets are encrypted using a session key, which is exchanged by 

using the public key of the destination node, at the origin node, where the public key 

is obtained from the web register (described in Section 3.3.4). The packet also 

contains the public key of the origin node so that the destination node can similarly 

encrypt any reply with the provided key. 

The end-to-end encryption makes the network very secure as only two nodes 

can see the contents of the packet; the origin and destination. Any node, that a 

packet encounters during transmission, can only read the header containing the 

packet information but cannot access the message/data it contains. This also 

prevents any unauthorized nodes trying to access the data or impersonate an 

authenticated node. The proposed hybrid encryption technique has been further 
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expanded, analysed and tested on the Secure-GLOR network model, more in-depth 

details regarding which have been presented in Chapter 5. 

3.3.1.3 Key Management 

As the Secure-GLOR uses cryptographic keys in various instances, it is 

important to manage such keys properly. In addition, as both authentication and 

encryption rely on these keys to provide security in the network, it is also important 

to keep them secure. Even so, there are various threats that may interfere with this 

process and in doing so compromise the security of the network. 

The Secure-GLOR network model uses the Multi-Path Anonymous Randomized 

Key (MPARK) exchange technique to minimize any interference or intrusions during 

the key exchange[125]. The MPARK technique and its working are discussed further 

in Chapter 6. 

3.3.1.4 Monitoring 

The monitoring of the network is conducted through the web register by 

observing the timely updates it gets from the nodes in the network during the node 

update (described in section 3.3.4). For instance, the web register uses the geo-

location data of the node to determine if a node is trying to impersonate another 

node by comparing their location and the displacement between the updates. It is 

an important aspect that none of the node’s identity or its location is spoofed, hence 

our proposed protocol is designed to guard against such malicious attacks through 

the monitoring aspect. 

It checks if a node’s unique ID is showing two different geo-locations at the 

same time or is switching locations at a pace that is physically impossible. If either is 

the case, the nodes are flagged. This data is then used to find nearby nodes to check 

which of the flagged nodes is real and which one is trying to impersonate. The data 
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collected is compared and processed to find which of the flagged nodes are real and 

accordingly the impersonator is blocked and reported. 

The monitoring can also help in finding lost/stolen devices as once powered on 

they will connect to the network and can be easily tracked using their location. In 

addition, its neighbour devices can once again aid in confirming its identity and help 

the appropriate authorities to confiscate the item. 

3.3.2 Node Addressing 

The GLOR protocol uses IPv6 addressing format for storing the geo-location as 

it makes the new network model compatible with traditional networks which 

support IPv6. The IPv6 protocol offers 32 hexadecimal bits, which are further divided 

into eight groups of 4 hexadecimal bits each. The first 4 groups are used for storing 

the node location and the last 4 groups store the sector and cluster information of 

the node. 

The first 4 groups are sub-divided into 2 groups to store the latitude and 

longitude information corresponding to the node’s geo-location. The first digit 

represents whether the value of latitude is positive (denoted by 1) or negative 

(denoted by 0), while the following 3 digits are the number before the decimal point.  

 

Figure 3.3 Addressing Scheme (Part 1) 

The next 4 digits are the number after the decimal point. The longitude is 

represented similarly. The first 8 hexadecimal bits denote the latitude and the next 
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8 bits denote the longitude, both with an accuracy of 10 meters. Figure 3.3 shows 

the structure used to store latitude and longitude.  

The next 4 groups store the cluster number and the sector number. Each sector 

represents 100 square meters of land and is defined using the latitude-longitude 

system. For example, the area enclosed by latitude 1.0000 to 1.0001 & longitude 

1.0000 to 1.0001 represents a sector as depicted in Figure 3.1. The cluster is a 

combination of predefined sectors. Figure 3.4 shows the sector-cluster structure 

used. 

 

Figure 3.4 Addressing Scheme (Part 2) 

The sectors and clusters are calculated automatically based on the latitude and 

longitude of the node, which is based on the international standard representation 

of geographical point location by coordinates (ISO 6709). A sample scenario is shown 

in Fig 3.5. 

 

Figure 3.5 Sector and Cluster Formation in the Network 
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3.3.3 Node Registration 

The node registration process is initiated when a new device requests to 

connect or an existing device re-connects to the network. Once powered on, the 

device scans its surroundings for neighbouring nodes to initiate the connection 

request through. Once the neighbour list is populated, it selects the closest 

neighbour node (implementing GLOR protocol) and sends a ‘Hello’ message to 

initiate the handshake. On completion of the handshake the new node requests 

neighbour node to start its registration process.  

 

Figure 3.6 Node Registration Process 

The process, as shown in Figure 3.6, includes details about the device/user 

information which is collected, how it is validated and the steps involved in the 

registration process. The first registration for any node is manual as it requires the 

user to fill in details manually in order to complete the registration process. If a 

device is re-connection to the network, it does not have to re-register itself. The new 
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device must, however, pass the authentication by solving a challenge created by the 

web register (by encrypting it) using the public key of the new device. 

3.3.3.1 Web Register 

As discussed earlier in the chapter, the web register is a cloud-based dedicated 

database used to store device information. It can be accessed by any authenticated 

node that has access to the internet, or through a neighbour node which possesses 

internet access. The web register acts as the yellow pages of the network and 

improves the performance and accuracy of the network. 

Web register, being a key element of the network, is not a central or control 

node. The network can function without its presence by following a Sector-Broadcast 

Progression. According to this method, the origin node sends out packets aimed in 

the direction of its four neighbouring sectors. As each node keeps a record of all the 

devices in their sector, it can check if the destination node exists in the sector. If yes, 

then the packet is relayed to it, if not then the packet is forwarded to the 

neighbouring sector. In comparison to the simple broadcast method, the sector-

broadcast helps to lower the load on the network. 

3.3.4 Smart Packets 

The GLOR protocol defines the functioning of a node in the network. This 

includes the universal specifications of GLOR messages, Node Registration, Packet 

Format & Transmission, Neighbour discovery and Routing. 

3.3.4.1 Packet Format 

GLOR protocol communicates using a modified packet format. The purpose is 

to keep it simple to reduce the load on the network. It helps incorporate different 

types of information in a single transmission which optimizes the use of max frame 
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size. The basic layout of the packet has been updated to include the new addressing 

scheme and is represented in Figure 3.7.  

 

Figure 3.7 Packet Format (Omitting TCP/IP Headers) 

The simple design and minimized header size help the packets carry more data 

and reduce overhead. Various components of the packet are described below: 

 Packet Length - It is the length of the packet (in bytes).  

 Packet ID - The Packet ID or PID is an identifier and must be incremented by one 

each time a new GLOR packet is transmitted 

 Message Type - It indicates the type of the message that is being transmitted.  

 Hop Count - It is the number of hops a message has attained. It is incremented 

every time the packet is retransmitted. 

 Validity Time - It is the maximum time during which the information of the 

packet is considered valid. If a node receives a packet with Validity Time = 0, the 

packet is discarded. 

 Origin Node ID - This is the ID of the node that originally generated the packet. 

It is not to be confused with the Source Node ID in the IP header as the Source 

ID is updated each time to the address of the intermediate node whereas the 

Origin Node ID remains constant. 



66 | P a g e  

 

 Message Size - It is the total size in bytes measured from the beginning of 

“Message Type” till the end of the message. 

 Message ID - A unique ID is provided to each message by the Origin Node. It is 

incremented by one for each message. As a message can be divided into multiple 

packets, Message ID helps in identifying the separately received packets and 

grouping them accordingly. 

 Origin Node Public Key - It is the public key of the origin node that is to be used 

by the destination node for encrypting any data it wishes to send back. 

 Message - It is the actual data being sent to the destination node. 

3.3.4.2 Packet Formation  

This process defines how a packet is generated. Once the origin node is ready 

to send a packet, it requests the address of the destination node by providing the 

destination node’s unique id to the web node. The web node initiates a request to 

accesses the web register to retrieve the information represented as step 1 and 2 in 

Figure 3.2. Once it gains access to the web register, it checks if the unique id exists 

in the registry. If the unique id is not linked to a node, a ‘not_found’ response is then 

sent to the origin node. 

If the unique id is found, the next step is to check if the node is still connected 

to the network or not. This is done by accessing the destination nodes [UID]_alive 

parameter. If the destination node is still connected to the network, the origin node 

receives the destination node’s address. However, if the destination node is 

currently offline, the origin node receives a ‘not_alive’ message.  

Once the Origin Node receives the destination node address and the public 

key, it creates the packet with the appropriate information and encrypts the 

message part (which also includes its own public key to ensure any reply will be 

encrypted as well) using the destination node’s public key. The packet is then 

processed according to the type of the message defined in the next section. 
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3.3.4.3 Next Hop Calculation 

Once the origin node has gathered the required information and the packet is 

created, the next hop is calculated according to the method depicted in Figure 3.8. 

The same procedure is also used at every hop for the calculation of the next hop. The 

various parameters and math involved in the calculation are as follows. 

 

Figure 3.8 Next hop calculation 

Table 3.1 Components for Next-Hop Calculation 

Variable Description 

XS, YS Geo-location of the source node 
XD, YD Geo-location of the destination node 
XN, YN Geo-location of the neighbouring node/s 

RN The distance of neighbour node from the source node 
DN The distance of neighbour node from the destination node 
D The distance of source node from the destination node 

Line D A straight line from the source node to the destination node 
PN The distance of neighbour node from line D 

The distance PN is calculated using the following equation: 
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  (1) 

The neighbour node is selected using the geo-location of the source node and 

the destination node. Using these two location details as two points on a graph, a 

straight line is plotted and then the neighbour node closest to the line and farthest 

from the source node is selected and the packet is transmitted to it as shown in 

Figure 3.8. A neighbour node can be selected as the next hop if it satisfies the 

following conditions: 

 The node should be alive and in the neighbour table of the source node 

 The node’s distance from the destination node (DN) should be less than or equal 

to the distance from the source node to the destination node (D). 

 If there are two or more nodes that satisfy the above conditions, then a node is 

given preference based on the following. 

─ Its distance from source node (RN) is greater 

─ Its distance from destination node (DN) is less 

─ Its distance from line D (PN) is less 

If two or more nodes satisfy the conditions, the one with less load is selected. 

This process repeats itself until the packet reaches its destination. 

3.3.4.4 Packet Processing and Forwarding:  

Once a node receives a packet, it examines the header and its contents based 

on the message type. The process that takes place once a packet is received is 

presented in Figure 3.9. In order to make the system robust, the origin node can 

transmit the same packet multiple times or to multiple nodes. This can result in each 

node receiving the same packet multiple times. 
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Figure 3.9 Packet Processing and Forwarding 

To prevent retransmission of the same packet, each node creates a duplicate 

tuple with details about the packet (in_origin_address, in_message_id, 

in_transmitted, in_transmitted_ack, in_tuple_dtime). In_origin_address is the origin 

node address, in_message_id is the message id of the packet, in_transmitted is a 

Boolean which represents if the packet was transmitted further or not, 

in_transmitted_ack is also a Boolean representing if the acknowledgment was 

received or not after the packet was transmitted, in_tuple_dtime is the time after 

which the data expires and the tuple will be discarded. 

3.3.4.5 Default Packet Forwarding 

Once a packet has been processed, it is checked if it has been transmitted 

before. If so, the acknowledgement is checked. If an acknowledgement has been 

received, the packet is discarded; otherwise, the packet details are updated and it is 

transmitted, as shown in Figure 3.10. 
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Figure 3.10 Default Packet Forwarding 

3.3.4.6 Node Updating 

 Each node connected to the network will send an update to the web register 

informing it about its location change or to acknowledge that it is still connected to 

the network. The ‘node_check’ process handles this task and is repeated at regular 

intervals. The process first checks if the node has changed its location; if yes, then it 

checks if the change in location is more than 10 meters. If the change in location is 

more than 10 meters, the web register is sent a request to update the location and 

[UID]_alive status. If the location change is less than 10 meters, only a [UID]_alive 

message is sent. 

3.3.5 Random Waypoint Mobility Model 

The random waypoint mobility model [62] follows a standard mobility mode 

where a device’s location is changed every 60 seconds (referred to as the pause 
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time). A device starts of at a given point on the 2D plane ( , ) and once the pause 

time is reached, it will randomly select another set of coordinates on the 2D plane 

( , ) in a random direction ( ). Once the new coordinates are selected, the 

device moves there with a random speed ( ) defined by min-speed and max-

speed. The coordinates are calculated based on the equation described below: 

   (2) 

   (3) 

The direction  and the speed  are calculated as below: 

   (4) 

   (5) 

In the equations,  is defined as the time interval;  is the tuning parameter 

defined as  (where 0 reflects total randomness and 1 represents linear 

motion), it is used to vary the randomness;  and  represent the mean value of 

speed and direction;  and  are random variables from Gaussian distribution. 

3.4 Results and Validation 

The structure of GLOR protocol vastly differs from the legacy protocols due to 

its unique working parameters and design. The proposed routing protocol has been 

developed using C# in Visual Studio Enterprise 2015 IDE and the required basic 

libraries were created from scratch for the new network model. The machine used 

for simulation is an Alienware 13 powered by a 6th Gen. Intel i7 (3.1 GHz.) CPU and 

16GB DDR3L RAM. 
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3.4.1 Environment Setup 

The devices/nodes are represented using objects available in the Visual Studio 

2015 IDE, and each object (referred to as device or node) runs GLOR protocol by 

default. The geo-location is calculated using the X-Y coordinates of the node 

according to its placement on the 2D plane.  

The devices are randomly distributed over the plane during testing. The web 

register is designed using a localized database that stores the node information. 

Other components such as the data packet design and various variables being used 

in the routing process are also defined in the library files. 

 The testbed has been created for simulation with the following assumptions: 

 The nodes are uniformly distributed across the plane. 

 The nodes have already been authenticated and have a unique id. 

 None of the nodes fail during the operation. 

 All nodes have the capability to calculate their location. 

 No packet is dropped during the transmission process. 

 Each node has a direct/indirect connection to the web register. 

3.4.2 Simulation and Observation 

Once the simulation starts, the nodes first calculate their geo-location (in this 

case it’s X-Y coordinates on the plane). The next step is to search and connect with 

neighbouring nodes. This step also involves creating the neighbour table which helps 

with the next-hop selection during the routing. 

In addition to the above steps, each node also updates its information on the 

web register. Once the devices have connected and the network is formed, two 

random devices are manually selected to start an exchange of a predefined send-
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acknowledge packet. The scenario also traces the path taken by the packets as 

shown in Figure 3.11. The preliminary test conducted using 20 nodes provided vital 

first-hand information about the setup. It also helped update the next-hop 

calculation method as it was found to go into an infinite loop in some scenarios.  

Once the appropriate modifications were made, the final tests were conducted 

with 72 nodes. The test showed promising results as the GLOR protocol was able to 

route packets through multiple devices. It was also observed that different packets 

from the same device may take a different route based on its calculation of the next 

hop and the availability of neighbouring nodes. 

3.4.3 Results and Discussion 

 

Figure 3.11 Instance Showing Packet Route Trace 

As shown in Figure 3.11, the acknowledgement packet from the destination 

node (depicted with a light dotted line) did not take the same path as the original 

packet (depicted with a dark dotted line). Current analysis proves that the routing 
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can easily and efficiently adapt to a dynamic mesh network. The graph in Figure 3.12 

shows the time taken for a complete sent-acknowledge cycle. 

In addition to the time, the simulation result also shows that hardware 

utilization for a node to forward a packet is 11% of CPU usage with 5MB of additional 

RAM for a duration of 10 milliseconds on an average.  

The results obtained from the simulation further help to improve the 

performance and reveal various scenarios which might not have been addressed so 

far. As the simulation moves forward, it is expanded to include more nodes and 

observe the behaviour and performance in such scenarios. 

 

Figure 3.12 Message Roundtrip Time (+/- 10%) 

100

350 400

700

1250

1450

1650

1950

2150
2250

0

250

500

750

1000

1250

1500

1750

2000

2250

2500

0 2 4 6 8 10 12 14 16 18 20

Ti
m

e 
in

 M
ill

ise
co

nd

Number of Hops



75 | P a g e  

 

Since the first testing, GLOR protocol has been under constant modification to 

increase the efficiency, enable better security and be able to handle 

unique/exceptional scenarios that might arise in real-world scenarios such as the 

dead loop or the “V” tip [126, 127]. Further development of the GLOR protocol will 

enable it to identify such exceptional scenarios and take appropriate measures to 

avoid them or find a way around them. 

3.5 Summary 

The new network model along with a new decentralized addressing scheme, 

the GLOR protocol for data transmission and network connectivity together with the 

security framework comprising of hybrid encryption, hybrid authentication, MPARK 

management together form a very robust communication network providing end-

to-end security. The innovative model also provides a new platform for further 

development of this routing technique as the many new features presented can be 

used to improve upon both the performance and security of the network.  

As it is not governed by the limitations of legacy protocols, the GLOR network 

model also opens the doors for the development of various applications that can 

perform considerably better as compared to the legacy network model. In the 

chapters ahead, we will discuss more about the security framework in detail and test 

its performance on the proposed Secure-GLOR network model. 
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Chapter 4 
 

4Authentication Mechanism for 
Distributed Networks 

Authentication is an essential part of any network and plays a pivotal role in 

ensuring the security of a network by preventing unauthorised devices/users from 

accessing the network. As dynamic wireless mesh networks are evolving and being 

accepted in various fields, there is a strong need to improve the security of the 

network. The mesh network’s features like self-sustainability and self-healing make 

it a great network but these features are undermined when rigid authentication 

schemes are used. This chapter proposes a hybrid authentication scheme for such 

dynamic mesh networks under three specified scenarios; full authentication, quick 

authentication and new node authentication. The proposed schemes are applied to 

our dynamic mesh routing protocol, Secure - Geo Location Oriented Routing Protocol 

(Secure - GLOR). Simulation results show our proposed scheme is efficient in terms 

of resource utilization as well as defending against security threats.  
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4.1 Introduction 

The mesh networks have evolved very considerably in the past few years and 

are being used extensively for the device to device communication. They feature a 

self-sustained network model where the data is transmitted from one point to 

another by the concept of hopping. This is achieved by connecting multiple devices 

together and then sending the data from the host device to the next device and 

repeating this process multiple times until the data finally reaches the destination 

node. This can be achieved through unicast/multicast routing where a single path or 

multiple paths are used to send data or by flooding the whole network with the data. 

A typical mesh network can be either static or dynamic, depending upon the 

type of connected devices. If stationary/fixed devices form the mesh network, it is 

known as a static mesh network. It can be wired, wireless or a combination of both 

depending upon how devices connect to each other. The mesh network comprises 

various noble features such as self-configuration, which allows the devices to 

connect and create the network without any external control entity. It involves low 

operating costs as the network is composed of user devices, which are easily set up 

by implementing an identical protocol on all devices. The maintenance of the 

network can be considered by the device owners while providing robustness as 

multiple devices create redundant connections. A dynamic size can adapt according 

to the number of devices. In addition, the self-healing properties also make wireless 

mesh networks an ideal network choice for the future. 

However, it is important to note that a mesh network sometimes is unable to 

perform at its full potential as the current/legacy protocols limit the extent of its 

features and size [85]. Aspects such as IP addressing requires a central server to 

manage the network which makes the network dependent on the server destroying 

its self-configuration properties [18]. 
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As the mesh network works by sending data through multiple devices, these 

devices have access to the data flowing through the network [19]. This raises various 

security concerns as the network becomes prone to even the simplest attacks such 

as eavesdropping which can compromise the privacy of the users and the integrity 

of the network. 

Hence, along with various other network models, security has also become a 

must for mesh networks too. Recently, various security models have been developed 

for the mesh network [18, 19, 36, 45, 48, 49, 75, 82, 85, 96, 100, 102, 103, 108, 123, 

128-133]; however, the security models themselves have become a factor which 

prevents the mesh from expanding. To provide high levels of security, a central 

controller is used to manage the network, preventing the network from expanding 

and working at its full potential. 

The Chapter begins with a summary of related/existing security schemes, how 

they implement authentication and their limitations in Section 4.2.1. Section 4.2.2 

defines the problem statement whilst providing a summary of the main challenges. 

Following that, Section 4.3 presents our proposed authentication scheme with 

various scenarios and how they work to provide better security. Section 4.4 presents 

the simulation results and analysis and the chapter is summarized in Section 4.5.  

4.2 Current Approaches and Problem Statement  

The wireless mesh network is prone to various types of threats ranging from 

basic attacks like Denial of Service, Eavesdropping, Spoofing and Flooding all the way 

to more advanced attacks such as the Sinkhole attack, Impersonation, Sybil attack, 

data redirect, and many more [18, 19, 36, 48, 49, 66, 85, 102, 103, 108, 123, 128, 

132]. In essence, most of the attacks in mesh networks can be traced to a 

compromised device or an unauthorised access to the network. Hence, 
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authentication plays a crucial and integral part in preserving the security of the 

network by keeping the attackers away from accessing the network. 

4.2.1 Current Approaches 

The wireless mesh network has some well-known routing techniques such as 

the OLSR (Optimized Link State Routing) [36, 48, 66] and AODV (Ad hoc On-Demand 

Distance Vector) [49] as discussed in Section 2.3; both these schemes have almost 

no security aspect by themselves, however, there have been modified versions that 

include security. SOLSR is a secure version of the OLSR protocol which uses features 

like message authentication codes (MAC’s), timestamping and cryptographic 

signatures to prevent the most common attacks on OSLR such as identity spoofing, 

link spoofing, tc packet spoofing [45]. 

Similarly, SAODV is a secure version of AODV protocol which implements two 

mechanisms, digital signatures [128] and hash chains, to provide security and ensure 

the integrity of the network [82]. There are various other protocols such as ARAN 

(Authenticate Routing for Ad hoc Networks), which uses a single trusted key pair for 

the whole network to ensure security [96]. SRP (Secure Routing Protocol) [75], SMT 

(Secure Message Transmission Protocol) [131] and SAR (Security-Aware Ad Hoc 

Routing Protocol) [133] use a shared secret key amongst devices to verify packets. 

Protocols like SEAD (Secure Efficient Ad Hoc Distance Vector Routing Protocol) [100] 

and SLSP (Secure Link State Routing Protocol) [130] use a table-driven approach 

along with time-synchronization or secret key exchange and other similar featured 

protocols. 

However, most security schemes are either based on flooding technique, 

which increases the network load on each device, or they require an existing security 

association between the devices. Others such as OLSR are known to self-saturate the 

network just by overcrowding of Hello messages. 
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Hybrid Authentication is a must for multi-hop networks as it can provide 

redundant ways in which a device can authenticate itself or other devices [88, 134]. 

It is also certain that there is a need for an authentication server to verify and keep 

a check on all the authentications. 

 At the same time, there must exist other equally secure ways of authentication 

so that the network can function even if the authentication server is unreachable 

[135, 136]. A similar approach that implements hybrid authentication is presented in 

[129] which discusses a multi-level model for authentication. However, the model 

can only be applied to static wireless mesh networks and not the dynamic wireless 

mesh networks.  

4.2.2 Problem Statement  

The dynamic wireless mesh network requires a dynamic security model 

comprising a new authentication scheme, which can adapt to various scenarios and 

still be able to provide high levels of security. As it is made up of mobile devices, 

which keep switching connections as they move, a static authentication scheme with 

rigid rules will slow down the network. 

Given the topology, any given device trying to access the network may not be 

able to reach the authentication server due to several reasons, preventing it from 

gaining access to the network. This can result in an abundance of failed 

authentication requests and would rapidly slow down the network’s expansion, 

lowering its coverage. 
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4.3 Authentication Mechanism  

The GLOR model presents a basic authentication scheme [19], which is 

dependent on the web register for verification of the device details. However, 

getting access to the web register might not always be possible. This can result in a 

long delay for the new device to gain access to the network. In addition, the 

authentication process requires the devices to first establish a connection to the 

network and to be authenticated which poses a security threat to the network itself. 

In order to make the authentication process faster and much more secure, we 

propose three scenarios which encapsulate all possible conditions a device can 

encounter while establishing a connection to the network. During authentication, 

the new device is kept in a sandbox, which prevents the new device from discovering 

any further details about the network. The new device is not provided network 

access until the authentication is successful. The three distinct scenarios are 

described as following. 

Full Authentication: In this scenario, a device is reconnecting to the network 

and is authenticated by a node which has a direct or indirect link to the web register. 

On successful authentication, the network device will grant the new device network 

access along with the right to authenticate other devices. 

Table 4.1 List of Components 

Term Component Description 

Node Network  
Device 

A device with an established connection to the network 
and is authorized to authenticate other devices. 

Device New Device A device which wishes to join the network. 

WR Web Register A database that stores network device information such 
as Unique ID, MAC, Address, Public Key and much more. 
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UID Unique ID A unique identifier generated and provided to each node 
by the Web Register. It is linked with each device’s MAC. 

ADDR Geo-Location 
Address 

Physical position (two dimensional) of the device deter-
mined through its latitude and longitude coordinates 

KPU Public Key RSA-2048 based encryption key pair used for authentica-
tion and End-to-End encryption. Each device gets its own 
key pair. KPI Private Key 

KCR Crypto Key AES-256 based encryption key provided to each device at 
registration. 

 

Quick Authentication: In this scenario, the device is reconnecting to the 

network and is authenticated by a network device which does not possess a direct 

or indirect link to the web register at the moment. In this scenario, the network 

device itself carries out the authentication. On successful authentication, the new 

device is granted network access but not the right to authenticate new devices until 

the network device has verified the new device’s information with the web register. 

New Node Authentication: In this scenario, an unregistered device (which has 

never connected to the network) wants to join the network. For this scenario, it is 

vital that the network device maintains a direct or indirect access to the web register. 

This is required as all the device information collected must be recorded at the web 

register for pre-registration authentication and the registration process. 

Once the Node has collected enough information about the Device, it decides 

upon the authentication scenario to be used. The decision on which scenario the 

device must pass through is based on the availability of the new device’s unique ID 

and access to the web register as shown in Figure 4.1. The presence of UID implies 

that the new device has been registered and is re-connecting to the network. Table 

4.1 lists various components of the hybrid authentication model and associated 

terms used to represent them. 
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Figure 4.1 Authentication Scenario Selection 

The authentication scheme is based on a challenge-response technique and 

uses a mathematical equation along with the encryption keys to verify the device. 

All the encryption keys that are used during the authentication process are stored in 

a TPM (Trusted Platform Module) style device. Such device is then used to prevent 

any unauthorized access to the sensitive information if a device on the network is 

internally compromised. The authentication scenarios are discussed in detail below. 

4.3.1 Full Authentication (Scenario 1) 

The steps in the full authentication process are divided into four major parts: 

Handshake, Device Information Collection, Challenge and Decision as shown in 

Figure 4.2. Individual processes are defined as follows. 
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4.3.1.1 Handshake 

The very first step for the Device is to scan its surroundings for devices using the 

GLOR protocol. Once a Node (a device implementing the GLOR protocol and being 

connected to the network) is found, the Device will initiate a handshake request.  

The Node will then respond to the request to complete the handshake. Once the 

Handshake is over, the Device requests the Node for network access, which then 

initiates the authentication process. 

 

Figure 4.2 Full Authentication Process 

4.3.1.2 Device Information Collection 

Before the authentication process begins, the Node must first request the 

Device for its information including details such as UID, MAC, ADDR, etc. The Device 

must then provide the above-mentioned information to the Node as these details 

play an important role in verifying the status of the device. 
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The Node will first check if the Device has a UID as it is only provided to 

registered devices. Once the presence of UID has been verified, the device 

information is forwarded to WR. 

Algorithm 4.1 provides details on the creation and the process of challenge-

response used in scenario 1. 

Algorithm 4.1 Scenario-1 Challenge 

KPI(D) - private key of D; KPU(D) - public key of D 
VAR - Variable; OPR - Operator; RLT() – Result; 
CLN - Challenge; RES – Response 
 

1. Get device encryption key 
Node requests WR for KPU(Device) 

Node (Device(UID||MAC)) → WR 
If WR found Device in the register and verified 

WR → Node: (KPU(Device)) 
2. Create challenge 
Node uses the random function to generate an 

equation 
Node(Random) = VAR1, VAR2 & OPR1 

Node checks if the equation is valid 
RLT(Node) = VAR1 OPR VAR2 

If RLT(Computable) = True, Go to Step 3. 
If RLT(Computable) = False, Repeat 2. 
3. Send challenge 
Node uses KPU(Device) to encrypt challenge and 
add KPU(Node) 
CLN = KPU(Device)[VAR1 OPR VAR2 || KPU(Node)] 

Node → Device: (CLN) 
 
4. Solve response 
Device uses KPI(Device) to decrypt and solve chal-
lenge 

KPI(Device)[CLN] = VAR1 OPR VAR2 || KPU(Node) 
RLT = VAR1 OPR VAR2 

Device uses KPU(Node) to send the response 
RES = KPU(Node)[RLT] 
Device → Node: (RES) 

5. Verify response 
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Node extracts the response using KPI(Node) 
KPI(Node)[RES] = RLT(Device) 

If RLT(Node) == RLT(Device), Grant Net Access & 
Authentication Rights 

Node (Device(Connected)) → WR 
If RLT(Node) =! RLT(Device), Authentication Fail 

Node (Device(Flagged)) → WR 
 

4.3.1.3 Challenge 

Once WR receives the Device’s information, it looks for the device records in 

its own database by referring to the UID. Once the details are found, they are 

compared with the Device’s details provided by the Node. If the details match, the 

Device is verified and web register sends the KPU(Device) to the Node. 

Upon receiving the KPU(Device), the Node will then create a random 

mathematical challenge where both the values and the operation will be chosen at 

random (e.g. “10 ^ 4”, “74 / 3 * 4”, etc.). This challenge will then be encrypted using 

the KPU(Device) and sent across to the Device ensuring that only the device that 

possesses the KPI(Device) (Stored in the Trusted Platform Module) will be able to 

decrypt the challenge and solve it.  

To ensure there is no intrusion during the process, the Node will also send 

along its own KPU(Node) so that the challenge response is also encrypted. The Device 

can now use KPI(Device) to decrypt the challenge, solve the equation and use the 

KPU(Node) to encrypt the result and send the response back. 

4.3.1.4 Decision 

Upon receiving the response from the Device, the Node will decrypt the 

response with KPI(Node) and check the result. Once the result is verified, the Node 

will finally provide network access to the Device along with the right to authenticate 

other devices on the behalf of the network. The Node will also send an update to the 
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WR informing that the Device has gone through the authentication process and has 

been verified and provided network access.  

The WR will update the ADDR and last seen information in its records for the 

Device and enable the right to authenticate. This will ensure no node can add 

another Device until it has been verified by the WR. 

4.3.2 Quick Authentication (Scenario 2) 

 

Figure 4.3 Quick Authentication Process 
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Like the full authentication process, the quick authentication process is also 

divided into four major parts: Handshake, Device Information Collection, Challenge 

and Decision as shown in Figure 4.3. 

4.3.2.1 Handshake 

This process is identical to the one used in the previous scenario.  

4.3.2.2 Device Information Collection 

Before the authentication process begins, the Node must first request the 

Device for its information which, includes details such as UID, MAC, ADDR, etc. The 

Device must then provide the above-mentioned information to the Node as these 

details play an important role in verifying the device. 

The Node will first check if the Device has a UID as it is only provided to 

registered devices. Once the presence of UID has been verified, the device checks if 

it can access the WR. 

Algorithm 4.2 presents the technical exchange that takes place during this 

authentication process.  

Algorithm 4.2 Scenario-2 Challenge 

KCR - crypto key; VAR - Variable; OPR - Operator; RLT() - Re-
sult; CLN - Challenge; RES - Response 
 

1. Create challenge 
Node uses the random function to generate an equation 

Node(Random) = VAR1, VAR2 & OPR1 

Node checks if the equation is valid 
RLT(Node) = VAR1 OPR VAR2 

If RLT(Computable) = True, Go to Step 2. 
If RLT(Computable) = False, Repeat 1. 
2. Send challenge 
Node uses KCR to encrypt the challenge 

CLN = KCR[VAR1 OPR VAR2] 
Node → Device: (CLN) 
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3. Solve response 
The device uses KCR to decrypt and solve the challenge 

KCR[CLN] = VAR1 OPR VAR2 
RLT = VAR1 OPR VAR2 

The device uses KCR to send the response 
RES = KCR[RLT] 

Device → Node: (RES) 
4. Verify response 
Node extracts the response using KCR 

KCR[RES] = RLT(Device) 
If RLT(Node) == RLT(Device), Grant Net Access 

Wait for Connection → WR 
Node (Device(UID||MAC||Connected)) → WR 

If RLT(Node) =! RLT(Device), Authentication Fail 
Wait for Connection → WR 

Node (Device(UID||MAC||Flagged)) → WR 
5. Create challenge 
Node uses the random function to generate an equation 

Node(Random) = VAR1, VAR2 & OPR1 

Node checks if the equation is valid 
RLT(Node) = VAR1 OPR VAR2 

If RLT(Computable) = True, Go to Step 2. 
If RLT(Computable) = False, Repeat 1. 
6. Send challenge 

Node uses KCR to encrypt the challenge 
CLN = KCR[VAR1 OPR VAR2] 

Node → Device: (CLN) 
7. Solve response 

The device uses KCR to decrypt and solve the challenge 
KCR[CLN] = VAR1 OPR VAR2 

RLT = VAR1 OPR VAR2 

The device uses KCR to send the response 
RES = KCR[RLT] 

Device → Node: (RES) 
8. Verify response 

Node extracts the response using KCR 
KCR[RES] = RLT(Device) 

If RLT(Node) == RLT(Device), Grant Net Access 
Wait for Connection → WR 

Node (Device(UID||MAC||Connected)) → WR 
If RLT(Node) =! RLT(Device), Authentication Fail 

Wait for Connection → WR 
Node (Device(UID||MAC||Flagged)) → WR 
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4.3.2.3 Challenge 

As the WR is not available or times out, the Node must follow the quick 

authentication process. As the Node cannot receive the KPU(Device) from the WR, it 

uses the GLOR KCR (a symmetric encryption key). 

The Node will create a random mathematical challenge where both the values 

and the operation will be chosen at random (e.g. “10 ^ 4”, “74 / 3 * 4”, etc.). This 

challenge will then be encrypted using the KCR and sent across to the Device, ensuring 

that once again only a registered device will be able to decrypt the challenge. This is 

possible because the KCR is only provided to registered devices during their first 

registration and is stored in a Trusted Platform Module (which is known to be 

extremely secure) only to be accessed by the GLOR protocol for encryption and 

decryption purposes. 

4.3.2.4 Decision 

Upon receiving the response from the Device, the Node will decrypt the 

response with the KCR and check the result. Once the result is verified, the Node will 

finally provide network access to the Device. However, the Node will not provide the 

right to authenticate other devices until a verification is done by the WR. The Node 

will now wait for an access to the WR and inform it once the connection is achieved 

and the Device is verified and connected. 

The WR will check the device information against its records and if verified, it 

will provide the Device with the right to authenticate other Devices on the behalf of 

the network. The WR will also update the ADDR and last seen information in its 

records. This scenario introduces a new KCR (AES 256) [102, 103] which, provides an 

alternate method for authentication if the WR is not available. The KCR referred to 

here is universal and is saved inside a trusted platform module (or a trusted 

execution environment for devices that do not possess the hardware). The KCR can 
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only be accessed by the GLOR protocol for encryption-decryption purposes in case 

no immediate access to the WR is available. 

The Device can now use its KCR to decrypt the challenge and solve it. Once 

solved the Device will again use KCR to encrypt the result and send the response back 

to the Node. 

4.3.3 New Node Authentication (Scenario 3) 

In this scenario, we take into account the device that is connecting to the 

network for the first time; hence, it does not have any UID. In addition, the WR will 

not also contain any record matching the Device's information. Hence, a new record 

will be created as shown in Figure 4.4. 

 

Figure 4.4 Registration and New Node Authentication 

This scenario also incorporates the device registration process as defined by 

GLOR [18]. The new node authentication scenario is divided into four parts: 

Handshake, Device Information Collection, Verification and Registration. 
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4.3.3.1 Handshake 

This process is identical to the one used in the previous scenario.  

4.3.3.2 Device Information Collection 

Similar to the previous scenarios, the Node first requests the Device for its 

information. The Device must provide the required information, however, unlike the 

first two scenarios, it would not contain any UID. On verifying that the Device does 

not possess a UID, the Node must begin the registration process on its own. 

4.3.3.3 Verification and Registration 

Before the Device can register, the Node must set up a secure connection to 

the Device as well as the WR to verify the details provided. To do so, the Device is 

asked to generate a new key pair KPI(Device) and KPU(Device), from which the 

KPI(Device) is submitted to the trusted module and the KPU(Device) is shared with the 

Node. Once the communication is secured, the Node will send the data to the WR 

for verification. 

The WR upon receiving the Device’s information will check if any matching 

records exist to make sure duplicate records are not found. If no duplicate records 

are found, the WR will create a record for the Device and generate a UID to map the 

device’s information. The WR will then send the registration details to the Node, 

which will pass it on to the Device. 

Once this process is complete, the Device will be provided network access by 

the Node and given the right to authenticate other devices on behalf of the network.  
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4.4 Results and Validation 

The simulation for the authentication model using GLOR protocol has been 

developed in Visual Studio using C#. The machine used for simulation is powered by 

a 6th Gen. Intel i7 (3.1 GHz) CPU and with 16GB DDR3L RAM running Windows 10. 

4.4.1 Environment Setup 

The environment consists of two Smart Devices (both implementing the GLOR 

protocol), one of which being part of the network (Node) and the other attempts to 

connect to the network (Device). The Web Register (WR) is implemented using a 

local SQL database. The Device and Node have been allocated a maximum 

transmission speed of 11Mbps, which is an average speed of transmission based on 

the oldest non-legacy hardware still in use (Wi-Fi or Bluetooth). The transmission and 

processing times are calculated based on the processing power and transmission 

speed of the devices.  

For the simulation environment, we consider following assumptions: 

 None of the devices fail during the operation 
 Both devices have the capability to calculate its Geo-Location (ADDR) 
 There is no data loss during transmission. 
 For scenario 1, the Node has a direct connection to the WR  

4.4.2 Results and Analysis 

The simulation involves the Device starting the authentication process by 

initiating the handshake with the Node. The simulation then proceeds along as 

defined in the scenarios. The simulation does not involve Scenario 3 (New Node 
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Authentication) as it is an extension of full authentication and hence, would have 

similar results. 

Simulation is conducted individually for each scenario and used to collect 

information on the total transmission time of the data packets along with the 

average CPU and memory utilisation of the end devices involved. This provides us 

with valuable information about how the network performs under different 

conditions. 

The simulation for Scenario 1 is conducted based on the model description 

from Section 4.3.1. The simulation starts with the devices authentication process. 

We then capture the time taken for the authentication process to complete. Figure 

4.5 displays a timeline of the authentication process starting at ‘0’ seconds and 

finishing at ‘3.3’ seconds while mapping the key tasks in between. 

   

Figure 4.5 Scenario 1 Timeline 
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The authentication process begins once the handshake is completed and is 

denoted by ‘0’ on the time scale in Figure 4.5 and Figure 4.6. Once the node has 

created the challenge it sends it to the device, the time taken until this point is 

calculated and presented in the figure.  

The next key task is calculated when the device receives the response and 

addresses it. Finally, the authentication process ends with the node verifying the 

response received from the device and deciding whether to provide access or not. 

   

Figure 4.6 Scenario 2 Timeline 

Similar to Scenario 1, the simulation for Scenario 2 is also conducted according 

to the process explained in Section 4.3.2. This simulation is conducted without the 

presence of the WR and uses the KCR for encryption and decryption. Figure 4.6 

displays a timeline of the authentication process starting at ‘0’ seconds and finishing 
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The performance analysis for Scenario 1 and 2 based on resource consumption 

is also conducted. Figure 4.7 displays the RAM consumption for both Scenario 1 and 

2. Figure 4.8 shows the CPU utilisation. 

The CPU and RAM usage depicted provides an overview of the resource 

utilization for each scenario. As Scenario 1 takes place over a longer period of time 

in comparison to the faster Scenario 2, the average RAM requirements are 

comparatively less as the computation is spread across a longer time frame. 

However, due to the use of asymmetric encryption the average CPU requirements is 

considerably higher when compared to the requirements for symmetric encryption 

is Scenario 2. 

 

  

Figure 4.7 Memory Consumption 
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Figure 4.8 CPU Usage 

As we can see in the above figures, the full authentication takes almost 3 

seconds more than the quick authentication. However, the presence of both 

scenarios with their conditions together provides better security for the network. In 

terms of the performance analysis, both the scenarios have similar resource 

utilisation, which is mainly required for encryption and decryption purposes. 

4.5 Comparative Analysis 

The hybrid authentication presented in this chapter has been compared with 

existing approaches based on factors such as the prerequisite, security component 

and verification process[87]. Table 4.2 provides a summary of the comparison 

between existing security models and the Secure-GLOR model. 
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Table 4.2 Comparison Between Security Protocols 

Model 
Protocol 

Used 
Prerequisite 

Security 
Component 

Verification 
Process 

Advantage Limitation 

SRP DSR 

Key shared 
between the 
source node 
and destination 
node 

Messenger 
authenticati
on code 

Source 
address, 
destination 
address, 
messenger 
ID 

Simple 
algorithm, 
wide 
application 
situations 

Lack of 
protection for 
routing 
maintenance 
messenger, 
intermediate 
nodes cannot 
reply to the 
routing request 

ARIADNE DSR 

Dispatches the 
TESLA 
verification key, 
key shared 
between the 
source node 
and destination 
node, public 
key certificates 

One-way 
hash chain 
messenger 
authenticati
on code 

Whole 
packet, 
routing 
sequence 

Uses 
symmetric 
cryptography 
and TESLA 
technology, 
low 
computationa
l complexity 
and overhead 
of 
management 

Needs time 
synchronization
, bandwidth 
wasted in 
sending keys, 
latency in 
verification 

ARAN AODV 

Establishes a 
certificate 
server 
responsible for 
issuing and 
maintaining the 
public key 
certificate of 
every node 

Digital 
signature 

Whole 
packet 

Ensures 
authenticatio
n, integrity, 
and 
nonrepudiatio
n 

High 
computational 
complexity, CA 
is needed, 
intermediate 
nodes cannot 
reply to the 
routing request 

SEAD DSDV 

Dispatches the 
verification 
initialization 
value 

One-way 
hash chain 

Sequence 
number, 
number of 
hops 

Low 
complexity in 
computation 

A trusted entity 
is needed to 
dispatch and 
maintain the 
verification 
elements of all 
nodes 

SAODV AODV 
Dispatches 
public keys of 
nodes 

Digital 
signature, 
one-way 
hash chain 

Whole 
packet 

Intermediate 
nodes could 
reply to the 
routing 
request 

High 
computational 
complexity due 
to the 
asymmetric 
cryptograph 
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SLSP ZRP 
Dispatches 
public keys of 
nodes 

Digital 
signature, 
one-way 
hash chain 

Whole 
packet 

Prevents DoS 
attacks by 
monitoring 
neighbour 
nodes 

High 
computational 
complexity due 
to the 
asymmetric 
cryptograph 

Secure-
GLOR GLOR 

Registers node 
and public key 
in web-register  

Challenge-
Response 

Source ID, 
source 
public key 

Adapts to the 
situation, can 
provide 
authenticatio
n without 
web-register 

A device must 
be registered, 
have a valid ID 
and a linked 
public key. 

4.6 Summary 

Dynamic wireless mesh network is an emerging technology in the area of self-

sustained networks and holds the key to evolve into the next generation 

communication network. However, it is limited only by the static protocols and rigid 

security frameworks preventing it from evolving and are hence not suitable for the 

dynamic network. 

The dynamic wireless mesh network requires a new routing protocol such as 

the GLOR and security models that are flexible and can adapt to various scenarios 

faced by the dynamic network. The hybrid authentication scheme presented in this 

chapter is one such aspect, which works according to the network rather than have 

the network work according to it.  

Along with the flexibility, the security model also uses new methods to provide 

higher levels of security as mesh networks are prone to various attacks as discussed 

in Section 2.5. With additional security features (as elaborated upon in the chapters 

ahead) being added to the Secure-GLOR model, the dynamic wireless mesh network 

can become better managed, more secured and scalable. 
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Chapter 5 
 

5Encryption Techniques for 
Dynamic Distributed Networks 

As we progress into a digital era where most aspects of our lives depend upon 

a network of computers, it is essential to focus on digital security. Each component 

of a network, be it a physical network, virtual network or social network requires 

security when transmitting data. Hence the dynamic wireless mesh network must 

also deploy high levels of security as found in current legacy networks. This chapter 

presents a secure Geo-Location Oriented Routing (Secure-GLOR) protocol for 

wireless mesh networks, which incorporates a hybrid encryption scheme for its 

multilevel security framework. The hybrid encryption technique improves the 

network’s overall performance compared to the basic encryption by using a 

combination of symmetric key as well as asymmetric key encryption. Using the 

combination of the two encryption schemes, the performance of the network can be 

improved by reducing the transmitted data size, reducing computational overhead 

and faster encryption-decryption cycles. This chapter discusses multiple 

combinations of encryption schemes for both symmetric and asymmetric encryption 
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and compares their performance in various experimental scenarios. The proposed 

security scheme achieves better performance based on the results obtained with 

most viable options for our network model. 

5.1 Introduction 

With the advancements in technology, the digital world has a greater impact 

on various aspects of our lives and has become an essential part of our daily life. The 

communication network is one of the most important parts, keeping us connected 

to the digital world. We rely on the communication network to access the internet, 

control traffic, make payments and even carry our sensitive data, hence it is essential 

that it maintains high levels of security to ensure the integrity of the network.  

The continuously rising need for security is now expanding to every type of 

network, be it social or physical. This need for security has also come to wireless 

mesh networks that have been in development over recent years. The mesh 

networks are known for their ability to form self-sustained and easily configurable 

networks by connecting a large number of devices together; however, guaranteeing 

security in such networks is one of the major challenges for future application-

specific deployments. Unlike the legacy networks, the mesh networks depend on 

their devices to relay the data by sending it through a chain of devices, which means 

that the data is accessed by more than just the device it was destined for. Hence the 

need for secure delivery of data is very critical to the future of such a network model 

[85].  

In addition, the dynamic wireless mesh networks require a custom-tailored 

security framework as the current/legacy security solutions do not fit well and limit 

their capabilities. This is because the present security solutions for a mesh network 

requires a central entity dependent network which limits the size and dynamic-ness 
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when applied to the wireless mesh network. In this chapter, we present the Secure-

GLOR model based upon the GLOR protocol. The Secure-GLOR model is specifically 

designed to embrace the dynamic properties of a wireless mesh network while 

providing a high level of security.  

This chapter introduces the hybrid encryption scheme for the secure version 

of the GLOR protocol, as proposed in our papers [19, 22]. Section 5.2 of this chapter 

begins with a discussion about existing approaches/models and how they implement 

security. The security model and its various aspects implemented by the GLOR 

protocol is then explained in Section 5.3 followed by a theoretical analysis of the 

model in Section 5.4. Section 5.5 presents the performance of the network model 

under different scenarios with various configurations and discusses the results 

obtained. Finally, Section 5.6 summarizes with the final thoughts on the next step of 

the Secure-GLOR protocol. 

5.2 Existing Models 

Amongst the models/approaches explained in Section 2.3, very few take into 

account the security of data being transmitted. The Smart Phone Ad-hoc Networks 

(SPAN) project [64] was the earliest practical implementation showing an off-grid 

network; however, the project had no current security implementation. Though it 

discusses the use of public-private key pair for encrypted communication between 

devices, the key exchange process was manual and a major risk. 

Several Project [68] and FireChat [73] are other similar implementations which 

use Wi-Fi/Bluetooth to create a self-sustained network. However, the methodology 

lacks security as each message is sent to every device on the network without any 

encryption, like a chat room. Other implementations such as the BRIAR Project [74] 

have been designed to provide secure and resilient peer to peer communications 
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with no centralized servers and minimal reliance on external infrastructure. This is 

however achieved with a loss of real-time transmissions.  

There are several security threats in wireless communication networks, the 

layer-wise classification of the security threats and solutions are given in [88, 137]. 

In [138, 139], it is already proved that symmetric key solutions are very many times 

faster than asymmetric key solutions. Symmetric key cryptography is always suitable 

for the low power devices, where a shared key needs to be updated after a certain 

period of time [138-140].  

Current research trend creates hybrid architecture by combining 

communication and computing technologies such as fog or cloud computing. In [90, 

141, 142], authors have given the novel security solutions for these hybrid 

architectures. By following the hybrid architecture, we have applied both symmetric 

key cryptography [102, 103] and asymmetric key cryptography [108, 128] for our 

proposed GLOR protocol. 

5.3 Encryption Techniques 

An essential part of a network’s security depends upon how best it can secure 

the data while it's being sent across the network. The Secure-GLOR model was 

initially designed to use a standard asymmetric encryption algorithm to avoid 

refreshing encryption keys frequently. However, after extensive testing and multiple 

simulation performance analysis, the model has since been updated to use a hybrid 

encryption technique to overcome the delays caused when transferring bigger 

chunks of data. In this section, we begin with discussing the initial standard design 

that incorporated asymmetric encryption for all tasks and how it performed as 

compared to the hybrid encryption model.  Table 5.1, as shown below, lists the 

various notations used. 
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Table 5.1 Notations Used 

Notation Component Description 

Node Network Device 
A device with an established connection to the network 
and is authorized to authenticate other devices. 

Device New Device A device which wishes to join the network. 

WR Web Register A database that stores network device information 
such as Unique ID, MAC, Address, Public Key, etc. 

UID Unique ID 
A unique identifier generated and provided to each 
node by the Web Register. It is linked with each de-
vice’s MAC. 

ADDR Geo-Location 
Address 

Physical position (two dimensional) of the device deter-
mined through its latitude and longitude coordinates 

KPU Public Key Asymmetric encryption key pair used for authentica-
tion and End-to-End encryption. Each device gets its 
own key pair. KPI Private Key 

KSE Session Key Symmetric encryption key provided to each device at 
registration. 

5.3.1 Asymmetric (Standard) Encryption Technique  

In the asymmetric encryption technique [22] Secure-GLOR used RSA to encrypt 

the message part of the smart packet. It begins during the packet formation process 

after the origin node requests the details of the destination node as described in 

detail in Chapter 4. To summarize, each node generates a new public-private key pair 

during its first registration. Once the registration process is completed successfully, 

the node sends a copy of the public key to the web register. This is used when a node 

wishes to send some data to another node on the network.  

Algorithm 5.1 Key Management 
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KPI(i) – Private Key of node i 
KPU(i) – Public Key of node i  

WR - Web Register; SN - Source Node; DN - Destination 
Node 

 
1. At initial node registration  

 node i generates its key pair i.e. KPI(i) and KPU(i) 
 

2. Nodes share own public key with web register (WR) 
KPU(i) → WR 
 

3. During data transmission 
SN (request) → WR (DN location) 
If WR authenticate SN and found DN in the register 
WR → SN: (KPU(DN)  Loc (DN)) 
Then SN uses KPU(DN) for data encryption. 

 

As explained in Section 3.3.4, once the node receives information about the 

destination node, it also receives the public key of the destination node. This is used 

to encrypt the message part of the packet such that only the destination node can 

decrypt it using its own private key. In addition to encrypting the message, the node 

also provides its own public key that the destination node can use to encrypt any 

response it wishes to send. The complete procedure for key management in Secure-

GLOR is shown in Algorithm 5.1. 

5.3.2 Hybrid Encryption Technique 

During the evaluation of different metrics in the simulation performances 

(Section 5.5.3), it was observed that the asymmetric encryption technique 

performed similar to the symmetric encryption technique with a small dataset. 

However, during the implementation and testing phase, it was discovered that 

symmetric encryption algorithms performed considerably better compared to the 

asymmetric encryption algorithms when a larger sized data set was used. Due to the 
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fact that asymmetric algorithms use a larger key size to provide the same amount of 

security as compared to symmetric algorithm keys and also due to the workings 

involved in the encryption-decryption process for both, the asymmetric encryption 

techniques are more resource and time intensive as compared to symmetric 

encryption techniques that are able to provide the same/better level of security. 

 

Figure 5.1 Hybrid Encryption 

In order to provide better and faster encryption/decryption cycles for the 

Secure-GLOR model, we use the hybrid encryption scheme. According to the hybrid 

encryption scheme, a symmetric encryption technique is used to encrypt the data 

while the asymmetric encryption algorithm is used to encrypt the key used by the 

symmetric encryption. The essence of hybrid encryption is the use of a session key 

(symmetric encryption) which is randomly generated and exchanged between the 

source node and destination node securely.  
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To ensure the session key is not stolen or tampered with, the asymmetric 

encryption is used to encrypt the session key using the public key of the destination 

node ensuring that only the destination node can access the session key and use it 

to decrypt the data as shown in Figure 5.1. The process for session key generation 

and key management is also shown in Algorithm 5.2. 

Algorithm 5.2 Session Key Management 

KPI(i) – private key of node i 
KPU(i) – public key of node i  
KSE(i) – session key 
WR - web register; SN - sender node; DN - destination node 
  

1. At initial node registration  
 node i generates its key pair i.e. KPI(i) and KPU(i) 

2. Nodes share own public key with web register (WR) 
KPU(i) → WR 

3. Before Data transmission 
SN (request) → WR (DN location) 
If WR authenticate SN and found DN in the register 
WR → SN: (KPU(DN)  Loc (DN)) 

4. Generate Session Key 
SN(Random) → KSE 
SN uses KSE for data encryption. 

5. Session Key Encryption 
SN uses KPU(KSE) for session key encryption. 
Encrypted (data & KSE) are concatenated and sent  

5.4 Theoretical Analysis 

This section provides a theoretical analysis of our proposed Secure-GLOR 

model to demonstrate its response to potential security threats and how Secure-

GLOR is protected against them. We use hybrid encryption where asymmetric key 
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cryptography is used to protect the session key and symmetric key cryptography is 

used to protect data in the dynamic mesh network. The proposed security method 

performs efficiently without degrading network performance. We have made the 

following practical and realistic assumption in our method: 

Assumption 1: In our method, the data that is encrypted by a symmetric-key 

method cannot be decrypted by any other, unless they have the session key. 

Assumption 2: In our method, the session key that is encrypted by an 

asymmetric-key method cannot be decrypted by any other, unless they have the 

private key. 

5.4.1 Security Proofs 

Definition 1 (attack on integrity): A malicious attacker MI can attack the 

integrity if it is an adversary capable of monitoring the data packets regularly and 

trying to access and modify them before they reach their destination.  

Definition 2 (attack on confidentiality): A malicious attacker MC is an 

unauthorized party which has the ability to access or view the unauthorized data 

packets before they reach the destination node. 

Theorem 1: Proposed Secure-GLOR maintains end-to-end security in a mesh network 

with dynamic nodes.  

Proof: We use an asymmetric key cryptographic method to maintain end-to-end 

security over our Secure-GLOR protocol in a dynamic wireless mesh network. As our 

network model is comprised of high-performance devices (i.e. smartphones, laptop, 

etc.), we aim to reduce the number of keys that are in use, and in doing so, reduce 

the overall network overhead. 
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In symmetric key cryptography, with N number of nodes, the number of 

pairwise keys required for a secure communication can be calculated as shown 

below: 

If a new node ‘I’ is added to the network, it must generate and share a new key 

with its neighbouring nodes. 

Then for N users, the number of keys required is   

 there will be  keys. 

Using a similar method, the number of pairwise keys required for asymmetric 

key cryptography with N number of nodes can be calculated as below: 

If a new node ‘I’ is added to the network, it needs only a public key and a private 

key to share a new key with the WR as well as other nodes. 

Then for N users, we have  keys.  

 there will be  keys. 

While comparing with other existing symmetric key algorithms, individual 

nodes may require a separate pair, so as a result, we have 4N keys i.e. O(N) keys. 

Another advantage with the asymmetric key over the symmetric key algorithm 

is that it does not require changing or updating the key after certain intervals of time, 

which leads to reduced network communication overhead and loss of secret keys. 

Our security method uses a public key (KPU) to encrypt and private key (KPI) to decrypt 

the session key (KSE), and each node only shares its public key with the web register. 

Hence, an intruder might reach the web register to obtain the public key but it is 

impossible to get the private key without compromising the node as its private key 

never leaves the device. 
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Finally, only the recipient node can decrypt the packet using its own private 

key (KPI) to get the session key and use it to decrypt the data. Therefore, we can 

conclude that Secure-GLOR maintains end-to-end security. 

Theorem 2: Secure-GLOR is secure against an attack on integrity and confidentiality  

Proof: Following Algorithm 5.1, it is clear that the intruder cannot get the destination 

node’s private key to decrypt the data packet. 

From Definition 1, we know that an attacker MI has full access to the network 

to read data flow, however, MI cannot get the private key information of the 

destination node. The intruder can gain access to the public key KPU but it’s useless 

as there exists no such method to obtain/derive the private key using the public key. 

In the same way, following Definition 2, MC can gain access to the public key KPU but 

no other information.  

Finally, we can conclude that both MI and MC can neither read nor modify the 

data packets, the data packet can only be accessed by its destination node. Hence, 

Secure-GLOR is secure against an attack on integrity and confidentiality.  

5.4.2 Forward Secrecy  

By following a standard asymmetric key cryptography procedure, destination 

node’s public key is used to encrypt the session key which in turn encrypts the data 

packets, hence it can only be decrypted using destination node’s private key to first 

decrypt the session key and using it decrypt the data. Even if the public key is known 

to intruders, it cannot be used to decrypt the packet. We choose to use asymmetric 

key cryptography over symmetric key cryptography because network nodes have 

enough resources, battery and computational power to compute complex 

encryption/decryption. This introduces technical challenges for the intruder to break 
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the encrypted data packets. This also avoids a repeated rekeying process and 

reduces communication overhead.  

The proposed Secure-GLOR method is secured against any kind of malicious 

attack as we use different keys for encryption and decryption process. Finally, we 

conclude that an intruder cannot predict the keys to read the data packets. 

5.5 Results and Validation 

As discussed in Chapter 3 and paper [18] the GLOR protocol has been 

developed in Visual Studio using C#. The machine used for simulation is powered by 

a 6th Gen. Intel i7 (3.1 GHz) CPU and 16GB DDR3L RAM running Windows 10. 

5.5.1 Simulation Environment Setup 

The environment consists of nodes evenly spread on a 2D plane. The nodes 

location is calculated using the X-Y coordinate of the device on the 2D plane. The 

web register is implemented using a local database. The nodes have been allocated 

random transmission speeds varying from 11Mbps to 25Mbps, based on which the 

transmission time is calculated.  

As the aim is to test absolute performance of different encryption algorithms 

using the same conditions, the test-bed includes the following assumptions 

• The nodes have already been authenticated and have a unique id. 

• None of the nodes fail during the operation. 

• All nodes have the capability to calculate their location. 

• No packet is dropped during the transmission process. 

• Each node has a direct/indirect connection to the web register. 
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5.5.2 Simulation and Observation 

The simulation initiates with the nodes calculating their geo location (using 

their X-Y coordinates) and generating a Public-Private Key pair for session key 

encryption and a random session key for data encryption. The nodes send their 

location and public key to the web register and start connecting to the neighbour 

nodes to create the neighbour table to improve network performance. 

The nodes use a predefined data-set to be communicated between the source 

and destination nodes. There are 72 nodes being used in this setup and information 

like transmission time, CPU utilization, and memory utilization is calculated and 

compared with various encryption schemes. This provides us with valuable 

information about how the network performs under different scenarios. 

5.5.3 Results and Analysis (Standard Encryption Technique) 

Figure 5.2 and Figure 5.3, give us a network performance insight with respect 

to the time taken for a data packet to be created, sent to the destination and receive 

an acknowledgement for the same. It also shows us the amount of delay obtained in 

proportion to the distance travelled. 

The comparison consists of both symmetric encryption (AES 128, AES 256) and 

asymmetric encryption (RSA 2048, RSA 4096). In the first scenario, a data-set of 500 

Bytes is encrypted and sent from the origin node to the destination node. From 

Figure 5.2, it is observed that there is a steady increase in the time taken for the 

packet to reach its destination and it is directly proportional to the distance travelled 

(number of hops). The graph also shows that there is very little difference in the time 

taken by AES 128 and RSA 2014; however, AES 256 and RSA 4096 take a 

comparatively longer time due to the increased size of encrypted data. This implies 
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that the network is able to perform normally even after encryption is used and does 

not cause any overhead/overload on the devices.  

 

Figure 5.2 Time Taken for the Trip (500-Bytes Data) 

In the second scenario, a data-set of 64000 Bytes is used to test the simulation. 

The results, as shown in Figure 5.3, depict that the symmetric encryption has a 

similar steady increase comparable to scenario one. However, the asymmetric 

encryption has a very large increase (average 13 seconds for RSA 2048 and 42 

seconds for RSA 4069).  

The major factor for such a high increase can be directly related to the key size 

for RSA encryption, which requires the data to be broken down into small chunks 

and then encrypted individually. This leads to a longer wait cycle during encryption 

and decryption process (at the origin and destination node). 
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Figure 5.3 Time Taken for the Trip (64000-Bytes Data) 

The performance analysis of each encryption technique based on resource 

consumption was also carried out in the above-mentioned scenario one and two. As 

Figure 5.4 and Figure 5.5 show us, the symmetric encryption techniques had similar 

memory consumption of about 4 Megabytes, however, AES 256 had almost double 

CPU usage of 24 % as compared to AES 128 which only required 14%. Hence it can 

be deduced that even though the time required for both techniques is almost 

identical, the resource requirement for AES 256 is much more. 
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Figure 5.4 Memory Consumption 

The asymmetric encryption techniques RSA 2048 and RSA 4096 had similar 

memory consumption (4.8 Megabytes) and CPU usage (27%-28%). Hence both 

techniques require almost the same amount of resources, but their time 

consumption is directly proportional to the amount of data. However, overall, the 

symmetric encryption had less resource consumption when compared to 

asymmetric encryption. 

 

Figure 5.5 CPU Usage 
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5.5.4 Results and Analysis (Hybrid Encryption Technique) 

In the previous section, results were calculated for both symmetric and 

asymmetric encryption techniques individually. The same constants are now used to 

implement the hybrid encryption. This section presents and compares the results 

from the hybrid encryption techniques. 

As discussed above, the hybrid encryption technique uses a combination of 

symmetric and asymmetric encryption schemes. The symmetric encryption 

technique is used to encrypt the data using a session key, whereas the asymmetric 

encryption technique is used to encrypt the session key using the public key of the 

destination node. 

We have considered the following encryption techniques based on their 

individual strength and performance. We evaluated AES 128, AES 256 and Blowfish 

for the data encryption while in combination with RSA 1024, RSA 2048 and Elliptic 

Curve Diffie Hellman (ECDH) for session key encryption. The combination of 

symmetric and asymmetric techniques used have been referred to as “case” and are 

listed in Table 5.2. 

Table 5.2 Hybrid Encryption Scenarios 

Case Symmetric Encryption Asymmetric Encryption 
0 None None 
1 AES 128 RSA 1024 
2 AES 128 RSA 2048 
3 AES 128 ECDH 
4 AES 256 RSA 1024 
5 AES 256 RSA 2048 
6 AES 256 ECDH 
7 Blowfish RSA 1024 
8 Blowfish RSA 2048 
9 Blowfish ECDH 
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Figure 5.6 and Figure 5.7 give us a network performance insight with respect 

to the time taken for a data packet to be created, sent to the destination and an 

acknowledgement received for the same. It also shows us the amount of delay 

obtained in proportion to the distance travelled. As the constraints are kept exactly 

as before, we take a 500-byte data-set for the first setup (Scenario 1) and a 64000-

byte data-set for the second setup (Scenario 2). 

 

Figure 5.6 Time Taken for the Trip (500-Bytes Data) 

For Scenario 1, using a 500 bytes data-set, it is observable from the data 

presented in Figure 5.6 that hybrid encryption techniques using RSA 2048 (Case 2, 5 

& 8) take up to 2000 milliseconds extra as compared to the RSA 1024 or ECDH for 

secret key encryption. Another closer observation also tells us that the hybrid 

0

500

1000

1500

2000

2500

3000

3500

4000

4500

2 4 6 8 10 12 14 16 18 20

Ti
m

e 
in

 M
ill

ise
co

nd
s

Number of Hops

Case 0 Case 1 Case 2 Case 3 Case 4

Case 5 Case 6 Case 7 Case 8 Case 9



118 | P a g e  

 

encryption techniques using AES 256 (Case 4, 5 & 6) take slightly more time to 

encrypt the data as compared to AES 128 of Blowfish.  In general, a gradual increase 

in time is expected with a direct relation to increase in number of hops a packet must 

travel before completing a round-trip. 

When re-running the simulation for Scenario 2 with a data set of 64000 Bytes 

data-set, the results obtained show an increase of approximately 250 milliseconds 

for all cases as compared to Scenario 1. This upward shift is directly proportional to 

the size of data being encrypted and sent over the network. A gradual increase in 

time is once again expected with a direct relation to increase in number of hops 

similar to Scenario 1. 

 

Figure 5.7 Time Taken for the Trip (64000-Bytes Data) 
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Other observations such as the increased 2000 milliseconds it takes for RSA 

2048 as compared to RSA 1024 or ECDH and approximate incremental of 250 

milliseconds for AES 256 as compared to AES 128 of Blowfish is also similar in both 

Scenario 1 and Scenario 2. Overall the data from both Scenarios can be majorly 

classified on the basis of hybrid encryption using RSA 2048 and hybrid encryption 

using RSA 1024 / ECDH due to the huge difference. 

As just the time parameter is not enough to select a preferred combination of 

symmetric and asymmetric encryption technique, we also take into account the 

performance of the encryption techniques by measuring the resources used. The 

performance analysis is another major factor in deciding how much resource 

consumption is adequate for the network model. Figure 5.8 displays the Memory 

(RAM) consumption and Figure 5.9 displays the CPU utilization for the various cases 

discussed above. 

 

Figure 5.8 Memory Consumption 

From Figure 5.8 we can observe that the hybrid encryption using AES 256 has 

the highest RAM consumption for data encryption as compared to other symmetric 

0

0.5

1

1.5

2

2.5

3

3.5

Case 0 Case 1 Case 2 Case 3 Case 4 Case 5 Case 6 Case 7 Case 8 Case 9

M
eg

aB
yt

es



120 | P a g e  

 

encryption techniques. It can also be deduced that RAM consumption is also high 

when using RSA 2048 for session key encryption as compared to other asymmetric 

encryption techniques. Figure 5.9 also presents similar results for maximum CPU 

consumption by the RSA 2048 when encrypting the session keys. However, the 

highest CPU consumption for encryption of the data is AES 128, which is unlike the 

previous observation. 

 

Figure 5.9 CPU Usage 

In conclusion, when compiling all the data received it is clear that Case 9 has 

the least resource consumption as well as one of the best performance amongst the 

compared symmetric and asymmetric encryptions techniques. Hence it seems 

promising to use Blowfish as the symmetric encryption technique for the encryption 
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5.6 Summary 

The results collected from the various combinations of symmetric encryption 

techniques and asymmetric encryption techniques were vital in deciding the 

preferred combination to use for the hybrid encryption model. The choice to use 

hybrid encryption also improves the performance of the network by reducing the 

load on the devices caused if only asymmetric encryption was used.  

This is because of the fact that asymmetric encryption can only encrypt a 

certain amount of data at a time which is dependent on the size of the keys being 

used and the resource intensive processes involved. Hybrid encryption overcomes 

this issue by using symmetric encryption, which has been proven to be a faster 

technique, to encrypt the data using a session key which in turn is encrypted by an 

asymmetric encryption technique. 

In addition to the hybrid encryption technique, the Secure-GLOR also benefits 

from the hybrid authentication (discussed in Chapter 4) scheme applied across 

network devices. This enables us to create a complete integrated security model for 

a mesh network. In the next chapters, we will discuss further about the dynamic key 

management strategy to defend against multiple attacks and threats. 
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Chapter 6 
 

6Key Management Scheme for 
Distributed Networks 

As distributed networks, such as the dynamic wireless mesh network, evolve, 

they expand in both the coverage they provide and the number of devices they can 

support. However, with such an expansion, providing security for such networks has 

become a major concern. The most important component of a security framework 

is establishing the keys to be used in the network. This has always been a challenge 

for distributed networks as the network expansion makes it difficult to keep setting 

up authorities to aid in the key-exchange process. In this chapter, we address the 

challenge of key-exchange in distributed networks by presenting a new scheme 

which provides a safe method of key exchange using a mix of random selection, 

multi-path approach and anonymity. The proposed approach is thoroughly analysed 

to measure its strength and effectiveness against various threat scenarios. 
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6.1 Introduction 

As distributed networks are decentralized, they require a robust scheme to 

preserve the security of the devices connected to them. In the last decade, an 

increasing number of devices have become a part of such networks and the trend is 

still growing. One of the main reasons for the increased popularity of distributed 

networks like the wireless mesh network is the fact that they can be set up anywhere 

with minimal infrastructure requirement. However, with an increase in unattended 

standalone networks in adversarial environments, the need for improved security is 

very high [143, 144]. In this chapter, we present a new key-distribution scheme 

specifically designed for distributed networks. 

Although the security of such networks is easily improved using end-to-end 

encryption, the most crucial component of the process is the key exchange as it 

provides the key to be used for the encryption/decryption process. The key-

exchange can be attempted using various schemes, each one with its own set of 

keying style [118] as depicted in Table 6.1. The approach to be used for a specific 

network is determined after analysing the various components and configuration of 

that distributed network. 

The encryption/decryption process can be conducted using a symmetric key 

where a master key is distributed throughout the network. However, if even one of 

the device on the network is compromised, it will compromise the whole network 

[145]. To avoid this, individual asymmetric or public-private key pairs are preferred 

as the public key can only be used to encrypt and only its linked private key can 

decrypt. This way even if a device is compromised, it would not be able to 

compromise the whole network. 

These keys (or keying material) can be pre-loaded onto the devices (key pre-

distribution) and used when connecting to the network. This approach is however 
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very static and can disrupt the network by compromising enough devices to be able 

to compromise other keys being distributed [117]. To avoid such scenarios, dynamic 

key-pairs are used and can be updated regularly to maintain a higher level of security 

[146, 147]. In addition to the approach and keying style, there are certain constraints 

which need to be considered when designing a key distribution scheme for 

distributed networks [120].  

Table 6.1 Types of Key Distribution Approaches 

Approach Mechanism Keying Style 

Probabilistic Pre - Distribution Random-Key 
Pair-Wise key 

Deterministic 

Pre – Distribution Pair-Wise key 
Combinatorial 

Dynamic Key Generation 
Master Key 
Key Matrix 
Polynomial 

Hybrid 
Pre – Distribution Combinatorial 

Dynamic Key Generation Key Matrix 
Polynomial 

The devices that form a distributed network can span over very large areas and 

hence communicate using the concept of hopping; this implies that any data sent 

over the network is travelling through other devices before finally reaching its 

destination. The distributed networks also contain mobile nodes that keep changing 

locations, and in doing so, also change the network layout [121]. A major factor on 

which the key strength and size depend is the computational resources available 

with the devices in the networks [119]. 

To address the above concerns and constraints, we present our proposed 

Multi-Path Anonymous Randomized Key (MPARK) distribution scheme. Section 6.2 

discusses the assumptions made regarding the applicable network structure and 

provides the notations used. The chapter then presents the MPARK distribution 

scheme and its components in Section 6.3. In Section 6.4 we expand upon the various 
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security threats and how they are overcome using our scheme. Finally, we conclude 

our proposed scheme and discuss its future development in Section 6.5. 

6.2 Assumptions and Notations 

This section states some realistic assumptions for the distributed network 

scenario where our proposed key distribution scheme MPARK can be applied. This 

section also defines the notations used while defining the proposed scheme. 

6.2.1 Network Assumptions 

The MPARK distribution scheme considers some realistic assumptions to 

maintain an adequate level of security. As it is an integral part of a network, there 

must exist a central support entity such as the web register defined in Section 

3.3.3.1. The web register is able to keep a record of all the public keys in use and the 

devices they are linked to. The web register also has enough processing power to 

conduct complex calculations and fast storage to traverse and look up data quickly. 

The web register must always be available having a distributed presence with 

appropriate redundancies to prevent single-point failures.  It must also be able to 

maintain an active connection to the network devices directly or through a multi-

hop approach.  

Another integral part of a distributed network is the devices it is formed of; 

hence it is important that all the devices have adequate resources. The devices must 

have enough processing power to be able to generate their own asymmetric key 

pairs (used in key exchange) and symmetric key (used as a session key). In addition 

to adequate processing power, they must also contain enough memory to store a 

few megabytes of data such as the key pool and keying material. 
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A new device that is connecting or seeking connection to the network must be 

authenticated before the key exchange is initiated. Until the authentication process 

is complete, the new device must not be given full or partial access to the network. 

In order to maintain the integrity of the proposed scheme, it is also important that 

the new device is within range of two or more edge devices (a device which is already 

a part of the network) before the key exchange is initiated. 

6.2.2 Notations Used 

Table 6.2. lists the various notations used, the component they refer to and its 

description. These notations are used to refer to integral components of the 

proposed scheme. 

Table 6.2 Notations Used 

Notations Component  Description 

DN New Device A new user device that is attempting a key ex-
change. 

DE Edge Device 
A user device which is currently part of the net-
work and has an existent key pair set up with the 
web register 

Server Web Register 

A centralized system used to keep a record of 
public keys and the devices they correspond to. A 
user device can use it to look up the public key for 
another device it wishes to contact. 

KPU Public Key 

A unique key linked to a user device’s private key. 
It is publicly stored on the web register and can be 
used by any device only to encrypt data destined 
for its user device 

KPI Private Key 

A unique secret key stored securely on the user 
device. Only a specific private key can be used to 
decrypt data that was encrypted with its linked 
public key. 



127 | P a g e  

 

KP Key Pair A set of Private Key and Public Key that are linked 
to each other. 

Pkt Data Packet 
A normal TCP/IP packet used to encapsulate data 
and other important information while it travels 
from the source device to the destination device. 

TTL Time To Live 
A time value which represents the validity of the 
data packet. If the time to live is expired, the data 
packet will be discarded. 

CON 
Active Connec-

tions 

An active connection refers to an ongoing connec-
tion between a device and its in-range neighbour 
device. 

KPOOL Pool of Keys A collection of Public Keys / Private Keys 

IV 
Initialization 

Vector 
A random starting variable used as an initializer 
for the encryption process. 

NP Number of KP The total number of key pairs created during a sin-
gle key distribution process 

NE Number of DE 
The number of edge devices involved in the Key 
Distribution process. 

NS A set of KP 
The set of Key Pairs (Can also refer to Public Keys 
in general) that are part of a single set of Keys 
packed in a data packet 

Rnd Randomizer An absolute (or pseudo) randomness generator 

SV Seed Value The initial elements used as a reference when cre-
ating key pairs. 

6.3 Proposed Key Distribution Scheme 

This section presents the proposed Multi-Path Anonymous Randomized Key 

(MPARK) distribution scheme to address the issues stated in Section 6.1. The aim is 

to use anonymity and randomness to further reduce the risks involved in the key 

exchange over an insecure wireless channel in a mesh network. This channel can be 

defined as the connection between two devices before a public key or a session key 



128 | P a g e  

 

is used to encrypt the traffic. This section discusses the working of the MPARK 

distribution scheme, its components, the methodology used and its effectiveness. 

The proposed scheme has been divided into its major components to provide 

its key details. Each component provides its unique features and when combined all 

together, form a strong key distribution scheme. The major components are 

individually discussed below. 

6.3.1 Initial Contact 

The initial contact can be defined as the moment a new device is being added 

or has requested to be added to the network. During this phase, the new device 

undergoes the authentication process. The steps involved in the authentication 

process will vary depending upon the type of network being addressed and the 

various constraints it uses. As we use the hybrid authentication scheme in our 

scenario, the authentication is completed successfully before a device is provided 

access to the network.  

Only after the initial authentication process is successfully completed, the new 

device is provided with a public key KPU (Figure 6.2) to communicate with the 

network server using a secure line. Before the key-pairs KP are generated, the new 

device also calculates a list of possible edge nodes that can be used to initiate the 

key exchange process. This list of edge devices NE is used while generating encryption 

keys and is defined further in the next section. 

6.3.2 Key-Pair Generation 

The key generation process is usually an integral part of the scheme as the 

strength of the key is directly related to the amount of time it will take to break it. It 

also depends upon the type of devices being used in the network as the key length 
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will be selected based on the computation possible with onboard resources. As in a 

distributed network, the data travels using hops, the size of the encrypted data is 

also an important factor when selecting an encryption algorithm [148].  

Our scheme uses hybrid encryption techniques which initially requires a set of 

asymmetric keys, so only the public key KPU is exchanged which is unique for each 

device on the network. In addition, as the key pair KP is generated by the device itself, 

the private key KPI never leaves the host device and hence an adversary cannot 

predict the private key. However, unlike other key distribution schemes, which 

generate a single key-pair, our proposed scheme generates a pool of key-pairs KPOOL.  

This pool of key-pairs KPOOL decreases the probability of finding the actual key, 

which is randomly selected from the pool by the server, amongst the rest of the 

dummy keys. Each key pair KP generated uses a different version of the seed value 

SV to avoid similarity in the generated pairs and will provide the same level of 

encryption. All key-pairs KP are regarded as the same until the server picks one (the 

chosen key pair for the device) making the rest into dummy keys. 

The number of keys generated KPOOL is directly proportional to the number of 

reachable edge devices NE. As the key pool is divided amongst the available edge 

devices DE for increased randomness, more key-pairs are generated if more edge 

devices are in range. Each edge node is given a subset of the pool of keys NS 

generated to send to the server. 

The number of keys also varies based on the maximum size of data each packet 

can contain and the key length. On an average, 50 key-pairs are generated for each 

available edge device and only the public keys are sent out in sets.  
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6.3.3 Key Transmission 

The scheme takes advantage of the availability of multiple nodes/points of 

connectivity to the network. Instead of sending all the keys through one point of 

contact, sub-sets of the key pool (key-set) NS are created and distributed amongst 

the reachable nodes DE (Figure 6.1) thus further increasing the anonymity in the key 

exchange process. 

 

 

Figure 6.1 Multi-Path Data Transmission 

The key set can be transmitted in both the static network by using a routing 

table with predefined paths, and the dynamic network by using a greedy algorithm 

and dynamically selecting the next hop nodes. The transmission’s anonymity will be 

less for a predefined path as compared to that of a dynamic one provided by the 

GLOR protocol, but both will provide adequate anonymity to increase the overall 

security of the scheme.  
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The protocol also provides an additional protection against malicious nodes as 

the key pool is divided amongst the available edge nodes. This prevents the malicious 

node getting hold of all possible keys. In addition to multiple paths, the packets 

carrying the keys are encrypted and look like any normal data packet to make it 

harder to trace it across the network. 

6.3.4 Key Selection 

As the different sets of keys reach the server through different paths, it is 

important to know when they will expire. Hence, every set of keys sent across has a 

timeout value present in it (TTL). The server will check this value when it receives the 

packet and will accordingly discard any packets (with the key sets) whose TTL has 

expired. 

The server will then randomly select a public key KPU from the collective pool 

of all the keys received within the TTL. This key will then be registered as the 

communication key for the new device and can be requested by any device on the 

network to securely communicate with the new device. 

The server will also allocate a public key from its personal pool of key pairs 

using which the new device can contact it. The server uses multiple key pairs for 

enabling devices on the network to communicate with it. The server, however, does 

not generate a unique key for each device, instead, it uses a key for a group of a 

predefined number of devices. Once the server’s most recent public key is 

distributed to the pre-set number of devices, it creates a new key pair and will start 

allocating it to another set of new devices. 
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6.3.5 Challenge - Response 

The server, upon having selected a public key, will send the new node a 

mathematical challenge. This is achieved by creating a moderately complex 

mathematical question which is then encrypted (along with the server’s own public 

key) using the new device’s selected public key. By doing so, the server can ensure 

the new device knows which public key has been chosen. The process is similar to 

how the Hybrid Authentication scheme uses it for user verification. 

 

Figure 6.2 MPARK Distribution at a Glance 

The new device upon receiving the challenge decrypts it with its pool of private 

keys. Once the new device can decrypt the challenge it knows which public key has 

been selected by the server and linked to the new device. It will then solve the 

challenge and encrypt the answer using the server provided public key. This is then 
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sent over to the server for confirmation that the new device knows the selected key 

and is now ready to become a part of the network. 

6.4 Key Distribution Process 

This section discusses the algorithm involved in the key distribution process. 

The process has been divided into various steps outlined by the MPARK distribution 

scheme. Refer to Table II. for details regarding the notations used in this section. 

Once DN is authenticated, it will establish an open line connection to any DE in 

range. The connection at present is defined as an open line because no keys have 

been exchanged to enable encryption.  

 DN (CON)  DE  NE (1) 

All the DE will provide DN with Server (KPU). As the server maintains a set of 

KPU’s, individual DE may possess different KPU (Server) which they use to 

communicate with the server. 

 Server (KPU): DE  DN (2) 

DN will calculate the number of CON it has with DE (NE), based on which it will 

calculate the size of KPOOL to be used. The size of KPOOL depends upon the number of 

CON with DE. A single Pkt will be sent to each DE containing NS of KPU. 

  CON (DE)  NE (3) 

 NS = NE (4) 

DN will use random data for the SV value to create a set of NP KP. 

 Rnd (SV)  DN (KPU  KPI) (5) 
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 NP: (DN (KPU  KPI)) = NP: DN (KP) (6) 

 NP: DN (KP) = KPOOL (7) 

The generated KPU will be divided into NE sets and individually encrypted with 

the server KPU provided by each DE. 

 NE Server (KPU)  NS DN (KPU) = NS (Pkt) (8) 

The encrypted NS will be converted into packets and will be given a TTL value. 

Then they will be distributed to the DE corresponding to the server KPU they provided.  

 TTL  NS (Pkt) = Pkt (NE) (9) 

 Pkt (NE)  DE (NE) (10) 

Once DE receives the encrypted Pkt, it will be sent across the network to the 

server. Each Pkt may take a different time and a different path to reach the server. 

 Pkt (DN): DE  Server (11) 

The server will collect the Pkt’s with a valid TTL, any late Pkt will be discarded. 

The server will then decrypt the received Pkt with its KPI linked to the respective KPU 

used to encrypt the Pkt. 

 Server (KPI)  Pkt (DN) = NS DN (KPU) (12) 

Once all the NS (DN) that made it to the server have been collected and 

decrypted, the server will then use a Rnd to select a single DN (KPU) from the NS. 

 Rnd: NS DN (KPU)  DN (KPU) (13) 

Once a KPU is selected, the Server will then prepare a mathematical challenge 

for DN. The Server will encrypt this Mathematical challenge with the DN (KPU) it has 

selected. It will also include the Server (KPU) for DN to respond using a secure channel. 
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 DN (KPU): (4 * 8)  Server (KPU)  Pkt (Server) (14) 

The server will then send the challenge over to DN for confirmation of DN (KPU) 

selection and verification. 

 Pkt (Server)  DN (15) 

Once DN receives the Pkt from the Server, it will start the process of decrypting 

it using its KPOOL of KPI. In doing so, DN will find out which KP has been selected by the 

server.  

 KPOOL DN (KPI)  Pkt (Server)  DN (KP) (16) 

 DN (KP)  DN (KPI  KPU) (17) 

As DN now knows the KP chosen, it will use the KPI to decrypt the Pkt received 

from the server to obtain the challenge. In addition, it will also get the KPU of the 

server. 

 DN (KPI)  Pkt (Server)  (4 * 8)  Server (KPU) (18) 

The DN will then solve the challenge and as before, it will encrypt the answer 

using Server (KPU) it just received. DN will also Include its KPU to confirm its selection. 

 (4 * 8) = 32 (19) 

 Server (KPU)  ((32)  DN (KPU))  Pkt (DN) (20) 

DN will now send the Pkt to the server and finish the key exchange process from 

its end. 

 Pkt (DN)  Server (21) 

Once it receives the Pkt, the Server will use its KPI linked to the KPU provided to 

DN to decrypt the Pkt. 
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 Server (KPI)  Pkt (DN) = (32)  DN (KPU) (22) 

The Server will check the answer received and if DN’s selected KPU is the same 

as the one received. If all is well, the Server will also end the key exchange process 

from its side. 

 (32) = (4 * 8)  True (23) 

 Server (DN (KPU)) = DN (DN (KPU))  True (24) 

6.5 Security Analysis 

In this section, we discuss the claims brought forward by proposed MPARK 

distribution scheme and their proof. We will also analyse the strength of our 

proposed scheme against known security threats relevant to distributed networks. 

6.5.1 Claims & Proof 

The proposed key distribution scheme makes the following claims: 

Claim 1: The proposed scheme introduces multi-key approach making it 

computationally complex for the intruder to discover the communication key being 

used. 

Proof: According to the MPARK distribution scheme, a new device must create 

a pool of keys amongst which one of the keys is selected by the server as the 

communication key for the new device. As all the keys generated have the identical 

strength and are of the same length, it is computationally complex to determine 

which one would be selected as the communication key for the new device.  

 P1 (Key Discovery) = 1 / KPOOL (25) 
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As we can see from the equation above, the probability P1 of a key being found 

is inversely proportional to the number of keys generated as defined by the size of 

KPOOL. 

Claim 2: The proposed scheme incorporates a multi-path approach to 

distribute keys to avoid potential internal threats. 

Proof: In addition to using a pool of keys, public keys are organized into a set 

of keys which are then sent across the network to the server with the help of multiple 

edge devices. Each edge node uses a different path to transmit the key set. 

The use of this organized set of public keys ensures the server at least has a 

sub-set of the KPOOL to pick a key from. The number of keys in each set is determined 

by the number of edge devices in range of the new device. 

 NS = KPOOL / NE (26) 

 P2 (Key Discovery | P1) = P1 / NS (27) 

By distributing the generated keys into multiple devices, the probability P2 of 

key discovery is further reduced based on the number of edge devices available. As 

seen in the equation above, P2 is further reduced when P1 is added to the equation. 

In addition, if the nature of the path is dynamic, we can consider additional 

randomness at each hop taken by each set of keys as an additional improvement 

over P2. 

Claim 3: By incorporating anonymity in the key exchange process the proposed 

scheme ensures data packet confidentiality by concealing source information.  

Proof: The data packets used in the MPARK distribution scheme are disguised 

as a normal data packet. In addition to the disguise, the source information of the 

packet is retracted from the header and is replaced by the last hop information as 

shown by the GLOR protocol packet structure in Chapter 3.3.4. The source 
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information is added to the encrypted part of the message. This information is only 

intended for the server because only the server will be able to decrypt the packet. 

 This ensures that while the packet travels through the network, its source and 

data cannot be identified or tracked providing anonymity. 

Claim 4: Use of challenge-response in the proposed scheme makes it 

computationally improbable to tamper with the selected key. 

Proof: According to the MPARK distribution scheme, once the server has 

selected a key it does not relay it back to the new device but instead uses a challenge 

response. As the new device possesses all the private keys, the server creates a 

mathematical challenge, encrypts it with the selected key and sends it to the new 

device. 

By using a challenge-response, the selected key does not need to be 

transmitted back, just the encrypted message. As only the new device can decrypt 

the message using its pool of private keys, it will know which public key was used by 

the server to encrypt the packet. It can then send the solution to the challenge 

provided by the server confirming the new device now knows which public key was 

selected and thereby ending the key exchange. 

6.5.2 Threat Analysis 

As devices in the distributed networks are not usually monitored, there are 

various types of attacks, some affect their vicinity whereas others may affect the 

whole network [76, 89]. Below, we discuss the major security threats involving the 

key distribution and how MPARK distribution scheme validates against them. 
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6.5.2.1 Rogue / Compromised Network Device 

In the event of a network device being compromised or going rogue, there is 

the very certain risk of the network becoming unstable. The major risk is the use of 

symmetric keys or the same set of asymmetric keys for the entire network. The rogue 

/ compromised device will have the capability to intercept and disrupt any exchange 

on the network whether it’s open line or encrypted. 

In our scheme, if a device (or multiple devices) is compromised, it would not 

affect the network. As described in Section 6.3.1, each device uses its unique key-

pair to communicate with other devices and the server. In addition, only the public 

keys are ever distributed and the private key never leaves the host device ensuring 

that only the host device can decrypt the data destined for it. Hence, the only key 

pair compromised is of the compromised device itself and it would still be able to 

only access data destined for it. 

6.5.2.2 Sink Hole Attack 

This attack is caused due to a rogue / compromised device requesting all traffic 

to itself to tamper or redirect the data packets (also known as selective forwarding). 

This attack can also interfere with an ongoing key exchange and hinder the process. 

As defined in Section 6.3.3, our proposed scheme uses a multipath approach where 

the key exchange takes multiple paths across the network. Unless a major part of the 

network isn’t compromised causing a massive sinkhole, at least a partial set of public 

keys, if not all, will reach the server. 

6.5.2.3 Black Hole Attack 

The attack occurs as a result of a device dropping all the packets that it receives 

from any nearby devices. The proposed scheme uses a similar approach towards 

black hole attack as it does for sinkhole attack by utilizing multiple paths for 

transmission. 
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6.5.2.4 (Distributed) Denial of Service Attack 

A DOS or DDOS attack may not have that much impact on network devices as 

overcrowding a device would just result in the data taking a different, less congested 

path. A DOS / DDOS attack on the server can result in relative delays in the network 

by slowing down the requests. However, this can be overcome by the server using a 

detection system as it already has enough power and resources to run it. It can also 

be resolved if the multiple synced servers are used to balance the request loads. 

6.5.2.5 Rogue Edge Device 

In the scenario that the edge device involved in the authentication process 

turns out to be a rogue device, the key exchange may be compromised or tampered 

with. The MPARK distribution scheme uses multiple edge devices to initiate the key 

exchange process, as described in Section 6.3.3, to make sure that a subset of all the 

keys generated is successfully transferred to the server through other edge devices. 

In addition, the pool of keys being sent is encrypted with different server public keys 

making it highly improbable for the rogue edge device to decrypt it. 

6.5.2.6 Acknowledgement Spoofing 

A compromised device can disrupt an ongoing key exchange with the server by 

sending a spoofed acknowledgement message to the device or even the server. This 

attack can be used in addition to other attacks to avoid the attack being detected by 

neighbour devices or the server.  

This is avoided using a mathematical challenge that can only be solved by the 

device whose public key was used to encrypt the challenge in the first place. As 

described in Section 6.3.5, the MPARK distribution scheme uses a mathematical 

challenge to acknowledge the receipt and selection of the public key for the new 

node thereby avoiding any spoofed acknowledgement. 
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6.5.2.7 Man In The Middle Attack 

A MITM attack during the key distribution process is a major threat. It can 

result in tampering with the key, impersonation and even identity theft causing a 

major network failure. Therefore, an important part of the MPARK distribution 

scheme is to prevent such an event. This is achieved by using a combination of 

randomness in the key transmission and selection process along with the anonymity 

achieved by disguising packets and the use of dummy keys.  

When combined, the multipath approach, random key generation and 

selection, anonymous key transmission, mathematical challenge and the use of 

dummy keys significantly decrease the probability of the selected key being 

tampered with. 

6.6 Summary 

The key distribution scheme is a vital component of the security framework of 

any distributed network. In this chapter, we proposed a new key distribution scheme 

designed for distributed networks. Its major components were discussed in detail 

along with the methodology and then analysed based on various threats.  

The fact that MPARK distribution incorporates randomness, anonymity and 

uses a multi-path approach enables it to prevent well-known threats by minimizing 

the probability of compromise. With further development and use in combination 

with dynamic schemes like hybrid authentication and hybrid encryption, the MPARK 

distribution scheme will create a better security framework improving the security 

and strength of the Secure-GLOR network model. 
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Chapter 7 
 

7Conclusion and Future Direction 

This thesis presented four major components required to develop, enhance, 

expand and secure the dynamic wireless mesh networks. These components have 

been discussed, implemented and tested in the last four chapters (Chapter 3 to 

Chapter 6) of this thesis. The dynamic wireless mesh network is an essential addition 

to the much larger future communication network. With features like self-healing 

and self-management along with the ease of setup and deployment, the dynamic 

wireless mesh network is a solution to various scenarios which a traditional network 

cannot address. In this chapter, we conclude our thesis by shedding light on the 

major contributions made through each chapter. Finally, we present possible future 

works based on our research. 

  



143 | P a g e  

 

7.1 Thesis Summary and Conclusions 

The requirements for future communication requires many advancements 

over existing networks to make them more flexible and dynamic to support the 

challenges put forth by the next generation of connected devices. The dynamic 

wireless mesh network is a major contender for a future communication system due 

to its flexible properties along with sustainability, scalability and security.  

In this thesis, we take forward this idea by proposing a new type of network 

model that comprises various modules suited for dynamic wireless mesh networks. 

The network model provides multiple new features along with addressing various 

concerns originating from traditional network models. A compatible security 

framework also works in tandem with the network model to address authenticity, 

integrity and confidentiality of the data. Below is a summation of the proposed work 

presented in each chapter. 

The background study and related works relevant to the research area were 

covered in Chapter 2. This included a discussion regarding relevant network models, 

routing techniques and protocols. The discussion focused on the structure, working, 

implementation and the security implications.  

Chapter 2 also provided an overview of the prevalent security threats and 

concerns faced by mesh networks alongside key security aspects that can be used to 

prevent such security threats. Based on the literature available, we identified the 

two key research problems; routing and security. These key research problems are 

the main reasons that drives the research in the rest of the chapters.  

In Chapter 3 we presented our proposed Geo-Location Oriented Routing 

(GLOR) protocol, which is designed specifically to address the limitations of a 

traditional mesh routing protocol. The chapter discussed in detail the various 
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components of the routing protocol and how they work together. These components 

included a new addressing scheme based on the geological location model, a new 

type of data transmission technique using smart packets and a web register that aids 

the network’s working and helps in scaling it.  

The chapter also provided a brief overview of the proposed network model 

along with the security framework and a performance evaluation of the proposed 

network model. The proposed GLOR protocol provided a sustainable and evolving 

network model to enable wireless mesh network to expand further. The new 

features greatly complimented the structure and natural workings of the network 

enhancing its potential. 

The main contributions made in Chapter 4 address the first component of the 

security framework, the authentication process. In this chapter, we presented a 

hybrid authentication scheme modelled around the dynamic nature of the mesh 

network topology. The presented hybrid authentication model addresses an 

authentication request depending upon the current connectivity, available devices 

and environmental constraints of the network. The chapter also presented a 

performance assessment for the amount of resources required and the time taken 

for the authentication accomplishment in different scenarios.  

The Hybrid authentication scheme makes the authentication process 

adaptable to the constantly changing network. Using the hybrid authentication will 

enable the network to maintain high levels of security, even in the absence of a 

central authority. 

Chapter 5 presents our proposed hybrid encryption technique, another 

important component of the proposed security framework. In the chapter, we 

discuss the impact of encryption over mesh networks and how we can balance the 

overhead, size, time and resource consumption to provide good security without 

having a major delay in the network. To do so, we tested different algorithms for 
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symmetric and asymmetric encryption techniques on our proposed network model 

to get some performance results and resource consumption. The chapter also 

provides a comparison between single encryption technique and hybrid encryption 

technique.  

It was deduced from the extensive testing that a combination of asymmetric 

and symmetric encryption techniques provides the best performance results as in 

incorporates the best of both; the ease-of-use of the asymmetric encryption’s public-

private key pair and the fast speeds of symmetric encryption. 

Another important component of the security framework, the MPARK key 

management scheme is presented in Chapter 6. The MPARK scheme ties together 

the network’s security framework by providing a means of generating, distributing 

and storing the crypto keys that are used by both the hybrid authentication scheme 

and the hybrid encryption scheme.  

The chapter focuses on reducing the probability of tampering with the key 

exchange by using anonymity, randomness and decoys while exchanging crypto 

keys. It also discusses how the scheme works on a mesh topology along with a 

theoretical analysis of its effectiveness against known security threats. The proposed 

MPARK distribution scheme, upon deployment on a larger scale network, would be 

able to provide a much safer way of exchanging encryption keys for new devices. The 

scheme also benefits from the size of the network and a larger size has the potential 

to further increase the odds of discovering/tampering the encryption keys during the 

exchange. 
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7.2 Future Work 

Based on the work presented in this thesis, our main objective is to design and 

develop a new network model for the wireless mesh network. As we address the 

major components of the network model, there are still other smaller components 

that require investigation. The possible areas where the research can be directed in 

the future are as below. 

The proposed GLOR protocol can be further refined by small performance 

improvements to the node discovery and registration processes. This involves 

designing a streamlined process for new devices separate from the general network 

traffic and a setup of an initial direct connection to the web register to accelerate 

the registration process. 

The Web Register, as discussed in Chapter 3, can be improved upon by adding 

extended functionality and offline support. One way of achieving it is to use multiple 

instances placed at geological positions with maximum communication traffic. This 

will enable quicker responses resulting in lowered delays in data transmission. The 

web register can also be upgraded to use AI and observe patterns of requests, 

updates and network traffic. This data can be analysed to provide better response 

timings and to detect possible security threats in the network. 

The routing technique can also benefit from using data compression 

techniques to reduce the size of data packets travelling across the network. This can 

help reduce the overhead, shorten transmission times and consume fewer 

resources. However, the data compression technique required for the network must 

work in tandem with the data encryption and decryption techniques to avoid data 

corruption.  
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Improvement in the communication hardware used can also help redefine the 

structure of the routing protocols. As the network model uses geo-location as a 

reference to a device, the communication hardware chipsets can be modified to 

incorporate the same to avoid conversions and placeholders used currently. 

The Secure-GLOR security framework will also require regular additions to 

better protect the network for currently known threats and any future threats that 

the network model may encounter. Some aspects of the security model, such as the 

encryption process can also be refined over time to provide better performance with 

less resource consumption.  

Further, various other improvements can be made by implementing and 

testing the network model in real-world scenario to obtain better performance 

results. These real-world results will help further development of the routing 

protocol and the security model extensively.   
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