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Abstract

Recommendation systems (RecSys) are valuable for both industry and customers in many
fields, including e-commerce and social media. Despite the great demand for such effective
systems, many challenges still exist. A major obstruction is the sparsity and poor quality
of data that hinder the learning of a satisfactory RecSys. Another obstacle lies in the open
nature of RecSys: this poses a threat to their safety in applications.

In this thesis, we work towards meeting these two challenges. To improve RecSys
performance, we study how to exploit information from user reviews, constraints on user
behaviors and user/items demographic features. Three approaches are proposed: 1) we
develop a privileged matrix factorization model that exploits reviews for the learning of both
user/item factors; 2) we build a collaborative allocation model that investigates the geometric
constraint on the user-preference matrix; 3) given that the features might be noisy in reality,
we propose an approach to identifying noisy information and selecting useful side features.

Driven by concern for the security of RecSys, our first consideration is to develop an
evaluation method for testing the robustness of target models before proposing an approach
to improve their resistance to malicious attacks. The target model is evaluated by measuring
the minimal number of features required to mis-predict a user’s preference. To enhance the
robustness of target models, we inject noise in the training phase to enforce resistance to
perturbations. Target models are further guided by standard networks through the distillation
of generalized knowledge to avoid performance degeneration. This way, the target model
becomes more resistant to adversarial perturbations while still achieving similar performances
to standard models.

We conclude the thesis by outlining main contributions and indicating primary results.
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Chapter 1

Introduction

With the rapid development in e-commerce, consumer choices have drastically grown. Rec-
ommendation systems (RecSys) have become indispensable to both industry and customers.
For customers, an effective recommendation system helps to narrow down a set of choices,
discover new things and explore various options. For industry, an accurate recommendation
to customers can increase sales and click-through rates, offer personalized service and create
opportunities for promotion.

In spite of the great importance of RecSys, many challenges for building a satisfactory
recommendation model remain unaddressed. On one hand, the continuing rapid growth
of online service, combined with the sparsity and inferior quality of data, make it difficult
to determine functional patterns from user behaviors. On the other hand, due to the open
nature of RecSys, adversaries permeate the Internet widely, allowing fraudsters to easily
inject noisy features into recommendation systems. The desire and need to build trustworthy
recommendation models have combined to generate considerable industry interest.

This thesis is directed towards meeting these two challenges. We begin by constructing
effective RecSys by exploiting review comments, user behaviors and noisy side information.
From there we propose our methods for evaluating the resilience of RecSys to adversarial
noise before presenting an efficient way to improve this robustness in deep learning-based

recommendation systems.
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The following (Sections 1.1 and 1.2) presents the existing background for these two
challenges and our contributions towards addressing them. A broad summary is given in

Section 1.3.

1.1 Designing RecSys with Features

One natural way of improving RecSys performance is to incorporate explicit features such
as review texts, side information, etc. How to use these features effectively remains a great
challenge, in both exploiting useful information and identifying noisy parts. This introduction

will discuss drawbacks of existing methods and present our contributions for alternatives.

1.1.1 Learning representations from reviews

Nowadays, many online review systems contain users’ reviews of an item along with its
ratings. For example, in online shopping website Amazon [1], users are encouraged to
write down their comments about the product they have purchased via the website and
simultaneously provide an overall rating. These comments reflect why a user rates an
item. The power of this review information has been exploited already by existing works
[1-3]. Mcauley [1] used a topic distribution to describe all reviews from an item or user
perspective. Almahairi et al. [2] explored representative word distributions for reviews from
different items. Both contributions use topic or word distributions of reviews to represent
item vectors. An obvious deficiency is that they ignore the salient fact that review comments
are simultaneously associated with both users and items. In practice, different users may
have distinct comments on the same items. Meanwhile, different items can receive disparate
comments from the same user. It is necessary, therefore, to exploit fully the value of review
comments in collaborative filtering from both user and item points of view.

In Chapter 2 we treat review comments as privileged information for each rating. We
represent each review as a feature vector in privileged feature space, determining a privileged
function on these feature vectors that describes the discrepancies between predictions and

ground truth ratings. This work appeared previously as [4].
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1.1.2 Exploiting rating allocation for users

Despite the success of collaborative filtering in diverse applications, their effectiveness is
mainly seen in situations where items are rated independently by a user without consideration
of their relationships. In practice, a user may be required to allocate limited credits to a
set of items. In other words, the limited credits owned by the user are spread across all
items. In cumulative voting, for example, a voter is given an exact number of points (or
votes) to distribute among candidates. In family financing, however, a user distributes limited
money among different financial products based on preference or confidence. We refer to
this type of user as “energy-limited”. However, existing algorithms cannot be applied to
collaborative rating allocation problems, since they do not consider the relationship among
ratings. Observations of the limited budget of a user’s ratings inform and motivate us to
consider users’ rating vectors lying on the simplex, i.e., the multinomial manifold [5].

In Chapter 3, to preserve the intrinsic constraints of the preference vector, which indicates
distributions of a user’s limited credits, we deploy our method from two perspectives. First,
we deploy a non-linear pull-back metric from a sphere to investigate the geometric properties
of the data on the simplex. Second, we embed histogram data into Euclidean space and
then measure Euclidean distance between predicted ratings and ground truth ratings. The
resulting objective function can be efficiently optimized using a Riemannian conjugate
gradient method. Experimental results on real-world datasets demonstrate the effectiveness
of the proposed method of performing rating allocation for users. This work was previously

published as [6, 7].

1.1.3 Learning from noisy side information

With the availability of side information, i.e., descriptors for users and items, there is consid-
erable interest in the advantages of its use in improving the effectiveness of RecSys [8—11].
In practice, side information is not always perfect due to noise or outliers. There are several
trials [12, 13] which eliminate the adverse effect of noise in an inductive matrix completion

framework through non-linear mapping of side information or matrix decomposition. Re-
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gardless of the certainty that selecting relevant side features for rating prediction is essential,
it remains a point to be investigated.

In Chapter 4, we revisit the common low-rank principle in inductive matrix completion,
where the low-rank matrix aligns users and items’ side features with observed rating data.
We then propose our method which we title, "Robust Inductive Matrix Completion", (RIMC)
to identify noisy feature dimensions in user/item side information and suppress their negative

influence on rating prediction.

1.2 Evaluating and Improving the Robustness of RecSys

In the last five years, security concerns regarding machine learning models have been brought
out by adversarial examples. Due to the open nature of RecSys, the adversaries exist
extensively on the Internet where fraudsters can easily inject noisy features into RecSys.
How to evaluate and improve the robustness recommendation models become vital steps.

Here we discuss our contributions in resolving these two issues.

1.2.1 Evaluating the robustness of RecSys

Currently, deep learning-based RecSys have been the standard paradigm in the industry.
Despite the great importance of building safe RecSys, people’s understanding of their robust-
ness is limited. One can evaluate the robustness of a neural network by constructing attacks
that demonstrate an upper bound [14]. Previously, O’Mahony et al. [15], Mobasher et al.
[16], Lam and Riedl [17] studied attack models aimed at promoting or demoting a specific
set of items. Li et al. [18] aimed to decrease the general performance of collaborative filtering
models based on full knowledge of the learning algorithm and training data. Adversarial
attacks on deep learning-based RecSys, however, are yet to be studied.

In Chapter 5, we propose a new threat model to evaluate the robustness of deep learning-
based RecSys with contextual features. The major challenge exists in dealing with the natural
discrete features in RecSys. Since continuous perturbations are not available, we study the

minimal number of features required to mis-predict a user’s preference. We introduce a
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two-stage approach: we first optimize over the embedding vectors of a set of input features
using /> | norm until it succeeds; then we map the perturbed embedding vectors back to the
embedding table and shrink the attacked feature set by ignoring the embedding vector that
is minimally changed. Then we demonstrate the state-of-the-art recommendation models’
robustness boundary. For example, for Wide&Deep on MovieLens dataset, perturbing one
feature in the input can decrease the model’s accuracy almost to zero. Finally, our empirical
results suggest that a larger feature space leads to more vulnerability to adversarial attacks. It

is also suggested that cost is important in customers’ decisions.

1.2.2 TImproving the robustness of RecSys

Aware of their vulnerability, how to enhance the robustness of RecSys takes on great im-
portance. A close established line of research studies robust collaborative filtering based on
matrix completion [19-21] in which a few entries or columns are randomly perturbed. As
modern RecSys are increasingly sophisticated, adversaries’ activities become more diversi-
fied and require an equally diverse response. How to improve the robustness of modern deep
learning based RecSys remains an open question.

In Chapter 6, we address this question by developing a training paradigm for improving
the robustness of target models. Specifically, we inject noise in the training phase to enforce
the target models’ resistance to perturbations. Target models are further guided by standard
well-performed models through generalized knowledge distillation to avoid performance
degeneration. This way, the target model will be more resistant to adversarial perturbations
while achieving a performance similar to standard models. This work appeared previously as

[22].

1.3 Summary

In the rest of the thesis,Chapters 2,3,4 contribute to developing useful RecSys. Chapters 5, 6
are devoted to understanding the robustness of RecSys and potential strategies for resisting

adversarial attacks. Each chapter covers one of the five topics discussed above. In Chapter 7,
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we reiterate key findings and conclude the thesis. Note that parts of the work reported in this

thesis have previously been presented in earlier papers: [4, 6, 7, 22].

1.4 Publications

My publications include recommendation systems [4, 6, 7], adversarial machine learning

[22, 23], and reinforcement learning [24]. A list of my publications is as follows:

1. Yali Du, Chang Xu, Dacheng Tao. Privileged Matrix Factorization for Collaborative

Filtering. In International Joint Conference on Artificial Intelligence (IJCAI), 2017

2. Yali Du, Chang Xu, Dacheng Tao. Collaborative Rating Allocation. In International
Joint Conference on Artificial Intelligence (IJCAI), 2017.

3. Yali Du, Chang Xu, Dacheng Tao. Matrix Factorization for Collaborative Budget

Allocation. IEEE Transactions on Automation Science and Engineering (TASE), 2018.

4. Yali Du*, Meng Fang*, Jinfeng Yi, Jun Cheng, Dacheng Tao. Towards Query Ef-
ficient Black-box Attacks: An Input-free Perspective. ACM Conference on Com-
puter and Communications Security Workshop on Artificial Intelligence and Security

(AISec@CCS), 2018. (*equal contribution)

5. Yali Du, Meng Fang, Jinfeng Yi, Jun Cheng, Dacheng Tao. Enhancing the Robustness
of Neural Collaborative Filtering Systems Under Malicious Attacks. IEEE Transactions
on Multimedia (TMM), 2019.

6. Lei Han*, Peng Sun*, Yali Du*, Jiechao Xiong, Qing Wang, Xinghai Sun, Han Liu,
Tong Zhang. Grid-Wise Control for Multi-Agent Reinforcement Learning in Video
Game Al International Conference On Machine Learning (ICML), 2019. (*equal

contribution)



Chapter 2

Learning Representations from Reviews

Collaborative filtering plays a crucial role in reducing excessive information in online
consuming by suggesting products to customers that fulfill their potential interests. Observing
that users’ reviews on their purchases are often in companion with ratings, recent works
exploit the review texts in modeling user or item factors and have achieved prominent
performance. Although effectiveness of reviews has been verified, one major defect of
existing works is that reviews are used in justifying the learning of either user or item
factors without noticing that each review associates a pair of user and item concurrently.
To better explore the value of review comments, this chapter presents the privileged matrix
factorization method that utilizes reviews in the learning of both user and item factors.
By mapping review texts into the privileged feature space, a learned privileged function
compensates the discrepancies between predicted ratings and ground truth values rating-
wisely. Thus by minimizing discrepancies and prediction errors, our method harnesses the
information present in the review comments for the learning of both user and item factors.

Experiments on five real datasets testify the effectiveness of the proposed method.

2.1 Introduction

Recommendation systems are valuable for both providers and customers in many fields such

as e-commerce, social media, and entertainment. For customers, an efficient reccommendation
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system helps to narrow down the set of choices, discover new things and explore various
options. For providers, a trustworthy recommendation to customers can increase sales or
click-through rates, offer personalized service and create opportunities for promotion.

The huge demand for online shopping has encouraged plentiful works to exploit users’
ratings on products and hence make predictions of their future intent. Given a rating
matrix composed of users’ preferences on various items, recommendation systems aim to
predict a user’s preferences on the items that are not consumed. Content-based filtering
and collaborative filtering methods are two popular methods for recommendation systems
and have achieved prominent performance in the past. Content-based methods [25] make a
recommendation according to a user’s past interests by matching up this user’s preferences
with the item features. On the other hand, the rooted observation for collaborative filtering is
that similar users have similar interests on the same item, and collaborative filtering methods
[26] recommend items to users that are liked by their “similar” users based on the preference
connections, which can be discovered by the collaborative filtering model. Low-rank matrix
factorization is one of the most popular collaborative filtering algorithms. The sparse rating
matrix is factorized into the product of two low-rank matrices, user matrix, and item matrix
respectively, and the missing ratings are estimated by a dot product of a user vector and an
item vector.

One of the main challenges in current recommendation tasks is the data sparsity, for
instance, in the Amazon review dataset [1], up to 99.9% of ratings are missing. In order
to enhance performance, many recommendation systems start to pay attention to auxiliary
information accompanying the ratings. These days, a lot of online review systems contain
users’ reviews of an item along with its ratings, for example in Amazon review system, users
are encouraged to write down their comments about the product they have purchased from
this website and give an overall rating at the same time. A user might give a product lower
rating because of its high price, and explains why his overall ratings are different from a
spendthrift user who focuses very little on the price of products. The users’ opinion might be

expressed in their reviews such as “so high price!".
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The powerfulness of text-based side information has been exploited by several state-of-
the-art methods. Hidden factor as topics (HFT) [1] modeled multinomial topic distributions
of review comments by Latent Dirichlet Allocation and casts rating prediction as a matrix
factorization problem while topic distribution variables are linked to user vector or item
vector. BOWLF [2] used a bag of words to represent review comments and maximized joint
probabilities of these words along with minimizing prediction error of matrix factorization
model for collaborative prediction. While HFT used a topic distribution to describe all
reviews from an item or user, BOWLF explores representative word distributions for reviews
from different items. Overall, both of them use item vectors to represent topic distributions
or word distributions of reviews from an item.

Existing matrix factorization based methods commendably utilize the review information
for collaborative filtering. However, an obvious deficiency is that they explore review
comments to describe either users or items, but ignore the phenomenon that review comments
are simultaneously associated with both users and items. In practice, different users may
have distinct comments on the same items. Meanwhile, different items can receive disparate
comments from the same user. Thus it is necessary to maximize the values of review
comments in collaborative filtering from both user and item aspects.

In this chapter, we propose privileged matrix factorization method (PriMF for short)
that utilizes extra information in the learning of both user and item vectors for collaborative
filtering. We take the review comments as privileged information which are corresponding to
rating values. After representing each review as a feature vector in privileged feature space,
we learn a privileged function on these feature vectors that describe the discrepancies between
predictions and ground truth ratings. By minimizing the prediction error and the discrepancies
depicted by the privileged function, the proposed PriMF benefits the learning of latent factors
for both users and items. Experiments on five real datasets show the effectiveness of proposed
privileged matrix factorization method.

In Section 2.2, we discuss related works. We introduce the formalization of our method
in Section 2.3, and give the optimization procedure in Section 2.4. Empirical verifications

are presented in Section 2.5, followed by conclusions in Section 2.6.
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2.2 Related Work

Recommendation systems can be generally classified into two types: content-based filtering
[25] and collaborative filtering (CF). Content-based filtering algorithms recommend items to
users according to their previous interests. Specifically, a rating is estimated by matching
up item features according to users’ preferences. Collaborative filtering aligns with the
assumption that users who share similar interests on an item in the past are more likely to
hold similar opinions on other items compared with a randomly chosen user.

While collaborative filtering has become one of the most used recommendation ap-
proaches, it has two important subclasses: memory-based and model-based approaches [26].
Memory-based methods [27] make use of the rating matrix and make recommendations by
the relationship between the queried user and item and the known ratings. Model-based
filtering algorithms fit a parametric model to the sparse rating matrix and then issue rec-
ommendations using the fitted model. For example, Bayesian networks [28, 29] train a
Bayesian classifier based on the given rating matrix, and clustering-based methods [30] split
the set of users or items on the given rating matrix thus taking them as the basis for future
predictions. Recently, low-rank matrix factorization methods are successfully applied into
recommendation systems [31, 32]. Under the low-rank assumption, a rating matrix can be
expressed as a product of two low-rank matrices [33]. By fitting the two low-rank matrices to
the given ratings, prediction of a user’s interests on a new item can be made by multiplying
corresponding user vector and item vector. Other recommendation approaches leverage
rating data and side information to enhance performance [34].

To improve the performance for collaborative filtering, some recent works pay attention
to the review text; the review text helps describe the user/item factors. Mcauley [1] modeled
the rating prediction problem as matrix factorization. When the latent dimension of user
vectors (or item vectors) and the number of hidden topics are linked, the topic distribution
variable one user’s reviews are represented by the user vector through softmax normalization.
Ling et al. [3] proposes a combined approach of content-based and collaborative filtering

which harness information from ratings and reviews together. Almahairi et al. [2] presents a
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distributed Bag-of-Words method which infers the probability distribution of BoW by affine

transformation on item representation with softmax normalization.

2.3 Privileged Matrix Completion

In the following, we give the formulation of our method and discuss its advantages in detail.

2.3.1 Problem statement

Considering a database composed of (user, item, rating) tuples from n users’ preferences on
m items, this database can be compactly denoted as a preference matrix R, which is usually
sparse. The elements in the matrix R represent corresponding user’s liking of the item. In
real applications, the values are usually integer ratings settled in [1,L]. A recommendation
system manages to predict a user’s preference of an unconsumed item which corresponds an

unseen entry in the rating matrix R.

2.3.2 Privileged matrix factorization

Given the rating matrix R, the common assumption is that R is low-rank and a matrix
factorization method fits R with a low-rank matrix X = UV ". To predict ordinal values of R
with real-valued X, a set of thresholds {6y, ..., 0,1} are needed. In the hard-margin settings,
X would be required as:

Or, ., +1<Xij <Og,;,—1, (2.1)

ij—1

where 6y and 6 are —o and +oo respectively. The hard-margin setting is often known to
be powerless in non-separable case. Therefore to tame this problem, slack variables &;; are

introduced, and Eq. (2.1) is relaxed to

Or,; , +1—&j <Xij < Op; —1+&;j, & >0. (2.2)

ij—1
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To avoid the predictions that cross rating-boundaries, not only two immediate constraints
X;; < QRU. — 1 and X;; > GRU._] + 1 are penalized, but also X;; < 6, —1,VI > R;; and X;; >

0, +1,Vl < R;;. By introducing indicating variable T':

+1 fOI‘lZRl'j,
Y —1 fOI‘l<Rij,

Eq. (2.2) is reformulated to the following compact form:
T (6 —Xij) > 1 &j; V(i,/) €Q,0<I < L. (2.3)

We denote ® = {U,V} as the variable set and Z(®P) as the regularization term on
variables in @ to control the model complexity. Under the above constraints in Eq. (2.3), the

optimization problem is formulated as:

rgig R(®)+C Z &
’ (B./)eQ (2.4)

s.t. Tlé-'(el—Xij) >1-&;.

Observing that a rating indicating the user’s preference is often accompanied with a
review text, it is believed that a piece of comment text contains rich information about
the user’s opinions on an item. In real world, it is obvious that people need less training
data when they learn a new task than that needed by training a machine on the same
task. The rooted reason behind this phenomenon is that we are taught by teachers usually.
A teacher has the experience on this task and has her own trained system in her mind.
Although she cannot transfer her decision mechanism directly into your brain, she can
teach you by generating privileged information that reflects her belief in the development
of this mechanism. For example, when it comes to predicting a user’s preference over two
movie genres like “comedy” and “thriller”, the training data are two movies with genre
“comedy|drama” and “dramal|thriller” and both movies are rated as 5. In this case, matrix

factorization model might be confused at the ratings. But from the comments that “A great
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comedy for family time” and “I don’t like the kind of plots, but Thomas’s acting is exciting”,
it is more confident to conclude that this consumer prefers “comedy” more than “thriller”.
This is exactly the role that we think the review comments can play in the training process. It
reflects a user’s thoughts in the decision procedure, and thus explains discrepancies between
predictions and ground truth ratings.

Review information is from a different resource compared to rating data and lies in
another feature space. The feature vector which is denoted as Z;; corresponds to rating R;;.
Now we consider a rating prediction problem based on the quaternions (user, item, rating,
review). Considering review texts as privileged information of corresponding ratings, the
privileged function is defined as ¢ (Z;j,w,b) = wZ;; + b,w € R?. To ease the presentation,
we append the bias term b to the end of the weight vector w and still denote it as w, w < [w, b].
Similarly, we append 1 to the end of every feature vector as Z;; < [Z;;, 1]. The slack variables
in Problem (2.4) can be reformulated as &;; = ¢(Z;j,w),V(X;;,Z;;). Since we can learn
different privileged functions for different items, we use W to denote coefficient variables in
0.

Adding W to the variable set ® = {U,V,W}, Z(®P) takes the form as:

1
A(®) = S ([U[F+IVIE+7IW 7). (2.5)

Our objective function thus can be written as:

min Z(®)+a ), [#(Zy W)l
' (i.j)eQ (2.6)

s.t. Tli (0 —Xij) > 1 —[0(Z;j,W)] 4,

where [y]; = max{0,y}.

The variable &;; in Problem (2.4) is introduced to represent slacks triggered by rating
data that are not linearly separable. With privileged information in hand, the slacks in
non-separable situation can be learned by a correcting function that is dependent on the
additional information and has low Vapnik—Chervonenkis (VC) dimension. This learning

paradigm is initially applied to support vector machine in classification problem [35, 36]. In
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collaborative filtering, this slack margin can be triggered by various possibilities, such as
users’ special appetite on an item that is not consistent with item features, or users’ sudden
change in one criterion for rating. Moreover, it is even possible that rating data is corrupted
when it is collected. Therefore, one linear correcting function ¢(Z;;, W) is not representative
enough for correcting the non-linearly separable ratings.

To reinforce the model’s tolerance to outliers or noises, we represent &;; in Problem (2.4)

by a linear privileged function and a tolerance term ;;. The final model takes the form:
fgig R(@)+o Y [0Zij W) +B Y &

’ (i.j)eQ (i./)eQ

st T (07— Xij) +[9(Zij, W)]4 > 1= i,

C,‘jZO.

2.7)

Thus the offsets for hard-margins in Problem (2.4) are split into a discrepancy term repre-
sented by privileged function and a tolerance term that allow the existence of outliers. The

above problem is equivalent to the following problem:

min f(®,60) = Z(®)+a Y [9(Zi,W)]s
’ (i,))eQ 2.8)

+l3( ; (T (8ji—Xij) + [0 (Zij, W)] 4 ).
i,j)eQ

where h(u) is the hinge loss and it can be, for example, 4(u) = max{0, 1 —u}.
After Problem (2.8) is addressed, we get the optimal solution of Problem (2.8) that
®* = {U*,V*,W* 0*}. Denote X* = U*V*T, we infer the ratings of each item as:
R'; = 1+max{l[X}; > 63,0 =0,1,...L— 1}, (2.9)

iE

where R* is the optimal output of our algorithm.
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2.4 Optimization

In the following, we present our optimization method. Let U;, and V;, denote the i-th and
J-th row of U and V respectively. For simplicity, the independent variable of function i(u) is
defined as ufj = Tii.(eﬂ —Xij) +[¢(Z;;,W)]+. Taking derivatives w.r.t. U in Problem (2.8),

we obtain:

dh
Ui —BY T}V |
Jjl

aIf
an*_

! (2.10)

=u..?
u MU

and the partial derivative w.r.t. V is analogous. Let 1(x > 0) denote the indicator function.

The partial derivative about w; is:

d dh
oF _ witaY Zij- A Wi Zij) + B Y Zij 1w Zij) =, - (2.11)
8W] i 7 u ij
And the partial derivative w.r.t. 6;; element-wisely is:
af ; Oh
36, = PLTy ey (2.12)
1

With these gradients in hand, we can turn to gradient descent methods for solving Problem
(2.8).

For optimization of U,V,W, and 6 we choose conjugate gradient descent method [37].
For simplicity of presentation, we denote y as concatenated vector of variables U,V,W and

0, and denote g(y) = f(P, 0). We have the general form of conjugate gradient as

Vi+1 =Yt + Nt Pr, (2.13)

where 1), is a sequence of step sizes generated by a line search algorithm that can guarantee

the decrease in objective function. p; is the descent direction generated by the following rule:

pr=—Vg+T_1pi—1, (2.14)

and Vg, is the abbreviation of Vg(y;). 7; is the conjugate gradient parameter and it is chosen

to ensure the conjugacy between conjugate gradient directions.
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Several options of 7; can be used in conjugate gradient algorithm. Here we choose the

Polak-Ribiere (PR+) [37] method for calculating the conjugate gradient update parameter:

(Vg1 Vg —Vgi-1)
(Vgr—1,V8—1)

T, = max{ ,0}. (2.15)

Note that 7; is chosen to ensure that p; is orthogonal to all previous search directions
by a symmetric positive definite matrix. When two consecutive gradients are far away
from orthogonal or conjugate directions are almost orthogonal to gradients, we restart the
searching process by reset the exploration direction to the steepest descent direction. The
restart condition takes the form: (Vg,,Vg;—1)/(Vg;, Vg:) > Vv or (p,1+1,Vg+1) > 0. Here v
is set to 0.1 as recommended by [38].

After selecting the search direction, strong Wolfe conditions [38] are applied to choose
step size 7y that can guarantee sufficient decrease on objective function. The conditions take

the form as:

g +1epe) < g(yi) +e1m Vg pr, (2.16a)

Ve +1p)| < cal Ve[ pil.- (2.16b)

A secant method is used to find the root of directional derivatives. The overall algorithm is
summarized in Algorithm 1.
Due to the undifferentiability of standard hinge loss at zero point, the smooth hinge loss

is adopted in [31]:

0 foru>1,
hy = (1_2”)2 forO0<u<1I,
%—u u<0.

The smooth hinge loss does not continuously reward the correct predictions, meanwhile, it is
differentiable at zero point.
Strong Wolfe conditions guarantee the proposed optimization to converge. However, due

to the non-convexity of the objective function, the solution may fall into the local minimum.



2.5 Experiments 17

Algorithm 1 Conjugate Gradient Method for Problem (2.8)

Input: R: Incomplete matrix, €: stopping criteria, k: latent dimension, 7: max iteration
Output: R*: the optimal approximation of R

+ Init: yo = [Up(:);: Vo(2): 80(:); Wol;

eval: g0 = g(yo), Vgo = Vg(o);

set: po = —Vgo,t < 0;

whiler < T and || Vg | > € do:

choose step size: 1, satisfies Cond. (2.16);

update y, ;1 = y; + 1N pr;

eval: Vg;i1;

get CG direction:
PR (Ver+1,Y8+1—Vgr) .
TR
tI;;?l (Vert1,Vg+1) °
+
T max{t le,0}

Pi+1 < —Vg1 T+ T 1Pt,
t<—t+1;

9: check restart condition:

s (VEL,Vgi_ '
it T8I >y or (piy, Vi) 2 0;

reset: p;y| = Vgii1;
end if
10: end while
11: Return: R* predicted by Eq. 2.9.

A A T o S

In experiments we will repeat the training process several times to avoid spurious local

minimum.

2.5 Experiments

We verify the proposed method on five datasets from Amazon reviews [1]. These data were
collected from the Amazon website with the years spanning from 1998 to 2013. The five
datasets refer to five categories of products, watches, musical instruments, industrial and
scientific, gourmet foods and books. Every rating in the datasets is associated with a piece of

review comment. The detailed information for these datasets are in Table 2.1.
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Table 2.1 Dataset Information

Dataset users items review words words/review reviews/item
Watches 62,041 10,318 68,356 5,436,671 79.53 6.62
Musical Instruments | 67,007 14,182 85,405 7,442,294 87.14 6.02
Industrial Scientific 29,590 22,622 137,042 6,920,151 50.50 6.06
Gourmet Foods 112,544 23,476 154,635 10,542,984 68.18 6.59
Books 2,588,991 929,264 12,886,488 1,613,603,531 125.22 13.87

2.5.1 Experimental settings

We follow the settings used in [1, 2]. For each dataset, 80% ratings are randomly selected
for training and the remaining 20% are evenly split into validation and test. The review
information is only available in the training phase.

To extract feature vectors from reviews of different lengths, we adopt a neural network
language model, Paragraph Vector [39] for help. As an extension of Word Vector [40], it can
preserve semantics of words as well.

The size of the privileged feature vector is fixed to k = 10 which is consistent with the
setting in HFT. The rank r of X is determined by cross validation. In the experiments, the
optimum r on different datasets is around r = 50. Baseline methods have similar parameter

settings. The measurement used is mean square error (MSE):

||PQ(R*—R)||12¢.

MSE =
lo}

(2.17)

Where R* is the optimal estimation of the ground truth rating matrix R and Pq is the sampling

operator.

2.5.2 Baseline methods

We compare the proposed PriMF with four baseline methods.

* FM3F: Fast Maximum Margin Matrix Factorization [31] is a basic collaborative
filtering model that minimizes the discrepancies between erroneous predictions and

ground truth ratings.
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e HFT: Hidden Factors as Topics [1] is a combined approach of matrix factorization
and LDA. It models multinomial topic distributions by using either user factors or item
factors which means that it takes all reviews by a particular item as a document or that
by a particular user as a document and maximizes the joint probabilities of the text

corpus.

* BoWLF: Bag-of-Words latent factor model [2] takes all reviews by an item as a docu-
ment. For different document, the word distributions in the vocabulary are modeled by
a weight matrix-vector product with the item correspondingly. By representing each
review as a bag of words, BOWLF maximize the joint probabilities of document corpus

by multiplying over all words in each document.

* LMLF: This is a recurrent neural network language model [2] that takes a sequence
of words as input and preserve their order. It models different items to have their
respective word distributions. The probability of current word conditioned on previous
words is modeled by an affine transformation of a recurrent function and LSTM is

adopted as its recurrent function module.

2.5.3 Evaluation results

For both the comparative methods and PriMF, we randomly initialize the training for five
times and select parameters that have the lowest error on validation set. We select &, § and ¥
for PriMF from {107>,107#,...,10*}. For baseline methods, parameters are validated in the
recommended range in original papers. The averaged MSE and standard deviation on test
sets are reported in Table 2.2.

PriMF achieves a remarkable improvement over FM3F after introducing privileged
information and gains consistent improvement on other three methods. In general PriMF and
comparative methods can all be classified into matrix factorization category and all of them
make predictions by multiplying user vector and item vector respectively. The difference

exists in the way of using reviews in the training phase. While HFT, BoOWLF and LMLF
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Table 2.2 Mean square error comparisons with baseline methods on different datasets. Values
in brackets indicate standard deviation error.

(a) (b) (c) (d) (e) PriMF improvement over
FM3F HFT BoWLF LMLF PriMF (a) (b) (c) (d)
Watches 1.571(0.02) 1.468 (0.03) 1.466 (0.03) 1.473(0.03) 1.451(0.02) | 7.62% 1.13% 1.00% 1.47%
Musical Instrument | 1.448(0.03) 1.382(0.02) 1.375(0.02) 1.388 (0.02) 1.355(0.01) | 6.42% 1.95% 1.45% 2.37%
Industrial 0.354(0.01) 0.354 (0.01) 0.352(0.01) 0.356 (0.01) 0.324(0.01) | 8.47% 8.47% 7.95% 8.99%
Gourmet Foods 1.732(0.01) 1.486 (0.02) 1.464(0.02) 1.478(0.02) 1.454(0.02) | 16.07% 2.18% 0.71% 1.65%
Books 1.381(0.01) 1.141(0.00) 1.10(0.02) 1.110(0.01) 1.09(0.01) | 20.80% 4.15% 0.57% 1.47%
Overall 1.297 1.166 1.151 1.161 1.136 12.46% 2.63% 1.38% 2.19%
Watches Musical Instruments
1.6 +
1.4 ¢
L
1.55 | ] 139 |
-_ }
L
15 | 138 | —
T 1.37 | an =
FM3F HFT BoWLHAMLF PriMF FM3F HFT BoWLHMLFPriMF
Industrial and Scientific Gourmet Foods
04Ff + ‘ ‘ ‘ ] | | | |
' 1.7 + :
1.6 ¢ o
0.35 | 6
I;l 1.5+ T |$| :
0.3 — A A e — ‘ ‘ ‘ R
FM3F HFT BoWLHAMLF PriMF FM3F HFT BoWLA.MLF PriMF

Fig. 2.1 Box and whisker plot of different random split of data. Center line represents median.
Box extents show first quarter and third quarter. Whisker extents illustrate maximum and
minimum values

model topic or word distributions of review contents by item vectors without considering
user vectors, their performance sacrifices.

To test the performance of these approaches under different splits of data, we repeat
random splits of data for five times and keep the percentage used in previous experiments. In

every split, these methods are trained on a different set of ratings and review comments. The
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Watches Musical Instruments

5 0 5 5 0 o107
log( 6) log( ) sl
Industrial and Scientific Gourmet Foods |~ =10
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log( ) log(9)

Fig. 2.2 Mean square error of PriMF changing with & and 3 on different datasets

parameters are chosen on the validation set and the performance of different approaches on
test set are reported in Fig. 2.1. From Fig. 2.1, we find that the performance of each method
under different splits varies dramatically, but the relative performance across five methods
remains consistent. This observation indicates that the results tested under different splits
of data are not straightforwardly comparable, but each single random split can be used to

evaluate and select models as long as the split is kept the same for all evaluated methods.

2.5.4 Parameter analysis

In this section, we analyze the influence of two hyperparameters & and f3 in optimization
problem (2.8). « controls the weight of privileged function that models discrepancies
between predictions and groundtruth values, while B constrains prediction loss. We report
the performance of PriMF under different choices of & and 3 in Fig. 2.2. When « is fixed,

we can choose the value of 8 from a large range that leads to consistent good performance
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of PriMF, and vice versa. We conclude that our method is stable with respect to different

choices of parameters.

2.6 Conclusions

In this chapter, we study a privileged matrix factorization method for collaborative filtering.
We utilize review texts that are in companion with rating values to assist the learning of user
and item factors. In contrast to existing approaches that use review texts to describe either
user or item factors, we notice that a review comment is related to a pair of user and item
concurrently, and utilize it in the learning of both user and item factors. We take review texts
as privileged information for matrix factorization and express them as feature vector through
a Paragraph Vector transformation. The discrepancies between predictions and ground truth
ratings are modeled by a privileged function dependent on review vector. We testify our
model on several challenging Amazon review datasets and achieve better performance. While
the remarkable strength of our method is discussed above, the weakness shared with the other
collaborative filtering methods is the implicit assumption on the complete review comments.
In practice, not every rating comes with a piece of review comment. In the future, we are
considering the scenario in which some reviews are missing which is a common issue as

well.



Chapter 3

Exploiting Rating Allocation for Users

This chapter studies the collaborative budget allocation problem in which users are not
isolated in collaborative consumption of goods or services when available goods or services
are limited. Different from existing methods which treat each user independently, we
investigate the geometric properties of users consumption or preference on services and
design a matrix completion framework on the simplex. In this framework, an item’s allocation
vector indicating how available services are allocated to users is estimated by the combination
of user profiles as basis points on the simplex. Instead of using Euclidean distance directly,
we specify Riemannian distance on the simplex or project histogram data on simplex to
Euclidean space. To intensify our model’s stability, we relax the exact recovery constraint
to make robust collaborative prediction. The resulting objective function is then efficiently
optimized by a Riemannian conjugate gradient method on the simplex. Experiments on
real-world data sets demonstrate our model’s competitiveness versus other collaborative
budget prediction methods. Comparisons of different distance metrics for histogram data are

shown and discussed.

3.1 Introduction

Collaborative prediction is a kind of peer-based activity which aims to predict users’ prefer-

ence based on their previous choices and connections with other users. In sharing economy
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system, the preference can be interpreted as the potential amount of goods or service that
a user is prone to consume. Collaborative filtering has wide applications in industry; for
example, in an Amazon book recommendation system, if the system inputs are user ratings
on previously read books, predictions of a user’s preference of new and unread books are
accomplished using patterns discovered from the partially observed rating matrix.

Existing collaborative prediction algorithms are effective and perform well in diverse
applications including book, movie, and music recommendation systems. However, their
success i1s mainly seen in isolated situations where a user’s consumption on items is not
constrained. In sharing economy system, users’ activities are influenced by their peers’
behavior since the generally available amount of service or goods in the environment is
controlled to be limited [41—43]. In this circumstance, a user’s excessive consumption
on services or goods will probably reduce other people’s access to these services or goods.
Another example which shows the drawback of the current collaborative prediction algorithms
is when users have limited credits to be distributed among items. Specifically, a user may
be required to allocate limited credits to a set of items. In other words, the limited credits
owned by the user are split among all items. For example, in cumulative voting, a voter is
given an explicit number of points (or votes) to distribute among candidates, while in family
financing, a user distributes his (or her) limited money among different financial products
based on his (or her) preference or confidence [44]. In these scenarios, either a user has
limited credits to be shared among items or an item has limited supplies that can be offered
to users. Existing collaborative prediction algorithms do not apply to this budget allocation
problem, which additionally involves constraints among preference values. To study the most
beneficial allocation strategy for allocating limited services among peers while respect users
preference is of great economical and social value.

We name the problem discussed above as a collaborative budget allocation problem. For
the ease of presentation, in the following, we discuss the collaborative budget allocation
under the constrained credits or ratings of users. For a budget-limited user, N different items
will occupy parts of the budget and together they will use up all the user’s budget such as

money, votes. The deep-seated truth in this scenario is that the elements in the N-dimensional
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allocation vector are not independent. With the observation of the limited budget on a user’s
credits or limited resources, we are motivated to consider the allocation vectors lying on the
simplex, i.e., the multinomial manifold [5].

In this chapter, we propose to accomplish the collaborative budget allocation problem
based on matrix factorization approach. To preserve the intrinsic constraints among the
preference vector which indicates distributions of a user’s limited credits, we deploy our
method from two perspectives. First, we deploy a non-linear pull-back metric from sphere to
investigate the geometric properties of the data on the simplex. Second, we embed histogram
data into Euclidean space and then measure Euclidean distance between predicted ratings
and ground truth ratings. To achieve stable matrix completion, we consider the possible
noise on the rating observations and propose the robust collaborative rating allocation model
which allows a certain amount of discrepancies between observations and predictions. The
resulting objective function can be efficiently optimized using a Riemannian conjugate
gradient method. Experimental results on real-world datasets demonstrate the effectiveness
of the proposed method on excavating data’s geometric properties.

The rest of the chapter is structured as follows. In Section 3.2, we review the line of
related works on collaborative filtering. Section 3.3 presents the formulation for general
collaborative budget allocation. We present the different distance metrics for histogram
data on Section 3.4. The optimization method is proposed in Section 3.5, followed by the

experimental results in Section 3.6. Finally, this chapter is concluded in Section 3.7.

3.2 Related Work

In the recent decades, factorization-based methods have become popular for collaborative
filtering where the incomplete preference matrix is considered approximately low-rank
[45, 46]. The rating matrix is factorized into a product of two low-rank matrices, thus filling
the missing entries [31, 32, 47-49]. Despite the success of these methods, their effectiveness
is limited to the isolated situation when the supply of items and demand of users are not

restricted, which is not the best choice in the resource-constrained environment [42, 43], such
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) =x

Fig. 3.1 An illustration of the distance on the simplex.

as budget allocation of histogram data. To capture important relationships among data, many
researchers turn to study the effective metrics on histogram data. Kedem et al. [50] proposed
to employ a linear mapping on the histogram data and learn the metric based on x? distance.
Cuturi and Avis [51] studied ground metric learning based on given labeled histogram data,
i.e., discovering the optimal transport (meta-distances) between two examples. Le and Cuturi
[52] adopted Aitchison transformations on simplex data and proposed to learn the parameters
for Aitchison embedding by contrastive divergence approach. Apart from the metric learning
approach on histogram data, Le and Cuturi [53] learn Euclidean mappings from simplex data
to Euclidean space. Thus Euclidean distance measurement can be deployed.

In this chapter, we consider the geometric constraints on the rating vector, and propose to
use pull-back metric from the sphere by Hellinger mappings to specify the distance measure-
ment on the simplex, which is a special form of the metric discussed in [52]. Moreover, when
observations are contaminated by noises [54], we extend our collaborative budget allocation
to noise case where a small amount of noise can be allowed in observations.

Notations: Throughout this chapter, we consider histograms of dimension n+ 1. We use
bold upper case letters X for matrices, and bold lower case letters x for vectors. Lower case

letters stand for scalars in R.

3.3 Problem Formulation

Take m users and their preference such as rating values on n+ 1 items as a matrix Y €
RH1)>m where the j-th column represents user j’s ratings on n + 1 items and the i-th row

corresponds to the ratings on item i from m users with i < n+ 1 and j < m. Indices of
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observed entries constitute a set Q. Valid ratings usually settle within a range [0, k]. In the
rating allocation problem, the budget of a user’s ratings on all items is fixed. Hence, the goal
of collaborative rating allocation can be interpreted as filling an incomplete matrix Y with a

matrix X whose columns X ; lie on the simplex. An n—simplex P, is defined as

n+1
P, ={xeR"™|Vix;>0and } x;=1}.
i=1
The simplex P, is described as a subset of R but it is actually an n—dimensional
manifold. In fact, any point on the simplex is a parameter vector x, which itself happens to
be a probability vector.

The incomplete matrix Y, ;1)x,, can be recovered through a matrix X, 1), with a

lower latent dimension ”
m)}n Z‘ dist(X.;,Y ;)
j=1 3.1)
S.t. PQ(X—Y):O,X.J'EP,I,

where dist(-,-) is a distance measurement and Py, is the sampling operator defined as:
Yij if (l7J) S Qa

[Pa(Y)] =
0 else.

n+1)x

Considering the maximal latent dimension of X € R( " as r, we can factorize X into

two factors where X =UV, U & ROTDX" acts as the basis on the simplex and V € R™" is

the corresponding coefficient matrix. We give the constraints on U as
T
U~k1n+1 — I,Vk,

where 1, is an (n+1)-dimensional column matrix of all Is.

Since each individual column of X, 1), lies on the simplex P, and X.; = UV, we get

(UV ) L =ViU 1, = V1, =1,
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which implies V,le, = 1,Vj. Hence, Eq. (3.1) can be reformulated as:

m
i dist (X, UV.;
Jnin, ,; ist (X ;,UV.)

32
st. Pa(X=Y)=0,X"1,, =1, (3.2)

Ul =1V, =1,

where dist 4 (-, -) refers to the distance on the simplex.

In many real world applications, one can only observe a small fraction of entries corrupted
by some noises. For example, in cumulative voting, one is not sure about his votes; in family
financing, people may hop between investments on two financial products. To enhance the
robustness of collaborative allocation problem, we argue that the predicted matrix is not
necessary to exactly match the observations. Considering the scenario in which observations
are contaminated by noises, the exact match between observations and predictions may
mislead the algorithm to suboptimal solutions. One single entry could render the estimated
X arbitrarily far from the true Y. To build a robust collaborative budget allocation system,
one natural idea is to relax the constraint in Eq. (3.2) to avoid model’s brittleness against
grossly corrupted observations. Suppose we observe that Y;; = X;; + V;;, the noise can be

constrained by a parameter 6 depending on the specific problem:

Z vizj < 4.
(i,7)eQ

Based on above discussion, we propose our robust collaborative budget allocation model

m
i dist 4 (X.;, UV,
)?gf{] z:zi ist (X}, j)

33
st [PaX=Y)|2 <8,X 1,4 =1, (3-3)

Uil =1V, =1

An n—simplex P, is in fact a subset of R"*!, but Euclidean metric is not suitable to measure

the distance between histogram data on the simplex, since it cannot depict the geometric
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relationship between histograms. In the following section, we will study feasible metrics on

histogram data.

3.4 Distance Metric on Histogram Data

In this section, we provide distance metrics for histogram data from two perspectives. On the
one hand, we can specify a distance metric on the simplex directly by using pull-back metric
from a sphere. On the other hand, we can map the histogram data into Euclidean space and

measure the Euclidean distance between predictions and observations.

3.4.1 Pullback metric from Sphere

In information geometry, Fisher information metric is a particular Riemannian metric defined
on the simplex. Given the diffeomorphism mapping H : P, — S,7, we consider the pull-back

metric from the positive orthant from the sphere S, where

n+1
St ={xeR"|Vix;>0and } x;=1}.
i=1

The pull-back Fisher information metric (inner product) on the simplex P, takes the form

n+1

8x(&x, Tx) = Z (&x)i(nx)i/xi,

i=1

which derives the geodesic distance on the simplex

Here (,-) is the Euclidean inner product (more details about simplex can be found in [5]).
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Based on the aforementioned knowledge on the simplex, we can proceed to specialize

Eq. (3.2) to the simplex [P, to achieve the following model:

n+1

m
)?%}r{] j;lcos_l(izzi VvXij-y/UiV.j)

, (3.4)
st Po(X=Y)=0,X,€P,,V),

Uy e ]P)n,Vk,V.j eP,_1,V].

By solving the above objective function, we expect to obtain user profiles U and item profiles
V., which then produce X to approximate unseen entries in the partially observed Y. In
contrast to existing matrix completion methods, the proposed model thoroughly investigates
the geometric properties of the data, and thus it can lead to an optimal solution for the

challenging collaborative rating allocation problem.

3.4.2 Euclidean maps of histogram data

We can investigate the embeddings that map probability simplex to appropriate Euclidean
space with a suitable dimension. [55] claims that the information of histogram data is
reflected in their relative value rather than the absolute value. Thus Euclidean distance will
not be suitable here. Consider two data points on the simplex x,z € [P,,, Aitchison explicitly

explores the logarithmic ratio between x and z,

log Xi_ logx; —logz;.
z
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Additive log-ratio embedding

The first mapping proposed by Aitchison [56] is the additive log-ratio embedding that

transforms a simplex data point x from P, to R",

X|+E€
08 Xp+1+E

def |log Xp+€
alr(x) = X1t | e R”

X;+€
L Og Xp+1+E€ |

where € is a small regularization parameter. The alr can be reshaped by matrix operations in

the following:
alr(x) = Alog(x+¢€l,41),A= |} -, ¢ 1 |. (3.5)

Here A € R”X(”H), 1,. € R"*! is the vectors with all its elements equal to ones, and
logx denote the element wisely logarithm of x. The alr mapping is associated with the
logistic-norm distribution on P, [57, 58], and it defines an isomorphism between (P, &, ®),
and (R",+, x), where @, ® are the perturbation and power on the multinomial manifold
respectively [59]. The alr embedding is not isometric since it can not maintain the distance
between P, and R”. After the alr embedding, we are able to measure the distance of two
data points, namely alr(x) and alr(z) by the Euclidean distance metric as L, norm. We have

the following distance:

dar (x,2) & d(alr(x), alr(z))
= HA]Og(X—i— Sln—H) —AlOg(Z—|— gln—H)HZ

1
P ara. (36)

=|llo
| g(ZJrgln+1
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The objective for optimization will be formulated into this form:

X] +81n+1

gt etntl 2
UV.j+81n+1)||ATA

3.7
st. [|PaX=Y)[F <8, X 11 =1, -7)

Ul =1V, =1.

def

Here || - |0 denotes the Mahalanobis norm with || - [[o = V-7 O-. The optimization will be

given in Section V.

Centered log-ratio embedding

The second mapping proposed by Aitchison [59] is centered log-ratio embedding (clr) which

takes logarithmic ratio of x; with the geometric mean of all its coordinates,

X|+€

log n+1 n+l .
szl Xj+é€

Xo+€

log—Xt8
cr(x) & "YMSite | e gt

Xp1+E

log n+1 Hn+lx'+£
L J=1R e

This embedding can be reformulated into matrix operations as follow:

Lni1)x(nt1)

1 = (L, —
CI‘(X) (n+1 n+1

)log(x+¢€1,41). (3.8)

The transformation clr is both isomorphism and isometry between R""! and multinomial

L 1) (nt1

manifold ;. By setting the matrix A = I, — —— 5 ! the collaborative rating allocation

problem can be formulated in the same form as Eq. (3.7).
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Isometric log-ratio embedding

[60] proposed to transform the image of clr embeddings onto R”, which is named isometric
log-ratio embedding (ilr). The ilr embedding is defined as:

def 1(n+1)><(n+1))

ilr(x) = B(I,.1 — p— log(x+¢€l,41) € R", (3.9)

where B € R"*("*1) and its row vectors act as a base of null space of 17 41~ ilr mapping is

also isometric between P, and R”

Generalized Aitchison embedding

Besides the off-the-shelf Euclidean transformations that can be deployed, we can learn the
embedding based on provided data [53]. Based on the form of previous embeddings, rather
than setting up a specific weight matrix and defining an arbitrary regularization constrant &,
we can leverage instead these parameters to define a flexible Aitchison transformation based
on training data. Let P € R%* (1) and b € R"*! denote the weight matrix and regularization

vector, the generalized Aitchison mapping a(x) is defined as

a(x) & Plog(x+b) € RY. (3.10)

Thus the distance between two data points x and z is as follows:

do(x,2) ¥ d(a(x), a(z))

= ||Plog(x+b) —Plog(z+b)||»
x+b
z+b

= [[log(~—— )l (3.11)



34 Exploiting Rating Allocation for Users

where Q is the positive semi-definite matrix with Q = PTP.

1o X;+b
i ~Y |
xUV.Qb 2 ; [1og( uv, oy, vl
s.t. IPo(X=Y)|F <8, X 1,41 =1, (3.12)
Ul =1V, =1,

Qt07b>0n+1-

Here Q >= 0 is the abbreviation for Q € ., which means that Q is a positive semi-definite

matrix.

3.5 Optimization

In this section, we present the optimization procedure for loss functions under both Rieman-
nian distance and Euclidean distance for Aitchison embeddings. Note that in both models,
U,V are required to be located on the PP, and IP,_ respectively. To preserve this geometric
constraint, we will perform Riemannian conjugate gradient optimization for both methods.
For Eq. (3.4), the general optimization procedure is split into two subproblems: (i) optimize
U and V while X is fixed; and (ii) optimize X while U and V are fixed. For Eq. (3.12),
two more parameters Q and b need to be included. This method refers to the alternating
direction method (see [61] for further details). In Section 3.5.1, 3.5.2, 3.5.3, we introduce the
optimization for U,V and embedding parameters followed by updating rules for X in Section

3.54.
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3.5.1 Euclidean gradients with metric on Simplex

During the optimization of the objective Eq. (3.4) when X is fixed, Eq. (3.4) degenerates to

the following subproblem

n+1

1{1}11{]1 F(U,V) = Zcos ;\/ i-v/UiV.))

st. Up€P, VKV, €P,_ V).

(3.13)

Eq. (3.13) is a non-convex function with regard to U and V, so we proceed to update U
and V alternately. The objective function Eq. (3.13) can be decomposed over U;. row-wise

and V.; column-wise. Taking derivatives to U;. and V;, we get

, (3.14a)
dU;. =1 1 —s? /
aF 1 n+1 X
= Z Y UT (3.14b)

where s € R"s; = Z?;“ll \/X_,j \/TV.j,j =1,2,...,m. Since both X.; and UV_; are on IP,,
s; is guaranteed to be not bigger than 1.

We can optimize V.; column-by-column on the simplex P,_;. As for U;., however,
row-by-row optimization may violate the constraints among the rows; for example, U;; and
Uy with i # k are not independent given U,le n+1 = L. In this case, we cannot optimize Us;.
and U;. independently. To tackle this problem, we consider the product manifold of the

multiple simplex manifold
= {U=[Uy] e R"D*MY U0, > 0,01, = 1,}.

We consider stacking the derivatives of 2£ obtain the derivative of U

8U’

OF (2B (2 (2
oU ' oUL’ " aUy” 77U, ’
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and then perform manifold optimization on the product manifold.

This approach is convenient because: (i) optimizing on the product manifold [P}, intrinsi-
cally implies the constraints among the rows of U; and (ii) optimizing the rows of U jointly
can parallelize computation and improve numerical efficiency. Although we do not need
to jointly optimize V.;, we process it similar to the optimization U to exploit numerical

efficiency.

3.5.2 Euclidean gradients with Aitchison mappings

Considering Eq. (3.12), denote W = log(é(v—ﬂ’b), W, = log(%) = log(X,j+b) —

log(UVj+b),We RUHDxm i — 1 m,and Q = AT A, we have that

WLQW.;.

| =

F(U,V) = i
j=1

By taking derivatives of F (U, V) with regard to U,V respectively, we obtain

oF & -1
56 = Zl(Qw_jom) VI, (3.15a)
j:
JdF -1
v :UT.(QWJO—UV '+b). (3.15b)
J J

Here o is the Schur product. By reorganizing the terms, we have that

v~  MVegyin) Vo (5.162)
oF 1
U @Wo ). (3.16b)

Follow the Riemannian conjugate gradient method, Eq. (3.7) can be optimized efficiently.
Considering Eq. (3.12), we have two more parameters Q and b. We propose to alternately

optimize X,U,V,Q,b. While Q,b,X are fixed, U,V can still be updated by Eq. (3.16).
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Taking derivatives to variable Q and b, we have that:

OF | |
%_;QW'P(X,ﬁb_UVﬁb)’ (-172)
OF

— =Y wW..wWZ~, (3.17b)
aq ~ LWV

By reorganizing terms, we have the partial derivatives of Q,b in the following form:

OF 1 1

b = QWelxop ~ovp) I (3.18a)
OF .

50 =W (3.18b)

Thus the updating rules for b, and Q; can be formulated into the following form:

to OF
b, =TI, (b, —%T(Q,_l,bt_o), (3.19a)

1o 0.7
=11 11— —F==—=(Qs=1,b—1)), 3.19b
Q=T+ (Qs—1 /i 90 (Qr-1,br-1)) ( )
where IT, and IT,+ are projection operators that project variables to positive space in R"*+!
and cone of positive semi-definite matrix respectively.

As Q is a positive semi-definite matrix which can be decomposed into PTP, we may

consider optimizing P directly. The subgradient of " with respect to P is

JIF _ JoF dx(n+1)
op =g <R . (3.20)

Thus the problem can be solved by alternately optimizing X, U, V,P.b.

Optimization on a Riemannian manifold is comparable to that on a Euclidean space, that
is: (1) finding a descent direction; and (ii) performing a line search to obtain a sufficient
decrease and to ensure convergence. In the following section, we discuss the optimization of
U in detail to illustrate our optimization method on the simplex. The optimization of V is

similar, which is omitted here.
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3.5.3 Conjugate gradients with the Armijo line search method

The conjugate gradient method is chosen to solve the model in Eq. (4) due to its well-
recognized efficiency when applied to large-scale problems. The conjugate gradient method
incorporates gradients at the current point with descent directions from previous points to
obtain a new direction. Let f(U) and g(V) denote F (U, V) with V and U fixed respectiveely,
in Euclidean space, a conjugate gradient method generates a sequence Uy by the following
recurrence:

U1 = Uk + oy, (3.21)

where oy is the step size generated by a line search algorithm, and in Euclidean space &y, is

the descent direction generated by the following rule:

af

gUk - _m

+ Br—1éu,_, -

On a Riemannian manifold, the descent direction is computed on the tangent space. This
space varies smoothly as one moves along the manifold. At a point U, the tangent space

TylP;, is a vector space and is actually a subspace of its embedded Euclidean space,
TyP, = {&y € RV £l =0,}. (3.22)

Given a descent direction &y € TylP%, the line-search is performed along a smooth curve
on the manifold. The derivative of this curve at U equals the descent direction &y. After one
step movement on tangent space Ty, we need to retract it back to the manifold. The retraction
operation is defined as a mapping from the tangent space to the manifold. The updating step
is concluded by Uy = Ry, (04Ly,)-

Unfortunately, the tangent space Ty}, is defined locally at point U, which means &y, €
Ty,P, and &y,,, € Ty,,, P}, are in different tangent spaces and might not coincide. This
property makes the direct addition of tangent vector {y, and &y, ,, impossible. To adapt the
conjugate gradient method to manifolds, vector transport needs to be defined to transport

tangent vectors from one tangent space to another.
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To specify this recurrence to the simplex, we need to define: (i) a projection of the matrix
in ambient space into the tangent space; and (ii) a retracting mapping from tangent space to
the manifold Ry, (4 &u,, , )-

(i) Projection: the linear operation that projects a matrix Z € R"*" into the tangent space
Ty}, is defined as

My(Z)=7Z—-1,,1],,Za0, (3.23)

where ® is the element-wise matrix multiplication operation.
(i1) Retraction: the mapping that locates the next iteration to the manifold along the

tangent vector Ry : TylP), — P is

U, = Ry(Sv) (524)
=U®exp(&uU*) - (11115, (U exp(EyU*)))*

where ()* denotes the element-wise matrix inversion and exp(-) denotes the element-wise
exponential operator.
Let gradf(U) denote the Riemannian gradient in tangent space Ty, at U; it is calculated

by projecting a normalized Euclidean gradient into the tangent space TylP;,,

9
orad f(U) = HU(% 2U). (3.25)

The vector transport from the previous tangent space to the current tangent space

%k—mkﬂ : TUk]PI}:l - TUk+1]Prrzv 5Uk = HUk+1 (éUk) (3.26)

is specified by the projection defined in Eq.(3.23).

Hence the conjugate gradient method can be specified to the simplex
U1 = Ry, (4 8u,) (3.27)

with gUk = —gradf(Uy) + Br_1 %k—lﬁUkéqu .
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Algorithm 2 Alternating Direction Method for Eq. (3.4)

Input: Y: Incomplete matrix, Q: sampling set, €: stopping criteria, k: latent dimension, 7'
max iteration
Output: X: the optimal approximation of Y
1: Initialize Ug, Vo and Xo = O (4 1)xm
2: for t=1,2,...,T do
3: Update X; according to Eq. (3.31)
4: Update U; :
4a: choose a proper step size 7; from Eq.(3.29)
Uinir = —tgrad f(U; 1)
4b: use Uj,;; as an initial guess and call RSCG
U, = RSCG(Ujyi¢)
5: Update V; :
Sa: choose a proper step size v; from Eq.(3.29)
Vinir = —v,gradg(V;—1)
5b: use Ujy,j; as an initial guess and call RSCG
V, =RSCG(Vinir)
6: If 1-F (U, V) /F(U,_1,V,_1) < €; break; end
7: end for

Conjugate Gradients Update Parameter

Several options of f; can be used in the conjugate gradient algorithm. Here we choose the
Polak-Ribiere(PR+) method to calculate the CG update parameter. Within the Riemannian

optimization framework, f; takes the following form:

(gradf (Uy), grad f (Uy) — Fu,_, —u, (grad f(Uy-1)))
(gradf(Ug_1), gradf(Ui_1))

B =

Note that the PR+ updating rule has the auto restart property when the descent direction
is almost orthogonal to the gradient direction. Specifically, the algorithm will abandon
the previous CG descent direction and initialize the CG algorithm according to the current

gradient direction.
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Armijo Step Size

The step size oy is chosen with the Armijo line search algorithm. Given the initialized step

size @ and ¢, 0 € (0, 1), the condition is given by:

f(U) = f(Ry(t"a&)) = —o(gradf(U),1"a)u,

where m is the number of backtrackings in finding the current Armijo point. Thus the step
size is given by o0 = t""x.

The initialization of step size & is very important since it can greatly enhance the
efficiency of the line search algorithm. In our method, we observe that an exact minization
on the tangent space alone without retraction is a good initial guess. For U, the exact

minimization takes the form
1 )
min 2| X — (U+1£)VIJ7, (3.28)

V takes a similar form so it is omitted here. The minimizer of Eq. (3.28) takes a closed-form
solution:

t, = (X—UV,EV)/(EV,EV). (3.29)

As & is the search direction of U, it is always non-zero when the algorithm has not converged.
Therefore, there are no worries about the denominator being zero.

We name the proposed algorithm the “Riemannian Simplex Conjugate Gradient” (RSCG).
The convergence of RSCG can be guaranteed by [62, 37] when f3 is chosen by the PR+ rule

and « is chosen by the Armijo condition.

3.5.4 Updating X on Simplex

X is used to approximate true rating values in Y with X = UV and Po(X) = Po(Y). Ina

typical collaborative filtering algorithm, we have:

Z;, = UiV + Po(Y — Ui Vy).
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Since Y lies on the simplex, above updating step might violate this constraint. To ensure this,

a projection is needed to project it back to the constraint set [63], which is defined as follows:
2=221,1172),

where @ is the point-wise division operator. Considering the constraint on matching observed

values in Y, updating rule for X in Eq. (3.4 ) is as follows:
Xy = Poc(Zy) © lnIZPQC (Zy) ®[1— lnl,ng(Zk)] + Po(Zy), (3.30)

where Q° is the complement set of Q. In relaxed constraints in Eq. (3.12), exact match
between predictions and true values on observed is not the best choice. We relax this
constraint during projection by introducing « that balances observations and predictions

during optimization:
X = Poc(Zi) 01,1% Poe (Zy) @ [1 — 1,11 Po(aZy)] + Po(0Zy). (3.31)

« is a hyper parameter and is determined by validation. The overall optimization algorithm

for Eq. (3.4) is summarized in Algorithm 2.

3.6 Experiments

In this section, we evaluate the proposed CBA-Simplex on three real-world datasets and
compare it with PMF [32], NPCA [47], LGeomCG [64] and LMaFit [65]. PMF is a proba-
bilistic matrix factorization model for collaborative filtering that models users’ preference by
a conditional distribution on user and item matrices; LMaFit performs basic matrix factor-
ization while employing non-linear successive over-relaxation algorithm for advancing the
effectiveness; NPCA refers to a non-parametric probabilistic PCA model; and LGeomCG
performs matrix completion on the manifold of fixed-rank matrices. The RSCG algorithm is

implemented based on Manopt [63].
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Table 3.1 Dataset information

Dataset #Samp. #Class Feature Rep #Dim
MIT Scene 2080 8 SIFT BoF 600
UIUC Scene 3000 15 SIFT BoF 600

Table 3.2 Comparisons of different collaborative filtering methods in terms of RMSE (x 1073)
and NMAE (x107%)

Methods MIT Scene UIUC Scene

W. RMSE S. RMSE W. RMSE S. RMSE
LMaFit 10.897 8.804 8.802 8.238
LGeomCG 9.691 —_ 11.415 —_
PMF 9.271 9.129 8.508 8.508
NPCA 4.028 8.926 3.224 6.587
CBA-Simplex 2.929 4.194 2.673 4.201

W. NMAE S. NMAE W. NMAE S. NMAE
LMaFit 2.078 2.383 2.175 1.833
LGeomCG 1.561 —_ 1.738 —_
PMF 2.476 3.185 2.426 2.426
NPCA 1.155 2.648 0.830 2.305
CBA-Simplex 1.197 1.721 1.310 1.929

Following Marlin’s setup [66], we test our algorithm under “weak’™ and “strong” gener-
alization. The weak generalization is a single step process that involves directly predicting
missing data in the rating matrix. The strong generalization refers to a two-stage process
where the models are trained on one set of users and tested on another disjoint set of users.
Since LGeomCG cannot explicitly factorize a rating matrix into user profiles and item pro-
files, it is not applicable for strong generalization. The measurements for matrix recovery are

root mean square error (RMSE) and normalized mean absolute error (NMAE):

RMSE = ||Po(Y —X)||r/ /]2,

NMAE = [|Po(Y = X) |1 /(Ymax — Yimin)| ],

where Y represents ground truth ratings and X shows estimated values.
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Fig. 3.2 Classification results vary with sampling fraction on MIT Scene and UIUC Scene.

3.6.1 Image data

We consider two image datasets MIT Scene and UTUC Scene whose properties and parameters
are displayed in Table 3.1. We extract SIFT descriptors on 16 x 16 patches in images and
then convert them to bag-of-features (BoF). The number of visual words in the codebook,
|V |, is set to be 600 and the implementation is based on vifeat toolbox [67].

The BoF representation of each image is the histogram of visual words. Each dimension
of a histogram represents the relative frequency of a visual word in the descriptors of an
image and the sum of the histogram equals 1. It is an estimation of the probability distribution

and is exactly on a (|V|— 1)-simplex.

)
(n+1)m

We first extract the BoF features of an image dataset. Define sampling fraction p =
as the ratio of observed entries to total entries. By setting p = 0.5, we randomly keep
50% of features for fitting collaborative filtering models. Then we split the dataset into
training, validation and test sets. In “weak” generalization, we train the collaborative filtering
algorithms on training sets and recover the full matrix. Then we train multi-class Support
Vector Machine classifiers on the recovered training set by one-vs-all strategy. In “strong”
generalization, we train the collaborative filtering algorithms on test sets by using the basis
matrix learned from training sets and hence estimate missing entries in test sets. At last we

evaluate the performance of SVM classifier on recovered test sets.
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Evaluation results

The number of basis points on the simplex r is set to be the number of classes. We randomly
start the training of collaborative filtering algorithms for five times and report averaged
RMSE and NMAE in Table 3.2. We find that CBA-Simplex outperforms baselines on two
datasets under both “weak” and ““strong” generalization. The BoF feature vectors lie exactly
on the (|V|— 1)-simplex. While comparative algorithms ignore this property, we subtly make
use of data’s geometric properties and constrain the optimization of each user’s rating vector
on the simplex, which leads to prominent performance of CBA-Simplex. The corresponding
classification performance is illustrated in Fig. 3.2 with different sampling fractions.

When sampling fraction p = 1, which means no feature is missing, the averaged clas-
sification accuracies of MIT Scene and UIUC Scene are 88.75% and 86.87% respectively.
Based on the collaborative filtering results under different sampling fraction p, we repeat
the training of SVM for five times, and report averaged accuracies in Fig. 3.2. With the
growing of sampling fractions, all methods witness a rising performance. Under different
sampling fractions of feature matrix, our method CBA-Simplex achieves consistently better
performance on UIUC Scene and shows promising efficacy especially when the sample size is
small. This indicates that our collaborative filtering method implements better approximation

to the ground truth feature matrix.

3.6.2 Recommendation data

We apply NMAE and the normalized mean square error (NMSE) to measure the recovery

error which is defined as )
Z(i,j)eQ(Yij —Xij)

NMSE = .
(Ymax - Ymin>2|9'|

We next explore the proposed CBA-Simplex’s performance on movie recommendation
datasets in collaborative filtering, namely, MovieLens 100K (ML-100K), MovieLens 1M
(ML-1M) [68] and EachMovie [69]. The input ratings are integers between 1 and 5 for
the MovieLens datasets and between 1 to 6 for EachMovie. The dataset information is

summarized in Table 3.3.
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MovieLens 100K consists of 100 thousands of ratings from 943 users on 1682 movies.
Each user has rated at least 20 movies, so we include all users in our experiments. We
randomly select 800 users for weak generalization and the other 143 users for strong general-
ization. MovieLens 1M contains 1,000,209 anonymous ratings of 3,952 movies by 6,040
MovieLens users. 5,000 users are selected for weak generalization and 1,040 users for strong
generalization. EachMovie contains 2.8 million ratings from 72,916 users on 1,648 different
movies. By discarding users with less than 20 ratings, we keep 36,656 users with a total of
2,579,985 ratings. Of these, 30,000 users are used for weak generalization and 6656 users for
strong generalization. For all algorithms, the latent dimension is set to 100 for EachMovie
[31], 150 for MovieLens 1M and 10 for MovieLens 100K, respectively.

The input ratings are integers between 1 and 5, and the budget of user j’s ratings on items
is fixed, i.e., y = Y Y;;. We can normalize the data through Y;j =Y;;/y,i=1,2,..,n+1.
The pre-processed ratings of user i now lie on the simplex satisfying Zl’.‘ill Y;. ;=1. By
assuming that sampling of Q is random and unbiased, the budget of one user’s ratings on
n items is approximated by y ~ (¥(; jjco Pa(Y))(n+1)/Q. The test and validation sets are
created by reserving one rating from each user respectively. This process is repeated three
times. We compare the averaged NMAE on three random partitions of weak and strong
generalization and report the results in Table 3.5. After the preprocessing, users’ rating
vectors lie on the simplex and our method CBA-Simplex can preserve this geometric property
during the learning of user and item matrices, while baseline methods optimize in the free
space and hence gain deficient performance.

Tables 3.4, 3.5, and 3.6 give the performance comparisons of different algorithms. We
find that CBA-Simplex outperforms baselines on three datasets under both weak and strong
generalization. This manifests the significance of employing simplex constraints on each
user’s rating vector and the effectiveness of our pull-back metric from the sphere. Moreover,
better performance under strong generalization affirms CBA-Simplex’s superiority in learning

coefficient matrix which can be treated as item profiles inherited from weak generalization.
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Table 3.3 Dataset Information

Datasets Dimension Q| Sampling ratio
ML-100K 1682x943 100,000 6.305%
ML-1IM 3952 x6040 1,000,209 4.190%
EachMovie 164836656 2,579,985 4.271%

Table 3.4 MovieLens 100K: Comparisons with baselines in terms of NMSE and NMAE

Methods Weak NMAE Strong NMAE
LMaFit 0.6495+0.0033 0.6463+0.0187
LGeomCG 0.6299-+0.0089 —

PMF 0.2357£0.0025 0.2548+0.0138
NPCA 0.2278+0.0023 0.2472+ 0.013
CBA-Simplex 0.2152+0.0023 0.2410+0.0118

Weak NMSE Strong NMSE

LMaFit 0.4988+0.0233 0.4986=+ 0.0090
LGeomCG 0.4743+0.0034 —

PMF 0.0783+0.0082 0.0907+0.0092
NPCA 0.0749+ 0.0099 0.0871£0.0129
CBA-Simplex 0.0722+£0.0004 0.0745+ 0.0062

Table 3.5 MovieLens 1M: Comparisons with baselines in terms of NMSE and NMAE

Methods Weak NMAE Strong NMAE
LMaFit 0.6808+ 0.001 0.6740+0.0048
LGeomCG 0.6275+0.0032 —
PMF 0.2339£0.0008 0.2339+0.0036
NPCA 0.2267+0.0009 0.2266+0.0043
CBA-Simplex 0.2128+0.0022 0.214340.0025
Weak NMSE Strong NMSE
LMaFit 0.5388+0.0107 0.527740.0251
LGeomCG 0.4723+0.0102 —
PMF 0.0769+0.0113 0.0763+0.0166
NPCA 0.073640.0041 0.0731£0.0076
CBA-Simplex 0.0702+0.0027 0.0714+0.0122

Latent Dimensionality and Efficiency

To test the response of CBA-Simplex to increasing latent dimension, we report our testing

NMSE and NMAE on MovieLens 1M under latent dimension from 10 to 1000. In Fig.

3.3, both NMSE and NMAE show obvious decreasing trends with the increasing of latent
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Table 3.6 EachMovie: Comparisons with baselines in terms of NMSE and NMAE

Methods Weak NMAE Strong NMAE
LMaFit 0.6259-+ 0.001 0.6245-+0.0045
LGeomCG 0.4983+0.0034 —
PMF 0.245040.0004 0.2447+0.0018
NPCA 0.2419+0.0004 0.2419+0.0018
CBA-Simplex 0.2167+0.0097 0.2134+0.0147
Weak NMSE Strong NMSE
LMaFit 0.4859+0.0032 0.4843+0.0169
LGeomCG 0.3583+£0.0046 —
PMF 0.0949-+0.0038 0.0954+0.0079
NPCA 0.0911+£0.0052 0.0917£0.0063
CBA-Simplex 0.0815+0.0047 0.0778+0.0125

dimension and they do not go up while the latent dimension is bigger than 100, which
indicates that CBA-Simplex is immune to overfitting.

To verify the efficiency of CBA-Simplex, changes of NMSE and NMAE with iterations
under different latent dimensionality in training process are reported in Fig. 3.4. We find
that in weak generalization, CBA-Simplex reduces NMSE and NMAE by every iteration
and stays stable after 10 iterations while in strong generalization, CBA-Simplex stays stable
after only three iterations. We owe this efficiency to the representative model learned from
weak generalization. The model’s representativeness indicates CBA-Simplex’s capability in

excavating the geometric properties of rating vectors on the simplex.

3.6.3 Comparisons of different metrics

Denote the Aitchison mappings alr, clr, ilr and Generalized Aitchison embedding for collab-
orative budget allocation as CBA-alr, CBA-clr, CBA-ilr and CBA-GenAiit respectively. We
report the recovery performance of collaborative budget allocation algorithm under different
embeddings in Table 3.7. For the ease of comparison, we list the recovery error of CBA-
Simplex in Table 3.7 as well. From Table 3.7, we observe that CBA-GenAit achieves better
results than CBA-Simplex, which implies that learning the metric based on training data is

semantically superior to the arbitrarily specified distance on the Simplex. While CBA-clr
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Fig. 3.3 MovieLens IM: NMSE and NMAE changing with latent dimensions between 10
and 1000 under weak and strong generalization.

Table 3.7 Comparisons of different Aitchison embeddings for histogram data in terms of
RMSE (x1073) and NMAE (x 1073)

Methods MIT Scene UIUC Scene
W. RMSE S. RMSE W. RMSE S. RMSE
CBA-alr 3.897 6.804 2.802 4.823
CBA-cIr 2.910 4.011 2.415 4.301
CBA-ilr 3.071 4.129 2.508 4.508
CBA-GenAit 2.828 3.926 2.224 3.587
CBA-Simplex 2.929 4.194 2.673 4.201
W. NMAE S. NMAE W. NMAE S. NMAE
CBA-alr 2.078 2.383 1.715 2.833
CBA-cIr 1.261 1.753 1.387 2.213
CBA-ilr 1.276 1.852 1.426 2.426
CBA-GenAit 1.155 1.648 1.283 1.835
CBA-Simplex 1.197 1.721 1.310 1.929

and CBA-ilr have similar performance to CBA-Simplex, CBA-alr’s results deteriorate. This
indicates that the artificially specified metrics cannot always be effective, but learning the
metric from provided data will usually have superior performance.

To examine performance under different quality of observations, we test these methods
under noisy data that is corrupted by noises. Specifically, we generate noise that follows

Gaussian distribution .4 (0, pj%) where py stands for standard deviation and is the noise level.
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Fig. 3.4 MovieLens IM: NMSE and NMAE as objective decreasing with iterations under
weak and strong generalization. r refers to latent factors of 10, 50, 100, 200, 300, 400, 500.

Under sampling rate p = 0.8 and noise level py = 0.1, we report the classification accuracy
for data recovered by our budget allocation methods under different embeddings in Table
3.8. It can be observed that the relaxed recovery constraints lead to more stable prediction
performance. Thus this verifies the effectiveness of proposed robust model for collaborative
budget allocation approach.

Furthermore, we compare CBA-Simplex with baselines under different noise levels. We
generate matrix recovery data with different noise levels and test prediction methods under
noise level py={0.1, 0.2, 0.3, 0.5 0.6} and report the obtained classification accuracy in Fig.

3.5. Both baseline methods and CBA-Simplex decrease with the noises while CBA-Simplex
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Table 3.8 Comparisons of classification accuracy under different Aitchison embeddings with
exact and relaxed recovery constraints

Methods MIT Scene \ UIUC Scene
Exact rec. Relaxed rec. Exact rec. Relaxed rec.
CBA-alr 62.90% 65.43% 68.66% 73.17%
CBA-clIr 67.26% 73.09% 73.43% 80.69%
CBA-ilr 66.48% 70.38% 75.87% 79.39%
CBA-GenAit 78.23% 82.68% 80.21% 83.51%
CBA-Simplex 72.19% 78.20% 75.32% 81.76%
MIT Scene UIUC Scene
0.85 ‘ ‘ ‘ ‘ 0.85 : : : :
——NPCA ——NPCA
——PMF ——PMF
- 08 LMaFit . 08y LMaFit
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Fig. 3.5 Classification results vary with sampling fraction on MIT Scene and UIUC Scene.

achieves more smooth performance. This verifies the robustness of the proposed relaxed

recovery model.

3.7 Conclusions

In this chapter, we studied the collaborative budget allocation problem in sharing economy
system. In order to measure the distance between two histogram data points, we propose to
use either Riemannian metric on simplex or Aitchison mappings to preserve the geometric
relationship between histogram data points. To intensify the model’s robustness in real
applications, a relaxed recovery constraints are studied. The proposed methods are optimized

by Riemannian conjugate gradients on the simplex. We verify our models’ superiority over
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baseline methods, and compare the difference between distance metrics introduced in this
chapter. We conclude that (i) to learn the metric based on the training data tends to have
better performance; (ii) to relax the exact recovery constraint can improve the performance

of budget allocation when preference value observations are corrupted by noise.



Chapter 4

Learning from Noisy Side Information

Matrix recovery from few observations is a significant problem and has wide applications
in practice. Inductive matrix completion approach recovers the ground truth matrix under
minimal rank constraint with side information which is often used in recommendation
systems to characterize users and items, and, has been proven effective in various applications.
However, side information is likely to compromise recommendation systems when there is
noise. Identifying side information noise and selecting related side features are important
for rating prediction but are usually omitted in existing methods. To solve this problem
and hence enhance the recommendation system’s robustness, here we propose the robust
inductive matrix completion (RIMC) method, which recovers the underlying rating matrix
and simultaneously identifies noisy dimensions. Specifically, we revisit the low-rank principle
that aligns user and item side features with rating predictions and introduce a group sparse part
to identify noisy side features and eliminate their negative influence. Our theoretical analysis
shows that RIMC obtains a unique optimizer with high probability when side information is
perfect and achieves e-recovery with similar sampling complexity compared to other methods
that utilize side information. Besides, when side information is useless, RIMC guarantees a
lower upper bound on the sampling complexity for e-recovery compared to state-of-the-art

methods. Experiments on real data confirm the effectiveness of the proposed method.
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4.1 Introduction

Matrix completion is one of the most popular collaborative filtering methods. In matrix
completion, users’ preferences for items are taken as elements in a rating matrix, and missing
entries are recovered using the observed entries in the matrix. A low-rank constraint is
usually applied over the recovered rating matrix to prevent the trivial solution, and a series of
works [70, 71] employed the trace norm to approximate the low-rank constraint. Recently,
factorization-based approaches for estimating rating matrix become popular [31, 72]. The
partially observed matrices are decomposed into two low-rank components, i.e., the user
factor and the item factor, and successfully applied to recommendation tasks [46].

To improve matrix completion method performance for recommendation tasks, in addi-
tion to conventional (user, item, preference) triplets, the side information characterizing users
or items have recently been exploited. These types of side information have been incorporated
into matrix completion in different ways. Chen et al. [8] designed a feature-based collabora-
tive filtering framework in which side information such as browsing history, neighborhood
relationships, and movie reviews was incorporated into factorization models by assigning
discrete weights to different dimensions of user and item vectors. Natarajan and Dhillon
[9] incorporated rich side features such as biological sources and various disease-related
text into an inductive matrix completion framework to predict gene-disease associations.
The effectiveness of side information has been demonstrated both experimentally [8, 9] and
theoretically [11, 10].

In practice, side information is not always perfect due to the presence of noise or out-
liers. For example, users sometimes falsify their demographic data such as age or sensitive
occupations. Hence, exploiting the positive effects of side information while avoiding its
flaws is essential for further improving collaborative filtering. However, only a few studies
have addressed the problem of noisy side information. Recently, Chiang et al. [13] proposed
dirtyIMC to simultaneously balance noisy features and rating observations. Specifically,
dirtyIMC decomposed rating matrices into two parts: the first described by side features and
the other part a sparse matrix to capture information that side features failed to describe. Si

et al. [12] adopted nonlinear transformation to rectify the influence of noisy side features, thus
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preserving their benefits. However, these approaches do not identify noise in side features or
eliminate their negative influence on the underlying rating matrix. Besides, selecting relevant
side features for rating prediction is important yet has not been investigated by these methods.
While [73] and [19] studies the noise on rows (columns), the noise that usually occurs in
several user and item attributes are not investigated yet.

In this work, we address the inductive matrix completion problem when user (item)
side information is noisy. We revisit the common low-rank principle in inductive matrix
completion in which the low-rank matrix aligns users and items’ side features with observed
rating data; and we propose a method to identify noisy feature dimension in user (item)
side information and suppress their negative influence on rating prediction, namely Robust

Inductive Matrix Completion (RIMC). The main contributions are summarized as follows:

* We propose to use a group sparse matrix to identify noisy features in the user side
information. Moreover, this matrix further plays a role to suppress the negative

influence of noisy entries.

* We reformulate the proposed RIMC into an augmented Lagrangian function and adopt

the alternating direction method to solve it.

* Theoretical analyses of the sampling complexity for RIMC are provided. When the
side information is perfect, RIMC obtains the unique optimizer under similar sampling
complexity comparing to existing works. When the side information is noisy, we
provide the sampling complexity for €-recovery. However, when the side information
is useless, our model provides a lower upper bound on the sampling complexity for

E-recovery.

* Experiments conducted on three benchmark datasets demonstrate that RIMC better

predicts rating values than baseline methods and can identify feature noise.

The remainder of the chapter is structured as follows. In Section 4.2, we review related
works on matrix completion. Section 4.3 presents the formulation for the matrix completion

problem and the proposed RIMC. The alternating direction method for optimizing the
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objective is presented in Section 4.4, followed by analysis of sampling complexity for exact
recovery and €-recovery in Section 4.5. Experimental results are presented in Section 4.6,

and we conclude in Section 4.8.

4.2 Related Work

Matrix completion aims to estimate the unseen values based on a small number of provided
matrix entries. Many existing research works focus on a convex relaxation of rank mini-
mization on the underlying rating matrix, i.e., minimizing the trace norm [71, 74]. Another
approach fills in the incomplete matrix using factorization-based methods [31, 32, 47, 75],
for which the rating matrix is factorized into two parts: the user profile and the item profile,
with unseen entries, then completed by corresponding multiplication of user and item profiles.
The first theoretical guarantee for matrix completion is provided in [71, 70] that, with high
probability, exact recovery of the incomplete rating matrix can be achieved under certain
conditions by minimizing the nuclear norm of the hidden rating matrix. Based on the strength
of these works, Shamir and Shalev-Shwartz [76] studied the recovery of the distribution-free
matrix completion problem with the regularized trace norm, while [77] studied the recovery
of an ill-posed rating matrix whose entries were variably contaminated; the recovery error
was proportional to the noise level. The sampling complexity of factorization-based methods
for standard recovery is less well understood, but recent geometric analysis suggests there
are no spurious local minima and all local minima are also global optima [78-80].

In addition to these matrix completion methods based solely on ratings, some recent
works have exploited the effectiveness of side features, e.g., a user’s gender or a movie’s
genre, to enhance matrix completion performance. Natarajan and Dhillon [9] regarded profile
data as the user and item side information and applied it to a low-rank matrix to generate
ratings. Chen et al. [8] studied a feature-based collaborative filtering framework in which
side information including a user’s browsing history and neighborhood relationships were
utilized to construct weights applied to each dimension of user and item vectors, respectively.

In multi-label learning, Xu et al. [11] required that the side features of rows (customers) and
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columns (items) were both orthonormal. Recently, Lu et al. [81] studied explicit interactions
between side features and incomplete observations without orthonormal constraints. On
the strength of [9], a sparse constraint on the underlying low-rank matrix was employed to
control the degree to which the user interacted with the item side features.

In reality, side information can be noisy. Chiang et al. [13] balanced noisy side features
with observations. Specifically, they decomposed the ground truth rating matrix into two
parts, the first recovered by applying user and item side feature to a low-rank matrix and the
second a sparse matrix that captured the information lying outside the given side features. Si
et al. [12] constructed a nonlinear mapping that efficiently embedded noisy side information,
thus ensuring that the embedded side features were aligned with the task and retained the
useful benefits of side information. These methods either balance the rating observations
with noisy side features or directly transform noisy side features into another unknown space.
However, these methods cannot locate the noisy dimensions and control their influence on
the interactions between the user and item side features. [73, 19] study the recovery when
rows or columns of the observations are contaminated.

In the following section, we present our method, which works effectively with both

perfect and noisy side features.

4.3 Problem Formulation

Matrix completion has been widely applied in recommendation systems due to its simplicity
and strong theoretical guarantees. Given customers and products in a recommendation
problem, the observed interactions between customers and products are set as corresponding
values in a rating matrix. Then, matrix completion can be deployed to predict the future
interactions between customers and products. Denoting rating matrix R € R"*", a typical

form of matrix completion method based on incomplete observations is as follows:

min rank(Z) s.t. Po(Z)=Po(R), 4.1)
ZER}'I.X"’!
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where Q denotes the index set of observed rating values, and Z is a low-rank estimation of
the rating matrix and implies that users or items can be grouped into a few distinctive sets.
However, rank minimization is an NP-hard problem, and no algorithms are available to solve
it in a tractable time [82]. [71] proposes a convex relaxation of the Equation (4.1) using trace
norm:

min | Z],r st Po(Z) = Po(R). 4.2)
ZeRrxm

To solve this problem, singular value thresholding [83] is a first-order algorithm that requires
little storage and has low computational cost. By relaxing this problem to a least squares
problem regularized by the nuclear norm by fliping the constraints to the objective function,
alternating direction method and linearized augmented Lagrangian methods [84] can be
adopted for their convergence guarantees.

As well as the rating matrix, side information is often available to describe users or
items. For instance, in a movie recommendation system, two movies of the same genre
may have the similar underlying descriptors, while users rate the movie according to their
characteristics and interests. For example, a female user may have different tastes to a male
user, and influence of using the gender as a user side feature will be reflected on the different
ratings submitted by male and female users. Denote X € R"*% and Y € R”*% as user and
item side features, where d, and d, are the side-feature dimensions. When the side features X
spans the row space of R and Y spans the column space of R, one can recover R by a smaller
matrix such that XMY " = R. This formulation is called inductive matrix completion [10, 9],

and the objective function is formulated as
min|[M];, st Po(XMY ') = Po(R), (4.3)

where M is the matrix that needs to be estimated. The matrix M aligns user and item side
features with the observed ratings.

The inductive matrix completion model in Equation (4.3) provides an effective approach
to investigating user and item side information in the recommendation problem. However,

these side information does not always perfectly describe users or items in practice. The
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matrix M’s performance can be easily downgraded by noise in side features X and Y, but
there is no systematic technique to identify noisy side features and correct for their negative
influence. Observing that noise usually occurs in some particular side information attributes,
we introduce a group sparse matrix restrained by the /> | norm. The group sparse part can
identify noisy features in either user or item side information, i.e., columns in X and Y, and
control their influence on prediction performance. The resulting objective function can be

written as:

i w As||S Az||Z
Jmin Wllir+ AslISll2,1 + Az[|Z]]:,

9y

st.  Pa(Z)=Po(R), (4.4)
X(W+S)Y' =7,

where Z € R, We call the proposed method Robust Inductive Matrix Completion model
(RIMC for short). We introduce the bridging matrix Z to directly estimate the underlying
rating matrix R. W can be interpreted as the embedding matrix that aligns the given user and
item profiles with the latent vectors that generate the ratings. S is restricted to be group sparse
and can identify the noisy dimensions in the side information. Through the interaction with
S, the negative influence of noise in X and Y is reduced. When side information is useless,

the usage of Z still guarantees a satisfactory performance. This is discussed in Theorem 2.

4.4 Optimization

We use the adaptive alternating direction method (ADM) to solve Equation (4.4). The

augmented Lagrangian function of Equation (4.4) is

Z(2,W,$,My,My, B) =[|Wl[:r + As|[Sl2.1 + Az[|Z][:-

+ (M}, Po(Z—R)) + (My,Z—X(W+S)Y ")

Plraz R+ Bz xow Y2 @)

* 2
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where M and M, are Lagrange multipliers, and 8 > 0 is the penalty for augmented con-
straints. In general, we follow the alternating direction theme, and update each variable in

turn:
VVk+1 = al‘gn\l;%/ng(zk7wvskaM§’ﬁk)7

gkl — wgnlgng(Zk’Wk—i-l’S’Mk’ﬁk)’
Z! = argmin 2 (2, W ST My, M3, BY), (4.6)

M+ = MY+ BrPo(Z! —R),

M = MG 4 B2 - XWET SR )

We next solve the three sub-problems and derive their closed-form solutions.

Updating W

The subproblem related to variable W takes the form

B

min || W/, + My, ZF —X(W+SH)YT) + 5||Zk ~X(W+SHY |7 4.7)

By adding a constant term (M5 /3% M5 /B¥), we have

ﬁk

min | W], + =~ [ Bf — XWY |7, (4.8)

where BX = ZF — XS*Y T + M5 /B¥. Equation (4.8) does not have a closed-form solution.

Using the linearization technique, we have that
1 1 T,
5 BE = XWY T [7 ~ 2 [XWEY T =B 7+ (W= WO + W -WHE 49)

where f{‘ =X (XWYT — Blf )Y and 14 is the proximal parameter with 74 > 0. Thus the

subproblem with regard to W is approximated by

k
. TA
min W]+ == W — [WE— £/ 2] | 7. (4.10)
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Here we adopt the singular value thresholding method in [83] and reach the closed form

solution for Equation (4.7)
W= ST (WK — £ /14, 1/ (B 1)),
where SV T (x, %) is the singular value thresholding operator defined in [83].

Updating S

The sub-problem related to variable S takes the form

B

minAg||S|2,1 + (M2, Z* —X(WE+8)Y ') + >

We take the first-order derivative of the above subproblem and:
AsDS + B*X T (XSY' —Z+XWY' —M/BHY =0,
where D is a diagonal matrix with the i-th diagonal element as

dij = ,si is the i-th row of S.

Is'l|2

Then,
M5 = As(XD'X ") IXSY (YY) L.

k
|1ZF — X (WK +8)Y T ||2.

(4.11)

(4.12)

(4.13)

(4.14)

(4.15)

By substituting it into Equation (4.13) and using the relationship Z = X(W+S)Y ', we

reach the closed-form solution for S as:

S=D X' XD 'X")"HZ-XwWY") (YY) 'Y,

(4.16)

Since D is dependent on S, it is also unkonwn. We adopt the iterative algorithm proposed in

[85], which has been shown to be efficient and to converge to the global optimum. Details

are provided in Algorithm 3.
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Algorithm 3 Alternating optimization of S

Input: side features X, Y, €: stopping criteria, d,: latent dimension, 7': max iteration
Output: S € R&>d
1: Sett = 0. Initialize D; € R%*% as an identity matrix;
2: repeat
Calculate
S =D XT(XDIX")"HZ-XWY)(YY")" Y
Calculate D, ; with i-th diagonal entries as \|sll||
t=t+1
3: until converges.

Updating Z

The subproblem related to variable Z takes the form

min Az|Z||ir + (M1, Po(Z — R)) + (M3, Z. — X(WE489YT)

Bk B 4.17)
5 1Po(Z— R)||7 + 5 > 11z~ X(WE+SHY 7,
which can be reformulated as
. B k Br
mszlzl\ZHn HPQ(Z BY)|I7 + 5 HZ B} (4.18)

Here BY = Po(R—M£/By), B = X(WE+SH)YT — M4 /B,
To obtain the closed-form solution, we linearize the above sub-problem with regard to Z,

thus we have
1 1 T,
5 1Pa(Z —BY)||7 = *IIPsz(Zk —BY)|[7 + (5, Z2—2") + 3B||Z—Z"H%, wio)

. )

*IIZ B} ~ *HZ" Bi 7+ (f1,Z2—25) + 3B||Z—Z"||12v~

Here, fé‘ = PQ(Zk — Bé), fff =7k Bﬁ and 7p is the proximal parameter with 7z > 0. Thus,

the subproblem with regard to Z is approximated by

ﬁkB

s 12— (2"~ fjw) 3 420)

min Az|[Z{o + =5~ 12— (Z =)+
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Adopting a similar strategy in solving the sub-problem with regard to W in Equation (4.7),

we reach the closed-form solution for Z based on singular value thresholding:

25 = svT(ZF — (5 + 1)) (218), Az/ (2B 18)). (4.21)

Now we have the updating rules for the three sub-problems and two multipliers M, Mj;

we alternately update these five variables until convergence.

4.5 Recovery Analysis

The proposed model is compatible with both perfect side information and noisy side features.
If user features lie in the space spanned by columns of rating matrix, and item features are in
the space spanned by rows of rating matrix, the side information is considered perfect [13],
and the proposed inductive matrix completion model in Equation (4.4) can recover ground
truth Zo, Wy, and Sp with high probability. When the side features are not consistent with
the spaces spanned by the rating matrix, e.g., there exists the influence from noise, XWY "
cannot guarantee to perfectly recover the partially observed R. However, an additional
sparse matrix S can be employed to compensate for the influence of noisy side features. The
expected /-risk of our recovery model can be bounded by the level of noise in 0(s1/ 2), with s

denoting the noise level.

4.5.1 Sampling complexity for exact recovery

In this section, we discuss exact recovery with perfect side information. Before presenting
the theorem, we provide some definitions used in the analysis. Denoting col(A) and row(A)
as the space spanned by the column vectors and row vectors of A respectively, the perfect

side features are those satisfying the following rules:

col(R) C col(X), row(R) C col(Y).
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Consider the underlying rating matrix R as R = UZV' and X = UxZxVx,Y = UyZy Vy.

The orthogonal projections onto U and V are defined as:
Py =UU" e R py =VV' e R™", (4.22)

As suggested by [71], if a matrix is equal to zero in almost all of its entries, it would be
impossible to recover it unless we know all of its entries. Thus, the coherence measurements
for R, X, and Y are required. A higher coherence of R means that its singular vectors are
closer to the standard basis vectors and the required sampling complexity increases. Given

standard basis vectors e;, the coherence measurements for U, V are defined as follows:

n m
py =~ max |[Pyei||*, py = — max ||Pye;|?,

1<i 1<j
r gzgnmn r 1<;j<n (423)
HyyT = max —([UV'];))%.
1,] r
The coherence measurement for side features X and Y is defined as:
ml|x;|]? nly,|*
= — = — 4.24
ix 1n§lza §Xn d X Y 112?%( n dy ’ ( )

where x; and y; stand for the i-th row of X and the j-th row of Y, respectively.

We denote p = max{py, Uy, ix, ty }, and & = max{||Z¢" ||, ||Zy' [l }. Given a certain
guarantee of the sampling complexity in the ground truth matrix and perfect side features,
we present our analytical result over the recovery problem in Equation (4.4) in Theorem 1.

Theorem 1. Let N = max(m,n),qo = %(1 +logd—logr), Ty = %pd,u max Uy, U)r(dx+

dy)logN and T\ = %pdzuz(dxdy +1?)1og N, where p is a constant. Assume Ty > qoTo, X and
Y are both full column rank. For any p > 1, with a probability at least 1 —4(qo+1)N—P+1 —
2goN~P*2, Problem (4.4) has the unique optimizer (Wo,So,Zo) satisfying So = 0,Zy =
XWoY ', with necessary sampling rate as low as O(rlogN). More precisely, the sampling

size |Q| should satisfy that Q > & popmax (pyy 7, 1) (1+logd —logr)r(dy +dy)logN.

Proof sketch. To prove that (W,Sg,Zg) is the unique optimizer to Equation (4.4), we
turn to prove that other solutions indicated by (Wo +AW, Sy + AS,Zy + AZ) lead to worse
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objective values. This equals to prove that the following inequality does not hold under any

circumstance:

HWO +AWHtr+)~SHSO+AS”2,1 —i-leZ()—FAZH”

>|Wollzr + Az||Zo || + As]|So

2.1 (4.25)

We first contract the term ||[Wo+AW]||; + As||So +AS

2.1+ Az||Zo+AZ||;, based on inequal-
ities of matrix norms and the property of optimizer solution that Po (X(AW +AS)Y ") = 0.
This results in an equivalent form to Equation (4.25):

Az(X(AW +AS)Y" UVT +U V] —H) + |Wo +AW||;, > [Wo .

Then we show that Equation (4.26) does not hold when Wy + AW lies either inside or outside
the neighborhood of W. Details of the proof are presented in Section 4.7.

From Theorem 1, we can see that the sampling complexity required for exact recovery is
O(rlogN), which is smaller than the O(rNlog?(N)) required by generic matrix completion
without side information in [70, 71]. When u is small, the singular vectors of R are
sufficiently spread, and it is easy to recover the ground truth R. Conversely, when u is large,
the singular vectors U and V are more correlated with the identity matrix, making it hard to
recover. This is intuitive; for example, if U and V are both identity matrices, then the rating
matrix only has non-zero values in its first min(d,,dy,) diagonal elements. If the sampling
does not cover most of these entries, it is impossible to correctly recover the true rating
matrix.

When side information is presented, Xu et al. [11] proved a similar bound, but it requires
orthogonality constraint on both X and Y. Chiang et al. [13] proposed a more advanced
model, but the exact recovery is not discussed. Lu et al. [81]’s work reaches a similar
sampling rate compared to us, but we are motivated differently. In the following, we will
show that under the worst case, our method provides a lower upper bound on the sampling

complexity for a satisfactory recovery.
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4.5.2 Sampling complexity for £-recovery

We next consider the optimization problem where the perfect feature matrices X and Y
are corrupted by AX(||AX||r < s1) and AY(||AY||r < 52), respectively. We investigate the

following optimization problem:

min IPa((X+AX)(W +8S)(Y +AY) —R)||
s.t. Z-XWY' €B(0,9),]|Z] <7
[Wller < 0, [[S]l2,1 < B. (4.26)

Here, B(0, ¢) C R™*" is a ball with radius ¢ and center at 0, which indicate that the Frobenius
norm of Z —XWY ' is restricted to be smaller than ¢. The matrix R; j 1s assumed to be
sampled i.i.d. from an index set {(ix, ja)}},_; under an unknown distribution.

Consider the variable set ® = {(Z,W,S) | |Z||;» <7, [|W|lr < 0, [|S]l21 < B,Z =XWY '}
as the feasible solution set and 6 = (Z,W,S) € © as any feasible solution. Let Fy(i, j) =
x;(W+S)y, be the estimation function for R;; with 0 as the parameters, and Fg = {fp | 0 €
O} be the set of feasible functions. The loss function [ is defined as I(fp(i,j),Rij) =
Po(X(W+S)Y' — R)l-zj. Then, we introduce two risks: the expected /-risk

) =Eip1(fo (i, )),Rij)] (4.27)

and the empirical /-risk

1 N

= Y [1(folir, jr),Rij)]. (4.28)
5=

Our model looks for 6 that parameterizes f* = argmin e @l( f).

Given ® =Z —XWY ' and ky = rank(®), we have the following theorem.

Theorem 2. Let |Z||;r <1, ||W|l: < &, ||S]l21 < B, ||P||F < ¢, and the perfect side feature
matrices (spanning latent space of R) are corrupted with ANX and NY where ||AX||F < s
and ||AY||r < sp and x = max(sy,s2). Considering the €-recovery R that the expected

loss E[I(f,R)] < € for a given arbitrary small € > 0, O(min{(n + /ky9?)logN, (a +
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VdB)k*\/NY /%) observations are sufficient for our model when corrupted factors of side

information are bounded.
Proof sketch. First, we apply the following lemma to bound the expected /-risk.

Lemma 1. (Bound on expected l-risk [86]) Let | be a loss function with Lipschitz constant
L; bounded by B with respect to its first argument, and 0 be a constant where 0 < 6 < 1. Let
R(Fe) be the Rademacher complexity of the function class Fg (w.r.t. Q and associated with
l) defined as:

N

1
R(Fo) = Es[sup = Y oyl (f(ir, ji),Fi.j,)], (4.29)
f€Fe S =1

where each o; follows Rademacher distribution and takes values {+1} with equal probability.

Then, with probability at least 1 — 8, for all f € Fg we have:

=

log

H(f) < Bi(f) + 2EalR(Fo)] + B\ — 2.

(4.30)

To upper bound the expected [-risk Z;( f), both empirical risk 9?1 (f) and model complex-
ity demonstrated by Rademacher complexity Eq[9R(Fg )] need to be upper-bounded. Through
the careful selection of hyperparameters, %, (f*) is close to zero. By upper bounding JR(Fg),
we obtain the upper bound of % (f). By controlling the expected /—risk by €, we obtain the
bound provided in Theorem 2. The detailed analysis of how to bound R(Fg) is presented in
Section 4.7.

Theorem 2 suggests that O(log N) observations are sufficient for €-recovery, which is
smaller than the O(NlogN) required for both perfect [71] and € recovery [87] in previous
matrix recovery analyses without side features. Hence, although side information might not
be perfect in practice, it provides some useful information for model learning. Our model’s
expected risk is affected by nuclear norms of Z and W, and the /> | norm of S. If the rating
matrix has a higher rank, more observations are required for an accurate recovery. When the
side information is useless, the matrix Z plays an important role in recovering the underlying

matrix R. In this case, the sampling complexity for -recovery would be given by O(av/N)
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and is upper bounded by O(min(d,,dy)v/N). While the upper bound provided by [81] is

O(N 3/ 2), our result is better since d, < N always holds.

4.6 Experiments

In this section, we demonstrate the efficacy of our method on real-world data sets. We use
two different datasets: MovieLens 100K for user preference predictions and NCI-DREAM
challenge for drug sensitivity estimation. Let p denote the percentage of observed entries
used for training, and the remaining 1 — p observed entries are evenly split into validation and
testing sets. The parameters Ag, Az, and B are tuned between 103 and 10* on the validation

set. We use the relative mean square error (RMSE) metric, defined as:

|[Po(R* —R)|3

RMSE =
IPa(R)[3

(4.31)

where R* is the optimal estimation of the ground truth rating matrix R and P, is the sampling

operator.

4.6.1 Baseline methods

* IMC is a basic inductive matrix completion method [10] which assumes that the rating
matrix is attained by multiplying user and item feature vectors with a low rank matrix.
IMC further decomposes the underlying low rank matrix into two low-dimensional

matrices to simplify optimization.

» Maxide is another representative inductive matrix completion method [11]. It has the
same assumption to that in IMC but regularizes the unknown low-rank matrix with the
nuclear norm. Hence, the singular value thresholding-based algorithm is deployed to

optimize the objective.

* dirtyIMC is an inductive matrix completion method considering dirty side information

[13]. This approach directly balances rating observations and dirty side features by
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Fig. 4.1 Recovered W and S under different sampling ratio p of NCI Challenge dataset

using a low rank matrix to capture the information that is failed to be described by
side features. Our method is different from it since we utilize a group sparse matrix to

eliminate the influence of noisy side features.

o SIIMC [81] adopts explicit modeling of interactions between the user and item features
by introducing the sparse formulation on the unknown hidden matrix. A bridging
matrix is used to secure recovery performance to combat the existence of Gaussian

noise

4.6.2 Evaluation on real data

We test our method on different collaborative filtering applications. NCI-DREAM data
is used to predict breast cancer cell line sensitivity to different drugs, and the MovieLens

datasets are about recommending movies to potential users.

NCI-DREAM challenge

This dataset contains expression data for 18,633 genes in 46 breast cancer cell lines and

their sensitivity to 26 drugs [88]. Following the setting in [81], we used 14 features to
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Table 4.1 Comparisons of relative MSE of different methods under different splits of NCI
Challenge dataset

Method 50% 60% 70% 80%
SIIMC 0.190 0.145 0.139 0.181
IMC 0.637 0.557 0.489 0.437
dirtyIMC 0.632 0.551 0.475 0.432
Maxide 0.288 0.255 0.240 0.268
RIMC 0.054 0.040 0.042 0.039

Table 4.2 Comparisons of relative MSE of different methods under different splits of the
MovieLens 100K dataset

Method 50% 60% 70% 80%
SIIMC 0.292 0.282 0.279 0.276
IMC 0.959 0.945 0.943 0.935
dirtyIMC 0.814 0.775 0.738 0.705
Maxide 0.421 0.419 0.425 0.424
RIMC 0.105 0.094 0.095 0.092

describe properties of drugs, such as hydrogen bond donor count and molecular weight
((http://pubchem.ncbi.nlm.nih.gov/). For breast cancer cell lines, principle component anal-
ysis was used to extract the most important 45 principal components. We test our method
with different training set proportions with p = {50%,60%,70%,80% }. The RMSE results
obtained by the baselines [13, 11, 10] are quoted from [81].

Comparisons with four baseline methods are shown in Table 4.1. RIMC achieves
consistently better performance than the baseline methods. We show the recovered W
and S in Figure 4.1. From Figure 4.1, it appears that features F1, F6, F7, F12, F13, and F14
are noisy or not informative for final predictions. This observation well aligns with current
biological knowledge, as these features are known to be less important drug descriptors.

Detailed information about these drug features can be found in [81].

MovieLens 100K

MovieLens 100K consists of 100,000 ratings with 943 users and 1682 movies. Each user
has at least 20 ratings on different movies. Users are associated with 23 features such as

(3 29 46 2% 46

age”, “gender”, “occupation” etc., and 19 features discriminate different movie genres. For
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Fig. 4.2 Recovered W and S under different sampling ratio p of MovieLens 100K dataset

fair comparisons, we take the movie release date into consideration following the setting
in [81] and add one more universal dimension to the user and item feature vectors. The
feature vector lengths for users and items are thus 24 and 21, respectively. We verify our
method with different percentages of training data p = {50%,60%,70%,80%}, and report
the RMSE:s in Table 4.2. We quote the RMSE results obtained by the baselines [13, 11, 10]
from [81].

The recovered latent matrices W and S are shown in Figure 4.2. The RMSE decreases
with more training data on all methods, but RIMC achieves consistently better performance
when predicting unobserved entries under different sampling ratios. In Figure 4.2, (a)-(d)
correspond to the recovered W and (e)-(h) represent the estimated sparse matrix S. The
rows of W and S are related to user features, and the columns are related to item features.
Under the different sampling ratios in (e)-(h), we observe that the heating entries in S barely
change, meaning that the noisy features identified by RIMC remain unchanged with different

99 ¢

sampling ratios. In (e)-(h) the heating rows in S are “age”, “gender”, and the heating column
is release date. This indicates that these dimensions are noisy and not well aligned with
the ground truth side features. By interacting with S, their negative influence is decreased,

leading to better predicting performance with RIMC.
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4.7 Proof Details

In this section, we present the proof details of theoretical assertions presented in previous
sections. For Theorem 1, we prove that other solutions will lead to worse objective function
values comparing to (W, So, Zg). For Theorem 2, we derive the error bound of the expected

recovery Crror.

4.7.1 Proof of Theorem 1

To prove that (Wy, S, Zo) is the unique optimizer to Equation (4.4) under certain conditions,

we consider the contraction that

[Wo + AW/, + As|[So + AS|[2.1 + Az|| Zo + AZ||;r

>||Wollsr + As||Soll2,1 + Az || Zo ]| (4.32)

The assumption that we hold for the proof is the bound of trace norm on W.
Here we define four linear operators that will be used later, Px € R"*", Py € R™*"; Py, Pr1 (A):

Rnxm — Rnxm:
Px = UxUx = XVxZ*VxX

Py = UyUy = YVyoy 2VyY
Pr(A) = PyAPy + PxAPy — PyAFy
Pr. (A) = (PX — PU)A(PY — Pv) = PxLAPYL

(4.33)

To prove Theorem 1, we introduce Lemmas 2 and 3 followed by an assumption on

[[Wollir.

Lemma 2. [81] For any M # 0,M € R™*" satisfying Po(M) = 0 and M = PxyMPy, with a

probability at least 1 —4N~P+ we have
1PrllF < CllPro (M) (4.34)

where(;‘g\/%,ifTO§|Q|§Tl and p > 1.
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Lemma 3. [81] Assume that there exists a matrix H € R such that Po(H) = H, then

with a probability of 1 —2q(N + 1)N~P*! it is satisfied that

r 1
|Pr(H) = OV | <[5 1P () op < 5, (435)

ifg>¢goand p > 1.

Assumption 1.

1
[Wollir = & < C2z(5 = £ /5. (4.36)

where r is the rank of underlying rating matrix R, and d is the dimension of side features. {

is a parameter with { < 4/ %.
Next we start the proof of Theorem 1.

Proof of Theorem 1. 1f we assume that the solution of Equation (4.4) is not unique, there
might exist another solution Wo + AW AS Z, + AZ with AW, AS,AZ # 0.
If (Wo,S,Zy) is the unique optimizer of Equation (4.4) with a high probability, then the

contraction in Equation (4.32) will hold as well. We have the following inequalities:

[Wo + AW ||, + As|[So + AS||2.1 + Az||Zo + AZ]|;
=[IWo+AW||;- + Ag||AS[|2,1

+ 2| X(Wo+AW +AS)Y " ||, JUVT + U, V]| (4.37)
>Az(XWoY ", UV 4+ (XWoY ", U, V])

+ (X(AW+AS)Y", UV’ +U, V])

+ |Wo+AW||;, + As[|AS| 2.1 (4.38)
>z Zollsr + (X(AW +AS)Y T, UV + U, V] —H)

+|Wo+AW|,, (4.39)

Here (4.38) holds because of ||A||;-||B||sp > (A, B); (4.39) comes from col(R) C col (X)), row(Y) C
col(R),R=UZV'; and Po(X(AW +AS)Y ") = 0. Next for Equation (4.39), we need to
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prove that
Az(X(AW +AS)Y " UV + U, V] —H) + ||Wo+AW||;, > |[Wo||;-

Thus the proof of contraction in Equation (4.32) is now equivalent to proving either one of

the follow conditions hold, where ||[Wy+ AW]||; > 0 always holds:

Condition 1.

(X(AW+AS)Y" , UV' +U, V] —H) >0 (4.40a)
[Wo+AW ||, > [[Wol[ir, (4.40b)

Condition 2.
Az(X(AW +AS)Y" UV +U, V] —H) > |Wq|,r = a. (4.41)

In the following, we discuss when these two conditions hold. Our strategy is to prove
that when W = Wj -+ AW lies within the neighbor of Wy, i.e., e-ball B;(Wj), Condition 1

hold, and when it is isolated from W, Conditions 2 holds.

Condition 1 : minimizer in the neighborhood

For the condition in Equation (4.40b), we consider its contrary case. Let us assume ||Wq +
AW/||;r < ||Wo|s. Firstly, if the possible minimizer W exists in the small e-ball B;(W) as
a continuous neighbour of Wy, such that € < min; ; W;;, then for each W, = {Wo+AW €
B¢ (W)}, it satisfies that

IWiller > [[Wollir + dudye® — 2| Wol|
> ([ Wollor + duddye® — 2| W |,/ de

> ||Wollsr + dydye® — 2V doe (4.42)
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Since ¢ is arbitrary, ||Wo+AW]||; > o > ||Wo||;», which leads to the contradiction. Thus
Condition 1 in Equation (4.40b) is satisfied.

For Condition 1 in Equation (4.40a), we prove that it holds under three cases: (i) AW #
0,AS =0, (ii)) AW = 0,AS # 0, (iii) AW # 0,AS # 0

Case (i): AW # 0,AS =0. Assume U,V are singular vectors of Pr. (XAWY "), and

[U,U,] and [V, V] are unitary matrices,

(XAWY', UV' +U, V| —H)
—(Pr(XAWY "), UV" — Pr(H)) + (P, XAWY "), U, V| — P, (H))
=[Py (XAWY 1) [l1r = | Pr(XAWY 1) || [[UV " — Pr(H)||

—[|Pr.(H )HFHPTJ-(XAWYT Mir

>||PTLXAWYT||I, _— / (4.43)

The equality holds because of (Pr(XAWY"),U, V) =0, and (P;.(XAWY"),UV") =0.
The first inequality results from (A,B) > —||A||r||B||r and (A,B) < ||A||;-||B|sp. The last

inequality comes from Lemmas 1 and 2, and [|A||r < ||A[|;,-

Case (ii): AW =0,AS #0. Assume U,V are singular vectors of Py, (XASYT), and

[U,U,],[V,V ] are unitary matrices. By using the same contraction rules to case (i), we

have that

(XASY',UV' +U, V] —H)
> [Py (XASY ")[|o — ||Pr(XASY 1) || |[UVT — Pr(H) |

— || (H) ||| Pr (XASY ") |1

1 r
2||PTLXASYT||,,(§ -¢ ﬁ) > 0. (4.44)

Case (iii): AW #£0,AS #0. Assume U,V are singular vectors of Pr. (X(AW+AS)Y "),

and [U,U, ] and [V, V] are unitary matrices. Similarly, using the same contraction rules to
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case (i), we have that

(X(AW+AS)Y',UV' + U, V] —H) + (P . X(AW+AS)Y "), U, V]| — P;. (H))
1 r
2]|PTLX(AW+AS)YTH,,(§ — &4 /g> > 0. (4.45)

Combining these three cases, we have that Condition 1 in Equation (4.40a) hold with high
probability. Thus Condition 1 holds.

Condition 2: isolated minimizer

Consider the minimizer W exists outside of the small e-ball B¢ (W), which means W) is an
isolated minimizer. We also consider the three cases discussed in Condition 1, which are
case (i) AW # 0,AS =0, (ii)) AW = 0,AS # 0, and (iii) AW # 0,AS # 0. In the following
we prove that under case (i), Condition 2 holds, and the results that it holds under case (ii)
and (ii1) can easily be derived.

For case (i) AW # 0,AS = 0, let us assume that the following inequality holds:
| XAWY || > CAz > 0, (4.46)

From Assumption 1, we have that

[P (XAWYT)HH(% - C\/;) -
ey (XAWY D3~y 1)~

EC/IZ(% - C\/%) —a

>0 (4.47)

By carefully choosing Az, we can always find a C satisfying Equation (4.46). Thus Condition
2 holds. Together with Condition 1, the contraction stated in Equation (4.32) is proved, and
thus Theorem 1 holds. [
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4.7.2 Proof of Theorem 2

To prove Theorem 2, we need to upper bound R(Fg). An important lemma is first provided

as below:

Lemma 4. Let S,, = {W € R | |W|;, < w} and a = max; ||A;]

r, where {Aj|A; €
R™"Y™ | is an arbitrary set, then:
m

1
Es[ sup — Y oitr(WA;)] <2aw
? wes,, M IZ{ m

log2n

(4.48)

We use two different techniques to bound the Rademacher complexity 93(Fg). The first

bound of R(Fp) is given in Lemma 5.

Lemma 5. et 2 = max; HX,’.HQ,@ = max; ||Yj
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which concludes Lemma 5. O

However, it is claimed that the above bound will become too loose in some circum-
stances. Hence, we need to deal with these cases by introducing the second tighter bound on

Rademacher complexity.

Lemma 6. ler 2" = || X||F,% = ||Y|

F, then

Eo|R(Fe)] <2Li(0 + \/dxdyﬁ)%@\/ logs 2d | \/ 9BCLZ(\T+ V) (da+ \JadB)A
(4.49)

where A = 519 + 52 2" + 5159.

Proof. Denote P € R™*" with each entry P;; = };.; _; ; —; 0;, which means the “hit-time” on

the i, j-th element of Q, then we can divide R(Fg) as

R(Fo) = Eq|[sup — ZA,JI i,J),Rij)] + Eg[sup — ZB,,Z i,j),Rij)]  (4.50)
feFo ¥ (i) feFo ¥ (i)
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where we define

Pi', lfhlZ O, lfhzZ
A= j =P B = =P
0, otherwise. P;;, otherwise.
Here h;j = |{t,i; = i, j; = j}| and p is a thresholding value. In the following, we separately
bound two terms in Equation 4.50 and specify the value of p appropriately to get the expected

result. Since [(f(i, j),R;;) is bounded by B, we have that:

B
Eo[sup — ) A;il(f(i,)),Rij)] < EG Aij]] < —
feFo S (%l) ' J <Z,J: ] f

where the last inequality holds because of Lemma 10 in [76].

On the other hand, for second term in Equation 4.50, we have that,
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For the first two terms, we have,

L
—ZEG[ sup ZB X,Wy + sup ZB,JxlSyj]
§ HWHtr<OC(i ) IS[l2,1<B (i ,])

<LEs| sup thxl,Wy, + sup Zer,,SyJ,]
[W]r<a s =1 ISha<B S

log2d log2d
8% Lo JaksBX Y |2

<LRo2Y ] (4.52)



80 Learning from Noisy Side Information

For the rest three terms, we have
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Finally we set p = sB/[2.2CL;(v/m+ \/n)(\/dx0 + \/dxdyB)A], and combine the three

items above to obtain

R(Fo) <2Lj(a+ +/ddyB) %@\/logw \/QBCLZ(\TJr vn) (\/07xa+ VdxdyB)A
(4.53)

Thus Lemma 6 is proved. 0

Proof of Theorem 2. By combining Lemma 5 and Lemma 6, the expected /-risk of an optimal

solution (Z*, W*,S*) will be bounded by

log?2
Ri(f*) 2Li\/dedy B2 Y || —2 d
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Let R;(f*) be smaller than € and re-organize terms, we reach the conclusion that O(min{ (1 +
Vko9?)1logN, (o + VdB)k*/N}/€?) is sufficient for e-recovery. Thus Theorem 2 is
proved.

]

4.8 Conclusions

We studied the robust inductive matrix completion method for recommendation problems in
this work. Inductive matrix completion methods explicitly explore user side information such
as “age” and “gender” and items such as “genre” and “release date” to boost recommendation
performance. Considering that noise may be present in some attributes, how to eliminate its
negative influence in recommendation algorithms is a key problem. We revisit the common
low-rank principal in inductive matrix completion modeling and introduce a group sparse part
to identify noisy attributes for users and items. We theorize that, with perfect side features,
our RIMC method can recover the ground truth latent matrices and, with informative but
not perfect side features, RIMC requires fewer observations to achieve e-recovery than
methods that do not use side information. We validate our model on the MovieLens and NCI

Challenge datasets and achieve promising performance.






Chapter 5

Evaluating the Robustness of RecSys

Deep learning based recommendation systems (RecSys) have achieved significant perfor-
mance gains in many applications. However, whether their prediction remains constant with
the slight perturbations in the input features, or whether the model is robust or not, is not
clearly understood. Though the robustness of models has raised concerns from practitioners
in applications, there is little work studying it. In this chapter, we study the robustness of
recommendation systems: what are the minimal number of features required to mispredict
a user’s preference. We design a threat model to evaluate RecSys’ robustness by tackling
the challenge of the discrete input features. We empirically demonstrate the robustness
of some state-of-the-art recommendation models. By perturbing one or two features, the
recommendation models’ performance can downgrade dramatically; we break Wide&Deep
from Google with 100% success rate on MovieLens dataset. Our experimental results suggest
that large feature space leads to high vulnerability, and our results also point out potential

directions for improving the RecSys’ performance.

5.1 Introduction

Recommendation systems play an important role for both customers and sellers. Representa-
tion learning on explicit features with deep learning methods has become popular in various

scenarios, such as apps and movie recommendation [89-91], click prediction [92]. In these
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applications, contextual variables such as weather, date, daytime are usually available. For
these categorical variables, a popular way is to embed them into a latent space, and apply
different operations to connect the embedding vectors ensuing by regular neural network
layers [89, 91]. However, their robustness [93] to perturbations is not understood. In other
words, if one changes the input feature from Monday to Tuesday, will the prediction vary
dramatically? This problem has not been studied in deep learning based RecSys. In real
applications, the adversaries exist extensively on the Internet and fraudsters can easily inject
noisy features into the recommendation systems. To understand their robustness becomes
important.

The robustness of recommendation systems has raised attention from researchers and
practitioner. However, there is little work that tries to understand this problem. In a closely
established field, the robustness of neighbor-based and factorization-based collaborative
filtering algorithms have been studied. Existing work [15-17] studied attacks of the neighbor-
based collaborative filtering approaches by promoting or demoting a specific set of items.
Seminario and Wilson [94] showed that item-based collaborative filtering is more robust
under particular conditions. Li et al. [18] aimed to decrease the general performance of
collaborative filtering models based on full knowledge of the learning algorithm and training
ratings. In other related fields, many works study the robustness of deep neural networks
in computer vision [95, 14, 96, 97]. When features are continuous, such as pixel values in
images, one evaluate models’ robustness by the minimal perturbation required to misclassify
a sample [93]. However, there is no study on deep learning-based RecSys.

In this chapter, we bridge the gap and study the robustness of deep learning-based
recommendation systems. The major challenge exists in how to deal with the natural discrete
features in RecSys. Since continuous perturbations are not available, we study the minimal
number of features required to mispredict a user’s preference. We introduce a two-stage
approach: we first optimize over the embedding vectors of a set of input features using /5
norm until succeeding; then we map the perturbed embedding vectors back to the embedding
table and shrink the attacked feature set by ignoring the embedding vector that is minimally

changed.



5.2 Related Work 85

We demonstrate that deep learning-based recommendation systems are easily manip-
ulated; with one or two features perturbed, the prediction of user preference can vary
dramatically. We consider two state-of-the-art models, Neural Factorization Machine (NFM)
[89] and Wide&Deep [91] from Google. Both of the models are constructed based on discrete
features such as user IDs, item IDs, and contextual features. The contextual features are
sparse and represented as embedding vectors. By perturbing the features of the target model,
we show that the state-of-the-art recommendation models’ can be easily downgraded by our
threat model. For example, by modifying one attribute on MovieLens dataset, the success
rate reaches 100% on attacking Wide&Deep model; and by modifying two attributes on
Frappe, the success rate reaches 98% on attacking NFM model.

Our contributions are threefold: 1) we first propose a new threat model to evaluate the
robustness of deep learning-based RecSys with contextual features; ii) we demonstrate the
state-of-the-art recommendation models’ robustness boundary. For example, for Wide&Deep
on MovieLens dataset, perturbing one feature in the input can decrease the model’s accuracy
to 0%; 1i1) Our empirical results suggest that a larger feature space leads to more vulnerability
in adversarial attacks. It is also suggested that the cost is important for customers to make
decisions. This points out a direction of improving the RecSys’ performance by including
more cost-related features, such as price and payment method.

In Section 5.3 we introduce the proposed threat model. In Section 5.4 we present the
experiment results, followed by related works in Section 5.2. Finally, we conclude in Section

5.5 and discuss potential directions for improving the current RecSys.

5.2 Related Work

Recently, due to the power of neural networks in representation learning, many works
[98, 90, 99, 100] propose to learn the embedding of user/item and other discrete features.
Despite their great success [89, 92, 91], there is little work studying the robustness of
them. [15—17] studied attacks on the neighbor-based collaborative filtering approaches by

promoting or demoting a specific set of items. Seminario and Wilson [94] showed that
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item-based collaborative filtering is more robust under particular conditions. Li et al. [18]
aimed to decrease the general performance of factorization-based collaborative filtering
models based on full knowledge of the learning algorithm and training data. The optimal set
of malicious users and their ratings can be reached by solving a min-max objective function
to contaminate a collaborative filtering system’s performance.

Our threat model is different from all of these works; while they require complete
knowledge of the training data and can intervene in the training process, our model evaluates

the target model at test phase only.

5.3 Proposed Framework

We first give an introduction to the framework of state-of-the-art RecSys. Then we introduce

our threat model and a random attack approach as a baseline.

5.3.1 Preliminaries

We denote the input feature to a RecSys as x = {u,i,cy,...,c,} where u,i represent the IDs
of users and items respectively, n is the number of categorical variables and {cy,...,c,}
represent the list of features to be feed to the system. For each variable, we use D; to
denote its candidate values, and D,,, D; to denote candidate values for user and item IDs. For
example, in Frappe dataset, the variable “weekday" has seven values taken from {Monday,
...,Sunday}.! By arranging all sparse features including user and item IDs into a long array,
the feature vector x is a list of integer numbers indicating the index of sparse features in the
feature set.

We denote the scoring function as F(x). Assume that the label y takes value from
{—1,+1}, F(x) > 0 will lead to a positive label on x and vice versa. Following [89], one
first denotes the connection layer of embedding vectors as f(vy); then the hidden layers are

defined as:

a=01(wif(vx)+by), I=1,..,L (5.1)

'http://baltrunas.info/research-menu/frappe
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where L is the layer number and o is the activation function, such as rectified linear units
(ReLUs). wy,b;,z; denote the weights, bias, and output of /-th layer. The final scoring

function can be defined as:
F(x)=hTor (W, (...oc0(W,"z1 +by)..)+byp), (5.2)

where & is the weight for the final prediction layer. The infrastructure of the introduced
model is presented in Figure 5.1. This framework encompasses many state-of-the-art recom-
mendation models. For example, He et al. [90] is a special case to Figure 5.1 when the input
features contain only user and item IDs. NFM specify the connection layer by higher-order
feature interaction. Wide&Deep combines a linear function on continuous features with a
deep module structured as in Figure 5.1.

We aim to build a threat model on the learned prediction function F(-) and evaluate the

models’ performance under attacks.

5.3.2 The proposed threat model

The threat model considered is a white-box targeted attack model. The adversary tries to
mislead the system to make wrong decisions about a user’s preference on an item based on
the manipulated features. Since the label y lies in {—1,41}, our goal is to reverse the output
of scoring function F(x) from positive to negative or vise versa.

Since input x is composed of sparse features, the adversary makes changes to the features
in x obtaining x’ to reach its malicious goal. To produce confident adversarial examples, we
set a threshold 6 for adversarial examples. Specifically, let |- | denotes absolute value, only

when X’ satisfies the following condition, we label x” as a successful adversarial example:
F(x)F(xX') <0, |[F(X)|>6. (5.3)
Following this rule, the loss function for adversarial attack can be defined as:

Z(x') =max{0,y-F(x')+6}. (5.4)
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Fig. 5.1 Overview of a deep learning-based recommendation system based on Frappe dataset
and its potential vulnerability to unnoticeable changes. The listed features including user ID,
item ID are encoded into vectors of a fixed length. By alternating a feature from ‘“Monday”
to “Tuesday”, the model’s prediction changes dramatically.

0 controls the confidence of adversarial prediction.

Traditional white-box attacks such as [14] estimate the output’s derivative for the input
features and update the input towards the adversarial direction. However, infinitesimally
optimizing over the input feature x to search for an adversarial example is impossible as the
input features are sparse. One may perform attacks by exhaust every possible value of the
variables in the input space. For example, on Frappe dataset, eight contextual variables are
available, and each variable has many candidate values from 2 to 233. If an adversary wants
to manipulate two features, there are 100 thousand choices in total to modify the output of an
input.

Though the input feature x contains discrete features, the corresponding embedding vec-
tors are continuous. Let V = {v,,vi,v¢,,..., V¢, } denote the embedding vectors corresponding

to the features in the input x. Let F (V) denote the module in F(x) after the embedding layer
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of x. Let Z(V') = max{0,y-F(V')+ 6}. To alter the output of the model F, one would

solve the following problem:
min 2 (V') +A||8V||
v (5.5)
st. V=v-V
Here 8V is the adversarial noises added to the embedding vector and || - || is a regularization
term to be specified, often L, L;, and L., norm. The embedding vectors lie in a continuous
space and the gradient information of the scoring function F (V') with respect to the embedding
vectors are easily obtained. By solving the Equation (5.5), it is highly possible to obtain
adversarial embedding vectors with high success rate, since similar forms have been used in
adversarial attacks of image recognition problems [14] and report nearly 100% success rate
on attacking state-of-the-art image classification models.

One might change the embedding vectors as much as he needs, but it is not guaranteed
to be mapped back to categorical features in practice. To keep the designed adversarial
examples a valid input is the critical challenge in designing a threat model for embedding-
based recommendation systems. On the one hand, the number of permissible attacked
variables should be kept low. On the other hand, for the attacked variable, the modified
embedding should be close to the candidate embedding vectors in the embedding table to
make it easy to map embedding back to sparse features.

We consider using /5 | norm on the embedding modifiers. The /> | norm is introduced
to select important features for predictors originally by [85]. By adopting the /; ; norm
regularization, the obtained modifiers would be group sparse, which means that only few
of the columns are significantly modified while others remain close to zeros. The similar
idea is also used in [101] for natural language processing tasks. We bring it into attacking

recommendation systems. We obtain the following problem:
n‘l/i,n LV +M|8V]21+
lzzn})inHanLSvk—DkHz (5.6)
k k

s.t. v+ Ov, € Dy.
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Algorithm 4 A sketch of the evaluation process on the recommendation models

Input: a pre-trained model F, input example x = {u,i,cy, .., cy, }, original prediction y, the
size of the attacked variable set d, an initialized attacked variable set .
Output: adversarial example x’
1: while True do
2: Solve the problem in Eq. (5.7) on embedding vectors {v; |j € ./} such that:
F(V')-y <0,[F(V')| > 6
3:  Select the vector vzj that is minimally modified by:
argmin; [vZ, — ;2
4:  Map it back to ground-truth embedding vector by:

vﬁi Ve,
S =S —]
5:  if || =d then
6: Map vf,j back to vé,j in embedding table by:
V= minyep; Hvij —vl}2
7 Obtain the corresponding features and update x’
8: break
9:  endif
10: end while

11: return x’

Here k represents the index of all variables including user and items IDs. While optimizing
over V' easily leads to success, it is hard to map the obtained adversarial embedding back to
valid feature IDs. When we force the mapping adversarial embedding vectors to some IDs,
the attack might be invalid.

When attacking real-world recommendation systems, one might encounter many con-
straints. For example, some features are not allowed to be modified, such as the user and item
IDs. These two variables are both features and unique index of this input. Other features that
may cause the developers’ attention should be avoided to be attacked as well. To control the
attacked variables, we define . as the set of permissible variables that can be modified.

Hence, we adopt a two-stage optimization strategy. We alternate between minimizing
Z (V') to obtain adversarial embedding and shrinking the set . by removing the embedding
vector that is minimally changed during optimization until a satisfactory set . is reached.
Finally, we project the perturbed embedding vectors back to sparse features to generate a

perturbed example x’. Assume the maximum allowed number of variables is d, we propose
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the following model:
min Z(V)+4 Y [8ve 2
jes
s.t. v, +0v; €D, (.7)
|| <d.

. can be randomly initialized to have a cardinality of d.

We summarize the overall process of the optimization of our attack model Equation (5.7)
in Algorithm 4. In general, we gradually shrink the attacked set . until we reach a required
set size k (k < d) of attacked variables; then we map V' back to the embedding table and
obtain the perturbed feature x’. If x’ still satisfies Eq. (5.3), we label it as a valid attack.

Otherwise, the attack fails. In experiments, we use the most strict constraints by setting d = 1

or 2.

5.3.3 Random attack as a baseline

Since there is no previous work dealing with the attacks on deep learning-based recommen-
dations, we construct a baseline by randomly alter the features in x to other eligible features,
namely random attack. We denote the number of attacked variables as k. For Frappe, eight
contextual variables are available for attack. Under the threshold 6, the procedures for

random attack can be summarized into the following steps:
1. Randomly pick k variables from x = {u,i,cy,...,c, } and avoid selecting u, i;

2. For each variable, randomly select a candidate value to replace the input value and

obtain x’;

3. Repeat the above two steps until F(x)-F(x') < 0 and |F(x')| > 6, or, the maximum

iterations m is exceeded.

The higher the maximum iterations are, the larger the probability is for the random attack
to succeed. In experiments, we set the limitation of maximum iterations and test the attack

performance with different numbers of variables to attack.
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Table 5.1 Dataset information

Dataset #Instance #Feature #User #Item
Frappe 288,609 5,382 957 4,082
Movielens 2,006,859 90,445 17,045 23,743

5.4 Experiments

First, we introduce the experimental settings and then evaluate two state-of-the-art models’

resistance to attacks by the proposed threat model.

5.4.1 Experimental settings
Base Models

We evaluate the proposed threat model on two state-of-the-art deep learning models: Neural

Factorization Machine [89] and Wide&Deep [91] by Google.

* NFM [89]. This model boosts the traditional linear factorization machine [102] with
the power of deep neural networks. It encodes the sparse features by one-hot encoding
and learns interactions between features automatically. This model benefits from
strengths of factorization machine and deep learning in learning both high order and

non-linear interactions.

* Wide&Deep [91]. Wide&Deep model combines a generalized linear model with
a deep component to capture the feature interactions. We follow the structure of
Wide&Deep reported in the paper which includes a three-layer MLP module with
rectified linear units (ReLLUs) as the activation function. The layer sizes are set to be

11024, 512,256 }.

Datasets

Two datasets Frappe [103] and MovieLens [68] are used in training the models and evaluating

the performance of the proposed threat model.
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Table 5.2 RMSE of the evaluated models under different latent factors on Frappe and
MovieLens on test set.

Frappe MovieLens
Method n=16 n=32 n=64 n=128 1n=256 | n=16 n=32 n=64 n=128 n=256
Wide&Deep | 0.3890 0.3765 0.3744 0.3858 0.4002 | 0.5573 0.5469 0.535 0.5633 0.5284
NFM 0.3874 0.3453 0.3137 0.3138 0.3119 | 0.5669 0.5478 0.5211 0.4833 0.4535

Frappe Frappe is a dataset for mobile app recommendation under contextual information.
96,203 app usage logs are recorded in the dataset. Each usage log contains a list of ten
variables, which are user ID, app ID and eight context variables such as day time (e.g.,
morning), weather, and country. Follow the processing in [89], every log containing ten
variables are converted into a one-hot feature vector, which leads to a total of 5, 382 features.

A label value of 1 indicates that under the context a user used the item.2

MovieLens We use the latest version of MovieLens data released by GroupLens in 2017.
This dataset is organized to be used to study the higher-order feature interactions by [89].
The tagging data contains 17,045 users’ tag applications on 23,743 items, resulting in a total
of 668,953 logs with 49,657 distinct tags. 90,445 features are obtained in total by converting
each log including userID, item ID and a tag, to a feature vector using one-hot encoding. For
each log, a label value of 1 means that the user has pinned the tag to the item. 3

For the negative examples, we follow [89] and construct two negative examples for each
positive example. For Frappe, two apps that are not used under the contextual features are
sampled as negative examples. For Movielens, two tags that are not labeled by the user about

the item are selected as negative examples. The resulting information of the whole dataset is

reported in Table 5.1.

Setup and baselines

For training, we follow the dataset segmentation used in [89] in which 70% of the whole

dataset is used for training, 20% for validation and 10% for test. The evaluation of the

Zhttp://baltrunas.info/research-menu/frappe
3http://grouplens.org/datasets/movielens/latest
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model is based on the root mean square error (RMSE) on the test set. A is selected from
{1073, ...,10%} based on the performance on the validation set.

Firstly, we train two sets of models on Frappe and MovieLens respectively following
the settings used in [89]. The test error is reported in Table 5.2, which is consistent with the
results reported in the original papers. Then we construct the set for robustness evaluation
by randomly selecting 200 examples from the test set. We set 8 = 0.5 to perform confident
attacks, which means that when attacking an example with a positive label, the score of the

manipulated example less than —0.5 will be considered as a successful attack.

Baseline attack

The baseline attack algorithm is random attack. As introduced in Section 5.3.3, Random
attack attacks the target model by randomly alternate the features in an input x until it

succeeds or reaches the maximum iteration, which is set to 1000 throughout the experiments.

Evaluation We use the success rate to evaluate the effectiveness of the threat model which

is defined as:

#total success

success rate = —.
#total number of evaluations

Success rate demonstrates the capacity of the threat model to generate adversarial examples
to fool the target recommendation system.

To evaluate the RecSys’ robustness, we apply the proposed threat model under a minimal
number of attacked features to target models. We adapt two specific metrics: attack-1 success
rate and attack-2 success rate. Attack-1 success rate is used for measuring the performance
when the number of variables (features) allowed to attack is 1. Attack-2 success rate is for

measuring the performance when the number of variables (features) allowed to attack is 2.
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Table 5.3 Overall evaluation of base models on Frappe and Movielens. The number of
permissible features are two for Frappe and one for Movielens. “#param” denotes the number
of trainable parameters and “M” represents “one million". “Rand” represents Random Attack.

Frappe Movielens
n=128 n=256 n=128 n=256
success rate success rate success rate success rate
Target model | #param Our Rand #param Our Rand #param Our | Rand. #param Our | Rand
Wide&Deep | 2.66M | 95.50% | 25% | 4.66M | 85.50% | 23% | 12.72M | 100% | 30% | 24.69M | 100% | 39%
NFM 0.71M 99% 15% | 1.45M 95% 18% | 11.68M | 16% | 16% | 23.31M | 86% | 18%
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Fig. 5.2 Bin frequencies for context variables under attack-1 and attack-2. In a), we plot the
bin frequencies of the perturbed variables in successful attacks in attack-1. In b), each valid
attack may contain one or two perturbed variables. We group all the perturbed variables and
plot the bin frequencies.

5.4.2 Opverall evaluation over different target systems

We first evaluate the effectiveness of the proposed attack, as well as the robustness of state-
of-the-art models. The allowed variables to be changed are set to be two for Frappe and
one for MovieLens. Under latent factors {128, 256}, we report the success rate of the
proposed attack on Wide&Deep and NFM in Table 5.3. Higher success rate indicates lower
robustness of target models. Our threat model achieves a high success rate on both target
models and performs better than Random Attack. On Frappe dataset, NFM is more vulnerable
than Wide&Deep. On MovieLens, the only feature is one tag, and Wide&Deep are entirely

defeated by our threat model with 100% success rate.
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Table 5.4 Comparison between Random attack and our attack on MovieLens dataset while
attack two base models. The latent factors are set to be 64 for both models.

NFM Wide&Deep
#feature Rand. Att. Our attack Rand. Att. Our attack
1 15% 64% 33% 100%

5.4.3 Analysis of vulnerable features

To understand which variable is more vulnerable to perturbations, we first collect successful
attacks on Frappe. The number of options for eight variables {daytime, weekday, isweekend,
homework, cost, weather, country, city} are {7, 7, 2, 3, 2, 9, 80, 233}. Under attack-1 and
attack-2, we plot the bin frequencies for eight context variables respectively in Figure 5.2.
Among these variables, city, country, weather have relatively larger feature space
compared to daytime, weekday, isweekend, homework, and they are more vulnerable to
perturbations. We speculate that the threat model benefits from the large variable space for
better exploration. For cost, although its feature space is only binary with values from {free,
paid}, its influence on the prediction is significant. This validates the common knowledge

that most customers care about the cost.

5.4.4 Attack under different number of permissible variables

1.09 e NEM Random Atace. When the number of attacked variables are
i 0.81 . wy;;;;:ﬁcakn dom Attack | different, we compare the success rate of
§0.6~ LS, CEl e applying the threat models to NFM and
g 0.4 1 Wide&Deep. The latent factors for NFM
" 0.2 and Wide&Deep are set to be 64. We show
00 //._._./._.—_« the results of Frappe dataset in Figure 5.3.

1 2 3 4 5 6 7 8 .
Number of attacked features The results show that with more attacked
Fig. 5.3 Success rate of Random Artack and variables, the success rate of our attack in-
our threat model on Frappe dataset with differ-
ent numbers of features being perturbed. The
latent factors are set to be 64 for two target creases very slowly. Our attack obtained
models.

creases dramatically and random attack in-

100% success rate when attacking three vari-
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Fig. 5.4 Evaluation of the robustness of NFM and Wide&Deep by our proposed threat model
under different latent factors.

ables on both NFM and Wide&Deep. The performance of Random attack does not vary
significantly with the increase in the number of attacked features and maximum iterations.
The more features we are allowed to alter, the higher the success rate will be for the threat
models.

While the MovieLens dataset provides one feature only, we report the results in Table

5.4. The results show that our attack surpasses Random Attack by a large margin.

5.4.5 Attacks under different latent factors

To understand the target models’ reaction to the threat model under different latent factors,
we vary the size of embedding vectors in the set {16, 32, 64, 128, 256} and report the success
rate in Figure 5.4. It shows that two base models are both vulnerable to attacks.

For Frappe dataset, we report the attack on one and two variables. When only one
variable is permissible for an attack, the success rate of the threat model is low on NFM,
but Wide&Deep are more easily broken down than NFM. When attacking two variable on
Frappe, the proposed threat model report high success rate under different latent factors
which are all larger than 95% on NFM and 83% on Wide&Deep.

We also crossly refer to Table 5.2 which shows the test error on different datasets using

base models. We find that low test error on Wide&Deep leads to high success rate on the
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attack. This phenomenon is also observed when attacking NFM on MovieLens. We speculate
that the better-fitted model on training data is more fragile since the model might be tuned to
identify the scarcely distinguishable examples. Hence its robustness is downgraded. One
thing worth mentioning is that the attack on the MovieLens dataset is easier to succeed than
on Frappe when attacking one variable. Note that Frappe has 343 contextual features in
total and MovieLens provides 49,657 tags. This fact shows that larger feature space leaves

adversaries more chances to perform successful attacks.

5.5 Conclusions and Discussions

In this work, we have introduced an initial study on the robustness of deep learning-based
recommendation systems. A two-stage method is proposed to tackle the challenge in
discrete feature space in RecSys, which first optimizes over the continuous embedding
space then projects the altered embedding vectors back to ground-truth to shrink the set
of attacked categorical variables. Through our experiments, we show that state-of-the-art
recommendation models are vulnerable to adversarial attacks. By altering one feature in the
MovieLens data, our attack entirely defeats Wide&Deep model from Google with a 100%
success rate.

The empirical results suggest that larger feature space leads to higher vulnerability in
adversarial perturbations. We also find out that the cost is an important factor influencing
customers’ decisions. This points out a direction of improving the RecSys’ performance by

including more cost-related features, such as price and payment method.



Chapter 6

Enhancing the Robustness of RecSys
Under Malicious Attacks

Recommendation system has become ubiquitous in online shopping in recent decades due to
its power in reducing excessive choices of customers and industries. Recent collaborative
filtering methods based on the deep neural network are studied and introduce promising
results due to their power in learning hidden representations for users and items. However, it
has revealed its vulnerabilities under malicious attacks. With the knowledge of a collaborative
filtering algorithm and its parameters, the performance of this recommendation system can
be easily downgraded. Unfortunately, this problem is not addressed well, and the study on
defending recommendation systems is insufficient.

In this chapter, we aim to improve the robustness of recommendation systems based
on two concepts: stage-wise hints training and randomness. To protect a target model, we
introduce noise layers in the training of a target model to increase its resistance to adversarial
perturbations. To reduce noise layers’ influence on models’ performance, we introduce
intermediate layers’ outputs as hints from a teacher model to regularize the intermediate
layers of a student target model. We consider white box attacks under which attackers have
the knowledge of the target model. The generalizability and robustness properties of our
method have been analytically inspected in experiments and discussions, and the computation

cost is comparable to training a standard neural network-based collaborative filtering model.



100 Enhancing the Robustness of RecSys Under Malicious Attacks

Through our investigation, the proposed defensive method can reduce the success rate of
malicious user attacks and keep the prediction accuracy comparable to standard neural

recommendation systems.

6.1 Introduction

In recent decades, recommendation systems have become a pivotal tool for both industries
and customers due to the information explosion on the Internet. By using these recommen-
dation algorithms, such as factorization-based approaches, the developers make an implicit
assumption that they are secure. However, due to the open property of recommendation
systems, recent works show that factorization based approaches are vulnerable to malicious
user attacks [18]. Malicious users are threatening artifacts to the recommendation systems
that can be crafted if the adversary knows the architecture of the recommendation system
or legitimate user data [18, 15, 16]. Attackers, on the one hand, try to craft malicious user
data that degrade the system’s performance; on the other hand, they will keep their behaviors
close to normal users to avoid detection. In attacking a recommendation system, malicious
users’ goals are diversified. By carefully exploit from training data and the structure of
recommendation systems, adversaries can mislead the system to produce the target value
that is far from the ground truth to achieve their malicious goals. The general purpose for an
adversary falls into two categories: to promote (or demote) the popularity of a specific set of
items and decrease the overall accuracy of the target recommendation systems to downgrade
users’ trust on it [17]. One important rule for crafting malicious examples for collaborative
filtering is to keep the adversarial data close to the legitimate data, making them hard to be
detected by the human.

Different attacks such as random attacks and push attacks have been investigated [15-17].
While [15, 16] are both built upon the neighbor-based collaborative filtering system. Li et al.
[18] proposes a more aggressive data poisoning attack to decrease the general performance of
collaborative filtering models which is based on full knowledge of the learning algorithm and

training data. By solving a min-max objective function, the optimal set of malicious users can
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be reached to contaminate collaborative filtering system’s performance. Despite these attack
strategies on collaborative filtering systems, the defense approaches for collaborative filtering
are limited [18]. A close line of established research in robust collaborative filtering lies in
robust matrix completion [19-21] in which a few entries or columns are randomly perturbed.
However, none of them handles maliciously contaminated features for collaborative filtering.

In this chapter, we focus on designing an effective training paradigm for obtaining robust
collaborative filtering models. We investigate the recent popular neural network-based
collaborative filtering algorithms and design defensive methods for trustworthy collaborative
filtering. Inspired by knowledge distillation [104, 105], we consider building our training
paradigm by using knowledge from different layers of a teacher model to improve the training
of student models. The standard collaborative filtering model is treated as a teacher. We use a
similar structure to build a student collaborative filtering model. Extra noise layers are added
before dense layers in a student model to improve its robustness to small perturbations. Note
that the student model usually has the same or smaller size than the teacher model and the
discrepancy between dimensionality of intermediate layers from teacher and student can be
mitigated by a mapping function. By introducing intermediate representations from a teacher,
we first make the student model to learn to predict the intermediate representations of the
teacher, then train the whole student model. The noise layer enforces the student network to
learn the neural layers that are robust to perturbations [106], and the hints training paradigm
regularizes the student model to have similar performance to the teacher model.

We summarize the contributions of this chapter as follows:

* We propose an effective training strategy to obtain robust neural network-based col-
laborative filtering system. To the best of our knowledge, our model is one of the first

works addressing this problem.

* We analytically demonstrate that the proposed framework can reduce the system’s
sensitivity to adversarial gradients exploited by malicious users and retain accuracy in

predictions.
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* We experimentally verify that our proposed neural collaborative filtering algorithm
is less sensitive to the standard C&W attack than approaches that do not deploy our

defensive training strategy and retain accuracy comparable to standard models.

The rest of this chapter is structured as follows. In Section 6.2, we discuss related works. We
introduce preliminary knowledge of neural collaborative filtering approach and the attack
strategy in Section 6.3. The formalization of our method is presented in Section 6.4 followed
by analytical discussion in Section 6.5. Empirical verifications are presented in Section 6.6

and the chapter is concluded in Section 6.7.

6.2 Related Work

Recently, deep learning has been widely used in collaborative filtering; the embedding and
prediction has become a standard paradigm for collaborative filtering. Representative works
include [90, 98]. Specifically, these methods take paired user and item features as inputs.
Through feature embedding layers, user and item features are projected into their respective
latent space ensuing by different neural network layers and activation functions. [98] utilizes
bilinear decoder to map the embedded user and item factors to ratings, and [90] uses a linear
classifier with sigmoid activation function. While autoencoder-based approaches [100] take
either item or user feature as inputs, they can be treated as a special case of standard NeuCF
architecture. [99, 107] share similar architectures to autoencoder-based models but utilizes a
stochastic approach. Instead of ReLLU or logistic units, [107] utilizes stochastic units with
a particular distribution such as binary of Gaussian, while [99] proposes a more advanced
model capable of handling high dimensional binary vectors.

Although many algorithms have been developed to improve the performance of recom-
mendation systems, their robustness has not been thoroughly studied. Below we review the
existing work on both attack and defense techniques.

In [15-17], researchers study attacks on neighbor-based collaborative filtering. Li et al.
[18] studies data poisoning attack on factorization-based recommendation systems, which

attacks during the training phase of collaborative filtering. Seminario and Wilson [94] shows
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that accuracy and robustness reaches a balance. While they achieve superior performance
in impairing existing algorithm’s performance, the investigation of the provable defense
strategy is limited. A trending topic that attracts huge attention is the vulnerabilities of deep
neural networks (DNN) [96, 108, 109, 23]. By adding some imperceptible perturbation
to the image, the classification results DNN might vary a lot, owing to the finding in [96]
that the smoothness assumption lying under many kernel methods does not hold. Different
attacks claim overwhelming success in generating adversarial examples. To name a few, fast
gradient sign method (FGSM) [108] generates adversarial perturbations in the direction of
loss function gradients; Jacobian Saliency Map Attack (JSMA) [109] estimates the output’s
sensitivity to input feature dimensions and modifies the most impactive features until it
varies the classification; and C&W attack solves an optimization problem to find malicious
perturbed images. Through light modifications to these attacks, they can be applied to Neural
collaborative filtering algorithm as well.

Compared to the adversarial attack, the defense is a much more challenging task, espe-
cially in the area of recommendation systems. Distillation [93] is proposed as a defense to
adversarial perturbations through training a student network guided by a teacher [110]. By
training a network with soft labels, the distilled network will be prone to avoid over-fitting on
training data, and thus be robust to maliciously perturbed inputs lying on the “blind spots" of
non-linear networks. It can significantly reduce the effectiveness of adversarial examples on
DNNs. However, Carlini and Wagner propose a powerful attack (C&W attack) that can still
acquire high success rate on DNNs trained with defensive distillation [14]. Several variations
includes [111-113] follow a similar framework to C&W attack. The C&W attack has been

recognized as the state-of-the-art white-box attack.

6.3 Preliminaries

We first revisit the matrix factorization (MF) and neural network-based collaborative filtering
algorithms, and then review the existing work of adversarial attacks on recommendation

systems. Throughout this chapter, we consider histograms of dimension n+ 1. We use bold
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upper case letters X for matrices, and bold lower case letters x for vectors. Lowercase letters

stand for scalars in R.

6.3.1 Collaborative filtering

Consider a recommendation system with N; users and N; items and let 7, j indicate i-th user
and j-th item respectively, we denote the observed rating value as r;; such that i € [N;], j € [N/]
which indicates the interactions between users and items. Let r;; € {1,2,...,L} and Q denote
the index set of m observations with (i, j) € Q and R denote the underlying rating matrix. One
would be interested in finding hidden factors of users and items and predict the interactions
between them in the following factorization form:

rij = ul-v]T, (6.1)
where root mean square error is often applied to measure the recovery distance between
ground truth ratings and predicted ones. Based on the side information of customers and
products, inductive matrix completion (IMC for short) assumes that ratings are generated by
multiplying feature vectors of users and items to an unknown low-rank matrix. Based on
this fact, rating predictions can be generated by r;; = XiMy]T, where x; € R% and y i € R%
denote the features for i-th user and j-th item respectively, d, and d are the dimension of

user and item profile features. M € R4

is the underlying matrix that aligns user and item
side features.

Neural collaborative filtering is an extension of classical collaborative filtering models.
As shown in Figure 6.1, neural collaborative filtering takes user and item IDs p; and g; as
input and encodes them to hidden representation as hidden factors. The embedding vectors

for users and items are concatenated together and then feed to multi-layer perceptron layers.

Denote the concatenated embeddings as 7,

_ |emb(pi)
n(pi,q;) = emblq)|
mb(g;
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Fig. 6.1 Overview of a neural collaborative filtering architecture. It encodes user and item
features, then uses multi-layer perceptrons to predict ratings.

the neural collaborative filtering algorithm can be formulated as:

F(Pisqj) = Gou (9x (.- 02(91 (7 (pisq;))))---)), (6.2)

where ¢(+) is dense layer with respective activation functions. Since neural collaborative
filtering aims to predict implicit feedbacks between users and items, the output layer is a
sigmoid activation function and f(p;,q;) output the probability of if p; is relevant to ¢;. In
this work, we make slight modification to the input by including side information together

with user and item IDs. Then the concatenated embedding of users and items becomes

emb( pﬁd )
emb( p{ w)
emb(g')

emb(a) )

n(pi,q)) =

In the following, we will introduce how to attack user and item features to mislead recom-

mendation systems.



106 Enhancing the Robustness of RecSys Under Malicious Attacks

6.3.2 Adversarial attacks

Previous works have shown that certain vulnerabilities of recommendation systems should
be taken into consideration [18, 15, 16]. We consider the situation that adversary attacks
a given neural collaborative filtering model to downgrade its overall performance. We use
C&W attack [14], one of the strongest white-box attack methods, to show how adversary
craft fictitious user or item data to contaminate the model performance in the testing phase.

Neural collaborative filtering systems take both user and item features as inputs. To jointly
perturb both features, the adversary adds small perturbations (8 p;, 8¢ ;) into the input features
such that F(p; + 6pi,q;+ 0q;) # rij. C&W attack generates adversarial perturbations by
solving an optimization problem. Due to the binary nature of implicit feedback prediction
problem, we slightly change the adversarial goal of C&W attack to make the NeuCF model

make less confident predictions, which is formulated as:

ming, 54, [16pill + 94|

(6.3)
s.t. f(pi+6piqj+8q;) <0.5.
This problem is equivalent to the following form:
ming, 54, 110pill + 8¢, +c- f(pi+dpi,q;+8q;) (©6.4)

where c is a suitable constant. The norm in the objective is specified depending on the
perturbation shapes that adversary chooses. The perturbations can be small variations on all
dimensions or sufficient alternations on a selected group of feature dimensions. Therefore,
L1, L and L., norm can be employed on the objective in Equation (6.3). Since it is easier to
perturb the user’s features than the item’s in practice, it will not be necessary to perturb p;
and ¢g; at the same time. Notice that C&W attack is a white-box attack algorithm in which
both the architecture and weights in F' are known. An adversary can thus solve Equation

(6.4) by optimization methods.
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6.4 Stage-wise Hints Training for Robust Neural Collabo-
rative Filtering

Our approach contains two main components: stage-wise hints training and randomness. We
design a teacher-student architecture based on knowledge transfer. The student model is
similar to the structure of the teacher and but noise layers are deployed before each dense
layer. First, we train basic collaborative filtering as a teacher. Second, we train a student
model stage-wisely with different hints, which are intermediate representations from the

teacher. Last, we train the whole student network with knowledge distillation.

6.4.1 Knowledge transfer from a teacher

Inspired by distillation network [104], we start our method with a basic model named as a
teacher. We follow the same structure as used in [90] and include side information to construct
a feature-based neural collaborative filtering network that takes user and item information as
input and output implicit feedback of whether (user, item) pairs have interaction before.

At first, we choose a hidden layer of the encoder of the teacher and obtain the output of
this layer and use this output as the knowledge for transferring. The knowledge is also called
hints because it allows a student network to mimic it [105]. In this way, the student network
is guided by the knowledge from the teacher. The knowledge is constructed by using the

hints module, defined as

hy, = emby (pi,q,,0n), (6.5)

where 0y denotes the parameters for hints module which is a subnet of teacher network up
to the respective hidden layer, and emby indicates the corresponding deep nested functions.
hy; denotes hints knowledge and k; is the index of intermediate layer.

We also have a student model, which has a similar architecture with the teacher but it can
be a thinner and deeper network than the teacher. We transfer the knowledge 4y, from the
teacher to the student. We use this knowledge as the output of a hidden layer of the encoder

of the student to control how to train the student. Thus the training of the student network is
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Fig. 6.2 The graph illustration of student training procedure: (i) Step 1 is the hints training
process which aligns the output between intermediate layers of teachers and students; 6,
denotes the regression parameters that align the output dimension of teacher and students;
(i1) Step 2 is the knowledge distillation training process with noise layers added before MLP
layers.

guided by this knowledge. When training the student, there is a guided module in the student.

This part is controlled by /y,, that is
1
g(@c, Qr) = EHhki — G(@r . embg(p,-,qj, ec;) +b)H. (6.6)

We add a regressor parameterized by 6, on top of the guided layer of the student in case that
the sizes of the student and teacher are different.

Figure 6.2 shows the hints transfer from embedding layers of a teacher to a student before
feeding to Multi-layer perceptron (MLP). The teacher has a larger dimension for user and
item’s embeddings. Thus 6, is introduced to map the student model’s embedding to the space
of the teacher model’s embedding.

Finally, based on pre-trained parameters in guided layers, we train the parameters of the
whole student network with knowledge distillation. The distilled model is trained by the

following objective function:

. 1
mmep—@ Y Y FRlogF(pig)), (6.7)
(i,j)eQle{l,...,.L}
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Fig. 6.3 The stage-wise hints training framework. Steps 1 to m are the hints training routine
that 1s illustrated in Figure 6.2 but need to be repeated m times for m different hints modules
from the teacher.

where F is the output of softmax layer of teacher model, F¢ indicates that of student model
and 6O is the whole set of parameters for F. {1,...,L} denotes the label set. As we predict
implicit feedbacks, 1 indicates p; is relevant to g; and O otherwise [90]. We have binary

output and the objective function for distillation is structured as following:

1

“ial Y (1-F)log(1—F{(pi,q;))FilogF{ (pi,q;), (6.8)
(i,))eQ

If the amplitude of adversarial gradients is high, executing cost of adversary will be low,

since altering the input, the variations of outputs will vary a lot. To this end, a natural idea to

protect the model from being attacked is to reduce the variations around inputs.

6.4.2 Stage-wise hints training of the student model

Rather than learn from only the softmax layer or an intermediate layer of the teacher, we
train the student model stage-wisely based on hints from different layers of the teacher. We
allow different hints obtained from the same teacher, which is different from the usage of
distillation in previous works. Based on Equation (6.5), we choose different size of modules

and then obtain different hints 4y, - - -, h,, corresponding to these modules respectively. For
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Algorithm 5 A sketch of stage-wise hints training based on a pre-trained teacher model

Input: teacher network 67, student network s, g1,...,&m, h1, ...,
Output: student model acquainted of transferred knowledge 6g
1: for m hints modules do
2 Oy {6},...,00
0 < {64,...,05"}
initialize 6,
Choose a intermediate layer from the teacher 7T and generate a hint /4,
Train the guided layers of the student using 4,
0, = argming, .Z(6¢, 6,)
7. {64,..,05} ={6;,....6°}
8: end for

9N kW

stage-wise training, the guided module in each stage in the student model is different and
follows the rule from shallow to deep.

We summarize the stage-wise training regime in Algorithm 5. By setting a standard
collaborative filtering model as the teacher, we choose m hints modules from teacher model
and m guided modules from the student model. Then we update the student network by m
stages. We train the student model from shallow to deep, which implies that g; < g> <... < gn,
and hy < hy < ... < hy,. After stage-wise hints training, the student model is acquainted with
knowledge from the teacher and can predict the intermediate representations of the teacher

model.

6.4.3 Randomness by injecting noises

As mentioned in Section 6.4.1, to protect the model from being attacked one need to reduce
the variations around inputs. This is not easy to be controlled during white-box attacks. On
the contrary, we train the collaborative filtering model that is robust to variations of inputs.
We consider improving the robustness of neural networks by adding randomness into the
network structure. In particular, we introduce a new “noise layer” that fuses input vector

with a randomly generated noise, defined as

0l < Bi+¢e, €~ .N(0,8%), (6.9)
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where 9§ is i-th layer student model. If € = 0, no noise is introduced. If € > 0, through
minimizing Equation (6.6), we are looking for a student model that spans the same space of
activations of teacher model and is robust to perturbations as well.

The noise introduced in training time is crucial for increasing the target model’s robustness
to perturbations. Through hints training strategy, the guided layer will be robust to the
perturbations as well as produce similar results to the hints layer. The final step is training
the student model by knowledge distillation strategy. Figure 6.3 shows the framework of the
proposed method. The teacher model generates several useful hints and distills the knowledge

to student model by different stages.

6.4.4 Relation to other works

The stage-wise hints training with knowledge distillation can be seen as a particular form of
curriculum learning [114]. By choosing a proper sequence of tasks to learning, curriculum
learning is proved to accelerate the convergence and improve generalization. In this work,
we use a teacher model as a guide and train the student model from simple to complex ones,
which would considerably ease training [115]. [105] adopts a single stage hints training
framework which can be seen as a special case of our method. While [105] uses hints to guide
the training of a thinner and deeper network, we use hints training together with randomness
to increase models’ robustness to perturbations.

Except for the training of teacher model, our method does not introduce computation
overhead on training student models. Though we train student models in multi-stages, the
overall epochs of training are not increased much. If a well-performed neural collaborative
filtering model has already existed, the cost for training our robust neural collaborative

filtering model can be further reduced.

6.5 Analysis of Stage-Wise Hints Training Strategy

In this section, we first establish the robustness definition for neural collaborative filtering

model and illustrate the vulnerability of NeuCF. Then we analytically investigate the impact
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Fig. 6.4 The graph illustration of vulnerabilities of the collaborative filtering system

of our multiple hints training strategy to the neural collaborative filtering system from two
perspectives: (i) model’s sensitivity to adversarial perturbations, (ii) generalizability of neural

collaborative filtering model.

6.5.1 Robustness of neural collaborative filtering system

The robustness of a neural collaborative algorithm to adversarial perturbations is defined as
its capacity against perturbations. A robust neural collaborative filtering algorithm should
(1) show good prediction accuracy in the training set and testing set as well as (i1) model a
smooth neural collaborative filtering machine that can make stable predictions around the
neighborhood of a legitimate user. The definition of robustness introduced in [93] can be

slightly modified to the collaborative filtering here, which is:

padV(F> :Eﬂ [Aadv(pivqﬁF)] (610)

where inputs (i, j) are drawn from an unknown distribution p that neural collaborative
filtering algorithm attempt to model with function F. A4, (i, j,F) is defined as the minimal

perturbations needed to wrongly predict sample (i, j):

Baav (i, j,F) = arg min {[|8pill +|6q,|l - F(pi+Spi,q;+64)) # F(pirq;)}  (6.11)

Pi,04qj
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where || - || is the norm that need to be specified according to systems’ requirements. A
robust neural collaborative filtering system requires higher average minimum perturbations
to wrongly predict an example from distribution u.

To illustrate the vulnerability of neural collaborative filtering algorithm, we consider
using a bilinear decoder [98] to predict a user’s preference on an item. Assume user and item
features are embedded into u; = emby,.r(p;i),v; = embjiem(q;), the prediction function is as
follows:

T
euinVj

plrij=1)= — o (6.12)

=€
If user feature factor U 1is fixed, the collaborative filtering problem can be taken as a linear
classification problem for each item v;. In Figure 6.4, we show a possible solution for given
positive and negative ratings in red and blue color. If we treat item factor v; as the classifier
indicated by the straight line in Figure 6.4 and the blue dots and red triangles as user feature
vectors, then predicting their interactions labeled as “+1” or “-1” can be treated as a binary
classification problem. In Figure 6.4, although this is a correct solution which classifies both
positive and negative ratings correctly, we can see that it is vulnerable to attacks since six
examples in green eclipse are very close to the decision boundary. By slightly perturb the
input user feature p; or item features ¢, the six points in the green eclipse will be wrongly
predicted.

Note that we consider a linear case to make the intuition simple to be understood. In other
cases, the hyperplane would be more complexed. Figure 6.4 indicates that to let positively
(negatively) labeled user have a larger neighborhood with same labels will lead to a more
robust neural collaborative filtering system. During training the NeuCF model, our goal is
to converge to a function F* that is against adversarial perturbations and generalize well.
According to the universality theorem proposed in [116] for neural networks, the existence of

such F* is guaranteed. The hints training technique is thus deployed in the network training

and helping it converge to the optimal F'* without getting stuck into local optima.
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6.5.2 Impact on model sensitivity to inputs

Through our hints training strategy, the model’s sensitivity to malicious perturbations is
reduced. We then derive the distilled model’s sensitivity to input features. Denote g(p;,q;) =

YE | enPia))/T e then have that

JoF(pi,q;) 0 ( e/t )
Ipik Ipik \Y5_ exn/T
1 des/T . 798(pi CI'))
_ i) — /T o8P 4]
gz(Pth)( I ik 8(piraj) —e IPik

I (ZL: 9U 1 XL: ﬁezh”)
& (pirq;) T \/= Jpu = Ipir

1 et < L0y dm .
== —— erh/T). (6.13)
T g*(pi,q;) E’l <3Pik apik>

The last equation shows that Jacobian decreases with increasing temperature 7 because
Jacobian is inversely proportional to 7', and outputs of last hidden layer are divided by T
before exponentiated.

This analysis shows that by using high temperature 7 in the network, the amplitude of
adversarial gradients change is reduced with the variation of inputs. It is important to notice
that the high temperature 7" only changes the amplitude of logit but not the relative orders of
these logits, which does not influence the prediction accuracy. At test time, temperature 7 is
set to T = 1, which will lead to more discrete rating predictions.

If we have a look into the hints training formulated by Equation (6.6), hints from teacher
network play as a regularization term that constrains the guided module make the correct
prediction and being robust to random perturbations simultaneously.

The proposed training strategy has several superiorities. Firstly, the distillation technique
only smooths the amplitude of logits but not change the relative order of different logits,
thus does not reduce the model’s accuracy. Secondly, the distillation technique has a low
impact on the model’s architecture while proposing a new architecture requires much effort
in analyzing its effectiveness. Furthermore, the slight modification to the training procedure

does not reduce the model’s speed in the testing phase. By introducing the distilled model, a
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low computation cost of training a teacher model is added to the training phase, but it is a

fixed cost and is acceptable.

6.5.3 Impact on model generalizability

When training a student network with noise added to its guiding layer, we are optimizing the

following problem:

0" = argmeinIEgM/V(O_‘Gz)f(Fg,g(p,-,qj),rij). (6.14)

Based on the obtained parameters 8, we make predictions for ratings using the following
form:

7ij = argmaxFo(pi,q;). (6.15)

To explain why minimizing Equation (6.14) is able to yield similar prediction to original
network, according to [106], we show that minimizing Equation (6.14) is equal to minimize

the upper bound of the inference loss. Specifically, we have:

Eew s (0,62)-Z (Fo.e(Pisq;),rij)
=—E; y(0,62)108F £(pi,q;) - [1ij]
>—logE,_ y(0.62)F0.e(Pisqj) - [1i)]

> —logE. y(0,62)F0.e(Pisq;) - [Fij]; (6.16)

where the first inequation holds because of Jensen’s inequality and second inequation comes
from Equation (6.15). This validates that minimizing Equation (6.14) is equal to minimizing

the upper bound of —log Fy ¢(p;,q;)[7i;] which is the inference loss.

6.6 Experiments

In the following, we empirically evaluate the effectiveness of the proposed robust training

strategy against adversarial attacks.
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Table 6.1 Overview of architectures of the teacher and student model. The second last dense
layer determines the latent factor for the neural collaborative filtering model which is 64 and
32 for teacher and student model in this table.

Layer Type Teacher Student
Embedding 64 units 32 units
Embedding 64 units 32 units
Dense 64 units 32 units
Dense 64 units 32 units
Concatenate layer 256 units 128 units
ReLU Dense Layer 128 units 64 units
ReLU Dense Layer 64 units 32 units
ReLU Dense Layer 1 unit 1 unit
Sigmoid Activation 1 unit 1 unit

6.6.1 Dataset information

Since reviewing items is an onerous process in real recommendation systems, items that
have more ratings from users are implicitly more popular than these that own fewer ratings.
To simplify the discussion of our robust training strategy, we focus on this binary implicit
feedback prediction problem. In this case, the untargeted and targeted attacks are equal. The
attack aims to downgrade the overall performance of the collaborative filtering system. We
experiment with two publicly available dataset MovieLens-1M and MovieLens-100K [68].
MovieLens-1M! includes 6,040 users, 3,952 movies and 1,000,209 anonymous ratings among
them. We follow the setting in [90] which use MovieLens to investigate the implicit signal
from explicit rating feedback. The one million ratings are transformed into implicit feedback
indicating if the user has rated the corresponding item. This dataset include information for
both users and items, such as “gender”, “age”, “occupation” for users and “genre”, “release
date” for movies.

MovieLens-100K? includes 100,000 ratings by 943 users on 1682 items. Each user
has rated at least 20 movies. This dataset contains the same kind of side information as

MovieLens-1M, and we testify the collaborative filtering model’s performance on predicting

implicit feedbacks between users and items.

Thttp://grouplens.org/datasets/movielens/1m/
Zhttps://grouplens.org/datasets/movielens/100k/
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Table 6.2 Overview of hyperparameters for training the model. For two stage hints training of
student model, we train the model by 10 epochs in each stage and 10 epocs in final knowledge
distillation training.

Parameter Teacher Student
Learning Rate 0.001 0.001

Optimizer Adam Adam

Batch Size 128 128
Total Epochs 20 30
Temperature 10 10

6.6.2 Overview of the experimental setup

To evaluate the proposed hints training strategy, we will compare its influence on model’s
generalizability to testing examples and its robustness to malicious attacks. For the neural
collaborative filtering model, we develop a feature-based neural collaborative filtering model
(FNCF) based on multi-layer percepetron model (MLP?). We follow a similar structure of
that used in [90] and deploy a model with three dense layers. For latent factor as 64 and 32 of
teacher and student model, the details of the architecture is shown in Table 6.1. The teacher
and student model share similar structure but the teacher model has larger latent factor which
is the input dimensionality of the last dense layer. Both of them takes four inputs, which are
user IDs, item IDs, user side information and item side information. The temperature for
distillation is set to 10 through all the experiments. The set of hyper-parameters are presented

in Table 6.2.

Baseline setup

For the baseline of robust training strategy, we adopt distillation as a defense studied in [93].

The robust training strategy is listed as follows:
* FNCEF-Distill trains a neural collaborative filtering model with knowledge distillation;

* FNCF-Single is a special case of our stage-wise hints training under which only the

middle layer’s representations of teacher model serve as hints to train the student model

3https://github.com/hexiangnan/neural_collaborative_filtering
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which is 128 units of a ReLU dense layer in Table 6.1. Distillation training is deployed

after single hint training.

* FNCF-Multi trains a model with two hints module and knowledge distillation. The
hints modules produce output at first and second ReLLU dense layer which is at length

of 128 and 64 respectively as shown in Table 6.1.

To train the specified model, we use Keras [117] with Tensorflow [118] as the backend,
which simplifies the implementation of architectures with multi-input and multi-output. The
adversarial sample crafting is implemented by Tensorflow [118] based on pre-trained Keras

models.

Evaluation criteria

To evaluate the performance of predictions on implicit feedbacks, we adopt the popular
leave-one-out evaluation [90, 119] which construct the validation and test set by holding out
one record for each user respectively. To judge the ranking list generated by collaborative
filtering algorithms, we utilize Hit Ratio (HR) which is a recall-based metric and Normalized
Discounted Cumulative Gain (NDCG) [120] with the rank list length set to be K = 10. HR is

formulated by:
Number of hits@K

N Y

HR@K = 6.17)

where N is the size of test set. Since HR @K is a recall-based metric, it does not reflect the
model’s capability of getting the top ranks correct. NDCG assigns higher score to results on
top ranks, which is calculated by:

|

NDCG@K =Zg )y ————.
;10g2(1+1)

(6.18)
Adversarial example crafting

The adversarial goal of the adversary is to alter the input (p;,q;) of a neural collaborative

filtering model F to make the model F’s prediction deviate from its ground truth value.
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Fig. 6.5 Comparisons of FNCF with FNCF-Single, FNCF-Multi and FNCF-Distill at temper-
ature 7 = 10 and noise level o = 0.05.

We use the C&W attack?, with the L, norm regularization on perturbation variable 6 and
make slight changes to adapt to our model with paired input. Note that as instructed by the
C&W attack, we take the output of logits layer to implement attacks, which is possible to

circumvent the distillation as the defense.

6.6.3 Influence on model’s generalizability

In this set of experiments, we compare FNCF’s performance with three training strategies
under a different number of hidden factors. As shown in Figure 6.5, we observe that FNCF-

Multi and FNCF-Single reach comparable performance to FNCF on both datasets. This

4https:// github.com/carlini/nn_robust_attacks
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Fig. 6.6 Attack success rate on FNCF, FNCF-Single, FNCF-Multi and FNCF-Distill at
temperature 7 = 10 and noise level o = 0.05.

Table 6.3 Different models’ performance under different noise levels at temperature 7 = 10.

MovieLens 1M
Topl0@HR Topl0@NDCG
Noise level 0 0.01 0.05 0.1 0.2 0 0.01 0.05 0.1 0.2
FNCF 0.6576 0.6576 0.6576 0.6576 0.6576 | 0.3802 0.3802 0.3802 0.3802 0.3802
FNCF-Single | 0.6579 0.6575 0.6575 0.6584 0.6591 | 0.3797 0.3814 0.3821 0.3818 0.3818
FNCF-Multi | 0.6548 0.6538 0.6571 0.6573 0.6591 | 0.3805 0.3799 0.3824 0.3823 0.3835
MovieLens 100K
Topl0@HR Topl0@NDCG
Noise level 0 0.01 0.05 0.1 0.2 0 0.01 0.05 0.1 0.2
FNCF 0.7158 0.7158 0.7158 0.7158 0.7158 | 0.4216 0.4216 0.4216 0.4216 0.4216
FNCF-Single | 0.7116 0.7126 0.7137 0.7147 0.7126 | 0.4201 0.4189 0.4216 0.4203 0.4179
FNCF-Multi | 0.7126 0.7137 0.7094 0.7147 0.7094 | 0.4200 0.4214 0.4188 0.4198 0.4195
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Table 6.4 Model’s robustness against adversarial perturbations under different noise levels at
temperature 7" = 10.

MovieLens 1M
Success rate L, distortion
Noise level 0 0.01 0.05 0.1 0.2 0 0.01 0.05 0.1 0.2
FNCF 0.7320 0.7320 0.7320 0.7320 0.7320 | 0.8415 0.8415 0.8415 0.8415 0.8415
FNCF-Distill | 0.7210 0.7210 0.7210 0.7210 0.7210 | 0.9790 0.9790 0.9790 0.9790 0.9790
ENCF-Single | 0.7870 0.7250 0.6730 0.6320 0.6000 | 0.8446 0.8869 0.8210 0.7715 0.7808
FNCF-Multi | 0.7810 0.7930 0.6420 0.6160 0.6120 | 0.8676 0.9155 0.8502 0.7318 0.7341
MovieLens 100K
Success rate L, distortion
Noise level 0 0.01 0.05 0.1 0.2 0 0.01 0.05 0.1 0.2
FNCF 0.7783 0.7783 0.7783 0.7783 0.7783 | 1.0716 1.0716 1.0716 1.0716 1.0716
FNCF-Distill | 0.7653 0.7653 0.7653 0.7653 0.7653 | 1.1173 1.1173 1.1173 1.1173 1.1173
FENCF-Single | 0.7300 0.7050 0.6183 0.5800 0.5750 | 1.1183 1.0831 0.9994 0.9746 1.0004
FNCF-Multi | 0.7200 0.7100 0.7000 0.6583 0.6533 | 1.0821 1.0645 1.0622 1.0313 1.0379

verifies that the noise layer in FNCF-Multi and FNCF-Single will not introduce significant
decreases in model’s generalization. FNCF-Distill achieves disparate performance than the
other three methods. Although FNCF-Distill has a significant improvement on HR@K on
MovieLens-1M, it performs poorly in terms of NDCG. This reflects that FNCF-Distill cannot
make confident predictions on users and items’ relations.

Furthermore, we quantify the noise’s influence on the model’s generalizability. In Table
6.3, we vary the noise levels and observe that there are no significant variations between
FNCF and FNCF-single, FNCF-Multi. Introducing noises into FNCF-Single renders a
few variations to the prediction performance, which is acceptable. One can claim that the

variations introduced by hints training process are moderate and can be neglected.

6.6.4 Impact on adversarial perturbations

In this set of experiments, we evaluate our training strategy’s influence on malicious attacks
by adversaries. For the examples to be attacked, we first select the examples that hit the top-
10 list in predictions which are about 3900 for MovieLens-1M and 675 for MovieLens-100K.
Then we randomly select 1000 examples from MovieLens-1M and all 675 examples from
MovieLens-100K as the examples to be changed. We implement C&W attack on “user”
and “user+item” which is discussed in Section 6.3.2. For FNCF-Single and FNCF-Multi,
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the noise level is set to 0 = 0.05. We report the success rate of C&W attack on different
models under different const ¢ specified in Equation (6.4). From Figure 6.6, we observe
that FNCF-Distill does not show effectiveness on resisting adversarial attacks. FNCF-Single
and FNCF-Multi report lower attack success rates compared to baselines. This verifies the

effectiveness of the proposed hints training algorithm.

6.6.5 Model’s robustness under different noise levels

In this battery of experiments, we evaluate the model’s robustness against malicious per-
turbations. The robustness measurement is defined in Equation (6.10). To exhaustively
search over the entire input space is impossible. We average the distortions on examples
that are successfully attacked. As shown in Table 6.4, with the increase of noise levels, the
success rate of attack on both FNCF-Single and FNCF-Multi decreases, which validate the
effectiveness of our robust training algorithm. The resulting L, distortion is also reported in
Table 6.4. Notice that when no noise is introduced in 6 = 0, FNCF-Single is more robust
than FNCF-Distill. We credit this improvement to the hints training step that regularizes the

student network.

6.7 Conclusions

We have proposed a robust training strategy for neural collaborative filtering systems to
improve its robustness to adversarial perturbations. We first use multiple hints from different
layers of the teacher model to guide the training of different layers of the student network.
Then we inject noises in the intermediate layers of student networks in the training time to
increase the model’s robustness to feature perturbations. By aligning the output of teacher and
student networks, we obtain the benefits that recommendation performance is not degraded,
and the model’s robustness is improved. Our experiments on benchmark datasets emphasize
that defensive method with stage-wise hints training and noise injection can still work even

under current strong attackers.
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Conclusions

In the final chapter, we reflect on the collective findings and review the main topics of this
dissertation. We have proposed new recommendation models to exploit major features,
including review comments, constrained user behaviours and user/item demographics. This
has allowed us to progress the understanding of the vulnerability of recommendation systems
and present a practical strategy for enhancing their robustness.

In Chapter 2, we studied a privileged matrix factorization method for collaborative
filtering. We used review texts that are in companion with rating values to assist the learning
of user and item factors. In contrast to existing approaches that use review texts to describe
either user or item factors, we noticed that a review comment is related to a specific pair of
user and item factors concurrently and it is used in the learning of both. We took review
texts as privileged information for matrix factorization and express them here as feature
vectors through a Paragraph Vector transformation. The discrepancies between predictions
and ground truth ratings are modeled by a privileged function dependent on the review
vector. Testing our model on several challenging Amazon review datasets produced a better
performance. While the remarkable strength of our method is discussed above, the weakness
shared with the other collaborative filtering methods is an implicit assumption on complete
review comments. In practice, not every rating comes with a piece of review comment.

We next examined — in Chapter 3 — the collaborative budget allocation problem in a

sharing economy system. To measure the distance between two histogram data points, we
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proposed using either Riemannian metric on simplex or Aitchison mappings to preserve the
geometric relationship between histogram data points. To intensify the model’s robustness
in real applications, relaxed recovery constraints are studied. The proposed methods are
optimized by Riemannian conjugate gradients on the simplex. We verify our models’
superiority over baseline methods and compare the difference between distance metrics
introduced in this chapter. We concluded that (i) to learn the metric based on the training data
tends to deliver better performance; (ii) to relax the exact recovery constraint can improve the
performance of budget allocation when preference value observations are corrupted by noise.

Chapter 4 is devoted to a study of the robust inductive matrix completion method for
recommendation problems in this work. These completion methods explicitly explore user
side information such as “age” and “gender”, along with items such as “genre” and “release
date” to boost recommendation performance. Considering that noise may be present in
some attributes, how to eliminate its negative influence in recommendation algorithms is a
key problem. We revisited the common low-rank principle in inductive matrix completion
modeling and introduced a group sparse part to identify the noisy user and item attributes.
We theorized that, with perfect side features, our RIMC method could recover the ground
truth latent matrices and, with informative but not perfect side features, RIMC requires
fewer observations to achieve &-recovery than methods that do not use side information. We
validated our model on the MovieLens and NCI Challenge datasets and achieved a promising
performance.

Chapter 5 introduces an initial study on evaluating the robustness of deep learning-based
recommendation systems. Our research showed that state-of-the-art recommendation models
are vulnerable to adversarial attacks. To perform efficient attacks on sparse input features,
we proposed a two-stage method which begins by optimizing over the continuous embedding
space before projecting the altered embedding vectors back to ground-truth to shrink the set
of attacked categorical variables. Our experiments demonstrated that the proposed algorithm
was highly successful in breaking the state-of-the-art recommendation systems; by altering
one feature in the MovieLens data, our attack entirely defeats Wide&Deep model from

Google with a 100% success rate.
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This thesis concludes, in Chapter 6, with our proposing a robust training strategy for
neural collaborative filtering systems to improve their robustness to adversarial perturbations.
We first used multiple hints from different layers of the teacher model to guide the training
of different layers of the student network. Then we injected noises in the intermediate layers
of student networks within the training time to increase the model’s robustness to feature
perturbations. By aligning the output of teacher and student networks, we reached a balance
where the recommendation performance was not degraded and the model’s robustness is
improved. Our experiments on benchmark datasets demonstrate that the proposed stage-
wise hints training strategy improves recommendation model’s resistance to current strong

attackers.
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