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Abstract 
 
Cloud computing is a cutting-edge technology for building resource-sharing, on-

demand infrastructures that support Internet of Things (IOTs), big data analytics, and 

software-defined systems/services. However, cloud infrastructures and their 

interconnections are increasingly exposed to attackers while accommodating a massive 

number of IOT devices and provisioning numerous sophisticated emerging applications.  

There exist several cloud security models and standards dealing with emerging cloud 

security threats. They provide simplistic and brute-force approaches to addressing the 

cloud security problems: preventing security breaches by cautiously avoiding possible 

causes or fix them through trial and error attempts. Two major issues have been identified 

with the current approach to cloud security. First, it lacks quantitative measures in 

assessing the security level of security domains within a cloud space. Second, it lacks a 

model that can depict the overall security status of the cloud system. 

In the light of the above, the aim of this dissertation is to investigate relevant 

quantitative security metrics and propose a novel Capability Maturity Model with 

Quantitative Security Metrics for Securing Cloud Computing. First, we propose a new 

security metric named Mean Security Remediation Cost to assess the cost attributed to 

cloud stakeholders when a security attack has occurred. Moreover, we propose three 

different quantitative novel models for quantifying the probability of a cloud threat 

materialising into an attack. Second, a new Cloud Security Capability Maturity Model 

(CSCMM) for the cloud will be proposed. The model includes cloud-specific security 

domains and the quantitative assessment of the overall security of the cloud under 

consideration. To support the measuring of security maturity levels, a security metric 

framework is introduced. The CSCMM Model will be quantitatively validated by 

proposed security metrics. We evaluate the model in a cloud computing environment and 

compare the consequences by simulating different parameters of the proposed security 

quantitative metric.  

The thesis contributes to the theoretical body of knowledge in cloud security. The 

thesis proposes for the first time a Capability Maturity Model for cloud security. 

Additionally, the novel model will be used in practice by managers, security experts and 



 

xvii 

 

practitioners for both assessing the overall security status of the organisation/system and 

taking new quantitative measures to mitigate weaknesses of any specific aspects of the 

system as identified by the assessment. The major research outcomes from the thesis have 

been delivered in academic papers published in international peer-reviewed journals and 

conferences in cyber security and cloud computing.  
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