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Abstract

After its rapid development and broad adoption in its early stage, blockchain technologies
are experiencing a bottleneck in terms of their scalability in processing transactions. There
have been various proposals to overcome this difficulty, but very few are able to avoid the
curse of the blockchain trilemma in relation to balancing scalability, decentralization, and
security. However, Algorand demonstrates its superior capability to process transactions and
maintain safety when the number of users increase. In particular, its consensus diminishes
the probability of chain forks, which generates the feasibility of double-spend attacks in
blockchains. In order to determine if Algorand could be the answer to the trilemma, this
thesis presents an investigation of its consensus algorithms and a thorough analysis of its
performance and some potential downsides of the proposal.





Table of contents

List of figures xiii

List of tables xv

1 Introduction 1
1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Consensus . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.3 Research Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.4 Aims & Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.5 Organization of Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2 Literature Review 7
2.1 Blockchain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.1.1 Chain Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.1.2 Asymmetric Encryption . . . . . . . . . . . . . . . . . . . . . . . 8
2.1.3 Transactions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.1.4 Block . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.2 Consensus Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
2.2.1 Proof-of-Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
2.2.2 Proof-of-Stake . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
2.2.3 Byzantine Fault Tolerance consensus . . . . . . . . . . . . . . . . 21

2.3 Blockchain Trilemma . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
2.4 Algorand . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

3 Investigation of Consensus Algorithm 27
3.1 Implementation of Simulator . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.1.1 Communication Model . . . . . . . . . . . . . . . . . . . . . . . . 27
3.2 Implementation of Consensus Algorithms . . . . . . . . . . . . . . . . . . 34

3.2.1 Security Assumption . . . . . . . . . . . . . . . . . . . . . . . . . 34



xii Table of contents

3.2.2 Blockchain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
3.2.3 Cryptography Sortition . . . . . . . . . . . . . . . . . . . . . . . . 35
3.2.4 Byzantine Agreement⋆ . . . . . . . . . . . . . . . . . . . . . . . . 37
3.2.5 Voting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
3.2.6 Reduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
3.2.7 Binary Byzantine Agreement . . . . . . . . . . . . . . . . . . . . . 41

4 Analysis & Findings 47
4.1 Round Completion Time . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
4.2 Resistance to Dishonest Voting . . . . . . . . . . . . . . . . . . . . . . . . 51
4.3 Sortition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

5 Conclusion 59

References 61



List of figures

2.1 Simplified Visualization of Blockchain . . . . . . . . . . . . . . . . . . . . 8
2.2 Transaction Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.3 Block Structure[51] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.4 Computational Puzzle in Bitcoin[39] . . . . . . . . . . . . . . . . . . . . . 11
2.5 Hash Rate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
2.6 Difficulty . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
2.7 Mining Pool Distribution[9] . . . . . . . . . . . . . . . . . . . . . . . . . 13
2.8 Simplified Payment Process of Bank System . . . . . . . . . . . . . . . . . 15
2.9 Forked Chain . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
2.10 Double Spend Attack . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.11 Difficulty Comparison of Bitcoin and Bitcoin Cash[7] . . . . . . . . . . . . 17
2.12 Example:Cuck Hash tables . . . . . . . . . . . . . . . . . . . . . . . . . . 18
2.13 2 Hop Blockchain Structure . . . . . . . . . . . . . . . . . . . . . . . . . . 20
2.14 Byzantine General Problem . . . . . . . . . . . . . . . . . . . . . . . . . . 21
2.15 Quorum Hierarchy[33] . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

3.1 Peer-to-Peer Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
3.2 Block Propagation Delay[19] . . . . . . . . . . . . . . . . . . . . . . . . . 30
3.3 Transaction Propagation Delay[19] . . . . . . . . . . . . . . . . . . . . . . 31
3.4 Gossip Pipe and Receiver . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
3.5 Flowchart of Consensus . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
3.6 Interaction Demo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

4.1 Round Completion Time . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
4.2 Average Round Completion Time . . . . . . . . . . . . . . . . . . . . . . 48
4.3 Number of Vote Messages Generated . . . . . . . . . . . . . . . . . . . . . 49
4.4 Completion Time of Varying Proportions of Dishonest Users . . . . . . . . 52
4.5 Average Selected Sub-users per round . . . . . . . . . . . . . . . . . . . . 55



xiv List of figures

4.6 Number of Users per Group . . . . . . . . . . . . . . . . . . . . . . . . . 55



List of tables

2.1 Consensus Protocol Comparison . . . . . . . . . . . . . . . . . . . . . . . 23

4.1 Probability of Failing at Sortition According to Tokens . . . . . . . . . . . 53
4.2 Number of address according to balance in US dollar[8] . . . . . . . . . . . 54




	Title page
	Declaration
	Certificate of original authorship
	Acknowledgements
	Abstract
	Table of contents
	List of figures
	List of tables



