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ABSTRACT

The future wireless communication network (5G and beyond) is expected
to provide many advantages, such as an extremely high peak rate, ultralow
latency and less energy consumption. However, since an extremely large
number of connecting devices will be deployed, the demand for the spec-
trum will also be growing exponentially, causing a problem of spectrum
shortage. To effectively address the spectrum crunch, dynamic spectrum
access (DSA), including both sensing-based and database-driven DSA, has
been proposed.

In this thesis, we investigate critical challenges in DSA, including the
efficiency in sensing-based techniques and privacy in database-driven tech-
niques. First, to improve the sensing performance of the sensing-based DSA
in half-duplex (HD) systems, we propose two sensing approaches leveraging
the property of deep learning networks. Our solutions are significantly
superior in terms of the robustness to noise uncertainty, timing delay, and
carrier frequency offset (CFO), compared to conventional sensing methods.
Moreover, our work does not require any prior information of signals, which
however is essential for the traditional sensing methods. Second, to improve
the sensing performance of sensing-based DSA in full-duplex (FD) systems,
we develop two novel sensing methods using the features of orthogonal
frequency division multiplexing (OFDM) signals. The developed sensing
approaches are robust to not only residual SI but also timing delay or CFO.
We also obtain the closed-form expressions of the probability of detection

and false alarm for our approaches. Third, to protect the users’ privacy in






the database-driven DSA, we develop two schemes to protect the operational
privacy of Incumbent Users (IUs) and honest/dishonest Secondary Users
(SUs). To implement our proposed work, we introduce an interference
calculation scheme that allows users to calculate an interference budget
without revealing operational information. It also reduces the computing
overhead of our developed approaches. Additionally, we propose a “pun-
ishment and forgiveness mechanism to encourage dishonest SUs to provide
truthful information. Theoretical analysis and extensive simulations show
that our proposed schemes can better protect all users’ operational privacy
under various privacy attacks, yielding higher spectrum utilization with less

online overhead, compared with state of the art approaches.
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Chapter 1

Introduction

This chapter provides an overview of this thesis. In Section 1.1, we introduce the
background of the wireless communication system, including the advantages and
drawbacks of conventional wireless networks, followed by the benefits and challenges
of future wireless communications. In Section 1.2, we present the motivations and

key contributions of this thesis. Section 1.3 shows the organization of the thesis.

1.1 Background

In recent decades, the wireless communication system has experienced a rapid
development and has made a great impact around the world. Compared the wired
networks, wireless systems are capable of offering many advantages. The principal
benefit should be the mobility that enables the users to roam within its network
range and access real-time information [1]. In other words, instead of getting dis-
connected from the network, users of wireless systems are allowed to stay connected
to the network when they move within its network coverage. Second, the wireless
network system can be installed in places that are not accessible for wires, thereby
providing a wider network range. Another advantage of wireless networks is that
it is much simpler and faster to configure a wireless system in a new place than
building a wired network. Last but not least, the wireless systems can be easily
changed or updated depending on the specific requirements of applications, which

however is quite difficult for wired systems [1].

1



2 Chapter 1. Introduction

The first generation of wireless system (1G), a voice-only system, was initiated
in the 1980s. Since then, wireless networks have been experiencing very rapid
development, towards the second (2G), third (3G), and fourth generation wireless
systems (4G) [2]. These generational systems have introduced a wide variety of
techniques or standards to meet the increasing demands of wireless systems. For
instance, the Code Division Multiple Access (CDMA) and Time Division Multiple
Access (TDMA) were introduced in 2G to multiplex several users. Although these
techniques were able to improve the spectral efficiency over 1G, the theoretical
(downlink) speed was still very slow (e.g., 50kbps) [2]. To offer a higher transmission
speed, various wireless techniques were released in 3G, e.g., wideband CDMA (with
a downlink speed of 400kbps). In 4G, several key techniques (e.g., multiple-input
multiple-output, MIMO and Orthogonal frequency-division multiple access, OFD-
MA) were proposed to provide much higher data rates that can be up to several
hundred million bits per second (Mbps) [3].

Even after decades of rapid growth, traditional wireless technology still faces
several challenging problems. First of all, an extremely large number of connecting
devices (e.g., 50 billion by 2020 [4]) would result in a huge increase in mobile data
volume. Second, the wireless users are expected to experience high data rates, e.g.,
at least 1Gb/s in 95 percent and 5Gb/s in 20 percent of workplaces, respectively [5].
Third, ultra-low latency and ultra-high reliability, e.g., with less than 5 ms end-to-
end latency and with 99.999 percent reliability, are required to support a new range
of applications, e.g., industry automation, intelligent transportation systems [5].
Last but not least, the energy consumption needs to be continuously reduced without
degrading the communication performance. All the above challenges are beyond
the capability of traditional wireless networks, which significantly restrict the rapid
development of wireless communications. Therefore, the explosive growth of traffic
volume, notable increase in connected devices, ultra-low latency, and super high
reliability are the challenging issues that need to be addressed.

With the rapid growth of wireless communications in recent years, the future
wireless systems (i.e., fifth generation wireless systems, 5G and beyond) are widely

studied. A wide range of techniques or standards are proposed/released to meet
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the increasing demands for wireless communications, e.g., Massive multiple-input
and multiple-output (Massive MIMO), Beamforming, Edge computing, and non-
orthogonal multiple access (NOMA) [6]. To name a few, Massive MIMO is one of
the key techniques in future communication systems, which aims to increase the
system capacity using a large number of antennas. Beamforming is to improve the
signal quality and data transfer speeds. The basic idea is to combine elements in
an antenna array so that the signals at desired angles would experience constructive
interference while others would suffer from destructive interference [6,7].

With these core techniques, the future wireless networks (i.e., 5G and beyond) are
expected to address the challenging tasks of the conventional wireless technologies.
More specifically, compared to the traditional wireless systems (e.g., 4G), future

wireless communication networks are envisioned to offer the following benefits [8]:

e 1000 times higher mobile data volume per area,

10 to 100 times higher transmission data rate,

10 to 100 times higher number of connecting devices,

5 times of reduced end-to-end latency,

10 times longer battery life for low-power massive machine communication.

Therefore, future wireless systems have the capability to provide wireless com-
munications with much better performance. Besides, the future wireless systems
can be employed in many applications and scenarios [5]. To name a few, for the
dense urban information society, the data volume of future wireless networks can be
up to 9Gbytes/h in busy periods. For the virtual reality office, with future wireless
techniques, the maximum data rate can be from 1Gbps to 10Gbps. For smart
grid networks, the reliability of future wireless communications can be achieved at
99.999%. Regarding the deployment of sensors and actuators, each access point
will be able to support about 3 x 105 connecting devices [5]. These applications
would significantly revolutionize almost every aspect of our life, e.g., education,

home control systems, health care, military, and government.
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Figure 1.1: Spectrum allocation in dynamic spectrum access.

Although the future wireless network will be more capable of significantly improv-
ing communication performance than the prior systems, several technical challenging
problems are yet to be resolved, e.g., spectrum shortage [7,9]. With the increase
in the number of connecting devices, the demand for the spectrum resource is also
explosively growing. However, the available spectrum resource is limited and the
spectrum utilization for the existing frequency bands is quite inefficient, causing a
problem of spectrum shortage. For that, two possible options can be used to tackle
the issue of spectrum shortage, exploiting new spectrum resources and improving
the spectrum utilization for the existing frequency bands. Since the entire spectrum
resource is finite, it is not realistic to continuously exploit extra new frequency bands.
By contrast, utilizing the existing spectrum channels more efficiently becomes a wiser
way to deal with the spectrum scarcity. For that purpose, dynamic spectrum access
(DSA), one of the most important candidates for spectrum management, has been
proposed and has attracted considerable attention.

To effectively facilitate DSA, standard bodies like the Federal Communications
Commission (FCC) and the European Telecommunications Standardization Insti-
tute (ETSI) have been proposing spectrum management frameworks that adopt

DSA or spectrum sharing as a core feature [10]. The basic idea of DSA is to
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enable the opportunistic access of unoccupied or under-utilized licensed bands, so
as to improve the spectrum usage of wireless communications. Specifically, in DSA,
unlicensed users are allowed to opportunistically access temporarily idle or under-
utilized spectrum bands of licensed users [11,12]. These unlicensed users are referred
to as secondary users (SUs), and licensed users are known as primary users (PUs)
or incumbent users (IUs), as shown in Fig. 1.1.

Although many DSA methods have been investigated in the existing literature,
further study/work is still required for the following reasons. First, the performance
of current DSA methods is susceptible to various communication conditions (e.g.,
noise uncertainty and timing delay) in wireless environments. These conditions
would dramatically degrade the efficiency of spectrum utilization, leading to fewer
spectrum bands for transmitting radio signals and more severe interference on data
transmission. Besides, a large number of served users leads to an increase in energy
cost. How to improve energy efficiency, i.e., more throughput with the same energy
consumption, is also a challenging task for DSA in future wireless systems [7].
Second, the security issue in DSA is also one of the key problems for future wireless
communications. Since radio signals that include communication information are
transmitted through the wide space, potential adversaries may attack or eavesdrop
on the communication links to damage or obtain the confidential data, such as
the denial of service (DoS) attacks. Security attacks would lead to many harmful
impacts on data communication, commercial interest or even national safety.

Among the above technical challenges, in this work, we will focus on the key
challenges of DSA in future wireless networks, especially the efficiency and security
solutions. In the context of DSA, SUs cannot cause harmful interference to IUs
when utilizing the corresponding licensed spectrum channels; they are required
to be capable of sensing or being informed by spectrum databases about [Us’
activity states, which can be categorized as sensing-based DSA and data-based
DSA. For sensing-based DSA, also known as spectrum sensing, SUs must determine
the availability of IUs’ licensed channels using sensing techniques, before using
those channels for data transmission. The sensing task can be performed in half-

duplex (HD) mode or full-duplex (FD) mode [13]. For HD-based spectrum sensing,
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with the same frequency bands and time resource, SUs can perform either the
sensing/reception or data transmission [14]. For FD-based spectrum sensing, over
the same frequency channels, the sensing and transmission tasks can be conducted
simultaneously [15]. For the data-based DSA, users are required to report their
information to databases that allocate spectrum based on the received data from
users. SUs are not allowed to use IUs’ licensed bands for data transmission until
successfully receiving the notification from the database [10].

Although both the sensing-based and data-based DSAs have the capability to
effectively utilize the under-utilized licensed bands of IUs, they still face several
challenging issues. For the sensing-based DSA methods, they are susceptible to
various communication conditions, e.g., timing delay, carrier frequency offset (CFO),
noise uncertainty [16]. For instance, the energy detection (ED) is very sensitive to
noise uncertainty [17]. The sensing methods utilizing the orthogonal frequency-
division multiplexing (OFDM) signals are sensitive to timing delay and CFO. A
small error between the transmitted and received signals in the time or frequency
domain will dramatically degrade the sensing results. Besides, it is quite difficult
for sensing-based DSA to obtain reliable sensing results in low Signal-to-noise ratio
(SNR) conditions [16, 18]. For data-based DSA methods, the security issue is a
major concern. Specifically, to accomplish spectrum sharing, users’ confidential
information (e.g., location, frequency channels and transmitting power... [19,20]) is
required to share with the database. In such a case, potential adversaries can attack
the communication links and obtain users’ private data. Since users may be operated
by governments or commercial institutions, the leakage of private information would
result in having a harmful influence on the national security or the commercial

interest [21].

1.2 Motivations and Contributions

To address the above challenging and significant problems, in this work, we propose
different methods/schemes. Our work mainly focuses on efficiency and security

solutions in DSA. For sensing-based DSA, we study the efficiency issue of spectrum
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sensing. We develop two novel sensing methods to realize an efficient spectrum
allocation in HD systems, by leveraging the properties of deep learning networks.
In FD systems, we propose two novel feature-based sensing methods using Cyclic
Prefix (CP) and Pilot Tone (PT) features of OFDM signals, so as to mitigate the
severe effect of self-interference, timing delay and CFO. For the data-based DSA, we
investigate the security problem of spectrum sharing. To deal with that concern, we
propose a scheme to fully protect all users’ (both IUs’” and SUs’) private information,
meanwhile successfully realizing spectrum utilization. The main contributions of this

thesis are summarized as follows.

e We develop two novel OFDM sensing frameworks utilizing the properties of
deep learning networks. Specifically, we first propose a stacked autoencoder
based spectrum sensing method (SAE-SS), in which a stacked autoencoder
network is designed to extract the hidden features of OFDM signals for clas-
sifying the users’ activities. Compared to the conventional OFDM sensing
methods, SAE-SS is significantly superior in the robustness to noise uncer-
tainty, timing delay, and CFO. Moreover, SAE-SS requires neither any prior
information of signals (e.g., signal structure, CP or PT features) nor explicit
feature extraction algorithms which, however, are essential for the conventional
OFDM sensing methods. To further improve the sensing accuracy of SAE-
SS, especially under low SNR conditions, we propose a stacked autoencoder
based spectrum sensing method using time-frequency domain signals (SAE-
TF). SAE-TF achieves higher sensing accuracy than SAE-SS using the features
extracted from both time and frequency domains, at the cost of higher com-

putational complexity. (Chapter 3).

e We investigate the issue of spectrum sensing with imperfect self-interference
suppression in FD systems. By drawing support from a CP feature and PT
feature of OFDM signals, respectively, we propose two novel spectrum sensing
mechanisms. The CP method is robust to self-interference and timing delay.
Comparing with other conventional CP sensing approaches in FD systems,

the proposed CP method is independent of timing delay. That significantly
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improves the sensing performance, even without requiring a complex process
for timing delay estimation. Besides, the developed PT sensing approach
holds the advantage in robustness not only to residual SI but also CFO,
in comparison with the conventional sensing methods in FD systems. The
proposed PT sensing method is able to accomplish sensing tasks in low SNR

conditions with much lower computational complexity. (Chapter 4)

e We investigate the operational privacy issue of IUs and honest/dishonest SUs
in SAS. For the case of IUs and honest SUs, we propose a privacy-preserving
scheme for DSA by leveraging encryption and obfuscation methods (PSEO).
To implement PSEO, we introduce an interference calculation scheme that
allows users to calculate an interference budget without revealing operational
information (e.g., antenna height, transmit power, location...), referred to as
the blind interference calculation scheme (BICS). BICS also reduces the com-
puting overhead of PSEQO, compared with FCCs SAS by moving interference
budgeting tasks to local users and calculating it in an offline manner. To
further save the overhead in calculating the interference map, we introduce
a quantization method and optimize the grid sizes of the terrestrial area of
interest. Additionally, for the case of IUs and dishonest SUs, we propose a
punishment and forgiveness (PF) mechanism, which draws support from SUs
reputation scores (RSs) and reputation histories (RHs), to encourage SUs to

provide truthful information. (Chapter 5)

1.3 Thesis Organization

The remainder of the thesis is organized as follows, as also illustrated in Fig. 1.2.
In Chapter 2, we provide a comprehensive literature review of efficient and secure
solutions in DSA in recent years. We first introduce an overview of DSA, including
the sensing-based and data-based systems in Section 2.1. Then, in Section 2.2,
we present the efficiency issue and its corresponding solutions in HD-based DSA.
Section 2.3 states the spectrum utilization of DSA in FD systems. Section 2.4 shows

the security problem in data-based DSA.
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Figure 1.2: Thesis Organization.

In Chapter 3, we propose two novel spectrum sensing methods in HD systems,
drawing support from the features of deep learning networks. We first provide an
introduction to show state-of-the-art work in this area. The system model and
problem formulation are provided in Section 3.2. Then, we develop the proposed
sensing method using the signals from the time domain in Section 3.3. To further
improve the sensing performance, especially under low SNR conditions, in Section
3.4, we present the sensing method adopting the signals from the time domain and
frequency domain. The complexity analysis and other discussions about the pro-
posed methods are stated in Section 3.5. In Section 3.6, we demonstrate numerical
simulations results to verify the sensing performance of proposed methods. Finally,
we summarize conclusion in Section 3.7.

In Chapter 4, we investigate the spectrum utilization in the FD system with
residual self-interference and propose two novel sensing approaches to mitigate the
residual self-interference and timing delay or CFO. In Section 4.1, we present the up-
to-date relevant work about spectrum sensing methods in FD systems and analyze
their disadvantages. In Section 4.2, we state the system model and problem formu-
lation. The CP-based sensing method that is robust to timing delay and residual

self-interference is presented in Section 4.3. In Section 4.4, we propose a PT-based
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method that has the advantage of robustness to residual self-interference and CFO.
We show extensive simulation results in Section 4.5, to evaluate the performance of
proposed methods. The conclusion is summarized in Section 4.6.

In Chapter 5, we investigate the privacy preservation in SAS released by FCC
and develop two schemes to successfully accomplish the spectrum allocation and
fully protect all users’ private information. In Section 5.1, the related work about
privacy protection in SAS and the corresponding drawbacks are provided. Then,
we present the system model of SAS and problem formulation in Section 5.2. In
Section 5.3, we present a scheme to protect the operational privacy of IUs and honest
SUs. To preserve the private information of IUs and dishonest SUs, we propose a
scheme using punishment and forgiveness mechanism in Section 5.4. In Section 5.5,
we express the quantization of attenuation map and the other discussions about the
proposed schemes. The performance analysis of proposed schemes is demonstrated
in Section 5.6. The simulation results and the conclusion are given in Section 5.7
and Section 5.8.

Finally, in Chapter 6, we conclude the main work in this thesis and describe the

directions for future work.



Chapter 2

Literature Review

We investigate a large number of previous literature and ongoing work to illustrate
the recent development of efficient and secure solutions in DSA. Specifically, Section
2.1 provides an overview of the current discussion for DSA. Section 2.2 describes
newly proposed methods for the efficient issue in half-duplex spectrum sensing
methods. Section 2.3 describes the same issue in full-duplex spectrum sensing
approaches. Section 2.4 presents the security issue in spectrum sharing architectures,

with a special focus on the market in the U.S.

2.1 Dynamic Spectrum Access

In recent years, an unprecedented development in wireless devices and applications
has posed a critical demand for radio spectrum resource that is quite tight. However,
the spectrum of licensed frequency bands is usually under-utilized, resulting in
low average occupancy values. As such, improving the spectrum utilization of the
existing frequency bands is the key to the success of wireless communications [6,22].
As an enabling technology for spectrum sharing, DSA has recently gained very
considerable attention. To protect IUs from adverse interference, SUs must either be
performing spectrum sensing techniques or being informed by spectrum databases
about spectrum opportunities. In the following section, we will present detailed

information about sensing-based DSA and data-based DSA.

11
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Figure 2.1: Spectrum sensing in half-duplex and full-duplex modes.

2.1.1 Sensing-based Dynamic Spectrum Access

Sensing-based DSA, also known as spectrum sensing, has attracted significant in-
terest in its application to cognitive radio networks (CRNs). Under sensing-based
DSAs, licensed but under-utilized spectrum bands of IUs are open for SUs with
different access priority levels. To avoid harmful interference to IUs as well as to
comply with the granted priority right, SUs are required to detect the activity of
[Us (e.g., absence or presence). Reliable spectrum sensing allows SUs to occupy or
vacate the spectrum bands, depending on the activity of IUs and other prioritized
users ® [23]. If IUs are detected as “absence”, SUs start to utilize those channels
for data transmission, or otherwise vacate those channels. In sensing-based DSA,
SUs accomplish sensing tasks following either half-duplex (HD) or full-duplex (FD)
communication paradigms, as shown in Fig. 2.1.

In HD systems, as illustrated in Fig. 2.1, users follow the traditional “listen
before talk” (LBT) principle under which, at each time, users can conduct either
the transmission or reception/sensing using the same frequency [24]. In other words,
under LBT principle, with the same time resource, SUs users either sense the activity
states of IUs in the corresponding bands or use those frequency bands for data
transmission [25]. According to Fig. 2.1, the whole traffic of the SU is divided into
two periods which do not happen simultaneously: sensing period and transmission
period. To be specific, before using 1U’s licensed bands for data transmission, SU

must determine that IU is absent from the channel. To do that, in the sensing

aWithout loss of generality, in this work, we refer to all higher prioritized users (including IUs)

as IUs and lower prioritized users as SUs.
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period, SU analyzes the signals observed/captured by sensing detectors. This SU
will start to utilize the IU’s channel to send its packet during the transmission period
when it detects the idle channel (i.e., IU is absent). If that IU restarts to use this
licensed frequency band, SU will be informed and must interrupt its transmission
and vacate that channel immediately. Under this situation, SU will switch to the
sensing mode to seek other spectrum opportunities.

Although the LBT under HD paradigms is able to protect IUs from excessive
interference caused by SUs, it actually dissipates the precious time resource and
inevitably suffers from the following problems. First, SU has to sacrifice its trans-
mission time for spectrum sensing. To be specific, in HD systems, the whole traffic
of SU in HD systems has to be divided into several small slots for either sensing
or data transmission. In such a case, SU’s data transmission is split into several
discontinuous slots, even if the spectrum hole (i.e., IU is absent on its channel) is
continuous. Second, the spectrum sensing under HD paradigms may lead to collision
or spectrum waste. For example, during the data transmission section, SUs cannot
detect any action performed by IUs (e.g., arrivals or departures) at all until the next
sensing section start. As a result, IUs may leave the spectrum band while SUs are
unaware of it or [Us arrive at the spectrum band while the band is being used by SUs.
Thus, the LBT may lead to a waste of spectrum resource (e.g., SUs do not sense the
departures of IUs) or a high collision rate (e.g., SUs are not aware of the arrivals of
[Us) [26]. In other words, the LBT principle in HD paradigms unavoidably increases
the reaction time of SUs and reduces the throughput of both SUs and IUs [27]. For
these reasons, extensive efforts have been recently made to improve SUs’ spectrum
awareness by enabling them to transmit and sense the medium at the same time,
which boosts the development of FD radios.

In FD systems, as shown in Fig. 2.1, users are able to transmit and receive/sense
signals on the same frequency channel simultaneously. In other words, FD radios
allow users to sense the spectrum/medium during its whole traffic period, referred
to as the “listen and talk” (LAT) protocol [14]. Using this principle, unlicensed SUs
can sense the presence of licensed IUs while transmitting its data packets using the

same time interval over the same frequency band (when IU is absent). From Fig. 2.1,
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SU’s whole traffic also includes two periods (i.e., sensing period and transmission
period) that can happen simultaneously. Specifically, after determining the lack of
the IUs on the licensed channel, SU starts to use this channel for transmitting its
packet; meanwhile, it keeps sensing the [U’s states. If IU is detected as active on the

licensed channel, SU will pause its transmission and vacate the channel instantly.

2.1.2 Data-based Dynamic Spectrum Access

In addition to spectrum sensing, data-based DSA has also been considered as a
promising solution for addressing spectrum shortage. The basic principle of this
technique is that SUs obtain the availability of IU’s licensed bands by notifications
from the database, instead of sensing techniques. Specifically, as illustrated in Fig.
2.2, for the purpose of spectrum allocation and interference protection, IUs provide
their up-to-date operational information (e.g., locations and operating frequency
bands) and the protection requirements to the database. SUs are also required to
report their transmission parameters to a database for requesting IU’s spectrum
resource. Based on the received information from IUs and SUs, the database is
able to allocate specific IU’s channels that are temporarily idle or under-utilized to
SUs without causing harmful interference to the corresponding IUs. It is important
to note that SUs are not allowed to utilize 1U’s licensed frequency channels until
successfully receiving the information from the database.

In recent years, a large number of data-based spectrum sharing architectures
have been proposed, e.g., Licensed Shared Access (LSA) released by ETSI and
Spectrum Access System (SAS) adopted by FCC. LSA was firstly released in 2011

to ensure the protection for the license holders and secondary licensees operating at
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Figure 2.3: Priorities of spectrum access and interference protection in SAS.

2300 — 2400MHz in Europe. SAS was proposed to protect three tiers of users who
operate on 3.5GHz band in the U.S. In the sequel, we present more details of the
SAS architecture.

According to the FCC rules, the SAS architecture is a database-driven spectrum
sharing system operating at the frequency band of 3.5—3.7GHz in the U.S. [28]. This
architecture is released to manage the spectrum access across three tiers of users:
Incumbent (tier—1), Priority Access (PA, tier—2) and General Authorized Access
(GAA, tier—3). Incumbent users (IUs), a federal entity authorized for frequency
bands, can use the spectrum without any limitations and get interference protection
from lower tiers of users, as shown in Fig. 2.3. By the FCC rules, IUs in SAS
architecture can be military facilities, Fixed Satellite System (FSS), Radio Location
Services (RLS) or Terrestrial Wireless System. Priority Access license (PAL) users
are users in the second tier, who can get interference protection from GAA users
but not from IUs. Besides, a PAL user must pause its transmission and vacate the
spectrum for IUs should they need to use it. GAA users, the last tier of users in
SAS, do not get interference protection from PALs or IUs. The PAL users and GAAs
users can be categorized as SUs, which are Citizens Broadband Radio Service Device

(CBSD) in the U.S. The SAS administrator is an authorized entity to operate SAS,
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Table 2.1: Summary of conventional OFDM sensing approaches.
Sensing Methods | Advantages Disadvantages
ED [17] simple and easy sensitive to noise uncertainty
PT [32] robust to noise uncertainty | vulnerable to CFO, higher
complexity
CP [33] robust to noise uncertainty | susceptible to timing delay,
higher complexity
CM [33] robust to noise uncertainty | sensitive to timing delay and
CFO, higher complexity
ANN (34, 35] higher sensing accuracy | sensitive to noise uncertainty,
than feature-based methods | timing delay and CFO, high-
er complexity
CNN [36] higher sensing accuracy | sensitive to noise uncertainty,
than feature-based methods | timing delay and CFO, high-
er complexity

e.g., developing policies/procedures and allocating the spectrum resource across the

three tiers of users [29].

2.2 Efficient Solutions for Sensing-based Dynamic
Spectrum Access in Half-duplex Systems

How to realize an efficient spectrum sharing is a challenging problem for DSA. To
address this issue, a wide variety of methods are proposed. In this section, we
will provide a review of sensing-based DSA in HD systems, especially for efficient
solutions for spectrum utilization. Among them, as a widely accepted multi-carrier
transmission paradigm, sensing of orthogonal frequency division multiplexing (OFD-
M) signals has received paramount interest [30,31].

For the existing OFDM sensing approaches, as summarized in Table 2.1, the

energy detection (ED) is one of the simplest and most popular sensing methods in
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HD systems, which detects the IU’s activity based on the energy of the received
signals [17]. However, sensing performance of this method is very susceptible to
noise uncertainty. To leverage the special features of OFDM signals, e.g., pilot tones
(PT) [32], cyclic prefix (CP) [37,38] and covariance matrix (CM) features [33], one
can use the feature-based detection approaches. For instance, [37] presents methods
to detect the IU’s signals by exploiting the autocorrelation of CP. For the same
purpose, the authors in [32] developed a sensing algorithm drawing support from
the PT feature of OFDM signals. In [33], authors propose a CM-based method
to determine the IU’s activity states by leveraging the features of the covariance
matrix of the discrete Fourier transform of the received signals. However, the
sensing accuracy of these methods heavily depends on the noise uncertainty, CFO
or synchronization errors/timing delay [16,18]. To mitigate the severe impact of
those bad communication conditions, highly complex processes and resources are
required, causing huge complexity. Moreover, those methods require full or partial
prior knowledge of IU’s signals (e.g., the CP or PT structure of IU signals) and/or
noise power that are not always available in practical applications (e.g., when IUs
are military applications) [39]. Instead of requiring features as a priori knowledge,
in this work, we employ the latest advances in machine learning (ML) to learn them.
More importantly, our methods can also learn/capture the hidden features of OFDM
signals to improve the sensing accuracy.

ML has recently found its applications in various areas such as object detection
[40], speech recognition [41,42], channel estimation [43], and pattern recognition
[44,45]. We observe that spectrum/signal sensing resembles a pattern recognition
problem, as illustrated in Fig. 2.4. Specifically, pattern recognition involves the steps
of the feature extraction and the classification [45]. Analogously, typical OFDM
sensing methods consist of two steps: first, calculate the test statistic of the received
signals; second, compare the test statistic with the corresponding thresholds to
detect IU’s activity. We then can map these first and second stages in OFDM sensing
to the feature extraction and the classification in pattern recognition, respectively.

Most ML-based spectrum sensing works have been focusing on cooperative spec-

trum sensing (CSS) [46] that utilizes ML to fuse individual sensing results from
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Figure 2.4: Relationship between spectrum sensing and pattern recognition.

multiple SUs for the decision process. The authors of [47] develop a linear fusion
rule for CSS, which utilizes the Fisher linear discriminant analysis to obtain linear
coefficients. The authors in [48] propose several cooperative sensing algorithms
drawing support from support vector machine (SVM), weighted K-nearest-neighbor
(KNN), K-means clustering, and Gaussian mixture model (GMM). They use the
energy of received signals as feature vectors. The approach in [49], utilizing the
fuzzy SVM and nonparallel hyperplane SVM, is also claimed to be robust to the
noise uncertainty. Although those cooperative sensing methods can improve the
sensing performance, their complexities are significantly high. To solve that problem,
in [50], a convolutional neural network (CNN) based cooperative sensing method is
proposed, which improves the sensing performance with low complexity. In [51],
the K-means clustering and SVM techniques are used but take a low-dimensional
probability vector as the feature vector, resulting in a smaller training duration and
a shorter classification time. Besides, a ML-based mobile CSS framework for large-
scale heterogeneous cognitive radio networks is proposed in [52], drawing support
from the recent advances in Bayesian machine learning.

Unlike the above cooperative spectrum sensing methods, our work provides non-
cooperative spectrum sensing solutions using deep learning in which very little has
been investigated so far. The only and most relevant to ours is [34], as shown in Table
2.1, which proposes a sensing method based on Artificial Neural Network (ANN),
utilizing the energy and Likelihood Ratio Test statistic as input features. In [35], the
authors also apply ANN for the sensing purpose with the energy and cyclostationary
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features as the input features. Using the same features as [35], the authors in
[36] rely on the CNN architecture instead. Although these methods help improve
the sensing performance in non-cooperative scenarios, their detection results are
directly influenced by the accuracy of (one or more) input features that are explicitly
extracted from the received signals. However, these extracted features (e.g., energy)
are usually sensitive to noise uncertainty, timing delay or CFO. Besides, extracting
specific or known features from the original received signal can only obtain partial
information, which inevitably loses the information of implicitly hidden but helpful
features.

In this work, we leverage deep learning networks to address all the above limi-
tations. Instead of manually describing the event of interest with explicit features,
deep learning (DL) [53] relies on multiple layers of nonlinear processing units (a so-
called deep architecture) to extract both known as well as possibly hidden features
of the input signals.

There are various deep learning network architectures, e.g., recurrent neural
network (RNN), CNN, stacked autoencoder [54]. Among these, we adopt the stacked
autoencoder (SAE) [55] for spectrum sensing for the following reasons. First, the
SAE architecture has a unique training process that makes our work more suitable
for practical scenarios with a limited amount of labeled data. Specifically, the
SAE architecture can be trained through an unsupervised pre-training followed
by a supervised fine-tuning process [56]. In the unsupervised pre-training phase,
each layer is trained to extract features from the input data. Note that, in this
phase the unlabeled training data can be used. In the supervised fine-tuning phase,
the data with labels are used to improve the classification performance utilizing
the back-propagation method. It is noteworthy that only a small number of the
labeled data is required in the fine-tuning phase [57,58]. By contrast, other deep
learning architectures (e.g., CNN or RNN) often require a large amount of labeled
data. When the labeled data is insufficient, the sensing accuracy of CNN or RNN
would dramatically degrade. The deep Bayesian network can obtain a good result
with small data regimes. However, the deep Bayesian network requires to obtain

the posterior distribution for a model’s parameters given the data, which is usu-
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ally computationally intractable, especially with large network size [59,60]. Some
methods, e.g., Markov Chain Monte Carlo (MCMC), can be employed to obtain
the approximate distributions. However, it is very much time-consuming for these
methods (e.g., MCMC) to obtain distributions [61]. Besides, the approximation
accuracy of the posterior distribution is also another challenging problem [59,61].
Second, SAE is a fully connected network that can effectively extract the compact
representation from input signals while retaining the most important information of
the data [62]. This representation is critical in completely reconstructing the original
input, thereby having great potential in feature extraction and generalization [63].
In other words, this property can effectively strengthen the feature propagation,
and hence, to retain essential features (preventing them from vanishing by the time
they reach the end of the network). By contrast, for typical CNN;, it is inevitable
to lose features/information in the process of feature extraction due to its partial
connection model. Although introducing dense connections into CNN can effectively
overcome the problem of information loss in the feature extraction, it comes at the
cost of excessive complexity. Note that, when the amount of labeled data is small,
SAE can achieve better sensing results than CNNs with dense connections. Third,
the SAE architecture is conceptually simple and easy to be trained [64]. However,
it is difficult to train RNN due to the well known “vanishing gradient” problem [65].
For the above reasons, in this work, we adopt SAE to process the received signals,

so as to detect the IU’s presence/absence.

2.3 Efficient Solutions for Sensing-based Dynamic
Spectrum Access in Full-duplex System

As previously demonstrated, for sensing-based DSA under HD communications
paradigm, SUs must determine the absence of IUs using sensing techniques before
utilizing corresponding [Us’ channels for transmission. In other words, in HD
systems, the traffic of SUs is interrupted by the sensing activity that can not be
conducted simultaneously with the data transmission [15]. This leads to an increase

in SU’s reaction time and a degradation in SU’s spectrum utilization. To tackle this



2.3 Efficient Solutions for Sensing-based Dynamic Spectrum Access in Full-duplex
System 21

issue, the FD radio has been proposed and has received considerable interest.

Unlike HD systems that follow the traditional LBT principle, FD radios are
able to conduct simultaneous transmission and reception on the same frequency
and even using the same antenna array. In such a case, SUs are able to reduce
their reaction time to a shorter period, which thereby significantly enhances the
sensing efficiency as well as increases the system throughput [66, 67]. Although
the FD technique or LAT is promising for CRNs, it suffers from a crucial, yet
inherent problem: self-interference [68]. Sensing the IU activity states (i.e., absence
or presence) with the presence of self-interference in FD systems is challenging. This
is because self-interference can lead to a low signal-to-interference-plus-noise ratio
(SINR) and severely affect the test statistics of sensing methods.

To address self-interference in FD systems, a number of self-interference suppres-
sion techniques have been presented in the literature such as advanced time-domain
interference cancellation [69, 70], signal inversion and adaptive cancellation [71]
and antennas cancellation [72,73]. For instance, the authors in [70] developed an
interference mitigation method in multiple-input multiple-output (MIMO) systems.
This method can replicate and remove the interference signal from the received signal
relying on the condition of the known transmission channel and transmitted signal.
In [73], the authors presented a method to mitigate self-interference using antenna
placement, noise cancellation and digital interference cancellation. Although these
self-interference suppression methods have made great progress in mitigating self-
interference, none of these works can guarantee perfect self-interference suppression
performance [74,75]. Imperfect self-interference suppression causes residual /leaked
self-interference that adversely impacts the sensing accuracy [13].

One of the most basic spectrum sensing methods in FD systems under residual
self-interference is ED [76]. However, it is very much susceptible to noise uncertainty
[77]. A small error in noise power estimation would lead to a very large degradation
in sensing performance, restricting the application of ED in practice. Spectrum
sensing using waveform-based detector in [78] could achieve better performance
than the ED based approach; however, such a method is sensitive to timing delay.

To mitigate the effect of timing delay, highly complex processes and resources are
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required. Besides, some sensing methods that utilize special features of OFDM
signals (e.g., PT) are also able to achieve better sensing performance, while they
are greatly vulnerable to the CFO [33,79]. A small synchronization error in the
frequency domain can result in significant performance degradation. To estimate
and mitigate the effect of CFO, a number of highly complex resources and processes
are needed, posing significantly high complexity. Another main barrier for these
sensing methods is that it is extremely difficult to achieve good sensing performance
for conventional feature-based methods under low SNR conditions.

It is important noteworthy that, although the learning networks (e.g., ML or DL
architectures) employed in HD systems are able to achieve reliable sensing results,
they are not suitable for FD paradigms. The reason is that, different from HD
systems where the sensing stage is allocated to a certain duration, the FD-based
spectrum sensing occurs throughout the whole SU’s traffic. For collision avoidance
and spectrum utilization, the SU in FD systems is required to obtain the sensing
results rapidly. If IU is detected as absent on the channel, SU can continue to
access the frequency bands; otherwise, SU must abort its transmission immediately.
However, the learning-based sensing methods usually require a relative long time
for the training process, significantly increasing SU’s sensing duration. Under this
situation, SU cannot make a timely reaction in response to IU’s action, leading to
collision (e.g., IU’s arrivals) or spectrum waste (e.g., IU’s departures). Given all
the aforementioned problems, in this work, we propose two novel sensing methods

leveraging the CP feature and PT feature of OFDM signals, respectively.

2.4 Secure Solutions for Data-based Dynamic Spec-
trum Access

In this section, we present the recent work on the security issue in data-based DSA.
In data-based DSA, primary owners of the spectrum (i.e., IUs) are protected from
adverse interference effect from SUs [80,81]. To protect IUs, the interference induced
by SUs is carefully calculated /budgeted. For that purpose, SUs are required to share

their up-to-date operational information (such as users’ location and transmitting
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power [19,20],...) with a third party [82]. In the SAS, proposed by FCC, a SAS
administrator [83,84] serves as the third party. However, the current mechanism
to protect IUs/IUs in SAS can be too conservative, leading to poor utilization
of spectrum sharing. Sharing IUs’ operational data with the SAS administrator,
hence, can create new opportunities to improve spectrum utilization and mitigate
the problem of spectrum shortage, whereas it also causes the exposure of users’
private information, such as users’ location and transmitting power [85].

Since the user’s private data is closely related to its business, the leakage of
private information would compromise the user’s interest and development [86,87].
For instance, in the SAS architecture, the IUs are federal military facilities, and
SUs (a.k.a., PALs and GAAs users) are commercial institutions. In such a case, the
exposure of IUs’ and SUs’ information would result in serious threats to national
security and commercial interests, respectively [21]. For these reasons, protecting
user’s operational data/information during the process of spectrum sharing is the
key to success of any DSA systems, including SAS or the Licensed Spectrum Access
(LSA), proposed by European Telecommunications Standards Institute (ETSI) [84].

The efforts in the literature can be categorized into three main types: obfus-
cation methods [88-90], anonymity methods [91,92] and cryptosystems [93, 94],
as summarized in Table 2.2. Specifically, authors in [88] propose an architecture
drawing support from obfuscation methods to protect incumbent radar’s (i.e., IU’s)
location security. In [90], SU’s location is concealed by adding a blind factor to the
actual location. Authors in [92] preserve user’s operational information by leveraging
anonymity, clustering and perturbation algorithms. Although schemes in [88], [90]
and [92] have achieved great progress regarding protecting user’s precise location or
operational information, they inherit weaknesses from anonymity and perturbation
algorithms (e.g., revealing user’s rough direction or group information to potential
adversaries). To address this problem, authors in [94] recruit the homomorphic
encryption to protect IUs information. However, the proposed approach in [94]
requires an additional entity to the SAS architecture, called the key distributor. The
introduction of the key distributor does not honor the original SAS’s architecture

of FCC. Additionally, a large number of operations in the encrypted domain in [94]
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Table 2.2: Summary for conventional privacy preservation schemes.

Schemes Advantages Disadvantages

Obfuscation simple and easy for imple- | only protect users’ location,
[88-90] mentation cannot fully protect location
information from exposure,

ignore the case of dishonest

users
Anonymity simple and easy for imple- | only protect users’ location,
[91,92] mentation cannot fully protect location

information from exposure,
ignore the case of dishonest

users

Cryptosystems| fully protect private infor- | much higher complexity, ig-
[93,94] mation from exposure nore the case of dishonest

users

with high complexity would prohibit [94] from practical implementation.
Additionally, all the above works assumed that users are always honest, i.e., users
report their information truthfully and comply with what they report. However,
such an assumption is not really realistic [95]. For example, in order to increase the
probabilities of getting approval requests from the SAS administrator, some SUs
may report lower values than their actual transmitting powers in their requests [96].
These dishonest /greedy behaviors would make the SAS administrator grant requests
that can cause adverse interference to corresponding IUs or other SUs sharing the
same spectrum source [96]. Therefore, investigating the privacy issue considering
dishonest SUs is practically essential to promote effective and accurate spectrum
allocations in SAS systems. However, this issue has not been sufficiently addressed.
For that, in this work, we propose a novel scheme drawing support from encryption

and obfuscation techniques to prevent users’ operational data from being revealed.
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2.5 Summary

In this chapter, we provided a general overview of the research work in DSA. First,
we presented an overview of DSA including sensing-based and data-based modules.
For the sensing-based DSA, we introduced HD and FD paradigms, and discussed
their unique features for communications. For the data-based DSA, we reviewed
its communication. Second, we presented the efficiency issue in sensing-based DSA,
followed by the security issue in data-based DSA. Third, we analyzed the advantages

and disadvantages of the existing efficient and secure solutions in DSA.
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Chapter 3

Dynamic Spectrum Access in

Half-duplex Systems

Sensing-based DSA or spectrum sensing has been widely considered as a promising
solution to the radio spectrum shortage. To improve the spectrum efficiency, two
sensing approaches leveraging the features of deep learning networks under HD

paradigm are proposed and analyzed in this chapter.

3.1 Introduction

To facilitate the spectrum sensing technique and improve spectrum utilization,
a large number of sensing methods in HD systems are proposed, which can be
categorized into two main branches: conventional sensing methods (e.g., [33,37])
and learning-based sensing methods (e.g., [34,36]). For the former, SUs sense 1U’s
presence/absence by using one or more kinds of specific features (e.g., the energy
of received signals, PT or CP features). For the latter, machine learning architec-
tures are adopted to detect IU’s activity states by processing the features explicitly
extracted from received signals. The current sensing methods (both conventional
and learning-based) have made great progress in improving the sensing accuracy,
while several challenging problems are yet to be resolved. Taking the conventional
sensing methods as a study case, reliable sensing results are heavily dependent on the

prior knowledge (e.g., IU’s signal structure) which however is not always available,

27



28 Chapter 3. Dynamic Spectrum Access in Half-duplex Systems

especially for IUs that are military facilities [39]. Besides, these conventional sensing
approaches are usually susceptible to various communication conditions, e.g., noise
uncertainty, timing delay or CFO [16, 18]. To mitigate the severe effect caused
by these conditions, many complex processes are required, leading to significant
high complexity. For the learning-based sensing methods, their sensing performance
closely relies on input features that are explicitly extracted from received signals,
such as the energy of received signals. However, the explicit features are also sensitive
to those communication conditions. Besides, these learning-based methods only
extract specific features from the original received signal (e.g., the energy of received
signal), while they lose other important features of input signal. In other words,
these methods only obtain partial information but inevitably lose the information of
implicitly hidden but helpful features. Given the challenges as mentioned above, in
this chapter, we propose two novel OFDM sensing approaches drawing support from
the properties of deep learning networks. The major contributions of this chapter

are as follows:

e We propose a stacked autoencoder based spectrum sensing method (SAE-
SS) to detect the IU’s presence/absence. SAE-SS notably outperforms the
existing (both conventional and learning-based) sensing methods regarding
the robustness to timing delay, noise uncertainty and CFO. SAE-SS does
not require any prior knowledge of the IU’s signal structure nor any external
feature extraction algorithms, which is however required by most existing ML-

based methods.

e To further improve the sensing accuracy of SAE-SS, especially under low SNR,
conditions, we propose a new sensing method, called SAE-TF, by incorporating
the frequency domain information into the SAE-SS. SAE-TF is able to achieve
much better sensing results than SAE-SS, at the cost of higher computational

complexity.

e We provide comprehensive analyses of SAE-SS and SAE-TF, e.g., the compu-
tational complexity, training time, and the feasibility. We also evaluate the

performance of the proposed methods considering various conditions (e.g., CP
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length, hidden units, OFDM blocks, and additional features).

The remainder of this chapter is structured as follows. In Section 3.2, the system
model and problem formation are provided. In Section 3.3 and Section 3.4, we
present the proposed SAE-SS and SAE-TF methods, respectively. The complexity
analysis and other discussion are expressed in Section 3.5. In Section 3.6, we show

the simulation results. Conclusions are finally summarized in Section 3.7.

3.2 System Model and Problem Formulation

In this chapter, we let y,,(n) denote the received OFDM signals at the SU receiver,
where m € [0,..., M] is the total number of received OFDM blocks and n €
[0,...,N. + Ny — 1]. N, denotes the length of the cyclic prefix and N, denotes
the data block size. y,,(n) can be written as:

Ho : ym(n) =wm(n),

Lpy—1
o 2w fgn

Hy : ypm(n)=e 7 N zp:hlsm(n—5—l)—|-fwm(n), (3.1)

where Hy and H; denote the hypotheses of absence and presence of 1U, respectively.
Wy, (n) is the complex additive white Gaussian noise (AWGN) with zero-mean and
variance o2 (i.e., w,(n) ~ CN(0,02)). sn(n) denotes the transmitted OFDM
signals by the IU transmitter. f, is the normalized carrier frequency offset. J denotes
the timing delay. h; represents the channel gain of the /th channel and we assume
its value does not change during the sensing process. L, represents the total number
of multi-path components between the IU and the SU. Without loss of generality,
Wm(n), sm(n) and h; are assumed to be mutually independent. According to the
central limit theorem, when the length of the received signals is sufficiently large,
sm(n) approximately obeys the complex Gaussian distribution, and its mean and
variance are zero and o2, respectively. In that case, SNR of y,,(n) under H; can be
represented as SNR = o2 Zf;’gl |y|? /a2

For typical OFDM sensing methods, e.g., the basic ED, its test statistic 1gp is:

M—1 Nc+Ng—1

1 2
Tep = m Z Z [Ym(n)[” (3.2)

m=0 n=0



30 Chapter 3. Dynamic Spectrum Access in Half-duplex Systems

The probability of false alarm (PFA) and probability of missed detection (PM)

are
PFAED = PI"(TED > )\‘Ho), PMgp =1 — PI‘( TED > )\’Hl), (33)

where Pr(.) denotes the probability distribution function. A is the sensing threshold
based on the estimated noise variance (52). According to the above equations, ED
only utilizes the received signals to detect the presence of IU without requiring any
prior knowledge of 1U signals. However, it is vulnerable to noise uncertainty. More-
over, even a small estimated error in the noise power would significantly deteriorate
its sensing accuracy, especially in the low SNR regime [79].

For feature-based detections, e.g., CP-based [37] and CM-based [33], their test

statistics are

Pr(R|H1,J§),Osg)>
Pr(R|Hy,0?2)
||R © (1Nd B INd)HLl

Toor —
CM \/m )

where R is the correlation vector of the received signals. R is the covariance matrix

Tep = max log <

(3.4)

of received signals after discarding the CP in the frequency domain.

Although CP-based and CM-based detections are robust to noise uncertainty,
they require some prior knowledge of the IU’s signals, such as the IU’s transmitting
power or the CP structure. However, this information is usually not available.
Moreover, as aforementioned, the feature-based detections are sensitive to timing
delay and CFO, and even a small mismatch between the received and transmitted
signals in the time domain or frequency domain would lead to significant degradation

of sensing accuracy.

3.3 Stacked Autoencoder Based Spectrum Sens-
ing

In this section, we propose SAE-SS that is robust to timing delay, noise uncertainty

and CFO. In other words, these communication conditions cause less performance
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Figure 3.1: Architecture of the OFDM system with SAE-SS.

degradation on the proposed SAE-SS, compared to state-of-the-art methods. The
architecture of the OFDM system with SAE-SS is shown in Fig. 3.1. The hidden
features of received OFDM signals are extracted from the SAE network during the
offline training stage. Those extracted features are then used to sense 1U’s activity
during the online sensing stage. The key steps of SAE-SS can be summarized as:
pretraining, fine-tuning of SAE, and classification (e.g., online spectrum sensing
stage).

The spectrum sensing technique (both conventional and learning-based) can be
described as a process of the feature extraction followed by the feature classification.
The feature extraction aims to extract the essential features for sensing, which can

be expressed as
Y =F(y), (3.5)

where Y denotes the extracted feature vector, ¥ € R%", dy is the dimension of the
feature vector. y stands for the received signal vector, y := {90(0), yo(1), ..., ym(n)
ooyt (Ne+ Ny — 1)}, y € R, d, = M(N,.+ N,). F(.) is the function of feature
extraction. Next, the extracted features will be classified into different classes for

sensing the IU’s presence. Note that for different sensing methods, the meanings of
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Y and F(.) are different.

For the conventional sensing methods, Y in equation (3.5) denotes the test
statistic of specific sensing methods, which is usually a one-dimensional feature,
denoted as 7. F(.) stands for the function that calculates the test statistic, which is
determined by the specific sensing methods with the certain models. Upon achieving
T calculated by F(.), the SU can detect the IU’s presence by just comparing
T with a threshold. Take the energy detection as an instance, 1gp is the test
statistic that is a one-dimensional feature, and F'(.) is a function to calculate 1gp,
Tep =Fl(y) = %ny. If Tgp is smaller than the threshold, IU is absent, otherwise,
IU is present.

For the learning-based sensing methods, Y in equation (3.5) is the feature vector
extracted by the network, and F(.) is the network structure. Take the proposed
SAE-SS as an example, Ygap is the feature vector extracted by SAE. Fgap(.) is
the SAE network structure which is parameterized by {W,b}, W stands for the
weight matrix and b is the bias matrix. Generally, Y g4z contains multiple features
that involve IU’s activity states (absence and presence). Thus a classifier is used to
classify these features into separated classes for detecting the IU’s presence. The
basic idea is to utilize the SAE as a feature extractor to automatically extract the
essential hidden features from the original input signal, without any external feature
extraction algorithms. To that end, we need to train the SAE network for feature
extraction.

The key idea of SAE-SS is to train the SAE network for extracting the hidden
features from the original received signal. This training process is conducted during
the offline stage (i.e., before the spectrum sensing phase), which includes the pre-
training and fine-tuning. The trained SAE is then directly used to detect 1U’s

activity states during the online sensing phase.

3.3.1 Pretraining of Stacked Autoencoder

The pretraining SAE aims to learn the hidden features of received signals through
two stages. In the first stage, the SAE network is divided into independent Autoen-
coders (AEs) and these AEs are individually trained, one by one. Each AE is a
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Figure 3.2: Structure of spectrum sensing based on traditional neural networks.

three-layer network including input layer, hidden layer and reconstruction layer, as
illustrated in Fig. 3.2(a). In the second stage, the input and hidden layers of the
trained AEs are stacked together, layer by layer, as shown in Fig. 3.2(b).

The training of each AE can be described as an encoding-decoding process. The
input data is first mapped into a hidden presentation via an encoding process. In
addition to known features (e.g., energy and test statistics features), this presenta-
tion also contains other useful yet unnamed/unknown information/features for the
sensing purpose [97]. These features are referred to as the hidden/unknown features.
The resulting latent presentation is then mapped back to a “reconstructed” vector
through a decoding process. The encoding-decoding process aims to minimize the
average reconstruction error.

Note that AE is only suitable for non-complex numbers, thus we partition the
input signals into real and imaginary parts, respectively. The received signal in

equation (3.1) is rewritten as:

yi: = {R(y:(0)), S(w:(0)), R(w: (1)), S(wi(1)), -,
§R<yz(Nc+Nd_1))7%(yz(Nc+Nd_ 1))}7 (36)

where R(.) and &(.) mean the real part and the imaginary part, respectively. Thus

the input vector of SAE-SS network x can be expressed as

X = {y07 Yi,--- 7YM71}T> (37)
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where the length of x is N,pue = 2M (N, + Ng). Next, x is used to train AEs. Take

the Ith AE as an example, let H®

Iy Hip and H l‘j}]‘t denote the pth input unit, the kth

hidden unit and the gth output unit, respectively. Then H;j can be obtained with

Hi7 [98], which is shown as below:

P,
Hyo= O WipeH + big), (3.8)

p=1
where P, is the number of input units in the ith AE. f(.) is the activation function.
Wik denotes the weight between the pth input unit and the Ath hidden unit of
the Ith AE. by is the bias of the kth input unit of the {th AE. Then Hl‘fgt can be
achieved with H;" and Hjy, by

K

Hyy' = f(z Wi g ik + by)

k=1
K P
= f(ZWl,k,qf(va,p,kH;; + bz,k) +bl,q>, (39)
k=1 p=1
where Kj is the number of units in the hidden layer of the ith AE. T/I/'l:k’p denotes
the weight between the kth hidden unit and the ¢th output unit of the Ith AE.
Wipk = Wiy o b, is the bias of the gth output unit of the /th AE. When [ = 1, the

input vector H{" is the same as x, which is
H" = {H{}, Hi,..., H{p }, (3.10)
where P; is the number of input units in the first AE, Py = Nyypur = 2M (N + Ny).
In this work, the sigmoid function [64] is adopted as the activation function, which

is
FUH) = — (311)
1+e Fur

The aim of training the Ith AE is to minimize the error between H l”; and Hl‘j;;t
by continuously updating the values of W, x, b, and b;jq. The most typical error

function to measure the difference between Hj7 and H{u' is the mean square error:

By
1 in ou
X = FZZIIHz,p—Hz,ptW- (3.12)
p=1
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However, this method is time-consuming for training, thus we select the cross-

entropy method [99] to speed up the training process, which is
Y = Z Mog(H{™) + (1 — H;")log(1 — Hp')]. (3.13)

Let © = {Wipk, bi, by}, the objective function is
= arg m{%n X- (3.14)

Moreover, we adopt the gradient descent method [100] to achieve the optimal €2,
by

0 Hin7 Hout
Wi + 1) Wip(n) — x XU HT)

8I/Vl,p,k
a Hz’n’ Hout
bhk(n + 1) < bhk(n) — l{%,
, , Hin 7I{out
b (n+1)« b (n)— HM (3.15)

ab/ Y

Lq
where Wy, x(n), b x(n) and b;vq(n) denote weight and bias of nth training. & is the
leaning rate.
Upon training all the AEs based on the above rules, the trained SAE is created
by stacking the input and hidden layers of trained AEs together, layer by layer.
The output of SAE’s pre-training, which is also the hidden units of Lth AE, can be

written as
HL = {HLlaHL2a~--7HLKL}Ta (316)

where K7, is the number of units in the hidden layer of the Lth AE. H;, in equation
(3.16) contains the hidden features of the received signals and will be used to sense

the IU’s activity states.

3.3.2 Fine-Tuning and Classification

The pretraining process of SAE can be interpreted as extracting IU’s unsupervised
features. Thus, the trained SAE needs to be fine-tuned to leverage the SAE’s

property for the spectrum sensing, as shown in Fig. 3.2(b). We select the logistic
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regression classifier [101] to fine-tune the SAE network for the following reasons.
First, the logistic regression classifier, a specialization of softmax classifiers for the
case of binary classification, can produce not only the classification results but also
the corresponding probabilities [102]. This helps us better evaluate the classification
results, which is beneficial for spectrum sensing. Second, the training process
of the logistic regression classifier can be easily completed with low complexity.
By contrast, for neural networks (e.g., support-vector machines, SVM), they only
compute the score for each class instead of the corresponding probabilities [103],
which is hard to be interpreted for all classes. Additionally, the training time is
usually long when the dataset is large [103].

The input of the logistic regression classifier is Hy,, which is the output of the
pretraining SAE. U, the output of the logistic regression classifier, can be seen as
a set of conditional probabilities of Hy, Wi and bg. Wg and by are weights and
biases of the logistic regression layer. Let 7 = 1 and 7 = 0 denote the presence and
the absence of TU activity states, respectively. According to the logistic regression
classifier [101], the conditional probability of U is:

¢Wr-Hp+bp ,

Pr(U=7HL, Wg,bg)= S, eWrHL bR

(3.17)

We apply the back-propagation method [104] to train the logistic regression
classifiers. The whole SAE network is also fine-tuned at the same time. Upon
pretraining and fine-tuning the SAE network in the offline phase, SAE-SS can detect
the IU’s activity states using only the received signals. In comparison with the
feature-based OFDM spectrum sensing methods, the inputs of SAE-SS are the orig-
inally received signals. SAE-SS does not require any arithmetical operations such as
calculating the energy or the correlation values, before feeding the original received
signals into the SAE architecture. Consequently, the overhead of SAE-SS during
the online sensing stage is reduced significantly. Moreover, the proposed SAE-SS
can complete the sensing task without any prior knowledge of the IU’s information,
which is more suitable for the practical environment. This is particularly relevant
to military applications, opening up the military radar bands for secondary use.

Note that the impact of co-channel activities of other SUs on sensing accuracy can



3.3 Stacked Autoencoder Based Spectrum Sensing 37

Algorithm 1: Stacked Autoencoder Based Spectrum Sensing Method
(SAE-SS)

1:  begin
2:  Initialize: the length of input N;ppu:, number of SAE layer L, the number
of hidden units in /th layer K, pretraining iterations IV, pre-training learning
rate kp, fine-tuning iterations Ny, fine-tuning rate x ¢, number of classes C;
Achieve x based on y
For1<I[<L

Build an AE with NV, units of input layer and N, units of hidden layer;

Ifi=1

Ny = Nipput; Np = K1; x is set as the input of AE;
else

N, = P; N, = Kj;

10: the hidden units of previous layer H;_; is set as the
input of current layer Hf”;

11: end

12: Initialize AE, generate Wy, b; = b; =0

13: For 1 <t < Np,

14: Based on (3.9) calculate the output of reconstruction:
Hygt = FOSR Wi Hik + )
15: Based on (3.13) calculate the error:
P , ,
X = S0 [Hinlog(HP™) + (1 — Hi)log(1 — Hy)]
16: Based on (3.15) update Wy, b; and b, with &,
17: end
18: remove the reconstruction layer of AE
19: end

20: Initialize logistic regression layer: K unit of input layer,
C' unit of output layer
21: For 1 <t < Ny

22: Based on (3.17) calculate probability of each class
23: Based on back propagation, update parameters of every layer with r ¢
24: end

25: end
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Figure 3.3: Structure of proposed SAE-TF with logistic regression classifier.

be addressed using either traditional multiple access control methods (at the MAC
layer) or collaboration among SUs. For example, the presence of multiple SUs can
be leveraged to improve the IU sensing accuracy by collaborating among SUs or
with fusion centers [105]. For that, in the literature, the sensing task to detect IU’s
signals is often referred to as a 2—class classification issue: IU presence or absence.

The procedure of SAE-SS is summarized in the pseudo-code in Algorithm 1.

3.4 Stacked Autoencoder Based Sensing with Time-
Frequency Domain Signals

As aforementioned, the proposed SAE-SS achieves high sensing accuracy by extract-
ing all hidden features of the received OFDM signals without requiring any external
feature extraction algorithms. However, its sensing accuracy would degrade under
low SNR conditions. To address that problem, we present a Stacked Autoencoder
Based Spectrum Sensing Method with time-frequency domain signals (SAE-TF).
The input data of SAE-TF involves both time domain and frequency domain signals,
which are beneficial for SAE to extract more hidden features for the spectrum sensing
purpose. The framework of SAE-TF is shown in Fig. 3.3.

The first step of SAE-TF is to transfer the original received signals from the time
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domain to the frequency domain by Fast Fourier transform (FFT):
Y =FFT(y), (3.18)

where FFT(.) denotes the FFT operation. Then Y is divided into real and imag-
inary parts, respectively. Under this situation, the frequency domain signals are

expressed as:
i ={R((0)), S(H(0)), ... ROG(N, + Ny — 1)), S(Vi(N, + Ny — 1))}.(3.19)
Thus the frequency domain input vector of SAE-TF X can be expressed as:
X :={Yo, Yy, ..., Yy}, (3.20)

where the length of X is equal to 2M (N, + N,).

Then the input signals (the linear arrangement of x and X), are fed into the SAE
network for training, as shown in Fig. 3.3. After pre-training, fine-tuning of SAE,
which are the same as in Chapter 3.3, SAE-TF is used to sense IU’s presence/absence
during the spectrum sensing stage.

Notably, unlike SAE-SS, the input of SAE-TF involves two parts: the original
received signal x and the FFT of received signal X. x (the only input to SAE-SS)
provides the essential information/features in the time domain while X provides the
useful features in the frequency domain. In such a case, SAE-TF can jointly extract
more useful features from both time and frequency domains. This makes the two
events of interest (IU presence and IU absence) more distinguishable/separate for
the classification purpose. SAE-TF is hence able to improve the sensing performance
of SAE-SS that only utilizes the time domain features.

We provide Fig. 3.4 to show the extracted two-dimensional features captured
by SAE-SS and SAE-TF. It is clear that for SAE-SS, the distribution of two events
(i.e., representing IU’s presence and absence) has a larger overlap than that of SAE-
TF. In other words, the features of SAE-TF can be more easily distinguished into
separated classes than those of SAE-SS. Therefore, SAE-TF is able to achieve a
better sensing performance than SAE-SS owing to the features extracted from both
time and frequency domains. However, the number of input units of SAE-TF doubles
that of SAE-SS, so the training complexity is higher. The pseudo-code of SAE-TF

is in Algorithm 2.
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Algorithm 2: Proposed Stacked Autoencoder Based Spectrum Sensing
Method with Time-Frequency Domain Signals (SAE-TF)

1:  begin

2 Transfer the received signals y using FFT and obtain Y

3 Achieve x and X based on y and Y

4: For1<I[<L

5 Build an AE with N, units of input layer and IV, units
of hidden layer;

6: Ifi=1
T NUZQ*Ninpuﬁ Ny = Kj;
8: The input signals of the first AE are the linear

arrangement of x and X

9: else
10: Ny = P;; Np = K3
11: the hidden units of previous layer H; 1 is set as

the input of current layer Hf”;
12: end
13:  Train SAE-TF with the input signals.
Training procedures are the same to Algorithm 1.

14: end
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Figure 3.4: Performance of extracting hidden features for SAE-SS and SAE-TF in
two dimensions.

3.5 Complexity Analysis and Other Discussions

3.5.1 Complexity Analysis

Table 5.1 shows the computational complexity of different sensing methods during
the online sensing phase. We take the number of complex multiplications and the
real multiplications as metrics because they are the most computationally expen-
sive. Moreover, since one complex multiplication can be treated as four times of
a real multiplication, we use the total number of real multiplications to show the
computational complexity. In Table 5.1, K; and K are the numbers of units in
the hidden layer of the Ith and Lth layer, respectively. P, is the number of input
units in the [th layer. S5 (denoted as S; in [37]) is the set of consecutive indices for
which z(n) = z(n + Ny), given the synchronization mismatch . N, denotes that
the received signal is divided into N,, segments in [36]. The size of the convolution
kernel is IV, X Ny x N

From this table, the online computational complexity of SAE-SS is intermediate,
and that of SAE-TF is the highest, among these sensing methods. Note that there is
no complex multiplication for SAE-SS because we partition the complex signals into

the real and imaginary parts (refer to equation (3.6)). For SAE-TF, the complex
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Table 3.1: Online computational complexity of different sensing methods.

Method Complex Multiplications Real Multiplications
CP (Ne+ Ng)(M + Ng, + 1) + M(N, + Ng)? 2(N. + Ng)(N.+ N4 — Ng,)
CM M Nglog, ™ + MN? 2(N? — Ny)
ANN 2M (N, + Ny) AK) + Y1, KiP + K,
CNN 4M (N, + Ny)(1 + logy(Ng + N.)) 2Ny NN, N, + K,
SAE-SS None OMK\(N.+ Nag) + 31, KiP + K,
SAE-TF M (N4 + N)log,(Ny + N.) AMEK,(N.+ Ng) + Y1, K P + K,

multiplications come from the operation of FFT (refer to equation (3.18)). When
N. =8 Ny =64, M =2, L =2 Ng =7, K; = 100, Ky = 50, N, = 10,
N, = N, =4, and N, = 5, the total numbers of real multiplications of the proposed
SAE-SS and SAE-TF are 33850 and 66202, respectively. By contrast, the numbers of
ANN-based, CNN-based, CM-based and CP-based methods are 7754, 18170, 43392,
and 53568, respectively. Besides, the online sensing time of SAE-TF is only about
0.647ms in our experiment environment, which is feasible in practice. Moreover,
that time can be significantly reduced by using more powerful computing resources in
practice. Note that although SAE-TF has the highest number of real multiplications,

it achieves much better sensing performance than the other methods.

3.5.2 SAE-SS and SAE-TF with Additional Input Features

We further study the impact of additional information/features (e.g., the energy
of received signal, CP feature and CM feature) on the sensing performance. As
an example, for the CP and CM features, we adopt their test statistics from [37]
and [33], respectively. We take the SAE-SS as a study case (similar results can be
easily obtained for SAE-TF). Its new input signal is

X = {x,X,f}, (3.21)

where x is the initial input signal, and x,; is the additional feature, which can be

written as

Xas = { Tep, Tor, Tom}', (3.22)
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where 1gp, Tcp and Ty are test statistics of ED, CP- and CM-based detections,
respectively.

As observed in Fig. 3.14 in Section 3.6, additional features to the input can
help SAE-SS and SAE-TF reduce PM. This implies that considering the additional
features can improve the sensing performance of our proposed methods. However,
that is achieved at the expense of higher complexity (in both the offline training and

online spectrum sensing stages).

3.5.3 Training and Other Practical Aspects

Like other neural network-based methods (e.g., ANN-based [34] and CNN-based
[36]), SAE-SS and SAE-TF require labeled data for the training purpose. However,
we would like to emphasize that for the practical scenario, our proposed methods can
still obtain the data with correct labels. Specifically, when the labeled data is not
available, SU first uses conventional sensing methods (e.g., ED) for collecting and
labeling data, which may be subject to false alarms and miss detections. According
to the FCC document, SUs are required to sense at least 30 seconds to determine
the TU’s activity states [106]. In our experimental setup, the signal bandwidth is 5
MHz and the duration for each OFDM sample is 12.8 us, so SU can obtain around
2 x 109 labeled samples within a period of 30s. The samples labeled by conventional
sensing methods have to be calibrated /corrected before being used to train the SAE
network.

According to the FCC proposals, the government agencies (e.g., FCC [107]
or National Telecommunications and Information Administration, NTIA [108]) re-
leased a public notice that includes a list of [U’s channels to improve the spectrum
utilization. SUs can operate on these channels after determining the absence of U
by using sensing techniques. If SU’s conventional sensing results are subject to miss
detections (i.e., failing to detect 1U’s signals), agencies will notify SU immediately
when it operates on IU’s channels [109]. By this means, SU can correct/calibrate
those samples suffering from miss detections. If SU’s conventional sensing reports
IU activities (but there is actually no IU activity, a.k.a. false alarms), according to

the FCC proposals [109], in this case, the SU cannot utilize IU’s channels and must
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provide a notice of the detection to agencies. Besides, all SUs in the local network
are required to respond whether they had detected IU’s signal or not. In this way,
the FCC can verify the correctness of the notice from SU by taking all responses from
all SUs into consideration [109]. If the notice is correct (i.e., IU is present), agencies
will remove the corresponding channel from the list of IU’s channels, otherwise,
notify SU about its wrong notice [109]. Under such a situation, SU can correct
those samples subject to false alarms. Consequently, SU can calibrate the sensing
results (i.e., labeled data), obtaining data with accurate labels.

Therefore, the sensing accuracies of our proposed methods are not dependent
on those of the conventional sensing methods. Besides, since our proposed methods
employ SAE architectures to learn and extract more essential features from the
received signal for sensing, they are capable of achieving better sensing results than
the conventional sensing methods. Note that these labeled data are only required at
the beginning (i.e., the calibration) and after that our proposed framework can run
autonomously (using learned features during the calibration). Besides, we agree
that our approach using SAE involves a relatively large number of parameters.
However, given its higher sensing accuracy and thanks to the latest advances in
specialized hardware for ML-based computation (e.g., GPU circuits), radio devices

can effectively manage the computation in our proposed SAE-based approaches.

3.6 Simulation Results

In this section, we first conduct simulations to analyze the performance of the pro-
posed two methods (i.e., SAE-SS and SAE-TF) and compare them with conventional
OFDM signal sensing methods (e.g., basic ED method, CP-based sensing method
[37], CM-based sensing method [33]) and neural network-based methods (ANN-
based [34], and CNN-based methods [36]). Besides, we provide the performance
analysis of SAE-SS and SAE-TF with different parameters. The propagation channel
between IU transmitter and SU receiver is a frequency selective Rayleigh fading
channel. For both the training phase and sensing phase, we generate an OFDM

system with the binary phase shift keying (BPSK) modulation [110]. The OFDM
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block size of IU signals is N; = 64 and CP length is N. = N;/8. The signal
bandwidth is 5 MHz, and the radio frequency is 2.4 GHz. Each subcarrier spacing
is 78.125 kHz, and the duration for each OFDM sample is 12.8 us. In both the
training phase and the online sensing phase, SNR varies from —20dB to —8dB. The
timing delay is 0 € [0, N. + N,z — 1]. The normalized CFO is f; € [0,1]. The SNR,
timing delay and CFO in the training phase are the same as in the sensing phase.

We set the number of hidden layers for both SAE-SS and SAE-TF as L = 2. The
first and second hidden layers contain 100 and 50 units, respectively. The number
of received OFDM blocks is M = 2. The number of input units for SAE-SS and
SAE-TF are 2M (N.+ Ny) and 2x2M (N.+ N,), respectively. The probability of false
alarm is PFA= 0.05. Both the training data set and the testing data set contain
2 x 10* samples. The learning rate is 0.01, the batch size is 100, and the number
of epochs is 500. The Adam is selected as the optimizer, and the loss function is
cross-entropy. The experiments are conducted on a 6-Core 3.6GHz PC with Nvidia
P5000 graphic card (16GB memory).

Fig. 3.5 shows the performance of extracted hidden/unknown features for SAE-
SS and SAE-TF under SNR= —15dB, compared with the input signals of the first
layer. Specifically, the first 10* samples denote “IU is absent” and the second 10*
samples mean “IU is present”. The numbers of input data of the first layer for
SAE-SS and SAE-TF are 288 and 576, respectively. For each method, the number
of output signals of the second hidden layer is 50. From Fig. 3.5(a) and Fig. 3.5(c),
it is very difficult to differentiate between “IU is absent” and “IU is present” based
on the input signals only. However, they can be readily separated by the output
signals of the second hidden layer as (much more clearly) visually observed in Fig.
3.5(b) and Fig. 3.5(d). We interpret that is because SAE-SS and SAE-TF extract

more hidden features from the received signals.

3.6.1 Training Strategies for SAE-SS and SAE-TF

For our proposed schemes, we can use one of the two training strategies to train
the SAE network. For the training strategy 1 (TS-1), we divide the training data
into different groups with respect to the SNR conditions to train the different SAE
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Figure 3.5: Performance of extracting hidden features for SAE-SS and SAE-TF
under SNR=-15dB. (a) Input signals of the first layer for SAE-SS; (b) Output signals
of the second hidden layer for SAE-SS; (c¢) Input signals of the first layer for SAE-TF;
(d) Output signals of the second hidden layer for SAE-TF.

architectures [35,36]. The architecture parameters are held unchanged after the
training process. During the spectrum sensing stage, depending on the level of the
SNR, different SAE architectures can be selected. This adaptation can significantly
improve the sensing performance.

For the training strategy 2 (TS-2), we use all the training data to train a single
SAE network for all different SNR conditions. It means the trained SAE is later
used without requiring SNR values. However, the sensing performance of TS-2 is
worse than that of T'S-1, under the same training conditions, as shown in Fig. 3.6.

Fig. 3.6 compares the sensing performance of TS-1 and T'S-2 under the “perfect
conditions”. In the perfect conditions, there is no noise uncertainty, timing delay
or carrier frequency offset. Additionally, the SU has sufficient prior knowledge of
U signals (e.g., signal structure, CP of IU’s signals, transmitting power, and noise
power). In this figure, it is clear that our proposed SAE-SS and SAE-TF can achieve
a smaller PM using the strategy T'S-1. Therefore, in the sequel, we use the strategy
TS-1 to train SAE networks. Note that though TS-1 can achieve better sensing
performance than T'S-2, the accurate noise power is required for selecting the trained
SAE architectures. Thus the noise uncertainty affects the performance of TS-1 (refer
to Fig. 3.8). By contrast, TS-2 is immune to the noise uncertainty, as it does not

need the noise power for the sensing purpose.
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Figure 3.6: Probability of missed detection for SAE-SS and SAE-TF using two
training strategies under perfect conditions.

3.6.2 Comparison with Existing OFDM Sensing Methods

In this subsection, we compare sensing performance and training time under different

conditions for seven sensing methods.

Sensing performance

Under “perfect conditions”, as can be seen in Fig. 3.7, the values of PM of SAE-SS
and SAE-TF are much smaller than all other sensing methods. For instance, when
SNR=-20dB, PM of SAE-SS and SAE-TF are only 0.5189 and 0.3298, respectively.
By contrast, the figures for ED, CM-based, CP-based, ANN-based, and CNN-
based sensing methods are 0.8279, 0.9192, 0.8145, 0.7413, and 0.652, respectively.
Moreover, with the increase of SNR, PM of SAE-SS and SAE-TF reduce much faster
than the other sensing methods.

Fig. 3.8 shows the impact of noise uncertainty n on seven sensing methods.
According to this figure, it is clear that the proposed SAE-SS and SAE-TF are
much more robust to noise uncertainty than the other five sensing methods. For
instance, when 7 increases from 0.5dB to 1dB under SNR= —10dB, PM of the
proposed SAE-SS and SAE-TF only increase from 0.0155 to 0.0190 and from 0.0098
to 0.0114, respectively. On the contrary, PM of CNN-based, ANN-based, CP-based,
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Figure 3.7: Probability of missed detection among different spectrum sensing
methods under perfect conditions.

CM-based, and ED methods increase from 0.0615 to 0.0761, from 0.0845 to 0.1045,
from 0.2549 to 0.3415, from 0.4213 to 0.5142, and from 0.4522 to 0.6450, respectively.

Fig. 3.9 compares the effect of random timing delay on the sensing performance
of different methods. Since ED is not affected by timing delay, we only present the
sensing performance of the other six sensing methods. In this figure, the timing
delay is uniformly distributed in the range [0, N, + Ny — 1], where N; = 64, N, = 8.
As can be seen, compared with the existing methods, our proposed SAE-SS and
SAE-TF are more robust to timing delay. Moreover, our proposed methods are able
to achieve a much smaller PM than the other methods.

Fig. 3.10 shows the impact of CFO. The normalized CFO in this figure is set
to 0.5 and 1, respectively. The sensing results of ED are not presented in this
figure, because they are not affected by CFO. It is obvious that the proposed SAE-
SS and SAE-TF outperform the CP-based, CM-based, ANN-based, and CNN-based
sensing methods regarding the robustness to CFO. SAE-SS and SAE-TF are capable
of achieving much smaller PM than the other sensing methods. Moreover, PM of
SAE-SS and SAE-TF increase slightly when the normalized CFO grows. However,
PM of ANN-based, CM-based and CP-based methods increase significantly.
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Figure 3.8: Probability of missed detection among different spectrum sensing
methods with noise uncertainty.

Fig. 3.11 depicts the effect of incorrect labels on the probability of miss detection
(PM). The SNR is this figure is —12dB. As can be seen, it is clear that PM of each
method grows with the increased number of incorrect labels. However, compared to
other ML-based methods, our proposed SAE-based methods have much lower PM,
meaning that our work can achieve much higher sensing accuracy.

As can be seen from Fig. 3.7 ~ Fig. 3.11, our SAE-based methods outperform
ANN-based [34] and CNN-based [36] sensing methods. The reason is that the
ANN-based method only uses the energy and Zhang test statistic [111] from the
Likelihood Ratio Test statistic as features to train the ANN network. For CNN-
based method, it only uses the energy and cyclostationary features to train the CNN
for detecting IUs’ presence. As such, both ANN- and CNN-based methods inevitably
lose other important (but hidden) features of IU’s activity (in addition to what were
used). By contrast, in our proposed methods, SAE architectures are trained to
learn all the important information from the originally received signals instead of
explicitly extracted features. In this way, more essential information/features that
are important to spectrum sensing can be obtained, enabling our proposed SAE-
SS and SAE-TF to be more resistant to noise uncertainty, timing delay, CFO or

incorrect labels.
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Table 3.2: Performance and training time of different learning-based methods.

Offline Training Time PM (SNR=-12dB)
Method
Lrs =10% | Lyg =10* | Lpg =10° | Lyg =10% | Lpg = 10* | Lyg = 10°
SAE-SS 0.32mins 2.87mins 24.61mins 0.081 0.0499 0.0445
SAE-TF 0.59mins 5.81mins 43.68mins 0.072 0.0334 0.0264
ANN 0.12mins 0.97mins 8.21mins 0.524 0.2713 0.2132
CNN 0.21mins 1.72mins 15.74mins 0.388 0.1473 0.1121

Training time

Table 3.2 shows the relationship between the sensing performance and the training
time with different number of training samples. In this table, Lrg stands for the
number of OFDM samples in the training phase. As can be seen from this table, the
more training samples, the lower PM (i.e., the higher sensing accuracy). Although
our proposed sensing methods require a relatively large amount of data for training,
the training phase is conducted offline. Hence the training phase does not occupy
the time or resources of the spectrum sensing stage. Moreover, the offline training
is only required once. After that, SUs can use the trained network for sensing IU’s
activity in the future as long as user’s operational information does not change. As

an example, in this study, the signal bandwidth is 5SMHz, and the radio frequency
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Figure 3.10: Probability of miss detection among different spectrum sensing
methods with CFO.

is 2.4GHz. Each subcarrier spacing is 78.125 kHz, and the duration for each OFDM
sample is 12.8us. Thus it is feasible to obtain the required number of samples for
our proposed approaches. Besides, the user can select a different amount of samples
based on its specific requirements. Notably, that training time can be significantly

reduced with the specialized hardware implementation/design in practice (e.g., using

specialized GPU cards from NVIDIA).

3.6.3 Sensing Performance under Different Settings

In this subsection, we further analyze the sensing performance of the proposed SAE-
SS and SAE-TF under different settings.

Fig. 3.12 shows the effect of a different number of hidden units on the sensing
performance. In this figure, SNR= —18dB, M = 2 and L = 2, the numbers of
input units for SAE-SS and SAE-TF are 288 and 576, respectively. When the
number of hidden units is equal to or larger than the number of input units, PM is
slightly reduced, meaning that the sensing accuracy is better. However, accordingly,
the SAE network also becomes much more complicated, significantly increasing the
complexity of the offline training and online sensing stages.

Fig. 3.13 shows the sensing performance of SAE-SS and SAE-TF with different
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Table 3.3: Offline Training time for SAE-SS and SAE-TF with different M.

M
Methods
SAE-SS 104.68mins | 159.32mins | 254.15mins
SAE-TF 122.47mins | 321.92mins | 451.24mins

numbers of the received OFDM blocks M. According to this figure, it is obvious
that the sensing performance of these two sensing methods is affected by the factor
M. When M changes from 1 to 3, SNR=—10dB, PM of SAE-SS declines by 0.0402,
and PM of SAE-TF decreases by 0.0221. Notably, the complexity also increases
with the growth of M, captured by the training time recorded in Table 3.3.

Table 3.3 shows the offline training time of SAE-SS and SAE-TF with a different
number of OFDM blocks M. The number of hidden layers is L = 2, and there are
100 and 50 units in the first and second hidden layer, respectively. The training
data set contains 10° samples. Based on this table, the offline training time of
SAE-TF is bigger than that of SAE-SS. Moreover, with the increase of M, the
offline training time of SAE-TF is increasingly longer than SAE-SS. Since SAE-TF

can achieve higher sensing performance than SAE-SS, it provides a better tradeoff
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Figure 3.12: Probability of miss detection for SAE-SS and SAE-TF with different
number of hidden units.

Table 3.4: Impact of different CP lengths (N.) on the sensing performance.

CP length
N.=0| N.=8 | N.=16
Method
SAE-SS 0.066 | 0.0499 | 0.0301
SAE-TF 0.0498 | 0.0334 | 0.0211

between accuracy and complexity.

Table 3.4 shows the effect of different CP lengths (/N.) on the sensing perfor-
mance, with SNR= —12dB. From this table, it is clear that for both SAE-SS and
SAE-TF, the longer CP allows us to achieve better sensing accuracy (i.e., a smaller
PM value). This implies that our proposed methods do extract more essential
information from CP content. For instance, when N, increases from 0 to 16, PM
of SAE-SS and SAE-TF decrease from 0.066 to 0.0301 and from 0.0498 to 0.0211,
respectively. However, it is important to note that the longer CP would lead to a
smaller size of data block, reducing the efficiency of data transmission.

Fig. 3.14 depicts the values of PM of our proposed methods with additional
features (i.e., the energy of received signal, CP feature and CM feature ). As

can be seen from this figure, the values of PM of SAE-SS with additional features
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Figure 3.13: Probability of missed detection of SAE-SS and SAE-TF with different
numbers of the received OFDM blocks.

(SAE-SS-AF) and SAE-TF with additional features (SAE-TF-AF) are smaller than
those of SAE-SS and SAE-TF. This implies that considering the additional features
can improve the sensing performance of our proposed methods. However, adding
additional features would lead to much higher computational complexity for the
online sensing phase due to the feature extraction process (refer to Table 5.1 for more
details). Therefore, users can select different input signal taking their requirements
of sensing performance and computational complexity into account.

Table 3.5 shows the values of PM of our proposed methods with different numbers
of training samples. From this table, it is clear that the overfitting occurs when the
number of training samples reduces, significantly increasing PM. This is because
when the size of training samples is small, the SAE adopted in this work extracts
too much detailed information from the (small) training dataset, thereby negatively
impacting on its generalization performance and severely influencing the sensing
results. On the contrary, when the number of training samples keeps increasing,
PM is slightly reduced, meaning that the sensing accuracy is better. However,
accordingly, the SAE network also processes much more samples, which significantly
increases the complexity of the training stage. Therefore, users can select different

numbers of training samples based on their specific requirement of sensing accuracy
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Figure 3.14: Probability of miss detection for SAE-SS and SAE-TF with additional
features under perfect conditions.

Table 3.5: Performance of proposed methods with a different number of training
samples.

PM (SNR=-12dB)
Method
Lyg=10%| Lyg =103 | Lyg =10° | Lyg = 107 | Lyg = 108
SAE-SS 0.3954 0.081 0.0422 0.04145 0.04139
SAE-TF 0.2874 0.072 0.0226 0.02138 0.02131

and complexity.

Fig. 3.15 illustrates the effect of hidden layers (L). As can be seen, when L is
small, the values of PM for these two sensing methods become smaller by increasing
L. However, the overfitting occurs if the number of hidden layers keeps increas-
ing, thereby increasing PM. This is because continuously increasing the number of
hidden layers introduces too many parameters, over-complicating the network and
degrading the sensing performance.

We also examine the effect of different DL architectures on the sensing accuracy,
as shown in Fig. 3.16. The input data for each DL architecture are the original
received signals. The SNR in this figure is —12dB. The CNN with dense connections
is adopted from [112], which has two dense blocks with the same number of layers.

The size of each convolutional kernel is 3 x 3 with stride 2. We use 1 x 1 convolution
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Figure 3.15: Probability of miss detection for proposed methods with different
number of hidden layers.
followed by 2 x 2 average pooling as transition layers between two contiguous dense

blocks. For the typical CNN without dense connections, it has two convolutional
layers, and the size of the convolution kernel is 3 x 3 with stride 2. From this
figure, it is clear that when the number of labeled samples is small (e.g., 10%), the
values of PM for our proposed SAE-SS and SAE-TF are notably smaller than those
under the CNN with and without dense connections. In other words, our proposed
SAE-based methods are able to achieve better sensing accuracy than CNN-based
methods, with a limited amount of labeled data. We also observe that by increasing
the labeled samples, CNN with dense connections can achieve a smaller PM than

other methods. This improved performance comes at the cost of high complexity.

3.7 Conclusion

In this chapter, we proposed a Stacked Autoencoder Based Spectrum Sensing Method
(SAE-SS) and a Stacked Autoencoder Based Spectrum Sensing Method with time-
frequency domain signals (SAE-TF) to detect the activity states of IUs using OFDM
signal. SAE-SS and SAE-TF are more robust to timing delay, CFO, and noise
uncertainty, compared with the conventional OFDM sensing methods. Moreover,

they are able to detect IU’s activities solely based on the received signals and without



3.7 Conclusion 57

0.35
S - I Proposed SAE-SS
Q 0.3r I Proposed SAE-TF i
— [ ICNN without dense connection
8 ] [__ICNN with dense connection
= 0.25+ 1
3]
9
3 02t ]
»
0
€015 ]
Y
e}
= 01} ]
=
3
9] 0.05+ ]
B II Il llﬂm
O i i i
4

10° 10 10° 10°
Number of labeled training data

Figure 3.16: Probability of miss detection with different deep learning
architectures.

any requirement of prior knowledge of IU’s signals. SAE-SS and SAE-TF also do
not require any external feature extraction algorithms. SAE-TF achieves a better
sensing accuracy than SAE-SS, especially under low SNR conditions, while it has
the higher complexity. Extensive simulation results demonstrate that SAE-SS and
SAE-TF are capable of achieving much higher sensing performance than traditional
OFDM sensing methods even under low SNR and severe timing delay, CFO, and
noise uncertainty conditions. This is thanks to the capability of the underlying deep
neural networks of SAE-SS and SAE-TF that extract both known and unknown
hidden features of OFDM signals.
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Chapter 4

Dynamic Spectrum Access in

Full-duplex Systems

In the previous chapter, we studied the spectrum sensing methods in HD systems,
which however are deficient in addressing the problem of spectrum scarcity. In
this chapter, for improving the spectrum utilization, we present two novel spectrum
sensing approaches under the FD communication paradigm by leveraging the CP
feature and PT feature of OFDM signals, respectively. The proposed CP and PT
approaches aim to reduce the severe impact of the residual self-interference, and are

able to mitigate the timing delay and CFO, respectively.

4.1 Introduction

In FD systems, detecting the IU’s activity states (i.e., presence or absence) is
challenging due to the residual self-interference that leads to low SINR and severely
affects the test statistics of sensing methods [74, 75]. Although some methods that
leverage the unique features of signals (e.g., CP or PT feature of OFDM signals)
can alleviate the adverse effect of self-interference to some extent, they are heavily
vulnerable to timing delay or CFO [33,79]. A small mismatch between the received
and transmitted signals in the time domain or frequency domain would significantly
degrade the sensing accuracy. Besides, it is challenging for conventional feature-

based methods to achieve good sensing performance under low SNR conditions. For

29
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the above reasons, in this chapter, we will propose two sensing methods drawing
support from the CP and PT structures of OFDM signals, respectively. The main

contributions of this chapter are summarized below.

e We investigate spectrum sensing and its related issues in the OFDM cognitive
FD system and propose a novel spectrum sensing method with the help of
CP and PT features of OFDM signals, respectively. We consider two different
self-interference signals (with or without the CP (PT) structure) to analyze
the sensing performance of the presented approaches. We also derive the
closed-form expressions of the probability of detection and false alarm for the

proposed approaches.

e Comparing with other conventional spectrum sensing approaches (using CP
features [37]), the presented CP method is robust to various levels of timing
delay and residual self-interference, thereby achieving much higher sensing
accuracy, even under low SNR conditions. In addition, the proposed CP
spectrum sensing approach can completely avoid complex estimation processes
for mitigating the impact of the timing delay, which is, however, necessary for

conventional spectrum sensing approaches (using CP-based features [37]).

e In comparison with conventional PT-based spectrum sensing methods (e.g.,
[79]), the presented PT sensing approach is more robust to the residual SI
and CFO. Unlike the conventional PT-based sensing methods which require
complex estimation processes to estimate the impact of the CFO, the presented
PT sensing approach is able to completely avoid such a requirement, signifi-
cantly reducing the computational complexity. Additionally, our PT approach
is also capable of achieving much higher sensing accuracies under the low SNR

condition.

The rest of this chapter is organized as follows. In Section 4.2, we present the system
model and problem formation. The proposed CP-based sensing approach and the
PT-based sensing method are expressed in Section 4.3 and Section 4.4, respectively.
The numerical simulations results are presented in Section 4.5. Finally, Section 4.6

concludes our findings.
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Figure 4.1: System model of FD: SU is in the ”Listen and Talk” mode.

4.2 System Model and Problem Formulation

In this chapter, we consider a simplified cognitive FD system, depicted in Fig.
4.1. The IU has the highest priority to utilize the licensed spectrum and transmits
OFDM signals. The SU works in the full-duplex mode, e.g, simultaneously sensing
the licensed spectrum and using that licensed channel (when IU is absent) for its
data transmission. The SU transmits two types of signals: OFDM signals or other
modulation signals, as will be discussed in Section 4.3.1. The received signal at the

SU transmitter, which is used to detect the presence of the IU, can be expressed as

Hy - ym(n) = rm(n) + wm(n)v

Hi : ym(n) = Z hism(n — 1)+ rm(n) + wy,(n), (4.1)

where H refers to the null hypothesis standing for the absence of IU. H; is the
alternate hypothesis denoting the presence of IU. y,,(n) is the received signal with
m =20,..., M and M is the total number of received OFDM blocks. n =0,..., N.+
Nyg—1, N.+ N, stands for the length of OFDM signal. N, is the length of the cyclic
prefix and N; denotes the data block size. w,,(n) ~ CN(0,02) is the complex
additive white Gaussian noise (AWGN). r,,(n) is the residual self-interference. L,
denotes the number of multi-path components between the IU and the SU. h; stands
for the channel gain of the /th channel component (h; ~ CN(0,0?)).

The test statistics of the received signal by two classical detectors (energy detec-
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tor and wave-form-based detector), namely Tgy and Ty, can be obtained by

M—1 Ne+Ng—1

Ten = (N, +Nd—1 Z Z Ym(n)[%, (4.2)

m=0 n=0

1 M—1 Ne+Ng—1

Tw = (No + Ny — M Z Z ym<n)5m(n)H7 (4.3)

m=0

where (.)# denotes the conjugate transpose.

As discussed previously, the received signals are collected for detecting the ac-
tivity states of IU (i.e., presence or absence). However, it is clear that the residual
self-interference signals are involved in the received signals under both H, and
H,, thereby notably degrading the sensing performance in FD systems, especially
for the energy detector [77]. Although the sensing performance of the waveform-
based detector is better than that of the energy detector [78], the timing delay
significantly affects the results of the waveform-based detector. Thus complex
estimation methods have to be applied to reduce the effect of timing delay, highly
increasing sensing overhead. The sensing methods leveraging CP features or PT
features [33] can achieve better sensing methods with the residual self-interference;
however, they are sensitive to timing delay or CFO that causes dramatic performance
degradation. To address the above problems, in the next sections, we develop two
novel sensing methods by leveraging the CP and PT features of OFDM signals,

respectively.

4.3 Cyclic Prefix based Spectrum Sensing Approach

In this section, we first present our spectrum sensing method based on the CP
feature of OFDM signals to address the residual self-interference and timing delay.
Then the theoretical expressions of the probability of detection (P;) and false alarm
(Py) of our method are derived.

The received signal in equation (4.1) can be rewritten as

Hy : ym(n) = Tm(n) + wm(n)’

Hi : ym(n Z hism(n — 0 — 1) + rp(n) + wy(n), (4.4)
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Figure 4.2: Simplified structure of the mth OFDM block.

where ¢ is the integer timing delay. 7,,(n) ~ CN(0,0?) stands for the RSI, and
it can be expressed as r,,(n) = az;,(n), where z,,(n) is the self-interference signal
(transmitted signal of SU), and « is the self-interference suppression factor [26]

which is defined as a =, / ; = where P; is the power of self-interference and P, is
sT

the power of SU’s transmitted signal.

Consider the FD system shown in Fig. 4.1, the transmitted signal from the
IU is OFDM modulated, where CP (the length of N.) is placed before the data
part (the length of Ny) in each OFDM symbol block (refer to Fig. 4.2). CP is a
replication of some data symbols, which provides a unique feature when computing
the correlation of the received signal. Based on this special character, we propose a

new cross-correlation:

M—1N.—1
To=> > ynli+i)ymli+j+ Na), (4.5)

m=0 j=0
where i = 0,..., N.+ Ng—1. According to equation (4.5), the new cross-correlation

T; correlates the received signal with the window of length NN, over all the received
OFDM symbol blocks. T = [Ty, T4, ..., Tn.+n,—1)" is the new test statistic and will
be applied to sense the spectrum. Taking the vector T rather than a single 7T; to
sense the interested spectrum has a merit that the impact of timing delay ¢ on the
sensing performance can be eliminated, thus the complex processes for estimating
can be avoided. However, an estimation process with high complexity is necessary
if just a single 7T; is taken into account (the details will be given in the following
section).

Based on the generalized likelihood ratio test (LRT), the test statistic of the
proposed detection is given as

— PT(T|H1) 12

R= 4.6
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where P, () stands for the probability density function (pdf) and + is the threshold.
According to equation (4.5), T; can be assumed to obey a complex Gaussian distri-
bution based on the central limit theorem when NV is large under Hy and H;. Thus,

P,(T) are equal to

1 1 _
P.(T|H,) = T - eXp(—iTHGO’};T), (4.7)
2m) 7 |Gogl?
B(T|H) = gy exp(—(T — pr)
2m) = [Gagl?
XGI,;(T — pr)), (4.8)

where pp denotes the mean vector of T under H;. Gy and Gy s are the covariance
matrices of T under Hy and H; with timing delay J, respectively. Thus, equation

(4.6) can be rewritten as

_ \G075|% eXP(_l(T — pr)"GY 5(T por)) Ho Ho )
|G1,5|% eXP(—‘THGo éT) >1

Since the closed-form distribution expression of R is hard to be obtained, the

(4.9)

threshold v has to be computed empirically. However, this computational process
costs a lot of extra time and system resources. To solve this problem, we assume
that all T; are independent. Thus the derivation of the joint distribution of T is

simplified. Consequently, R can be approximated as
75 — pan ?
H exp(— 2 )
V2mo, 20 il

NC+NL171

Ne+Ng—1

R:

exXpl—
i=0 V 27"01}0 Y 20_1'270

o T, — pia* | |T)?
= H Qexp(—| f1i1| +’ |)7 (4.10)

2 2
im0 Ui,l 20'1-’1 20’1-’0

where yi;; is the mean of T; under Hy, and o7, o7, stand for the variance of T;
under Hy and Hi, respectively. Let a; £ 0202, /(02 — o)), bi = aipiio/0?,, and
applying a few manipulations, equation (4.10) can be rewritten with the new test

statistic Ry and threshold ~; as follows
|T0+b0|2+|T1+b1|2+...+ | TNe N1+ 0Ny 1|

R, =
! Qo 3] AN.+Ny;—1
NC+Nd 1
T, + b;|? Ho
S | | < (4.11)

a;
i=0 v
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where
Net+Ng—1 o 2 NetNy—1
A i i,1 0i1
ST S RS Ly E | | ).
i % Tia i 70

4.3.1 Probability of False Alarm and Detection

In the previous section, the test statistic of the proposed detector has been provided.
In this part, we derive the expressions for P; and Py of the proposed algorithm.

To get the distribution of R, the means and variances of T; under both Hj and
H, are required (see equation (4.11)). Since T; is the value of correlation based on
the CP structure, whether the received signals have the CP structure will greatly
affect statistical characteristics of T;. Since the noise signal has no CP structure, its
effect on the test statistic is quite small. For the self-interference signal, it is possible
to hold the CP structure, so discussing the structure of the self-interference signal
(whether it holds the CP structure or not) is significant to achieve a satisfactory
performance. In this part, two special cases are taken into consideration: self-
interference signals which do not have the CP structure and self-interference signals
which have the CP structure as the IU.

1) Case A: Self-interference signals do not have CP structure

In this case, in order to get the pdf of R, the means and variances of T} in
hypotheses Hy and H; have to be calculated first. Under Hj, since the received
signal contains the self-interference signal and noise, T; is

M—-1N.—1

TiHy = 3 (azmli+ )+ wnli + )"

m=0 j=0
X (azm (i + j + Na) + wi(i + j + Ng)). (4.12)

Since the self-interference signal does not have the CP structure, z,,(i + j) and
zm(i 4+ j + Ny) are independent of each other. Moreover, the self-interference signal
is independent of noise. Thus, the mean and variance of T; are

M—-1N.—1

pio =B ) (@2 (i45) +wm(i+5))" (@zm(i + § + Nao)+wm(i+j+Ng))]

m=0 ;=0

— 0, (4.13)
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070 =ElT*|Ho| —E[Ti| Ho]* = M Ne(oy, + o* E.)?, (4.14)

where F, is the power of the self-interference signal. Under Hy, according to equation
(4.4), T; is equal to

M—-1N.—1

TiH = 3 ST [0 4) Hy) (g i+ No) | ), (4.15)

m=0 j=0
and the mean of T; is

N.—1Lp—1
pin = E[T|H] = M B2 (i 4+ =0 —Dsm(i +j — 6 — 1+ Ny)]. (4.16)

j=0 1=0
Due to the CP structure of the IU signal, if ¢ + j — 0 — [ € ¢, where ¢ =
[0,1,2,..., N, — 1], then

Elsi(i+j—0—sm(i+j—6—1+ Ny = E, (4.17)
where F; is the power of the IU signal. Let’s define an indicator function

1, ifrtee
1.(7) = (4.18)
0, ifrde

Consequently, equation (4.16) can be expressed as

Ne—1Lp—1
pin =0 ME, Y Y 1(i+j—06—1). (4.19)
j=0 1=0
Ne—1L—1
Let A(i6,L,) = Y S 1.(i+j—0-1),i=0,..., N.+Ny—1, then the final expression of
j=0 1=0
fi1 18
i = ot ME,A(i, 6, L). (4.20)

The variance ¢, can be calculated as

oty = E[|T)°|Hi] — E[T| HJ?
= Mo, E*A(i,6,L)> + MN, (Lo} E, + o*E, + 02)%. (4.21)
2) Case B: Self-interference signals have the CP structure

In this scenario, as self-interference signals have the CP structure with a length

of Ng, thus z,(i + j) and z,(i + j + Ny) are equal when ¢ + j € w, and w =
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[0,1,2,..., Ny—1]. As aresult, according to equation (4.12), the mean and variance

of T; under H, are

Ne—1
pio =BT Ho) = M Y o’E[z} (i+])zm(i+j+Ny)]
j=0
= Ma*E,0(i), (4.22)

070 = ElITi]*| Ho] — E[Ti| Ho]*

= Ma*E?0(i)* + MN.(o*E, + 02)?, (4.23)

Ny—1

where ©(i) £ > 1,(i + )i = 0,...,N. + Ny — 1. Following similar derivation
=0

methods discussed in the previous section, the mean and variance of T; under H;

can be obtained as

i = or MEA(i,6, L) + Ma*E,0(i). (4.24)

oi1 = E[|Ti]*|H] — E[Ti| H,]*

— M (o} E?A(i,6, L)? + a*E?0(i)?) + MN.(Lo?E, + o*E, + 02)°. (4.25)

As discussed above, the means and variances of T; can be obtained in the two
special cases. Getting the distribution of R; in equation (4.11), the expression has
to be further simplified. Consider the low signal-to-noise ratio (SNR) situation;
according to equations (4.14), (4.21), (4.23) and (4.25) we can assume o7y = 0} .
So Ry in equation (4.11) can be further rewritten with Ry and 7, as follows:

Ne+Ny—1

M,
Ry= 2. 0.2; Re(T))
=0 %

Hy
S 72, (4.26)
Hy

where 7 £ In(y,)+3 Ne et 17 1/207,. Re(.) means taking the real part. According
to the central limit theorem, 7T; can be assumed to obey a complex Gaussian random
distribution when the received data is large, and thus Re(7;) is a Gaussian random

variable. Obviously, R, in equation (4.26) has a Gaussian distribution that

Ne+Ng—1 2

228
N(07 Z 20_2 ) 7HO
i 3,0
Ro ~ Nc+Nd701 12 Ne+Ng—1 12, o2 (4.27)
il 3,041
NCY =0 ) ) M
0;0 — 00

1=0
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Figure 4.3: Value of A(7,6,L), L =10, Ny =64, N. = 8.

Therefore, the probability of Py and F; can be expressed as

.
> o

The performance of the proposed spectrum sensing method can be evaluated

(4.28)

based on the NP criterion [113] which fixes the Py or P, to get the threshold 7,.

4.3.2 Analysis of Timing Delay Impact on Sensing Perfor-

mance

According to Py, P, as well as the means and variances expressions of 7T}, since only

vaf Na—1 “l s and ZNC+Nd ! “l L oL contain the timing delay d, we just discuss the

influence of 5 on these two parts. Take the mean and variance of T; in the case A

as an example, these two terms are equal to

Y LTy B L)
2020 ' MNCO'?U

=0 =

+Nd 1

4 2 Ne
ahME
= Na4 E A(i, 6, L (4.29)
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Ne+Ng—1 o2 2

Hi1051
E : 1

=0 O-ivo
Net+Ng—1 o _ )
o7 M ESA(i, 0, L)) 4o ) ) -
= Mo, EZ\ (i, 0, L MN_.(Lo; E,
; M2N2g% (Mo, EAA(i, 6, L) + (Loy Es + 0y,)7]
4ME2 4E2Nc+Nd 1 Ne+Ng—1
= Z AG,6, L)' +(Lo2By+02) S A6, 1)), (4.30)
CO- -

Thus, & only affects SN~ A(i,6, L)% and SN A(5,6, L)% Fig. 4.3
shows the value of A(7,§, L) for L = 10. Clearly, the value of § only determines the
position of (A(%, 9, L))maz, but does not affect the actual value of A(i,d, L). Thus,
SNetNa=t A (4,6, L)% and 3NN A(4, 6, L)* are constant for a fixed L. Therefore,

P; and Py of the proposed method are independent of timing delay.

4.4 Pilot Tone based Spectrum Sensing Approach

In the previous section, we proposed a CP based sensing method to address the
residual self-interference and timing delay. In this section, we will develop a sensing
approach by leveraging the PT features of OFDM signals to overcome the residual
self-interference and CFO in FD systems. Specifically, the details of our proposed
spectrum sensing algorithm based on the PT feature of OFDM signals are firstly
provided. We then derive theoretical expressions of the probability of miss detection
(P,) and false alarm (Py) of our developed sensing approach.

The received signal in equation (4.1) can be expressed as

Hoiym(n) = Tm( ) + wm(”)

327rfqn

Hi : ym(n) =e N Zhlsm n—1) 4+ rm(n) +wn(n), (4.31)

where f, represents the CFO normalized to the subcarrier spacing. s,,(n) is the

transmitted OFDM signal and can be given by

Nd 1
=4 = k)ed2m kN ¢ [—N,, Ny — 1], (4.32)
Nd

where FE; stands for the transmitted power of each symbol. Ny is the data block

size. I,,(k) represents the symbol modulating the kth subcarrier with unit variance.
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Given an OFDM system, PTs are always designed/added to meet the channel
estimation requirement. In this chapter, we adopt a circular configuration type of
PT [114], meaning that the pilot signals are different in one block but they are
reused in every several blocks. Besides, all PTs signals have the same amplitude.
As a result, the correlation features between PTs can provide unique features that
can be utilized to sense the presence of IU. Furthermore, in order to utilize the PT
feature for the sensing purpose, the received time domain signal should be converted
into frequency domain. Specifically, the discrete Fourier transform of the received

signal (the CP structure is already discarded) can be written as

Y (k) =Up (k) + R (k) + Wi (k), (4.33)
where
Unlk) = Z\/ EA(n—k)H (), (n),
n=0
, sin(w f,) T ,

A Z:.F—q.eij— N—].f—’L s 4.34
fq() Szn(N_d<fq+@)) ( Nd(( d ) q )) ( )
where H(n) = 317 hje™7?™/Na yepresents the frequency response of the nth

subcarrier. R,,(k) ~ CN(0,02) and W,,(k) ~ CN(0,02) denotes the residual
self-interference and noise in the frequency domain, respectively. Since the signal
of TU has the circular configuration PT structure, ?m and 17; have the same PT
arrangement if m — s = dv,d = 1,2,3..., where v is the circular period. On the

basis of this feature, the proposed new cross-correlation matrix is given by
_ 1 NPT (N PT\H

where C stands for the cross-correlation matrix of size N, x N,. N, is the length
of PT. YET denotes the PT vector in the mth OFDM block. N, is defined as
N, = [*=17(2M — v —v[*=L]) representing the total number of OFDM block pairs
(m, s) with the same PT arrangement. (.)” means the conjugate transpose.

Note that in (4.35), the proposed cross-correlation matrix only computes the
the pilot tones but ignores other transmitted symbols, so it is able to remove the

correlation noise and reduce the effect of residual self-interference. Thus the test
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statistic of the proposed method can be written as

1 Np—1 Np—1
Z > ICp,q)l. (4.36)
p p=0 ¢=0

4.4.1 Probability of False Alarm and Detection

In this section, the expressions for P; and P, of the proposed algorithm are derived
based on the test statistic provided previously. According to equation (4.36), T
is the the sum of N variables (|C(p,q)[?). Thus in order to get the distribution
of T, the statistical features of C'(p,q) should be discussed first. Since C(p,q) is
the value of cross-correlation of PT structures, statistical characteristics of C(p, q)
are dependent on whether the received signals have PT structures or not. For the
noise signal, it does not have a PT structure, so its effect on test statistics is quite
small. Regarding the residual self-interference signal (i.e., SU’s transmitted signal),
it is possible to have the PT structure, so it is desirable to discuss the structure
of residual self-interference for achieving satisfactory sensing performance. In the
following parts, we consider two different cases: residual self-interference signals
which have no PT structure and residual self-interference signals which have the PT
structure.
1) Case A: Residual self-interference signals without PT structure

In this scenario, for deriving the pdf of T, we first calculate the means and
variances of C(p,q) in hypotheses Hy and H;. Under Hy, since the received signal
only contains the residual self-interference signal and noise, C(p, q) can be expressed

as:

1

q)| Ho= EZ Wi () (Rs(q)+ Wi (q))". (4.37)

As the residual self-interference signal has no PT structures, R,,(p) is indepen-
dent of R4(q). Besides, as mentioned previously, the residual self-interference signal
and noise are independent of each other, hence, the mean and variance of C(p, q)

can be obtained by

oo, ) =Bl 3 (R W, ) R0+ (0] =0, (4.38)

VN,
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(05 +07)*

o3 (p:0) =El|C(p, ) *[Ho| — pi(p, 4) = = (4.39)
Under Hy, according to equation (4.33), C'(p,q) can be written as
<|m_—2 (D)W () (Us(q) +Rilq)+Wilq)) " (4.40)

Ny Ny
As discussed above, for the PT structure of the IU signal, if block index difference
m—s=dv,d=1,2,3..., then two OFDM blocks have the same PT arrangement.
Thus the mean of C(p, q) is
pa(p, q) = E[Cs(p, q) | H1]

Ng—1

=L, Z |H(n)|*Ay, (n—p)Ay,(n—q)". (4.41)
The variance of C(p, q) can be given by

o3(p.q) = E[|C(p, q) | H1] — 153 (p, q). (4.42)

Since the SU intends to sense the licensed spectrum under low SNR conditions, when

M is lager, 02(p, q) can be approximated by

Nd 1
o1 (p,q) WAL, (n=p)*| Ay, (n—q)
(02 +a R
Z |H (n)|*|Ay,(n — p)]?
(ar+aw>2

HA (= ) + T (4.43)

2) Case B: Residual self-interference signals hold the same PT structure as IU
In this case, we assume the residual self-interference signals have the same PT
arrangement as the IU signals. Thus when n — s = dv (d = 1,2,3...), R, (p) is
equal to Rs(p), p = [0,1,..., N, — 1], implying that the residual self-interference
signal causes a great impact on the value of C'(p,¢). In such a case, the mean and

variance of C'(p, ¢) under H, can be obtained according to equation (4.37):

1o(p, q) = E[C(p, q)|Ho) = o7, (4.44)

o3(p,q) = E[|C(p,9)I’|Ho] — E[C(p, q)|Ho]?

1
= F(O’ﬁ, + 202 02). (4.45)
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The mean and variance of C(p, ¢) under H; can be obtained by following similar

derivation processes provided in the previous section, which are

Ny—1
= B, Z|H n)|2Ay, (n—p)Ay, (n—q)" + o2, (4.46)
Ny—1
2 _ 3E§ H 4 A o 2 A . 2
oilpa) = > IH®) A, (n—p) 1A, (n—q)|
Y p=0

Ng—1

EU+3
" Z!H )P|Af, (n — p)?

Hag,(n—q)P) + MT” (4.47)

Based on all the derivations above, the means and variances of C(p,q) in two
special cases can be calculated. According to the central limit theorem, C(p,q)
can be approximated as complex Gaussian variable (C(p, q) ~ CN(u(p,q),*(p, q)))
when M is large under both Hy and H;. As a result, 2|C(p, q)|?>/o*(p, q) obeys a non-
central Chi-square distribution with 2|u(p, q)|*/0?(p,q) non-centrality parameter
and two degrees of freedom [115]. So the test statistic in equation (4.36) can be

rewritten as

Np—1 Np—1

/ 2|C |2 Hy
S 7, (4.48)
N’? p=0 FZO *pa) &

where 7 is the threshold. According to equation (4.48), T' is the sum of NZ?
independent and identically distributed non-central Chi-square variables. Thus 7
obeys the non-central Chi-square distribution with 2N5 degree of freedom. The non-
central parameters and the probability distribution function of 7" under Hy and H;

are equal to

Np—1 Np—1

2
o= 3 Y Al
p=0 ¢=0
Np—1N,— 12|
A=Y Y “1 (4.49)
p=0 ¢q=0
1 T T s

F(TmA ) = Ze 2 T B (\/ A T, (4.50)
] 2 )\T/’/L' 5 ]
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where ¢ = 0,1. 7 denotes the degree of freedom. B,(f) stands for the modified
Bessel function of the first kind defined as B, (6) = (£)* > % [(%)j/ﬂf‘(a +7+1)]

2 7=0

and T" denotes the Gamma function. The cumulative distribution function of 7" can

be calculated as

. e i A/2+ 5, T /2) A /2)?
F(T'mAp) = e NCE T (4.51)

where A denotes the lower incomplete Gamma function.

j=0

Based on the derivations and definitions above, the expressions of Py and Py can

be obtained by

Pr=1-F(y; 2N§, A7 o),

Py=1—F(y:2N?, Apra). (4.52)

According to the Neyman-Pearson criterion [113], the performance of the proposed

sensing method can be evaluated by fixing Py to obtain the threshold v which is

v =F(1—=Pr;2N} M), (4.53)

4.4.2 Computational Complexity

In this section, we compare the computational complexity of the proposed sensing
approach with other relevant sensing methods, e.g., sampled covariance matrix
(SCM) [33] and frequency domain autocorrelation (FD-AC) [79], as shown in Table
4.1.

We select the number of complex multiplications as a metric to validate the
computational complexity because it is the most computationally expensive. In
Table 4.1, Nppr and Neopmyp stand for the FE'T size and the number of used subcarriers
(denoted as K and Komp in [79]), respectively. As can be seen from this table, our
proposed method costs a much less number of complex multiplications, compared
to the other two sensing methods. For instance, when Ng = 64, N = 20, N, = 16,
v =3, Nppr = 1024 and Ny, = 242, the total number of complex multiplications
of SCM [33] and FD-AC [79] are 87243 and 151640, respectively. By contrast, the
number of the proposed sensing method is only 19915, much lower than the other

two sensing methods.
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Table 4.1: Computational complexity of different sensing methods.

Method Number of complex multiplications
SCM [33] MNylog(Ny) + MN?
FD-AC [79] MNgprlog(Nepr) + 2M Neomyp
Proposed method M Nylog(Ng) + Nng

4.5 Simulation Results

In this section, numerical results of the proposed spectrum sensing approaches are
given via Monte Carlo simulations in the FD system. Unless otherwise stated, the
simulation configurations are set as follows. The binary phase shift keying (BPSK)
modulation is applied to generate an OFDM system. The data block size of the
received OFDM signals is Ny = 64, and the CP of SU is set as N. = N,;/8 if SU has
the CP structure. The length of the PT structure is set as N, = 16 with circular
period v = 3. The operating radio frequency is 2.4 GHz, and the signal bandwidth
is set to be 5 MHz. The spacing for each subcarrier is 78.125 kHz. SNR varies
in the range of —20 -~ —8dB, and the normalized CFO is evenly distributed in
[—0.5,0.5). The residual self-interference power at SU’s transmitter 7 is set to be
—87dBm adopting the self-interference suppression method proposed in [116]. The
number of the received OFDM blocks is M = 20, Py is set to 0.05, and the number
of multi-paths L is 10.

4.5.1 Simulation Results of Cyclic Prefix based Approach

Fig. 4.4 compares the probability of miss detection (P, P, = 1 — P;) of the
proposed method and energy detection in [76] with different SIS factors. It is
obvious that the SIS factor affects these two spectrum sensing methods, but to
different extents. Specifically, when « is small, the energy detector in [76] is better
than other approaches. However, when « is large, the performance of the energy
detector dramatically degrades. For the proposed CP method, although « affects
P,, both in cases A and B, the impact is quite small compared with the energy

detector in [76]. Therefore, the proposed CP method is superior as it achieves
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Figure 4.4: Probability of miss detection (P,,) of sensing methods with different
self suppression factors.

better performance with big SIS factors. Besides, the proposed CP method can
achieve a better performance in case A than in case B. The reason is that in case
A, self-interference signals do not have the CP structure, thus the impact of self-
interference signals on the 7T; is less than that in case B. Thus, under this situation,
the proposed CP approach is capable of obtaining better performance.

The impact of timing delay on the sensing methods is illustrated in Fig. 4.5.
The timing delay is set to 0-symbol, 5-symbol, and o = 0.1. It is apparent that
although the wave-based detector in [78] can get better performance than our
proposed method with 6 = 0 (i.e., without timing delay), it is sensitive to timing
delay. By contrast, the timing delay has no influence on the proposed CP algorithm
both in cases A and B. For example, when SNR is —5dB, P,, of waveform-based
detector increases from 0.031 to 0.13 with ¢ changing from 0-symbol to 5-symbol.
By contrast, P, of proposed CP method keeps stable at 0.048.

The receiver operating characteristic (ROC) curves for different approaches at
SNR = -10dB are shown in Fig. 4.6, where o = 0.3 and 6 = 3. It can be seen
that the proposed CP detector can achieve better performance compared with the

other detectors when the communication condition is poor (e.g., the self-interference
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Figure 4.6: ROC curves for different detectors at SNR = -10 dB.

is serious and the timing delay is large), thus the proposed CP approach is more
suitable for practical applications.

The impact of different CP ratios (N./N4) of the IU on sensing performance is
shown in Fig.4.7, where M = 15, a = 0.3, N, = 8. Obviously, the performance
of the proposed CP method is greatly affected by the CP ratio. Take the case B
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Figure 4.7: Probability of miss detection (P,) of the proposed method with
different CP ratios.

at SNR= —6dB as an example; P,, decreases from 0.81 to 0.03 when the CP ratio
increases from 1/16 to 1/4. Thus, the proposed CP sensing method can achieve

better performance when IU has a larger CP ratio.

4.5.2 Simulation Results of Pilot Tone based Approach

In Fig. 4.8, we compare the probability of miss detection (P,,) of our proposed
PT approach with the other two sensing methods, e.g., SCM [33] and FD-AC [79].
As can be seen, our presented PT approach for both Cases A and B significantly
outperforms the other two methods regardless of whether CFO is present or not.
Although all the sensing methods are affected by CFO, the impact on our developed
PT approach is much less compared with the other two methods. The figure also
shows that our proposed PT approach for Case A can achieve better sensing per-
formance, i.e., lower P,,, than Case B. This is because the residual self-interference
signal in the Case A has no PT structure, hence, its impact on C is less than that
in the Case B (refer to equation (4.35)), leading to higher sensing accuracy.

To further evaluate the sensing performance, we show the receiver operating

characteristic (ROC) curves for various algorithms at SNR = —15dB in Fig. 4.9.
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Figure 4.8: Impact of CFO on probability of miss detection (P,,) of various sensing
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Figure 4.9: ROC curves for different detectors at SNR = -15 dB.

As can be seen, this figure illustrates the relationship between P, (P; = 1— P,,) and
P;. We can observe that our proposed PT sensing approach clearly outperforms the
other two methods. In particular, with a fixed Py, the two cases of our proposed PT
approach are capable of achieving much better sensing accuracy (i.e., higher P, )
compared with the other two sensing methods. When Py = 0.05, F; of our proposed
PT algorithm in Case A and Case B are 0.782 and 0.487, respectively. However, P,
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Figure 4.10: Impact of residual self-interference on probability of miss detection
(P,) of different sensing methods.

of FD-AC [79] and SCM [33] methods are only 0.191 and 0.138, respectively.

From Fig. 4.8 and Fig. 4.9, we can obtain an observation that either P, or
ROC is able to show the sensing performance of various sensing methods. Due to
the space limitation, in the sequel, we will only discuss P,,.

Fig. 4.10 demonstrates the P,, performance of various methods in the presence
of residual self-interference. From this figure, it is apparent that our presented PT
algorithm is superior to others regarding the robustness to residual self-interference.
Besides, the sensing performance of our method in Case A is better than in Case B
because of different types of residual self-interference signals. When SNR is —10dB,
as the residual self-interference power 7 rises from —80dBm to —70dBm, P, of our
designed PT approach in Case A and Case B increase from 0.0122 to 0.0141, and
from 0.0429 to 0.0480, respectively. However, P,, of SCM [33] and FD-AC [79]
increase from 0.2035 to 0.3263, and from 0.1247 to 0.1892, respectively.

Fig. 4.11 illustrates the impact of the number of received OFDM blocks M
on the sensing accuracy of various sensing methods. Obviously, our proposed PT
sensing approach in both two cases can achieve much more significant improvements
in sensing accuracy (i.e., smaller P,,) with increasing M, compared with the other

methods. Moreover, for each sensing method, increasing M can lead to a better sens-
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Figure 4.11: Probability of miss detection (P,,) of the proposed method with a
different number of blocks, M.

ing performance, while this comes at the cost of higher computational complexity.

In Fig. 4.12, we present the impact of different PT lengths (NNV,) on sensing
accuracy. We see from this figure that the length of PT can greatly affect the
sensing performance of our proposed PT method in both two cases. For instance, as
N, increases, a smaller P, i.e., better sensing performance, can be achieved. Take
Case A as an instance, P, decreases from 0.156 to 0.004 with increasing N, from 8
to 32. However, it is worth noting that a larger NV, leads to higher computational

complexity.

4.6 Conclusion

In this chapter, we investigated the spectrum sensing under the imperfect self-
interference in the cognitive full-duplex systems. To study the spectrum sensing
technique in full-duplex systems with timing delay and self-interference, we proposed
a novel spectrum sensing approach with the help of the CP feature of OFDM signals.
To investigate the OFDM spectrum sensing in full-duplex systems in the presence

of self-interference and CFO, we proposed a novel OFDM sensing method by lever-
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Figure 4.12: Probability of miss detection (P,,) of the proposed method with
different PT lengths (NN,).

aging the PT feature of OFDM signals. Two different types of self-interference
signals (with or without a PT structure) are taken into account when analyzing
the sensing performance of the proposed methods. We obtained the closed-form
expressions of the probability of miss detection and false alarm of the presented
approaches. Extensive simulation results demonstrated our proposed CP approach
obtains better performance than conventional CP based spectrum sensing methods
in the FD system even with self-interference and timing delay. Besides, our proposed
PT sensing method is more robust to the residual self-interference and CFO than
the conventional ones. Additionally, the proposed PT method can achieve better

sensing performance under the low SNR condition with much lower computational

complexity.



Chapter 5

Privacy Preservation for Spectrum

Access System

In addition to the sensing-based DSA, the data-based DSA has also been gaining its
popular adoption as a potential solution to improve spectrum utilization in future
wireless systems. To effectively realize the data-based DSA, users are required to
share their operational data, which risks exposing their privacy and business plans to
unintended agents. In this chapter, we propose a novel scheme to protect the private
information of IUs and honest/dishonest SUs from being revealed. The proposed
scheme aims to fully preserve users’ operational data and successfully guarantee

efficient spectrum utilization.

5.1 Introduction

Protecting users’ operating information is the core to successfully facilitate the data-
based DSAs. For that purpose, a large number of methods have been proposed, e.g.,
obfuscation methods [88-90], anonymity methods [91,92] and encryption methods
[93,94]. Although the existing work is able to protect users’ operational privacy
to a certain degree, they still face several challenging problems, e.g., protecting
users’ precise information but exposing the rough locations/directions [88-90, 92]
and greatly high complexity [93,94]. Another serious problem is that most of the

existing methods only investigate the privacy issue of honest users but fail to consider

83
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the case of dishonest users, which is however not really realistic [95].

Given the above, this chapter aims to provide practical methods to protect the
operational information of IUs and honest/dishonest SUs in data-based DSA, with
the special focus on the U.S. (i.e., Spectrum Access System, SAS). It is important
to note that, in this chapter, we don’t study the resource allocation but focus on
realizing the results of any resource allocation/auctioning frameworks (e.g., [117-
119]) while protecting users’ operational data (e.g., location, antenna heights) under

SAS architectures. Main contributions of this chapter are summarized below:

e For IUs and honest SUs, we first propose a privacy-preserving scheme by
leveraging encryption and obfuscation methods (PSEQO) to protect all users’
privacy. In PSEQ, all operations are conducted with users’ encrypted or
obfuscated data. As a result, the user’s actual operating information is only
accessible to itself, whereas other users or adversaries are not able to obtain
or infer any relevant information. Moreover, PSEO is capable of successfully

guaranteeing efficient spectrum utilization while preserving users’ privacy.

e Besides protecting users’ information, we propose a blind interference calcu-
lation scheme (BICS), the core of PSEO, to calculate the interference budget
without revealing their operational information. In comparison with the FCC’s
SAS, BICS moves interference budgeting tasks to local users and calculates it
in an offline manner (i.e., before the spectrum requesting stage). That calcu-
lated result is later reused in all future spectrum requests, which dramatically

reduces the online computing overhead of PSEQO.

e For dishonest SUs, we augment a “punishment and forgiveness” mechanism
into PSEO (namely PF-PSEO) to prevent dishonest SUs from using other
users’ information. Moreover, we account for SUs’ reputation scores (RSs) and
reputation history (RHs) [120] to evaluate SUs’ behaviors, which encourage

SUs to engage in honest activities.

e Unlike the traditional obfuscation methods, the obfuscations in our proposed

PSEO and PF-PSEO do not degrade the spectrum utilization. Besides, we
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consider four kinds of threat scenarios and tackle them using our proposed
schemes. We provide the theoretical analysis to analyze the performance of

PESO and PF-PSEO from various aspects.

The rest of this chapter is organized as follows. Section 5.2 introduces the system
model and problem formulation. In Section 5.3, we propose PSEO to protect the
privacy of IUs and honest SUs. In Section 5.4, PF-PSEQ is presented to preserve
the private data of IUs and dishonest SUs. Section 5.5 provides the quantization
of attenuation map and other discussions. The performance analysis of PSEO and
PF-PSEO are expressed in Section 5.6. We demonstrate the simulation results in

Section 5.7, followed by the conclusion in Section 5.8

5.2 System Model and Problem Formulation

In this section, we first describe the system model of spectrum sharing in the SAS
architecture. The four different privacy threats are then introduced, followed by the

overview of the Paillier Cryptosystem.

5.2.1 Spectrum Sharing in SAS Architecture

We study the spectrum sharing in the protection zone of SAS, in which the spectrum
management consists of four entities: the SAS administrator and three kinds of
users (IUs, PALs, and GAAs) [121], as shown in Fig. 5.1. The SAS adminis-
trator is the database/server which is used to collect all relevant information and
provide reliable spectrum access for SUs. IUs, which are the agencies of defense
(e.g., military radars), hold the highest priorities regarding spectrum access and
interference protection, while GAAs have the lowest rights. PALs and GAAs, which
are categorized as SUs, are usually from industry. According to FCC proposals (refer
to Subpart A-96.3 in [121]), SUs are fixed stations or networks of such stations that
transmit and receive radio communication signals at a fixed location. They may be
moved from time to time but they must turn off and re-send a report to the SAS
administrator prior to transmitting from a new location [121]. As such, we assume

SUs are semi-stationary, i.e., they are stationary during the spectrum request and
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Figure 5.1: Spectrum sharing in a SAS architecture.

spectrum leasing terms. The SAS administrator allocates a spectrum chunk to a
user based on the operational information provided by users. For that, the SAS
administrator processes multiple SUs’ requests (with grant or reject decisions) in a
sequential manner.

The process of spectrum sharing between IU ¢ and SU ¢ in a SAS Architecture
is summarized as follows [89].

1) In order to get the access of IU i’s spectrum band, SU g is required to send
its operational information to the SAS administrator, which includes its location
(xg4,Y,), operating frequency f,, antenna height hg, etc.

2) TU 4, for its interference protection, sends its operational data (including
its location (z},vy.), operating frequency f/, antenna height A}, and interference
threshold X;) to the SAS administrator to update its spectrum usage.

3) The SAS administrator first calculates the attenuation map of SAS archi-
tecture A’ using terrestrial propagation models [122]. A’ specifies the attenuation
between any two points in the area. The attenuation map is a function of location,

antenna height, and operating frequency, etc.

A= {A’ (Q?l,xQ,yl,yQahlah27f17f2)}7 (5.1)

where (z1,y1), hi, and f; denote the first point’s location, antenna height and
operating frequency, respectively. (zq,¥s), ho, and f, are the second point’s location,
antenna height and operating frequency, respectively.

Based on the received operational information from IU ¢ and SU g, the SAS
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administrator calculates the interference from SU g to IU s:
Gy = Py — A" (24,27, Yy, Yis by, B, fo: 1) (5.2)

where P, is the transmitting power of SU g. Next, the SAS administrator compares
G, with IU’s interference threshold X; and decides whether to approve SU g’s request
or not.

4) The SAS administrator sends a reply to SU g, which includes a response to
SU ¢’s request. If SU ¢ gets an approval response, it can use IU i’s spectrum band
for data communication. Otherwise, SU ¢ is not allowed to access U ’s spectrum.

As the SAS administrator receives and stores operational information from both
the IU and SU, serious threats to user’s privacy and interest are of concern. Notably,
some IUs (e.g., military radars) in FCC’s SAS are even forbidden to share any
operational information with the SAS administrator [121]. For that case, the SAS
administrator receives 1Us’ operational information or activity from the Environ-
mental Sensing Capability (ESC). However, ESC is not protected at the level of
IUs, hence it is still vulnerable to attacks, which would leak the IU’s operational
information. Therefore, the privacy threat always exists whether IUs communicate

directly with the SAS administrator or not.

5.2.2 Privacy Threats

We consider four types of threat that would compromise the user’s operational
privacy.

1) Privacy threats occurring at IU i’s side

IU ¢’s information is eavesdropped through the communication link between the
SAS administrator and IU ¢, which is the 2nd step shown in Fig. 5.2.

2) Privacy threats occurring at SU g’s side

SU ¢’s private information is compromised by eavesdroppers from communication
links between the SAS administrator and SU g (e.g., the 1st and the 4th steps in
Fig.5.2).

3) Privacy threats occurring at SAS administrator’s side
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Figure 5.2: Process of spectrum sharing between IU ¢ and SU ¢ in SAS architecture.

The SAS administrator can be attacked by adversaries and hence expose 1U’s
and/or SU’s operational information (e.g., the 3rd step in Fig.5.2), which brings
risks on the operational privacy of IU i and/or SU g. It is also possible for the SAS
administrator to steal/reveal TU i’s and/or SU ¢’s operational data. For example,
the SAS administrator could be operated by commercial parties (e.g., Google) [123].
For this kind of SAS administrator, it can faithfully execute the proposed spectrum
allocation; however, it may attempt to access users’ operational data for its own
interest.

4) Collusion attack between SAS administrator and rogue SUs

As the SAS administrator can be owned and operated by a third party, there is
a chance for them to be compromised (as high-value targets for attackers). In such
a case, the SAS administrator can collude with a rogue SU to reveal the IU’s actual
operational data. Another possibility is that an adversary attacks/eavesdrops both
the SAS administrator and the SU to obtain information from both sides to infer
the actual operational data of IUs. These two threats are referred to as a Collusion
attack in this chapter.

In the sequel, we present our proposed privacy-preserving schemes for DSA,
which leverage properties of public key cryptosystem and obfuscation methods.
According to the public key cryptosystem, any one that holds additive homomorphic
properties (details in Section 5.2.3) can be applicable to our proposed schemes. In

this chapter, we adopt the Paillier cryptosystem [124].
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5.2.3 Overview of Paillier Cryptosystem

The Paillier encryption cryptosystem consists of three main parts: key generation,
encryption, and decryption [124].

Key Generation

p and ¢ are two large prime numbers which are randomly selected, as long as they

follow the condition that

ged(pg (p—1)(¢— 1)) = 1. (5.3)

Compute n and A by
n = pq, (5.4)
A=lem(p—1,q—1). (5.5)

Then compute u using n and A,
u = (L(z* mod nQ))_lmod n, (5.6)

where z is a integer number that is randomly selected, z € Z7,, L(u)=(u — 1) /u.
The public key (for encryption) Kp is (n, z).
The secret key (for decryption) Kg is (A, u).

Encryption

Let m be the plaintext that needs to be encrypted, and Ep(m) denote the ciphertext
(encrypted from m) with the public key Kp. Ep(m), is calculated by

Ep(m) = 2™ - 7" mod n?, (5.7)

where r is a one-time random number. With the help of r, the same m with the

same public key Kp would result in different ciphertexts for each encryption process.
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Decryption

The plaintext m can be obtained from Ep(m) by
m = L[([Ep(m)]* mod n®) - u] mod n. (5.8)

From the above steps, obviously, it is impossible to decrypt the ciphertext Ep(m)
without the corresponding secret key Kg. Moreover, r can make a difference in the
process of Encryption, whereas it does not affect the Decryption process (refer to
equation (5.7) and (5.8) ). In other words, for each encryption process, one plaintext
can be encrypted to different ciphertexts using the same public key as a result of
r. However, one ciphertext can only be decrypted to one plaintext with the same

secret key.

Additive Homomorphic Properties

The additive homomorphic properties of the Paillier cryptosystem allow one to
execute additive operations (e.g., addition, subtraction and scalar multiplication
operations) on the ciphertexts, i.e., without decrypting them. In our design, this
homomorphic feature enables the interference budgeting calculation on the cipher-
text. The additive homomorphic properties are as follows.

Let Ep(my) and Ep(ms) are ciphertexts of m; and mg, respectively. The

ciphertext of (my + my) then can be calculated as:
Ep(my +my) = Ep(my) - Ep(my). (5.9)
For a constant ¢q, the ciphertext of ¢; - my is:
Ep(ci-my) = [Ep(my)]™. (5.10)

The ciphertext of m; — my can be also directly computed from Ep(m;) and

Ep(mg)
Ep(m1 — mg) = Ep(ml) . [Ep(mg)]_l. (511)

Note that the Paillier cryptosystem is only suitable for the non-negative integer

numbers. As such, we map all non-integer numbers by rounding them up to three
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digits after the decimal and multiplying all data with 10 before the encryption.
Note that, rounding up to more digits (e.g., 8 digits) can result in slightly smaller
decision error ratio than 3 digits, while it causes more computational complexity.
Additionally, under our setting and interference calculation below, m; — msy is the
only possible operation which may result in a negative number. To deal with this,

we adopt the additive property of Paillier cryptosystem, which is

Ep(mg) = Ep(62+m1—m2)

= Ep(cy) -Ep(mq) - [Ep(my)] ™, (5.12)

where ¢, is a positive integer and 0 < mgy < ¢y. Ep(c) is the cipertext of ¢y with
the public key Kp. When ms is obtained from the decryption operation, m; — mo

can be easily obtained by ms3 — ¢s.

5.3 Privacy-preserving Scheme using Encryption

and Obfuscation Methods

In this section, we first present the overview of PSEO. Then we discuss the details

of BICS that is the core of PSEO.

5.3.1 Overview of PSEO

PSEO is made up of 10 steps, as shown in Fig. 5.3, in which (K;p, K;5) and
(Ksp, Kgs) are key pairs of IU i and SU g, respectively. K;p and Kgp are public
keys, which are used to encrypt original data into the encrypted domain. Moreover,
these public keys are distributed to each part of the system. Kjg, the secret key
of IU 4, can decrypt the data encrypted with the public key K;p. Kgg, the secret
key of SU g, is used to decrypt the data encrypted with the public key Kgp. These
secret keys K¢ and Kgg are confidential information and only held by IU ¢ and SU
g, respectively.

Notably, in PSEO, IU ¢ and SU g keep their own secret keys by themselves

and do not require a third party to manage the key distribution. That makes PSEO
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Figure 5.3: Key steps of proposed PSEQO.

much more practical than the privacy-preserving schemes using public cryptosystems
which require the third party for key management (such as P2-SAS scheme in [94]).
Moreover, drawing support from obfuscation methods [92], our scheme is able to
prevent [Us’ information from being inferred, even if there is a collusion between
the SAS administrator and SUs (refer to 6th step in section 5.3.3). In addition, the
obfuscation methods can also protect SU ¢’s privacy from being revealed, even if IU
i can decrypt the SU ¢’s ciphertext that is encrypted with IU ¢’s public key (refer
to 3rd and 4th steps in section 5.3.3).

BICS is the core of PSEO that allows the interference budgeting to be calculated
locally at SUs while no specific information of IUs is required. Additionally, it
reduces the online overhead and facilitates the homomorphic operations at the
SAS administrator without requiring IUs or SUs to share/send their operational

information (i.e., referred to as the blind interference calculation method).

5.3.2 Blind Interference Calculation Scheme

In the SAS framework, the interference from SU g to IU ¢ is calculated by the
SAS administrator with operational information from both IUs and SUs. That
increases the online overhead (referring to the computational complexity during the

spectrum requesting stage) and risks leaking users’ actual operational information.
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By contrast, in BICS, the interference from SU g to IU i is calculated at SU g¢’s
side instead of SAS administrator’s side, bringing two major associated advantages.
First, the online overhead of proposed PSEO is significantly reduced, as the interfer-
ence calculation is now conducted offline before the spectrum requesting stage, which
does not occupy the resource or time in the spectrum requesting stage. Second, SU
g calculates the interference with its operational data only, without any information
from IU 4. That prevents IU ¢ and SU g from leaking their operational information
(through sharing it with each other or with the third party).

In BICS, the SAS administrator sends the attenuation map of SAS A’ to all users
before the process of spectrum request. To reduce the complexity, we introduce
a quantization method to quantize A’. We consider a service area X x Y. H
is the maximum value of antenna height. F,., and F,;, are the maximum and
minimum value of operating spectrum, respectively. F' = F},q.— Fonin is the spectrum
bandwidth in SAS. Then we quantize X, Y, F', and H into equal-size X, Y, I, and
H, grids, respectively, obtaining a quantized attenuation map A (refer to Section
5.5.1 for more details).

The quantized attenuation map A which is an eight-dimensional matrix can be

represented by

_ /
A= {A }ngYqszngqQ

= {A($1;$27y17y2a hlv h?)fla fQ)}X(?XY;XHqQXFqQ. (513)

Upon receiving A from the SAS administrator, SU ¢ determines its location in

A and obtains its eight-dimensional attenuation map A, which is

Ay =A(xg, 5, yg, 0 hy,t fgh)

= {A(xg7~T27yg)y27hgah27fgaf2>}ngquXngFqg7 (514)

where z4,9y,, hy, and f, are operational parameters of SU g. (z2, s, ha, f2) is the
operational data of a potential 1U that happens to be at location (z3,y2) with
antenna height hy and operating frequency f;. Note that the potential IU does
not necessary mean the existence of a real/physical IU. For that, the operational

information of the IU is protected (not being shared).
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SU g then calculates the interference caused by itself to the potential IU 7. Since
SU g is prohibited from accessing any IU’s operational information, it assumes IU ¢

would be located in any grid in A,. The interference map of SU g is calculated by

Gg = {G (xga 3ayg>:7hg7:7fg7 :)}ngY,fogXFqQ
= P,—A,

= Pg_A(zg7:7yg7:vhgazafga:)> (515)

where P, is the transmitting power of SU g.

BICS is capable of preserving the operational privacy of all users. This is because
under BICS, each SU does not need to know the operational information of any ITU
(e.g., IU’s physical locations). Instead, the SU assumes that an IU can be located
in any grid. Then the interference from the SU to the IU (any grid) is completed at
the SU’s side before the spectrum requesting stage, only using the SU’s operational
information. In other words, only the SU is involved in the process of the interference
calculation using its own operational information, without any participation from
other parties, e.g., IUs or the SAS administrator. Therefore, neither the IU nor
SU have to share their operational information. The BICS can thus protect users’

operational privacy.

5.3.3 Details of PSEO

The main steps of PSEO are presented as follows.

1) In order to apply IU i’s spectrum bands, SU g first encrypts its interference
map G, (which is calculated through the above BICS) with the IU ¢’s public key
Kip and obtains the ciphertext Ek,, [Gg], which is

G, — s By, [G,], (5.16)

encryption

where encryption denotes the encryption process discussed in Section 5.2.3. SU ¢
then sends Ek,, [G,] to the SAS administrator.
2) 1U ¢ determines the interference threshold map based on its operational

information. If the operational information of IU i is (7, y., ki, f!), the corresponding
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quantized interference threshold map is

Xi = {X (:737'27 37%,‘7 :7 h;v :a fi/)}XgXYqQXH(?Xqu

- {X (xlax;7y17y§7hl)h;7f17fi,)}ngyqszngqm (517)

where (z1,y1, h1, f1) is the operational data of a potential SU. Notably, if there are
more than one IU’s threshold values in one grid, the smallest value should be selected
as the new threshold for that gird. IU ¢ encrypts X; using its public key K;p and
obtains E,,[X;] by

X; L EKIP [Xz} . (518)

encryption

Upon obtaining Ek,, [Xz}, IU ¢ sends Ekg,, [X,} to the SAS administrator to
update its spectrum usage.

3) The SAS administrator compares Fr,, [XJ and Eg,, [Gg] without decrypting
them, by

EKIP[BQ] = Erxyp [C + X — Gg}

— Eyx,,[C] -EKIP[XZ»][EKIP[GQ}] - (5.19)

where Ey,, [B,] is the interference budget in the ciphertext domain. Eg,,[C] is
the ciphertext of C with the public key K;p. C is a positive integer matrix, which
has the same dimensions with X;. As mentioned above, C is used to ensure that
B, is a positive integer matrix, which guarantees Fy,, [Bg} is valid. Notably, C is
randomly generated and kept by the SAS administrator only.

4) Since U i is the only part that holds the secret key Kjg, the SAS administrator
sends Ef,, [Bg] to IU 7 to obtain the decrypted value of Fk,, [Bg]. However, this
process would risk the operational information of SU g being exposed to IU ¢, which
is contrary to the goal of PSEO. In order to solve this problem, we recruit the

following obfuscation methods before sending E,, [By] to IU i:

=B [B,]] (5.20)
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and

EKIP [C] = EKIP [Cg'C]

= [Bx., [CHC‘Q’, (5.21)

where c3 is a positive integer generated by the SAS administrator randomly. Notably,
c3 does not degrade the spectrum utilization, which will be discussed in Section 5.5.3.
After obtaining Fy,, [C'] and Ek,, [Blg}, the SAS administrator sends them to IU
¢ to be decrypted.

5) IU ¢ decrypts Ek,, [B;] and Eg,, [C/} with the secret key Kjg, by

Ek,,[B)] —% - B! (5.22)

)
decryption 9

Bk, [C] —2— C, (5.23)

decryption

where decryption denotes the decryption process discussed in Section 5.2.3. Then
IU i obtains the interference calculation result R) by R}, = B; — C', which is an
eight-dimensional matrix. IU i compares the value of each grid in R;, with 0. If all
numbers in R} are positive, which means the interference caused by SU g is lower
than IU ¢’s interference threshold, IU ¢ generates a decision "YES’. Otherwise, IU i
generates a decision ‘NO’.

6) In order to preserve its operational privacy, IU i obfuscates R’g by

R, = - R,

g’

(5.24)

where ¢, is a positive integer which is randomly generated by IU i. Note that, like
c3, thanks to our design, ¢4 doesn’t impact the spectrum utilization (refer to Section

5.5.3). Then IU ¢ encrypts R, with SU g’s public key Kgp by

R, —= s Er.,[Ry]. (5.25)

encryption

IU i sends Ek,,[R,] and decision "YES/NO’ to the SAS administrator.
7) The SAS administrator updates interference threshold budget Ex,, [X;] based
on 'YES/NQO’. If the SAS administrator receives 'NO’, it will reject SU ¢’s request
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and not update Ef,, [XZ] Otherwise, it will approve SU g¢’s request and update
Ex,p | Xi] by

Eg,p | Xi] <— Ek,.[By]. (5.26)

8) The SAS administrator generates a signature D, that includes the request
decision and encrypts it with the public key of SU ¢, which is denoted as Ek, [Dg] .
The SAS administrator sends Eyg, [R,] and Ex,,[D,] to SU g.

9) SU g decrypts Exg, [Ry] and Ef,,[D,] using its Kgg by

Ekep [Dy] —25 D,, (5.27)

decryption
Ero[Ry] == R, (5.28)

D, is used to inform the request decision to SU g. Moreover, since it is generated
using some digital signature techniques, it can identify SU ¢’s identity and prevent
the spoofing attack. R, is used to guarantee the validity of the decision D, (to SU g’s
request). This can be seen as a second layer of protection (e.g., Cyclic Redundancy
Check, CRC, and checksum) for the message D, from any kind of attack that may
corrupt/flip the “YES” or “NO” decision in D,. Specifically, D, is regarded as a valid
decision if all the numbers in R, are positive and D, is "YES’ or at least one number
in R, is non-positive and D, is 'NO’. For all the other cases, the request decision
is marked as invalid, and SU ¢ will report it to the SAS administrator. Moreover,
R, (achieved from equation (5.24)) is the obfuscated interference calculation result
that does not reveal the user’s actual operational data, so SU g cannot infer the IU
i’s actual operational information with R,.

10) SU g sends a confirmation message to the SAS administrator to confirm
its received response. If the value of each grid in R, is positive and the request
is approved by the SAS administrator, SU g will generate a positive confirmation
message Vy,. Otherwise, SU g will generate a negative confirmation message V.
Then SU g sends back Vg, or Vg, to the SAS administrator to verify its received
decision. If the SAS administrator receives Vi, it will complete the request stage
of SU ¢ and turn to another SU’s request. Otherwise, the SAS administrator will

re-process the request from this SU.
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Summary 1: Key Steps of PSEO

1SU g¢: sends Ek,,[G,] to SAS admin.

G, 2 Ex,, [Gy]

encry

21U i sends Eg,, [X;] to SAS admin.

3 SAS admin:  calculates Eg,, [B,].
Ek,»[Bg] = Bk, [C+ Xi — G|
4 SAS admin: sends Fk,, [B;}] and Eg, . [C/] to IU ¢

Bic,o[B,) = [Brn[B]] ", Freip[C] = [P, [C]]”

51U 4: calculates Ry
’ K ’ ’ K ’
EKIP [Bg] declfy Bg’ EKIP [Cg} decI:g Cg

ng = Bg — Cg

determines the property of all numbers in R’g
if all numbers are positive
generates “YES”
else
generates “NO”
end
6 IU i sends “YES/NO” and Ek,, [R,] to SAS admin
R,=ci-R,. R, % Exep[Ry]
7 SAS admin: updates Ex,, [Xz]
if receives “YES”
approve SU g¢’s request and
update Eg,, [XJ by EKIP[BQ]
else
reject SU g¢’s request and
do not update Fg,, [Xl]

end

8 SAS admin: sends Egg, [Ry] and Ex, [Dy] to SU g
D, ;ij—:y) Exsp [Dg]

9 SU g: verifies Ry and Dy
Exsp [Ry] % Ry, Exp [Dy] % D,

10 SU g: sends a confirmation message to SAS admin.




5.4 Dealing with Dishonest SUs: Punishment and Forgiveness Mechanism 99

Based on all the steps described above, users’ actual information is only kept
by themselves through the whole process of PSEO, hence, their operational privacy
can be protected. The summary of key steps for PSEO is listed in Summary 1, in
which “SAS admin” denotes the SAS administrator.

5.4 Dealing with Dishonest SUs: Punishment and
Forgiveness Mechanism

In this section, we investigate the operational privacy issue of IUs and dishonest
SUs. Since IUs are usually the agents of defense (e.g., military radars), it is
quite reasonable to assume that they are trustworthy. By contrast, SUs, which are
commercial organizations may behave dishonestly/greedily for their own benefit. As
noted in Section 5.1, existing privacy-preserving schemes are proposed mainly relying
on the assumption of honest SUs, hence, their performance would be dramatically
degraded, suffering from dishonest SUs.

To deal with greedy /dishonest SUs, we propose the “punishment and forgiveness”
cooperating with PSEO, namely PF-PSEQO, which is able to effectively deal with
two types of dishonest SUs: the SUs who provide an invalid identity number (IDN)
and the SUs who provide a valid IDN but proceed to report lower transmit power
values than they actually plan to use, referred to as greedy SUs. For the first
type of SUs, PF-PSEO can detect their dishonest behaviors utilizing our proposed
“Authentication of SU” and ask them to send valid IDNs. For the second type
of SUs, i.e., the greedy SUs, PF-PSEO can punish them (when they are found
to be dishonest) using our “Punishment and Forgiveness (PF)” scheme and hence
consequently encourage them to comply with what they report.

The objective of PF in PF-PSEO is to punish the greedy SUs by rejecting their
requests, which reduces their spectrum access opportunities. However, PF also
forgives greedy SUs who received the punishment (i.e., they were rejected previously)
by giving them spectrum access opportunities during the future requests. It is
worth noting that after a finite times of being dishonest (i.e., a threshold), the

greedy SUs’ requests will never be granted even if they behave honestly. In other



100 Chapter 5. Privacy Preservation for Spectrum Access System

Initialization of PF-PSEO
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Figure 5.4: Dealing with greedy/dishonest SUs in PF-PSEO.

words, our proposed framework only tolerates a given number of dishonest times.
All greedy SUs that exceed this threshold will be banned forever from accessing
the spectrum from SAS. That helps eliminate greedy/dishonest SUs/behaviors and
“softly” enforce SUs to report the true information and behave in accordance with
their reported/request information (to be able to access shared spectrum). In the
following section, we will specifically illustrate how PF-PSEO can effectively deal
with the two types of dishonest SUs, as shown in Fig. 5.4. .
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5.4.1 Initialization of PF-PSEO

In order to implement PF-PSEQO, the SAS administrator first generates each SU’s
identity number (IDN) and the IDN key pair (i.e., the IDN public key and the IDN
secret key). The IDN key pair is used to verify the SU’s IDN to prevent the SU from
using other users’ IDNs. The SAS administrator distributes the IDN and the IDN
public key to the corresponding SU, and keeps the IDN secret key to itself. Note
that the IDN is a positive integer for the purpose of encryption. For each SU, it can
only access its own IDN and IDN public key. Let NN, denote the SU ¢’s IDN, and
(K, Ki%) denote its IDN key pair, where K%, is the IDN public key of SU g, K,

is the corresponding IDN secret key (kept by the SAS administrator only).

5.4.2 Authentication of SU: Detecting SUs with False ID

In this subsection, we develop an authentication scheme to prevent SUs from sending
other users’ IDNs during spectrum requesting periods. The SU ¢’s spectrum request
sent to the SAS administrator consists of three parts: its own IDN Ny, Eya [Ny]
and Ey,,|G,]. N, and Eja [Ny] are used to verify SU g¢’s authenticity. Eyqa [N]
is the ciphertext of N, using the IDN public key K&, which is

Kid
Ny —=22— Eyia [Ny). (5.29)
encryption SP

Upon receiving Ny and E Kid, [N,], the SAS administrator verifies SU ¢’s authen-
ticity. Specifically, the SAS administrator searches for the IDN secret key stored in
its memory with the IDN Ny, and uses that IDN secret key to decrypt Kid, [N,] by

id
KSS

Epi, [N] N,. (5.30)

decryption

The SAS administrator then verifies SU ¢’s authenticity by comparing Ng and
Ng4, which has two results:

]\79 # Ny this means SU g did not send its actual IDN to the SAS administrator,
then the SAS administrator will ask SU ¢ to re-send its IDN.

N, = N,: this means SU ¢ sent its own IDN, then the SAS administrator will

continue to process SU g¢’s request. Note that the SU ¢ cannot be approved to
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proceed to the next steps of PF-PSEO (e.g., the steps in PF scheme) until providing
its true IDN.

5.4.3 Punishing, Forgiving, and Banning Greedy SUs

In our PF scheme, we use 7, to denote the number of times that SU g has been
dishonest, referred to as the reputation history (RH). 7, referred to as the reputation
score (RS), reflects the honesty of SU ¢’s behavior during the last data transmission:
ng = +1 (ny = —1) if SU ¢ behaved honestly (dishonestly). Both ~, and 7, are first
generated (then kept track of) by the SAS administrator with initial values of 0 and
+1, respectively. If a SU g is found to be honest, the SAS administrator will not
change the values of v, and 7,. If not, the SAS administrator will update 7, as —1,
which means SU g¢’s next request will be rejected. The value of ~, is then added
by +1. If 44 reaches the honesty threshold, 3, SU g will be classified as a regularly
dishonest user.

Upon receiving a request from the SU ¢, the SAS administrator first checks the
value of ~, to verify whether SU ¢ is a regularly dishonest user, which has two

potential cases.

Case A

vg = [, meaning that SU g is regarded as a regularly dishonest user. In that case,
SU ¢’s request will be rejected. Moreover, as a regularly dishonest user, SU g¢’s
future requests will never be granted even if it behaves honestly in the future (i.e.,
no forgiveness). The values of v, and n, will not be updated, and the user is forever

banned from obtaining the shared spectrum.

Case B

vg < B, which means SU ¢ is not a regularly dishonest user. Then the SAS
administrator checks the value of 7, to verify the honesty of SU g’s behavior during
the last data transmission.

ng = —1: ie., SU g¢’s behavior did not abide by its report during the last
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transmission experience (e.g., reporting a lower transmitting power than its actual
one), the SAS administrator will jump to the punishment stage that denies SU g’s
request directly. After that, the SAS administrator will update n, from —1 to +1,
which is called forgiveness. Moreover, the SAS administrator does not update .

ng = +1: ie., SU g’s behavior complied with its report during the last data
transmission, then the SAS administrator will continue to process SU ¢’s request,
which are the 3 — 10 steps of PSEO in Section 5.3.3. The values of 7, and n, will be
updated depending on the outcome of SU ¢’s request and its behavior. Specifically,
if SU ¢’s request is denied by the SAS administrator, the SAS administrator will
keep the values of v, and 7, unchanged. If SU g¢’s request is approved, 7, and 7,
will be updated as aforementioned (depending on if its transmission complies with
its reported information or not).

Note that although the SAS administrator does not receive the unencrypted data
from SUs, it can still find out if a granted SU complies with its requested values or
not. Specifically, the government agency (e.g., FCC or NTIA [125]) monitors SUs
behavior during the data transmission period (to find out greedy behaviors) using
the spectrum monitoring and signal analysis techniques [126]. Interested readers are
also referred to [127] and [128] for similar spectrum monitoring approaches. Then
the agency generates an interference map of this SU using the observed data and
attenuation map (public knowledge). Next, the agency encrypts this map using
the TU’s public key before sending it to the SAS administrator. Upon receiving
the ciphertext from the agency, the SAS administrator calculates a subtraction in
the ciphertext domain, by subtracting it from the ciphertext data reported by the
SU in the spectrum requesting period. After that, the SAS administrator sends
the calculated result to the IU to verify the honesty of the SU. The IU decrypts
the received result and checks its value: If all values are non-negative which means
the actual operating value is no more than the SU’s requested value, the TU will
report to the SAS administrator that the SU is honest during its data transmission.

Otherwise, the IU will report to the SAS administrator that the SU is dishonest.
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5.5 Quantization of Attenuation Map and Discus-
sion

In this section, we first focus on the quantization of the attenuation map. We then
discuss the effect of the quantization selection on the attenuation map, followed by

the effect of obfuscating factors on the spectrum utilization.

5.5.1 Quantization of Attenuation Map

The quantization process aims to partition the attenuation map into N grids to
reduce the online complexity. For PSEO and PF-PSEQ, the size of each grid in the
quantized attenuation map A dramatically affects the precision of the attenuation
value in each grid and the computational complexity. The smaller grid size, the
higher precision of the attenuation map, hence the fewer decision errors made by
the SAS administrator. However, that comes at the extra cost of the overhead
computation. Similar to the scheme in [94], to optimize the balance between the
precision of attenuation value and the computational complexity, we formulate the
following optimization problem that aims to find the optimal quantization tuple:

minimize  E,(X,,Y,, Hy, F,)
Xq,Yq,Hy,Fy

subject to cost(X,,Y,, H,, F,) < C,
X, €{2,3,..., Xn},
Y, €4{2,3,....Yn},
H,€{2,3,...Hy},

F,€{2,3,..,Fy}, (5.31)

where E,(-) indicates the decision error made by the SAS administrator. We adopt
three types of metrics to measure E,.(-): the positive decision error (PDE), the
negative decision error (NDE), and the total decision error (TDE). PDE occurs
when the SU’s request should have been denied by the SAS administrator, but gets
an approval response. NDE denotes the case that the SAS administrator makes a

denial decision to the SU’s request that should have been approved. TDE is the total
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number of PDE and NDE, which is the number of all incorrect requests decisions.
cost(-) is the cost function which denotes the computational complexity of each
request period. That refers to the total number of online operations (as in Table
5.1) or online processing time for each SU’s request, which is proportional to the
total number of grids. Xy, Yy, Fy, and Hy are maximum quantization numbers
for X, Y, F, and H, respectively. C,, is the computational complexity (cost) limit
that depends on specific requirements in different scenarios.

The maximum quantization levels Xy, Yy, Fy, and Hy are selected based on
specific requirements of performance in different scenarios, e.g., the balance between
the accuracy of spectrum allocation and the computational complexity. For instance,
the quantization tuple (50, 50, 20, and 20) may provide a very high level of accuracy
at the expense of high computational complexity (refer to Table 5.4). Thus, that
tuple can be selected as the maximum boundary of the optimization variables for
scenarios that can tolerate a higher error ratio. For the above integer programming,
we apply the branch and bound method [129] to solve it. Since this optimization
procedure is completed offline by the SAS administrator, it does not increase the
online overhead of PSEO during all the later spectrum requests.

Note that each grid generated from equation (5.31) involves original attenuation
values, referring to the attenuation values calculated by the SAS administrator using
the terrain data. These data are sent to all users in the system before the stage of
the spectrum requesting period. We provide three different methods to estimate the
attenuation value for each grid, which are Maximum value, Minimum value, and
Average value estimation methods.

The Maximum value estimation method can be expressed as
A= maX(Al, A? ...AL), (5.32)

where A, A%, ... AL are original attenuation values in one grid area. L means the total
number of the original attenuation values in the grid. Obviously, this estimation
method selects the maximum value from L values as the value of the grid.

For the Minimum value estimation method, the attenuation value for each grid
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is the minimum value in that gird, which is
A=min(A4", 4% .. A"). (5.33)

In terms of the Average value estimation method, the attenuation value of each

grid is the average of all the original values in that grid, which is

L
1
A==>"A (5.34)
=1

el

These three estimation methods would result in different impacts on actual
attenuation values. For example, “Maximum value” estimation method would cause
over-estimation of attenuation values, and “Minimum value” would lead to under-
estimation of actual attenuation values. Different estimation methods can be select-

ed according to various specific requirements in different scenarios.

5.5.2 Effect of Quantization Selection on Attenuation Map

To illustrate the effect of the quantization selection on the attenuation map under
different scenarios (e.g., different antenna heights), we provide Fig. 5.5. Different
colours in each subfigure indicate the various attenuation values from the user to
the corresponding locations, which vary in a range of 100 — 180dB, as shown in
the color bar. The subfigures in Fig. 5.5 show the attenuation map of the same
user with different quantization tuples and antenna heights. Specifically, the user’s
antenna heights in both Fig. 5.5(a) and Fig. 5.5(b) are 6 m, but quantization tuples
are (40,40,10,10) and (20,20, 6,6), respectively. For Fig. 5.5(c) and Fig. 5.5(d),
the antenna heights are 60 m, while the quantization tuples are (40,40, 10, 10) and
(20,20, 6, 6), respectively.

It is clear that the effect of quantization on the attenuation maps varies with
different antenna heights. As can be seen in Fig. 5.5(a) and Fig. 5.5(b), when the
antenna height is 6m, decreasing the number of quantization grids (e.g., increasing
the grid size) would lose a lot of details in the attenuation map. In this case, there
will be a big error between the actual attenuation value and the estimated one, which
degrades the accuracy of the proposed schemes. However, when the antenna height is

60m, as shown in Fig. 5.5(c) and Fig. 5.5(d), less details in the attenuation map are
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Figure 5.5: Effect of quantization selection (or grid size) on the attenuation map
varies with different antenna heights. (a) User’s antenna height is 6m, quantization
tuple (40, 40, 10, 10); (b) User’s antenna height is 6m with quantization tuple (20,
20, 6, 6); (c) User’s antenna height is 60m with quantization tuple (40, 40, 10, 10);
(d) User’s antenna height is 60m with quantization tuple (20, 20, 6, 6).

lost when decreasing the number of quantization grids, resulting in less degradation
of the performance of proposed schemes. Therefore, in different scenarios, the effect
of the quantization method on the attenuation maps varies, leading to different

effects on the performance of the proposed schemes.

5.5.3 Effect of c3 and c; on Spectrum Utilization

As discussed in Section 5.3.3, the obfuscating factors, i.e., c3 and ¢4, are used
to obfuscate users’ actual private information, which can protect the operational
privacy. Notably, unlike the conventional obfuscation methods (e.g., [92]), in our
method, using obfuscation factors does not degrade the spectrum utilization.

For the conventional obfuscation methods (e.g., [92]), the obfuscating parameters
are added to the user’s actual data to preserve the user’s actual operational infor-
mation. The spectrum decisions are hence made based on the obfuscated values,
leading to degradation of the spectrum utilization.

By contrast, for our proposed schemes, the spectrum decision “YES/NO’ (as
described above) is made by counting the number of positive and negative terms,
instead of the specific value of each term. Moreover, the obfuscating parameters c3
and ¢4 that are positive integers, used to multiply the numbers, do not change the

positiveness/negativeness property of numbers. Therefore, the obfuscation does not
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degrade the spectrum utilization in our proposed schemes.

5.6 Performance Analysis of PSEO and PF-PSEO

5.6.1 Privacy Analysis of PSEO and PF-PSEO

In this subsection, we analyze the privacy performance of proposed PSEO and PF-
PSEO. Notably, PSEO and PF-PSEOQO achieve the same performance according to
privacy-preserving. That is because these two schemes leverage the same BICS with
similar obfuscation methods and additive homomorphic properties of the Paillier
cryptosystem to preserve users’ privacy. Therefore, we only analyze the privacy
performance of PSEQ.

Theorem 1 PESO is capable of protecting IUs” and SUs’ operational privacy
from the first three privacy threats described in Section 5.2.2.

Proof: We take the Privacy threat 3) in Section 5.2.2 as a study case to prove
this theorem. For the other two privacy threats, similar conclusions can be easily ob-
tained. If an adversary is able to eavesdrop the ciphertext of IU or SU, it will attempt
to decrypt the ciphertext to access user’s actual operational information. According
to the semantically secure Paillier cryptosystem, it is impossible to decrypt the
ciphertext correctly unless with the corresponding secret key [124]. However, as
the secret keys are only kept by their owners (i.e., IUs or SUs), the adversary is
not able to access neither the IU’s nor the SU’s secret key. The probability of
generating the correct secret key is 1/2%, where K is the bit length of the secret
key which is usually a large number. For instance, in this paper K = 2048, then the
probability for the SAS administrator to get the correct key is only 1/220%8. As a
result, the adversary cannot infer any actual operational information from the user’s
ciphertext. Similarly, even if the SAS administrator obtains the ciphertexts of TU
or SU, it cannot infer any relevant information about the IU or SU. B

As mentioned in the fourth type of attack, rogue SUs and a compromised SAS
administrator may attempt to collude to reveal/obtain IUs’ operational information.
We have the following theorem.

Theorem 2 PSEO is able to protect IU’s operational information under a
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collusion attack.

Proof: Throughout all the steps in PSEO above, if there is a collusion between
the SU and the SAS administrator, the SAS administrator or the SU may obtain R,
by decrypting Ex,, [R,] (refer to equation (5.28)). Note that R, is the obfuscated
value of the interference budget R that is calculated with IU’s and the SU’s
operational information. Thus, the IU’s precise operational information can be
revealed as long as Rj, is known. However, neither the SAS administrator nor the
SU is able to access the actual value of R}, because the obfuscating factor ¢, is only
accessible to the IU. As a result, the IU’s precise operational privacy is preserved even
if the SAS administrator colludes with the SU. Similarly, if an adversary successfully
eavesdrops information from the SAS administrator and the SU, it is unable to infer
any precise operational information about the IU without the obfuscating factor ¢,
(known only by the IU).

Additionally, neither the SAS administrator nor SU g can infer IU i’s operational
information (e.g., location) based on the positiveness/negativeness of numbers/grids
in Ry, even in an extreme case with only one negative grid. In other words,
if the value of a grid is negative in R,, it does not necessarily imply that the
IU is located in this grid or nearby grids. This is because in addition to the
distance, various complex parameters (e.g., terrain, antenna height) are taken into
account when calculating the radio attenuation map. Consequently, the interference
map G, and the interference threshold map X, are not monotonically increasing
with distance/location from the SU ¢ and IU ¢, respectively (refer to Fig. 5.5).
We can completely remove the correlation between the positiveness/negativeness
of numbers/grids in R, and the IU’s location by randomly rearranging all the
elements in Ex,, [Ry] (refer to the 6th step in PSEO) (other users’ precise operating
information is protected via the obfuscation procedure). B

Notably, the P2-SAS scheme proposed in [94] is vulnerable to the collusion
attack. When the SAS administrator and the key distributor (e.g., introduced
in [94]) collude, the IUs’ information can be decrypted. Even if the two entities
do not collude, attackers can attempt each of the two separately then obtain the

necessary information that allows them to interpret the operational data of IUs.
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Theorem 3 Under PSEQO, SUs’ operating information is protected from the TU
(as long as the IU does not collude with the SAS administrator).

Proof: Throughout all PSEQ’s steps, step 4 is the only potential one during
which the IU can infer the SU’s operational information. According to equation
(5.19), IU ¢ can infer SU g’s actual information B, if it gets access to G,. To deal
with it, a positive number ¢; (in equation (5.20) and (5.21)), which is randomly
generated by the SAS administrator, is used to obfuscate the actual information
of B,. Since there is no collusion between the SAS administrator and IU ¢, IU ¢
is not able to get c3. As a result, after the decryption process, IU i would only
obtain the obfuscated data B instead of B,. Note that, similar to Theorem 2,
IU i cannot infer SU ¢’s operational information (e.g., location) using the positive-
ness/negativeness property of numbers in Bf. Another easy option to protect the
SU’s location is that the SAS administrator randomly rearranges all the elements
in Ex,,[C'] and Ek,,[B,] (following the same arrangement rule) before sending
Ek,,[B,] and Ex,,[C'] to IU (refer to the 4th step in PSEO). B

From the above, we note that if the IU and the SAS administrator collude,

’

g

the SU’s operational privacy would be compromised (e.g., refer to the 4th step of
PSEOQ). That is the weakness of PSEO, which is also our future work. However, in
practice, IUs are often the agencies of defense (e.g., military radars) that are highly-
trusted and most-protected components. The chance for IUs to be compromised or

to collude with the SAS server is negligibly small.

5.6.2 Complexity Analysis of PSEO and PF-PSEO

In this subsection, we analyze the complexity of the proposed schemes that involve
the online overhead and the offline complexity. As aforementioned, the online
overhead refers to the computational complexity during the spectrum requesting
stage. The offline complexity refers to the computational complexity before the
spectrum requesting stage.

We emphasize that under SAS and all existing work (e.g.,P2-SAS scheme in [94]),
the interference map has to be computed for every SU’s request (even when the SU

does not move or the topology does not change). This is because the interference
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Table 5.1: Total complexity per SU’s request.

Operation Proposed PSEO | Proposed PF-PSEO | P2-SAS scheme
Offline | Subtractions N/Npg N/Ng None
Encryptions (AN +1) (4N +2) (8N +1)
Decryptions (3N +1) (B3N +2) (2N +1)
Online Hom Add N N 4N
Hom Sub N N 4N
Hom S-Mul 2N 2N 4N

map is part of the interference budgeting at each IU, and this budget may change
(e.g., a request from other SUs is granted) even if the SU or the topology does
not change (related to the interference map). This is a shortcoming of P2-SAS
scheme in [94] as well as all other SAS-based frameworks. We observe this problem
and propose our approach in which we separate the interference map calculation
(above referred to as the offline overhead /complexity) from the interference budget
update/calculation (the online overhead) so that the interference map does not have
to be updated as frequently as the IU interference budgeting. Note that the offline
complexity under PSEO and PF-SEQO is only required once for every single SU and
the map will be reused for all the future spectrum requests from that SU (i.e., well
amortized by all future spectrum requests). Thus, the total complexity under our
model is significantly reduced.

Table 5.1 shows the total complexity for each SU’s request. In this table,
N is the total number of grids. “Hom Add”, “Hom Sub” and “Hom S-Mul”
denote the homomorphic additions, homomorphic subtractions and homomorphic
scalar multiplications, respectively. Regarding the offline overhead, since only N
subtraction operations (one for each grid) in the plaintext domain are conducted
(refer to the equation (5.15)), as shown in Table 5.1, for proposed PSEO and PF-
PSEO, the average number of subtractions (i.e., the offline overhead) per SU’s
request is N/Np (Np is the number of all future requests of this SU). That is
negligible (especially when Np is a very large number).

For the online overhead, since the homomorphic operations (such as encryption,

decryption, homomorphic additions, homomorphic subtractions, and homomorphic
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scalar multiplications) are very much computationally demanding, we use the num-
ber of these operations as metrics. Unlike PSEO and PF-PSEQO, P2-SAS scheme
in [94] conducts all interference calculations in the ciphertext domain during the
spectrum requesting stage which more than doubles the online overhead, as seen
in the Table 5.1. For the case of multiple IUs that use different public keys, the
requesting SU encrypts its interference map using all IUs’ public keys (so that any
IU can decrypt it). However, in practice, multiple or even all IUs (e.g., military
radars from the Department of Defense, DoD) may share the same public key, e.g.,
P2-SAS scheme in [94]. Thus, the complexity scaling with the number of IUs in
this case is practically marginal. We take PSEO as an example to demonstrate how

these homomorphic operations above are counted:

e At the 1st and the 2nd steps in PSEQO, the SU and the IU encrypt their own

operational information, requiring 2/N' times of encryption.

e At the 3rd step, the SAS administrator calculates the interference budget in the

ciphertext domain, incurring N times of encryption, addition and subtraction.

e At the 4th step, the SAS administrator obfuscates the interference budget,

resulting in 2N times of scalar multiplication.

e At the 5th step, the IU decrypts the received information with 2/N times of

decryption.

e At the 6th step, the IU encrypts the obfuscated calculation with N times of

encryption.

e At the 9 step, the SAS administrator encrypts the request decision, requiring

1 time of encryption.

e At the 10th step, the SU decrypts the received information, requiring (N + 1)

times of decryption.

Therefore, the numbers of encryption, decryption, addition, subtraction, and
scalar multiplication of PSEO for processing each SU’s request are (4N+1), (3N+1),
N, N, and (2N), respectively.
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It is similarly straightforward to compute the online overhead of PF-PSEO or
P2-SAS scheme in [94]. Notably, for PF-PSEQ, in addition to the operations above,
its online overhead also includes one encryption and one decryption operation,
which occur at the stage of “Authentication of SU”. It is clear that the number
of homomorphic operations of PSEO or PF-PSEO is much smaller than those in
P2-SAS scheme, making the computation time of PSEO or PF-PSEO more than
50% faster than that in P?-SAS scheme. For instance, if N = 40 x 40 x 12 x 8,
the total numbers of encryptions, online homomorphic additions, homomorphic
subtractions, and homomorphic scalar multiplications for P?-SAS scheme in [94]
are 1.2288 x 10°, 6.144 x 10%, 6.144 x 10°, and 6.144 x 10°, respectively. By contrast,
those numbers for our proposed schemes are only about 6.144 x 10°, 1.536 x 10°,
1.536 x 10° and 3.072 x 10°, respectively. Note that, IUs and SUs under SAS
are usually military radar systems and base stations, respectively [121], thus they
have relatively strong computing capability and power to effectively facilitate those
encryption and decryption operations. The experiment results are shown in Section

5.7.3.

5.6.3 PSEO and PF-PSEO with Coexistence of Multiple
SASs

In practice, there may be multiple SASs which work in parallel to provide a nation-
wide spectrum sharing service. For the case that SU a in SAS A wants to request
the spectrum band of IU b in SAS B, the proposed PSEO and PF-PSEO are also
capable of protecting users’ operational privacy. Specifically, for the systems with
multiple SASs, the operating frequency range of each SAS is broadcast, i.e., public
knowledge, available for all SAS administrators and users [130]. Thus, SU a knows
that its requesting frequency falls in the frequency range of SAS B, but it does not
know which IU owns the spectrum nor IU’s bandwidth. As such, SU a encrypts its
interference map using all IUs’ public keys in SAS B before sending the encrypted
data (together with the unencrypted information guiding SAS A to forward the
request to SAS B) to SAS administrator A. Then SAS administrator A forwards
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the encrypted data to SAS administrator B for processing SU a’s request. Note
that SU a would not be able to send the request directly to SAS B as SUs can only
talk to its administering SAS [130]. After that, SAS administrator B will process
SU a’s encrypted request, following the steps 2 — 7 of our proposed PSEO. After the
decision of SU a’s request is made, SAS administrator B sends it to SU a via SAS
administrator A. Then SU a verifies the request decision and sends a confirmation
to SAS administrator B via SAS administrator A.

It is worth noting that for multiple SAS coexistence, SAS administrators do not
need to exchange interference thresholds of IUs with each other. This is because
each IU is administered by only one SAS who solely manages the IU’s interference
budget/threshold. Each SAS administrator updates the interference thresholds of
IUs under its management based on the decision for each SU’s request, and keeps
the threshold to itself. All SUs’ requests to this IU are processed solely by the IU’s

SAS, not any other one.

5.7 Simulation Results

We deploy a protection zone of SAS in a 20 km by 20 km rectangular area. We experi-
ment the computation task using parallelization implementation on four distributed
desktops with Intel XeonE5 — 2690 and 64GB RAM. The Paillier cryptosystem
is constructed based on the GMP library [131]. The radio propagation model in
this chapter is the Longley-Rice (I-R) model [132] that takes multiple parameters
into account when calculating the attenuation value, such as locations, operating
frequencies, polarization, terrain data, etc, and we generate it using SPLAT! [133].
The attenuation value is calculated using the real terrain data in Washington D.C.
from SRTM3 [134]. The simulation results are averaged over 2000 independent
runs. In each run, the user’s operational information (e.g., users’ locations, antenna
heights, transmitting powers, etc) is uniformly distributed within the corresponding
ranges. Take the user’s antenna height as an instance, each user’s antenna height is
uniformly distributed between 1 ~ 60 m. The relevant height of the user’s antenna to

the average terrain, e.g., the height above average terrain (HAAT), is also different,
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Table 5.2: Simulation Parameters.

Number of IUs 20
Number of SUs 1500
Value of X 20 km
Value of Y 20 km
Value of H 60 m
Bandwidth of each SU 10MHz
Frequency band F 3.55 ~ 3.65 GHz
Transmitting power of each SU | —40 ~ —20dBm
Sensitive interference threshold | -80 ~ -120 dBm

depending on the user’s specific locations. Other important simulation parameters
are in Table. 5.2 [106]. Besides, we select the number of grids by applying equation
(5.31). Specifically, we use three different types of metrics to measure the objective
function, Er(.): PDE, NDE and TDE, for achieving optimal grids. Moreover, we
apply three estimation methods to obtain the estimated values of grids (refer to
equations (5.32)-(5.34)). Consequently, we can obtain 9 groups of optimal grids
considering the different combinations of Er(.) and estimation methods. We select
three groups of grids in this section to evaluate the performance of proposed schemes.

To evaluate the level of greediness of each greedy SU, we introduce a parameter

a, which is
oa=— (5.35)

where G, is the reported interference in the SU’s request, (G, is the actual interference
caused by that SU. 0 < a < 1. If a« = 1, the SU’s behavior conforms to its report,
i.e., the SU is honest, otherwise, the SU is dishonest.

We evaluate the performance of the proposed schemes and other work using three

metrics: privacy performance, spectrum utilization and online overhead.

5.7.1 Privacy Performance of PSEO and PF-PSEO

To evaluate how PSEO/PF-PSEO protect 1Us’/SUs’ information, we use the loca-

tion privacy as the representative. The same conclusions for other operating informa-
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Figure 5.6: Privacy performance of IU for three methods.

tion (e.g., operating frequency bands) then follow. We adopt the correctness [135],
which is the distance between the estimated location and the actual location, as the
metric to evaluate the privacy preservation capability. The larger the correctness,
the better /higher privacy performance. Due to the space limitation, we only present
the performance of PSEO while PF-PSEO achieves similar performance regarding
[Us’/SUs’ privacy protection.

Fig. 5.6 and Fig. 5.7 compare the privacy performance of PSEO with two latest
methods (e.g., the Perturbation with additive noise method in [92] and P2-SAS
scheme in [94]). The sum of all the probabilities for each method is 1. X, Y,
H,, and Fj in these two figures are 40, 40, 12, and 10 grids, respectively. The
estimated attenuation value for the quantized gird is calculated using the “average
value estimation method” (refer to equation (5.34)).

Fig. 5.6 compares the probability distribution of correctness of the three methods
(i.e., PSEO and those in [92] and [94]). Since the secret keys are only held by
users themselves, adversaries can only generate the secret keys via random guessing.
Thus the probabilities of correctness under PSEO and P?-SAS scheme in [94] are
distributed as the random guessing in Fig. 5.6, indicating that adversaries cannot
infer additional information about the IU, without the correct secret keys. However,

for [92], adversaries can roughly infer the user’s location information, i.e., extracting
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user information from the data preserved by perturbation (e.g., with the additive
noise method) [92]. For example, in Fig. 5.6, under the scheme in [92], when the
correctness is less than or equal to bkm, the corresponding probability is around
0.364. In contrast, the probabilities for PSEO and the scheme in [94] are both lower
than 0.042. In other words, for [92], there is still a high probability of revealing IU’s
rough location. By contrast, the corresponding probabilities for P2-SAS scheme
in [94] and our proposed PSEO are much lower.

For both IU and SU location protection (in Fig. 5.6 and Fig. 5.7, respectively),
PSEO and P?-SAS scheme in [94] achieve nearly the same correctness. That is
because both leverage the properties of homomorphic cryptosystems to protect users’
privacy. However, as mentioned before, P2-SAS scheme in [94] is vulnerable to the
collusion attack. By contrast, our proposed PSEQ is able to protect IUs operational
information under that attack. Moreover, PSEO requires much less online overhead
(thanks to the proposed BICS) than P?-SAS scheme in [94], which will be shown in
Section 5.7.3.

5.7.2 Spectrum Utilization for PSEO and PF-PSEO

The accuracy of accepting or rejecting a spectrum request is the decisive factor to
the proper operation of SAS. As discussed above, we first use the positive decision
error ratio (PDER), the negative decision error ratio (NDER), and the total decision
error ratio (TDER) to evaluate the spectrum utilization of the proposed schemes.
Table. 5.3 illustrates TDER, PDER and NDER. The grid tuple of (X, Y,, H,, F,)
is (40,40,12,11), ie., X,, Y,, H,, F, in the equation (5.31) are 40, 40, 12, and 11
grids, respectively. We use three estimation methods, e.g., equation (5.32), (5.33)
and (5.34), to calculate the estimated attenuation value for each gird. From this
table, it is clear that PSEO is able to guarantee a very small error rate, which is
similar to that of P2-SAS scheme in [94], but with much lower complexity. Besides,
the error rates of PSEO and the scheme in [94] are much smaller than those of [92].
This is because the Perturbation scheme in [92] preserves users’ private data by
adding noise signals into users’ operational information, causing extra errors to users’

data. By contrast, thanks to the properties of the cryptosystem, our proposed PSEO
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Figure 5.7: Privacy performance of SU for two methods.

enables secure interference budgeting/calculation without inducing extra errors to
user’s operational information. This table also shows the decision error ratios for
different estimation methods (e.g., equation(5.32), (5.33) and (5.34)) used in the

attenuation map quantization.

Table 5.3: Decision Error Ratios.

Result

TDER | PDER | NDER
Methods

PSEO equ (5.32) 0.031 | 0.000 | 0.031
PSEO equ (5.33) 0.029 | 0.029 | 0.000
PSEO equ (5.34) 0.035 0.019 0.016
Perturbation in [92] 0.061 | 0.037 | 0.024
P2-SAS scheme in [94] | 0.027 | 0.027 | 0.000

To further evaluate the spectrum utilization of different schemes, we provide
Fig. 5.8 adopting the SU’s averaged capacity [136] as a metric. From this figure, it
is clear that the SU’s averaged capacity of our proposed PSEO is more than 30%
(on average) higher than that of Perturbation scheme in [92]. This is because our
proposed PSEO can achieve smaller decision errors than [92], thereby SU can obtain
a higher probability to utilize IU’s spectrum. It is noteworthy that the proposed

PSEO achieves similar spectrum utilization to that of P2-SAS scheme but with much
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Figure 5.8: SU’s averaged capacity of different schemes.

lower complexity. Besides, for each scheme, increasing the number of grids (e.g., the
grid’s size is smaller) can increase the SU’s averaged capacity.

From Table. 5.3 and Fig. 5.8, either the decision accuracy and SU’s averaged
capacity can demonstrate the spectrum utilization of different schemes. Due to the
space limitation, in the sequel, we only discuss the decision accuracy.

Fig. 5.9 shows TDER of different schemes considering the user mobility. In this
case, the SUs move but do not report their new locations, i.e., not comply with the
FCC’s requirement (explained in Section 5.2.1) and are treated as dishonest users.
In this figure, the grid tuple is (50, 50, 10, 10). The total number of SUs is 200, and
the number of mobile SUs is 100. The processing time for SU’s request is 16.5s (refer
to Table 5.4). The speed of mobile SU (such as Vehicle-mounted base stations) is
100—120km/h, so SU can move up to 600m during this period. If SU moves straight,
it can move up to two grids (with the side length of 400 m) horizontally. As such,
we select the number of grids moved by SU is N,,, = 0,1,2. As can be seen from Fig.
5.9, TDER for each scheme dramatically increases with more grids moved by SU.
This is because the SU’s mobility results in a difference between its reported data
and the actual information, thereby severely impacting on the decision accuracy of
SU’s requests. As aforementioned, this kind of dishonest SUs is recognized and later

banned under PSEO.
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Table 5.4: Tradeoff between the complexity and the decision error ratio.

Result
TDER | Online processing time
Tuple
(10,10,2,2) 0.4700 0.108s
(20,20,4,4) 0.2150 0.952s
(30, 30,8, 8) 0.1060 3.81s
(40,40,10,10) | 0.0360 9.72s
(50,50,10,10) | 0.0220 16.50s

Table. 5.4 shows the tradeoff between the complexity and the accuracy perfor-
mance. It is clear that the quantization tuples with less number of grids (e.g., the
grid’s size is larger) require less processing time, while its performance degrades (e.g.,
the decision errors increase). Take the quantization tuple (10, 10, 2, 2) as an example;
its processing time for each SU’s request is 0.108s, while its TDER is 0.4700.
Moreover, the TDER for the tuple (50, 50, 10, 10) is 0.0220, requiring processing time
of 16.50s for each SU request. Therefore, the performance of spectrum utilization
can be improved at the expense of the online complexity. In practical deployment,
difference sizes of grids can be selected depending on the online complexity and the
accuracy requirements.

Fig. 5.10 illustrates the effect of different rules in selecting IU’s thresholds
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(refer to the 2nd step in PSEQO) on decision accuracies. The selection rule 1 means
selecting the smallest value in the grid as the interference threshold, which is also
the method used in the 2nd step in PSEO. The selection rule 2 denotes calculating
the interference threshold from 1U’s location to the centers of other grids. As can
be seen, the NDER under rule 1 is slightly higher than that under rule 2. This
is because although this operation can protect IU from the interference caused by
SU, it minimizes the interference threshold in each grid, increasing the NDER. By
contrast, the PDER under rule 1 is slightly smaller than that under rule 2. Therefore,
the user can select different selection rules based on their requirements.

Fig. 5.11 shows the impact of converting a non-integer to an integer (refer to
the paragraph below the equation (5.11)) on the spectrum utilization. Note that
this conversion process, which slightly degrades the spectrum utilization, is required
because the Paillier cryptosystem is only suited for non-negative integer numbers.
From this figure, it is clear that the decision error ratio for converting a non-integer
to an integer by rounding up to 8 digits is slightly smaller than by rounding up to
3 digits, with more computational complexity.

Fig. 5.12 and Fig. 5.13 show the decision accuracy of PF-PSEO with dishonest
SUs. We use TDER to evaluate PF-PSEQ’s performance. In these two figures, all

SUs can apply for the spectrum access initially, but those who are dishonest will be
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punished and potentially banned under PF-PSEO. TDER is calculated by averaging
all values within a period of time, depending on different cases (i.e., Case A and
Case B under PF-PSEQ). Take Case A as an instance, the period is from when the
first dishonest user behaves dishonestly to when the last dishonest user gets banned.
We assume the dishonest SUs prefer to behave dishonestly when they can apply for
spectrum access. This leads to more decision errors on spectrum allocation, which
can better evaluate the performance of the proposed PF-PSEQ in eliminating the
severe impact caused by those dishonest SUs. The quantization tuple (X, Y,, Hy, Fy)
is (40,41,12,8). We use equation (5.34) to achieve the attenuation value for each
grid. The total number of SUs in these three figures is 200.

Fig. 5.12 shows the TDER of PF-PSEO and PSEO v.s. the number of dishonest
SUs. B and « are 3 and 0.7, respectively. The ~+’s initial value is 0. We show
the TDER of PF-SPEO with two cases, e.g., CaseA and CaseB in Section 5.4.3.
According to this figure, PF-PSEO is able to achieve a much smaller TDER than
PSEQ. For example, when the dishonest SUs’ number is 100, the TDER for PSEO
is 0.313 that is much higher than PF-PSEO (e.g., 0.068 for CaseA and 0.087 for
CaseB). Additionally, for PF-PSEO, CaseA achieves a smaller value of TDER
than CaseB. That is because CaseA is capable of rejecting regularly dishonest

SUs’ requests permanently drawing support from ~, which mitigates the negative
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impact caused by dishonest SUs.

Fig. 5.13 describes the effect of & on TDER of PF-PSEO and PSEO. The number
of dishonest SUs is 40. The decrease of a means that the reputation of SU’s honesty
is becoming poor. Obviously, the TDER of PSEO increases much more dramatically
than that of PF-PSEO (including CaseA and CaseB) with the decrease of «. For
example, if o decreases from 0.9 to 0.1, reflecting the decreasing dishonesty of the
SU, the TDER of PSEO rises from 0.119 to 0.327. By contrast, the corresponding
TDER of PF-PSEO only grows slightly, e.g., from 0.048 to 0.089 for CaseA and
from 0.057 to 0.119 for CaseB. This implies that PF-PSEQO is more robust to the
impact of « or dishonest SUs than PSEO.

We can conclude from Fig. 5.12 and Fig. 5.13 that the performance of PSEO
dramatically suffers from dishonest SUs. By contrast, PF-PSEO is capable of
achieving much better performance with the help of the punishment and forgiveness

scheme.

5.7.3 Online Overhead of PSEO and PF-PSEO

In this subsection, we evaluate the online overhead of PSEO and PF-PSEOQO.
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As shown in Table 5.1, with the same N, the numbers of homomorphic additions
and subtractions of PSEO and PF-SPEO are about one-fourth of those in P2
SAS scheme. Moreover, PSEO and PF-PSEO require only half the number of
encryptions and scalar multiplications of P2-SAS scheme in [94]. Notably, the value
of N is usually large in SAS, making the complexity reduction of PSEO and PF-
PSEO very much significant, compared with that of P?-SAS scheme in [94]. For
instance, in our simulation (run on four distributed desktops with Intel XeonE5-
2690 and 64GB RAM), when the total number of grids N = 40 x 40 x 12 x 8,
PSEO requires 9.61s to process an SU’s request, and the total time to serve 1000
SUs is around 2.67h (the online processing time of PF-PSEO is the same as PSEO
due to the very close number of operations). That can be significantly reduced
with specialized hardware implementation/design in practice. For P2-SAS scheme
in [94], the online processing time for each SU’s and 1000 SUs’ requests are 18.94s
and 5.26h, respectively (i.e., doubling the processing time of PSEO). Note that the
SAS administrator is a powerful database/server [121] that can efficiently handle
a great number of complex operations. The IUs are military radar systems and
SUs can be base stations of cellular systems [121] that are also rich in computing

resource.
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5.8 Conclusion

In this chapter, we investigated the operational privacy issues of IUs and two types
of SUs (e.g., honest SUs and dishonest SUs) in the SAS architecture. Specifically,
for the case of IUs and honest SUs, we provided an operational information pre-
serving scheme for IUs and SUs in SASs. The cores of our scheme are the blind
interference calculation scheme (BICS) and a novel information exchange procedure
using homomorphic encryption and obfuscation. BICS facilitates the interference
budgeting without requiring IUs or SUs to reveal their operational information. That
also reduces the online overhead of our scheme. For dishonest SUs, we proposed
a punishment and forgiveness mechanism to encourage SUs to provide truthful
information. Extensive simulation results showed that PSEO and PF-PSEO are
able to preserve the operational privacy of IUs and honest/dishonest SUs with much

less online overhead, compared with the state of the art schemes.
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Chapter 6

Conclusion and Future Work

This thesis developed efficient and secure solutions for dynamic spectrum access
(DSA) in future wireless communications. In this chapter, we summarize the con-
tributions of this thesis and discuss future research directions.

In Chapter 3, we addressed the efficient issue of spectrum sensing in Half-duplex
systems. First, we proposed a sensing approach by leveraging the property of deep
learning networks. Unlike the traditional methods, our approach does not require
any prior knowledge such as IU’s signal structure, which can effectively protect IU’s
private operational information. Besides, the proposed work does not need any
feature extraction algorithms to process the input signal of deep learning networks,
which however is required by existing learning-based methods. This can reduce the
sensing complexity and improve the sensing accuracy. Second, by exploiting signal
properties in both time and frequency domains, we designed a sensing method to
further improve sensing performance, especially in low SNR conditions. Simulations
indicate that our developed approaches are notably superior to conventional sensing
methods (both feature-based and learning-based) in terms of the robustness to noise
uncertainty, timing delay and carrier frequency offset (CFO). To further evaluate
the sensing performance, we conducted extensive simulations considering various
conditions, and the numerous results also verify the superiority of our proposed
methods. For future work, we will design a sensing approach that takes into account
the background traffic caused by other SUs. We believe that other SUs activities

strongly affect the sensing accuracy. To address this issue, the cooperative sensing
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techniques can be investigated in future work.

In Chapter 4, we developed the efficient solutions of spectrum sensing in Full-
duplex (FD) paradigms. Unlike the issues tackled in Chapter 3, the (residual)
self-interference is a major challenge that impacts the sensing performance. To
address this problem, we proposed two feature-based sensing algorithms drawing
support from the properties of OFDM signals. Specifically, by exploiting the Cyclic
Prefix of OFDM signals, we designed a sensing approach that is robust to residual
self-interference. Our work also holds the advantage regarding the robustness to
timing delay. Unlike the conventional OFDM sensing methods that require complex
processes to estimate the impact of timing delay, our proposed work can completely
avoid such a requirement, thereby effectively reducing the complexity. Additionally,
by leveraging the Pilot Tone structures, we proposed a sensing method which is
robust not only to residual self-interference but also to CFO. This developed work
does not need any process to estimate CFO that however is necessary for existing
methods. We also derived the closed-form expressions of the probability of detection
and false alarm for the proposed approaches. Extensive simulations also confirm
that our proposed methods are notably superior to the existing work under various
communication conditions.

In Chapter 5, we investigated the privacy issue in Spectrum Access System
(SAS). First, by leveraging cryptosystems and obfuscation methods, we designed
a scheme to preserve the confidential information of IUs and honest SUs. To reduce
the online overhead of the proposed scheme and further protect users’ operational
data, we proposed a novel interference calculation scheme. It is able to complete
interference budgeting tasks at the SU’s side in an offline manner (i.e., before the
spectrum requesting stage), requiring SUs’ operational data only. Second, to protect
the privacy of dishonest SUs, we proposed a punishment and forgiveness mechanism
to encourage SUs to engage in honest activities. Compared to existing methods, our
proposed schemes are capable of fully protecting all users’ operational information
and successfully guaranteeing spectrum utilization. We also provided theoretical
analysis to comprehensively analyze the performance of our developed schemes. In

this thesis, we only investigated the privacy issues based on the condition that
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the SAS administrator processes SUs’ requests sequentially. The scenario that the
SAS administrator processes multiple SUs’ requests simultaneously has not been
considered and hence left for future work. Future work may include leveraging the

properties of blockchain to protect the user’s operational privacy.
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