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ABSTRACT Searching on encrypted data has become a very important technique in cloud computing. Such
searches enable the data owner to search on the encrypted data stored on the cloud without leaking any
information. To obtain a better search experience, researchers have proposed many schemes which mainly
focus on conjunctive and disjunctive keyword searches. However, conjunction of all the keywords may result
in very few results, whereas a disjunction will return too many results. With the current schemes, customizing
the relevancy of the keywords to obtain the desired results is difficult. To solve these problems, we propose
a novel scheme that supports the search with the user-specified number of keywords contained in the search
result. This number n can be used to customize the keyword relevancy. As a result, the data owner could
obtain the desired search results containing any n keywords of a keyword set. The proposed scheme also
supports the traditional disjunctive and conjunctive keyword searches when n equals 1 or the size of the
keyword set, respectively. The keyword could be positive or negative. We first formally define its security and
then prove that the proposed scheme is secure against the adaptively chosen keyword attack in the standard
model and can defend against the offline keyword guessing attack to some extent. Furthermore, we present a
theoretical performance comparison with other schemes as well as the experimental performance evaluations

on our implemented scheme.

INDEX TERMS Searchable encryption, multi-keyword search, cloud security, privacy protection.

I. INTRODUCTION
As cloud technology continuously develops, more companies
are preferring to provide their services in the cloud. There-
fore, it is very common for users to submit their private
information to cloud servers for services. However, if the
cloud server that hosts the private data from multiple users
is untrusted, the data will be completely exposed to attackers.
A common approach to solve this problem is to encrypt the
data. Once the data have been encrypted, the server can-
not reveal the data. Therefore, it is necessary to search the
encrypted data without breaking the confidentiality of the
data.

Public-key encryption with keyword search (PEKS) was
first proposed by Boneh et al. [1] which enables to search
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on the encrypted data. In PEKS, a data sender generates a
searchable ciphertext by using the intended data receiver’s
public key and stores it on the cloud. The data receiver could
output a search token which is related to a keyword by means
of his/her private key and sends a search request to the cloud
server. The cloud server searches on the ciphertext with the
search token and sends the relevant results back to the data
receiver.

Early PEKS schemes [2], [3] focused almost exclusively
on a single keyword search. To enhance the user’s search
experience, more and more expressive schemes that sup-
port conjunctive [4]-[6], disjunctive [7]-[10], negative [11]
keywords, range (such as greater-than) [12] and subset
queries [13], [14] were also proposed. However, the existing
PEKS schemes cannot well apply in such a scenario. Suppose
a user wants to search for some information with a keyword
set K = {A, B, C, D, E}. A conjunction of all the keywords
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may result in very few results, whereas a disjunction of these
keywords may return too many results. In order to get the
desired results, the user may search with a relevance number
n to find the results which contain any n keywords of the
keyword set K. Assume n=3, by just using conjunctions and
disjunctions, the search expression would be:

AABAC)VAANCAD)V...V(CADAE).

There are nine disjunctions and twenty conjunctions. This
is a very laborious task. Therefore, it is worth computing the
equation by one operation.

A. CONTRIBUTIONS

We solve the above problem by proposing a novel
multi-keyword search scheme which is based on public-key
encryption; thus, it is called the public-key encryption with
expressive multi-keyword search (PEMKS). We denote a
threshold » as the relevancy. By customizing the relevancy,
the data owner can search for the results that contain any n
keywords of a keyword set. The disjunctive and conjunctive
keyword searches can be viewed as two special cases of the
searches when n is equal to one or the size of the keyword set,
respectively.

The proposed scheme borrows the idea of the attribute-
based encryption [15] by representing the attributes as the
keywords and the access policy as the search expression to
enhance the search. In order to apply the idea in the proposed
scheme, we first solve the problem of the keyword security
(responding to the attribute security), and then improve the
method to obtain the search results which contain any n key-
words of a keyword set, rather than to get the boolean search
results that the current schemes could support. In addition,
the proposed scheme allows the keywords to be positive or
negative, which enhances the search flexibility. A positive
keyword means it is contained in the document, while a
negative keyword means it is not contained in the document.
At last, we define a security model based on PERKS [16]
that can defend not only against the adaptive chosen keyword
attack but also against the offline keyword guessing attack.
Most of the existing PEKS schemes are under the offline
keyword guessing attack. Since the adversary can generate
the encrypted index for the keywords, it may determine the
relationship between keywords and the search token received.
Under the proposed security model, the adversary can only
learn the structure of the expression tree rather than the
information about keywords.

The main contributions of this work are summarized as
follows:

1) Aninnovative encryption scheme that supports the user
to customize the relevancy of the keywords and the
server to obtain the search results with the relevancy
by taking one operation.

2) A new definition of the semantic security model
that defends against adaptive chosen keyword attacks.
Under the defined security model, the proposed scheme
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can also defend against the offline keyword guessing
attack.

3) A performance analysis that contains comparisons with
other schemes, the implementation of the proposed
scheme and the evaluation of its computational over-
head and the storage overhead.

B. ORGANIZATION

The remainder of this paper is organized as follows. Section 2
provides a review of the related works. Section 3 presents
some cryptographic notations and definitions. In section 4,
we introduce the system model and security definitions. The
details of the construction and security proof are presented
in Section 5. Section 6 presents the performance analysis.
Section 8 concludes the paper.

Il. RELATED WORK

Searchable encryption (SE) is a cryptographic primitive
which enables the data owner to search on encrypted data
without leaking any information about the data. SE is divided
into two categories: the first one is symmetric searchable
encryption (SSE), and the second one is public-key encryp-
tion with keyword search (PEKS). In SSE, the searchable
ciphertext and search token are encrypted with the same key.
Therefore, only the key holders could search on the encrypted
data. In PEKS, any senders who have the receiver’s public key
could generate the searchable ciphertext, and the valid search
token could only be computed by the specific receiver.

Song et al. [17] proposed the first SSE scheme in 2000.
It was a full-text search scheme and suffered from the sta-
tistical attack. The subsequent schemes focus on the secure
index-based method to improve the efficiency. The existing
SSE schemes turn the attention to three points: security,
efficiency and expressiveness. For security, Goh et al. [18]
first define the security of indexes as the semantic security
against the adaptive chosen keyword attack. However, it only
keeps the index secure. To enhance the security of SSE,
Curtmola et al. [19] comprehensively defined the security
of the index, trapdoor, search pattern and access pattern.
Many SSE schemes [20]-[22] are now based on this security
model. For efficiency, Cash er al. [20] first improved the
efficiency from linear to sub-linear on conjunctive keywords
search. Kamara and Moataz [23] proposed a worst-case sub-
linear complexity searchable symmetric encryption by using
the improved method 2Lev arose by Cash et al. [20]. It could
remain the sub-linear time complexity for any keyword
query. For expressiveness, most current schemes supported
boolean [23], [24] and range [25], [26] queries.

The first PEKS scheme was proposed by Boneh et al. [1].
Subsequently, most following schemes make a tradeoff
between security, efficiency and versatility of search criteria.
For security, almost all the schemes can keep the index secure.
However, the salient problem of PEKS is the offline keyword
guessing attack. To solve this problem, the schemes largely
fall into three classes. The first one [2] only allows the server
to search the index with a secret key that is hosted by the
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server, and the adversary cannot be the server. The sec-
ond one [16], [27] uses an authenticated keyword to limit
the ability to generate the index with any keywords cho-
sen by the adversary. The third one [8] constructs a fuzzy
search trapdoor to defend against the attack under the con-
dition that the keyword space is not the polynomial level.
For efficiency, most existing schemes are linear complexity.
Xu et al. [28] proposed a new index structure to support
a parallel search with sublinear complexity. For versatility
of search criteria, Early schemes [4], [5] could search with
a conjunction of several keywords. Boneh and Waters [13]
proposed a scheme that can implement conjunctive, subset,
and range queries on encrypted data based on hidden vec-
tor encryption. Zhang and Lu [9] proposed a conjunctive and
disjunctive multi-keyword scheme by using inner product.
This approach is very simple and efficient, but the size of
the vector must be as large as the size of the entire unique
keyword set of all the data.

Inrecent years, attribute-based encryption (ABE) is widely
applied in searchable encryption. Sahai and Waters [29]
first defined the concept of attribute-based encryption as an
extension of identity-based encryption. When a data user’s
attributes satisfy the access policy formulated by the data
owner, the user could decrypt the ciphertext. Zheng et al. [30]
arose the notion of attribute-based keyword search (ABKS)
to enable the data sender to set the access policy of the
data receivers for searching on his/her encrypted data. Fol-
lowing Zheng’s work, Ameri et al. [31] proposed a scheme
that ensures only the authorized users could search on
the encrypted data which is generated at a certain time.
Cui et al [32] introduced a keyword search with an effi-
cient revocation scheme by using ABE. It could apply in
a multi-sender/multi-receiver scenario. ABE doesn’t keep
the attributes secure, while these ABKS schemes [30]—[33]
aim to achieve a fine-grained access control by using ABE.
Therefore, the above ABKS schemes just defined the security
for the keywords rather than the attributes. There are some
other schemes [7], [8], [11], [34] implementing a boolean
multi-keyword search by using ABE. They regarded the
attributes and access policy as the keywords and search cri-
teria, respectively. These schemes have a stronger secure
definition for the attributes. In order to get a stronger security,
these schemes used two fields to represent a keyword, where
one is the keyword field and the other one is the keyword
value. The keyword field is public, and the keyword value
is secret. This method has a disadvantage that each field
only could have a keyword value. Meanwhile, if the structure
of the keywords is irregular, it is hard to set the keyword
field.

In general, it is hard for the existing schemes to obtain the
search results which contain any n keywords of a keyword set
by one operation.

lll. PRELIMINARIES
We begin by introducing some cryptographic notations and
definitions that will be used in the construction.

31986

A. COLLISION-RESISTANT HASH, BILINEAR MAPS AND
COMPLEXITY ASSUMPTIONS

1) COLLISION-RESISTANT HASH [35]

A hash function H 1is collision-resistant if for any
polynomial-time adversary A, there is a negligible function
¢ such that

Pr[Hash — coll 4 y(n) = 1] < e(n),

where n is the value of the security parameter. For simplicity,
denote H as a collision-resistant hash function.

2) BILINEAR MAPS [36]
Let G| and G, be two groups of prime order p. A bilinear
map e : G; x G1 — G, between them satisfies the following
properties:
1) Computable: given g,h € G, there is a
polynomial-time algorithm to compute e(g, h) € Ga.
2) Bilinear: for any integer x,y € [1,p], we have
e(ng gV) = e(g’ g)xy'
3) Nondegenerate: if g is a generator of G, then e(g, g) is
a generator of G,.

3) DECISIONAL BILINEAR DIFFIE-HELLMAN (DBDH)
ASSUMPTION [36]

Let a,b,c,z € Zp, be chosen at random, and let g be a
generator of G;. The DBDH assumption is that no proba-
bilistic polynomial-time algorithm $ can distinguish the tuple
(g, A = g% B = g’ C = g e(g, 9)) from the tuple
(g, A = g B = g',C = g e(g, g)) with more than a
negligible advantage. The advantage of g is:

|Pr[B(g, A, B, C, e(g, 9)¢) = 1]
- Pr[lg(gvAv B, C, e(g, g)Z) = 1]|:

where the probability is taken over the random choice of the
generator g, the random choice of a, b, ¢,z € Z,, and the
random bits consumed by S.

4) MULTI-DECISIONAL BILINEAR DIFFIE-HELLMAN (MDBDH)
ASSUMPTION [37]

Let a,b,c1,...,¢m,21,...,2Zm € Zp be chosen at ran-
dom and g be a generator of Gi. The MDBDH assump-
tion is that no probabilistic polynomial-time algorithm S
can distinguish the tuple (g, A = g% B = g’ C; =

g, ., Cp = g e(g, @), ..., e(g, g)"°m) from the

tuple (g, A = g° B = g C = g9,....Cn =

g e(g, @), ..., e(g, %) with more than a negligible

advantage. The advantage of g is:

|Pr{A(g. A, B, C1, ..., Cuy eg, ), ..., e(g, )™ = 1]
—Pr[B(g. A, B, C1,...,Cp,e(g. 9%, ..., e(g, &)™) = 1]],

where the probability is taken over the random choice of
the generator g, the random choice of a, b, c1, ... cim, 215 - - -
Zm € Zyp, and the random bits consumed by .

The MDBDH assumption has been proven to be equivalent
to the DBDH assumption in [37].
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B. EXPRESSION TREE
Before describing the expression tree, we present some nota-
tions of the parameters that will be used.

Notations : Let D = {Dy,...,D,} be an n—document
collection. The identifier of document D; is represented as
id;, 0 < i < n, and the identifier could be any string that
uniquely identifies the document. Let a keyword w contained
in the document be a positive keyword, and a keyword which
is not contained in the document be a negative keyword,
denoted as w'. Let W = {wq, wa, ..., wy} be a set of distinct
keywords that exist in the document collection D and |W|
be the size of the keyword set. Let W, be the keyword set
in a document D;, and let W, € W. The difference of two
keyword sets A and B is defined as A > B = (A — B)U
(B—A).

Each record in an encrypted database consists of two parts:
1) an index [; that is associated with a document D; that
contains the keyword information W,, and 2) an encrypted
document C; = Enc(D;). The encrypted database is defined
as:

EDB = {(C1, 1), ..., (Cy, I},
or EBD = (C;, I)}_, for short.

C. EXPRESSION TREE CONSTRUCTION

Let searching the encrypted data that contain any k keywords
of a keyword set be an operation Ry, where k is the threshold
value chosen by the data receiver. Let ET(Wgr, O) be an
expression tree converted from the search expression, where
Wer = {wi,..wgq} is a set of keywords and O is a set
of operations Ry on Wgr in the search expression. In an
expression tree, each leaf node is associated with a positive
keyword or a negative keyword, and each internal node x is
associated with an operation Ry . Define num, as the number
of the children of an internal node x, ky is an integer number,
and 0 < k, < num,. For calculation simplicity, the leaf node
is also assigned with a threshold value k, = 1. Let the parent
of the node x in the tree be parent(x), and let the identifier
of node x in the tree be index(x). Let ET be a structure of
the expression tree without the information of keywords and
threshold values. For example, if there is a search expression
such as:

Ry(R3(wi, w2, w3), Ri(wa, ws), Ra(we, w7, ws, ),

where Wer = {wi, wa, w3, wa, ws, we, w7, wg, Wy} and
O = {R», R3, R, Ry}, the expression tree ET (Wgr, O) is as
shown in FIGURE 1.

IV. SYSTEM MODEL AND SECURITY DEFINITIONS

In this section, we first introduce the system model, which
contains the communication among the server, the data
receiver and the data senders, as well as the definition of the
proposed scheme, and then define the security of the proposed
scheme.
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FIGURE 1. An expression tree.
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FIGURE 2. The communication of pemks.

A. SYSTEM MODEL
The following scenario shows how a correct PEMKS works.
Suppose that there is a data receiver Alice, a data sender Bob,
and an honest-but-curious server. When Bob wants to send
some data to Alice, Bob should first obtain the pre-tag of the
keyword from Alice in a secure way. Such communication
channels between the senders and receiver are private in
this phase. Then, Bob encrypts the data, generates indexes
with pre-tags and sends them together to the server. When
Alice wants to search for the required encrypted data, she
could generate a trapdoor with an expression and send the
trapdoor to the server. Once the server receives the search
query with the trapdoor, it searches on the indexes to obtain
matched encrypted data and sends them to Alice. All people,
including the data receiver and data senders, could send the
encrypted data and indexes to the server, but only the receiver
can generate the trapdoor. This is a multi-sender/one-receiver
system. Note that Alice does not search with a single key-
word. She could search with any n keywords of a keyword
set. At the same time, the server cannot learn anything about
the keywords because the proposed scheme only sends the
structure of the expression tree together with the trapdoor to
the server. The procedure is shown in FIGURE 2.

The formal definition of the proposed PEMKS scheme is
given as follows.

Definition 1: PEMKS on encrypted database EDB consists
of five algorithms PEMKS = (Gen, KeywordRg,
BuildIndex, Trapdoor, Search) such that:
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o Gen(s): run by the receiver; it takes a security parameter
s as the input, and it generates a public/private key pair
(Kpuha Kpri)-

o KeywordRg(K,:i, w): run by the receiver; it takes the
private key K, and a keyword w as the input, and it
generates a pre-tag s,,.

e BuildIndex(Ky,p, Sw): a probabilistic algorithm and is
run by the sender. It takes the public key K., and a
pre-tag set Sy as input, and then generates an index /.

e Trapdoor (K, ET(Wgr, 0)): tun by the receiver. It
takes the private key Kp,; and the expression tree
ET(Wgr, O) as input, and it generates the trapdoor T
for searching.

o Search(Kpup, T, I): a deterministic algorithm and is run
by the server. It takes the public key K}, trapdoor T
and index [ as input. If [ satisfies T, the server returns
true and sends the corresponding encrypted data to the
receiver; otherwise, it returns false.

In the traditional communication of Alice, Bob and the
server, the data are encrypted by Alice’s public key [1].
Alice’s device may have limited resources for decrypting
the encrypted data, such as a mobile phone. To solve this
problem, we can encrypt the data with a symmetric key for
efficiency. Then, Bob sends the symmetric key encrypted by
Alice’s public key together with the encrypted data to the
server.

The correctness of the proposed scheme is introduced as
follows which is based on [13].

Correctness: For all indexes I and expression trees
ET (Wgr, O), Pis a function that can check whether I satisfies
ET(Wgr, O) and is denoted as P : I, ET (Wgr, O) — (0, 1).

Let

(Kpub, Kpri) (5 Genf(s), sy < Keyworng(Kpri, w),

1 & Buildindex(Kpup. Sw).
T < Trapdoor (K, ET (Wgr, 0)).

There are two situations, as follows:
o If PEr(wir,0)(I) = 1, then Search(Kpup, T, I) = true.
o If PET(WET,O)(I) = 0, then Pr[Search(Kpub, T,I) =
false] > 1 — e(s), where ¢(s) is a negligible function.

B. SECURITY DEFINITIONS

Inspired by the security models introduced in [13], [15],
and [16], the security is defined for the proposed scheme
to ensure that it does not reveal any information about the
keywords in the indexes. Formally, we define the security
mainly against the chosen keyword attack and the offline
keyword guessing attack:

o Chosen keyword attack [1]: The adversary A is allowed
to query on a keyword he/she chooses, gets the respond-
ing trapdoor except the challenge keyword, and tests
them. With these keywords and responding trapdoors,
A could get some information of the keyword embedded
in indexes.
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o Offline keyword guessing attack [38]: Due to the fact
that the keywords are chosen from a small space (poly-
nomial size), the adversary .4 could generate the trap-
door with any keywords, and test it. With the relationship
between keywords and the trapdoors, A can determine
the keywords embedded in indexes.

In the above attacks, there are three types of adversaries
in the proposed scheme: 1) a curious sender, who is able
to potentially acquire pre-tags and indexes of any keyword
he/she chooses; 2) an honest-but-curious server, who is able
to potentially acquire all the trapdoors and indexes in an
oblivious way; and 3) the server who is also a sender at the
same time, is able to potentially acquire the pre-tags, indexes,
and trapdoors.

The security of the proposed scheme is described as
follows:

Setup: The challenger 5 takes a security parameter s as
input and runs the Gen algorithm. B provides the adversary
A with the public key K,,;, while keeping the private key K,;
to itself. Then, B chooses a keyword set W that contains all
the keywords that will be used in the game.

Query Phase 1: The adversary adaptively chooses a finite
number of queries in the following types of oracles.

o KeywordRg oracle: the adversary adaptively chooses a
finite number g x of keywords Wy, , ={wy,...wg ,} C
W and sends them to BB. B runs the KeywordRg(K i, w),
1 < i < g1, and sends pre-tags {s,,, ... ,swa,k} to the
adversary.

o BuildIndex oracle: the challenger randomly selects a

polynomial number of subsets of W and runs the I, K
BuildIndex(Kpyp, KeywordRg(Kpyi, Wp)) for each subset
Wp,. Then, B sends the index set to the adversary. This
algorithm is probabilistic. Even when the s,, is the same,
it provides different (but valid) indexes.

o Trapdoor oracle: the adversary chooses a finite num-
ber gi; of expression tree {ET(Wgr 1,01),...,ET
(WET 41,> Og; )} The challenger responds with the

corresponding trapdoors T; K Trapdoor (K, ET
(WETJOI.)) to the adversary, where 1 < i < ¢, and
Wer,i € W.

At a certain point, the adversary sends the challenger two
same-size keyword sets {Wy, W} that are wished to be chal-
lenged. One restriction is that at most one of the following
items could have occurred:

1) The KeywordRg oracle has been queried with any key-
word in Wy or Wj.

2) The Trapdoor oracle has returned Trapdoor(Kpyyi, ET
(WEgr i, O;)), where Wgr ; should not contain any key-
words in Wy o< Wi, and Pgrywgr..0n(Wo) =
PET,-(WET,,-,Oi)(Wl)’ foralli=1,2,...,q1,.

Challenge Phase: The challenger chooses acoinv € {0, 1}
and gives I L BuildIndex(Kpyp, W) to the adversary.

VOLUME 7, 2019
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Query Phase 2: The adversary continues to adaptively
query the above types of oracles with the same restriction in
Query Phase 1.

Guess: The adversary returns a guess v’ € {0, 1} of v and
wins the game when v/ = v.

We define the advantage of the adversary A in breaking the
proposed scheme PEMKS as:

Advy =
vA )

, 1‘
Py =v] — —|.

Definition 2: PEMKS is secure against the adaptive cho-
sen keyword attack if for any polynomial-time adversary .4,
the Adv 4 is a negligible function.

The server has no duty to keep the index private, and
the communication channel between servers and senders is
public. According to the above game, the BuildIndex oracle
indicates that the adversary can obtain all the valid indexes.
In the aforementioned security game, our scheme can also
defend against the offline keyword guessing attack based on
the following analysis:

1) When the adversary A is a sender, A could challenge
the KeywordRg and BuildIndex oracles with restriction
1) in Query Phase 1 and Query Phase 2. A cannot dis-
tinguish the challenged indexes by keeping the pre-tags
and given indexes.

2) When the adversary A is a server, A could challenge
two oracles Trapdoor and BuildIndex with restriction
2) in Query Phase 1 and Query Phase 2. A cannot
distinguish the challenged indexes by keeping the trap-
doors and given indexes.

3) When the adversary A is simultaneously both a server
and a sender, with the restrictions in Query Phase 1 and
Query Phase 2, A can obtain the pre-tags, trapdoors,
and given indexes at the same time, except for the
corresponding trapdoors and pre-tags of the challenged
keyword sets. Therefore, A still cannot distinguish the
challenged indexes.

A notable difference between traditional PEKS schemes
is the KeywordRg algorithm. We need to obtain the pre-tags
before constructing an index. Therefore, it allows us to limit
the adversary’s ability to generate the challenged keywords’
trapdoors and indexes at the same time, which is the key point
for defending against the offline keyword guessing attack.

In fact, a pre-tag is only calculated once for each sender,
and some pre-tags of special keywords can be published to
reduce the communication overhead between a receiver and
senders.

V. OUR CONSTRUCTION

A. CONSTRUCTION

Let G1, G2 be two bilinear groups of prime order p, and let e :
G1 x G1 — G be a bilinear map that satisfies the properties
described in Bilinear Maps. The Lagrange coefficient is
defined as A;s(x) = [Tjcs i ’f%l’., where i € Z, and § is

Y
a set of elements in Z,. Each keyword is associated with a
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unique element in Z,, and Z, = {0,...,p — 1} is a group
modulo p.
o Gen(s)
It takes a security parameter s as input and then randomly
chooses a prime order p of groups G, G2 and a hash
function H : {0, 1}* — Z,. Then, «, 8, x, § are uni-
formly chosen at random from Z,,. The public key is

Kpub = (8, 5. = 87, 8%, Y = e(g, 9)%, H)

. The private key is K, = (a, B, x, 5).

o KeywordRg(Kpyi, w)
It takes the private key K),; and a keyword w as the input,
and it calculates #,, as follows:

ty = HW|[x).

1,y is kept as a secret of the keyword. Then, it returns the
pre-tag to the data sender:

sw=g".

o BuildIndex(Kpup, Sw;)
Let W; = {wy, ..., wy} be the set of keywords in a doc-
ument D;, and the set of pre-tags is Sw;, = {Sw,, . . . Sw;,}-
Two random numbers s, r € Z, are chosen, and the
index is computed as follows:

I =(E= Ye, {EV(';) = Swj-s} , E<2) =5,

wieW;
ED =g, {E) = e(@, su) hjew)-

o Trapdoor(Kyi, ET(WEgr, O))

For each node (including the leaves) in the expres-
sion tree, it first chooses a polynomial g, following a
top-down manner as described below. Let x denote the
node in the expression tree, and let the highest degree
d, of the polynomial g, be one less than k, of the node,
denoted as d, = ky — 1. Then, it sets ¢,(0) = « for
the root node r and randomly chooses other d, points
of the polynomial g,. For any other node x, it sets
qx(0) = Gparent(x)(index(x)) and randomly chooses other
d, points. Each leaf node x is associated with a keyword,
which could be a positive keyword w; or a negative
keyword w/. If the leaf node x is associated with a
positive keyword w;, we generate the trapdoor Ty in the
following way:

qx(0)

1 ; 2
To= @ =g T =5,%).

If the leaf node x is associated with a negative keyword
w, T is calculated in the following way:

3 qx(0) 2
=TV =g7, T =s,.

In the end, the trapdoor is
T ={T,...,T;, ET},

where j is the number of leaf nodes, ET is the structure of
the expression tree, and each node contains its identifier
and the positive or negative attribute of the keyword.
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o Search(I,T):

We first define a recursive algorithm DecrytNode(T , I,
x), which returns the F as the output, where [/ is an
index, T is the trapdoor, and x is the node in the expres-
sion tree. The algorithm DecrytNode(T, I, x) proceeds
as follows:

If the keyword is positive and Ev(;t)
we can calculate the F), as follows:

= e(E®, 1),

Fy = e(ED, TD)

wi
= e(s,, g V1)
= e(g. 9",
If the keyword is negative and Ev(;t) #* e(EP, T;z)),
we can calculate the F), as follows:

Fy = «(E?, TY)

s qx(0)
=e(sy’,8 F)

= e(g. 9",

If there is no leaf node satisfying the above description,
search() returns false. Otherwise, search() continues to
compute the Fy for the internal node N.

For the node N with all the child nodes x, Fy is com-
puted in the following way:

A s, 0 i = index(x)
— N
Fn = xl;[N Fx where Sj, = {index(x) : x € Sy}
= [T tets, g™
XESN
— 1_[ (e(g’ g)S‘Ipurent(x)(i”dex(x)))A"vS;V(0)
xeSy

= e(g, .

Finally, F, can be calculated, where r is the tree’s root.
— If F, = Y9, Search() will return true.
— If F, # Y*, Search() will return false.

‘We now present the proof of its correctness.

Correctness: Let I be an index and ET(Wgr, O) be the
expression tree. Let P — (0, 1) be the function that can check
whether [ satisfies ET(Wgr, O):

Let

R
(Kpub, Kpri) < Gen(s), sy, < KeywordRg(Kpi, w),

I & Buildindex(Kyu, Sw).
T < Trapdoor(Kp, ET(Wgr, O)).

o If PET(wyr,0)(I) = 1, it simply calculates the Y* as the
above description.

o If PEr(wyr,0)(I) = 0, the following lemma shows that
if H is collision-resistant, Pr[Search(l,T) # false] is
negligible.

Lemma 3: Whenever Per(wgr,0)(I) = 0, if H is collision-

resistant, Pr[Search(I, T) # false] is negligible.
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Proof: Let w be the keyword in the index, and let wy
be the keyword that is associated with the leaf node x in the
expression tree. The search() algorithm contains two steps:
1) If the node x is a leaf node and only w is matched with
wy, we could calculate the valid F, for the node x. When w,
is a positive keyword, the word "match" means that w = wy;
otherwise, it means that w # wy. 2) If the node x is an internal
node and only x’s children satisfy the operation, we could
calculate the valid F, and then obtain the correct F, for the
root.

According to the search() algorithm, the proof is divided

into two parts:

o If node x is a leaf node and w is not matched with wy,
then the probability of calculating a valid F is negli-
gible. When wy is a negative keyword, the probability
is zero as Ev(;t) = e(E®, T,S”). When w, is a positive
keyword and H is collision-resistant, in the following
equation:

ED = o, 7O)
= e(g®, s,) =e(g’,5:)
:> 6’(8, SW,‘)rs = e(ga Sx)nS’

the probability of s, = s, is negligible when w; # x.
Therefore, the probability of calculating a valid F is still
negligible.
« If node x is an internal node and its children do not sat-
isfy the operation, the probability of calculating a valid
F, is negligible. By using the interpolation theorem, it is
very similar to the proof of privacy in the secret sharing
scheme in [39]. It will not be proved again.
Therefore, whenever Perwyr,0)(I) = 0, if H is collision-
resistant, Pr[Search(I, T) # false] is negligible.

B. SECURITY ANALYSIS
Under the security model mentioned above, the security proof
of the proposed scheme is given.

Theorem 4: Under the DBDH and MDBDH assumptions,
the proposed PEMKS is secure against the adaptive chosen
keyword attack.

Proof: Three types of adversaries are introduced in
Section 4. The third adversary, who is the server and the
sender at the same time, actually has the abilities of the first
two adversaries. Therefore, the security proof is presented
when the adversary is the third one.

In terms of the proof, the convenient way is to construct
a sequence of games, where game Gy is the same as Gi,
G is the same as Go, ..., and the last game is the same
as the former one except that the index might be generated
in a different way. Suppose that there is a adversary A can
distinguish the sequence games, then our scheme can build a
simulator /5 that solves the DBDH and MDBDH assumptions.

First, set groups G| and G, with a bilinear map e. Then, let
|E, {Ev(vli), Ev(é)}ie[l,m], E® E 31 denote the challenge index
that will be given to the adversary in the real attack. Let
R, {R§4)}ie[1, m] be the random elements of G,. We define the
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hybrid games, which differ in terms of what challenge index
is given by the simulator B to the adversary .A:

Gamey : Iy = [E, {E(l) E(4)}€[l,m]7E(2)aE(3)]

Game; : I} = [R, {E»(vl,) E»(i)}ze L] E(Z) CED)
4
Gamey : I, = [R, {Ev(vll),R( )} {E(l) E(4)}z 2ol
E(Z), E(3)]

1 4
Gamepi1 : It = [RAE, R Yictt m), E?, E®)

The proposed scheme shows that the challenge index in
Gamep,11 leaks no information about the keywords since it
is composed of five random group elements and illustrates
that the transitions from Gamegy to Game| to Game to......to
Gamep,11 are all computationally indistinguishable.

Lemma 5: Under the (¢, £)-DBDH assumption, in time ¢,
there is no running adversary that can distinguish between
Gamegy and Game| with an advantage greater than .

Proof: Suppose that there is an adversary .4 that can
distinguish between Gamey and Game; with advantage ¢.
We build a simulator 5 that plays the DBDH game with
advantage ¢.

BB receives a DBDH challenge [g,A = g%, B = g’,C =
g%, Z1, where Z is either e(g, g)?*° or a random element of
G, with equal probability. The game is as follows:

Setup: The simulator 3 randomly chooses 8, § from Z,,,
retains the generator g, and then outputs g; = g%, go = gP.
Then, 5 selects arandom oracle H and assigns Y = e(A, B) =
e(g, g)®. The public key is as follows:

ga=¢, m=g Y=ego” H

Finally, B selects a set W of strings from {0, 1}* uniformly

at random and sends W to A.

Query Phase 1:

o KeywordRg oracle: A can query H for the pre-tags,
and B will maintain an H — list to respond to A. The
H — list consists of a list of the tuples < w;, ¢; >,
which is initially empty. When A queries w; € W to
the KeywordRg oracle, B will return the pre-tag to the
adversary as follows:

1) Ifthe query of w; is already in the H —list, B returns
cito A.

2) Otherwise, B selects a random a; € Zp and
responds with ¢; = g%. Then, B adds the tuple
< Wi, ¢; > to H — list.

e BuildIndex oracle: B randomly selects a polynomial
number of subsets of W. This collection of subsets is
denoted as W*. For each subset W; € W*, BB runs the
BuildIndex and sends the set of indexes I* to the A.

o Trapdoor oracle: A adaptively chooses a finite number
of queries g ; of expression tree ET(Wgr, O) to chal-
lenge the Trapdoor oracle. B sets up the polynomial
for the nodes of the expression tree. First, B defines an
algorithm as:

Poly(ET «(Wgr, O), Ay).
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This is a recursion algorithm, which takes an expression
tree ET «(Wgr, O) with a root x and an integer A, € Z,
as input and outputs a polynomial. For simplicity, ET . is
short for ET ,(Wgr, O). This algorithm starts by setting
up a polynomial g, with the highest degree d, for the
node x and ¢.(0)=A,. The remaining points are chosen
randomly from Z,. Then, the algorithm constructs a
polynomial for each child node x by calling the algo-
rithm Poly(ETy, Gparent(x)(index(x))). Note that g,(0) =
Gparent(x)(index(x)) for each child node x. Now, B runs
Poly(ETy, a) to define polynomials for the nodes in the
expression tree. Finally, 3 defines the final polynomial
0 (x) = bgy(x) for each node x of the expression tree,
and Q,(0) = ab, where r is the root of the tree.
B calculates T, with the polynomial of the leaf node x
as follows:
1) If the leaf node is associated with a negative key-
word wg, BB chooses the ¢; from the H — list where
the keyword is w; and returns 7 as follows:

bqx (0) 4x(0)

Ti=TP =g # =B 7 TP =c)

2) If the leaf node is associated with a positive key-
word w;, B chooses the ¢; from the H — [ist where
the keyword is w; and returns 7 as follows:

bgx (0) 4x(0)
T

1
T,=T"=¢g & =B =)

Finally, B sends T = {71, ...,
number of leaf nodes.

T;} to A, where j is the

Challenge: A chooses two keyword sets Wo = {wo 1, ...,
wo.m}, W1 = {w1,1, ... w1 ,} with the same number of key-
words under the constraint that at most one of the following
items could have occurred.

1) The KeywordRg oracle has been queried with any key-
word in Wy or W.

2) The Trapdoor oracle has returned Trapdoor(Kyyi, ET
(WEr.i, O;)), where Wgr,; should not contain any
keyword in Wo o< Wi, Perwer,0p(Wo) =
Perwir ,0n(Wp) for alli = 1,2,...,q1,, and the
keywords cannot all be negative keywords.

Then, B flips a fair binary coin v, chooses two random

elements ¢, r € Zp, and returns an index / as follows:
1 a;
I=E=2 (E) =cC }wv,,-ewv’

{(4)_

E@ = CF, E<3>=g, EY = e(gi. ) b, em,)

Phase 2: A continues querying as in Phase 1 under the
constraint described above.

Guess: A eventually outputs a bit v/, representing its guess
for v.

If Z = e(g, g)**, then in A’s view, this game is identical
to the original game Gy. If Z is a random element in Ga,
the advantage of A is negligible. Therefore, if A can distin-
guish game Gamegy from game Game| with a nonnegligible
probability, B has a nonnegligible probability in breaking the
DBDH assumption.
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Lemma 6. Under the (¢, €)-MDBDH assumption, in time 7,
there is no running adversary that can distinguish between
Gamey, and Game,11 with an advantage greater than ¢ for
m e [1, m].

Proof: Suppose that there is an adversary A that can
distinguish between Game,, and Game,,+1 with advantage €.
We build a simulator B that plays the MDBDH game with
advantage ¢.

B receives an MDBDH challenge [g,Z11 = g%1,...,
Zim = g9m,Zy = g2,Z23 = g%, Ry, ..., Ryl, where R;
is either e(g, g)**2%3 or a random element of G, with equal
probability. The game proceeds as follows:

Setup: The simulator 5 randomly chooses zy, 2> from Z,,
retains the generator g, and then outputs g = g%, go = g%*.
Then, B selects arandom oracle H and assigns Y = e(A, B) =
e(g, g)°°. The public key is as follows:

g g1=g2 @=g% Y=ego® H

Finally, B selects a set W of strings from {0, 1}* uniformly
at random and sends W to A.

Query Phase 1:

o KeywordRg oracle: A can query H for the pre-tags,
and B will maintain an H — [ist to respond to A. The
H — list consists of a list of the tuples < w;, t; >.
The list is initially empty. When A queries w; € W to the
KeywordRg oracle, B returns the pre-tag to the adversary
as follows:

1) Ifthe query of w; is already in the H —list, B returns
tto A.

2) Otherwise, B selects a random z1; € Z, and
responds with #; = g* = Z; ;. Then, B adds the
tuple < w;, t; > to H — list.

o The BuildIndex oracle is the same as the BuildIndex
oracle in Lemma 5.

e Trapdoor queries: A adaptively chooses a finite number
of queries g ; of expression tree ET(Wgr, O) to chal-
lenge the Trapdoor oracle. B generates the T)g Y and T)g3),
which is the same as Lemma 5. The T)Ez) is as follows:

T)SZ) — gzzzi — Z2Zi.

Challenge: A chooses two keyword sets Wo = {wg 1, .. .,
wo.m}, W1 = {w11,...w1,} with the same constraint as in
Lemma 5. Then, B flips a fair binary coin v, chooses ¢, z3 €
Zp, and returns an index I as follows:

For i = m, B outputs:

In = (E = (e(g, 9"), EY = (g, E® =(gfy,
E® = g% =73, EYW = eZim, 20)% = Ru).
Fori € [1, m — 1], B outputs:
EV =10, EY =11, 227 =R;.

Phase 2: A continues querying as in Phase 1 under the
constraint described above.

Guess: A eventually outputs a bit v/, representing its guess
for v.
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If R = e(g, g%, then A’s view of this game is
identical to the original game. If R; is a random element in G»,
then the advantage of A is negligible. Therefore, if A can
distinguish game Game,, from game Game;,+1 with a non-
negligible probability, then B has a nonnegligible probability
in breaking the MDBDH assumption.

Under the above games, the proposed scheme also defend
against the offline keyword guessing attack which is men-
tioned in section III.

The following is the discussion of the other two types of
adversaries that are not considered above: a sender colluding
with other senders and senders colluding with a server.

1) SENDER COLLUDING WITH OTHER SENDERS

If a sender colludes with other senders, this means they can
obtain the pre-tags they should not know, while they still
cannot obtain the corresponding trapdoor. In fact, our scheme
can defend against this type of adversary. The BuildIndex
algorithm is probabilistic. Different senders cannot generate
the same index with the same keywords. Therefore, a sender
colluding with other senders is equivalent to the adversary
being a sender, as we have proven above.

2) SENDERS COLLUDING WITH A SERVER

If the senders collude with a server, this means that this type
of adversary can obtain all the pre-tags, trapdoors and indexes
without limitations. Suppose that Bob is a sender and Alice is
a sender who also has root privileges of the server; there are
two different situations:

o If Alice steals the pre-tags from Bob, this means Alice
only acquires the pre-tags without the corresponding
keywords. We can encrypt the keyword first and then
generate the pre-tag (this method is proposed in [16]).
Finally, Alice still cannot distinguish the indexes with
the pre-tags.

« If Bob gives the pre-tags and corresponding keywords
together to Alice, we can take some measures in practice
to keep the proposed scheme secure. The data receiver
keeps some special sets of keywords secure by only
giving these keywords to some trusted senders.

Negative Keywords: In the proposed scheme, we use a wild

keyword to represent all the negative keywords that are not
in the index. However, if the adversary queries the trapdoor
with an expression tree that only contains negative keywords,
we obtain the following result:

A o (0
1_[ T® iSO here

XESN
ax(©)
=[]

x€eSN

i = index(x)
Sy = {index(x) : x € Sy}

A5, ©)

‘Iparenr(x)(i"d"x("')) Ai,S}/v ©
[] P )
xeSN
an (©0)

:gﬂ
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Finally, we can obtain g# and then compute:

e(gh,ss) = e(g?, g'f)
= e(g. 9)™.

If all the keywords in the trapdoor are negative keywords,
the trapdoor will match with all indexes, and the adversary
could obtain all the encrypted data. Actually, the adversary
cannot decrypt the encrypted data and learn any information
about the keyword because s, is just a wild keyword without
a real meaning. In the real world, a person typically will not
search with a set of negative keywords.

VI. PERFORMANCE ANALYSIS

A. EFFICIENCY

The scheme’s efficiency includes the storage overhead of the
public key, private key, index and trapdoor, as well as the
computational overhead of algorithms Gen(), KeywordRg(),
BuildIndex(), Trapdoor () and Search().

Let n, [, 0, and m be the sizes of the distinct keyword
set in encrypted data, keyword set in trapdoor, operation set
and keyword set in an index, respectively. Let /,, [, be the
numbers of positive keywords and negative keywords in the
trapdoor, where [ = [, + I,,. The time consumed on the group
is the main part of the overall computational overhead. There-
fore, using the operations on the group to analyze the compu-
tational overhead in theory. Let E denote an exponentiation
operation, and let P denote a pairing operation.

In Gen(), the size of the public key is a constant 4, and
a part of the size of the private key is 4. The computational
overhead is 3 x E.

In KeywordRg(), the proposed scheme generates a pair
of secret and pre-tag for each keyword, gives the pre-tag
to the sender, and keeps the secret to ourselves. Therefore,
the size of the private key depends on the number of secrets
of pre-tags, which is 4 + n. The computational overhead of
generating all the pre-tags is n * E.

In BuildIndex(), the storage overhead of an index, repre-
sented as |index]|, is determined by the number m of keywords
in the index; thus, |index| = 2m + 3. The computational
overhead of each index is (m + 3) * E + m x P.

In Trapdoor(), each keyword in the trapdoor contains two
group elements. Therefore, the storage overhead of the trap-
door |Trapdoor| is 2x1. The computational overhead is 2/ xE.

Let min() be a function to obtain the minimum number.
In Search(), the valid F, for the leaf node x should be com-
puted firstly, which is m * logl at most, and then computes
F, for internal nodes x in the expression tree. Therefore,
the computational overhead of search() is less than (m*logl+
min(m, 1))« P+ (0o + 1) x E.

Comparison: We compare the performance of the proposed
scheme with the other four schemes [7], [8], [11], [34]. The
reason of choosing these four schemes is that they are all
representative schemes published in the past 5 years. They
support conjunction and disjunction at least, and are based
on the basic idea of ABE. So these schemes are similar to
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our scheme. The proposed scheme aims to extend the search
criteria rather than improving the efficiency. Therefore, our
scheme is feasible when the storage overhead and computa-
tional overhead are similar to the other four schemes.

The storage overheads of these schemes are shown in
TABLE 1. We publish the public key to everyone and keep the
private key to ourselves. The server stores the indexes, and the
storage overhead of the trapdoor is the communication over-
head. There is little difference in terms of storage overhead
between the proposed scheme and the other four schemes.
The costs of the public key and trapdoor in our scheme are
the least. The costs of the private key and index in our scheme
are between the highest and lowest costs.

The computational overheads of these schemes are shown
in TABLE 2. The Buildindex() algorithm is run by the data
senders, the data receiver runs the Trapdoor() algorithm,
and the server runs the Search() algorithm.Since the four
schemes [7], [8], [11], [34] are based on the linear secret
sharing scheme (LSSS) [40], v is defined as the number of
elements in the set of minimum subsets that satisfy the access
structure and v; is defined as the number of elements in all the
subsets mentioned in [11]. Since these two parameters are not
used in our scheme, we present a simple example to explain
v1 and v. Given a search expression (Z; = A AND (Z, =
B OR Z3 = (C)), the minimum subsets that satisfy the search
expression are {Z1, Z»} and {Z;, Z3}, and vi = 2, v, = 4.

As shown in TABLE 2, the computational overhead of
Search() in our scheme is not much less than that of the
others. Actually, there is no need to compute for all nodes.
The number of nodes that need to be computed depends
on the operation Ry. If k is 1, then it means that we have
constructed a constant polynomial, and only need to compute
the overhead of one child node. In the experiments, once F,
of the root is generated, the algorithm can be terminated.
In the real world, people generally search on short criteria.
Therefore, the practical computational overhead is similar to
the other schemes.

B. EXPERIMENT

We implement our scheme in the PBC library, which is a free
lightweight C library providing the mathematical details of
a bilinear pairing on a cyclic group. There are three groups
G1, G2, and GT of prime order r and a bilinear map e to
generate an element of GT that takes an element from G1 and
an element from G2 as inputs. Our experiments run on an all-
in-one desktop computer with an Intel Core 17-6650U CPU
(4 core 2.20GHz) and 8 GB of RAM running 64-bit Windows
10 Pro.

At the beginning of this section, we analyzed the
performance theoretically and mentioned two operations:
exponentiation operation and pairing operation. Some sim-
ple experimental results about the computational overhead
for each operation are shown in FIGURE 3, where the
x-coordinate represents the different operations: e(G1, G1),
e(G2, G2), e(G1, G2), G1¢, G2% and GT*. FIGURE 3 shows
that the computational overheads of the pairing operations
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TABLE 1. Storage overhead comparison with other schemes.

(=]

N

N

Scheme Public Key | Private Key | Trapdoor Index
[7] 9 5 6l 5m
[8] n+5 n+4 21 m+ 2
[11] n+4 m 4+ 2 3l m+ 2
[34] 10 8 (4n +2)1 7
Our scheme 4 n+4 21 2m + 3
TABLE 2. Computational overhead comparison with other schemes.
Scheme BuildIndex() Trapdoor() Search()
[7] (Tm +2)x E (16l+ 1)+ E <(14wv2)*xE+ (6va+1)*x P
[8] 2(m+1)*x E 4l x E < voF +2vg x P
[11] (m+2)«xE+ P 4« E < voE +2(lp +v2) * P
[34] (n+6)«*E+ P (15sl+ 1)+ E <7P+(v2+1)*xE
Our scheme | (m +3)*« E+m* P 20« E < (m*logl + min(m,l)) * P+ (o+1) * E
1000
& 800
=
g 600
O 400
o
jS: 200
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o

e(G1,G1) e(G2,G2) e(G1,G2)
FIGURE 3. The computational overhead of operations.

G1? G2° GT?

on different types of group elements are the same. G1¢ and
G2¢ have the same computational overheads because they
have the same data structures in the PBC library. GT“ has
the minimum computational overhead.

In FIGURE 4, we present the storage overhead of the

0

Zn G1/G2/GT PP MK

FIGURE 4. The storage overhead of PEMKS.
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a secret key, and the others representing the standard group
elements, public parameters, master key, pre-tag, index that
contains two keywords, and trapdoor that contains three key-

words, respectively.

In FIGURE 5, we present the computational overheads of
the algorithms KeywordRg(), BuildIndex(), Trapdoor(), and

proposed scheme, where Z,, means a prime order representing Search().
Pretag Index
) . . 8 . ; .
6l retag i 6k 10 keywords
Py Py 12 keywords
NS N
] b < [}
g4 N
= =
2F ] 2
0 . . . . 0 . . .
0 200 400 600 800 1000 10 20 30 40 50
Keywords number Document number
Trapdoor Search
0.2 , , , 0.8 ' '
7 keywords
. 015 1T 06t 9 keywords
B z
(]
% 0.1F 1 E
2 & 04
0.05 ¢ ]
0 A A A A 0.2 : : :
4 6 8 10 12 14 10 12 14 16 18

31994

Keywords number

FIGURE 5. The computational overhead of PEMKS.
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The first one shows the time for generating pre-tags con-
taining 100 to 1000 keywords. The computational time is
almost linear with the number of keywords.

The second one presents the computational overhead of
generating indexes containing 10 to 50 documents. In the
proposed scheme, the indexes are generated by multiple
senders. Actually, each sender would not generate a large
number of indexes. The computational time is linear with
the number of documents. This figure also shows four other
different cases, where each document contains 8 keywords,
10 keywords and 12 keywords. We observe that an increase
in the number of keywords in each index implies an increase
in the computational time for each index.

The third one shows the computational overhead for gen-
erating a trapdoor that contains 4 to 14 keywords. The time is
also linear with the number of keywords in the trapdoor.

The final one is the computational overhead for search-
ing. There are many factors that influence the search time,
such as the numbers of keywords in the trapdoor and index,
the number of matched indexes, the search criteria and so
on. To obtain relatively realistic results, we generate indexes
containing 10 to 18 keywords, and each keyword is chosen
from 1000 keywords randomly. Different lines mean different
numbers of keywords in the trapdoor. The computational time
of the same number of keywords in the trapdoor is linear
with the number of keywords per index, and the search time
increases with the increase in the number of keywords in the
trapdoor.

VIl. CONCLUSION

In this paper, we propose a novel multi-keyword search
scheme, called PEMKS, which solves the problem of how
to customize the keywords’ relevancy. The proposed scheme
allows the data receiver to search encrypted data that contain
any n keywords of a keyword set. At the same time, it can also
support negation. We present the details of the scheme, for-
mally define its security, and prove that the proposed scheme
is secure against the adaptive chosen keyword attack and the
offline keyword guessing attack. We present the performance
analysis compared with other schemes in theory, implement
the proposed scheme and conduct some experiments to eval-
uate the proposed scheme’s performance.
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