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ABSTRACT

Performance analysis of Unmanned Aerial Vehicles-enabled Wireless

Networks

by

Xin Yuan

As an indispensable part of mobile communication systems, Unmanned Aerial

Vehicles (UAVs) can be leveraged to complement terrestrial networks by providing

coverage to areas where infrastructures are scarce. Equipped with self-navigation

and strong automation, UAVs have extensive applications to environmental mon-

itoring, disaster recovery, search and rescue, owing to their excellent agility and

autonomy. As a result, an increasing demand arises for ubiquitous connectivity

and reliable communication for data exchange between UAVs, and between UAVs

and ground stations. Since UAVs operate in three-dimensional (3D) space with

strong manoeuvrability, random trajectories and wireless propagation environment

can pose significant challenges to the study on coverage and capacity of UAV net-

works. On the other hand, UAVs are increasingly posing threats to information

security. UAVs can be potentially used to eavesdrop and jam wireless transmissions

between legitimate terrestrial transceivers. It is of practical interest to understand

the robustness of terrestrial wireless communications under exposure to new threats

from aerial adversaries. This thesis studies the coverage and capacity, including

secure coverage and secrecy capacity, of UAV-enabled wireless networks with UAVs

flying under 3D random trajectories based on stochastic geometry and measure con-

vergence theory. The detailed contributions of this thesis are summarised as:

• Capacity analysis of UAV networks under random trajectories. We geomet-

rically derive probability distributions of UAV-to-UAV distances and closed-

form bounds for the capacity can be obtained by exploiting the Jensen’s in-



equality. We extrapolate the idea to dense UAV networks and analyse the

impact of network densification and imperfect channel state information on

the capacity.

• Connectivity analysis of uncoordinated UAV swarms. New closed-form bounds

are derived for the outage probability of individual UAVs, and broadcast con-

nectivity of each UAV which evaluates the reliability of broadcast across the

swarm. The qualifying conditions of the bounds on 3D coverage and impact

of ground interference on the outage are identified.

• Secure connectivity analysis in UAV networks. We propose a trust model

based on UAVs‘ behaviour and mobility pattern and characteristics of inter-

UAV channels. We derive analytical expressions of both physical and secure

connectivity probabilities with/without considering Doppler shift.

• Secrecy capacity analysis against aerial eavesdroppers. We analyse ergodic

and ε-outage secrecy capacities of ground link in the presence of cooperative

aerial eavesdroppers. The “cut-off” density of eavesdroppers under which the

secrecy capacities vanish is identified. By decoupling the analysis of random

trajectories from random channel fading, closed-form approximations with al-

most sure convergence to the secrecy capacities are devised.

Dissertation directed by Professor Ren Ping Liu, Associate Professor Andrew Zhang,

and Dr. Wei Ni

School of Electrical and Data Engineering



Acknowledgements

Throughout the writing of this thesis, I have received a great deal of support and

assistance. I would first like to thank my principal supervisor, Prof. Ren Ping

Liu, whose expertise was invaluable in the formulating of the research topic and

methodology in particular. I appreciate all his contributions of time, ideas, and

funding to make my PhD experience productive.

I owe my deepest gratitude to my co-supervisor, Dr. Wei Ni, for his scientific

advice and knowledge and many insightful discussions and suggestions. He is my

primary resource for getting my science questions answered and was instrumental

in helping me crank out this thesis. I also would like to thank my co-supervisor

A/Prof. Andrew Zhang, for his patience, encouragement and insightful comments

on my research.

I especially thank my supervisor, Prof. Zhiyong Feng, from Beijing University

of Posts and Telecommunications (BUPT), for her support, guidance, encourage-

ment, and technical comments through all years of my research. Special thanks to

BUPT, Beijing, China, and University of Technology Sydney (UTS) for providing a

scholarship and other financial support for my study and research.

I also thank my friends for providing a happy distraction to rest my mind outside

of my research. Finally, I would like to express my deep and sincere gratitude to

my parents for their encouragement, constant support and unconditional love, they

have kept me moving forward even in tough times. This journey would not have

been possible if not for them, and I dedicate this milestone to them.

Xin Yuan

Sydney, Australia, 2020.



List of Publications

Journal Papers

J-1. X. Yuan, Z. Feng, W. Ni, R. P. Liu, J. Zhang, and W. Xu,“Secrecy Perfor-

mance of Terrestrial Radio Links under Collaborative Aerial Eavesdropping,”

IEEE Transactions on Information Forensics and Security, June 2019.

J-2. X. Yuan, Z. Feng, W. Ni, Z. Wei, R. P. Liu, and J. Zhang, “Secrecy Capacity

Analysis against Aerial Eavesdropper,” IEEE Transactions on Communica-

tions, July 2019.

J-3. X. Yuan, Z. Feng, W. Xu, W. Ni, J. Zhang Z. Wei, and R. P. Liu, “Capacity

Analysis of UAV Communications: Cases of Random Trajectories,” IEEE

Transactions on Vehicular Technology, vol. 67, no. 8, pp. 7564-7576, Aug.

2018.

J-4. X. Yuan, Z. Feng, W. Xu, Z. Wei, and R. P. Liu, “Secure Connectivity

Analysis in Unmanned Aerial Vehicle Networks,” Frontiers of Information

Technology & Electronic Engineering, 19, 409-422, 2018.

J-5. Z. Wei, H. Wu, X. Yuan, S. Huang and Z. Feng, “Achievable Capacity Scaling

Laws of Three-Dimensional Wireless Social Networks,” IEEE Transactions on

Vehicular Technology, vol. 67, no. 3, pp. 2671-2685, March 2018.

J-6. S. Huang, Z. Wei, X. Yuan, Z. Feng and P. Zhang, “Performance Char-

acterization of Machine-to-Machine Networks With Energy Harvesting and

Social-Aware Relays,” IEEE Access, vol. 5, pp. 13297-13307, 2017.

J-7. Z. Wei, Z. Wang, X. Yuan, H. Wu and Z. Feng, “Information Density-based

Energy-limited Capacity of Ad Hoc Networks,” International Journal of Dis-

tributed Sensor Networks, 2018, 14(4): 1550147718773242.



vii

Conference Papers

C-1. X. Yuan, Z. Wei, Z. Feng, Q. Zhang and W. Li, “Throughput Scaling Laws of

Hybrid Wireless Networks with Proximity Preference,” IEEE Wireless Com-

munications and Networking Conference, Doha, 2016, pp. 1-6.

C-2. X. Yuan, Z. Wei, Z. Feng and W. Xu, “Trust Connectivity Analysis in Over-

laid Unmanned Aerial Vehicle Networks,” 17th International Symposium on

Communications and Information Technologies (ISCIT), Cairns, QLD, 2017,

pp. 1-6.

C-4. Z. Wei, Z. Feng, X. Yuan, X. Feng, Q. Zhang and X. Wang, “The Achievable

Capacity Scaling Laws of 3D Cognitive Radio Networks,” IEEE International

Conference on Communications (ICC), Kuala Lumpur, 2016, pp. 1-6.

C-5. S. Liu, Z. Wei, Z. Guo, X. Yuan and Z. Feng, “Performance Analysis of UAVs

Assisted Data Collection in Wireless Sensor Networks,” IEEE 87th Vehicular

Technology Conference (VTC Spring), Porto, 2018, pp. 1-5.

C-6. J. Shang, W. Xu, C. Lee, X. Yuan, P. Zhang, and J. Lin “Delay Estimation of

UAV Communications Based on Fountain Codes,” IEEE 30th Annual Inter-

national Symposium on Personal, Indoor and Mobile Radio Communications

(PIMRC), 2019.



Contents

Certificate ii

Abstract iii

Acknowledgments v

List of Publications vi

List of Figures xiii

Abbreviation xvii

Notation xx

1 Introduction 1

1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Research Problems and Challenges . . . . . . . . . . . . . . . . . . . . 6

1.3 Research Objectives and Contributions . . . . . . . . . . . . . . . . . 8

1.3.1 Research Objectives . . . . . . . . . . . . . . . . . . . . . . . 8

1.3.2 Research Contributions . . . . . . . . . . . . . . . . . . . . . . 8

1.4 Thesis Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2 Literature Review 12

2.1 UAV-enabled Wireless Network . . . . . . . . . . . . . . . . . . . . . . 12

2.2 Performance analysis of Wireless Networks . . . . . . . . . . . . . . . 13

2.2.1 Performance analysis of Traditional wireless Networks . . . . . 13

2.2.2 Performance analysis of UAV-enabled Wireless Networks . . . 14



ix

2.3 Physical Layer Security . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.3.1 Physical Layer Security in Traditional Wireless Networks . . . 15

2.3.2 Physical Layer Security in UAV-enabled Wireless Networks . . 16

2.3.3 Performance Metrics for Physical Layer Security . . . . . . . . 17

3 Capacity Analysis of UAV-enabled Wireless Networks 19

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.2 System Model and Problem Formulation . . . . . . . . . . . . . . . . . 20

3.2.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

3.2.2 Definitions of Performance Metrics . . . . . . . . . . . . . . . 22

3.3 Link Capacity of UAV Communications . . . . . . . . . . . . . . . . . 25

3.3.1 U2U Link with 3D Random Trajectories . . . . . . . . . . . . 25

3.3.2 U2U Link with 2D Random Trajectories . . . . . . . . . . . . 27

3.3.3 U2G Link with 3D Random Trajectories . . . . . . . . . . . . 28

3.4 Network Densification and Relay . . . . . . . . . . . . . . . . . . . . . 30

3.4.1 Direct Link . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.4.2 Relayed Link . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

3.5 Simulation and Evaluation . . . . . . . . . . . . . . . . . . . . . . . . 33

3.6 Discussions and Extensions . . . . . . . . . . . . . . . . . . . . . . . . 37

3.6.1 Interference from the Ground Station . . . . . . . . . . . . . . 37

3.6.2 Imperfect CSI at the Receiver . . . . . . . . . . . . . . . . . . 40

3.7 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

3.8 Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

3.8.1 Proof of the convexity of Cerg1 with respect to l. . . . . . . . . 42

3.8.2 Proof of Theorem 1. . . . . . . . . . . . . . . . . . . . . . . . 43



x

3.8.3 Proof of Corollary 1. . . . . . . . . . . . . . . . . . . . . . . . 46

3.8.4 Proof of Corollary 2. . . . . . . . . . . . . . . . . . . . . . . . 48

4 Connectivity Analysis of UAV-enabled Wireless Net-

works 50

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

4.2 System Model and Problem Formulation . . . . . . . . . . . . . . . . . 51

4.2.1 Outage Probability . . . . . . . . . . . . . . . . . . . . . . . . 52

4.3 Connectivity of the UAV Swarms . . . . . . . . . . . . . . . . . . . . . 55

4.3.1 Connectivity of Individual UAVs . . . . . . . . . . . . . . . . 56

4.3.2 Broadcast Connectivity of the UAV Swarm . . . . . . . . . . . 58

4.4 Connectivity of the UAV Swarms under the ground Interference . . . . 60

4.4.1 Outage Probability under Interference from Ground

Transmitter . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

4.4.2 Connectivity analysis . . . . . . . . . . . . . . . . . . . . . . . 63

4.5 Simulation and Evaluation . . . . . . . . . . . . . . . . . . . . . . . . 64

4.5.1 Connectivity of individual UAVs . . . . . . . . . . . . . . . . . 65

4.5.2 Broadcast Connectivity of the UAV Swarm . . . . . . . . . . . 70

4.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

4.7 Appendices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

4.7.1 Proof of Theorem 2. . . . . . . . . . . . . . . . . . . . . . . . 71

4.7.2 Proof of Theorem 3. . . . . . . . . . . . . . . . . . . . . . . . 72

4.7.3 Proof of X − E [X ]−→0. . . . . . . . . . . . . . . . . . . . . . 73

4.7.4 Proof of Theorem 5. . . . . . . . . . . . . . . . . . . . . . . . 74

4.7.5 Proof of Corollary 3. . . . . . . . . . . . . . . . . . . . . . . . 76



xi

5 Secure Connectivity Analysis of UAV-enabled Wireless

Networks 80

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

5.2 System Model and Definitions . . . . . . . . . . . . . . . . . . . . . . 83

5.2.1 Network Model . . . . . . . . . . . . . . . . . . . . . . . . . . 84

5.2.2 Definition of Secure Links . . . . . . . . . . . . . . . . . . . . 84

5.3 Trust Modeling and Calculation . . . . . . . . . . . . . . . . . . . . . 85

5.3.1 Efficient Hierarchical Trust Model . . . . . . . . . . . . . . . . 85

5.3.2 Trust Calculation . . . . . . . . . . . . . . . . . . . . . . . . . 87

5.4 Secure Connectivity Analysis of UAV Networks under Doppler Shifts . 94

5.4.1 Physical Connection in UAV Networks . . . . . . . . . . . . . 94

5.4.2 Secure Connectivity Analysis . . . . . . . . . . . . . . . . . . 99

5.5 Simulation and Evaluation . . . . . . . . . . . . . . . . . . . . . . . . 99

5.5.1 Performance of the Trust Model . . . . . . . . . . . . . . . . . 100

5.5.2 Physical Connectivity Probability . . . . . . . . . . . . . . . . 103

5.5.3 Secure Connectivity Probability . . . . . . . . . . . . . . . . . 106

5.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

6 Secrecy Performance Analysis of Terrestrial Radio Links

against Aerial Eavesdroppers 109

6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

6.2 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

6.2.1 Mobility Model . . . . . . . . . . . . . . . . . . . . . . . . . . 110

6.2.2 Channel Model . . . . . . . . . . . . . . . . . . . . . . . . . . 113



xii

6.3 Average Achievable Secrecy Rate in the Presence of an Aerial

Eavesdropper . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

6.3.1 Ergodic Secrecy Rate . . . . . . . . . . . . . . . . . . . . . . . 116

6.3.2 Average ε-Outage Secrecy Rate . . . . . . . . . . . . . . . . . 119

6.3.3 Ergodic and Outage Secrecy Rates under Practical UAV

Channel Model . . . . . . . . . . . . . . . . . . . . . . . . . . 121

6.4 Simulation and Evaluation . . . . . . . . . . . . . . . . . . . . . . . . 123

6.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130

6.6 Appendix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

6.6.1 Proof of (6.1) – (6.3) . . . . . . . . . . . . . . . . . . . . . . . 131

6.6.2 Proof of Lemma 5 . . . . . . . . . . . . . . . . . . . . . . . . . 133

6.6.3 Proof of E
[
log2

(X
Y

)] a.s.−−→ log2

(
E[X ]
E[Y]

)
. . . . . . . . . . . . . . . 134

6.6.4 Proof of Theorem 6 . . . . . . . . . . . . . . . . . . . . . . . . 135

6.6.5 Proof of Lemma 6 . . . . . . . . . . . . . . . . . . . . . . . . . 138

6.6.6 Proof of Theorem 7 . . . . . . . . . . . . . . . . . . . . . . . . 141

6.6.7 Proof of (6.23). . . . . . . . . . . . . . . . . . . . . . . . . . . 142

7 Conclusion and Future Work 146

Bibliography 149



List of Figures

1.1 Forecast curves for the number of UAS by the US Department of

Defense and public agencies. . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Illustration of an Air-space-ground integrated information network . . 5

3.1 Illustration on a pair of autonomous UAVs flying random 3D

trajectories with smooth turns. . . . . . . . . . . . . . . . . . . . . . 20

3.2 Two UAVs in the spherical region (Special case: UAV 1 is located

on the surface of the 3D spherical region). . . . . . . . . . . . . . . . 25

3.3 Two UAVs in a 2D disk (Special case: UAV 1 is located on the

boundary of the disk). . . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.4 The ergodic capacity vs. radius, with the Rician factor K = 5 dB,

P = 0.1 W. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3.5 The outage capacity vs. radius, with the Rician factor K = 5 dB,

P = 0.1 W, and ϑth = 10 dB. . . . . . . . . . . . . . . . . . . . . . . 35

3.6 The outage capacity vs. SNR threshold, with the Rician factor

K = 5 dB, P = 0.1 W, and rs = 500 m. . . . . . . . . . . . . . . . . . 36

3.7 The ergodic capacity vs. SNR threshold, with the Rician factor

K = 5 dB, P = 0.01 W, and ϑth = 0 dB. . . . . . . . . . . . . . . . . 36

3.8 SINR vs. radius, with P = 0.1 W, PI = 0.1 W, and α = 3. . . . . . . 40

4.1 A UAV swarm flies autonomously and randomly within a 3D sphere. 51



xiv

4.2 The curve of Q̃(l) vs. distance l, where K = 5 dB, ρth = 5 dB,

P = 0.1 W and σ2 = −70,−80 dBm. . . . . . . . . . . . . . . . . . . 53

4.3 Two UAVs in the spherical region (Special case: UAV 1 is located

on the boundary of the spherical region). . . . . . . . . . . . . . . . . 56

4.4 The outage probability of an arbitrary UAV vs. the number of

UAVs, N , under different Rician factors, where r = 500 m, ρth = 5

dB, and αI = 3.5. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

4.5 The outage probability in the presence of interference from the

ground transmitter vs. the outage probability in the absence of

interference from the ground transmitter under different αI , where

r = 500, N = 50, KI = 0, and α = 3. . . . . . . . . . . . . . . . . . . 66

4.6 The outage probability of an arbitrary UAV vs. the number of

UAVs under different SNR/SINR thresholds, where K = KI = 0

and r = 500 m. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

4.7 The outage probability of an arbitrary UAV vs. the transmit power

of UAVs for different values of SNR threshold, where r = 500 m,

N = 50, α = 3,αI = 3.5, and the Rician factor is K = 0. . . . . . . . 68

4.8 The outage probability of an arbitrary UAV vs. the radius of the

sphere r, under different total numbers of UAVs, where the Rician

factor K = 0, P = 0.1 W and ρth = 5 dB. . . . . . . . . . . . . . . . . 68

4.9 The outage probability between the furthest pair of UAVs in the

UAV swarm. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

5.1 An illustration of a UAV network with a trust link. Here, solid lines

and dotted lines denote physical links and trust links, respectively. . . 83

5.2 Secure link abstracted from UAV Networks in Fig. 5.1. (1) physical

link; (b) trust link; (c) secure link. . . . . . . . . . . . . . . . . . . . . 84

5.3 The structure of trust model . . . . . . . . . . . . . . . . . . . . . . . 86



xv

5.4 An illustration of the Oblate Spheroid Model . . . . . . . . . . . . . . 95

5.5 Communication packets are higher than the threshold . . . . . . . . . 101

5.6 Communication packets are lower than the threshold . . . . . . . . . 101

5.7 Influence of the weight value . . . . . . . . . . . . . . . . . . . . . . . 102

5.8 Influence of trust update time interval . . . . . . . . . . . . . . . . . 103

5.9 Robustness against mobility . . . . . . . . . . . . . . . . . . . . . . . 104

5.10 Physical connectivity probability Pphy vs. Communication range rth . 104

5.11 Physical connectivity probability Pphy vs. Speed V . . . . . . . . . . 105

5.12 Connectivity probability vs. Communication range rth . . . . . . . . 106

5.13 Connectivity probability vs. Communication range rth . . . . . . . . 106

6.1 The system of interest, where there is a pair of legitimate

transmitter and receiver on the ground, and an aerial eavesdropper

flying within the transmission range of the transmitter. The

eavesdropper follows the ST mobility model. . . . . . . . . . . . . . . 111

6.2 The scenario of a bidirectional ground link, where the aerial

eavesdropper flies within the overlapping coverage region of both the

legitimate ground nodes. . . . . . . . . . . . . . . . . . . . . . . . . . 124

6.3 The ergodic secrecy rate vs. the radius of the eavesdropper’s flight

region, r, under different values of path loss, αe, where L = 200 m,

and α = 3. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

6.4 The ergodic secrecy rate vs. αe
α

, in the presence of an aerial

eavesdropper under different values of path loss exponent, αe, where

α = 4. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

6.5 The ε-outage secrecy rate vs. the radius of the eavesdropper’s flight

region, r, under different values of both path loss exponent and

Rician factors, where α = 3, L = 200 m, and ε = 0.1. . . . . . . . . . 127



xvi

6.6 The ε-outage secrecy rate vs. the outage probability, ε, in the

presence of an aerial eavesdropper flying in 3D spherical spaces,

where L = 200 m, r = 800 m, and α = 3. . . . . . . . . . . . . . . . . 128

6.7 The ε-outage secrecy rate vs. αe
α

, under different values of both

target secrecy rate and Rician factor. . . . . . . . . . . . . . . . . . . 129

6.8 The secrecy rates (Scenario 1) under different απ
2

values, where

L = 200 m, K = 0, Ke = 10 dB, and α0 = 3. . . . . . . . . . . . . . . 130

6.9 Geometric manipulation for the proof of (6.1) – (6.3). . . . . . . . . . 131

6.10 Geometric interpretation for the evaluation of le . . . . . . . . . . . . 142



Abbreviation

a.s. - Almost sure

i.i.d. - Independent and identically distributed

CDF - Cumulative distribution function

PDF - Probability of Density

2DPSK - Binary DPSK

2D: Two-dimensional

3D: Three-dimensional

5G - The 5th Generation mobile communication system

6G - The 6th Generation mobile communication system

A2A - Air-to-air

A2G - Air-to-ground

AA - Azimuth angle

AWGN - Additive white Gaussian noise

BER - Bit error rate

BS - Base station

BPP - Binomial point process

BPSK - Binary Phase Shift Keying

CDMA: Code Division Multiple Access

CoMP: Coordinated Multi-Point

CSMA/CA - Carrier-sense multiple access with collision avoidance

CSI: Channel State Information

CQI: Channel Quality Indicator

D2D: Device to Device



xviii

DoF - Degree-of-freedom

DPSK - Differential Phase Shift Keying

M2M: Machine to Machine

MIMO: Multi input multi output

E2E: End-to-end

EA - Elevation angle

EHTM - Efficient hierarchical trust model

FDD: Frequency Division Duplex

FDMA: Frequency Division Multiple Access

G2G: Ground-to-ground

G2U: Ground-to-UAV

JP: Joint Processing

LTE: Long Term Evolution

LTE-A: Long Term Evolution-Advanced

LoS: Line-of-sight

MAC: Medium access control

MANET: Mobile Ad Hoc Network

MIMO: Multiple Input Multiple Output

MISO: Multiple Input Single Out

MMSE: Minimum Mean Square Error

MRC: Mobile Ad Hoc Network

NLoS: Non line-of-sight

PER: Packet error rate

PMF: Probability Mass Function

PGF: Probability Generating Functional

PLL: Phase-locked loop

PLR: packet loss rate



xix

PPP: Poisson Point Process

PRR: Packet Receiving Ratio

QoS: Quality of Service

RF: Radio Frequency

RMS: Root-mean-square

RSRP: Reference Signal Received Power

RSSI: Received Signal Strength Indicator

SC: Selection combining

SINR: Signal to Interference plus Noise Ratio

SNR: Signal-to-noise ratio

SON: Self-Organized Network

SRCM: Semi-Random Circular Movement

ST:Smooth Turn

SVD: Singular value decomposition

TDD: Time Division Duplex

TDMA: Time Division Multiple Access

MTC: Machine Type Communication

ICIC: Inter-Cell Interference Coordination

WiMAX: Worldwide Interoperability for Microwave Access

WSN: Wireless Sensor Networks

U2G: UAV-to-Ground

UAV: Unmanned Aerial Vehicles

VANET: Vehicular Ad hoc Network

ZF: Zero Forcing



Nomenclature and Notation

Capital letters denote matrices.

Lower-case alphabets denote column vectors.

(·)T denotes the transpose operation.

(·)∗ denotes the complex conjugate operation.

(·)H denotes the conjugate transpose operation.

In is the identity matrix of dimension n× n.

0n is the zero matrix of dimension n× n.

R, R+ denote the field of real numbers, and the set of positive reals, respectively.

(·)+ denotes max{·, 0}.

| · | denotes the modulo operation.

E [·] denotes the expectation operation.

f(·) denotes the probability distribution function.

F (·) denotes the cumulative distribution function.

Pr(·) denotes the probability function.

∂y
∂x

denotes the first order partial derivative of y to x.

∂2y
∂x2

denotes the second order partial derivative of y to x.

1(·) denotes the indicator function.
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B(a, b) denotes the Beta function with parameter a and b.

β(·; ·, ·) denotes the incomplete beta function.

Γ(·) denotes the Γ function.

γ(a, b) =
∫ b

0
e−tta−1dt denotes the incomplete gamma function.

2F1(a, b; c; z) =
∑∞

n=0
(a)n(b)n

(c)n
· zn
n!

denotes the Gaussian hypergeometric function.
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Chapter 1

Introduction

This chapter mainly introduces the research background, discusses the challenges

and problems of the UAV-enabled wireless networks, and presents the objectives,

the contributions and the structure of this thesis.

1.1 Background

According to the US Defense Report “Unmanned aircraft systems roadmap 2005-

2030 [1]”, it is predicted that there will be 70,000 drones in the United States by

2035, as shown in Fig. 1.1. Unmanned Aerial Vehicle (UAV) system can provide

wireless network coverage for remote areas, and can also serve as an effective relay for

information transmission between terrestrial communication networks and satellite

communication networks [2, 3]. UAV may play a central role in providing network

services recovery in a disaster-stricken region, enhancing public safety networks, or

handling other emergency situations. In particular, UAV-aided base station can be

regarded as an important complement to fifth generation (5G) cellular networks [4].

The landscape of 5G radio access networks is expected to seamlessly and ubiqui-

tously connect everything, and support at least 1000-fold traffic volumes, 100 billion

connected wireless devices, and diversified requirements on reliability, latency, bat-

tery lifetime, etc, as opposed to current fourth generation (4G) cellular networks.

As a result, UAVs are identified as an important component of 5G/B5G wireless

technologies [5]. The UAVs have the advantages of small size, flexibility, and rapid

deployment, and can be widely used in military and civilian fields [6, 7, 8, 9]. Mil-

itary use of UAVs is more than 25 years mainly consisting of border surveillance,
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Figure 1.1 : Forecast curves for the number of UAS by the US Department of Defense
and public agencies [1].

reconnaissance and strikes. For the civilian use by some public institutions, such

as police, public safety and transportation management, UAVs can provide timely

warnings of disasters and assist in accelerating rescue and recovery operations when

public communication networks are broken [10].

The UAV is limited by its size, capacity (such as battery capacity), payload and

flight time, a single UAV sometimes cannot meet the task requirement. However,

multiple UAV collaborations can accomplish tasks efficiently and successfully [11].

Teams of UAVs can be deployed, for instance, as aerial base stations to provide

service to disaster-affected areas or as an aerial sensor network, collecting data in

large areas. Such teams can have the potential to perform tasks that go beyond the

individual capabilities of the small UAVs. Specifically, the multi-UAV system has

the advantages of less time required to perform tasks and a wide operation coverage.

However, the collaboration in multi-UAV system raises many challenges and

problems, especially when the multi-UAV system autonomously performs missions.

Although the multi-UAV system is able to change behaviors to handle unexpected

events, it is difficult for them to plan and execute different actions with little or no
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human interactions [12]. Communication and networking can realize interoperability

between UAVs, and are essential to enable team behavior, coordinate multiple UAVs,

and achieve autonomous UAV networks [10]. It is very likely that high-performance

wireless links and connectivity in three-dimensional (3D) space will be required

for several applications with data delivery under certain quality-of-service (QoS)

demands [7].

A Wireless Ad Hoc Network (WANET) does not need to pre-configure the net-

work infrastructure and has the characteristics of easy deployment, self-organization,

and dynamic topology. It is widely used in scenarios such as search and rescue

without communication infrastructure and can realize multiple UAV collaboration.

Flying Ad Hoc Network (FANET) can be defined as a new form of MANET in which

the nodes are UAVs [13]. Based on its definition, a single-UAV system cannot form

a FANET, which is only valid for multi-UAV systems. FANET can also be classified

as a subclass of Vehicular Ad Hoc Network (VANETs). The FANET has similar

features to MANET and VANET, and these similarities encourage researchers to

explore and discover the applicability of existing work in MANET and VANET, but

the work in these areas does not adequately address the unique characteristics of

the problems in the FANET.

The multi-UAV system, classified as FANET [13], not only has the character-

istics of no control center and self-organization, but also has the unique charac-

teristics, including node mobility, node density, radio propagation model, topology

change, and power consumption. The main advantages of the multi-UAV system,

or UAV-enabled wireless networks (or UAV networks for short), are summarized as

follows [13]:

• Reduce task completion time. The use of multi-UAV systems (or UAV net-

works) can effectively reduce the execution time of tasks such as reconnais-
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sance, surveillance, search and rescue. The more the number of drones, the

faster the task can be performed.

• Extending the scalability of multi-UAV operation. A multi-UAV system es-

tablished based on an infrastructure (such as a ground station or a satellite)

can only operate within the communication coverage area of the infrastruc-

ture. In the case of a UAV cannot communicate with the infrastructure, its

operation fails. On the other hand, the UAV network is based on the UAV-to-

UAV (U2U) data links instead of UAV-to-infrastructure (U2I) data links, and

it can extend the operation area in a self-organizing manner. Even if a UAV

in the network cannot be connected to the infrastructure, it can still operate

by establishing a multi-hop communication link.

• Reliable multi-UAV communication. The communication between the UAVs

is susceptible to the surrounding environment, such as obstacles including the

ground buildings and mountains, which can attenuate radio signal propaga-

tion. The multi-UAV networks can be self-organized to connect the UAVs and

effectively improve the operation efficiency. When a UAV is interrupted, the

self-organization of the UAV network can be used to maintain the network

connectivity through relaying from other UAVs. The self-organization of the

UAV network can reduce the dependence on the infrastructure and thereby

enhancing the network reliability.

• UAV swarms. Small UAVs are very light and have limited payload capacity.

Despite their restricted capabilities, the swarm behavior of the multiple UAVs

can complete complex missions. The swarm behavior requires communica-

tion between the UAVs to achieve mutual coordination and avoid collisions.

The self-organization between UAVs can effectively prevent collisions between

UAVs and enables effective coordination to successfully accomplish tasks.
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Figure 1.2 : Illustration of an Air-space-ground integrated information network [14].

• UAV-assisted communications. A UAV network can be used to assist other

communications, such as the UAVs can be used as relays or aerial base stations

to assist the terrestrial communication system and improve the network capac-

ity and coverage. In addition, the UAV network can also be integrated with

ground control stations, satellites, and other aircraft platforms, to form an

integrated air-space-ground information network, as shown in Fig. 1.2. The

mobility of the UAV systems can be exploited to achieve effective informa-

tion relaying between different network layers. As an essential part of the

air-space-ground integrated information network, the UAV network can effec-

tively reduce the coverage holes.
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1.2 Research Problems and Challenges

To accurately analyze the performance of the multi-UAV system (UAV network),

we need to take into consideration some characteristics specific to UAV networks

arise that differ from those other wireless networks, such as MANETs, VANETs,

and traditional wireless sensor networks (WSNs).

The significant challenges or problems for UAV communication and networks are

summarized as follows:

• Challenge 1: Aerial vehicles and their constraints. The vehicles used for

aerial networking come in various forms due to the requirements of the appli-

cations they are deployed for [10]. The choice of vehicles affects the range of

operation and the number of required vehicles. Large unmanned devices usu-

ally offer a longer range of connectivity over a single link since they can carry

heavy dedicated transceivers, while small UAVs employing Wi-Fi compliant

radios, the same range of connectivity can be expected using multiple devices

with ad hoc networking.

• Challenge 2: Three-dimensional (3D) nature and radio propagation charac-

teristics. The 3D nature of the network demands the support of various types

of links. The links in an aerial network can be either air-air (A2A), air-ground

(A2G) or ground-air (G2A). These links have been analyzed against each other

as well as against ground-ground (G2G) links. The wireless channel is affected

by elements in the 3D space, which corresponds to the terrain over which the

UAV is flying, along with a number of obstacles in the space [10]. The 3D

networks also have several accentuated concerns, such as variations in com-

munication distance, direction of the communicating pairs, antenna radiation

pattern, shadowing from the UAV, onboard electronic equipment, environ-

mental conditions, interferences, and jamming [6]. The high mobility of the
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devices in 3D space is also essential and needs to be considered, since antenna

orientation, and hence link quality fluctuates widely with mobility [15].

• Challenge 3: High and random Mobility. Due to the high mobility of UAVs,

the terrain over which the UAVs are flying is expected to change very fre-

quently, for instance, from woodlands to lakes to buildings during a single

flight. Not only do terrain-induced blind spots affect the wireless propaga-

tion channel, but they may also introduce frequent topology changes amongst

multiple devices that require connectivity (UAVs, ground clients, and base

stations). Besides, UAVs are characterized by the demand for mobility in 3D

space. Therefore, not only may the terrain over which the UAVs are flying

change frequently, but also the altitude of flight may have to be varied to avoid

obstacles and collisions.

Security is also an essential consideration for the UAV-enabled wireless networks.

On the one hand, the UAVs in the systems are susceptible to battery failures and

device damage, which may lead to error and failure information transmission. Be-

sides, these UAVs may store a wide range of information from troop movements to

environmental data and strategic operations. The amount and kind of information

enclosed make UAVs an extremely interesting target for espionage and endangers

UAVs of theft, manipulation and attacks, such as malware attacks and localization

attacks. External hostile nodes (unmanned nodes or ground nodes) may attempt to

intercept information transmitted between legitimate UAVs or maliciously interfere

with legitimate UAVs to affect their regular operation and communication. There-

fore, it is necessary to research on the security architecture and technologies of the

UAV-enabled wireless networks.

On the other hand, the multi-UAV system is also increasingly posing severe

threats to information security and privacy. UAVs could be used as eavesdroppers
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to sniff, intercept unauthorizedly, jam, and spoof wireless communications between

legitimate terrestrial transceivers [16, 17]. The attractive merits of UAVs, such as

excellent flexibility, maneuverability, mobility, and elevated positions, have the po-

tential to increase security risks that UAVs can adversely pose [17]. It is of practical

interest to understand the robustness of terrestrial wireless communications under

exposure to new threats from aerial adversaries, such as aerial eavesdroppers [16].

1.3 Research Objectives and Contributions

1.3.1 Research Objectives

The aims of this thesis are to:

• Objective 1: analyze the link capacity of UAV pairs with random 3D trajec-

tories in UAV-enabled wireless networks.

• Objective 2: analyze the coverage or connectivity of an uncoordinated UAV

swarm, both in the absence and the presence of ground interference, where the

UAVs fly with independent and random 3D flight trajectories.

• Objective 3: analyze the secure coverage or connectivity of a swarm of unco-

ordinated UAVs, both in the absence and the presence of ground interference,

where the UAVs fly with independent and random 3D flight trajectories.

• Objective 4: investigate the threats that the aerial eavesdroppers can pose

to terrestrial wireless communications. Establish the secrecy capacity for the

ground transceivers in the case where the aerial eavesdroppers fly with random

trajectories in a 3D spherical space.

1.3.2 Research Contributions

1. We propose a novel mathematical framework to analyze the link capacity of

UAV communications, where UAVs have random 3D trajectories. The impact



9

of network densification, imperfect channel state information, and interference

from ground transmitters on the link capacity is also captured. The analytical

results provide new insight into the link capacity of UAV communications

in 3D space and help compare diversity combining strategies in 3D fading

channels.

2. We analyze the connectivity probability of any closest pair of individuals in

a UAV swarm, where the aeronautic characteristics of UAVs, the changing

topology of the UAV swarm in the 3D space, and ground interference are taken

into account. As a result, asymptotically accurate closed-form expression is

derived for the outage probability, which can specify the coverage region of

the swarm with respect to the number of the UAVs, the transmit power, the

Rician factor, and the outage probability constraint.

3. We propose an efficient hierarchical trust model (EHTM) that takes into con-

sideration the UAVs’ behaviors, the characteristics of channels between UAV

nodes and the mobility of UAV nodes. The trustworthiness of the link between

UAVs is quantified, and the impact of Doppler shift on the secure connectiv-

ity of the UAV networks is considered, based on the EHTM. The proposed

trust model can effectively guarantee secure and reliable communication be-

tween UAVs and enhance the connectivity probability when the UAVNs suffer

network attacks and other security risks.

4. We analyze the threat that aerial eavesdroppers can pose to terrestrial wireless

communications from an information-theoretic point of view. The secrecy rate

of the terrestrial link is analyzed. The impact of the collaboration of multi-

ple aerial eavesdroppers using different diversity techniques is evaluated. The

“cut-off” density of the eavesdroppers under which the secrecy rates vanish is

identified to help specify the “no-flying” zone to protect important infrastruc-
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tures.

1.4 Thesis Organization

This thesis focuses on the capacity and coverage analysis of the UAV-enabled

wireless networks. The main research work and structure of this thesis are summa-

rized as follows:

• Chapter 1 As a brief introduction, Chapter 1 introduces the background, and

discusses the challenges of UAV-enabled wireless networks.

• Chapter 2 introduces the reference structure of UAV-enabled wireless networks

and summarizes the related work on performance analysis of UAV-enabled

wireless networks.

• Chapter 3 analyzes the link capacity between autonomous UAVs with random

3D trajectories, and quantifies the impact of network densification on the

capacity of the UAV networks.

• Chapter 4 analyzes the connectivity of an uncoordinated UAV swarm, both

in the absence and the presence of ground interference, and evaluates the

reliability of the communication link in the uncoordinated UAV swarm.

• Chapter 5 proposes a novel trust model that can evaluate the reliability and se-

curity of UAV-enabled wireless networks. The secure connectivity probability

of the UAV pair in the presence of the Doppler shift is investigated.

• Chapter 6 studies the threats that aerial eavesdroppers can pose to terrestrial

wireless communications, from an information-theoretic point of view. The

secrecy rate of the terrestrial link is analyzed for a ground transmitter-receiver

pair, in the case where aerial eavesdroppers fly under random trajectories with

smooth turns (STs) in 3D spherical space.



11

• Chapter 7 concludes the analytical and simulation results discussed in ear-

lier chapters of the thesis, and discusses the limitations and future research

directions of this study.
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Chapter 2

Literature Review

In this chapter, we review the related work on the UAV-enabled wireless networks,

(secrecy) performance analysis of traditional wireless networks and UAV-enabled

wireless networks.

2.1 UAV-enabled Wireless Network

In recent years, the application of UAVs has received extensive attention from

research institutions and enterprises. Many projects have been launched, including

UAV application in the fields of civil safety, disaster relief, monitoring, troubleshoot-

ing, entertainment, agriculture. In most public and civil applications, multi-UAV

systems are configured to provide services collaboratively and extend the network

coverage by acting as relays [6]. For instance, in [18, 19, 20], the concept of Aero-

nautical Ad Hoc Networks (AANET) was introduced, where the mobile routers were

commercial aircraft, to alleviate the issue of resource scarcity. In AANET, an air-

craft can initially download data from the Internet either directly from the ground

or via satellite. The data can then be cached and shared with other aircraft in the

proximity by dynamically establishing single or multi-hop paths to the requesting

aircraft, using ad hoc networking principles. AANET system may be implemented

and widely deployed much faster and with less investment due to the requirement

of less infrastructure involved compared with satellite and ground station methods.

Meshed ad hoc networking architectures were proposed in [21] to extend the oper-

ational envelope of small UAV, where UAVs in the network can self-organize to act

as relays and forward data to the destination. Compared with other architectures,
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the meshed communication architecture can offer better flexibility, reliability, and

performance. Andre et. al [7] encouraged to exploit multi-hop WLAN to extend the

operation coverage and the performance of the multiple UAV system.

2.2 Performance analysis of Wireless Networks

2.2.1 Performance analysis of Traditional wireless Networks

In a different yet relevant context of terrestrial wireless communications, a lot of

studies have been conducted on analyzing the ergodic capacity, outage probability,

and outage capacity in two-dimensional (2D) space. For example, Baccarelli and

Fasano [22] derived the upper and lower bounds for the capacity of fading channels

by exploiting the Jensen’s inequality. A recurrence expression for the capacity of

a Nakagami-m fading channel with binary phase shift keying (BPSK) modulation

was developed in [23], with the assumption that channel state information (CSI)

was available at the receiver. Rezki and Alouini [24] investigated the capacity of

flat Rayleigh fading channels with ideal CSI at both the transmitter and receiver

with asymptotically low signal-to-noise ratio (SNR) and established the scaling law

of ρ log (1/ρ), where ρ is the SNR. In [25], the capacity of an α−η−κ−µ fading

channel was studied by using infinite series theory. In [26] and [27], the impact of

MAC protocols on the capacity of vehicular networks was studied with a focus on

the backoff timer designs of channel-sense multiple-access with collision avoidance

(CSMA/CA). Hong et.al. [28] studied the statistics of the capacity of wide-band

indoor channels, based on experimental measurements. All these works were based

on 2D environment, and cannot incorporate 3D trajectories and mobility which are

distinguishing features of UAVs.

Only a small number of studies have been carried out in 3D space. In [29],

the achievable capacity of wireless social networks was derived as a function of the

path loss exponent, the number of nodes, social group concentration, contact con-
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centration, and the size of social group in the setting where nodes were uniformly

distributed in a 3D cubic region. The link capacity and routing density were in-

vestigated in cognitive wireless networks with nodes uniformly distributed in a 3D

cubic region in [30].

2.2.2 Performance analysis of UAV-enabled Wireless Networks

Little study has to date been carried out on the communication performance

between autonomous UAVs with mobility consideration. Most existing studies have

been on static settings of UAVs or simplified, deterministic trajectories. For instance,

the ABSOLUTE project [31] adopted static or semi-static UAVs as aerial Long-Term

Evolution Advanced (LTE-A) base stations (BSs) to provide wireless coverage during

and after large-scale natural disasters. The UAVs were operated as unmanned aerial

BSs and deployed as part of heterogeneous network architecture for public-safety

communications [32, 33, 34]. The deployment of one or multiple stationary UAVs

was shown to significantly enhance the network capacity and coverage [35, 36].

Under the stationary settings of UAVs, the expression of the outage probability

in UAV networks was derived over Nakagami-m fading channels in [37]. Abualhaol

and Matalgah in [38] analyzed the outage probability and the achievable bit rate of

a cooperative multi-carrier UAV network over generalized Gaussian-Finite-Mixture

fading channels. The analytical approximation, as well as simple upper and lower

bounds of the ergodic capacity, were achieved in hybrid satellite-terrestrial relay

networks [39]. In [40], aeronautical communication network was modeled as a mobile

ad hoc network, and the throughput and average delay were analyzed. In [41], the

total throughput and average delay under different scenarios or assumptions were

analyzed for aeronautical communication networks. However, the impact of flight

parameters and wireless channel parameters was also overlooked, as the constant link

capacity was assumed implicitly. However, a constant link capacity was implicitly
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assumed in these studies, and the impact of random flight trajectories and wireless

channel parameters on the capacity and the connectivity of UAVs was typically

overlooked or significantly simplified.

The outage probability of the downlink in a UAV network was derived over

Nakagami-m fading channels in [37]. Abualhaol and Matalgah [38] analyzed the

outage probability and the achievable bit rate of the downlink in a cooperative

multi-carrier UAV network over generalized Gaussian-Finite-Mixture fading chan-

nels. The approximation, and the upper and lower bounds, of the ergodic capacity,

were obtained in hybrid satellite-terrestrial relay networks in [39]. In [42], the cover-

age probability was derived for 3D UAV networks, where dynamic altitude control

of interfering UAVs was modeled as random waypoint (RWP) mobility. In [36], the

optimal 3D deployment of multiple UAVs was derived to maximize the downlink

coverage of UAV-based communications over a given geographical area. Chetlur

and Dhillon [43] studied the coverage performance for a UAV network where there

were a number of UAVs with positions modeled as a uniform binomial point process

(BPP) on a plane at a fixed altitude.

2.3 Physical Layer Security

2.3.1 Physical Layer Security in Traditional Wireless Networks

Physical layer security has been studied extensively in wireless fading channels.

The secrecy performance, such as ergodic secrecy capacity, secrecy outage probabil-

ity, or outage secrecy capacity, can be affected by channel fading and the positions

of the transmitter, receiver, and eavesdropper. In [44], the secrecy outage proba-

bility and the probability of non-zero secrecy capacity for the Fisher-Snedecor F

wiretap fading channel were analyzed in the presence of an active eavesdropper, and

closed-form expressions were derived. Three new metrics for physical layer security

over quasi-static fading channels were proposed in [45], including a generalized se-
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crecy outage probability, asymptotic lower bound on eavesdropper’s decoding error

probability and average information leakage rate. The performance of fixed-rate

wiretap codes was evaluated based on the metrics. In [46], the secrecy outage prob-

ability and the achievable average secrecy rate of the hybrid mmWave networks

were analyzed by considering both the Nakagami-m fading and blockages. In [47],

a closed-form expression for the secrecy outage probability of a wireless system in-

cluding a BS, a legitimate user, and an eavesdropper, was derived as a function of

the targeted transmission rate, where the eavesdropper’s location was assumed to be

randomly and uniformly distributed in a 2D ring-shaped area, centered at the BS.

In [48], the secrecy performance of the Wyner’s model was studied for vehicular-to-

vehicular (V2V) communications in the presence of uncertainty in the eavesdropper’s

location. The above studies have been focused on 2D terrestrial wireless commu-

nications. Neither can they be extended to 3D space, nor incorporate specific 3D

mobility models.

2.3.2 Physical Layer Security in UAV-enabled Wireless Networks

Only a small number of works have to date investigated the secrecy performance

of UAV-enabled wireless networks. In [49, 50, 51, 52, 53], UAV-enabled wireless

communication systems were studied, where UAVs were used as BSs or relays to

improve the secrecy rate. In [49], the high mobility of a UAV was exploited to

improve the secrecy rate of the UAV-to-ground (U2G) and ground-to-UAV (G2U)

communications via joint trajectory and power control optimization. In [50], a

new UAV-enabled mobile jamming scheme was developed to improve the secrecy

rate of the ground wiretap channel. In [51], a UAV was deployed as a mobile

relay to maximize the secrecy rate in a four-node system setup including a source,

a mobile relay, a destination, and an eavesdropper. In [52, 53], two UAVs were

employed, one for communications with ground nodes, and the other for jamming the
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eavesdroppers on the ground. In [54], a downlink mmWave system was considered,

where UAVs served as aerial BSs and sent data to a number of ground receivers in

the presence of non-cooperative eavesdroppers on the ground. A Matérn Hardcore

(MHC) spatial point process, which is an extension of the spatial Poisson point

process with repulsion between points, was used to model the locations of the UAVs

with minimum safety distances. The static ground eavesdroppers’ locations followed

a Poisson point process. The average secrecy rate of a UAV to a ground receiver was

studied numerically. Liu et al. [55] analyzed the hybrid outage probability of UAV-

aided wireless communications, by combining the transmission outage probability

and the secrecy outage probability. In [56], the physical layer secrecy was studied

for a U2G communication link with one or multiple potential eavesdroppers on the

ground. The trajectory and transmit power of the UAV were jointly designed given a

flight duration. In all these studies, UAVs have been used to assist terrestrial wireless

communications, rather than being eavesdroppers. In [57], an aerial network was

studied where relatively stationary aerial eavesdroppers were uniformly distributed

within a 3D sphere centered at an aerial transmitter. Selection combining was

carried out among the aerial eavesdroppers. The free-space channel model was

assumed to analyze the secrecy outage probability and the average secrecy rate of

the transmitter.

2.3.3 Performance Metrics for Physical Layer Security

The performance metrics that of interest are as follows.
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2.3.3.1 Instantaneous secrecy capacity (bit/s/Hz)

The instantaneous secrecy capacity for one channel realization of the quasi-static

fading channel between the ground transmitter and receiver can be given by [58]

Cs =


log2 (1 + ζr)− log2 (1 + ζe) , if ζr > ζe;

0, if ζr ≤ ζe,

(2.1)

where ζr is the instantaneous SNR at the legitimate receiver and ζe is the in the

instantaneous SNR at the eavesdropper.

2.3.3.2 Ergodic secrecy capacity (bit/s/Hz)

The ergodic secrecy capacity is defined as the average secrecy rate of the channel

between the ground transmitter and receiver, and represented as

Cserg = E [Cs] =


E [log2 (1 + ζr)− log2 (1 + ζe)] , if ζr > ζe;

0, if ζr ≤ ζe.

(2.2)

2.3.3.3 Secrecy outage probability

The secrecy outage probability is defined as the probability that the instanta-

neous secrecy capacity is less than a target secrecy rate Rth (Rth > 0), and given

by

Psout = Pr (Cs < Rth)

= Pr {log2 (1 + ζr)− log2 (1 + ζe) < Rth} .
(2.3)

2.3.3.4 ε-outage secrecy capacity

The outage secrecy capacity is defined as the maximum secrecy rate max {Rs} =

Csout such that the outage probability is less than a certain value ε, that is, Psout [Csout] =

ε.
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Chapter 3

Capacity Analysis of UAV-enabled Wireless

Networks

3.1 Introduction

In this chapter, we analyze the link capacity between autonomous UAVs with

random 3D trajectories. This is distinctively different from existing works typically

under the assumption of either 2D or deterministic trajectories, and particularly

interesting to applications such as surveillance and air combat.

A key contribution of this chapter is that we geometrically derive the probability

distributions of the distances between a pair of UAVs which are assigned to serve the

same 3D spaces but fly autonomously in an uncoordinated fashion. By exploiting

the Jensen’s inequality, the distributions are translated to the closed-form bounds

for the ergodic capacity and outage capacity between the UAVs in 3D spaces. The

analysis can also capture U2U links at fixed altitudes and U2G links between UAVs

with 3D trajectories and static ground stations.

Another important contribution is that we extrapolate our analysis to dense 3D

networks of UAVs, and quantify the impact of network densification on the capacity

and coverage of the networks. By exploiting order statistics, the distances between

adjacent UAVs are evaluated, and the closed-form lower bound for the multi-hop

ergodic capacity is established.

Other contributions of this chapter also include the lower bounds for the ergodic

capacity of U2U links in the presence of imperfect CSI at the receiver, and for

the signal-to-interference-plus-noise ratio (SINR) in the presence of non-negligible
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interference from ground transmitters. Validated by simulations, our analysis reveals

that a U2U link with random 2D trajectories is superior in terms of outage capacity

due to its short average link distance. It is also shown that a U2G link can incur

substantially lower capacity than a U2U link, even in the case that the 3D coverage

of the UAVs is the same. This results from the longer average length of U2G links.

The rest of this chapter is organized as follows. In Section 3.2, the system

model and performance metrics are presented. In Section 3.3, the ergodic capacity

and outage capacity of the U2U and U2G links are analyzed by evaluating the

distributions of the link lengths. In Section 3.4, the analysis is extrapolated to study

the impact of network densification on the capacity. In Section 3.5, the analyses are

numerically validated by simulations, followed by the extensions of the analysis to

the cases of imperfect CSI and non-negligible interference. In Section 3.7, conclusions

are provided.

3.2 System Model and Problem Formulation

3.2.1 System Model

Figure 3.1 : Illustration on a pair of autonomous UAVs flying random 3D trajectories
with smooth turns.

As illustrated in Fig. 3.1, the scenario that we consider involves two UAVs, each
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equipped with an effective omni-directional antenna. To eliminate the body block-

age resulting from the mobility and gesture changes of UAVs, the omni-directional

antenna can be effectively implemented by deploying an array of antenna elements

around the perimeter of a UAV, or attaching a pair of patch antennas on the upper

and lower surfaces of the UAV. The different antenna elements, or patch anten-

nas, can be aggregated at a radio frequency (RF) combiner/splitter before being

connected to a single RF chain (including power amplifier, filter, up- and down-

convertor, and analog-to-digital/digital-to-analogy convertor) and then a baseband

digital signal processor, producing effectively a single omni-directional antenna free

of body blockage.

The UAVs have independent 3D flight trajectories following a ST Mobility Model

which incorporates centripetal and tangential accelerations and preserves the smooth-

ness of aerial trajectories [59, 60]. The dynamics and constraints on the maneuver-

ability of UAVs are captured. Moreover, the model has the important feature of

uniform stationary distributions of UAV positions [60].

We also assume that there is no collision between the UAVs. The assumption is

legitimate, provided the dimension of the UAVs is so small and negligible to the flight

region. This is because of the continuous nature of the uniform node distributions,

even in the case that the UAVs are uncoordinated and independently distributed, as

dictated by the aforementioned property of the ST mobility model. The probability

of UAV collisions approaches zero. In practice, collision-avoidance techniques are

typically based on sensing and ranging. To broadcast safety messages can also

prevent collisions. Our study on the channel capacity of UAVs can contribute to the

prevention of collisions.

When one of the UAVs transmits to the other UAV, the received signal at the
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latter is given by

yr (t) =
√
Ph1x(t) + n (t) , (3.1)

where P denotes the transmit power of the UAV, x(t) is the transmit symbol∗, and

n (t) is the zero-mean additive white Gaussian noise (AWGN) at the UAV with

E
[
|n (t)|2

]
= σ2. h1 is the complex channel coefficient between the pair of UAVs,

and it is assumed to be precisely known to the receiver unless otherwise specified.

The LoS links between UAVs are available in the open space. The U2U link

is modeled to experience Rician fading, and the Rician factor K accounts for the

influence of scattering and reflection from the surrounding environments. Particu-

larly, K is defined to be the ratio between the signal power of the LoS path and

the power of other scattered paths. We assume that the perfect CSI is available at

the receiver. The probability density function (PDF) of the received SNR, denoted

by ϑ, can be written as [61]

fϑ (x)=
1+K

ϑ̄
exp

[
−K− (1+K)x

ϑ̄

]
I0

(
2

√
K(K+1)

ϑ̄
x

)
, (3.2)

where ϑ̄ = P
σ2lα

is the statistically average SNR; l is the distance between two UAVs;

α is the large-scale path loss exponent; I0 (x) =
∞∑
n=0

(x/2)2n

n!Γ(n+1)
is the 0-th order modified

Bessel function of the first kind; and Γ(·) is the gamma function.

3.2.2 Definitions of Performance Metrics

The performance metrics that we are particularly interested in are defined as

follows.

∗It is assumed that x(t) follows a circularly symmetric complex Gaussian distribution CN (0, 1),
i.e., E[|x(t)|2]=1, where E[·] denotes an expectation operation.
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3.2.2.1 Ergodic capacity (bit/s/Hz).

This is a critical measure of the link between a pair of UAVs with random

trajectories, and can be achieved by taking the average of the instantaneous capacity

over all fading states. It is defined as [62]

Cerg (ϑ) = E [log2 (1 + ϑ)] =

∫ ∞
0

log2 (1 + x) fϑ (x) dx, (3.3)

which, given the Rician fading channel, can be approximated to [62]

Cerg

(
ϑ̄
)
≈ 1

ln(2)

[
ln
(
1 + ϑ̄

)
− (2K + 1) ϑ̄2

2(1 +K)2(1 + ϑ̄
)2

]

=
1

ln(2)

[
ln

(
1+

P

σ2
l−α
)
− (2K+1)

2(1+K)2 (1+ σ2

P
lα
)2

]
4
= Cerg1(l),

(3.4)

given the statistically averaged SNR ϑ̄ = P
σ2lα

. The accuracy of this approximation

was validated in [62, Fig. 1], and have been widely accepted and approved in the

literature, e.g., [39].

We can prove that Cerg1(l) is convex. This is because d2Cerg1(l)

dl2
≥ 0 for α ≤ 1

2
or

α ≥ 121
79

, while the path loss exponent α is no less than 2 in practice. The detailed

proof is provided in Appendix 3.8.1.

3.2.2.2 Outage Probability.

This metric defines the probability that the instantaneous SNR at the receiver is

below a threshold ϑth required for successful reception [37, 38]. In the Rician fading
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channel, it can be written as [61]

Pout = P (x ≤ ϑth) =

∫ ϑth

0

fϑ (x) dx

=

∫ ϑth

0

1+K

ϑ̄
exp

(
−K− 1+K

ϑ̄
x

)
I0

(
2

√
K (K+1)

ϑ̄
x

)
dx

=1−Q

(
√

2K,

√
2ϑth(1 +K)

ϑ̄

)
,

(3.5)

whereQ(
√
a,
√
b) =

∫∞
b

1
2
exp(−x+a

2
)I0(
√
ax)dx is the first-order Marcum Q-function.

The SNR threshold ϑth is set up in prior, based on quality-of-service (QoS) require-

ments.

The first-order Marcum Q-function Q(
√
a,
√
b) can be approximated to [63]

Q

(
√

2K,

√
2ϑth(1 +K)σ2lα

P

)

≈ exp

[
−eν(

√
2K)

(
2σ2ϑth(1 +K)lα

P

) 1
2
µ(
√

2K)
]
4
= Q̃

(
l
) (3.6)

where ν
(√

2K
)

and µ
(√

2K
)

are non-negative parameters depending on K.

3.2.2.3 Outage Capacity (bit/s/Hz)

This metric defines the constant data rate which can be achieved with an outage

probability less than the SNR threshold ϑth[64]. It can be written as

Cout = (1− Pout) · log2 (1 + ϑth)

= Q

(
√

2K,

√
2ϑth(1 +K)

ϑ̄

)
· log2(1 + ϑth)

≈ Q̃
(
l
)

log2(1 + ϑth).

(3.7)

Note that both the ergodic capacity and outage capacity provide the theoretical

limits of practically achievable data rates. The ergodic capacity specifies the capacity
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Figure 3.2 : Two UAVs in the spherical region (Special case: UAV 1 is located on
the surface of the 3D spherical region).

of a channel, irrespective of the capability or operations of the transmitter and

receiver (such as modulations). The outage capacity captures the capability of

the receiver, and accounts for the receiver sensitivity ϑth which further depends

on the modulation-and-coding schemes available to the transmitter-receiver pair.

Moreover, recent advances on the coding theory are continuously closing the gap

between the capacity and practically achievable data rate. For example, designs

of Low-Density Parity-Check Codes were reported to achieve the channel capacity

within 0.0045 dB of the Shannon Limit [65]. To this end, the analysis of the ergodic

capacity and outage capacity is of practical value.

3.3 Link Capacity of UAV Communications

3.3.1 U2U Link with 3D Random Trajectories

We start with a general 3D scenario where two UAVs fly randomly in a 3D spher-

ical region with radius rs, as illustrated in Fig. 3.2. Given the uniform stationary

distribution of each of the UAVs under the ST model, closed-form expressions for the

ergodic capacity and outage capacity between the pair of UAVs can be evaluated.

A key step of our analysis is to evaluate the distance between the pair of UAVs
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by exploiting the Crofton Fixed Point Theorem [66]. First, the Crofton Fixed Point

Theorem is recalled in Lemma 1.

Lemma 1. Suppose that N points ζi, i = 1, 2, · · · , N , are randomly and indepen-

dently distributed in a domain A with the volume |A|, and H depends on ζ1, · · · , ζN .

Let A′ ⊂ A, and δA is an infinitesimal boundary of A, but not in A′. Then the

following relation holds:

dPr{H} = N (Pr{H|ζi ∈ δA} − Pr{H}) |A|−1d|A|, (3.8)

where Pr{H|ζi ∈ δA} is the probability that H occurs when one of the random points

ζi is on the boundary δA of A [66].

By exploiting the Crofton Fixed Point Theorem and the Jensen’s inequality,

we are able to establish the following theorem, namely, Theorem 1, on the ergodic

capacity and outage capacity between the pair of UAVs flying random 3D trajectories

with smooth turns.

Theorem 1. For a pair of UAVs fly random trajectories with practical smooth

turns in a 3D spherical region with the Rician fading, their ergodic capacity is lower

bounded by

C∗erg1 =
1

ln(2)

[
ln

(
1 +

P

σ2

(
36

35
rs

)−α)
− (2K + 1)

2(1 +K)2 (1 + σ2

P

(
35
36
rs
)α)2

]
; (3.9)

and the outage capacity satisfies


Cout1 ≥ C∗out1, E[L1] < lth

Cout1 ≤ C∗out1, E[L1] ≥ lth,

(3.10)

where lth = τ3

√
τ3−1
τ1τ2τ3

, τ1 = eν(
√

2K), τ2 =
(

2σ2ρth(1+K)
P

) 1
2
µ(
√

2K)

, τ3 = 1
2
αµ
(√

2K
)

,
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Figure 3.3 : Two UAVs in a 2D disk (Special case: UAV 1 is located on the boundary
of the disk).

and

C∗out1 = log2(1 + ϑth) exp

−eν(√2K)

(
2σ2ϑth(1+K)

(
36
35
rs
)
α

P

) 1
2
µ(
√

2K)
. (3.11)

Proof. See Appendix 3.8.2.

3.3.2 U2U Link with 2D Random Trajectories

The above analysis of random 3D trajectories with smooth turns is general, and

can be extended to different interesting scenarios. One of the interesting scenarios is

that two UAVs fly random 2D trajectories with smooth turns in a 2D sphere (or in

other words, a disk) with radius rs at a fixed altitude, as illustrated in Fig. 3.3. This

2D scenario is of interest to surveillance and monitoring applications. By extending

Theorem 1, the following corollary can be obtained for the 2D scenario.

Corollary 1. In the case that two UAVs fly random trajectories with smooth turns

in a 2D spherical region with Rician fading, the lower bound for the ergodic capacity
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between the UAVs can be established as

C∗erg2 =
1

ln(2)

[
ln

(
1 +

P

σ2

(
128

45π
rs

)−α)
− (2K + 1)

2(1 +K)2 (1 + σ2

P

(
45π
128
rs
)α)2

]
. (3.12)

and the outage capacity between the UAVs satisfies


Cout2 ≥ C∗out2, if E[L2] < lth;

Cout2 ≤ C∗out2, if E[L2] ≥ lth,

(3.13)

where

C∗out2 = log2(1 + ϑth) exp

−eν(√2K)

(
2σ2ϑth(1 +K)

(
128
45π
rs
)α

P

) 1
2
µ(
√

2K)
. (3.14)

Proof. See Appendix 3.8.3.

3.3.3 U2G Link with 3D Random Trajectories

Another interesting scenario is that one UAV flies a random 3D trajectory with

smooth turns, and communicates with a static ground station. This scenario can be

analyzed by extending Theorem 1 as such that the ground station is fixed on the

surface of the aforementioned 3D sphere while the UAV flies within the sphere.

Different from the analysis of a pair of UAVs, the altitude of the UAV can have

a strong impact on the propagation characteristics of the U2G link, since the LoS

path condition, and the environment between the UAV and the ground station, can

alter as the elevation angle φ, 0 ≤ φ ≤ π
2
. In other words, the Rician factor K can

vary as a function of φ, i.e., K = K(φ). According to [67, 61], the Rician factor can

be modeled as a non-increasing function of φ. A larger value of φ ∈ [0, π
2
] leads to a

higher LoS contribution and less multi-path scattering at the receiver, resulting in a

larger Rician factor K. For the typically range of the Ricain factor K, 1 ≤ K ≤ 10,
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the Rician factor can be modeled as [61]:

K(φ) = κ0 · exp

[
2

π
ln

(
κπ

2

κ0

)
φ

]
, (3.15)

where κ0 = K(0) = 1 and κπ
2

= K
(
π
2

)
= 10 are environment- and frequency-

dependent parameters.

Given the uniform stationary distribution of the UAV in the 3D sphere, the

expectation of K can then be computed as:

K̄ = E[K(φ)] =

∫ π
2

0

φκ0 exp

[
2

π
ln

(
κπ

2

κ0

)
φ

]
dφ

=
π2κπ

2

4 ln
(
κπ

2

κ0

)
1− 1

ln
(
κπ

2

κ0

) +
κ0

κπ
2

ln
(
κπ

2

κ0

)
 . (3.16)

By incorporating this elevation angle dependent Rician fading model into the

analysis of Theorem 1, the following corollary can be established.

Corollary 2. In the case that a UAV flies a random 3D trajectory with smooth

turns in a Rician fading channel, the lower bound of the ergodic capacity between

the UAV and a static ground station can be established as

C∗erg3 =
1

ln(2)

[
ln

(
1 +

P

σ2

(
6

5
rs

)−α)
− (2K̄ + 1)

2
(
1 + K̄

)2 (
1 + σ2

P

(
5
6
rs
)α)2

]
, (3.17)

where K̄ =
π2κπ

2

4 ln

(
κπ

2
κ0

)
[

1− 1

ln

(
κπ

2
κ0

) + κ0

κπ
2

ln

(
κπ

2
κ0

)
]

is the expectation of the Rician fac-

tor K, κ0 = 1 and κπ
2

= 10.

The outage capacity of the link satisfies


Cout3 ≥ C∗out3, if E[L3] < lth;

Cout3 ≤ C∗out3, if E[L3] ≥ lth,

(3.18)
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where

C∗out3 = log2(1 + ϑth) · 2

π

∫ π
2

0

exp

[
−eν

(√
2K(φ)

)

×

(
2σ2ϑth(1 +K(φ))

(
6
5
rs
)α

P

) 1
2
µ
(√

2K(φ)
) dφ. (3.19)

Proof. See Appendix 3.8.4.

3.4 Network Densification and Relay

Another interesting extension of our analysis in Section 3.3 is to understand

the impact of network densification on the capacity and coverage of UAVs with

random 3D trajectories. Considering N UAVs with random 3D trajectories within

the aforementioned 3D sphere, we are particularly interested in the case where the

farthest two of the UAVs are the source and the destination, denoted by S and D,

respectively; and the other UAVs act as relays, denoted by Ri, i = 1, · · · , N − 2.

3.4.1 Direct Link

Let lSD denote the distance between the farthest pair of UAVs, i.e., S and D. lSD

is the longest of the distances between any pairs of the N UAVs in the 3D sphere.

In the case that N is large, the cumulative distribution function (CDF) of lSD can

be given by [68, Theorem 1.1]

FlSD(x) = Pr{lSD < x} → exp

{
−3

4
(2rs − x)3N2

}
. (3.20)
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The expectation of lSD can be calculated as

E [lSD]→
∫ 2rs

0

x dFlSD(x)

=

∫ 2rs

0

9

4
N2(2rs − x)2x exp

[
−3

4
(2rs − x)3N2

]
dx

(a)
=

∫ 2rs

0

9

4
(2rst

2 − t3)N2 exp

(
−3

4
N2t3

)
dt

(b)
=

∫ 2rs

0

9

2
N2rst

2 exp

(
−3

4
N2t3

)
dt︸ ︷︷ ︸

S1

−
∫ 2rs

0

9

4
N2t3 exp

(
−3

4
N2t3

)
dt︸ ︷︷ ︸

S2

,

(3.21)

where (a) is obtained by setting t = 2rs − x. S1 and S2 can be further given in

closed-form by

S1 = 2rs
[
1− exp(−6N2r3

s)
]

; (3.22)

S2
(c)
=

∫ 6N2r3s

0

(
4

3
)
1
3N−

2
3v

1
3 exp(−v)dv

(d)
=

3

√
4

3
N−

2
3γ

(
4

3
, 6N2r3

s

)
,

(3.23)

where (c) is obtained by setting v = 3
4
N2t3; (d) is due to the identity integration∫ u

0
xυ−1 exp(−ςx)dx = ς−υγ(υ, ςu) in [69, EH I 266(22), EH II 133(1)]; and γ(a, b) =∫ b

0
e−tta−1dt is the incomplete gamma function.

Finally, we can rewrite (3.21) as

E [lSD]=2rs
[
1− exp(−6N2r3

s)
]
− 3

√
4

3
N−

2
3γ

(
4

3
, 6N2r3

s

)
. (3.24)

By exploiting the Jensen’s inequality and the convexity of (3.4), the lower bound

of the ergodic capacity of the farthest pair of UAVs, denoted by C∗erg4, can be given

by substituting (3.24) into (3.4).
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3.4.2 Relayed Link

Let li, i = 1, · · · , N − 1, collect the Euclidean distances from an arbitrarily

selected UAV to the other (N − 1) UAVs; and assume that li are independent and

identically distributed (i.i.d.) random variables. Let lmin denote the shortest of the

distances:

lmin = min
i=1,··· ,N−1

{li}. (3.25)

Given (3.45), by exploiting order statistics, the CDF of lmin can be given by

Flmin
(l) = 1− [1− FL1(l)]

N−1

= 1−
(

1− l3

r3
s

+
9l4

16r4
s

− l6

32r6
s

)N−1

,

(3.26)

where FL1(l) =
∫ l

0
fL1(l)dl, and Flmin

(2rs) = 1.

As a result, the expectation of lmin can be given by

E [lmin] =

∫ 2rs

l=0

l dFlmin
(l)

= −l
[
−FL1(l)

]N−1
∣∣∣∣2rs
0

+

∫ 2rs

0

[
1−FL1(l)

]N−1

dl

=

∫ 2rs

0

[
1− l3

r3
s

+
9l4

16r4
s

− l6

32r6
s

]N−1

dl.

(3.27)

In the case that N is very large, i.e., N →∞, (3.27) can be rewritten as

E [lmin]≈
∫ rs

0

(
1− l

3

r3
s

)N−1

dl+

∫ 2rs

rs

(
9l4

16r4
s

− l6

32r6
s

)N−1

dl

=
Γ(4

3
)Γ(N)

Γ(N + 1
3
)
rs −

36N−5

22N− 3
2

[
β(

1

18
; 2N − 3

2
, N)− β(

2

9
; 2N − 3

2
, N)

]
rs

≈
Γ(4

3
)Γ(N)

Γ(N + 1
3
)
rs,

(3.28)

where the first approximation is taken since 1 − l3

r3s
> 9l4

16r4s
− l6

32r6s
dominates the
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integration over the region [0, rs) and 9l4

16r4s
− l6

32r6s
> 1− l3

r3s
dominates over the region

(rs, 2rs], and β(·; ·, ·) stands for the generalized beta function.

Based on the Jensen’s inequality and the convexity of (3.4), the lower bound of

the average multi-hop ergodic capacity between the farthest pair of UAVs, denoted

by C∗erg5, can be given by substituting (3.28) into 1
N−1

Cerg1(l), where Cerg1(l) is given

by (3.4) and 1
N−1

is due to the worst-case propagation through all (N − 2) relays;

or in other words, (N − 1) hops. Decode-and-Forward relay is assumed here, due to

the consideration of the fast-changing topology of the UAVs; other relay strategies,

such as amplify-and-forward, typically require stable topologies and are less relevant

in this case.

3.5 Simulation and Evaluation

In this section, simulations are conducted to validate the analytical results pre-

sented in this chapter. The random trajectories of the UAVs are generated by using

the ST mobility model [60]. The transmit power of UAVs, P , is set to be 20 dBm,

unless otherwise specified. The noise power, σ2, is set to be -80 dBm. Without loss

of generality, we set the path loss exponent α = 3, as assumed in [70, 71] for small

UAV systems running data collection and ferrying in civil domains. It is important

to note that our analysis is not restricted to a particular value of α, and can take

other values for α. Other simulation parameters are listed in Tab. 3.1 with reference

to [70, 71, 72].

Fig. 3.4 shows the ergodic capacity of the U2U links in both 2D and 3D spaces,

and the U2G link in the 3D spaces, as the radii of the spherical regions, rs, in-

crease. Along with the analytical results dictated in Theorem 1, and Corollaries 1

and 2, Monte-Carlo simulation results are also plotted. We see that the analyti-

cal results coincide the simulation results, and provide tight lower bounds for the

ergodic capacity. This confirms the validity of the proposed theorem and corollar-
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Table 3.1 : Simulation parameters

Parameter Value

Transmit power of UAV P 20 dBm
Noise power σ2 -80 dBm
Path loss exponent α 3 [70, 71]
Rician factor K 0, 5, 10 dB
SNR threshold ϑth 0, 5, 10 dB
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Figure 3.4 : The ergodic capacity vs. radius, with the Rician factor K = 5 dB,
P = 0.1 W.

ies. As expected, we can see that the ergodic capacity declines with the radius.

The decline slows down, as rs grows. The ergodic capacity of each of the scenarios

asymptotically converges to 0, as rs → ∞, as can be revealed in the theorem and

corollaries.

In Fig. 3.4, we also see that the ergodic capacity of the U2U links is greater

than that of the U2G link. One reason for this is because the U2G link suffers

more scattering from the ground, resulting in larger fading. Another reason is that

the average distance between the UAV and the fixed ground station, E[L3] = 6
5
rs,

is far longer than the distances between two UAVs with uncoordinated random

trajectories, i.e., E[L1] = 36
35
rs in 3D spaces and E[L2] = 128

45π
rs in 2D spaces; see



35

200 400 600 800 1000

0

0.5

1

1.5

2

2.5

3

3.5

Figure 3.5 : The outage capacity vs. radius, with the Rician factor K = 5 dB,
P = 0.1 W, and ϑth = 10 dB.

Section 3.3.2. For the same reason, the U2U link with 2D random trajectories has a

larger ergodic capacity than that with 3D random trajectories, since E[L2] > E[L1].

Fig. 3.5 plots the outage capacity of the U2U links in both 2D and 3D spaces,

and the U2G link in the 3D spaces, as the radii of the spherical regions, rs, increase.

By comparing the analytical results of Theorem 1, and Corollaries 1 and 2 with

simulation results, the accuracy of the analysis is validated. We can see that the

U2U link with 2D trajectories has the highest outage capacity, followed by the U2U

link with 3D trajectories; and the outage capacity decreases, as the radius of the

spherical regions grows. These are consistent with the results in Fig. 3.4. In Fig. 3.5,

we also see that the gaps of the outage capacity increasingly enlarge between the

three different settings of links. This is due to the fact that the outage capacity

is defined to be the multiplicative product of the outage probability and ergodic

capacity, both of which decrease with the growth of rs. This multiplicative coupling

effect can increasingly enlarge the differences between the link settings.

Fig. 3.6 plots the outage capacity of the U2U links in both the 2D and 3D

spaces, and the U2G link in the 3D space against the SNR threshold ϑth, where the

Rician factor K = 5 dB, P = 0.1 W and the radius of the spherical region rs = 500
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Figure 3.6 : The outage capacity vs. SNR threshold, with the Rician factor K = 5
dB, P = 0.1 W, and rs = 500 m.
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Figure 3.7 : The ergodic capacity vs. SNR threshold, with the Rician factor K = 5
dB, P = 0.01 W, and ϑth = 0 dB.

m. We can see that the outage capacity of each of the link conditions increases

almost linearly with the growth of ϑth. The difference between the U2U links with

the 2D and 3D trajectories is marginal, especially for the low SNR thresholds. The

difference between the U2U link and the U2G link is much larger, and increasingly

enlarges with the growth of ϑth.

Last but not least, Fig. 3.7 evaluates the impact of network densification on the

capacity and coverage of the UAVs with 3D trajectories, where the multi-hop ergodic
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capacity and the direct ergodic capacity of the farthest pair of UAVs in the sphere,

Cerg5 and Cerg4 , are plotted against the radius (or the coverage) of the sphere rs.

We can see Cerg4 decreases rapidly with the growth of rs. In contrast, the multi-hop

ergodic capacity decreases slowly with the growth of rs, and it also decreases with

the growth of the number of UAVs N in the sphere. As an effective measure against

network densification, the use of relay techniques can start to outperform the direct

link when rs = 350 m in the case of N = 20 and rs = 400 m in the case of N = 50,

as shown in the figure. We also see that the analytical results of the multi-hop

ergodic capacity are fairly accurate, as an extension of Theorem 1 whose accuracy

is validated in Fig. 3.4. However, the analytical results of the direct-link ergodic

capacity is not tight. This is because the analysis is based on the assumption of

N →∞, as discussed in Section 3.4.1.

3.6 Discussions and Extensions

3.6.1 Interference from the Ground Station

As reported in [61, 73], the aerial receivers are vulnerable to the interference

coming from the ground transmitters. We proceed to discuss the impact of the

interference from a fixed ground station on the link performance between a pair of

UAVs flying random 3D trajectories with smooth turns.

The received signal at each of the UAVs can be written as

y =
√
Ph1g1x(t) +

√
PIhIgIx(t) + n(t), (3.29)

where PI is the transmit power of the ground transmitter, hI is the channel fading

coefficient between the ground transmitter and the UAV. g1 = L1
−α denotes the

path loss between the UAVs with L1 being the distance between two UAVs in the

sphere. gI = L3
−αI denotes the path loss between the designated UAV and the
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ground station with αI being the path loss exponent and L3 being the distance

between the UAV and the ground transmitter.

The SINR, denoted by Z, can be represented as

Z =
PL1

−α|h1|2

PIL3
−αI |hI |2 + σ2

,
X

Y + σ2
, (3.30)

where X , PL1
−α|h1|2 and Y , PIL3

−αI |hI |2.

Since the channel h1 follows the Rician distribution with parameter K and the

channel hI follows the Rician distribution with parameter KI , the PDF of X can be

written as

fX(x)=
1 +K

Ωx

exp

(
−K− (1+K)x

Ωx

)
I0

2

√
K(1+K)

Ωx

x

 , (3.31)

where Ωx = PL1
−α. Likewise, the PDF of Y can be given by replacing K, x and X

with KI , y and Y , respectively.

The expectation of X can be given by

X̄ = E[X] =

∫ ∞
0

xfX(x)dx

=
1+K

Ωx

exp(−K)

∫ ∞
0

xexp

(
−(1+K) x

Ωx

) ∞∑
n=0

(
K(1+K)x

Ωx

)n
(n!)2

dx

=
1+K

Ωx

exp(−K)
∞∑
n=0

(
K(1+K)

Ωx

)n
(n!)2

∫ ∞
0

xn+1exp

(
−(1+K)x

Ωx

)
dx

=
Ωx

1 +K
exp(−K)

∞∑
n=0

Kn

(n!)2 · (n+ 1)!

=
Ωx

1 +K
exp (−K) · (1 +K) exp (K)

=Ωx = PL1
−α.

(3.32)
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Similarly,

Ȳ ′ = E[Y + σ2] = E[Y ] + σ2

=

∫ ∞
0

yfY (y)dy + σ2

= Ωy + σ2 = PIL3
−αI + σ2.

(3.33)

The expectation of Z, denoted by Z̄, can be obtained as

Z̄ = E[Z] = E
[

X

Y + σ2

]
(a)
= E[X] · E

[
1

Y + σ2

]
(b)

≥ E[X]

E[Y + σ2]
=

PL1
−α

PIL3
−αI + σ2

, Z1,

(3.34)

where the equality (a) is due to the fact that X and Y are independent of each

other. The inequality (b) is obtained from E
[

1
Y+σ2

]
≥ 1

E[Y+σ2]
which is based on the

Jensen’s inequality (since 1
Y+σ2 is convex with respect to Y ) [22].

From (3.34), we can find that ∂2Z1

∂L2
1
≥ 0 and ∂2Z1

∂L2
3
≥ 0. Z1 is convex with respect

to L1 and L3. By exploiting (3.46) and (3.58), the lower bound of EL1,L3 [Z1] can be

given by

EL1,L3 [Z1] ≥ EL3 [Z1(E[L1])]

≥ Z1(E[L1],E[L3]) =
P
(

36
35
rs
)−α

PI
(

6
5
rs
)−αI + σ2

,
(3.35)

where the inequality is based on the Jensen’s inequality.

Fig. 3.8 plots both the analytical lower bound (3.35) and the simulation results for

the SINR of a U2U link in the presence of the interference from a ground transmitter

in a 3D space. The analytical results, i.e., SNR = P
σ2

(
36
35
rs
)−α

, and the simulations of

SNR of the U2U link (in the absence of the interference) are also plotted for reference.

We can see that the analytical lower bounds of the SINR have marginal gaps from

the simulation results of the SINR, and can becoming increasingly tight with the

growth of the flying radius. We also see that the SINR can be significantly lower

than the SNR, but can improve as the difference between the path loss exponents
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Figure 3.8 : SINR vs. radius, with P = 0.1 W, PI = 0.1 W, and α = 3.

α and αI (α ≥ αI) increases. The conclusion drawn is that the interference from

the ground transmitters can have strong impact on the performance of U2U links,

especially in the case where the UAVs fly at low elevations, i.e., αI → α. It is

important to mitigate the interference from the ground transmitters. A typical

interference mitigation/avoidance technique is to use orthogonal time and frequency

resources between UAVs and ground transmitters. Beamforming can also be carried

out at the UAVs to nullify interferences in the spatial domain, provided that the

UAVs are equipped with multiple antennas and can instantaneously estimate the

channels from the ground transmitters [74]. Other possible techniques also include

running listen-before-talk protocols at both the UAVs and ground transmitters, such

as carrier-sense multiple access with collision avoidance (CSMA/CA) [26, 27]. This

prevents nearby UAVs and/or ground transmitters from transmitting at the same

time and the same frequency, hence avoiding intolerable interference.

3.6.2 Imperfect CSI at the Receiver

As discussed in [75, 76], the imperfect linear channel estimation based on a

minimum mean-square error criterion can be performed and channel estimation

errors occur. The imperfect CSI can be modelled as [77]: h1 = ĥ1 + he, where
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ĥ1 is the estimated CSI at the receiver, and he is a zero-mean, complex Gaussian

estimation error which is independent of h1 and has the variance ε. The received

average SNR becomes

ϑ̄′ =
PL1

−α|ĥ1|2

PL1
−αε+ σ2

=
P |ĥ1|2

Pε+ σ2L1
α . (3.36)

The ergodic capacity, Cerg6, can be written as

Cerg6 = Cerg1(ϑ̄′)

=
1

ln(2)

[
ln

(
1 +

P

Pε+ σ2L1
α

)
− (2K + 1)

2(1 +K)2 (1 + ε+ σ2

P
L1

α
)2

]
.

(3.37)

Given the convexity of Cerg1(l), the lower bound of the ergodic capacity can be

obtained by using the Jensen’s inequality and (3.46), as given by

E[Cerg6(L1)] ≥ Cerg6(E[L1])

=
1

ln(2)

[
ln

(
1 +

P

Pε+ σ2
(

36
35
rs
)α
)
− (2K + 1)

2(1 +K)2 (1 + ε+ σ2

P

(
36
35
rs
)α)2

]

, C∗erg6.

(3.38)

3.7 Conclusion

In this chapter, we analyzed the link capacity between autonomous UAVs with

random 3D trajectories. Closed-form bounds for the capacity were derived between

autonomous UAVs, and between UAVs and ground stations. The impact of network

densification on the capacity, as well as the impacts of imperfect CSI and interfer-

ence, were analyzed. Corroborated by simulations, our analysis showed that a U2U

link with random 2D trajectories is superior that with random 3D trajectories in

terms of capacity due to its short average link distance. It was also revealed that a
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U2G link can incur substantially lower capacity than a U2U link even in the case

that the 3D coverage of the UAVs is the same, as the result of longer average link

length in the former case.

3.8 Appendix

3.8.1 Proof of the convexity of Cerg1 with respect to l.

For notation simplicity, we let ξ1 = P
σ2 and ξ2 = 2K+1

2(1+K)2
, where ξ1 > 0 and

21
242

< ξ2 <
3
8
. Cerg1 can be rewritten as

Cerg1 =
1

ln(2)

[
ln
(
1 + ξ1l

−α)− ξ2

(1 + lα

ξ1
)2

]
. (3.39)

The first derivative of Cerg1 with respect to l can be given by

dCerg1(l)

dl
=

1

ln(2)

[
−ξ1αl

−α−1

1 + ξ1l−α
− ξ2

ξ1

· 2αlα−1

(1 + lα

ξ1
)3

]
≤ 0.

The second derivative of Cerg1 can be given by

d2Cerg1(l)

dl2
=

1

ln(2)

[
ξ1(α2 + α)l−α−2 + ξ2

1αl
−2α−2

(1 + ξ1l−α)2

+
ξ2

ξ2
1

· 2α(2α− 1)l2α−2 − 2ξ1α(α− 1)lα−2

(1 + lα

ξ1
)4

]

=
1

ln(2)


[
ξ1(α2 + α)

(ξ1 + lα)2
− 2ξ2(2α2 − α)

ξ1(1 + lα

ξ1
)4

]
︸ ︷︷ ︸

a(1)

lα−2

+

[
ξ2

1α

(1 + ξ1l−α)2
l−2α−2 +

ξ22α(2α− 1)

ξ2
1(1 + lα

ξ1
)4

l2α−2

]
︸ ︷︷ ︸

a(2)≥0

 ,
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where

a(1) =
ξ1(α2 + α)

(ξ1 + lα)2
− 2ξ2ξ

3
1(2α2 − α)

(ξ1 + lα)4

=
ξ1 [(α2 + α)(ξ1 + lα)2 + 2ξ2

1ξ2α− 4ξ2
1ξ2α

2)]

(ξ1 + lα)4
.

To achieve a(1) ≥ 0, (α2 + α− 4ξ2α
2)ξ2

1 has to be larger than 0; or in other words,

α must satisfy the following conditions: α ≤ 1
2

or α ≥ 121
79

. Since α is the path loss

exponent which is no less than 2 in nature, the second derivative of Cerg1 is larger

than 0, i.e., d2Cerg1(l)

dl2
≥ 0. As a result, Cerg1 is convex with respect to l.

3.8.2 Proof of Theorem 1.

We start by proving (3.9). To do this, we use L1 to denote the Euclidean distance

between the pair of UAVs, and fL1 (l) the PDF of L1. We also let P denote the

probability of two UAVs separated by distance l, and P1 denote this probability in

the case that one of the UAVs is located on the surface of the sphere, as shown in

Fig. 3.2.

According to the Crofton Fixed Point Theorem; see Lemma 1, we can have

dP = 2 (P1 − P) |V |−1d|V |, (3.40)

where |V | denotes the volume of the 3D sphere, i.e., |V | = 4
3
πr3

s and d|V | = 4πr2
sdrs.

To evaluate P1, we set that UAV 1 is located on the surface of the sphere, then

the other UAV, UAV 2, is located on the spherical cap centered at UAV 1 and with

radius l in the sphere, as illustrated by the shaded part in Fig. 3.2. Let dl denote

the thickness of the spherical cap. Therefore, the volume of the spherical cap is

2πl2
(

1− l
2rs

)
dl. P1 can be obtained as

P1 =
2πl2

(
1− l

2rs

)
dl

4
3
πr3

s

=
3l2 (2rs−l) dl

4r4
s

. (3.41)
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Substituting (3.41) into (3.40), (3.40) can be rewritten as

dP = 2

(
3l2 (2rs − l) dl

4r4
s

− P
)

3drs
rs

, (3.42)

which, by mathematic manipulations, is further rewritten as

r6
sdP + 6r5

sPdrs =

(
9l2r2

s −
9

2
l3rs

)
dldrs. (3.43)

Integrating both sides with respect to rs, we obtain

Pr6
s =

∫ (
9l2r2

s−
9

2
l3rs

)
dldrs=9l2dl

(
1

3
r3
s−

1

4
lr2
s

)
+c1, (3.44)

where c1 is a constant to be determined.

We note that in the case rs = l
2
, both UAVs are uniquely located at the two ends

of a diameter, and both on the surface of the sphere. Given the continuous nature

of P , the probability of rs = l
2

is 0, i.e., P = 0. By substituting this into (3.44),

c1 = 3
16
l5dl, and the PDF of l can be given by

fL1 (l)=
3l2

r3
s

− 9l3

4r4
s

+
3l5

16r6
s

, 0 ≤ l ≤ 2rs, (3.45)

The average distance between the UAVs can be obtained as

E[L1] =

∫ 2rs

0

l · fL1 (l) dl =
36

35
rs. (3.46)

Based on the Jensen’s inequality and the aforementioned convexity of Cerg1(l),

as discussed in Section 3.2.2.1, the lower bound of the ergodic capacity can be
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established as

E
[
Cerg1(l)

]
≥ Cerg1 (E[L1])

=
1

ln(2)

[
ln

(
1 +

P

σ2

(
36

35
rs

)−α)
− (2K + 1)

2(1 +K)2 (1 + σ2

P

(
35
36
rs
)α)2

]
4
= C∗erg1.

(3.47)

This concludes the proof of (3.9).

We proceed to prove (3.10). To do this, it is important to first evaluate the

convexity and concavity of Q̃(l). According to [63], the values of ν
(√

2K
)

and

µ
(√

2K
)

in (4.2) can be obtained for the Rician factor of interest, i.e., 1 ≤ K ≤ 10:

1. In the case of 1 ≤ K ≤ 10, ν
(√

2K
)

and µ
(√

2K
)

are given by [63]

µ
(√

2K
)

=2.174− 0.592
√

2K + 0.593
(√

2K
)2

− 0.092
(√

2K
)3

+ 0.005
(√

2K
)4
,

(3.48)

ν
(√

2K
)

=− 0.840+0.372
√

2K−0.74
(√

2K
)2

+ 0.083
(√

2K
)3 − 0.004

(√
2K
)4
.

(3.49)

2. In the case of K = 0, µ0 = 2 and ν0 = − ln 2.

In both cases, we have ν
(√

2K
)
< −1 and µ

(√
2K
)
≥ 2. The convexity and

concavity of Q̃(l) can be judiciously evaluated. This is critical to the development

of the bounds of the outage capacity with the use of the Jensen’s inequality. To

evaluate the convexity and concavity of Q̃(l), the second-order derivative of Q̃(l) is

given by

d2Q̃(l)

dl2
=
[
(τ1τ2τ3)2l2τ3−2 − τ1τ2τ3(τ3 − 1)lτ3−2

]
e−τ1τ2l

τ3 , (3.50)

where, for notation simplicity, τ1 = eν(
√

2K), τ2 =
(

2σ2ϑth(1+K)
P

) 1
2
µ(
√

2K)

, and τ3 =
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1
2
αµ
(√

2K
)

.

Clearly, the sign of d2Q̃(l)
dl2

solely depends on
[
(τ1τ2τ3)2l2τ3−2− τ1τ2τ3(τ3−1)lτ3−2

]
.

In the case that l < τ3

√
τ3−1
τ1τ2τ3

4
= lth, d2Q̃(l)

dl2
< 0 and Q̃(l) is concave with respect

to l. Therefore, if E[L1] < lth, the upper bound for the expectation of the outage

capacity, denoted by E
[
Cout1

]
, can be obtained by taking the expectation of (3.7),

as given by

E
[
Cout1

]
≈ E

[
Q̃(l)

]
· log2(1 + ϑth)

≤ Q̃ (E[L1]) · log2(1 + ϑth)

= log2(1 + ϑth) exp

−eν(√2K)

(
2σ2ϑth(1+K)

(
36
35
rs
)α

P

) 1
2
µ(
√

2K)


4
= C∗out1, if E[L1] < lth,

(3.51)

where the inequality is due to the exploitation of the Jensen’s inequality and and

the concavity of Q̃(l), and the last equality is achieved by first plugging (4.2) and

then substituting E[L1] = 36
35
rs from (3.46).

In the case that l ≥ lth, d
2Q̃(l)
dl2
≥ 0 and Q̃(l) is convex with respect to l. Therefore,

if E[L1]≥lth, the upper bound for E
[
Cout1

]
can be obtained as

E
[
Cout1

]
≥C∗out1, if E[L1] ≥ lth. (3.52)

This concludes the proof of (3.10).

3.8.3 Proof of Corollary 1.

Let L2 denote the distance between the pair of UAVs. With reference to (3.40),

the PDF of L2, denoted by fL2(l), can be obtained by exploiting the Crofton fixed

points theorem. Let P ′ denote the probability that the two UAVs are separated by

the distance l, and P2 denote the same probability that one of the UAVs is on the
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boundary of the disk. By referring to (3.40), we can obtain

dP ′ = 2(P2 − P ′)|S|−1d|S|, (3.53)

where |S| is the area of the disk, i.e., |S| = πrs
2 and d|S| = 2πrsdrs. UAV 1 is

located on the boundary of the disk, and UAV 2 is located on the part of an arch

centered at UAV 1, with radius l, and inside the disk, as illustrated by the shaded

part in Fig. 3.3. We use dl to denote the thickness of the arch. The area of the arch

is 2ψldl. P2 can be obtained as

P2 =
2ldl arccos

(
l

2rs

)
πrs2

. (3.54)

By referring to the evaluation of fL1(l), the PDF of L2 can be given by

fL2(l)=
2l

rs2

(
2

π
cos−1

(
l

2rs

)
− l

πrs

√
1− l2

4rs2

)
, if 0 ≤ l ≤ 2rs. (3.55)

From (3.55), the expectation of L3 can be evaluated by

E[L2] =

∫ 2rs

0

l · fL2(l)dl

=

∫ 2rs

0

2l2

rs2

(
2

π
cos−1

(
l

2rs

)
− l

πrs

√
1− l2

4rs2

)
dl

=
128

45π
rs.

(3.56)

Given E[L2], the rest of this proof can follow the proof of Theorem 1, and therefore

be suppressed here.
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3.8.4 Proof of Corollary 2.

Let L3 denote the distance between the UAV and the ground station. Based on

(3.41), we can obtain the PDF of the distance L3, as given by

fL3(l) =
P1

dl
=

3l2 (2rs − l)
4r4

s

, 0 ≤ l ≤ 2rs. (3.57)

The expectation of L3 is given by

E(L3)=

∫ 2rs

0

lfL3(l)dl=

∫ 2rs

0

(
3l3

2r3
s

− 3l4

4r4
s

)
dl=

6

5
rs. (3.58)

With reference to the proof of Theorem 1, the lower bound of Cerg3 is can be

obtained as

EK,L3 [Cerg1] ≥ EL3 [Cerg1 [E(K)]]

≥ Cerg1 [E(K),E(L3)]

=
1

ln(2)

[
ln

(
1 +

P

σ2

(
6

5
rs

)−α)
− (2K̄ + 1)

2
(
1 + K̄

)2 (
1 + σ2

P

(
5
6
rs
)α)2

]

= C∗erg3,

(3.59)

where EK,L3 [·] takes expectation over K and L3.

In the case that E[L3] < lth, the lower bound for the expectation of the outage

capacity, denoted by E
[
Cout3

]
, can be obtained by referring to (3.51), as given by

EK,L3

[
Cout3

]
≤ EK [Q̃1 (E[L3])] · log2(1 + ϑth)

= log2(1 + ϑth)
2

π

∫ π
2

0

exp

[
−eν

(√
2K(φ)

)

×

(
2σ2ϑth(1 +K(φ))

(
6
5
rs
)α

P

)
1
2
µ
(√

2K(φ)
)]
dφ

4
= C∗out3, if E[L3] < lth.

(3.60)



49

In the case that E[L3] ≥ lth, the upper bound for E
[
Cout3

]
can be obtained as

E
[
Cout3

]
≥C∗out3, if E[L3] ≥ lth. (3.61)

This concludes the proof of Corollary 2.
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Chapter 4

Connectivity Analysis of UAV-enabled Wireless

Networks

4.1 Introduction

In this chapter, we analyze the connectivity of an uncoordinated UAV swarm,

where each UAV flies autonomously along an independent and random trajectory

with practical smooth turns in 3D spaces. Rician channel fading is considered to

capture the body blockage and reflections of the UAVs. Non-negligible ground in-

terference is taken into account. Our analysis involves deriving the stationary 3D

distributions of UAVs by exploiting Crofton Fixed Point Theorem. Our analysis also

involves approximations of Rician channel capacity by using the first-order Marcum

Q-function to quantify the instantaneous outage probability of a UAV. The approx-

imation in coupling with the Jensen’s inequality can deliver closed-form bounds

for the average one-hop outage probability and broadcast outage probability of the

UAV. The qualifying condition of the bounds in terms of UAV coverage, lth, is iden-

tified. By comparing the outage probabilities in the absence and the presence of

ground interferences, we are also able to quantify the impact of the ground interfer-

ence on the outage of the UAVs. Our analytical results are validated by extensive

simulations and serve as firm bounds for the connectivities of a dense uncoordinated

UAV swarm in 3D space. The analysis also provides insights and theoretical limits

for trajectory planning, and others practical value to many applications, such as

goods delivery and air combat. While motivated by UAV swarms, our analysis is

general and can be applied to terrestrial networks.
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Figure 4.1 : A UAV swarm flies autonomously and randomly within a 3D sphere.

The rest of this chapter is organized as follows. In Section 4.2, the system

model is described. In Section 4.3 and 4.4, we analyze the connectivity of individual

UAVs, as well as the broadcast connectivity of the UAV swarm, in the absence and

presence of the interference from the ground transmitters, respectively. In Section

4.5, simulation results are presented to validate the accuracy of our analytical results,

followed by concluding remarks in Section 4.6.

4.2 System Model and Problem Formulation

In this section, the system structure of a UAV swarm, the channel model, and

the mobility model of individual UAVs are described.

We consider a swarm of N UAVs flying autonomously within a 3D sphere, de-

noted by V , with radius r and volume |V |, as illustrated in Fig. 4.1. The radius of

the sphere indicates the coverage of the UAV swarm. For illustration convenience,

we assume that each UAV is equipped with a single antenna. CSMA/CA or TDMA

can be adopted by the UAVs to share the same radio channel. Once the channel is

occupied by a UAV, no others would transmit and produce interferences.

We start with an interference-free scenario, where the UAV swarm is far away
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from any ground transmitters. (In Section 4.4, we will study a more general scenario

where there can be interferences from a ground transmitters.) Let s(t) denote the

radio signal that UAV A transmits to UAV B. The received signal at UAV B is

given by

y (t) =
√
Ph(t)s(t) + n (t) ,

where s(t) follows a circularly symmetric complex Gaussian distribution CN (0, 1),

i.e., E
[
|s(t)|2

]
= 1, |·| denotes norm, and E [·] denotes expectation; P is the transmit

power of each UAV; h(t) is the channel coefficient between the pair of UAVs; and

n (t) is the AWGN with E
[
|n (t)|2

]
= σ2.

LoS prevails in open spaces. Therefore, we model a UAV-to-UAV channel as an

i.i.d. Rician fading channel. The PDF of the received SNR, denoted as x, is given

by [61]

fρ (x)=
1+K

ρ̄
exp

(
−K − (1+K)x

ρ̄

)
I0

(√
K(K+1)

ρ̄
x

)
,

where K is the Rician factor and indicates the ratio between the power in the direct

path and the scattered paths, 0 ≤ K ≤ 10; ρ̄ = P
σ2lα

is the average SNR of the link;

l is the distance between the pair of UAVs; α is the large-scale path loss exponent;

I0 (x) =
∞∑
n=0

(x/2)2n

n!Γ(n+1)
is the zero-th order modified Bessel function of the first kind [69];

and Γ(z) =
∫∞

0
tz−1

et
dt is the Gamma function.

4.2.1 Outage Probability

The outage probability defines the probability that the received SNR is below

a threshold ρth that is necessary for successful reception [37, 38]. Given the i.i.d.
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Figure 4.2 : The curve of Q̃(l) vs. distance l, where K = 5 dB, ρth = 5 dB, P = 0.1
W and σ2 = −70,−80 dBm.

Rician fading between any pair of UAVs, the outage probability can be written as

Pout = Pr

(
P |h(t)|2

σ2lα
≤ ρth

)
=

∫ ρth

0

1+K

ρ̄
exp

(
−K− 1+K

ρ̄
x

)
I0

(
2

√
K (K+1)

ρ̄
x

)
dx

=1−Q

(
√

2K,

√
2ρth(1 +K)σ2lα

P

)
,

(4.1)

whereQ(
√
a,
√
b) =

∫∞
b

1
2
exp(−x+a

2
)I0(
√
ax)dx is the first-order MarcumQ-function [61,

Eq. 8].

The first-order Marcum Q-function Q(
√
a,
√
b) can be approximated to [63]:

Q

(
√

2K,

√
2ρth(1 +K)σ2lα

P

)
≈exp

[
−eν(

√
2K)
(

2σ2ρth(1+K)lα

P

) 1
2
µ(
√

2K)
]
,Q̃

(
l
)
,

(4.2)

where ν
(√

2K
)

and µ
(√

2K
)

are nonnegative functions of K. According to [63], the

values of ν
(√

2K
)

and µ
(√

2K
)

can be obtained given K ∈ [0, 10]. In the case of

0 < K ≤ 10, ν
(√

2K
)

and µ
(√

2K
)

are given by

µ
(√

2K
)

= 2.174− 0.592
√

2K + 0.593
(√

2K
)2 − 0.092

(√
2K
)3

+ 0.005
(√

2K
)4
,
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ν
(√

2K
)

= −0.840 + 0.372
√

2K − 0.74
(√

2K
)2

+ 0.083
(√

2K
)3 − 0.004

(√
2K
)4
.

In the case of K = 0, µ0 = 2 and ν0 = − ln 2.

In both cases, we have ν
(√

2K
)
< −1 and µ

(√
2K
)
≥ 2, and the convex-

ity/concavity of Q̃(l) can be further evaluated. This is critical to the development

of the bounds of the UAV connectivities in the rest of this chapter. To evaluate the

convexity/concavity of Q̃(l), the second-order derivative of Q̃(l) is first given by

d2Q̃(l)

dl2
=
[
(τ1τ2τ3)2l2τ3−2 − τ1τ2τ3(τ3 − 1)lτ3−2

]
e−τ1τ2l

τ3 ,

where, for notation simplicity, τ1 = eν(
√

2K), τ2 =
(

2σ2ρth(1+K)
P

) 1
2
µ(
√

2K)

, and τ3 =

1
2
αµ
(√

2K
)

.

Clearly, the sign of d2Q̃(l)
dl2

solely depends on
[
(τ1τ2τ3)2l2τ3−2− τ1τ2τ3(τ3−1)lτ3−2

]
.

In the case that l < lth
4
= τ3

√
τ3−1
τ1τ2τ3

, d2Q̃(l)
dl2

< 0 and Q̃(l) is concave with respect

to l. In the case that l ≥ lth, d2Q̃(l)
dl2
≥ 0 and Q̃(l) is convex. Note that the value

of lth depends on the transmit SNR, i.e., P
σ2 , and grows quickly with the SNR, as

demonstrated in Fig. 4.2. Under the typical parameter settings (as studied in this

chapter), lth is large and close to 2r. For the analysis of the connectivity of a UAV to

the rest of the UAVs, l ≤ lth typically holds, and Q̃(l) provides a good approximation

to Q(l). For the analysis of the broadcast connectivity of a UAV, l > lth typically

holds, and Q̃(l) < Q(l), as shown in Fig. 4.2. As will be discussed in Section 4.3.2,

our analysis based on Q̃(l) provides an upper bound for the broadcast connectivity

under the typical settings. The approximation of Q(l) to Q̃(l) with Q̃(l) < Q(l)

would not violate the analysis of the upper bound.

We assume that all the UAVs have independent trajectories following a ST Mo-

bility Model [59, 60]. The model decouples the movement of a UAV between the

horizontal directions, i.e., along the x- and y-axes, and the vertical direction, i.e.,
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along the z-axis [59].

On the horizontal plane, the UAV can randomly choose a turn center to circle

around at a constant speed until the next turn center is identified. The duration of

the UAV circling around a turn center is exponentially distributed. The next turn

center is picked up on the line perpendicular to the instantaneous heading direction

of the UAV. This ensures the smoothness of the flight trajectories. Furthermore,

the 3D ST mobility model assumes that the inverse of every turn radius, i.e., 1
Υ

,

follows a zero-mean Gaussian distribution with a small variance ( 1
Υ
> 0 indicates

right turns and 1
Υ
< 0 indicates left turns). In the vertical direction, i.e., along

the z-axis, the UAV is assumed to maintain a constant acceleration while circling

around a turn center for a random duration. The speed along the z-axis and the

altitude can vary [59]. The other parameters of the model can be estimated from

experimental measurements.

It has been proved in [60] that the 3D ST mobility model has a uniform stationary

distribution of the UAV position within the 3D sphere. As a result, the N UAVs

are independently and uniformly distributed within the sphere at any time instant.

Different speeds of the UAVs would not affect the uniform distributions of the UAVs’

positions. Therefore, the connectivity analysis based on i.i.d. positions of all UAVs

is applicable to more general settings with different speeds of the UAVs.

4.3 Connectivity of the UAV Swarms

In this section, we study the distribution of the minimum distance from a UAV

to any other UAVs, and evaluate the connectivity of the UAV. We also study the

minimum and maximum distances of any pair of UAVs within the swarm, so that we

are able to evaluate the best-case connectivity of the entire swarm and its broadcast

connectivity.
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Figure 4.3 : Two UAVs in the spherical region (Special case: UAV 1 is located on
the boundary of the spherical region).

4.3.1 Connectivity of Individual UAVs

The PDF of l, the Euclidean distance between a pair of UAVs in the 3D sphere

with radius r, as illustrated in Fig. 4.3, denoted by fL (l), can be evaluated by

employing the Crofton Fixed Point Theorem [66], as stated in Lemma 1 in Chapter 3.

Consider that a total number of N UAVs independently fly within the sphere, all

following the ST mobility model in an uncoordinated fashion. Let Li, i = 1, · · · , N−

1, collect the Euclidean distances from an arbitrarily selected UAV to the other

(N − 1) UAVs; and assume that Li are i.i.d. random variables. Let l1 denote the

shortest of the distances:

l1 = min
i=1,··· ,N−1

{Li}. (4.3)

The expectation of l1 can be obtained as follows.

Lemma 2. Suppose that N UAVs are randomly and independently distributed within

the 3D sphere with radius r, then the expectation of the shortest of distances between

an arbitrarily selected UAV to the other (N − 1) UAVs, i.e., E [l1], can be approxi-

mately given by

E [l1] ≈
Γ(4

3
)Γ(N)

Γ(N + 1
3
)
r. (4.4)
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Proof. The proof was provided in section 3.4, Chapter 3.

By exploiting Lemma 2 and the Jensen’s inequality, we are able to establish the

following theorem, namely, Theorem 1, on the outage probability of a randomly

selected UAV flying a random 3D trajectory with smooth turns.

Theorem 2. Suppose that N UAVs fly random trajectories with smooth turns in

a 3D spherical region with Rician fading, the outage probability of the closest UAV

pair satisfies 
E
[
Pout1

]
≥ P ∗out1, if E[l1] < lth

E
[
Pout1

]
≤ P ∗out1, if E[l1] ≥ lth,

(4.5)

where lth = τ3

√
τ3−1
τ1τ2τ3

, τ1 = eν(
√

2K), τ2 =
(

2σ2ρth(1+K)
P

) 1
2
µ(
√

2K)

, τ3 = 1
2
αµ
(√

2K
)

,

and

P ∗out1 = 1− exp

[
− eν(

√
2K) ×

(
2σ2ρth(1+K)Γ(4

3
)αΓ(N)αrα

Γ(N+ 1
3
)αP

) 1
2
µ(
√

2K) ]
.

The transmit power of the UAV that guarantees the connectivity of the UAV can be

given by 
P ≥ P ∗1 , if E[l1] < lth

P ≤ P ∗1 , if E[l1] ≥ lth,

(4.6)

where P ∗1 =

[
−eν(

√
2K) ln(1−P ∗out1 )

] 2
µ(
√
2K) Γ(N+ 1

3
)α

2ρthσ2(1+K)Γ( 4
3

)αΓ(N)αrα
.

Proof. See Appendix 4.7.1.

Note that the derivation of (4.29) to (4.32) is based on the case where N is

very large, but not necessarily approaches infinite. (4.29) is of practical interest,

as E[l1] < lth remains active under the typical parameter settings, as noted in

Section 4.2 and will be discussed in Section 4.5. It provides the lower bound for the



58

outage probability in typical network configurations. Moreover, Q̃
(
l
)

exhibits weak

curvature, especially in the case that l < lth, as shown in Fig. 4.2. In this sense, the

lower bound (4.29) also provides a good approximation to the outage probability, as

will be shown in Section 4.5.

4.3.2 Broadcast Connectivity of the UAV Swarm

We proceed to evaluate the largest distance between any pair of the N UAVs

within the 3D sphere V . The largest distance is denoted by l2 = maxi=1,··· ,N−1{Li}.

The expectation of l2 can be obtained as follows.

Lemma 3. Suppose that N UAVs are randomly and independently distributed within

the 3D sphere with radius r. Then the expectation of the largest of the distances

between any pair of UAVs, denoted by E [l2], can be approximately given by

E [l2] ≈ 2r
[
1− exp(−6N2r3)

]
− 3

√
4

3
N−

2
3γ

(
4

3
, 6N2r3

)
, (4.7)

where γ(a, b) =
∫ b

0
e−tta−1dt is the incomplete Gamma function. In the case N →∞,

E [l2]→ 2r.

Proof. The proof was provided in section 3.4, Chapter 3.

Based on Lemma 3 and the Jensen’s inequality, we are able to establish the

following theorem on the outage probability of the furthest UAV pair in the 3D

sphere.

Theorem 3. Suppose that N UAVs fly random trajectories with practical smooth

turns in a 3D spherical region with Rician fading, the outage probability of any pair

of UAVs satisfies


E
[
Pout2 (l2)

]
≥ P ∗out2 (E[l2]) ,E[l2] < lth

E
[
Pout2 (l2)

]
≤ P ∗out2 (E[l2]) ,E[l2] ≥ lth,

(4.8)
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where lth = τ3

√
τ3−1
τ1τ2τ3

, τ1 = eν(
√

2K), τ2 =
(

2σ2ρth(1+K)
P

) 1
2
µ(
√

2K)

, τ3 = 1
2
αµ
(√

2K
)

,

and

P ∗out2 = 1− exp

[
− eν(

√
2K) ×

(
2σ2ρth(1 +K)E [l2]α

P

) 1
2
µ(
√

2K) ]
.

The transmit power of the UAV, which can guarantee the connectivity of the UAV,

is given by 
P < P ∗2 , if E[l2] < lth

P ≥ P ∗2 , if E[l2] ≥ lth,

(4.9)

where P ∗2 =

[
−eν(

√
2K) ln(1−P ∗out2 )

] 2
µ(
√
2K)

2ρthσ2(1+K)E[l2]α
.

Proof. See Appendix 4.7.2.

Different from the connectivity of individual UAVs in Sections 4.3.1, the case

of E[l2] ≥ lth is dominant in the study of the broadcast connectivity under typical

parameter settings. This is due to the fact that as the average maximum distance

between any pair of UAVs in a UAV swarm, E[l2], is typically close to 2r. To

this end, (4.33) can be adopted as the upper bound for the outage probability of

broadcast in a UAV swarm, as will be shown in Section 4.5.

Remark 1. From Theorem 2 and Theorem 3, we can find that both the average one-

hop outage probability and broadcast outage probability of the UAV decrease with the

growth of N , since the distance between UAVs decreases with an increasing number

of UAVs in the swarm. The outage probabilities also decrease with the growth of K,

this is because the LoS path becomes increasingly dominant and reduces the outage.
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4.4 Connectivity of the UAV Swarms under the ground In-

terference

Aerial receivers are vulnerable to the interference from ground transmitters [61,

73]. This scenario can be analyzed by extending Lemma 1 in chapter 3 as such, that

the ground station is fixed on the surface of the aforementioned 3D sphere while the

UAV flies within the 3D sphere. Let lI denote the distance between a designated

UAV within the sphere and the ground transmitter. The expectation of lI , E [lI ],

can be obtained as follows.

Lemma 4. Suppose that N UAVs are randomly and independently distributed within

the 3D sphere with radius r, and the ground transmitter is located on the surface of

the sphere. The expectation of the distance between a randomly selected UAV within

the sphere and the ground transmitter, i.e., E [lI ], can be approximately given by

E [lI ] =
6

5
r. (4.17)

Proof. The proof was provided in section 3.4, Chapter 3.

4.4.1 Outage Probability under Interference from Ground Transmitter

We assume that the interference link experiences the Rician fading. We analyze

the interference from a fixed ground station to UAVs flying random 3D trajectories

with smooth turns.

The received signal at each of the pair of UAVs can be written as

y =
√
Ph(t)s(t) +

√
PIhI(t)s(t) + n(t), (4.18)

where PI is the transmit power of the ground transmitter, and hI is the channel

fading coefficient between the ground transmitter and the UAV.
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The SINR, denoted by ζ, can be represented as

ζ =
Pl−α|h|2

PI lI
−αI |hI |2 + σ2

. (4.19)

Accordingly, the outage probability can be given by

P ′out = Pr (ζ ≤ ρth) = Pr

(
Pl−α|h|2

PI lI
−αI |hI |2 + σ2

≤ ρth

)
(4.20a)

= Pr
(
Pl−α|h|2 − PI lI−αIρth|hI |2 ≤ σ2ρth

)
= Pr

(
Z ≤ σ2ρth

)
, (4.20b)

where (4.20b) is obtained by setting X , Pl−α|h|2, Y , PI lI
−αIρth|hI |2, and Z ,

X − Y ; and αI is the path loss exponent between the UAV and the ground station.

Theorem 4. Suppose that the channel coefficient h and hI follow the Rician dis-

tribution with parameter K and KI , respectively. The outage probability can be

obtained as P ′out =
∫ ρth

0
fZ(z)dz,

fZ(z)=

∫ ∞
0

fX(z + y)fY (y)dy (4.21a)

=

∫ ∞
0

1+K

Ωx

exp

(
−K− 1+K

Ωx

(z+y)

)
I0

2

√
K(1+K)(z+y)

Ωx

1+KI

Ωy

× exp

(
−KI−

1+KI

Ωy

y

)
I0

(
2

√
KI(1+KI)

Ωy

y

)
dy (4.21b)

=
(1+K)(1+KI) exp(−K −KI)

ΩxΩy

exp

(
−1+K

Ωx

z

)∫ ∞
0

{
exp

[
−
(

1+K

Ωx

+
1+KI

Ωy

)
y

]
×
∞∑
k=0

[
Kk
I (1+KI)

kyk

(k!)2
F

(
−k,−k;−1;

K(1+K)Ωy

KI(1+KI)Ωx

)]}
dy (4.21c)

=
(1+K)(1+KI) exp(−K −KI)

ΩxΩy

exp

(
−1+K

Ωx

z

)
×
∞∑
k=0

{
Kk
I (1+KI)

kΩk
xΩ

k
y

k![(1+K)Ωy+(1+KI)Ωx]k
F

(
−k,−k;−1;

K(1+K)Ωy

KI(1+KI)Ωx

)}
, (4.21d)

where Ωx = Pl−α and Ωy = PI lI
−αIρth; (4.21c) is based on the identity product that
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I0

(
2
√

K(1+K)(z+y)
Ωx

)
I0

(
2
√

KI(1+KI)
Ωy

y
)

=
∑∞

k=0

[
Kk
I (1+KI)kyk

(k!)2
F
(
−k,−k;−1; K(1+K)Ωy

KI(1+KI)Ωx

)]
[69, 8.442]; and F (·) is the hypergeometric function.

It is difficult to derive the closed-form expression for P ′out based on (4.21), and the

results can hardly provide useful insights. On the other hand, a ground interference

station is typically far away from UAVs. It can be indoors. There is unlikely to be

a direct path between the ground station and the UAV. Moreover, the link between

the UAV and the ground transmitter is susceptible to body blockage. Therefore, we

can assume that the fading follows Rayleigh distribution, i.e., KI = 0. In this case,

the outage probability can be obtained as follows.

Theorem 5. Suppose that the channel coefficient h follows the Rician distribution

with parameter K, and the channel coefficient hI follows the Rayleigh distribution,

i.e., |hI |2 ∼ exp(1) (i.e, KI = 0). The outage probability in the presence of the

interference from the ground transmitters, can be given by

P ′out = 1−Q

√2K,

√
2(1 +K)σ2ρth

Ωx


+ Ωm exp (−K +KΩm) exp

(
σ2ρth

Ωy

)
×Q

√2KΩm,

√
2(1 +K)σ2ρth

ΩxΩm

 ,

(4.22)

which is upper bounded by

P ′out≤Pout+Ωm exp

[
−K+KΩm+

σ2ρth

Ωy

−eν(
√

2K)
(

2(1+K)σ2ρth

ΩxΩm

) 1
2
µ(
√

2K)
]
, Φ (l, lI) ,

(4.23)

where Ωm = (1+K)Ωy
Ωx+(1+K)Ωy

for 0 ≤ Ωm ≤ 1.

Proof. See Appendix 4.7.4.

Corollary 3. In the case of K = 0 and KI = 0, the outage probability in the
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presence of interference from the ground transmitter is upper bounded by

P ′out ≤ 1− Ωx

Ωx + Ωy

exp

(
−σ

2ρth

Ωx

)
, Φ0 (l, lI) , (4.24)

where Φ0 (l, lI) is the outage probability as a function of l/lI , and

El,lI {Φ0 (l, lI)} ≈ Φ0 (E [l] ,E [lI ]) . (4.25)

Proof. See Appendix 4.7.5.

4.4.2 Connectivity analysis

The connectivity of a UAV can be analyzed in the presence of the interference

from the ground transmitter:

4.4.2.1 Connectivity of Individual UAVs

Based on Corollary 3, we can establish the bounds for the outage probability of

an arbitrary UAV. The upper bound for the expectation of the outage probability,

denoted by E
[
P ′out1

]
, can be given by

El1,lI
[
P ′out1

]
≤ El1,lI [Φ0(l1, lI)] (4.26a)

≈ Φ0 [E(l1),E(lI)] = 1−Ω∗m1
exp

(
−
σ2ρthΓ(4

3
)αΓ(N)αrα

Γ(N+ 1
3
)αP

)
4
= P ′∗out1

, (4.26b)

where Ω∗m1
= 1

1+ P
PIρth

( 6
5)
αI (Γ(N+ 1

3)/Γ( 4
3)Γ(N))

α
rαI/α

; The approximation in (4.26b) is

obtained from Corollary 3; and E(lI) ≈ 6
5
r is based on Lemma 4.
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4.4.2.2 Broadcast Connectivity of the UAV Swarm

The upper bound for the expectation of the outage probability between the

furthest pair of UAVs, denoted by E
[
P ′out2

]
, can also be evaluated, as given by

El2,lI
[
P ′out2

]
≤ El2,lI [Φ0(l2, lI)] ≈ Φ0 [E(l2),E(lI)]

= 1− Ω∗m2
exp

(
−σ

2ρthE[l2]α

P

)
4
= P ′∗out2

,
(4.27)

where Ω∗m2
= 1

1+ P
PIρth

( 6
5
r)
αIE[l2]−α

.

Remark 2. From Corollary 3, we can obtain the relationship between the outage

probabilities in the presence and absence of the interference from the ground trans-

mitter, as follows:

Φ0 (l, lI) = 1−
[
1− Ωy

Ωx + Ωy

exp

(
σ2ρth

Ωy

)]
Q̃(l) = Pout +

Ωy

Ωx+Ωy

exp

(
σ2ρth

Ωy

)
Q̃(l).

(4.28)

With Rayleigh fading channels considered both between UAVs and between UAVs and

the ground transmitter, (4.28) provides the upper bound outage probability for typical

UAV scenario where there is an LoS link between the UAVs, and the channels are

typically Rician. We note that a Rician fading channel has the same distribution as

a Rayleigh fading channel with the only difference of a positive mean. As a result,

the desired signal between the UAVs is expected to have the same distribution in the

Rician channel as in the Rayleigh channel, except for the mean. To this end, the

above analysis under the Rayleigh channels provides the upper bound for the outage

probability in the Rician channels.

4.5 Simulation and Evaluation

In this section, we conduct extensive simulations to validate the accuracy of our

analytical results for the connectivity of uncoordinated UAV swarms in a 3D space.
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Table 4.1 : Simulation parameters

Parameter Value

Transmit power of the ground transmitter PI 20 dBm
Noise power σ2 -80 dBm
Path loss exponent α 3 [70]
Rician factor K 0, 2 dB, 5 dB
SNR/SINR threshold ρth 0, 5, 10 dB

Figure 4.4 : The outage probability of an arbitrary UAV vs. the number of UAVs,
N , under different Rician factors, where r = 500 m, ρth = 5 dB, and αI = 3.5.

The radius of the space is r = 500 m, the number of UAVs is up to 500, the transmit

power of a UAV is P = 20 dBm, and the transmit power of the ground transmitter

is PI = 20 dBm; unless otherwise specified. As mentioned in Section 6.2.1, the ST

mobility model is adopted for the UAVs. Other system parameters are listed in Tab.

4.1 with reference to [72, 70].

4.5.1 Connectivity of individual UAVs

Fig. 4.4 evaluates the connectivity of an arbitrarily selected UAV in the UAV

swarm in the presence and absence of the interference from the ground transmitter,

where the outage probability of link l1 against the total number of UAVs, N , is

plotted under different Rician factors K. The Rician factor K = 0 captures the case
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(a) P ′
out vs. Pout (b) ∆P vs. Pout (K = 0)

Figure 4.5 : The outage probability in the presence of interference from the ground
transmitter vs. the outage probability in the absence of interference from the ground
transmitter under different αI , where r = 500, N = 50, KI = 0, and α = 3.

where there is no LoS path and the channel becomes a Rayleigh fading channel. We

also use K = 5 dB to capture the case where there are both LoS path and NLoS

paths between a pair of UAVs. The NLoS is assumed to be resulted from body

blockage of the UAVs and the reflection and scattering stemming from other UAVs.

As shown in Fig. 4.4, the analytical result (4.29) provides lower bounds for

the corresponding simulation results, both with and without interferences from the

ground transmitter, because E[l1] < lth under the simulation settings, as discussed

in Section 4.3.1. With the increase of N , the lower bound can be asymptotically

tight and become indistinguishably close to the simulation results. This is due to

the fact that Q̃(l) exhibits weak curvature and the gap between the lower bound

(4.29) and the actual outage probability is small and increasingly negligible, as N

grows. For small N , e.g., N = 2, the analytical results of (4.29) are less accurate

due to the approximation (4.4). From the figure, we see that the outage probability

of an individual UAV decreases with the increasing number of UAVs in the swarm

N , and decreases with the growth of K, since the LoS path becomes increasingly

dominant and reduces the outage.
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Figure 4.6 : The outage probability of an arbitrary UAV vs. the number of UAVs
under different SNR/SINR thresholds, where K = KI = 0 and r = 500 m.

Fig. 4.5 plots the outage probability of an arbitrarily selected UAV in the presence

of the interference from the ground transmitter, P ′out, versus the outage probability

in the absence of the interference, Pout. Both the analytical bounds, i.e., (4.29) and

(4.26), and the simulation results are provided. We can see in fig. 4.5(a) our analysis

under Rayleigh fading channels, i.e., (4.26), serves the lower bound for the outage

probability under Rician fading channels, in the presence of the ground interferences.

We can see that P ′out increases with Pout. However, the difference between P ′out and

Pout, i.e., ∆P , first increases and then decreases with the growth of Pout, as shown

in Fig. 4.5(b). We can draw the conclusion that the interference from the ground

transmitters is detractive to the connectivity of the UAVs, especially when UAVs

fly at low elevations, i.e., αI → α, and/or the UAVs have good channel conditions,

i.e., Pout is small.

Fig. 4.6 depicts the outage probability of an arbitrarily selected UAV both in

the presence and the absence of interference from the ground transmitter, where the

number of UAVs, N , and the SNR/SINR thresholds, ρth, vary. We can see that the

analytical result (4.29) provides increasingly tight upper bounds for the simulation

results, as N increases. We also see that the outage probability decreases with the
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growth of N , since the distance between UAVs decreases with an increasing number

of UAVs in the swarm, and becomes increasingly tight and accurate, as ρth grows.

Figure 4.7 : The outage probability of an
arbitrary UAV vs. the transmit power
of UAVs for different values of SNR
threshold, where r = 500 m, N = 50,
α = 3,αI = 3.5, and the Rician factor is
K = 0.

Figure 4.8 : The outage probability of
an arbitrary UAV vs. the radius of the
sphere r, under different total numbers
of UAVs, where the Rician factor K = 0,
P = 0.1 W and ρth = 5 dB.

In Fig. 4.7, the outage probabilities of the arbitrary UAV in both the presence

and absence of interferences from the ground transmitter are plotted against the

increasing transmit power of the UAVs, P , under different SNR thresholds ρth.

We can see that the outage decreases with the growth of P . With the growth of

ρth, the analytical result (4.29) becomes increasingly accurate. We also highlight

the transmit powers required to achieve the minimum outage probability of 10−2

under different settings of ρth. The maximum transmit powers required, as can be

evaluated in Sections 4.3 and 4.4, are consistent with the simulation results.

Fig. 4.8 plots the outage probability of an arbitrarily selected UAV both with and

without interference from the ground transmitter, as the coverage of the 3D sphere

increases. The figure shows the probability under different numbers of uncoordinated

UAVs in the swarm, i.e., N . We can see that our analytical lower bound, (4.29),
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(a) The outage probability of broadcast vs. the radius of the 3D space, r, with the path loss
αI = 3.2, the Rician factor K = KI = 0 and ρth = 5 dB.

0.05 0.1 0.15 0.2
10
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-2
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10
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(b) The outage probability of broadcast vs. the transmit power of UAVs, P , under different numbers
of UAVs, where r = 500 m, αI = 3.2, K = KI = 0 and ρth = 5 dB.

Figure 4.9 : The outage probability between the furthest pair of UAVs in the UAV
swarm.

and upper bound, (4.44), can be increasingly tight with the enlarging size of the 3D

sphere (or in other words, the coverage area of the UAVs). We also see that, with an

increasing number of UAVs, the analytical upper bound of the outage probability

also becomes increasingly accurate. To this end, the lower bound (4.29) and upper

bound (4.44) are shown to be very useful for quantifying the connectivity of a dense

uncoordinated UAV swarm over a large 3D space.
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4.5.2 Broadcast Connectivity of the UAV Swarm

Figs. 4.9(a) and 4.9(b) plot the analytical results of (4.33) with the growing

coverage of the 3D sphere r and the transmit power of a UAV, P , respectively.

Different numbers of UAVs are simulated, i.e., N = 10, 50, 100, 500. We can see

that the analytical results, evaluated under the assumption of N →∞, provide tight

upper bounds for the outage probability, especially when N is large. The assumption

of the analysis is asymptotically effective. Particularly, the simulation results for

N = 500 against both P and r are closer to the analytical results developed under

the assumption for N → ∞, than the simulation results of N = 10 or 100. The

reason for (4.33) being the upper bound of the broadcast connectivity (as opposed

to (4.35) being the lower bound) is due to the fact that E[l2], which is typically

close to 2r, is larger than lth, and therefore (4.33) provides the upper bound for the

outage probability of broadcast in the UAV swarm.

4.6 Conclusion

In this chapter, we developed closed-form expressions for the outage probability

of UAVs (or in other words, the one-hop connectivity of a UAV and the broadcast

connectivity of the UAV) in an uncoordinated UAV swarm, where the UAVs fly

within a 3D sphere with practical smooth turns both in the absence and presence

of ground interference. Our analysis was based on comprehensive 3D geometric

interpretations which translate the trajectories to steady-state spatial distributions

of the UAVs. Extensive simulations confirm that our analyses are accurate and

provide tight performance bounds for the connectivity of a dense uncoordinated

UAV swarm in a large 3D space.
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4.7 Appendices

4.7.1 Proof of Theorem 2.

As discussed in Section 4.2.1, Q̃
(
l
)

decays exponentially with the growth of the

distance l, and exhibits concavity for l < lth and convexity for l ≥ lth. According

to Lemma 2 and the concavity/convexity of Q̃
(
l
)
, the Jensen’s inequality can be

exploited to develop the bounds for the outage probability of the UAV of interest.

In the case that E[l1] < lth, the lower bound for the expectation of the outage

probability of an arbitrarily selected UAV, denoted by E
[
Pout1 (l1)

]
, is given by

E
[
Pout1 (l1)

]
= 1− E

[
Q̃
(
l1
α
)]
≥ 1− Q̃

(
E [l1]α

)
= 1− exp

[
− eν(

√
2K)

(
2σ2ρth(1+K)Γ(4

3
)αΓ(N)αrα

Γ(N+ 1
3
)αP

) 1
2
µ(
√

2K) ]
4
= P ∗out1

, if E[l1] < lth,

(4.29)

where the inequality is based on the Jensen’s inequality.

The connectivity of the UAV can be ensured at the probability no less than

(1−P ∗out1
). Further, we can obtain the minimum transmit power of the UAV which

guarantees the connectivity of the UAV, as given by

P ≥
[
− eν(

√
2K) ln(1− P ∗out1

)
] 2

µ(
√
2K) Γ(N + 1

3
)α

2ρthσ2 (1 +K) Γ(4
3
)αΓ(N)αrα

4
= P ∗1 , if E[l1] < lth. (4.30)

In the case that E[l1] ≥ lth, the upper bound for E
[
Pout1

]
is given by

E
[
Pout1

]
≤P ∗out1

, if E[l1] ≥ lth. (4.31)

The maximum transmit power of the UAV, which is required to achieve the connec-
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tivity of the UAV, can be given by

P ≤ P ∗1 , if E[l1] ≥ lth. (4.32)

By combining (4.30) and (4.32), we establish (4.6).

4.7.2 Proof of Theorem 3.

As discussed in Sections 4.3.1, the Jensen’s inequality can be exploited. Based

on the concavity/convexity of Q̃(·), the lower and upper bounds for the expectation

of the outage probability between the furthest pair of UAVs, E
[
Pout2 (l2)

]
, can be

evaluated.

In the case that E[l2] ≥ lth, the upper bound for E
[
Pout2 (l2)

]
can be derived as

E
[
Pout2 (l2)

]
≤ 1−Q

(
E [l2]α

)
≤ 1− Q̃

(
E [l2]α

)
=1− exp

[
− eν(

√
2K)

(
2σ2ρth(1+K)E [l2]α

P

) 1
2
µ(
√

2K) ]
4
=P ∗out2

(E[l2]) ,

(4.33)

where Q(l) > Q̃(l) for l > lth is used, as discussed in Section 4.2.1. The mini-

mum transmit power that is required to achieve the broadcast connectivity at the

probability P ∗out3
is given by

P ≥
[
− eν(

√
2K) ln(1− P ∗out2

)
] 2

µ(
√

2K)

2ρthσ2 (1 +K)E [l2]α
4
= P ∗2 . (4.34)

In the case that E[l2] < lth, the lower bound for E
[
Pout2 (l2)

]
is given by

E
[
Pout2 (l2)

]
≥ P ∗out2

(E[l2]) , (4.35)

and the maximum transmit power of a UAV required to achieve the lower bound is

P ∗2 .
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4.7.3 Proof of X − E [X ]−→0.

Let X in Corollary 3 be X = 1/
∑θ

i=1 xi, where xi(i = 1, · · · , θ) is a sequence

of positive square-integrable random variables which is not necessarily independent

across i, and θ →∞. Moreover, there exists ς > 0, such that lim
i

inf E [xi] > ς.

According to the law of large numbers,

1

θ

θ∑
i=1

xi −
1

θ

θ∑
i=1

E [xi]
a.s.−→ 0, as θ →∞.

Since 1
θ

∑θ
i=1 E [xi] is bounded away from 0, we have

1
1
θ

∑θ
i=1 xi

− 1
1
θ

∑θ
i=1 E [xi]

a.s.−→ 0, as θ →∞. (4.36)

That is,

E

[
1

1
θ

∑θ
i=1 xi

]
− 1

1
θ

∑θ
i=1 E [xi]

a.s.−→ 0, as θ →∞. (4.37)

Using (4.36) minus (4.37), we can obtain

1
1
θ

∑θ
i=1 xi

− E

[
1

1
θ

∑θ
i=1 xi

]
a.s.−→ 0, as θ →∞, (4.38)

which means θX − θE [X ]
a.s.−→ 0, as θ →∞.

By recalling the definition of almost sure convergence: ∀ε > 0, there exists a θ1

such that for θ1 > θ,

Pr (|θ1 (X − E [X ])| < ε) = 1.

Hence,

Pr (|(X − E [X ])| < ε) = 1,

and therefore,

X − E [X ]
a.s.−→ 0, as θ →∞. (4.39)
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4.7.4 Proof of Theorem 5.

Given that h follows the Rician distribution with parameter K and |hI |2 ∼

exp(1), the PDF of Z can be rewritten as

fZ(z) =

∫ ∞
0

1+K

Ωx

exp

(
−K − 1+K

Ωx

(z+y)

)
I0

2

√
K(1+K)

Ωx

(z+y)

 exp
(
− y

Ωy

)
Ωy

dy

(4.40a)

=
(1+K) exp(−K)

ΩxΩy

∫ ∞
z

exp

(
−1+K

Ωx

y1

)
I0

2

√
K(1+K)y1

Ωx

 exp

(
−y1 − z

Ωy

)
dy1

(4.40b)

=
B exp

(
−K + B

2

)
2KΩy

exp

(
z

Ωy

)
×
∫ ∞
Az

1

2
exp

(
−y2 +B

2

)
I0

(√
By2

)
dy2 (4.40c)

=
B exp

(
−K + B

2

)
2KΩy

exp

(
z

Ωy

)
Q
(√

B,
√
Az
)
, (4.40d)

where (4.40b) is obtained by setting y1 = y + z; (4.40c) is obtained by setting

y2 = Ay1 = 2[Ωx+(1+K)Ωy ]

ΩxΩy
y1 and B = 2K(1+K)Ωy

Ωx+(1+K)Ωy
; and (4.40d) is obtained based on

the definition of the Marcum Q-function.

The outage probability can be evaluated based on [78, Eq. 42], as given by

P ′out = Pr
(
Z ≤ σ2ρth

)
= 1−

∫ ∞
σ2ρth

fZ(z)dz

= 1−
∫ ∞
σ2ρth

B exp
(
−K+B

2
+ z

Ωy

)
2KΩy

Q
(√
B,
√
Az
)
dz

= 1−Q

√2K,

√
2(1 +K)σ2ρth

Ωx


︸ ︷︷ ︸

Pout

+
B

2K
exp

(
−K+

B

2
+
σ2ρth

Ωy

)
Q
(√

B,
√
Aσ2ρth

)
︸ ︷︷ ︸

∆P

.

(4.41)

Let Ωm = (1+K)Ωy
Ωx+(1+K)Ωy

, 0 < Ωm < 1. We have A = 2(1+K)
ΩxΩm

and B = 2KΩm. ∆P
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can be further rewritten as

∆P = Ωm exp

(
−K +KΩm +

σ2ρth

Ωy

)
Q

√2KΩm,

√
2(1 +K)σ2ρth

ΩxΩm

 . (4.42)

Based on the strict monotonicity of the generalized Marcum-Q function [79], we

can obtain

Q

√2KΩm,

√
2(1 +K)σ2ρth

ΩxΩm

 ≤ Q

√2K,

√
2(1 +K)σ2ρth

ΩxΩm

 (4.43a)

≈ exp

[
−eν(

√
2K)

(
2(1 +K)σ2ρth

ΩxΩm

) 1
2
µ(
√

2K)
]
,

(4.43b)

where (4.43a) is due to the fact that, for b > 0, Q(
√
a,
√
b) strictly increases with

a ∈ [0,∞), i.e., Q(
√
a1 + a2,

√
b) > Q(

√
a1,
√
b) for all a1 ≥ 0, a2 > 0 and b > 0 [79];

and (4.43b) is obtained by substituting (4.2) into (4.43).

Since Ωx ≥ 0, then Ωm ≤ 1 and 2KΩm ≤ 2K always hold for any αI ≥ α. By

substituting (4.43) into (4.41), the upper bound of P ′out can be obtained as

P ′out≤Pout+Ωm exp

(
−K+KΩm+

σ2ρth

Ωy

)
exp

[
−eν(

√
2K)

(
2(1+K)σ2ρth

ΩxΩm

) 1
2
µ(
√

2K)
]

, Φ (l, lI) .

(4.44)

This concludes the proof.
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4.7.5 Proof of Corollary 3.

In the case that K = 0, ν(
√

2K) = − ln 2 and µ(
√

2K) = 2. By substituting

these into (4.44), we have

P ′out ≤ Pout +
Ωy

Ωx + Ωy

×exp

(
−σ

2ρth

Ωx

)
(4.45a)

≈ 1− Ωx

Ωx + Ωy

exp

(
−σ

2ρth

Ωx

)
, Ψ (Ωx,Ωy) . (4.45b)

Here, (4.45b) can be rewritten as H (ωx, ωy) = 1 − ωy
ωx+ωy

exp (−σ2ρthωx) by

defining ωx = 1
Ωx

and ωy = 1
Ωy

, hence H (ωx, ωy) = Ψ (Ωx,Ωy). By substituting

Ωx = Pl−α and Ωy = PIρthl
−αI
I into Ψ (Ωx,Ωy), we can write the outage probability

as a function of l/lI , denoted by Φ0 (l, lI).

We find that

∂H (ωx, ωy)

∂ωx
=

[
ωy

(ωx+ωy)
2 +

ωyσ
2ρth

ωx+ωy

]
exp

(
−σ2ρthωx

)
≥0,

and

∂2H (ωx, ωy)

∂ωx2
=exp

(
−σ2ρthωx

)[
− 2ωy

(ωx+ωy)
3−

ωyσ
2ρth

(ωx+ωy)
2 − σ

2ρth

(
ωy

(ωx+ωy)
2 +

ωyσ
2ρth

ωx+ωy

)]
≤0.

Thus, H (·) is concave with respect to ωx.

In high SNR regimes (i.e., σ2ρth � Ωx � 1), we have

∂Ψ (Ωx,Ωy)

∂Ωx

= −

(
Ωy

(Ωx + Ωy)
2 +

σ2ρth

Ωx (Ωx + Ωy)

)
exp

(
−σ

2ρth

Ωx

)
≤ 0,



77

and

∂2Ψ (Ωx,Ωy)

∂Ωx
2 =

[
2Ωy

(Ωx+Ωy)
3 +

σ2ρth (2Ωx + Ωy)

Ωx
2 (Ωx+Ωy)

2 −
σ2ρth

Ωx
2

(
Ωy

(Ωx+Ωy)
2 +

σ2ρth

Ωx (Ωx+Ωy)

)]

× exp

(
−σ

2ρth

Ωx

)
,

where ∂2Ψ(Ωx,Ωy)

∂Ωx2
≥ 0∗. Thus, Ψ (·) is convex with respect to Ωx in high SNR regimes.

Based on the Jensen’s inequality (i.e., E [f(x)] ≥ f (E [x]) if f(x) is convex [80]),

the convexity of Ψ (Ωx,Ωy) with respect to Ωx and the concavity of H (ωx, ωy) with

respect to ωx, we have

E [Ψ (Ωx,Ωy)] ≥ Ψ (E [Ωx] ,Ωy) ,

E [H (ωx, ωy)] ≤ H (E [ωx] , ωy) .

Since H (ωx, ωy) = Ψ (Ωx,Ωy), we have

Ψ (E [Ωx] ,Ωy) ≤ EΩx [Ψ (Ωx,Ωy)] = El [Φ0 (l, lI)] = Eωx [H (ωx, ωy)] ≤ H (E [ωx] , ωy) .

(4.46)

Since Ωx = Pl−α, we have

E [Ωx] = E
[
Pl−α

]
≥ P (E [l])−α , (4.47)

E [ωx] = E
[
lα

P

]
≥ 1

P
(E [l])α . (4.48)

Since ∂H(ωx,ωy)

∂ωx
≥ 0 (given ωy) and ∂Ψ(Ωx,Ωy)

∂Ωx
≤ 0 (given Ωy),H (ωx, ωy) and Ψ (Ωx,Ωy)

are monotonically increasing and decreasing functions of ωx and Ωx, respectively.

∗ ∂2Ψ(Ωx)
∂Ωx

2 ≥ 0 holds under the condition that σ2ρth � Ωx � 1. This condition is typically

valid, as Ωx and σ2ρth correspond to the signal power and the noise power at the aerial receiver,
respectively.
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Therefore, we have

Φ0 (E [l] , lI) = H
(

(E [l])α

P
, ωy

)
≤H (E [ωx], ωy) , (4.49)

Ψ (E [Ωx] ,Ωy)≤Ψ
(
P (E [l])−α ,Ωy

)
=Φ0 (E [l] , lI) . (4.50)

Comparing (4.46), (4.49) and (4.50), we find that Φ0 (E [l] , lI) lies between the lower

and upper bounds of El [Φ0 (l, lI)] and we can approximate

El [Φ0 (l, lI)] ≈ Φ0 (E [l] , lI) , (4.51)

since X − E [X ]
a.s.−→ 0 with the proof provided in Appendix 4.7.3.

Likewise, we have ∂H(ωx,ωy)

∂ωy
≤ 0 and ∂2H(ωx,ωy)

∂ωy2
≥ 0. Thus, H (ωx, ωy) is convex

with respect to ωy. Besides, ∂Ψ(Ωx,Ωy)

∂Ωy
≥ 0 and ∂2Ψ(Ωx,Ωy)

∂Ωy2
≤ 0. Thus, Ψ (Ωx,Ωy) is

concave with respect to Ωy. Based on the Jensen’s inequality, we have

Ψ (Ωx,E [Ωy]) ≥ EΩy [Ψ (Ωx,Ωy)] = ElI [Φ0 (l, lI)] = Eωy [H (ωx, ωy)] ≥ H (ωx,E [ωy]) .

(4.52)

Since Ωy = PI lI
−αIρth, we have

E [Ωy] = E
[
PIρthl

−αI
]
≥ PIρth (E [lI ])

−αI , (4.53)

E [ωy] = E
[
lαII
PIρth

]
≥ 1

PIρth

(E [lI ])
αI . (4.54)

Since ∂H(ωx,ωy)

∂ωy
≤ 0 (given ωx) and ∂Ψ(Ωx,Ωy)

∂Ωy
≤ 0 (given Ωx), H (ωx, ωy) and

Ψ (Ωx,Ωy) are monotonically decreasing and increasing functions of ωy and Ωy, re-

spectively. Therefore, we have

Φ0 (l,E [lI ])=H
(
ωx,

1

PIρth

(E [lI ])
αI

)
≥H (E [ωx], ωy) , (4.55)
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Ψ (Ωx,E [Ωy])≥Ψ
(
Ωx, PIρth (E [lI ])

−αI)=Φ0 (l,E [lI ]) . (4.56)

Comparing (4.52), (4.55) and (4.56), we find that Φ0 (l,E [lI ]) lies between the lower

and upper bounds of ElI [Φ0 (l, lI)], and therefore

ElI [Φ0 (l, lI)] ≈ Φ0 (l,E [lI ]) , (4.57)

since X − E [X ]
a.s.−→ 0.

Combining (4.51) and (4.57), we have

El,lI [Φ0 (l, lI)] ≈ Φ0 (E [l] ,E [lI ]) . (4.58)

This concludes the proof.
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Chapter 5

Secure Connectivity Analysis of UAV-enabled

Wireless Networks

5.1 Introduction

UAVs can be used as relays or aerial base stations for network provisioning in an

emergency due to their easy deployment and wide coverage [10]. When the task is

complicated, such as providing temporary communication for an earthquake area, a

single UAV is usually insufficient. Besides, due to their typically low transmission

power and limited processing ability, UAVs usually have only limited transmission

range. As such, UAVs are generally organized in an ad hoc manner, forming UAV

Networks, and multi-hop relays are adopted for long-distance transmission. Thus,

it is essential to study how the connectivity varies among nodes in UAV Networks

and evaluate the successful delivery of gathered information in terms of probability.

Consider a search and rescue scenario after an earthquake; several key issues

need to be addressed, including victims rescue and environment exploration. UAV

Networks can be established for temporary communication between rescuers and

disaster victims, or for exploring the terrain and environment information to facili-

tate the subsequent search and rescue. Disaster areas are more likely to experience

power interruption, so some types of UAVs (such as quadrotors) frequently need to

operate on battery power, and UAV networks must meet energy efficiency challenges

[81]. Meanwhile, security is also essential for UAV Networks. Nodes in UAV Net-

works are prone to power failure and equipment damage, which may cause errors in

information delivery. Worse still, hostile nodes may try to intercept the information
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transfer between legitimate nodes or act in malicious ways to prevent UAVs from

proper functioning.

Many researchers have developed trust models to evaluate the trust relationships

among nodes in MANETs [82, 83]. A detailed survey on various trust models that

are geared toward WSNs is presented in [84], which also analyzes various applica-

tions of trust models. In [83], a unified trust management scheme using uncertain

reasoning is proposed, which consists of two components: trust from direct obser-

vation and indirect observation. The trust from direct observation is derived using

Bayesian inference, whereas the trust from indirect observation is derived using the

Dempster-Shafer theory. An Efficient Distributed Trust Model (EDTM) for WSNs

is proposed in [85], and direct trust and recommendation trust are selectively cal-

culated according to the number of packets received by sensor nodes.

However, these trust models are mainly based on communication behaviors, and

important factors such as a node’s residual energy, the channel between nodes and

the mobility pattern of the nodes are not considered. An information-theoretic

framework is presented in [86], and the trust model takes the dynamic behaviors

of nodes and the wireless environment into consideration. Moreover, a fuzzy-logic

based prediction mechanism is adopted to update a node’s trust for future decision-

making. In [87], an attack-resistant trust model based on multidimensional trust

metrics (ARTMM) is proposed for underwater acoustic sensor networks (UASNs),

which consists of three types of trust metrics, i.e., link trust, data trust, and node

trust. It also takes the slow-movement of underwater sensor nodes into considera-

tion. However, these trust models may not function well in UAV Networks, because

of their highly dynamic network topology, the high mobility of UAVs, and the open-

air wireless environment. Due to this dynamic topology, the trust relationships

between UAVs are frequently changed in UAV Networks. Trust is a dynamic pro-

cess and changes with time and the surrounding environment, but most existing
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trust models do not address the dynamic issues. In order to solve the above prob-

lems, we propose a novel trust model that can evaluate the trust levels between

UAVs by considering multiple practical factors and their highly dynamic nature.

In this chapter, trust is defined as the degree of belief (probability) that a UAV

will execute a task correctly according to the previous observation of its behavior.

That is, the trust value reflects whether a given UAV behaves in a trustworthy

manner and maintains reliable communications with other nodes in UAV Networks.

A trust value is a number in the range of 0 to 1. A value of 1 means completely

trustworthy, and 0 means completely untrustworthy.

The contributions of this chapter are outlined as follows.

• We propose an EHTM that takes into consideration the UAVs’ behaviors, the

characteristics of channels between UAVs and the mobility of UAVs. The

detailed calculation procedure of EHTM is also presented.

• We propose the concept of secure links in UAV Networks. A secure link exists

between two UAVs only when there is both a physical link and a trust link

between them. The physical link indicates physical connectivity between two

UAVs, which means each UAV on a routing path is within the communication

range of its previous UAV. Based on the proposed trust model, the trust

link between two UAVs can be viewed as a logical connectivity between these

two nodes. One simple parameter, the trust value or belief degree, PT, is

introduced to quantify the trustworthiness of the trust link between two nodes.

• We derive both the physical connectivity probability and the secure connectiv-

ity probability between two UAVs in the presence of Doppler shift. The pro-

posed trust model, physical connectivity and secure connectivity probability in

the UAV Networks are evaluated by simulation. Extensive simulation results

show that the proposed trust model can effectively guarantee secure and reli-
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able communication between UAVs and enhance the connectivity probability

when the UAV Networks suffer attacks and other security risks.

The rest of this chapter is organized as follows. In Section 5.2, we introduce

the system model. The trust model and the detailed trust calculation procedure

of EHTM is presented is presented in Section 5.3. Section 5.4 analyses the secure

connectivity probability between UAVs and simulation results and analysis are pre-

sented in Section 5.5. Finally, Section 5.6 concludes the chapter.

5.2 System Model and Definitions

In this section, we first present the network model, mainly considering the search

and rescue scenario. Then, we describe the basic mobility model for UAVs. Finally,

we give a brief definition of the secure link in UAV Networks.

a

b
c

d

f

e

r

Figure 5.1 : An illustration of a UAV network with a trust link. Here, solid lines
and dotted lines denote physical links and trust links, respectively.
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Figure 5.2 : Secure link abstracted from UAV Networks in Fig. 5.1. (1) physical
link; (b) trust link; (c) secure link.

5.2.1 Network Model

We consider a UAV network, in which UAVs are deployed in an infinite 3D Eu-

clidean space according to a homogeneous Poisson point process (PPP) with density

λ, as depicted in Fig. 5.1. The UAVs have a maximum one-hop communication

range, which is denoted by r. A UAV can transmit information to the intended des-

tination directly, or via indirect relay by one or more UAVs. The multi-hop scheme

is decode-and-forward, in which the relaying UAV decodes an arriving packet and

then transmits to the next hop.

We adopt the ST mobility model [59, 60] to model the motion of UAVs. ST cap-

tures the tendency of UAVs to make smooth trajectories (e.g., straight trajectories

or typical turns with a large radius) and is widely used in UAV networks analysis.

The ST mobility model captures the correlation of acceleration of UAVs across the

temporal and spatial domain and is tractable for analysis and design. Wan et. al.

prove that the stationary node distribution of the ST model is uniform [60], which

leads to a series of closed-form results for connectivity.

5.2.2 Definition of Secure Links

5.2.2.1 Physical Link.

Two UAVs, Ni and Nj have a physical wireless link if their Euclidean distance

is no greater than the communication range r, and Ni and Nj are called physical
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neighbors. Two UAVs are physically connected if there is a physical path from

the source node to the destination node and each node on the path lies in the

communication range of its previous node.

5.2.2.2 Trust Link.

A trust link can be viewed as a logical connection between two UAVs in UAV

Networks. One simple parameter, the trust value or belief degree, PT, is introduced

to quantify the existence of trust link between two UAVs in the UAV Networks. If

PT is greater than or equal to 0.5, the trust link is considered to exist. Otherwise,

it does not exist. We call two UAVs with a trust link, friends.

5.2.2.3 Secure Link.

A secure link exists between two UAVs only when there is both a physical link

and a trust link between these two nodes. This means that each UAV not only

has neighbor nodes within its communication range, but also can establish trust

links with these neighbor nodes. We call Ni the neighboring friend of Nj if a secure

physical link exists between Ni and Nj.

5.3 Trust Modeling and Calculation

In this section, we propose an EHTM. To compute the trust value of UAVs, it

is important to understand the trust definition and properties that are used in the

trust calculation. Then, we describe the overall structure of the EHTM.

5.3.1 Efficient Hierarchical Trust Model

As illustrated in Fig. 5.3, the trust model is composed of four sections: di-

rect trust section, indirect trust section, integrated trust section, and trust update

section.
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Link trust

Node trust

Data trust

Link quality

Link utilization

Node capability

Direct trust

Data content

Node integrity

Indirect trustRecommendation 

Trust integration

Trust update Trust value

Trust model

Figure 5.3 : The structure of trust model

In a direct trust model, the trust value is computed based on the communication

behaviors of UAVs, the channels between UAVs, and the mobility of UAVs. However,

due to malicious attacks, adopting only direct trust is not sufficient. In addition,

it is difficult to decide whether a UAV is benign or malicious based on only a few

interactions when the number of packet exchanges between two UAVs is small.

Therefore, packet threshold is defined and denoted as ζth. If the number of packet

exchanges between a pair of nodes exceeds the threshold ζth, the trust value is only

calculated by the direct trust. Otherwise, assessments from other node are required

for trust estimation. In this case, we need to calculate both the direct and indirect

trust and then combine them by using a weighted average to obtain the integrated

trust.

In UAV Networks, UAVs collaborate to transmit information through communi-

cation channels. In a natural disaster, UAVs can be easily attacked or launch many

kinds of malicious attacks, e.g., packet modification attacks and packet dropping at-

tacks, which can result in low link quality. In addition, the communication channel

between UAVs is unreliable, which may introduce a high packet error rate (PER)

and packet loss rate (PLR). The communication performance and data transmis-

sion are affected by the quality of the channel. Therefore, the trust value is not only
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related to the participating UAVs but also impaired by the link quality.

As shown in Fig. 5.3, the direct trust module consists of three components: link

trust, node trust, and data trust. Link trust is evaluated by link quality and link

utilization. Link quality illustrates the performance of the communication channel

between UAVs, which is calculated based on the PER and PLR estimations of the

link. Link utilization is defined as the ratio of the number of times a link is utilized

over the maximum possible number of times it can be used. Data trust reflects the

trustworthiness of data content transmitted between UAVs, which can be assessed

by the fault tolerance and consistency of data. Node trust is determined by node

integrity and node capability. Node integrity indicates the degree to which one UAV

believes its neighbor node is honest based on their communication behaviors (suc-

cessful and failure communications). Node capability refers to whether the residual

energy in one UAV is adequate to perform the desired task. Therefore, it is com-

puted according to the energy consumption of UAVs. According to the link trust,

the node trust and the data trust, we can obtain direct trust by the weighted average

method. In addition, the indirect can be calculated from the third-party recommen-

dation. Finally, the trust value can be achieved through the trust integration section

and the trust update section.

5.3.2 Trust Calculation

In this section, we present the detailed EHTM trust calculation procedure.

5.3.2.1 Calculation of Direct Trust

Direct trust in this chapter takes link trust, data trust and node trust into

consideration.
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(1) Link Trust

Link trust is determined by link quality and link utilization in this chapter.

Calculation of the PER. We chose the Rician fading model for the UAV chan-

nel, due to the existence of an LoS path between UAVs in an open-air scenario. The

average bit error rate (BER) for two-phase differential phase shift keying (2DPSK)

modulation under the Rician fading channel is given in [88] as

Pber =
1

2

(
1 +K

1 +K + γ̄

)
exp

(
− Kγ̄

1 +K + γ̄

)
, (5.1)

where K is the Rician factor, and γ̄ is the average (SNR), γ̄ = P0

σN 2d2
(P0 is the

transmitting power, σN
2 is the noise power and d is the distance between the source

UAV and the destination UAV). In the next step, we compute the PER based on

the BER. The probability of not having a bit error is equal to the probability that

all the bits are received correctly. Thus the PER is calculated as follows:

Pper = 1− (1− Pber)
n, (5.2)

where n denotes the number of bits in a packet.

Calculation of the PLR. There are several metrics for link quality in UAV

Networks, such as the received signal strength indicator (RSSI), packet receiving

ratio (PRR), and link quality indicator (LQI). In this chapter, we chose the PRR

for the link quality evaluation. The PRR is usually calculated by the destination

node and expressed as Pprr = prec/psen, where prec and psen denote the number of

successfully received packets in the object UAV node and the total packets sent from

subject node respectively.

Then, the packet loss rate can be calculated by by Ploss = 1 − Pprr. According
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to Equations (3) and (4), the link quality Llq can be computed by

Llq = (1− Pper)× (1− Ploss) = (1− Pper) · Pprr. (5.3)

Calculation of Link Utilization. Link utilization, Llu, is defined as the ratio

of the number of times a link is utilized over the maximum possible number of times

it can be used. According to the routing table entry of UAVs, the maximum possible

number of utilization times can be obtained.

Llu =
Nuse

Nmax

, (5.4)

where Nuse is the number of times a link is utilized in the current time window and

Nmax is the maximum possible number of times that the link can be used.

We define 0.5 as the chosen trust threshold. The link trust depends on the link

quality and link utilization. If the link is of poor quality, Llq < 0.5, the link is

considered as untrustworthy even if the link utilization is high. Therefore, when

Llq < 0.5, the link trust is defined as Llq × Llu. However, the definition is not

suitable when Llq > 0.5. For example, if Llq = 0.8 and Llu = 0.6, the link trust is

0.48. In this case, the link should be trustworthy even though its calculated trust

value is less than 0.5. Therefore, the link trust is redefined as 0.5+(Llq − 0.5)×Llu.

Then the link trust can be obtained as:

Tlink =


0.5 + (Llq − 0.5)× Llu, if Llq ≥ 0.5;

Llq × Llu, else.

(5.5)
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(2) Node Trust

Node trust is computed by considering both node integrity and node capability.

Node integrity is evaluated based on the direct communication behaviors of one

UAV to check whether the node is reliable or not.

Node Integrity. In UAV Networks, UAVs move rapidly, the network topol-

ogy changes dynamically, and the communication links between UAVs are unstable.

Thus UAV communication behaviors in UAV Networks involves considerable un-

certainty. To deal with this uncertainty, we adopt a Subjective Logic framework

[89]. The trust value in the Subjective Logic framework is denoted by a triplet

T = {b, d, u}, where b, d and u correspond to belief, disbelief, and uncertainty,

respectively, b, d, u ∈ [0, 1], b+ d+ u = 1. On the basis of a Subjective Logic frame-

work, the trust model for node integrity is established, and node integrity Nni can

be calculated by:

Nni =
2b+ u

2
, (5.6)

where b = s
s+f+1

and u = 1
s+f+1

. s and f are the number of successful and un-

successful communications between UAVs in UAV Networks. Successful or failure

communication between two nodes depends on the link quality (packet loss ratio),

thus the number of successful and failed communications between UAVs can be

adjusted as:

s′ = s+ Ploss × (s+ f) , (5.7)

f ′ = f − Ploss × (s+ f) . (5.8)

Node Capability. Node capability is the assessment of the residual energy level

of UAVs. It is assumed that the initial energy set and energy consumption rate of

all UAVs are the same in UAV Networks. However, when malicious UAVs launch

malicious attacks in UAV Networks, the energy consumed by them is abnormal.
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Normal nodes consume less energy than malicious nodes. Therefore, we determine

whether the node is malicious or not according to its energy consumption. First,

we define an energy consumption threshold Eth. When the residual energy of the

UAV is below the threshold, the node cannot accomplish the expected task. In

this case, node capability is assumed to be zero. Otherwise, node capability can be

computed by the energy consumption rate rene, rene ∈ [0, 1]. The higher the energy

consumption rate is, the less residual energy remains, which leads to weaker node

capability. Thus, node capability Nnc is expressed as:

Nnc = (1− rene)× 1 (Eres ≥ Eth) , (5.9)

where rene is calculated by the method introduced in [90], and

1 (Eres ≥ Eth) =

 1, Eres ≥ Eth;

0, Eres < Eth.

.

Based on node integrity and node capability, node trust can be evaluated as

follows:

Tnode =


0.5 + (Nni − 0.5)×Nnc, if Nnc ≥ 0.5;

Nni ×Nnc, else.

(5.10)

(3) Data Trust

Data transmission is subject to several sources of errors such as noise from exter-

nal sources, hardware noise, inaccuracies and imprecision, and various environmental

effects [91]. Such errors may severely impact the trustworthiness of the data. There-

fore, data trust evaluation is introduced in this chapter. It assesses the trust value

of the fault tolerance and data consistency. Generally, data information has tempo-
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ral and spatial correlations; that is, in a specific time period the data sent among

neighboring UAVs are always similar in the same area. The numerical value of the

data information always follows specific distributions, such as normal distribution

and exponential distribution. For simplicity, we assume the distribution of data

items complies with a normal distribution and the probability density function is

f (x) = 1
σ
√

2π
exp

(
− (x−µ)2

2σ2

)
, where x is the attribute value vd of a data item, and µ

and σ2 are the mean and variance of the data. Based on [92], the trust value of the

data item is defined as:

Tdata = 2

(
0.5−

∫ vd

µ

f (x) dx

)
= 2

∫ ∞
vd

f (x) dx. (5.11)

Based on link trust Tlink, node trust Tnode, and data trust Tdata, we can obtain

the direct trust between two neighbouring UAVs as:

Tdirect = ωlinkTlink + ωnodeTnode + ωdataTdata, (5.12)

where ωlink, ωnode and ωdata are the weight values of the link trust, node trust and

data trust, ωlink ∈ [0, 1], ωnode ∈ [0, 1], ωdata ∈ [0, 1], and ωlink + ωnode + ωdata = 1.

5.3.2.2 Calculation of Indirect Trust

The third-party recommendation needs to be considered in indirect trust calcu-

lation. However, some recommendations are dishonest, and using these false recom-

mendations may lead to an unreliable trust evaluation. Therefore, it is necessary to

identify these false recommendations before the trust calculation. In this chapter,

we use recommendation trust to evaluate to what extent the recommendation from

other nodes can be trusted. Recommendation trust is evaluated based on both node

integrity and the recommendation value of each recommendation node. First, it is

assumed that one UAV receives the node integrity from l neighbor UAVs. Then,
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weighting factor χi of recommendations from each recommendation node is com-

puted based on these node integrities, χi = Nni(i)∑
k∈RNni(k)

, where Nni (i) denotes the

node integrity of node i and R is the set of recommendation nodes. Finally, the

recommendation trust is obtained as:

Trec =

∑l
i=1 χi × Ti

l
, (5.13)

where Ti is the recommendation value from recommendation node i.

5.3.2.3 Integrated Trust Calculation

When the communication packets between the subject UAVs and object UAVs

are higher than the threshold ζth, the trust value is only calculated by the direct

trust. Otherwise, the recommendations from third parties are needed for the trust

estimation. Therefore, the trust value can be calculated as:

PT =


Tdirect, if s′ ≥ ζth;

ωTdirect + (1− ω) Trec, otherwise.

(5.14)

where ω is the weight value for the direct trust.

5.3.2.4 Trust Update

Due to the highly dynamic nature of the UAV networks, UAVs enter and leave

the network rapidly, so the trust value needs to be updated periodically. The length

of the update interval will affect network performance. If the update interval is too

long, it cannot adequately reflect the current behavior of the object UAV. If the

update time is too short, it may consume too much energy. Therefore, the concept

of a sliding time window is adopted to update the trust value.

A time window consists of several time slots. During each time window, the
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current trust value of the object UAV can be calculated. Then, in the next time

window, the historical trust values can be used to update the new trust value.

As we all know, time decay is an important property of the trust, which means

that historical behavior is not as important as current behavior. Thus, when using

historical trust values to update current values, it is necessary to consider a time

decay factor for historical trust values. In [93], the trust value decays exponentially

with time, while it decreases linearly with time in [94]. In this chapter, we chose the

exponential decay in the trust model, which is defined as:

ωd = exp (−δ (ti − ti−1)) , (5.15)

where δ is the a regulatory factor, δ ∈ (0, 1). ti and ti−1 are the trust calculation

time of the current and historical trust values, respectively.

Based on the current trust values PT (i) and the historical trust values PT (i− 1),

the trust value can be updated as:

PT(i)new = ω
d
PT (i− 1) + (1− ω

d
) PT (i) . (5.16)

5.4 Secure Connectivity Analysis of UAV Networks under

Doppler Shifts

In this section, we first analyze the physical connectivity probability between

UAVs in UAV Networks using Stochastic Geometry. Then, based on the EHTM,

the secure connectivity probability between UAVs is derived.

5.4.1 Physical Connection in UAV Networks

Physical connection in UAV Networks is closely related to the existence of a

physical link, which refers to the probability that each node on the path falls within
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Figure 5.4 : An illustration of the Oblate Spheroid Model

the communication range of its previous node.

5.4.1.1 UAV Isolation Probability

Let M be a random variable denoting the number of UAVs that is present in

the communication range of UAV A. Because the UAVs in the UAV networks are

uniformly distributed with density λ, it can be shown that M is Poisson distributed

with the following probability mass function (PMF):

PM (m) =

(
4
3
πr3λ

)m
m!

e−
4
3
πr3λ. (5.17)

A UAV will be isolated in the UAV Networks if there is no UAV in its commu-

nication range. Let Pi represent the probability that no UAV appears within its

communication range; thus the probability of one UAV being isolated is:

Pi = PM (0) = e−
4
3
πr3λ. (5.18)
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5.4.1.2 UAV Isolation Probability with Doppler Shift

The Doppler effect is the change in frequency of a wave perceived the receiver,

due to the relative motion between the transmitter and the receiver. Doppler shift is

the value of the frequency change. In most cases, Doppler shift can be eliminated by

techniques such as frequency offset estimation in the physical layer. However, if the

Doppler frequency offset exceeds a threshold of fth, it is difficult to compensate, and

signals quality will be severely affected. The threshold of the Doppler shift is mainly

determined by the receiver’s hardware. The high mobility of UAVs will cause severe

Doppler shift, which will affect the communication quality between UAVs. In a 3D

mobile radio environment, the Doppler shift of a signal reaching a UAV receiver is

fd =
v

c
fc cos (θ) cos (β) = fm cos (θ) cos (β) . (5.19)

where fc is the carrier frequency of the signal without Doppler shift, v is the rel-

ative moving velocity of the UAV pair, c is the velocity of light, θ and β are the

azimuth angle (AA) and elevation angle (EA) of the arriving signal and fm = v
c
fc

is the maximum Doppler shift. For the environment of interest and without loss of

generality, we focus on the cases where (i) the AA and EA are random variables that

are independent of each other, and (ii) the AA is uniformly distributed in (−π, π),

that is,

pθ (θ) =
1

2π
, |θ| ≤ π. (5.20)

The EA is distributed within
(
0, π

2

)
, with its probability density function (PDF)

denoted by pβ (β). In order to facilitate the calculation, we define the normalized

Doppler shift as ρ ≡ fd/fm = cos (θ) cos (β) , |ρ| ≤ 1, which implies that |γ| ≤
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cos (θ) and |γ| ≤ cos (β). The cumulative distribution function of ρ is

Fρ (ρ) = Pr {cos (θ) cos (β) ≤ ρ}

=
1

π

π/2∫
0

pβ (β)

 π∫
arccos[ρ/cos(β)]

dθ

 dβ. (5.21)

It is difficult to analyze the Doppler shift distribution between two flying UAVs.

For analytical tractability, we transform the original problem between two moving

UAVs into an equivalent problem between a stationary UAV and a relatively moving

UAV. As shown in Fig. 5.4, we chose the receiving UAV as the coordinate origin

and the oblate spheroid space surrounding it. If it is assumed that all scatters are

uniformly distributed in the space, then the PDF of EA can be obtained according

to [95]:

pβ (β) =
ab2 cos (β)(

a2sin2 (β) + b2cos2 (β)
)3/2

, (5.22)

where a and b are the semi-principle axes along the x and z axes respectively.

Defining ε ≡ a
b
, we have

pβ (β) =
ε cos (β)(

ε2sin2 (β) + cos2 (β)
)3/2

, (5.23)

which is only dependent on the parameter ε. Then we obtain

pρ (ρ) =
ε

π(ε2 − 1)3/2
H (ρ) , (5.24)

where

H (ρ)=

√
1−ρ2∫

0

1√
[x2 + 1/(ε2 − 1)]

3
(1− ρ2 − x2)

dx. (5.25)

The integral in (27) can be computed according to Formula 3.158 provided in [96],
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then we can obtain the PDF of the Doppler shift,

pρ (ρ)=
ε

π
√

(ε2−1) (1−ρ2)
E

( √
(ε2−1) (1−ρ2)√

1 + (ε2−1) (1−ρ2)

)
, (5.26)

where E (k) =
∫ π

2

0

√
1− k2sin

2
α dα is the complete elliptic integral of the second

kind, and k =

√
(ε2−1)(1−ρ2)√

1+(ε2−1)(1−ρ2)
, 0 ≤ k ≤ 1, is the elliptic eccentricity. When ρ → 1,

i.e., fd → fm, k → 0 and E(0) = π
2
, we have pρ(ρ) → ∞; when ε → ∞, k → 1 and

E(1) = 1, we have pρ(ρ)→ 1
π
.

It is assumed that all UAVs in the UAV Networks have the same Doppler shift

threshold fth. If the Doppler shift is greater than the threshold, then two UAVs

within communication range of each other will not be able to communicate suc-

cessfully [97]. Therefore, the communication link between two adjacent UAVs is

available when two conditions are satisfied at the same time: (1) Two UAVs are

within the communication range of each other. (2) The Doppler shift meets the

threshold requirement, i.e., fd ≤ fth [97].

According to the PDF of the Doppler shift, we can obtain the probability that

the frequency deviation between two UAVs is less than the threshold as:

Pth = Fρ (ρth) =

ρth∫
0

pρ (ρ) dρ, (5.27)

where ρth = fth/fm. The probability that one UAV is not isolated also can be

obtained based on the UAV isolation probability. Finally, the physical probability

of the available link between two UAVs is calculated as

Pphy = (1− Pi)Pth =
(

1− e−
4
3
πr3λ
)
· Fρ (ρth) . (5.28)
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5.4.2 Secure Connectivity Analysis

In this chapter, we assume the UAVs are distributed in a 3D Euclidean space

according to a homogeneous PPP with density λ, so the number of UAVs within

the communication range r of the object UAV is 4
3
πr3λ. In addition, if the trust

value PT of the object UAV is taken into consideration, we define the UAV that

has trust links to the object node as friends. Then we can acquire the number of

neighboring friends that are within the communication range of the object UAV

as P′T · 4
3
πr3λ, where P′T = 1

M

∑M
i=1 PTi, and M is the number of UAVs that are

present in the communication range of the object node. Similar to the derivation of

the physical probability of the available link between two UAVs, the probability of

secure connectivity between two UAVs in the UAV Networks can be obtained as:

Psec = (1− P ′i )Pth =
(

1− e−P ′T ·
4
3
πr3λ
)
· Fρ (ρth) , (5.29)

where P ′i = e−P
′
T·

4
3
πr3λ is the probability that there are no friends within the com-

munication range of the object UAV.

5.5 Simulation and Evaluation

In this section, the trust model, physical connectivity and secure connectivity

probability in the UAV Networks are evaluated by simulation. We implement two

different sets of simulations. First, we evaluate the performance of the trust model

under various parameters, e.g., different weight values and different trust update

time. Then, we compare the physical connectivity probability and secure connec-

tivity probability with or without the trust model on the basis of the performance

of the trust model. The deployment area is set to be 10km× 10km× 10km. There

are 30 UAVs uniformly deployed in the network area initially, and then they move

according to the ST mobility model within the region. Some important parameters
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are given in Table 5.1.

Table 5.1 : Simulation parameters [85]

Parameter Value
Transmit power P0 5w
Noise power N0 -20dBm
Rician factor K 10dB
Energy consumption rate rene 0.4
Residual energy threshold 0.3
Communication packets threshold ζth 300

5.5.1 Performance of the Trust Model

We first evaluate the trust model between two UAVs. To compare the trust value

calculated by the proposed trust model, we first derive objective trust. The objective

trust is computed on the basis of each UAV’s actual information without taking any

malicious attacks into consideration. Then, the malicious UAVs are simulated by a

denial-of-service (DoS) attack, and the proportion of malicious UAVs is set as 30 %.

As shown in Fig. 5.5 and 5.6, we find that the trust values increase gradually with

the simulation time.

Fig. 5.5 illustrates the results of the direct trust value, the integrated trust value

and the trust value with the update of UAVs, respectively. We observe that when

the communication packets between the subject and the object UAVs are higher

than the threshold ζth, the direct trust is closer to the trust values compared with

the integrated trust values because the integrated trust values are influenced by the

malicious recommenders. Thus, in this case, we only need to calculate the direct

trust values for trust evaluation.

Fig. 5.6 shows that when there are fewer communication packets between the

subject and the object UAVs than the threshold ζth, the integrated trust values are
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Figure 5.5 : Communication packets are higher than the threshold

Simulation time

50 100 150 200 250 300 350 400 450

T
ru

s
t 

v
a

lu
e

0.5

0.55

0.6

0.65

0.7

0.75

0.8

0.85

0.9

direct trust

integrated trust

objective trust

Figure 5.6 : Communication packets are lower than the threshold

closer to the trust values compared with the direct trust values, because there are

not enough communication packets between these two UAVs to accurately reflect

the actual node behaviors. Therefore, it is essential to take recommendation into

consideration for trust evaluation when the number of communication packets is

small or the communication time is short.

According to Fig. 5.5 and 5.6, we can conclude that it is important to integrate

direct trust and indirect trust when there are not enough packet exchanges for nodes’

trust evaluation. In addition, the proper weight values for the direct values and the

indirect values change with the environmental conditions. In our trust model, the
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Figure 5.7 : Influence of the weight value

subject UAV adopts the recommendations from neighboring UAVs concerning the

object UAV. We assume that the proportion of malicious neighbor UAVs that launch

the attack ranges from 0 to 70 % with 10 % increment. It is also assumed that there

are enough communication packets between UAVs and that the number of average

packets is set at 300 during each period. The weight values for direct trust are

denoted as ω.

As shown in Fig. 5.8, the trust value is highest under ω = 0.3 (ω is the weight

value for the direct trust) when the percentage of malicious UAVs is less than 10 %.

In this case, we only evaluate the trust by calculating the direct trust value because

of the small impact of malicious UAVs. In addition, the trust value is higher than 0.5

when the proportion of malicious UAVs is below 45 %. However, as the percentage

of malicious UAVs increases continually, the trust value decreases significantly. As

the percentage of malicious UAVs in the UAV Networks grows, the weight value of

direct trust decreases, and the obtained trust value decreases accordingly. Thus, we

can conclude that more malicious nodes in the UAV Networks will result in lower

trust values between UAVs. Moreover, the weight values for direct and indirect trust

need to be adjusted dynamically according to the number of malicious nodes in the

network.
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Figure 5.8 : Influence of trust update time interval

In the trust model, the trust values are updated dynamically. Generally, updat-

ing the trust value frequently may consume a large amount of energy. Conversely,

if the update time interval is too long, it cannot effectively determine the actual

behavior of the object UAV. The influence of the trust update time interval on the

trust value is evaluated. As shown in Fig. 5.8, the trust value decreases slowly at

first and then decreases rapidly with the increased update time interval. Besides,

as the simulation time increases, the trust value increases continuously. Thus, to

save energy consumption, we can choose a longer time interval for trust evaluation.

However, when a more accurate trust value is required, the shorter time interval

may be selected.

In Fig. 5.9, the robustness of the proposed trust model is evaluated. We adopt

the ST mobility model for UAVs, where the velocity of the UAVs ranges from 50 to

500 m/s. We can see that the proposed trust model can work well in the open-air

scenario and be robust against the mobility of UAVs.

5.5.2 Physical Connectivity Probability

In this section, we simulate the physical connectivity probability between two

UAVs in the UAV Networks according to the above calculation. We will illustrate
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Figure 5.10 : Physical connectivity probability Pphy vs. Communication range rth
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Figure 5.11 : Physical connectivity probability Pphy vs. Speed V

how the probability changes with different parameters: the communication range

rth and flight speed V . In order to make the simulation more realistic, we set the

carrier frequency at 5 GHz based on IEEE 802.11n, and assume that Doppler shift

threshold of the receiver is 1000 Hz.

As illustrated in Fig. 10, we can see that with rth increasing from 1000 m to

4000 m, the physical connectivity probability between neighbor UAVs increases a

lot. We also find that the physical connectivity probability with a Doppler shift is

significantly lower than without a Doppler shift, which means that the Doppler effect

caused by the high-speed movement of UAVs may degrade the network performance.

Therefore, it is necessary for us to eliminate the Doppler frequency offset at the

receiving end and improve the performance of the UAV Networks.

From Fig. 11, we can see that the flight speed of the UAV has a negative impact

on the connectivity between neighbor UAVs, especially when the Doppler shift is

taken into consideration. As the speed of the UAV increases, the Doppler frequency

offset grows gradually, leading to a continuous decrease in physical connectivity

probability.
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Figure 5.12 : Connectivity probability vs. Communication range rth
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Figure 5.13 : Connectivity probability vs. Communication range rth

5.5.3 Secure Connectivity Probability

In this section, the secure connectivity probability between two UAVs in the UAV

Networks is simulated. We compare the secure connectivity probability with the

physical connectivity probability in the presence of malicious UAVs. It is assumed

that the proportion of malicious UAVs in the network is 30 %.

As shown in Fig. 5.12, with an increase in the communication range rth, both

physical and secure connectivity probabilities increase. In addition, the secure con-

nectivity probability Psec between two neighbour UAVs with malicious UAVs is much

higher than Pphy with malicious UAVs, and is closer to the Pphy without malicious
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UAVs. The trust evaluation occurring between the subject and object UAV may

consume time, energy and other resources, resulting in a slightly lower secure con-

nectivity probability with malicious nodes than without malicious nodes. However,

when there are malicious UAVs in the networks, the connectivity probability can be

significantly improved with the trust model of UAVs, which can prove the effective-

ness of the trust model.

Fig. 5.13 depicts the relationship between connectivity probability in UAV Net-

works and the flight speed of the UAVs. We can observe that both Psec and Pphy

remain basically unchanged as the speed increases. In the presence of malicious

UAVs, Psec is clearly higher than Pphy. Therefore, we can conclude that the pro-

posed trust model has good robustness and reliability, and can effectively improve

network performance. According to the theoretical analysis and simulation, we find

that the trust model established in this chapter can effectively guarantee secure and

reliable communication between UAVs and boost the connectivity probability when

the UAV Networks suffer network attacks and other security risks.

5.6 Conclusion

In this chapter, we have proposed a novel trust model that can evaluate the relia-

bility and security of UAV Networks. The trust model is established based on UAV

communication behaviors, the characteristics of channels between UAVs and the

mobility of UAVs. In addition, it consists of four sections: the direct trust section,

indirect trust section, integrated trust section, and trust update section. The secure

link in UAV Networks is also presented based on the proposed trust model, and it

exists only when both the physical link and the trust link between two UAVs exist.

In addition, both physical connectivity probability and secure connectivity proba-

bility between two UAVs in the presence of the Doppler shift have been derived.

Simulation results show that compared to the physical connection probability with
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or without malicious attacks, the proposed trust model can effectively ensure secure

communication and reliable connectivity between UAVs and enhance network per-

formance when the UAV Networks suffer malicious attacks and other security risks.

In our future work, we will apply our trust model to routing protocol design in UAV

Networks.
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Chapter 6

Secrecy Performance Analysis of Terrestrial

Radio Links against Aerial Eavesdroppers

6.1 Introduction

In this chapter, we study the threat that an aerial eavesdropper can pose to

terrestrial wireless communications, from an information-theoretic point of view.

It would be of particular interest to understand the robustness of terrestrial wire-

less communications under exposure to new threats from aerial adversaries, such

as aerial eavesdroppers [16]. The attractive advantages or merits of UAVs, such as

excellent flexibility, maneuverability and mobility, as well as elevated positions, can

potentially increase security risks that UAVs could adversely pose [17]. Despite a

significant amount of research efforts on physical layer security in wireless commu-

nications, aerial adversaries have drawn little attention. The secrecy performance,

captured by ergodic secrecy capacity, secrecy outage probability, or outage secrecy

capacity [98, 99, 44], has yet to be understood in the presence of aerial eavesdroppers

with unprecedented mobility and maneuverability in 3D spaces [16].

This chapter studies the threat an aerial eavesdropper can pose to terrestrial

wireless communications from an information-theoretic perspective. The (spatio-

temporally) achievable ergodic secrecy rate (or “ergodic secrecy rate” for brevity)

and the average ε-outage secrecy rate are analyzed for a transmitter-receiver pair on

the ground, in the case where an aerial eavesdropper flies a random trajectory with

STs in 3D spherical spaces. Closed-form asymptotic approximations of the secrecy

rates are derived based on the almost sure convergence and non-trivial mathematical
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manipulations.

Validated by extensive simulations, our analysis provides tight results for the

ergodic secrecy rate and ε-outage secrecy rate of the ground transmitter-receiver pair

spied on by an aerial eavesdropper. An important finding of this chapter indicates

that ground transmissions are inherently vulnerable to aerial eavesdropping which

can be carried out in a distance without being noticed. Critical 3D spherical regions

are identified, within which the aerial eavesdropper is able to overhear all the ground

transmissions, and the ergodic and the average ε-outage secrecy rates vanish.

The rest of this chapter is organized as follows. In Sec. 6.2, the system model is

described. In Sec. 6.3, we first analyze the ergodic and the average ε-outage secrecy

rates of a ground transmitter-receiver pair in the presence of an aerial eavesdropper

following the ST mobility model, and then extend the analysis to the practical

case where path loss model is non-isotropic and the ground transmitter antenna is

not omni-directional. In Sec. 6.4, simulation results are presented to validate the

accuracy of our analysis, followed by concluding remarks in Sec. 6.5.

6.2 System Model

6.2.1 Mobility Model

We assume that an aerial eavesdropper, e.g., a UAV, flies a random 3D trajectory

following the ST Mobility Model [59, 60]. The model decouples the movement of the

UAV between the horizontal directions, i.e., along the x- and y-axes, and the vertical

direction, i.e., along the z-axis [59]. On the horizontal plane, the UAV randomly

chooses a turn center to circle around at a constant speed until the next turn center

is selected. The duration of the UAV circling around a turn center is exponentially

distributed. The next turn center is picked up on the line perpendicular to the

instantaneous heading direction of the UAV. This ensures the smoothness of the
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Figure 6.1 : The system of interest, where there is a pair of legitimate transmitter
and receiver on the ground, and an aerial eavesdropper flying within the transmission
range of the transmitter. The eavesdropper follows the ST mobility model.

flight trajectories. Furthermore, the ST mobility model assumes that the inverse

of the radius of every turn follows a zero-mean Gaussian distribution with a small

variance. In the vertical direction, i.e., along the z-axis, the UAV is assumed to

maintain a constant acceleration while circling around a turning center. The relevant

parameters in this model can be estimated from experimental flight test data and

measurements. It has been proved in [59, 60] that the ST mobility model has a

uniform stationary distribution of the position of the UAV within a 3D finite space.

The scenario of interest is that the aerial eavesdropper flies with the random ST

trajectory within a 3D spherical cap centered at a ground transmitter, as illustrated

in Fig. 6.1. The 3D spherical cap specifies the coverage region of the ground trans-

mitter. For illustration convenience, the transmitter, the receiver and the aerial

eavesdropper are assumed to be equipped with a single omni-directional antenna;

unless otherwise specified.

The PDF of the transmitter-eavesdropper distance le, denoted by fle(τ), is given

by (see Appendix 6.6.1)

fle (τ) =
2(1 + cos θ) cos2 θ + sin2 θ

2(1 + cos θ) cos2 θ + sin2 θ cos3 θ

3τ 2

r3
, for 0 ≤ τ ≤ r cos θ; (6.1)
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fle (τ)≈ 2(1 + cos θ)(1− cos3 θ) + sin2 θ cos θ

2(1+cos θ)(1−cos3 θ)+sin2 θ cos θ(1−cos3 θ)

3τ 2

r3
, for r cos θ ≤ τ ≤ r.

(6.2)

Accordingly, the expectation of the transmitter-eavesdropper distance, denoted by

l̄e, is given by (see Appendix 6.6.1)

l̄e ≈
3

4

[
1 +

sin2 θ cos θ

sin2 θ cos θ + 2 (1 + cos θ)

]
r, if 0 < θ <

π

2
;

l̄e =
3

4
r, if θ = 0 or θ =

π

2
,

(6.3)

where r is the radius of the spherical cap accounting for the transmission range of

the ground transmitter; and θ ∈ [0, π
2
] is the polar angle of the spherical cap.

Apart from the ST mobility model, other existing mobility models include the

Random Directional (RD) [100], Three-Way Random [101], Semi-Random Circular

Movement (SRCM) [102], and Flight Plan (FP) models [103]. All the models can

support a good level of mobility and maneuverability. They are random processes,

except for the FP model which is deterministic. With the consideration on aero-

dynamics, the SRCM, Three-Way Random, and FP models were also designed for

UAVs with constraints on the turn center and radius, and trajectory of the UAV,

respectively [60, 59, 102, 101, 103]. The SRCM has a predefined turn center and

various radii [102]. The Three-Way Random model has constant heading speed and

turn radius [101]. The FP model has predefined trajectory plans [103]. In contrast,

the RD model is a generic mobility model. Although extended for UAVs, the RD

model undergoes sharp turns and may not comply with aerodynamic and mechanical

constraints [100].

None of the existing UAV mobility models were designed for UAV eavesdroppers

though. The UAV eavesdroppers are expected to disguise their intention of eaves-

dropping by flying random trajectories in 3D spaces. An entropy-based measure

was developed in [60] to quantify the trajectory randomnesses of different mobility
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models. It was reported in [60] that the ST mobility model is only next to the RD

model which does not account for the maneuverability of UAVs. It was also reported

in [60] that the FP, SRCM, and Three-Way mobility models yield lower random-

nesses than the ST mobility model and they are more structured and noticeable.

This is because the SRCM and the Three-Way mobility models have predefined turn

centers and radii [59], while the FP model has deterministic flight patterns [103], as

mentioned earlier.

The ST mobility model can serve as the worst-case mobility model for practical

aerial eavesdroppers, in the sense that further optimizations of the mobility patterns

can improve the eavesdropping performance. Such optimizations would require both

the eavesdropping rate and the furtiveness of the eavesdroppers to be taken into

account, and have yet to be studied in the literature.

6.2.2 Channel Model

The channels from the ground transmitter, to the receiver and aerial eavesdrop-

per, consist of small-scale channel fading and path loss. The small-scale channel

coefficient between the ground transmitter and receiver, denoted by h0, is assumed

to follow the Rician fading with the Rician factor K ≥ 0 (where K = 0 for the

Rayleigh fading). The small-scale channel coefficient between the ground transmit-

ter and the aerial eavesdropper, denoted by he, is assumed to follow the Rician

fading with the Rician factor Ke > 0, since LoS prevails in open spaces. L and α

are the distance and the path loss exponent of the ground-to-ground (G2G) link,

respectively. le and αe are the distance and the path loss exponent of the G2U link,

respectively.

As modeled in [61, 104], the path loss from the ground transmitter to the aerial

eavesdropper depends on the elevation angle in-between. Let φ ∈
[
−π

2
, π

2

]
denote

the elevation angle. For 0 ≤ φ ≤ π
2
, the path loss exponent, denoted by αe(φ), can
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be modeled as [61]

αe(φ) = a1 · PLoS(φ) + b1, (6.4)

where PLoS(φ) = 1
1+a2 exp(−b2φ)

; and the model parameters a1, a2, b1 and b2 depend

on the environment and the carrier frequency [61, 104]:

a1 =
απ

2
− α0

PLoS(π
2
)− PLoS(0)

; b1 = α0 − a1PLoS(0);

a2 =
3∑
j=0

3−j∑
i=0

caij(β1β2)iβj3; b2 =
3∑
j=0

3−j∑
i=0

cbij(β1β2)iβj3,

(6.5)

where coefficients caij and cbij, ∀ i, j, are given in [104, Tabs. I & II]; β1, β2 and

β3 are environment-dependent variables, and four selected urban environment, i.e.,

Suburban (0.1, 750, 8), Urban (0.3, 500, 15), Dense Urban (0.5, 300, 20), and Highrise

Urban (0.5, 300, 50) for β1, β2 and β3, respectively, are provided in [104]. We set

α0 = αe(0) and απ
2

= αe(
π
2
). For −π

2
≤ φ < 0, we assume αe(φ) = αe(0).

The ground transmitter may also be equipped with a directional antenna. Let

G(φ) denote the antenna gain of the ground transmitter in the direction of the aerial

eavesdropper. It is reasonable to assume that G(φ) first increases in
[
−π

2
, θ0

)
and

then decreases in
(
θ0,

π
2

]
. θ0 is the pointing direction of the antenna of the ground

transmitter, as depicted in Fig. 6.1.

The received signals at the ground receiver and the eavesdropper, denoted re-

spectively by yr and ye, are given by

yr =
√
PL−αh0xs + nr; (6.6)

ye =

√
PG(φ)le

−αe(φ)hexs + ne, (6.7)

where xs has a circularly symmetric complex Gaussian distribution CN (0, 1), i.e.,

E
[
|xs|2

]
= 1, | · | stands for norm, and E [·] denotes expectation; P is the transmit
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power of the ground transmitter; nr and ne are the AWGNs with E
[
|nr|2

]
= σ2

r and

E
[
|ne|2

]
= σ2

e , respectively.

Therefore, the instantaneous SNR at the ground receiver, denoted by ζr, can be

written as

ζr = PL−α|h0|2/σ2
r . (6.8)

The instantaneous SNR at the aerial eavesdropper, denoted by ζe, is given by

ζe = Pl−αe(φ)
e G(φ)|he|2/σ2

e . (6.9)

In a special case, a2 = 0 (in turn, αe(φ) = αe) and G(φ) = 1; in other words, both

the path loss and the transmitter antenna gain are isotropic. (6.9) can be rewritten

as

ζe = Pl−αee |he|2/σ2
e . (6.10)

It is assumed that no CSI of the legitimate and eavesdropping channels is avail-

able at the transmitter, i.e., no CSI-at-the-Transmitter (CSIT). This is because the

aerial eavesdropper flies a random trajectory to disguise its intention of eavesdrop-

ping. Leave alone returning any CSI of the eavesdropping channel. The legitimate

transmitter may not be aware of the existence of the eavesdropper, and keeps trans-

mitting the full power P . It is also assumed that perfect CSI is available at the

ground receiver and the aerial eavesdropper. Both the receiver and eavesdropper

can estimate their CSI based on pilot signals, and then detect the information sig-

nals by using coherent detection. In the rest of this chapter, the achievable ergodic

and outage secrecy rates with no CSIT are analyzed, and shown to asymptotically

converge to their counterparts with perfect CSIT in high SNR regimes. The 3D re-

gions are identified within which an aerial eavesdropper with the ST mobility model

can have the legitimate ground link completely exposed.
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6.3 Average Achievable Secrecy Rate in the Presence of an

Aerial Eavesdropper

In this section, closed-form expressions for the (spatio-temporally) achievable

ergodic and the average ε-outage secrecy rates of the G2G link are derived in the

presence of an aerial eavesdropper following the ST mobility model. The research

approach we take here is to first analyze the temporally ergodic secrecy rate and

the instantaneous outage secrecy rate with respect to a specific distance of the

eavesdropper to the ground transmitter le. Then, we apply the almost sure (a.s.)

convergence to replace le with its expectation and derive closed-form approximations

or bounds for the (spatio-temporally) ergodic secrecy rate and the average outage

secrecy rate with the mobility of the aerial eavesdropper captured.

For illustration convenience, we start with a simple case where the path loss

between the ground transmitter and the aerial eavesdropper is isotropic and the

ground transmitter has an omni-directional antenna (i.e., αe(φ) = αe and G(φ) = 1).

Then, we show that the conclusions drawn in the simple case can be readily extended

to the general cases where the path loss depends on the elevation angle (as modeled

in [61, 104]), and the ground transmitter antenna is not omni-directional.

6.3.1 Ergodic Secrecy Rate

The achievable secrecy rate can be define as [58]

Cserg =E [Cs]=E
[
[log2 (1 + ζr)− log2 (1 + ζe)]

+] , (6.11)

where [x]+ = max{x, 0}. (6.11) measures the secrecy loss of the legitimate link to a

seemingly harmless UAV to which the legitimate transmitter and receiver pay little

attention.
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In high SNR regimes (i.e., ζr, ζe � 1), the achievable ergodic secrecy rate with no

CSIT can asymptotically approach that with perfect CSIT, with the growth of the

SNR. This is because the legitimate transmitter and receiver, and the eavesdropper

are assumed to be equipped with a single antenna, and the ergodic secrecy rate

with perfect CSIT would be achieved by optimizing the transmit power P based

on the perfect CSIT of both the legitimate and eavesdropping channels. When

ζr, ζe � 1, however, E
[
max
P

[log2 (1 + ζr)− log2 (1 + ζe)]
+
]
→ E

[(
log2

(
ζr
ζe

))+
]

=

E
[(

log2

(
|h0|2L−α/σ2

|he|2le−αe/σ2
e

))+
]
. The ergodic secrecy rate with perfect CSIT becomes

independent of P . The achievable ergodic secrecy rate with no CSIT converges to

that with perfect CSIT.

Given the eavesdropper’s location, we first evaluate the temporally ergodic se-

crecy rate with no CSIT. In Rician fading channels and isotropic UAV path loss

model, (6.11) can be given as follows.

Lemma 5. Suppose that the channel coefficients h0 and he follow the Rician dis-

tributions with parameters K and Ke, respectively. Given L and le, the temporally

ergodic secrecy rate of the G2G link with no CSIT can be approximated by

Cserg ≈ log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
r l
−αe
e + σ2

rσ
2
e

)
, Cerg (L, le) . (6.12)

If σ2
r = σ2

e = σ2, then Cserg≈ log2

(
PL−α+σ2

Pl−αee +σ2

)
.

Proof. See Appendix 6.6.2.

In Lemma 5, the approximation is in fact increasingly accurate with the a.s.

convergence, i.e., Cs
erg

a.s.−−→ Cerg(L, le), as the numbers of antennas increase at the

ground receiver and the aerial eavesdropper where maximal ratio combining (MRC)

is carried out. The proof of the lemma is based on the a.s. convergence, when these

antenna numbers are large; see Appendix 6.6.3. The approximation is taken here,
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since we set the antenna numbers to be one to focus on the impact of the eaves-

dropper’s mobility on the confidentiality of the legitimate ground link. Lemma 5

can be asymptotically accurate, e.g., in future millimeter wave (mmWave) commu-

nications with increasingly large numbers of antennas at the legitimate receiver and

the eavesdropper.

Given Cerg(L, le), we can derive the (spatio-temporally) ergodic secrecy rate

Ele [Cerg(L, le)] with the mobility of the aerial eavesdropper captured, by non-trivial

mathematical manipulations.

Theorem 6. In the presence of an aerial eavesdropper with a random 3D trajectory

following the ST mobility model, (i.e., the location of the eavesdropper has a random

uniform distribution), the (spatio-temporally) ergodic secrecy rate of the G2G link

with no CSIT can be approximated by

Ele [Cerg (L, le)]≈Cerg

(
L, l̄e

)
=log2

(
Pσ2

eL
−α+σ2

rσ
2
e

Pσ2
r

(
l̄e
)−αe

+σ2
rσ

2
e

)
, (6.13)

where the approximation error can asymptotically diminish with the increase of the

radius of the aerial eavesdropper’s flight zone, r, and the antenna numbers of the

legitimate receiver and aerial eavesdropper.

Proof. See Appendix 6.6.4.

Suppose that σ2
e = σ2

r = σ2. The radius of the aerial eavesdropper’s flight region,

rc, within which the ergodic secrecy rate is zero, is rc ≈ 2
3

[
sin2 θ cos θ+2(1+cos θ)

sin2 θ cos θ+cos θ+1

]
L

α
αe . If

r > rc, then Cerg

(
L, l̄e

)
> 0; otherwise, Cerg

(
L, l̄e

)
= 0. The G2U link between the

aerial eavesdropper and the ground transmitter is likely to be an LoS path. In most

cases, αe ≤ α. Under this circumstance, we have rc ≥ 2
3

[
sin2 θ cos θ+2(1+cos θ)

sin2 θ cos θ+cos θ+1

]
L. As

long as flying randomly in the 3D space with the radius r < 2
3

[
sin2 θ cos θ+2(1+cos θ)

sin2 θ cos θ+cos θ+1

]
L,

the aerial eavesdropper can overhear all the transmission of the ground transmitter.
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In high SNR regimes, i.e., P � σ2, the achievable ergodic secrecy rate with

no CSIT depends on the distances L and l̄e, and path loss exponents α and αe,

and is independent of the transmit power of the ground transmitter P , as can also

be shown in (6.13). As mentioned earlier, the achievable ergodic secrecy rate with

no CSIT can asymptotically converge to that with perfect CSIT in the high SNR

regimes.

6.3.2 Average ε-Outage Secrecy Rate

The secrecy outage probability defines the probability that the instantaneous

secrecy rate with no CSIT is lower than a secrecy rate threshold x > 0, and can be

evaluated [45]

Psout(x) = Pr (Cs < x)

= Pr
{

[log2 (1 + ζr)− log2 (1 + ζc)]
+ < x

}
.

(6.14)

The ε-outage secrecy rate is the secrecy rate threshold x, denoted by Cs
out, under

which the secrecy outage probability Ps
out (Cs

out) = ε. By substituting (6.8) and (6.10)

into (6.14), the secrecy outage probability can be rewritten as

Pr
{

Ψ < 2C
s
out−1

}
= ε, (6.15)

where Ψ = ζr − 2C
s
outζe = PL−α|h0|2

σ2
r

− 2C
s
outPl−αee |he|2

σ2
e

.

The ground transmitter-receiver pair are likely to experience non-line-of-sight

(NLoS). The fading is typically assumed to follow the Rayleigh distribution, i.e.,

K = 0 [105]. Given a location of the aerial eavesdropper and the isotropic UAV

path loss model, the ε-outage secrecy rate of the ground transmitter-receiver pair is

given in the following lemma.

Lemma 6. Given a location of the eavesdropper and an outage probability ε, the
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ε-outage secrecy rate of the G2G link with no CSIT can be approximated by

Csout ≈ Cout (L, le) =


log2

[
(1 +Ke) (Ke −W0) σ2

eL
−α

W0σ2
r l
−αe
e

]
, if Ke > 0;

log2

[
σ2
rσ

2
e + εPσ2

eL
−α

σ2
rσ

2
e + (1− ε)Pσ2

r l
−αe
e

]
, if Ke = 0,

(6.16)

where W0 =W0

(
Ke exp(Ke)(1−ε)PL−α

σ2
r+PL−α

)
, and W0 (·) is the principal branch of the Lam-

bert W function∗.

Proof. See Appendix 6.6.5.

With Lemma 6, we can use the similar techniques used to prove Theorem 6 here

to achieve the average ε-outage secrecy rate of the G2G link in which the mobility

of the aerial eavesdropper is taken into account.

Theorem 7. In the presence of an aerial eavesdropper following the ST mobility

model, the average ε-outage secrecy rate of the G2G link with no CSIT can be ap-

proximated by

Ele [Cout (L, le)] ≈ Cout

(
L, l̄e

)

=


log2

[
(1+Ke) (Ke −W0) σ2

eL
−α

W0σ2
r

(
l̄e
)−αe

]
, if Ke > 0;

log2

[
σ2
rσ

2
e + εPσ2

eL
−α

σ2
rσ

2
e+(1− ε)Pσ2

r

(
l̄e
)−αe

]
, if Ke = 0.

(6.17)

The approximation error of (6.17) can diminish asymptotically with the increase

of the radius of the eavesdropper’s flight zone r and the antenna numbers of the

legitimate receiver and aerial eavesdropper in high SNR regimes.

Proof. See Appendix 6.6.6.

∗There are countable branches of the Lambert W function, denoted by Wk (·) for integer k;
W0 (·) is the principal branch.
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Suppose that σ2
e = σ2

r = σ2. We evaluate the radius of the eavesdropper’s flight

region, r′c, within which the average ε-outage secrecy rate is zero.

r′c ≈


c

[
W0L

α

(1 +Ke) (Ke −W0)

] 1
αe

, if Ke > 0;

c

[
(1− ε)Lα

ε

] 1
αe

, if Ke = 0,

(6.18)

where c = 2
3

[
sin2 θ cos θ+2(1+cos θ)

sin2 θ cos θ+cos θ+1

]
. If r > r′c, Cout

(
L, l̄e

)
> 0; otherwise, Cout

(
L, l̄e

)
=

0.

As discussed in Sec. 6.3.1, in most cases, αe ≤ α and

r′c ≥ r∗c ,


c

[
W0

(1 +Ke) (Ke −W0)

] 1
αe

L, if Ke > 0;

c

(
1− ε
ε

) 1
αe

L, if Ke = 0.

In other words, if the aerial eavesdropper flies randomly in a 3D spherical cap with

the radius r < r∗c , it can overhear (1 − ε) ratio of the transmissions of the ground

transmitter.

In high SNR regimes, i.e., P � σ2, the achievable average ε-outage secrecy rate

is independent of the transmit power of the ground transmitter P , as the ergodic

secrecy rate is in Sec. 6.3.1. However, different from the ergodic secrecy rate, the

ε-outage secrecy rate also depends on the Rician factor of the eavesdropping link Ke

and ε (in addition to the distances L and l̄e, and the path loss exponents α and αe

on which the ergodic secrecy rate depends).

6.3.3 Ergodic and Outage Secrecy Rates under Practical UAV Channel

Model

We note that our analyses are a non-trivial extension of the typical wiretap

channel typically involving a stationary eavesdropper. In particular, Lemma 5 gives
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the temporally achievable ergodic secrecy rate of the legitimate ground link given a

position of the eavesdropper, like the typical wiretap channel. Based on Lemma 5,

Theorem 6 derives an asymptotic expression for the (spatio-temporally) achievable

ergodic secrecy rate by translating the mobility of the eavesdropper to a random

point process. Different from the typical wiretap channel, the theorem devises the

upper and lower bounds for the (spatio-temporally) achievable ergodic secrecy rate

and proves their asymptotic convergence with the expansion of the eavesdropper’s

flight zone. Likewise for Lemma 6 and Theorem 7.

Theorems 6 and 7 establish the ergodic and outage secrecy rates of the ground

link, under the simplified UAV channel model where the UAV path loss model is

isotropic and the ground transmitter antenna is omni-directional. The theorems

can be readily extended to the practical model where the path loss depends on the

elevation angle of the eavesdropper [61, 104] and the ground transmitter antenna is

not omni-directional, as described in Sec. 3.2.1.

Given le and φ, the temporally ergodic secrecy rate in Lemma 5 is updated as

Cserg ≈ log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
r l
−αe(φ)
e G(φ) + σ2

rσ
2
e

)
, Cerg (le, φ) , (6.19)

which can be proved by substituting ζ̄r = PL−α

σ2
r

and ζ̄e = Pl
−αe(φ)
e G(φ)

σ2
e

into (6.29) in

the proof of Lemma 5, and then proved in the same way as Lemma 5. This is due

to the fact that, given φ, αe(φ) and G(φ) are fixed and, with le given, l
−αe(φ)
e G(φ) is

also fixed (as l−αee is in Lemma 5). We can replace l−αee with l
−αe(φ)
e G(φ) here, and

then evaluate the effect of the Rician fading, as done in Lemma 5.

Since le is independent of φ given φ, Ele [Cerg (le, φ)] complies with (6.13), and
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can be approximated by

Ele [Cerg (le, φ)] ≈ log2

(
Pσ2

eL
−α+σ2

rσ
2
e

Pσ2
r

(̄
le
)−αe(φ) G(φ)+σ2

rσ
2
e

)

= log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
r

(
l̄e
)−η(φ)

+ σ2
rσ

2
e

)
,

(6.20)

which can be proved in the same way as Theorem 6. η(φ) = αe(φ)− ln(G(φ))

ln(l̄e)
defines

the effective path loss exponent with the non-isotropic path loss model and the

transmitter antenna gain incorporated. η(φ) > 0 due to G(φ) ≤ 1 and αe(φ) > 0.

Therefore, the (spatio-temporally) achievable ergodic secrecy rate can be approx-

imated by

Ele,φ [Cerg(le, φ)] = Eφ {Ele [Cerg (le, φ)]}

≈ log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
r

(
l̄e
)−η̄

+ σ2
rσ

2
e

)
,

(6.21)

where η̄ = E[η(φ)] =
∫ π

2

−π
2

1
π

[
αe(φ)− ln(G(φ))

ln(l̄e)

]
dφ. (6.21) can be proved by first

proving that Cerg(le, φ) is a decreasing and convex function of η(φ) and an increasing

and concave function of 1/η(φ), and then following the proof of Theorem 6.

Likewise, the average ε-outage secrecy rate of the G2G link is approximated by

Ele,φ [Cout(le, φ)] ≈


log2

[
(1+Ke) (Ke −W0) σ2

eL
−α

W0σ2
r

(
l̄e
)−η̄

]
, if Ke > 0;

log2

[
σ2
rσ

2
e + εPσ2

eL
−α

σ2
rσ

2
e+(1− ε)Pσ2

r

(
l̄e
)−η̄
]
, if Ke = 0.

(6.22)

6.4 Simulation and Evaluation

In this section, we conduct extensive simulations to validate our analysis for the

secrecy rates of the ground transmission in the presence of an aerial eavesdropper

with a 3D trajectory. Without loss of generality, we assume the same receiver noise



124

Transceiver 1 Transceiver 2

Eavesdropping 

UAV

he1
he2

Eavesdropping 

Link 1

Communication 

link

h0

Eavesdropping 

Link 2

θ0
 

Figure 6.2 : The scenario of a bidirectional ground link, where the aerial eaves-
dropper flies within the overlapping coverage region of both the legitimate ground
nodes.

powers at the ground receiver and the aerial eavesdropper. θ = π
2
; unless otherwise

specified. Other parameters are given in Tab. 6.1 with reference to [72, 70].

Table 6.1 : Simulation parameters

Parameter Value

Transmit power of the ground transmitter P 20 dBm
Noise power σ2

r = σ2
e -120 dBm

Path loss exponent α 3.0
Rician factor Ke 0, 10 dB

We note that only the expectation of the transmitter-eavesdropper distance is

needed to evaluate the ergodic and ε-outage secrecy rates in Theorems 6 and 7;

see (6.13) and (6.17). We refer to the scenario captured in the theorems (see Fig.

6.1) as Scenario 1. Theorems 6 and 7 can be readily applied to evaluate another sce-

nario (Scenario 2) where the eavesdropper attempts to eavesdrop on a bidirectional

ground link. The eavesdropper flies the ST mobility model within the overlapping

coverage region of the two transceivers, as depicted in Fig. 6.2. Assume that the two

transceivers are identical and their heights are comparatively negligible to their cov-

erage. The expectation of the transmitter-eavesdropper distance can be numerically
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evaluated by (see Appendix 6.6.7)

l̄(2)
e =

1

2

[∫ r

L
2

48τ 3 − 24Lτ 2

16r3 − 12Lr2 + L3
dτ

+

∫ r

L
2

∫ cos−1( L
2τ )

0

√
L2 + τ 2 − 2Lτ cos x (48τ 2 − 24Lτ)

cos−1
(
L
2τ

)
(16r3 − 12Lr2 + L3)

dxdτ

]
,

(6.23)

which can be substituted into (6.13) and (6.17) to evaluate the secrecy rate of the

bidirectional link.
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(a) Scenario 1.
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(b) Scenario 2.

Figure 6.3 : The ergodic secrecy rate vs. the radius of the eavesdropper’s flight
region, r, under different values of path loss, αe, where L = 200 m, and α = 3.

Fig. 6.3 plots the ergodic secrecy rate in both Scenarios 1 and 2. Along with

the analytical results provided in Theorem 1, Monte-Carlo simulation results (i.e.,

E
[
Cserg

]
) are provided. We simulate the ST mobility model of the eavesdropper for

the considered volume and evaluate the expected value of the expression in (6.11),

i.e., E
[
Cserg

]
. The number of samples used in the simulations is 5000. We can

see that the analytical results coincide with the simulation results, and provide

accurate approximations to the ergodic secrecy rate. We also see that the ergodic

secrecy rate increases with r. The ergodic secrecy rate also increases with αe, while

the threshold of r, under which the ergodic secrecy rate approaches zero, decreases
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with the growth of αe. In other words, the ground transmission is vulnerable to

aerial eavesdropping, especially for the reason that the eavesdropper can implement

wiretapping in a distance without being easily noticed or identified.
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(a) Scenario 1.
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(b) Scenario 2.

Figure 6.4 : The ergodic secrecy rate vs. αe
α

, in the presence of an aerial eavesdropper
under different values of path loss exponent, αe, where α = 4.

Fig. 6.4 plots the ergodic secrecy rate of the G2G link, as αe
α

increases. We

can see that the secrecy rate increases linearly with αe
α

, and the increase rate of

the ergodic secrecy rate remains unchanged under different distances between the

ground stations, i.e., L = 100, 200, 300 m. Moreover, the increase rate rises slowly

with the growth of r. With the growth of the distance between the ground stations,

the ergodic secrecy rate decreases. We note that the simulation results in Figs. 6.3

and 6.4 are for the exact ergodic secrecy rate, and the approximations developed in

Theorem 6 provide fine accuracy, even when the legitimate receiver and the aerial

eavesdropper are equipped with a single antenna.

Fig. 6.5 plots the analytical and simulation results for the average ε-outage se-

crecy rate of the G2G link, as the radius of the 3D space the aerial eavesdropper

flies, i.e., r, increases. Different values of the Rician factor and path loss exponent

are taken for the G2U eavesdropping link. The Rician factor Ke = 0 corresponds to
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Figure 6.5 : The ε-outage secrecy rate vs. the radius of the eavesdropper’s flight
region, r, under different values of both path loss exponent and Rician factors, where
α = 3, L = 200 m, and ε = 0.1.

the case where there is no LoS path and the channel undergoes the Rayleigh fading.

We also set Ke = 10 dB in the case where there are an LoS path and NLoS paths

between the ground transmitter and the aerial eavesdropper. The NLoS can result

from the body blockage of the UAV and the reflection and scattering stemming

from buildings or other surrounding infrastructures. The average ε-outage secrecy

rate is slightly higher in the case of Ke = 10 dB than it is in the case of Ke = 0.

The reason is because the LoS available between the ground transmitter and the

aerial eavesdropper facilitates eavesdropping. By comparing the analytical results

of Theorem 7, i.e., (6.17), with the simulation results, the accuracy of the analysis

is validated.

From Fig. 6.5, we also see that the average ε-outage secrecy rate increases with r.

The average ε-outage secrecy rate decreases as the difference between the G2G path

loss exponent, α, and the G2U path loss exponent, αe, increases. The conclusion

drawn is that the eavesdropping from the air can be a particularly severe issue,

especially in the case when the eavesdropping link has a strong LoS path with a

small path loss exponent.
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Figure 6.6 : The ε-outage secrecy rate vs. the outage probability, ε, in the presence
of an aerial eavesdropper flying in 3D spherical spaces, where L = 200 m, r = 800
m, and α = 3.

Fig. 6.6 plots the average ε-outage secrecy rate against the outage probability, ε,

under different values of the G2U path loss exponent, αe. We see that the average

ε-outage secrecy rate increases with ε. Particularly, the larger ε is, the higher the

secrecy outage rate is required to secure reliable communication. For different values

of αe, the average ε-outage secrecy rate has the similar growth rate, and increases

quickly with αe. We also find the average ε-outage secrecy rate decreases with the

growth of Ke.

Fig. 6.7 depicts the average ε-outage secrecy rate against αe
α

, under various val-

ues of the Rician factor, Ke, and the radius of the 3D space in which the aerial

eavesdropper flies, r. We can see that the average ε-outage secrecy rate increases

linearly with the growth of αe
α

, and the increase rate of the secrecy rate remains

unchanged at different distances between the ground stations, i.e., L = 100, 150, 200

m. The increase rate rises slowly with the growth of r. We also see that the average

ε-outage secrecy rate decreases slightly with the growth of the Rician factor Ke,

since the LoS path becomes increasingly dominant with the growth of Ke.

Fig. 6.8 plots the ergodic and outage secrecy rates of the ground link under non-
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Figure 6.7 : The ε-outage secrecy rate vs. αe
α

, under different values of both target
secrecy rate and Rician factor.

isotropic UAV path loss model described in [104] and a typically assumed squared

cosine antenna pattern [106]:

Gcos(φ) =


cos2(φ− θ0), if |φ| ≤ π

2
;

0, otherwise.

Fig. 6.8(a) shows the change of the path loss exponent αe against the elevation

angle φ, where the path loss exponent is α0 = 3 when the eavesdropper and the

transmitter are at the same height. We take different values for απ
2
, the path loss

exponent when the eavesdropper is right above the transmitter. The smaller απ
2

is,

the clearer the space is and the less influential the ground structures are on the aerial

eavesdropper’s channel. Figs. 6.8(b) and 6.8(c) plot the ergodic and outage secrecy

rates under different values of απ
2
. In general, the secrecy rates grow with the increase

of απ
2

due to the increasing attenuation over the eavesdropping link. Despite being

proved to be asymptotically accurate with the growth of r and the antenna numbers

at the receiver and eavesdropper, the approximations in Theorems 6 and 7 are shown

to provide fine accuracy under isotropic UAV path loss models even with a single
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Figure 6.8 : The secrecy rates (Scenario 1) under different απ
2

values, where L = 200
m, K = 0, Ke = 10 dB, and α0 = 3.

antenna at the receiver and eavesdropper in Figs. 6.3 – 6.7. The approximations are

less accurate in Figs. 6.8(b) and 6.8(c) under non-isotropic UAV path loss models,

due to the additional step dealing with φ in (6.21). Better accuracy can be observed

when the difference between απ
2

and α0 is reduced in Figs. 6.8(b) and 6.8(c).

6.5 Conclusion

In this chapter, we analyzed the ergodic secrecy rate and the average ε-outage

secrecy rate of a ground transmitter-receiver pair in the presence of an aerial eaves-

dropper flying along a random trajectory in a 3D spherical region. Closed-form



131

R1

(a)  Region partition

R2
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Figure 6.9 : Geometric manipulation for the proof of (6.1) – (6.3).

expressions were developed by exploiting the Jensen’s inequality and Lambert W

function, and validated by simulation results. Our analysis revealed that the ground

transmission is vulnerable to aerial eavesdropping which can be carried out in a long

distance without being noticed. 3D spherical regions were identified, within which

the secrecy rates vanish.

6.6 Appendix

6.6.1 Proof of (6.1) – (6.3)

By dividing the 3D spherical cap into two parts: R1 and R2, as shown in

Fig. 6.9(a), we calculate the PDF of le, denoted by fle (τ). The volumes of R1

and R2 are V1 = 2
3
π(1 + cos θ)r3 and V2 = 1

3
πr3 sin2 θ cos θ, respectively. Let P1 and

P2 denote the probabilities that the eavesdropper is within R1 and R2, respectively.

We have

P1 =
V1

V1 + V2

=
2(1 + cos θ)

2(1 + cos θ) + sin2 θ cos θ
;

P2 =
V2

V1 + V2

=
sin2 θ cos θ

2(1 + cos θ) + sin2 θ cos θ
.

For region R1, we define Pτ1 as the probability that le is shorter than τ . Pτ1 is

equal to the probability that the eavesdropper is located within the spherical sector
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with radius τ , and Pτ1 = τ3

d3
. For region R2, we further divide the region into two

parts, i.e., R2-1 and R2-2, as shown in Fig. 6.9(b). The volumes of R2-1 and R2-2 are

V21 = 2
3
πr3(1− cos θ) cos3 θ and V22 = 1

3
πr3(cos θ − 3 cos3 θ + 2 cos4 θ), respectively.

Let P21 and P22 denote the probabilities that the eavesdropper is within R2-1 and

R2-2, respectively. We have

P21 =
V21

V2

=
2(1− cos θ) cos2 θ

sin2 θ
;

P22 =
V22

V2

=
1− 3 cos2 θ + 2 cos3 θ

sin2 θ
.

When the aerial eavesdropper is within R2-1, the probability that le is shorter than τ

is Pτ21 = τ3

r3 cos3 θ
, 0 ≤ τ ≤ r cos θ. When the aerial eavesdropper is within R2-2, the

region R2-2 plus the shaded region is used to approximate R2-2 for mathematical

tractability, and the probability can be approximated by Pτ22 ≈ τ3−r3 cos3 θ
r3−r3 cos3 θ

, r cos θ <

τ ≤ r.

Now, we can obtain the probability that le is shorter than τ within the entire

spherical cap. In the case of 0 ≤ τ ≤ r cos θ, the probability Pτ and the PDF of le

are given by

Pτ = P1Pτ1 + P2P21Pτ21

=
2(1 + cos θ) cos2 θ + sin2 θ

2(1 + cos θ) cos2 θ + sin2 θ cos3 θ

τ 3

r3
;

(6.24)

fle (τ)=
dPτ
dτ

=
2(1 + cos θ) cos2 θ + sin2 θ

2(1+cos θ) cos2 θ+sin2 θ cos3 θ

3τ 2

r3
. (6.25)

In the case of r cos θ ≤ τ ≤ r, Pτ and fle(τ) are given by

Pτ ≈ P1Pτ1+P2P22Pτ22

=
2(1 + cos θ)(1− cos3 θ) + sin2 θ cos θ

2(1 + cos θ)(1− cos3 θ) + sin2 θ cos θ(1− cos3 θ)

τ 3 − r3 cos3 θ

r3
;

(6.26)
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fle (τ) =
dPτ
dτ

≈ 2(1 + cos θ)(1− cos3 θ) + sin2 θ cos θ

2(1+cos θ)(1− cos3 θ)+sin2 θ cos θ(1− cos3 θ)

3τ 2

r3
.

(6.27)

By using (6.25) and (6.27), the expectation of le can be obtained. For 0 < θ < π
2
,

l̄e =

∫ r

0

τfle(τ)dτ ≈ 3

4

[
1 +

sin2 θ cos θ

sin2 θ cos θ + 2(1 + cos θ)

]
r. (6.28)

For θ = 0 or θ = π
2
, l̄e = 3

4
r.

6.6.2 Proof of Lemma 5

Since the channel coefficient h0 and he follow the Rician distribution with pa-

rameter K and Ke, respectively, the PDFs of ζr and ζe can be written as [61]

fζr(x)=
1+K

ζ̄r
exp

(
−K− (1+K)x

ζ̄r

)
I0

(
2

√
K(1+K)

ζ̄r
x

)
,

fζe(y)=
1+Ke

ζ̄e
exp

(
−Ke−

(1+Ke)y

ζ̄e

)
I0

(
2

√
Ke(1+Ke)

ζ̄e
y

)
,

where I0 (x) =
∞∑
n=0

(x/2)2n

n!Γ(n+1)
is the zero-th order modified Bessel function of the first

kind [69] and Γ(z) =
∫∞

0
tz−1

et
dt is the Gamma function. ζ̄r is the expectation of ζr:

ζ̄r =

∫ ∞
0

xfζr(x)dx

=
1 +K

ζ̄r
exp (−K)

∞∑
n=0

(
K(1+K)

ζ̄r

)n
(n!)2

∫ ∞
0

xn+1 exp

(
−(1 +K) x

ζ̄r

)
dx

=
ζ̄r

1 +K
exp(−K)

∞∑
n=0

Kn

(n!)2 · (n+ 1)!

=
ζ̄r

1 +K
exp (−K) · (1 +K) exp (K) =

PL−α

σ2
r

.
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Likewise, ζ̄e is the expectation of ζe and ζ̄e = Pl−αee

σ2
e

in the special case of a2 = 0. As

proved in Appendix 6.6.3, E
[
log2

(X
Y

)] a.s.−−→ log2

(
E[X ]
E[Y]

)
. Therefore, we can obtain

E
[
log2

(
1+ζr
1+ζe

)]
a.s.−−→ log2

(
E [1+ζr]

E [1+ζe]

)
= log2

(
1+ζ̄r
1+ζ̄e

)
= log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
r l
−αe
e + σ2

rσ
2
e

)
.

(6.29)

This concludes the proof of Lemma 5.

6.6.3 Proof of E
[
log2

(X
Y

)] a.s.−−→ log2

(
E[X ]
E[Y]

)
.

To prove this, we consider a generic scenario where the ground receiver and

the aerial eavesdropper are equipped with N and N ′ antennas, respectively. Let

xi (i = 1, · · · , N) and yj (j = 1, · · · , N ′) be the received SNRs at the different

antennas of the ground receiver and the aerial eavesdropper, respectively. They are

two sequences of positive square-integrable random variables and not necessarily

independent across i or j, N ′

N
→ ε < ∞. X =

∑N
i=1 xi and Y =

∑N ′

j=1 yj are the

SNRs of MRC at the ground receiver and the aerial eavesdropper, respectively.

Since E [xi] < ∞, i = 1, · · · , N , based on Kolmogorov’s strong law of large

numbers, we have [107]

1

N

N∑
i=1

xi −
1

N

N∑
i=1

E [xi]
a.s.−−→0, as N →∞. (6.30)

Since 1
N

∑N
i=1 E [xi] = E

[
1
N

∑N
i=1 xi

]
= 1

N
E [X ], we have 1

N
X− 1

N
E [X ]

a.s.−−→0, as N →

∞ and N ′

N
→ ε, i.e., 1

N
X a.s.−−→ 1

N
E [X ] , as N → ∞. Similarly, we also have 1

N ′
Y −

1
N ′
E [Y ]

a.s.−−→0, as N ′ →∞, i.e., 1
N ′
Y a.s.−−→ 1

N ′
E [Y ] , as N ′ →∞.

By using the Continuous mapping theorem [108] for a few times, we have

E
[
log2

(
X
Y

)]
a.s.−−→ log2

(
E [X ]

E [Y ]

)
, as N→∞ and

N ′

N
→ε. (6.31)
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From this analysis, we can see that the a.s. convergence can be achieved in (6.31),

in the case where N and N ′ are large, for example, the ground receiver and aerial

eavesdropper equipped with large number of antennas in a mmWave systems [109,

110]. In the case where a single antenna is considered at the ground receiver and

the aerial eavesdropper (as discussed in this chapter), E
[
log2

(X
Y

)]
≈ log2

(
E[X ]
E[Y]

)
,

e.g., in Lemma 5.

6.6.4 Proof of Theorem 6

Based on Lemma 5, Cerg (L, le) can be rewritten as

H1 (µ) = log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
rµ+ σ2

rσ
2
e

)
;

H2 (ν) = log2

[
(Pσ2

eL
−α + σ2

rσ
2
e) ν

Pσ2
r + σ2

rσ
2
eν

]
,

which are achieved by defining µ = l−αee and ν = lαee . We can obtain

∂H1 (µ)

∂µ
= − 1

ln 2
· Pσ2

r

(Pσ2
rµ+ σ2

eσ
2
r)
≤ 0;

∂2H1 (µ)

∂µ2
=

1

ln 2
· P 2σ4

r

(Pσ2
rµ+ σ2

eσ
2
r)

2 ≥ 0.

Thus, H1 (µ) is a monotonically decreasing and convex function of µ. We also find

that

∂H2 (ν)

∂ν
=

1

ln 2
· Pσ2

r

(Pσ2
rν + σ2

eσ
2
rν

2)
≥ 0;

∂2H2 (ν)

∂ν2
= − 1

ln 2
· P

2σ4
r + 2Pσ4

rσ
2
eν

(Pσ2
rν + σ2

eσ
2
rν

2)2 ≤ 0.

Thus, H2 (ν) is a monotonically increasing and concave function of µ.

Based on the Jensen’s inequality (i.e., E [f(x)] ≥ f (E [x]) if f(x) is convex,

otherwise E [f(x)] ≤ f (E [x])), the convexity of H1 (µ) with respect to µ, and the
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concavity of H2 (ν) with respect to ν, we have

E [H1 (µ)] ≥ H1 (E [µ]) ; E [H2 (ν)] ≤ H2 (E [ν]) . (6.32)

Since H1 (µ) = H2 (ν), we have

H1 (E [µ]) ≤ E [H1 (µ)] = Ele [Cerg (L, le)]

= E [H2 (ν)] ≤ H2 (E [ν]) .

(6.33)

Since µ = l−αee and ν = lαee are both convex with regard to le, by using Jensen’s

inequality, we have

E [µ] ≥
(
l̄e
)−αe

; E [ν] ≥
(
l̄e
)αe

. (6.34)

As H1 (µ) and H2 (ν) are monotonically decreasing and increasing functions of µ

and ν, respectively, we have

H1 (E [µ]) ≤ H1

((
l̄e
)−αe)

= Cerg

(
L, l̄e

)
= H2

((
l̄e
)αe) ≤ H2 (E [ν]) .

(6.35)

Comparing (6.33) and (6.35), we find that Cerg

(
L, l̄e

)
lies between the upper and

lower bounds of Ele [Cerg (L, le)]. We can approximate

Ele [Cerg (L, le)] ≈ Cerg

(
L, l̄e

)
= log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
r

(
l̄e
)−αe

+ σ2
rσ

2
e

)
. (6.36)

By substituting the expectation of the transmitter-eavesdropper distance, l̄e, (6.36)

can be rewritten as (6.13).

We proceed to evaluate the approximation accuracy of (6.36). By recalling (6.1)
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and (6.2) and referring to (6.28), the expectation of lαee and l−αee can be given by

E[lαee ] = h1(r) =

∫ r

0

ταefle(τ)dτ ≈ 3D1(θ)

3 + αe
rαe ; (6.37)

E[l−αee ]=h2(r)=

∫ r

0

τ−αefle(τ)dτ≈ 3D2(θ)

3− αe
r−αe , αe 6= 3, (6.38)

whereD1(θ) = (1−(cos θ)1+αe) 2(1+cos θ)(1−cos3 θ)+sin2 θ cos θ

[2(1+cos θ)+sin2 θ cos θ](1−cos3 θ)
+(cos θ)1+αe 2(1+cos θ) cos2 θ+sin2 θ

2(1+cos θ)+sin2 θ cos θ

andD2(θ) = (cos θ)1−αe 2(1+cos θ) cos2 θ+sin2 θ

2(1+cos θ)+sin2 θ cos θ
+ 2(1+cos θ)(1−cos3 θ)+sin2 θ cos θ

[2(1+cos θ)+sin2 θ cos θ](1−cos3 θ)
(1−(cos θ)3−αe).

Then, we have

H1 (E [µ]) = log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
rh2(r) + σ2

rσ
2
e

)
≈ log2

(
Pσ2

eL
−α + σ2

rσ
2
e

3D2(θ)
3−αe Pσ

2
rr
−αe + σ2

rσ
2
e

)
;

(6.39)

H2 (E [ν]) = log2

(
Pσ2

eL
−α + σ2

rσ
2
e

Pσ2
rh
−1
1 (r) + σ2

rσ
2
e

)
≈ log2

(
Pσ2

eL
−α + σ2

rσ
2
e

3+αe
3D1(θ)

Pσ2
rr
−αe + σ2

rσ
2
e

)
.

(6.40)

Here, 3+αe
3D1(θ)

and 3D2(θ)
3−αe are constants given θ and αe. (6.37) – (6.40) hold strict equal-

ity, when θ = π
2

(or in other words, the transmitter antenna height is comparatively

negligible to the eavesdropper’s flight radius r); see (6.3).

The approximation error of (6.36) is no greater than half of the difference between

H1 (E [µ]) and H2 (E [ν]). The error is increasingly negligible with the growth of r,

since both h−1
1 (r) and h2(r) are strictly monotonically decreasing functions of r.

H1 (E [µ]) → H2 (E [ν]) when r �
(

3D2(θ)
3−αe

P
σ2
e

)1/αe
and r �

(
3+αe

3D1(θ)
P
σ2
e

)1/αe
in (6.39)

and (6.40).
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6.6.5 Proof of Lemma 6

When h0 follows the Rayleigh distribution (K = 0), i.e., |h0|2 ∼ exp(1), and he

follows the Rician distribution with parameter Ke, the PDF of Ψ is given by

fΨ(ψ) =

∫ ∞
0

fX (ψ + y)fY(y)dy (6.41a)

=
B exp

(
−Ke + B

2
− ψ
X̄

)
2KeX̄

∫ ∞
0

1

2
exp

(
−y1 +B

2

)
I0

(√
By1

)
dy1 (6.41b)

=
B exp

(
−Ke + B

2
− ψ
X̄

)
2KeX̄

Q
(√

B, 0
)

(6.41c)

=
(1+Ke) exp

(
− KeȲ
Ȳ+(1+Ke)X̄

)
Ȳ + (1 +Ke)X̄

exp

(
− ψ
X̄

)
, (6.41d)

where X̄ = ζ̄r and Ȳ = ζ̄e2
Csout ; (6.41b) is obtained by setting y1 = Ay =

2[(1+Ke)X̄+Ȳ]
X̄ Ȳ y

and B = 2Ke(1+Ke)X̄
Ȳ+(1+Ke)X̄ ; (6.41c) is based on the definition of the first-order Marcum

Q-function [61, Eq. 8], i.e., Q(
√
a,
√
b) =

∫∞
b

1
2
exp(−x+a

2
)I0(
√
ax)dx; (6.41d) is due

to Q (
√
a, 0) = 1.

The ε-outage secrecy probability can be evaluated based on [78, Eq. 37], as given

by

ε = Pr
(
Ψ ≤ 2C

s
out − 1

)
= 1− Pr

(
Ψ ≥ 2C

s
out − 1

)
= 1−

∫ ∞
2C
s
out−1

(1+Ke)exp
(
− KeȲ
Ȳ+(1+Ke)X̄

)
Ȳ + (1 +Ke)X̄

exp

(
− ψ
X̄

)
dψ,

(6.42)

which, by taking the integration, leads to

ε = 1−M exp

(
−2C

s
out − 1

X̄

)
, (6.43)

where, for notational simplicity, X̄ = PL−α

σ2
r

, Ȳ = Ple
−αe2C

s
out

σ2
e

, and M is defined as

M =
(1 +Ke) X̄ exp

(
− KeȲ
Ȳ+(1+Ke)X̄

)
Ȳ + (1 +Ke)X̄

. (6.44)
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Based on the secrecy outage probability and the definition of ε-outage secrecy rate,

we have

1− ε =M exp

(
−2C

s
out − 1

X̄

)
. (6.45)

By exploiting exp(−x) ≈ 1− x when x is small, (6.43) can be approximated by

(1− ε) 1

M
≈ 1− 2C

s
out − 1

X̄
. (6.46)

Since X̄ = ζ̄r and Ȳ = 2C
s
out ζ̄e, (6.46) can be rewritten as

(1− ε)
[
ζ̄e2
Csout + (1 +Ke) ζ̄r

]
(1 +Ke) ζ̄r

exp

[
Keζ̄e2

Csout

ζ̄e2C
s
out + (1 +Ke) ζ̄r

]
≈ 1− 2C

s
out − 1

ζ̄r
. (6.47)

In the case of Ke = 0, (6.47) can be rewritten as

(1− ε)
(
ζ̄r + ζ̄e2

Csout
)
≈ ζ̄r −

(
2C

s
out − 1

)
. (6.48)

The ε-outage secrecy rate can be approximated by

Csout ≈ log2

[
1 + εζ̄r

1 + (1− ε) ζ̄e

]
. (6.49)

In the case of Ke > 0, let Z = ζ̄e2
Csout+(1+Ke)ζ̄r
Ke(1+Ke)ζ̄r

, and (6.47) can be rewritten as

Z exp

(
− 1

Z

)
≈
(
1 + ζ̄r − 2C

s
out

)
exp (−Ke)

Ke (1− ε) ζ̄r
(6.50a)

≈
(
1 + ζ̄r

)
exp (−Ke)

Ke (1− ε) ζ̄r
, (6.50b)

where (6.50b) is due to the fact that 1 + ζ̄r � 2C
s
out†. By applying the Lambert W

†Based on the definition of the ε-secrecy outage rate, we have log2

(
1 + ζ̄r

)
−log2

(
1 + ζ̄e

)
> Cs

out,

i.e., 1 + ζ̄r > 2C
s
out

(
1 + ζ̄e

)
. In the high SNR regimes, P � σ2

r and P � σ2
e , thus 1 + ζ̄e � 1 and

1 + ζ̄r � 2C
s
out .
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function to (6.50b), we can obtain

Z−1 ≈ W0

(
Ke exp (Ke) (1− ε) ζ̄r

1 + ζ̄r

)
, W0. (6.51)

Therefore, the ε-secrecy outage rate is given by

Cs
out ≈ log2

[
(1 +Ke) (Ke −W0) ζ̄r

W0ζ̄e

]
, Cout(L, le). (6.52)

We proceed to prove that the approximations in (6.49) and (6.52) are asymptot-

ically accurate in high SNR regimes, where P � σ2
r and P � σ2

e (i.e., ζ̄r � 1 and

ζ̄e � 1). Specifically,

W0 =W0

(
Ke exp (Ke) (1− ε)PL−α

σ2
r + PL−α

)
≈ W0 (Ke exp (Ke) (1− ε)) ≤ W0 (Ke exp (Ke)) = Ke.

Considering the typical range of the Rician factor 0 < Ke ≤ 10, we have (1+Ke)(Ke−W0)
W0

=

(1 +Ke)
(
Ke
W0
− 1
)

= Θ (1 +Ke) = Θ (1)‡. Since ζ̄e � 1, we have (1+Ke)(Ke−W0)

W0ζ̄e
=

Θ(1)

ζ̄e
� 1. Therefore, (1+Ke)(Ke−W0)ζ̄r

W0ζ̄e
� ζ̄r and 1 + ζ̄r � 2C

s
out . This validates

the approximation accuracy of (6.46) and, in turn, the approximation accuracy

of (6.47), (6.49) and (6.50a). By substituting (6.52) into 1 + ζ̄r − 2C
s
out , we have

1 + ζ̄r − (1+Ke)(Ke−W0)ζ̄r
W0ζ̄e

= 1 + ζ̄r − Θ(1)

ζ̄e
ζ̄r ≈ 1 + ζ̄r. The accuracy of the approxi-

mation from (6.50a) to (6.50b) is verified, and so is the approximation accuracy of

(6.52).

Finally, (6.16) can be obtained by substituting ζ̄r = PL−α

σ2
r

and ζ̄e = Pl−αee

σ2
e

into

(6.49) and (6.52).

‡We denote g(n) = O(f(n)) if there is a positive constant c1 such that limn→∞ Pr
(

g(n)
f(n) ≤ c1

)
=

1, and g(n) = Ω(f(n)) if f(n) = O(g(n)). We also denote g(n) = Θ(f(n)) if both g(n) = O(f(n))
and g(n) = Ω(f(n)) hold.
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6.6.6 Proof of Theorem 7

We first consider the case of Ke > 0. Based on Lemma 6, (6.16) can be rewritten

as

F1 (µ) = log2

[
(1 +Ke) (Ke −W0) σ2

eL
−α

W0σ2
rµ

]
;

F2 (ν) = log2

[
(1 +Ke) (Ke −W0) σ2

eL
−αν

W0σ2
r

]
,

which are obtained by substituting µ = le
−αe and ν = le

αe . Hence, we have F1 (µ) =

F2 (ν).

For F1(µ), we can find that

∂F1(µ)

∂µ
= − 1

µ ln 2
≤ 0;

∂2F1(µ)

∂µ2
=

1

µ2 ln 2
≥ 0.

F1 (µ) is a monotonically decreasing and convex function of µ. Likewise, we can

obtain

∂F2(ν)

∂ν
=

1

ν ln 2
≥ 0;

∂2F2(ν)

∂ν2
= − 1

ν2 ln 2
≤ 0.

F2 (ν) is a monotonically increasing and concave function of ν. By referring to (6.32) –

(6.35) in the proof of Theorem 6, we have

Ele [Cout (L, le)] ≈ Cout

(
L, l̄e

)
, if Ke > 0. (6.53)

In the case of Ke = 0, both the ε-outage secrecy rate, i.e.,

Cout (L, le) = log2

[
σ2
rσ

2
e + εPσ2

eL
−α

σ2
rσ

2
e + (1− ε)Pσ2

r l
−αe
e

]
,

and the ergodic secrecy rate, i.e., Cerg (L, le), exhibit same monotonicity and concav-
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Figure 6.10 : Geometric interpretation for the evaluation of le
.

ity with regards to le. Based on the proof of Theorem 6, we have

Ele [Cout (L, le)] ≈ Cout

(
L, l̄e

)
, if Ke = 0. (6.54)

By substituting l̄e into (6.53) and (6.54), we can obtain (6.17). Also, the ap-

proximation error of (6.17) can asymptotically diminish with the increase of r and

the number of antennas at the legitimate receiver and the eavesdropper, especially

in the high SNR regime, as can be proved in the same way in Theorem 6. This

concludes the proof of Theorem 7.

6.6.7 Proof of (6.23).

The expectation of the distance between the aerial eavesdropper to one of the

ground transceivers can be evaluated by dividing the flight region into two subre-

gions, i.e., Subregions R′1 and R′2, as shown in Fig. 6.10. Each of the subregions is

half of a spherical cap centered at one of the transceivers. The distances from the

eavesdropper inside the subregions to a ground transceiver can be separately eval-

uated. Without loss of generality, we evaluate the distances from the eavesdropper
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to Transceiver 1, as follows.

When the eavesdropper is inside Subregion R′2, the volume of this half spherical

cap can be evaluated to be V1 = π
6

(
2r3 − 3

2
Lr2 + L3

8

)
. The probability that the

eavesdropper-transceiver distance le (denoted by l2 in Subregion R′2) is shorter than

τ is denoted by P ′ and equal to the probability that the eavesdropper is located

within the spherical cap with the radius of τ . P ′ = 16τ3−12Lτ2+L3

16r3−12Lr2+L3 ,
L
2
≤ τ ≤ r. The

PDF of the eavesdropper-transceiver distance is given by

fl2 (τ) =
48τ 2 − 24Lτ

16r3 − 12Lr2 + L3
, if

L

2
≤ τ ≤ r. (6.55)

When the eavesdropper is inside Subregion R′1, we first plot the symmetric

point of the eavesdropper with respect to Point O which is the halfway between

the transceivers. The symmetric point, referred to as “virtual eavesdropper”, is

inside the virtual region symmetric to Subregion R′1 with respect to the ground

plane. Given the uniform stationary distribution of the eavesdropper in Subregion

R′2, the virtual eavesdropper also has a uniform stationary distribution in the virtual

subregion R′3. By using the cosine rule, we have

cosψ =
(L/2)2 + l20 − l21

Ll0
; (6.56)

cos(π − ψ) =
(L/2)2 + l20 − l32

Ll0
, (6.57)

where l1 is the distance between the eavesdropper inside Subregion R′1 and Transceiver

1; and l3 is the distance between the virtual eavesdropper in the virtual subregion

R′3 and the transceiver. l3 has the exactly same PDF as l2, due to the symmetry,

i.e., fl3 (τ) = 48τ2−24Lτ
16r3−12Lr2+L3 ,

L
2
≤ τ ≤ r.

Since cosψ = − cos(π − ψ), by separately adding and subtracting (6.56) and
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(6.57), we can obtain

l0L cosψ =
l3

2 − l12

2
; (6.58)

l3
2 + l1

2 = 2l20 + L2/2. (6.59)

According to the sine rule, we have

l0
sin γ

=
l3

sin(π − ψ)
, (6.60)

where γ ∈
[
0, cos−1

(
L

2l3

)]
is the elevation angle between the virtual eavesdropper

and the ground transmitter. γ is uniformly distributed within
[
0, cos−1

(
L

2l3

)]
given

the uniform distribution of the eavesdropper in the 3D region. The PDF of γ

conditioned on l3 is fγ|l3(x|τ) = 1

cos−1( L
2τ )

. Therefore, the joint PDF of l3 and γ can

be given by

fl3,γ(τ, x) = fγ|l3(x|τ) · fl3(τ)

=
1

cos−1
(
L
2τ

) 48τ 2 − 24Lτ

16r3 − 12Lr2 + L3
,
L

2
≤ τ ≤ r.

(6.61)

Substitute (6.58) and (6.60) into sin2 ψ + cos2 ψ = 1,

l20 = l23 sin2 γ +
(l23 − l21)

2

4L2
. (6.62)

By substituting (6.62) into (6.59), we have

l41 − 2
(
L2 + l23

)
l21 + l43 − 2L2l23(1− 2 sin2 γ) = 0. (6.63)

By using the quadratic formula, we have l21 = L2 + l3
2 − 2Ll3 cos γ, since l21 =

L2 + l3
2 + 2Ll3 cos γ > l23 does not satisfy that l1 < l3 for ψ ∈

[
0, π

2

]
. Therefore, we
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have

l1 =

√
L2 + l3

2 − 2Ll3 cos γ, l3 ∈
[
L

2
, r

]
. (6.64)

By using (6.55), (6.61) and (6.64), we can obtain (6.23).
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Chapter 7

Conclusion and Future Work

In summary, this thesis studies the coverage and capacity performance of UAV-

enabled wireless networks. To improve network coverage and capacity, the UAV-

enabled wireless network model is first established based on the different application

scenarios of the UAV system. Then, the capacity and coverage performance, the se-

cure coverage and capacity, under different scenarios have been studied and verified.

The secrecy capacity performance of the terrestrial communication systems in the

presence of aerial eavesdroppers have also been studied, and the impact of system

parameters on network coverage and capacity has been theoretically analyzed. The

detailed research work and contributions of this thesis are summarized as follows.

• In chapter 3, we analyzed the link capacity between autonomous UAVs with

random 3D trajectories. Closed-form bounds for the capacity were derived

between autonomous UAVs, and between UAVs and ground stations. The

impact of network densification on the capacity, as well as the impacts of

imperfect CSI and interference, were analyzed. Corroborated by simulations,

our analysis showed that a U2U link with random 2D trajectories is superior to

that with random 3D trajectories in terms of capacity due to its short average

link distance. It was also revealed that a U2G link can incur substantially

lower capacity than a U2U link even in the case that the 3D coverage of the

UAVs is the same, as the result of its longer average link length.

• In chapter 4, we developed closed-form expressions for the outage probability of

UAVs (or in other words, the one-hop connectivity of a UAV and the broadcast
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connectivity of the UAV) in an uncoordinated UAV swarm, where the UAVs

scoop within a 3D sphere with practical smooth turns both in the absence and

presence of ground interference. Our analysis was based on comprehensive 3D

geometric interpretations which ranslate the trajectories to steady-state spatial

distributions of the UAVs. Extensive simulations confirm that our analyses

are accurate and provide tight performance bounds for the connectivities of a

dense uncoordinated UAV swarm in a large 3D space.

• In chapter 5, we proposed a novel trust model that can evaluate the reliability

and security of UAV-enabled networks. The trust model was established based

on UAVs’ behaviors, the characteristics of channels between UAVs and the

mobility of UAVs, which consists of four sections: the direct trust section,

indirect trust section, integrated trust section, and trust update section. The

concept of secure link in UAV-enabled networks was also presented on the basis

of the proposed trust model, and it exists only when there is both a physical

link and a trust link between two UAVs. In addition, both physical and

secure connectivity probabilities between two UAVs in the presence of Doppler

shift have been derived. Simulation results have shown that, compared to

the physical connection probability with or without malicious attacks, the

proposed trust model can effectively ensure secure communication and reliable

connectivity between UAVs and enhance network performance when the UAV-

enabled networks suffer malicious attacks and other security risks.

• In chapter 6, we analyzed the ergodic secrecy rate and the average ε-outage

secrecy rate of a ground transmitter-receiver pair in the presence of an aerial

eavesdropper flying a random trajectory in a 3D spherical region. Closed-form

expressions were developed by exploiting the Jensen’s inequality and Lambert

W function, and validated by simulation results. Our analysis revealed that
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the ground transmission is vulnerable to aerial eavesdropping which can be

carried out in a distance without being noticed. 3D spherical regions were

identified, within which the secrecy rates vanish.

The theoretical results obtained in this thesis provide new insights into the link

capacity and connectivity (including secrecy capacity and connectivity) of UAV-

enabled wireless networks in 3D spaces, and help compare diversity combining strate-

gies in 3D fading channels. The “cut-off” density of the eavesdroppers under which

the secrecy rates vanish was identified to help specify the “no-fly” zone to protect

important infrastructure. However, due to time constraints, the relevant research

content involved in this thesis has certain limitations. In the future, the follow-up

research can be carried out from the following aspects:

1. Based on the theoretical analysis results of network coverage and capacity in

this thesis, appropriate parameter optimization schemes, including the wireless

parameters and flight parameters of UAVs, can be designed to achieve optimal

network coverage and maximize network capacity. We will continue to pursue

autonomous navigation and secure communication of UAVs by applying online

learning techniques and our analytical results.

2. As an important part of the future 6G wireless communication system, the

UAV system (or UAV systems) can serve as an effective relay node (or relay

network) for information transfer between a terrestrial communication sys-

tem and satellite communication system. Therefore, in future research work,

we can investigate the architecture design of multi-layer networks, and then

study the network performance of the multi-layer networks and the coopera-

tion strategies and mechanisms between different layers of the system.
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