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While blockchain was designed as a ledger for cryptocurrency transactions, it can record
transactions of anything of value. Blockchain is increasingly used to prove the integrity of
commodities, tracing their supply chain journey from the source to the end user. Yet,
transferring this technology from a cryptocurrency context to a supply chain setting is not
without difficulties. This article explores the implications for multinational and
transnational companies in using blockchain as a means to address modern slavery. The
research identifies five challenges: verification, inclusion, trust, privacy, and normativity.

INTRODUCTION

Blockchain can be used to create a record of transactions for
anything of value. It is increasingly used to prove the in-
tegrity of commodities, tracing their supply chain journey
from the source to the end user. For example, together with
a Fijian fishing company and a technology company based
in the United States, the World Wildlife Fund in Australia,
Fiji and New Zealand piloted the use of blockchain to track
tuna, showing when and where it was caught (Visser &
Hanich, 2018). Their aim was to verify that companies and
consumers are selling or buying tuna that is sustainably
caught and free of slave labor. As blockchain is widely tout-
ed as a means to address modern slavery, this article ex-
plores the implications for companies engaged in multina-
tional and transnational activities.

BLOCKCHAIN TECHNOLOGY AND MODERN SLAVERY

Blockchain is best thought of as a public ledger, distributed
through a peer-to-peer network where participants validate
transactions and maintain a copy of the ledger. Changes
to the ledger can only be made through agreement among
blockchain participants. This process is underpinned by a
consensus protocol, which determines who gets to validate
a transaction. Decision makers could be all the blockchain
participants, a majority, a select few, or a random selection.
Once a transaction is validated, an irreversible record of
that transaction is created. These records are called blocks
and are chained together chronologically. While blockchain
was designed as a ledger for cryptocurrency transactions, it
can record transactions of anything of value.

In supply chains, blockchain can provide information
about the provenance of goods. This can be beneficial to
companies and their stakeholders, as the oversight of com-
panies on the origin of goods in their supply chains is often
limited, especially where it concerns cross-border sourcing.
Because of this companies are at risk of being connected
to modern slavery (Stringer & Michailova, 2018). For exam-
ple, the demand for cobalt — a mineral used in the produc-
tion of phone and laptop batteries — has been met by peo-
ple trapped in modern slavery (Frankel, 2016). Modern slav-
ery includes forced labor (involuntary work under the threat
of punishment); bonded labor (work to pay off a debt while
losing control over conditions and repayments); trafficking
(the movement of people for exploitation); and child slav-
ery (exploitation of children for someone else’s gain) (Nolan
& Boersma, 2019).

It is crucial to see modern slavery through the prism of
broader labor rights. While some engage in work that from
the outset involves adverse conditions, others engage in
work with the expectation of decent conditions but find that
circumstances worsen without avenues for exit. When abus-
es such as non-payment of wages and benefits, unfair dis-
missals, forced and unpaid overtime, and the denial of free-
dom of association and collective bargaining are prevalent
and left unchecked, more severe forms of exploitation can
develop (Nolan & Boersma, 2019). Using blockchain, com-
panies engaged in multinational and transnational activ-
ities may gain insight into the conditions in their supply
chains and (the risk) of modern slavery. Yet, transferring
this technology from a cryptocurrency context to a supply
chain setting is not without difficulties. We identify five
challenges for the use of blockchain to address modern
slavery: verification, inclusion, trust, privacy and normativ-
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CHALLENGES FOR BLOCKCHAIN IN ADDRESSING
MODERN SLAVERY

VERIFICATION

Blockchain was designed to verify cryptocurrency transac-
tions and provide transparency without the need for an in-
termediary such as a bank. In supply chains it can be used in
a similar way, to verify commodity transactions and to pro-
vide transparency about labor standards without the need
for an intermediary such as a social audit firm. To do this,
every supply chain transaction needs to be recorded, espe-
cially since the visibility of working conditions decreases
further upstream. Crucially, to address (the risk of) mod-
ern slavery it is not just the transaction that needs to be
verified, the conditions surrounding transactions need to
be validated at each step in the sourcing and production
process. There is therefore a difference between a
blockchain that shows the provenance of goods, and a
blockchain that aims to show that a commodity is free of
slave labor.

As the number of supply chain tiers increases, so will the
number of transactions and blockchain participants. This is
where establishing adequate conditions for consensus be-
comes challenging. The verification of a transaction is
achieved via the consensus protocol, which can involve the
input of all the blockchain participants, a majority, a select
few or a random selection. While decentralized governance
is a blockchain strength, it also carries risk. For example,
in a cryptocurrency blockchain that requires a majority of
actors to validate transactions, so-called 51% attacks have
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been used to control the validation mechanism with ill in-
tent (Rijmenam & Ryan, 2018). In a supply chain, through
majority rule, malevolent blockchain actors would be able
to validate dubious transactions or choose not to scrutinize
the conditions surrounding certain transactions.

INCLUSION

A solution is to use a private rather than a public
blockchain. Both operate in a similar way, yet access to a
private blockchain is invite-only. The actors that validate
transactions can therefore be vetted. This negates two
blockchain elements: it undermines transparency, and by
excluding actors the democratic character of blockchain is
weakened. Another solution is to make reputation a key de-
terminant: a select few reputable actors are relied upon to
validate a transaction. Yet, this too undermines the demo-
cratic character of blockchain, and relying on a select few
actors means that they serve as intermediaries, which can
reduce the efficiency of the system. It is also crucial that
workers are involved in validating transactions, yet this is
unlikely if they are being exploited.

While blockchain is decentralized and does not require
an intermediary, its uptake to address modern slavery is
likely to be driven by companies at the top of supply chains,
which are most prone to reputational damage from being
linked to exploitation. While these companies can wield
their buyer leverage to get suppliers on board, their influ-
ence likely decreases as the number of supply chain tiers in-
creases and suppliers become geographically dispersed. En-
suring blockchain uptake throughout the supply chain and
across borders therefore becomes a cascading responsibil-
ity, where companies at each tier and in each location re-
quire their suppliers to use blockchain. Yet not everyone
may be enticed to do so. In cryptocurrency blockchains,
when a block is validated, validators are rewarded with
cryptocurrency. In non-cryptocurrency blockchains, actors
may lack an incentive to validate transactions and even
the opposite can be true: suppliers may not want to use
blockchain because of questionable labor practices that
could be exposed. Furthermore, smaller suppliers (especial-
ly in developing countries) may lack the financial means
or technological infrastructure to participate. The use of
blockchain may therefore form a barrier to market entry
and may inadvertently push workers (further) into the dark
economy.

TRUST

One of blockchain’s strengths is its ability to log transac-
tions in a tamperproof distributed ledger. Yet, when veri-
fying the integrity of goods in supply chains, this does not
mean that the link between a block and its material real-
ity should go unquestioned. While a block cannot be ma-
nipulated retrospectively, the integrity of information that
is initially entered is vulnerable to inaccuracies or fraud.
Forced labor generates US$ 150 billion in illegal profits per
year (International Labour Organization, 2014). There is
therefore a risk that blockchain can be used to launder value
that is illegally generated. Apart from the consensus pro-
tocol, there is no mechanism to stop actors from creating
a block that claims that a commodity is free of slave labor,
whether this is true or not.

That risk is pertinent as modern slavery is a complex is-
sue. In order to verify transactions and rule out the possi-
bility of modern slavery and other forms of exploitation, an
adequate amount of information about working conditions
needs to be included in the blockchain. There is a danger

that the amount of information undermines the efficiency
of the system, while the information may likewise be too
complicated for other blockchain participants to compre-
hend. An intermediary could help to overcome this prob-
lem, but this negates one of the key advantages of using
blockchain. Conversely, the inclusion of information that
is too basic creates the risk that a complex matter such as
modern slavery becomes oversimplified, and that the key
factors underlying labor exploitation are ignored.

PRIVACY

The inclusion of large amounts of information can also cre-
ate problems in terms of privacy. In a public blockchain,
the fact that anyone can access the ledger would mean that
the prices of goods and labor would no longer be confiden-
tial. For workers, the notion of transparency and immutable
records can also be problematic: they could face repercus-
sions if they refuse to validate a transaction because of la-
bor standards concerns. Workers may also be branded as
“difficult”, as the immutability of blockchain makes it dif-
ficult for a person to be “forgotten”. Coupled with encryp-
tion, blockchain could potentially handle sensitive informa-
tion, however it would be difficult to verify if workers get
paid appropriately if information on the prices of goods and
labor is withheld, and anonymity may not offer workers pro-
tection from punitive measures in smaller workplaces.

Another way to solve this problem is by using a “hybrid
blockchain”, which combines elements of public and private
blockchains (Sagirlar, Carminati, Ferrari, Sheehan, & Rag-
noli, 2018). Hybrid blockchains also validate and record
transactions in a tamperproof ledger, but participation can
be invite-only and on the basis of anonymity (the identity
of participants is revealed to other parties in transactions,
not to every blockchain participant), while participants can
decide which transactions are made public. Hybrid
blockchains can be designed to find a balance between in-
clusion, efficiency and transparency. However, this creates
the risk that a hybrid blockchain favours efficiency, rather
than to be inclusive and provide transparency. Put differ-
ently, hybrid blockchains can be configured to exclude cer-
tain actors and transactions, leading to a weakened protocol
to validate transactions, while providing parties such as la-
bor rights organisations with limited insight into supply
chains.

NORMATIVITY

Addressing exploitation in supply chains is challenging, as
the role of government as the traditional arbitrator of such
issues has become less prominent. In addition, the increase
in multinational and transnational business activities has
resulted in governance gaps. As blockchain does not require
an intermediary, it is ostensibly capable of grappling with
the reduced role of government. Firms from institutionally
distant environments often engage in partnerships in re-
sponse to governance gaps (Abdi & Aulakh, 2012).
Blockchain seems to be well suited to facilitate such part-
nerships, as it allows stakeholders in institutionally distant
environments to enforce the mutually agreed upon norms
concerning the circumstances in which supply chain trans-
actions are deemed to be acceptable.

Yet the standards that a blockchain upholds are not un-
contentious. To address governance gaps, a sustainability
standards market has emerged which has led to rival certifi-
cation standards (Fransen & Burgoon, 2012). Given the de-
velopment of several ethical sourcing blockchains (Smith,
2019), it is possible that a similar market will emerge with
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competing blockchains. The existence of rival blockchain
platforms could have normative implications, as platforms
with comparatively weak standards could develop. It would
also be a mistake to see blockchain as a mere facilitator of
governance. Blockchain technology is not neutral: through
its configuration it can be exclusive of actors and it can ex-
hibit various levels of transparency.

BLOCKCHAIN IS NOT A SILVER BULLET TO ADDRESS
MODERN SLAVERY

Hypothetically, blockchain offers a democratic system that
gives control to a network of corporate stakeholders to ver-
ify transactions and working conditions in supply chains.
However, to effectively address (the risk of) modern slavery,
transactions at all supply chain tiers need to be verified,
especially further upstream. The process to determine
whether all transactions and the labor conditions surround-
ing them are acceptable poses a significant challenge.
Achieving this through an unrestricted public blockchain,
via majority rule, may not suit the needs of workers or com-
panies as the incentives of a majority of blockchain actors
may not always be aligned with the common good.

The capacity of workers to participate in the blockchain
is vital. Unequal access undermines the legitimacy of the
validation process, while a digital divide due to a lack of fi-
nancial or technological means could (further) marginalize
workers. Although the ledger is tamperproof, the link be-
tween a block and its material reality should not go unques-
tioned. As with any other technology, the saying “garbage
in, garbage out” applies. Given the size of the dark econo-
my, blockchain may be used to sanitize goods produced us-
ing slave labor. As modern slavery is a complex issue, an
adequate amount of information about working conditions
must be included in the blockchain. Yet, doing so may hin-
der its efficient functioning, while radical transparency al-
so raises privacy concerns. Using alternatives such as pri-
vate and hybrid blockchains involves a difficult compromise
in terms of inclusion, efficiency and transparency, while the

rise of competing ethical sourcing blockchains may result in
the creation of weaker platforms.

Blockchain does not offer a silver bullet to address (the
risk of) modern slavery. An effective response requires com-
panies engaged in multinational and transnational business
activities to consider the myriad of factors that lead to mod-
ern slavery, rather than to rely on a technological fix for
a complex social problem. Failing to do so results in an
incomplete understanding of the problem and reduces the
likelihood of an effective response. Those teaching inter-
national business may wish to engage their students to see
how they, as digital natives, view the role of blockchain to
address labor exploitation in a global context. For interna-
tional business researchers, the challenges identified in this
paper may form the basis for further academic inquiry into
the use of blockchain to address labor abuses.
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