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ABSTRACT

The world is resorting to the Internet of Things for ease of control and monitoring of smart
devices. The ubiquitous use of the Internet of Things ranges from Industrial Control Systems to
e-Health, e-Commerce, smart cities, supply chain management, smart cars, and a lot more. Such
reliance on the Internet of Things is resulting in a significant amount of data to be generated,
collected, processed, and analyzed. The big data analytics is no doubt beneficial for business
development. However, at the same time, numerous threats such as attacks on message and device
integrity, the vulnerability of end-devices to malware attacks, physical compromise of devices,
and threats to user data security and privacy pose a great danger to the sustenance of Internet of
Things. Therefore, it is the need of the hour to develop a security mechanism for the Internet of

Things systems to ensure the integrity and privacy of data being processed by these systems.

This study thus endeavors to highlight most of the known threats at various layers of the
Internet of Things architecture with a focus on the anatomy of some of the significant attacks.
The research also construes a detailed attack methodology adopted by some of the most
successful malware attacks on the Internet of Things, including Industrial Control Systems and
Cyber Physical Systems. The study further infers an attack strategy of a Distributed Denial of
Service attack through the Internet of Things botnet followed by requisite security measures. The
illustration of attack methodologies is followed by a composite guideline for the development of

an Internet of Things security framework based on industry best practices.

Sequel to the Internet of Things threat modeling, this research investigates the use of
blockchain technology to protect the Internet of Things against data integrity and privacy attacks.
Hence, to arrive at intelligible conclusions, a systematic study of the peculiarities of the Internet
of Things environment, including its security and performance requirements and progression in
blockchain technologies, is carried out. Moreover, this thesis also identifies unique challenges to

blockchain's adoption in the Internet of Things and recommends a possible way forward.

Based on a systematic and analytical review of blockchain technology, this study proposes a
privacy-preserving and secure data sharing framework for smart cities. The proposed scheme
preserves user data privacy by dividing the blockchain network into various channels, where
every channel comprises a finite number of authorized organizations and processes a specific type
of data such as health, smart car, smart energy, or financial details. Moreover, access to users'

data within a channel is controlled by embedding access control rules in the smart contracts. The



devised solution also conforms to some of the essential requirements outlined in the European

Union General Data Protection Regulation.

Another important contribution of this work is the conception and design of a novel Internet
of Things centric consensus protocol with the Internet of Things focused transaction validation
rules. The proposed Proof-of-Honesty consensus protocol not only reduces the possibility of
Byzantine behavior by block proposers (validator/mining nodes) during the consensus process
but is also scalable with low communication complexity. It is believed that the proposed
consensus protocol will prove to be a governing factor for the Internet of Things systems

considering to adopt blockchain technology.

Correspondingly, the main conclusion of this research and evaluation is that a sensibly
selected and carefully designed blockchain-based 10T application can provide some assurance to
the users concerning the security and privacy of their data. In this context, the focus should be on
developing an IoT-centric consensus protocol with an intelligent misbehavior detection
mechanism to detect and identify malicious miner/validator nodes. Moreover, validation of IoT

devices’ integrity is also an open challenge that requires due attention.
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” A person who never made a mis-

take never tried anything new”

- Albert Einstein

Introduction

Millions of embedded devices are being used today in safety and security-critical applications such
as Industrial Control Systems (ICS), Vehicular Ad-Hoc Networks (VANET), disaster management
and critical infrastructure [1]. A massive number of these devices have been interconnected to each
other and further connected to the internet to form an Internet of Things (IoT). loT-based services
have seen exponential economic growth in the last five years especially in telehealth and manu-
facturing applications and are expected to create about USD 1.1-2.5 trillion contributions in the
global economy by 2020 [2]. It is also estimated that by 2020, the number of IoT connected
devices will exceed to 30 billion from 9.9 million in 2013 [3] and Machine-to-Machine (M2M)
traffic will constitute up to 45% of the whole internet traffic [4]. However, due to interconnection
with the internet, [oT devices are vulnerable to various attacks, including malware, remote access,
Man-in-the-Middle (MITM), storage, and Distributed Denial of Service (DDoS) attacks [1,5-10].
Moreover, it is believed that IoT devices are being manufactured rapidly without giving much at-

tention to security challenges and the requisite threats [11].

According to [12], more than 85% of enterprises around the world will be turning to IoT de-
vices in one form or the other, and 90% of these organizations are not sure about the security of
their IoT devices. Similarly, Joseph Steinberg in [13] has listed many appliances that can spy on
people in their homes. A recent study carried out by HP [14] also revealed that 70% of the devices
connected to the internet are vulnerable to numerous attacks. Moreover, the development of smart
cars is also on the rise in the world, in which vehicle on-board computer systems are connected
to the internet, thus making them vulnerable to cyber-attacks [7]. Also, the legacy industrial sys-
tems such as manufacturing, energy, transportation, chemical, water and sewage control systems

(connected by the 10T to achieve better monitoring, control, and conditional maintenance) have
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greater security risks [15]. Attacks on industrial systems are not just a threat; instead, it is a reality,
as two Russian security researchers found vulnerabilities in more than 60,000 internet-connected
control systems that could be exploited to take full control of the compromised systems running
energy, chemical, and transportation applications [16]. Furthermore, it is expected that by the end
of 2020, more than 25% of corporate attacks would be because of compromised IoT devices [17].
Similarly, the successful launch of sophisticated cyber-attacks like Mirai [18], Ransomware [19],
Shamoon-2 [20] and DuQu-2 [21] on ICS and other critical infrastructure in recent past have ren-

dered existing IoT protocols ineffective.

Moreover, despite centralization and controlled access to data, even the cloud supported IoT is
vulnerable to security and privacy issues [22]. Security flaws in IoT are thus leading to attacks on;
device integrity, data integrity and privacy, availability of network and attacks on the availability
and integrity of services e.g., Denial of Service (DoS) and DDoS attacks [10]. The current security
issues in 10T can be attributed to centralized network architecture, lack of application layer secu-
rity, inadequate standardization on IoT products concerning security i.e., hardware and software,
and the wide gap between manufacturers and security analysts. According to IBM Institute for
Business value [23], it is critical for the future of IoT that its operational model is revived from
costly, trusted and over-arched centralized architecture to a self-regulating and self-managed de-
centralized model. Such a transformation will provide scalability, reduced cost of infrastructure,
autonomy, secure operations in a trustless environment, user-driven privacy, access control and
redundancy against network attacks. In this regard, blockchain [24] is being considered as one of
the possible mechanisms to realize desired decentralization, data security, and privacy and trust-
less operational environment [25]. However, blockchain technology must be assessed thoroughly

before it can be used securely and efficiently in an IoT environment.

1.1 Motivation

People around the world use smart devices to improve the quality of life by monitoring and ana-
lyzing their private data such as health information, smart home environment, smart car operation
and management, and daily routine. This data analytics is no doubt beneficial. However, at the
same time, IoT devices are vulnerable to a vast number of security and privacy attacks [26]. Ad-
ditionally, the user data collected by numerous sensors is stored and processed by various Online
Social Networks (OSN), smart city control center or various other smart city components such as
Intelligent Transportation Systems (ITS), health emergency response, fire and rescue, etc., These
components (with mostly centralized control) process user data for the provision of various ser-
vices to the users and third parties. Although such a centralized control may look effective from

the outside, yet it has some significant security concerns.

Centralized control is subject to a single point of failure in case of a cyber-attack or other tech-
nical malfunctions [22]. Moreover, it also has trust issues, as the users have to put their trust in
the entity that is handling their data. Hence, users have no control over their data assets. Further
concerns for user data include: Users do not know where their data is stored, what is happening

to it and is there any unauthorized disclosure to the third parties. The above-mentioned users con-
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cerns are very much real as the disclosure of personal data leakage concerning millions of users
by Facebook Inc. [27,28] and a bug in Google Plus [29] that resulted in the exposure of personal
information of approximately (approx) 500,000 users is a candid example of one of the cloud/OSN
vulnerabilities. Hence, we aim to unfold the IoT threat environment and propose a potent defense
mechanism that can protect users' data and give users the liberty of controlling access to their pri-
vate information. Also, the data sharing process should be transparent that provides a clear picture

to the data owners about the collection and use of their data assets.

Besides, it is essential to make a clear distinction of data security, data privacy, and the absolute
goals of this research. Accordingly, data security generally encompasses three elements, i.e., data
confidentiality, integrity, and availability. Whereas, data privacy is another explicit requirement
that is mostly mixed up with data confidentiality. But in reality, data privacy is more than just en-
suring data confidentiality. Correspondingly, privacy may differ as per individual preferences [30].
E.g., public disclosure of health data or financial information may be fine with some people, but it
may be a privacy issue for the most. Hence, data privacy measures such as differential privacy, or
user anonymity, go beyond data confidentiality. Therefore, it is stated that this thesis endeavors to
devise a solution concerning data security focused on data integrity and controlled access to data.
Though user-defined fine-grained access control provides some privacy guarantees, data privacy

as a specific element is out of the scope of this thesis.

1.2 Challenges

One of the critical requirements concerning IoT security is to understand and characterize the
IoT security threats. Correspondingly, preservation of IoT users' privacy while making the sys-
tem transparent to ensure accountability of the policy violators is a daunting task. Moreover, the
shift from centralized control to a secure and efficient decentralized and distributed system to en-
able immutable and trustless operation is another challenge that requires considerable research.
Similarly, the correct interpretation of IoT users' security and performance requirements and their
systematic mapping to blockchain technology is also an essential requirement that needs to be

dealt with a meticulous analytical approach.

Besides, since the inception of Bitcoin in 2009, thousands of new cryptocurrencies [31] and
numerous blockchain platforms have been introduced. Most of these platforms were developed to
resolve some specific limitations of Bitcoin Blockchain, such as energy and computation-intensive
Proof-of-Work (PoW) consensus algorithm [24], low TX throughput, utility other than financial
value transfer, lack of data privacy, non-availability of identity (ID) and key management and la-
tency in consensus finality. However, from the IoT perspective, still, there are many unresolved
issues. The primary challenge is the implementation of user-defined access control to regulate
access to the users' personal data and also preserving user privacy. Another critical problem is
the non-availability of IoT centric consensus protocol. It also has some embedded issues such
as TX/block validation rules, consensus finality, resistance to DoS attacks, low fault tolerance,
and scalability concerning high TX volume, protection against Sybil Attack, and communication

complexity.
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Objectives Questions Deliverables

Figure 1.1: Objectives, research questions, and deliverables

1.3 Objectives and Research Questions

As depicted in Figure-1.1, this research aims to analyze the IoT threat spectrum in detail and
recommend an appropriate security framework to ensure the integrity and privacy of data in IoT,

with the following objectives to achieve:

a. Evaluate the IoT threat spectrum and highlight all the possible threats to IoT.
b. Propose a composite set of guidelines to develop a comprehensive IoT security framework.

c. Evaluate blockchain technology for its capabilities to protect against data integrity and privacy

threats in an [oT environment.
d. Propose an IoT-centric consensus protocol for blockchain-based IoT systems with a focus on:

e JoT-oriented TX validation rules.

Resistance to DoS attacks exploiting weak timing assumptions.

Fault tolerance against more than 1/3 faulty nodes.
Avoidance of Sybil Attack.

e [ow communication complexity.
Based on above-mentioned objectives, following research questions have been derived:

a. What are the current challenges to IoT security, and how can they be mitigated?

b. What are the impediments to the adoption of blockchain in IoT?

c. How to ensure data integrity and privacy in the IoT environment using blockchain?

d. What are the vital security and performance requirements that should be considered while

designing an ideal consensus protocol for IoT systems?
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1.4 Deliverables

The scope of the research established in line with the objectives of this thesis has made the follow-

ing contributions.

a. Attack methodologies of most of the known real-world attacks on IoT.

b. Security guidelines to help 10T standardization bodies in the design of minimum security stan-
dards for IoT systems as per the type of application.

c. A comprehensive comparison of blockchain consensus protocols in the backdrop of their
employment in IoT. Additionally, the identification of unique challenges to the adoption of
blockchain in the IoT environment.

d. An innovative framework for privacy-preserving and secure data sharing in smart cities.

e. A novel loT-centric, secure, and efficient consensus protocol.

f. IoT-oriented TXX/block validation rules.

1.5 Stakeholders

The thesis will assist the IoT device manufacturers, loT/blockchain solution architects, blockchain
service providers, and application developers in understanding the nature of existing voids in
IoT security and taking appropriate security measures. Besides, the IoT security researchers in
academia will also be introduced with some open challenges to explore in future research. More-
over, the users of smart devices will be enlightened on the overall cyber threat environment and

probable security options.

1.6 Research Methodology

The primary objective of this research is to enhance the security and privacy of user data collected
and processed in an IoT setting. Therefore, this research progresses very systematically. As shown
in Figure-1.2, the first stage of the research focuses on the review of all possible threats to the IoT.
It is followed by the formulation of attack methodology of malware and DDoS attacks, security
guidelines based on industry best practices, and finally identification of open research challenges
to IoT security. Based on the outcome of Stage-1, blockchain technology is identified as the savior
of IoT that can mitigate a majority of integrity threats in IoT. Hence, in Stage-2, blockchain is
comprehensively reviewed to ascertain its applicability to the IoT environment. Relative to this
requirement, it was deemed essential to determine the right blockchain platform and challenges
associated with the adoption of blockchain in IoT systems. Based on the study and experimen-
tation in Stage-2, the requirement for the design and development of a secure and efficient IoT
data-sharing framework was determined. Therefore, Stage-3 focuses on the development of pri-
vacy and integrity-preserving data sharing and also the design and development of an IoT-centric

consensus pI’OtOCOl.
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Threat Modelling

STAGE-1

* |loT Threat Modelling

* Anatomy of Real World Attacks

* Security Guidelines

* |Identify Open Research Challenges and Way Forward

Blockchain

STAGE-2

* Impact of Blockchain on loT

* Security and Performance Considerations for loT
* Identify Current Challenges

* Recommend Possible Solutions

Secure loT Operation

STAGE-3

* Secure loT Operation through Smart Contracts
* loT-centric consensus protocol

Figure 1.2: Research methodology

1.7 Organization of the Thesis

Based on the proposed research questions, the thesis is divided into seven chapters:

* Chapter-2 presents a comprehensive study on the anatomy of threats to the IoT, including
attack methodology of some of the most successful attacks.

* Chapter-3 proposes a defense-in-depth approach for the development of a comprehensive
IoT security framework.

* Chapter-4 investigates blockchain technology with a focus on consensus protocols, the im-
pact of blockchain on IoT, and particular security and performance requirements for future
IoT systems. It also presents a comparison of various blockchain platforms, current chal-
lenges, comprehensive gap analysis, and a way forward to resolve some of the significant
challenges.

* Chapter-5 introduces an innovative framework for privacy-preserving and secure data shar-
ing in an IoT setting (smart cities). The objective of this research is to devise a mechanism
such that users can control access to their private data in a transparent way. Moreover, the

study also proves the efficacy of a multi-channel blockchain network over a single-Channel
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blockchain system.
* Chapter-6 presents a unique IoT-centric blockchain consensus protocol that aims to reduce
the possibility of malicious behavior by a block proposer (validator/miner node).

* Finally, Chapter-7 summarizes the thesis by highlighting some important conclusions for

each chapter and a gist of future research challenges.







”What the Internet of Things is
really about is information tech-
nology that can gather its own in-
formation. Often what it does
with that information is not tell a
human being something, it [just]
does something.”

- Kevin Ashton

Anatomy of Threats to the IoT

This chapter comprises eight sections. Section-2.1 presents a gist of existing surveys on IoT
security. Similarly, Section-2.2 introduces a generalized IoT architecture and Section-2.3 and 2.4
provide a detailed description of some generalized and various specific threats to different layers
of IoT architecture. Correspondingly, attack methodologies of numerous real-world threats to IoT
systems are also discussed with a focus on vulnerabilities that can be exploited by a malicious
person to realize these threats into successful attacks. Whereas, Section-2.5 highlights security
challenges to cloud-supported IoT, and Section-2.6 presents a comprehensive study on the attack
sequence and methodology of malware and a botnet attack targeting critical IoT infrastructure.
Finally, Section-2.7 focuses on the gap analysis and also proposes a defense mechanism against
botnet-based DDoS attacks, and Section-2.8 summarizes the chapter. Most of this chapter has
been published as a tutorial paper titled “Anatomy of Threats to the Internet of Things,” in IEEE

Communications Surveys & Tutorials [26].

2.1 Related Work

To date, many reviews and surveys [8, 10, 32-36] have been conducted to highlight the security
issues of IoT. However, they do not cover the full spectrum of 10T security (as illustrated in subse-
quent sections). A detailed comparison of existing work is shown in Table-2.1. Most of the current
work focuses on a few aspects and leaves the rest. For instance, [8] refers to limited security is-
sues at different IoT layers and discusses all theoretical/non-industrial security methods without
defining an overall security model. Similarly, [10] mostly enumerates the DoS attacks on various

layers of Wireless Sensor Network (WSN) and some security vulnerabilities in RFID technology.

9]
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It does not give examples of such attacks illustrating the vulnerabilities exploited and also lacks
recommendations for protecting against the mentioned attacks. Whereas, [32] highlights some
generalized IoT security gaps concerning lack of standardization and regulations by discussing the
pros and cons of some existing security frameworks such as COBIT, ISO/IEC 27002:2005. The
authors propose an integrated security framework with generalized recommendations on hardware

and protocol security with an urge to develop IoT specific security standards.

Authors in [33] also briefly discuss the security and privacy issues in IoT with a focus on
some open problems. The researchers broadly cover some of the generalized security and pri-
vacy threats including internal and external attacks, DoS attacks, physical attacks and attacks on
privacy. Authors also highlight some of the security and privacy challenges to IoT such as user
privacy, data protection/authentication, ID/trust management, authorization and access control.
Whereas, [34] only covers the security and open research issues related to IoT communication
protocols. Similarly, [35] briefly highlights some security and privacy issues of five smart-home
devices and proposes an SDN-based network-level security mechanism that monitors and controls

network operations of each IoT device.

In another notable work [36], authors present an 10T security architecture comprising three
layers, i.e., perception, transport, and application layer. This research comprehensively covers
security issues of IoT with a focus on RFID and WSN. The authors also discuss access network
technologies including WiFi and 3G. Although authors have amply covered some security issues
related to 10T, yet there is room for improvement by including examples of practical attacks/vul-
nerabilities in IoT such as smart-home and wearable 10T devices. There is a further requirement
of adding a comprehensive security framework for IoT. Resultantly, there is a need for a com-
prehensive illustration of practical threats to IoT and formulation of a set of security guidelines
that should cater to varying standards of IoT devices and recommend a common framework for

end-to-end IoT security [17].

Contributions of this chapter. To cover the gaps in current literature (as shown in Table-2.1),
the major contribution of this chapter is to present an “All in one package” that comprehensively
covers most of the aspects of IoT security. The chapter progresses methodologically by first in-
troducing a generalized IoT architecture and a detailed IoT protocol stack showing technologies,
protocols and functionalities at various layers of IoT. It amply covers a range of generalized as
well as specific threats at different layers of IoT with some related examples. We also present a
consolidated list of threats to 1oT along with the vulnerabilities that can be exploited to convert
these threats into successful attacks. Another aspect that makes this work differs from its prede-
cessors is its due diligence on malware attacks and their attack methodology. We also deduce an

attack strategy of an IoT-based DDoS attack followed by necessary security measures.

2.2 1oT Architecture

Currently, there is a lack of consistency and standardization in IoT solutions across the globe

due to which there are issues related to interoperability, compatibility, and manageability [37].

[10]
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Figure 2.1: Generalized IoT architecture

Likewise, non-uniformity in the presentation of IoT Architecture and layered protocol stack was
observed in the literature review [8, 34,38-46]. Such as, [8] presents IoT layers showing the mea-
gre detail of functionality and the protocols. Similarly, [34] focuses on communication protocols
at various IoT layers. Whereas, [38] displays a table of elements and technologies that together
form an IoT. Therefore, it is believed that due to this non-standardization, the world has not yet
been able to agree on a single IoT reference model [38]. To reduce this non-uniformity, we present
a consolidated generalized IoT architecture and a layered IoT protocol stack shown in Figure-2.1

and Figure-2.2 respectively.

An IoT ecosystem may comprise different types of devices, which can be deployed in any
of the following topologies, i.e., star, clustered tree, and mesh. “Things” are usually connected
to a gateway device using various IoT communication protocols such as 802.15.4, LoRaWAN,
SigFox, ZigBee, WiFi, Bluetooth Low Energy (BLE), Near Field Communication (NFC) and Ra-
dio Frequency Identification (RFID). The gateway device, which is mostly a full-function device
(FFD) is connected to an application or a network server via 3G/4G, LTE (Long-Term Evolution),
Optical Fiber Cable (OFC), satellite link, etc. The network/application servers (may be located
in the cloud) provide different data analytic services to its users and third parties, including gov-
ernment and private organizations. The processed data is turned into useful information in the
form of health statistics, smart home autonomous services, Business Intelligence (BI), industrial

automation, environmental monitoring, livable urban communities or smart city sharing services.

As far as IoT protocol stack is concerned, as shown in Figure-2.2, the first layer is the phys-
ical/perception layer that consists of sensors, actuators, computational hardware, identification
and addressing of the things. As the name suggests, its purpose is to perceive the data from
the environment. All the data collection and data sensing are done at this layer [47]. Some other
functions of the physical layer include frequency selection, modulation-demodulation, encryption-

decryption, transmission and reception of data. The challenges faced by this layer are energy

[z]
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Figure 2.2: 10T protocol stack

consumption, security, and interoperability [37]. The second layer is the MAC (Medium Access
Control)/Adaptation/Network layer, which is responsible for receiving data from sensing devices
and then forwarding it to the application layer for processing, analytics, and smart services. The
network layer also faces specific issues concerning scalability, network availability, power con-
sumption and security [37]. The third layer is the application/services layer which provides smart
services to the customers and also feeds processed/aggregated data to the semantics layer. The
challenges being faced at this layer are related to handling, storage, and processing of data re-
ceived from the sensors, security/privacy of user information and conformity to industrial/govern-
ment regulations. E.g., Health Insurance Portability Accountability Act (HIPAA) in the United
States and Personal Information Protection and Electronic Documents Act (PIPEDA) in Canada
protect the users' rights concerning their health and personal information. The fourth and the last
layer is semantics which can also be termed as a business management layer as it manages all the
activities of an IoT system. It implies the use of cognitive technologies to provide certain high-end

services such as data analysis, business modeling, strategic decision-making and BI.

Although, by now, we are clear about what IoT is. However, there are many areas in which IoT
is different than traditional networks (including LANSs and internet), which are being discussed in

succeeding paras.

2.2.1 IoT vs Traditional Networks

Before discussing IoT threats, it is important to understand the differences between IoT and tra-

ditional networks, as these differences influence the development of requisite security and privacy

[13]
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solutions for IoT systems. The significant difference between conventional networks and IoT is
the level of the resourcefulness of end devices [36]. IoT usually comprises resource constraint em-
bedded devices such as RFID and sensor nodes. These devices have low memory, low computing
power, small disk space, and require low power consumption. Whereas, the traditional internet is
composed of computers, servers and smartphones that have plentiful resources. Hence, traditional
networks can be supported by complex and multi-factor security protocols without little resource
consideration. In contrast to this, IoT systems require lightweight security algorithms that main-

tain a balance between security and resource consumption such as battery life.

IoT devices mostly connect to the internet or gateway devices through slower and less secure
wireless communications media such as 802.15.4, 802.11a/b/g/n/p, LoRa, ZigBee, NB-IoT and
SigFox. Resultantly, IoT systems are prone to data leakage and other privacy issues. Whereas, on
the traditional internet, end devices communicate through more secure and faster wired/wireless
media such as fiber optics, DSL/ADSL, WiFi, 4G and LTE. Another difference is that traditional
network devices have almost the same operating system (OS) and data format, but in the case of
IoT because of application-specific functionality and lack of OS, there are different data contents
and formats. Hence, because of this diversity, it is difficult to develop a standard security protocol
that fits all types of IoT devices and systems. As a result, a wide range of IoT threats are still at

loose and threaten the security and privacy of the users.

If we look at the security design, traditional networks are secured by a blend of static network
perimeter defense based on firewalls, IDS/IPS, and the end devices are secured by host-based
approaches such as anti-virus and security/software patches. Whereas, the host-based security
approach cannot be applied to the resource constraint IoT devices [48]. Nonetheless, there are
numerous vulnerabilities in IoT devices such as lack of physical security that includes unguarded
distributed deployment, no tamper-proofing, no environmental protection, and plausibility of side-
channel attacks. Some other weaknesses include the absence of host-based defense mechanisms
(e.g., anti-virus), lack of software updates and security patches, lack of access control measures,
cross-device dependencies (e.g., a light bulb is triggered by a light sensor), and lack of IoT-focused
attack signatures. Due to said vulnerabilities, the conventional perimeter defense mechanisms
cannot protect the IoT devices against insider attacks and physical compromise by unauthorized

employees/personnel.

2.3 Generalized Threats

It is estimated that with the rise in the number of things connected to IoT systems to swarming
billions of devices by 2020, the potential vulnerabilities will also increase [32]. Hence, the increase
in vulnerabilities due to non-standardization of IoT technologies may give rise to security incidents
in IoT systems. Some of the most common security issues in IoT are highlighted in succeeding

sections.

[14]
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2.3.1 Security and Privacy Issues

During a security audit conducted by [49], numerous smart devices were checked for security
breaches. As per the findings of the security audit, almost 90% of these devices gather personal
information about the users in some form or the other. This unauthorized storage of information
is vulnerable to data security, privacy, and integrity attacks. Researchers in [9] and [32] have
also rendered security issues in IoT a threat to data confidentiality and user privacy. Moreover,
the lack of reliable authentication mechanism in IoT devices is also a contributing factor in weak
IoT security [10]. Additionally, the lack of data encryption and network access control measures
enable an attacker to pose a real threat to user privacy through eavesdropping and traffic analysis
[50].

2.3.2 Threats to eHealth IoT Devices

Biomedical Sensor Network (BSN) is a particular case of WSN in which sensors monitor the pa-
tients' health and also facilitate chronic disease self-care [51]. BSN has dynamic network topology
due to mobile nodes, power constraints, and low bandwidth IoT communication protocols. There-
fore, BSN is vulnerable to numerous attacks including DoS, eavesdropping, masquerading, and
unauthorized disclosure of personal health information. A successful attack can be life-threatening
and can also cause loss of data, misuse of access, loss of personal information, manipulation of

data and even in some cases non-availability of critical health services.

2.3.3 Device Integrity Issues

The deployment and successful operation of IoT in critical infrastructures like smart grids, health-
care, ITS, smart vehicles and smart homes are highly dependent on the reliability of devices and the
data transmitted between these devices [8]. However, [oT end devices mostly operate in a trustless
environment without any physical security. Hence, these devices are subject to physical attacks
including invasive hardware attacks, side-channel attacks, and reverse-engineering attacks [52].
In addition, cyber-attacks incorporating compromised IoT devices as bots such as Mirai DDoS

attack, are a significant threat to corporate IoT [53].

2.3.4 Software/Code Integrity Issues

Software integrity, including the integrity of the OS, applications (apps), and device configuration,
is a key element to guarantee security and privacy of the “Things”. In the recent past a practical
manifestation of such an attack was experienced by the world in the form of “Mirai” [54]. This
attack created a botnet by hacking into thousands of IoT devices including CCTV cameras and
DVRs, by exploiting a firmware weakness. It then directed these devices to launch a DDoS attack

on a DNS (Domain Name System) service provider named Dyn.

It is believed that the lack of anti-virus/malware detection mechanisms in IoT leads to at-

tacks on the integrity of the code/software of an end device [8,9]. The mobile apps are another
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source of malware in smart devices that further corrupt the computer networks through infected
emails, documents, and direct connection. In 2016, approximately 1 million Google accounts were
hacked through an Android malware called “Gooligan.” The malware propagated through eighty
six seemingly legitimate apps [17]. Therefore, IoT devices need to be protected against malware

attacks such as trojans, viruses, and other runtime attacks [9].

2.3.5 Issues Concerning Communication Protocols

Further challenges in security design of IoT arise from the fact that most of the current wireless
communication protocols adhere to the Open Systems Interconnection (OSI) layered protocol
architecture, and the physical layer encryption is not complemented with additional security
mechanisms in the upper layers of the communication [55]. A Man-in-the-Middle (MITM) attack
launched by spoofing the Address Resolution Protocol (ARP) at the MAC layer is an example of
such a security breach. Moreover, researchers in [56] have identified that cross-layer and hybrid
security issues are open research challenges in wireless communications. These issues can be
easily extended towards IoT and Cyber Physical Systems (CPS). The same has been
demonstrated through various security breaches such as maliciously gaining unauthorized access
to a Mitsubishi vehicle through a brute-force hack of the pre-shared WiFi key, exfiltration of
private/sensitive data from a computer through a covert FM Channel [57], and hacking of

wirelessly controlled implantable medical device [58].

Similarly, cellular technologies such as Universal Mobile Telecommunications Service
(UMTS), Global System for Mobile Communications (GSM), and Long Term Evolution (LTE)
also suffer from specific security issues [59]. Due to the open implementation of radio baseband
stacks, the mobile networks have an added threat of hacking and cyber-attacks. Moreover, GSM
and UMTS networks are vulnerable to “International Mobile Subscriber Identity (IMSI)
Catching” by an active attacker. Also, there is a time delay in setting security contexts while a
User Equipment (UE) is connected to the base station. Such a delay may prove fatal for
delay-sensitive applications, e.g., autonomous cars, smart medical instruments, etc. Mobile
networks are also vulnerable to DoS attacks launched by mobile bots [59]. The mobile bots may
attack the Mobility Management Entity (MME) and Home Subscriber Server (HSS).
Correspondingly, radio interface jamming is the DoS attack specific to wireless communications.
A smart jamming attack can be launched against 3" Generation Partnership Project (3GPP)
specified mobile networks by using mobile botnets, in which control channels essential for the
overall operation of the radio interface can be selectively blocked. DoS attacks are even a threat

to 5G networks.

Furthermore, the short-range wireless technologies like Bluetooth and Zigbee are not suitable
for applications that require long communication range with low bandwidth. Although cellular
technology does provide long coverage for M2M communication, but it requires more
power [60]. Therefore, since 2015, Low Power Wide Area Network (LPWAN) is considered to
be a suitable technology for the applications that require wide-area coverage, low energy

consumption, Quality of Service (QoS), low data transmission rate, low latency and low
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costs [60,61].

Koushanfar et al. also illustrate that communication protocols are subject to protocol attacks,
including MITM and DoS attacks [62]. A manifestation of one of the DoS attacks on the wireless
communication protocol 802.11b is presented in [63]. The author highlights the vulnerability in
the exchange of a disassociation message between the client and the station. It is identified that
the message is sent without any authentication. Hence, it enables an attacker to initiate a
disassociation message on behalf of other users to stop them from connecting to the network.
Correspondingly, this DoS can result in a severe availability issue in the case of a CPS/IoT
system [64]. It can further be deduced that almost all communication protocols such as 802.15.4,
Zigbee and LoRaWAN provide conventional cryptographic security assurances such as
confidentiality, data integrity, data authenticity, replay protection and non-repudiation [34, 40].
However, the cryptographic security embedded in communication protocols is not meant to

protect against node compromise and malware attacks.

There is another upcoming communication technology developed by IEEE 802.1 Time
Sensitive Networks (TSN) Task Group (TG) for applications requiring Ultra-Low Latency (ULL).
TSN promises a secure end-to-end network connection between a sender and receiver node
through a time-sensitive capable network [65]. Similarly, Internet Engineering Task Force (IETF)
is also working on Deterministic Networks (DetNet) to interconnect the isolated Operational
Technology (OT), i.e., CPS with IT networks [66]. However, such interconnection will expose
the CPS to various internal and external attacks. Moreover, being a work in progress, security
aspects require due consideration to mitigating the internal and external threats ranging from

detNet flow modification to path manipulation and attacks on time-synchronized mechanisms.

Coming over to the core network communications media, mostly OFC interconnects multiple
corporate data centers or an ISP with the internet gateway. An optical fiber channel may directly
impact an IoT system, e.g., a smart home gateway device is connected to an ISP through a
Fiber-To-The-Home (FTTH) connection to provide internet-based remote access to various
services being used by the owner of the house. Also, the same connection is used by the vendor
for maintenance/remote monitoring of the system.  Optical channels are vulnerable to
eavesdropping, jamming, and attacks to the availability [67]. An attacker can also eavesdrop on
classified/private data by tapping into an optical fiber for unencrypted channels [68] or by
cracking the encryption keys that are isolated from the payload and are transferred over the
Network Management System (NMS) [69]. Whereas, jamming attacks can be launched by
introducing in-band and out-of-band cross-talk [70], and by exploiting vulnerabilities of the alien
wavelengths [71]. Some other factors that may degrade an optical channel by launching signal
insertion attacks include Mixed Line Rate (MLR) networks, On-Off-Keying (OOK) amplitude
modulation and Cross-Polarization Modulation (XPoIM) [72].
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2.3.6 Hardware Vulnerabilities

IoT devices are being commercially developed with more emphasis on device functionality rather
than security. Hence, security features are often added in an ad-hoc manner [73]. Therefore,
commercial IoT devices have residual hardware vulnerabilities such as open physical interfaces
and boot process susceptibilities, which can be remotely exploited [74]. Whereas, the reliable and
safe operation of IoT systems depends on the integrity of the underlying devices in general, and

the integrity of their code and data in particular [75].

2.3.7 DoS Attacks

Due to constraint resources such as low memory, low computation power, and low battery con-
sumption, IoT devices are vulnerable to resource exhaustion attacks [33]. These attacks include
jamming of communication channels, extensive unauthorized or malicious utilization of critical
IoT resources such as bandwidth, memory, CPU time, disk space and change of node configura-
tion. All of these attacks will most likely affect the operational functionality of IoT devices and

the non-availability of their services to the respective users.

2.3.8 DDoS Attacks

The analysis of past cyber incidents infer that the vulnerabilities of IoT devices make them an
ideal platform to launch DDoS attacks. It has also been disclosed by [76] that 96% of the devices
involved in DDoS attacks were IoT devices. Whereas 3% were home routers and 1% were com-
promised Linux Servers. Correspondingly, it is imperative to highlight the difference between DoS
and DDoS attacks. In a DoS attack, an attacker targets the victim system, e.g., an application or
a network server, mostly using a single source of the attack. Whereas DDoS attacks are launched

using more than one attacking/compromised machines.

2.3.9 Security Challenges Specific to WSN

Chen et al. in [77] have classified threats unique to WSN in the following categories: interruption,
interception, modification, and fabrication attacks. Moreover, unauthorized insertion of malicious
messages in the network has also been highlighted by [39]. Authors in [36] point out that due to
wireless communications media, the process of information collection/sharing can be subjected to

eavesdropping, malicious routing and message tampering.

2.3.10 Security Issues of RFID and Bluetooth Devices

Due to lack of physical protection and wireless nature of RFID communications, RFID tag data is
vulnerable to confidentiality and integrity attacks [39]. Some other security issues include lack of
uniform coding, conflict collision, privacy protection, and trust management between the RFID tag

and the reader and between the reader and the base station [36]. Similarly, the use of unpatched
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Figure 2.3: Classification of IoT attacks based on their impact on deployment

or old version Bluetooth devices can cause connectivity to unauthorized/malicious devices thus

exposing private or security-critical data [39].

2.3.11 User Unawareness

Users are considered to be one of the most common attack vectors. Due to the lack of security
training and awareness, employees are vulnerable to social engineering, phishing, spear-phishing,
and accidental security breaches. Hence, they unwittingly download malicious codes by clicking
infected links in the emails. Also, the sharing of sensitive data over public networks through
mobile devices is another cause of security breaches. Therefore, it is estimated that with the
increase in smartphone users, almost one-third of the mobile devices are at high risk of exposing
official data [17].

2.4 Threats at Different Layers of loT Architecture

Table-2.2 shows a list of numerous threats at various layers of IoT architecture and the vulnera-
bilities that can be exploited to convert such risks into successful attacks. Moreover, As shown
in Figure-2.3, these attacks have also been classified based upon their impact on IoT node de-
ployment and network architecture. Correspondingly, the IoT threats impinge on the geographical
(geo) placement/location and level of physical security of IoT devices as per the sensitivity of
data and the critical infrastructure. Besides, the selection of IoT communication protocol and net-
work topology is also derived by the threat environment and the requirement of requisite security
measures. E.g., if there is a threat of jamming of wireless channels by the attacker, the use of
frequency hopping or a spread spectrum technology would be an appropriate response. Similarly,
the decision on the network control by a single entity or a distributed control, and other network
security paradigms such as the need of network segmentation and network virtualization for better
neutralization and mitigation of IoT attacks are also derived by the extent and types of IoT attacks.
The detailed description of these threats at different layers of IoT architecture is presented in the

succeeding sections.
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Table 2.2: Threats to the IoT

tacks

(Channel access scheme), MAC spoofing,

weak network access control

Ser Threat Vulnerabilities Exploited References

Generalized Threats

1. Eavesdropping and traffic analysis Lack of encryption and network access control [50]

2. Masquerading and unauthorized disclosure of | Weak data security, authentication and autho- [51]

personal information rization mechanism

3. Device integrity Lack of physical security, no tamper-proofing, [52,74]
trustless environment, open physical interfaces,
boot process vulnerabilities

4. Remote code execution Lack of host-based or strong network level se- [53]
curity

5. Software/Code integrity No malware detection mechanism, weak net- [8,9]
work and application layer security

6. Threats to communication protocols (MITM, | Spoofing the ARP, brute-forcing pre-shared [55,57,63]

unauthorized access, DoS) WiFi keys, vulnerability in the exchange of dis-

association message

7. DoS (Resource exhaustion) attacks Weak network and application layer security [33]

Physical/Perception Layer

1. Eavesdropping Unprotected communication channel, no en-
cryption

2. Battery drainage attacks Unchecked volume of legal requests, lack of
spam control

3. Hardware failure/exploitation Negligence by the manufacturers, Faults (hard- [8,78]
ware and software) of the developers, Unpro-
tected interfaces (e.g., UART, JTAG)

4. Malicious data injection Weak access control [22]

5. Sybil attack Lack of ID and device management [79]

6. Disclosure of critical information Lack of physical protection for the devices

7. Device compromise Vulnerable physical interfaces, Boot process [80,81]
vulnerabilities

8. Timing attacks and hardware exploitation Open debugging ports [1,82]

9. Node cloning Lack of standardization on hardware security [83]
and tamper-proofing

10. Semi-invasive and invasive intrusions Lack of physical security and tamper-proofing [84]

11. Change of configuration/Firmware-version Weak implementation of cryptographic algo- [84]
rithms

12. Unauthorized access to the devices Use of default or hardcoded username and pass- [78,85]
words

MAC/Adaptation/Network Layer

1. Unfairness, impersonation and interrogation at- | Weaknesses in communication protocols [86,87]

Continued on next page
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Table 2.2 — Continued from the previous page

Ser Threat Vulnerabilities Exploited References
. .. . . . [10, 40, 51,
2. DoS attacks to include collision attack, Chan- | Flaws in medium-access control and communi- 94780
nel congestion attack, battery exhaustion at- | cation protocols 891
tack, exploitation of CSMA, PANId conflicts
3. Fragmentation attack Lack of security mechanism in 6LoWPAN [34,90]
4. MITM, eavesdropping Weak authentication and data security [22]
5. Spoofing, hello flood and homing attacks Weak authentication and anti-replay protection [10,91]
6. Message fabrication/modification/replay | Weak data authentication and anti-replay pro- [22,92]
attacks tection
7. Network intrusion and device compromise (re- | Weak network intrusion detection/prevention [8,93]
motely using malware) system, weak device access control once the de-
vice is operational, inefficient ID management
8. Node replication attack and insertion of rogue | Weak network and device access control mech- [86,94]
devices anism
9. Selective forwarding attack, Sybil attack, | Weaknesses in network routing protocols [10,95]
wormbhole attack, blackhole attack
10. Storage attacks Centralized data storage, non-replication of [8]
data storage, no protection against malware
such as cryptlocker and ransomware
11. DoS attacks launched by sending fake/false | Weak link layer authentication and lack of anti- [51,91,96]
messages to a node, server or a gateway device | replay protection
Application Layer
1. Malicious codes Lack of application/web security, authentica- [8]
tion and authorization mechanism
2. Software modification Lack of application/web security [9]
3. Brute force and dictionary attacks, escalation of | Weak authentication and authorization mecha- [97]
privileges and data tampering nism
4. SQL injection attacks Injection flaws in SQL/noSQL databases, OS [98]
and Lightweight Directory Access Protocol
(LDAP)
5. ID theft and password/key/session-token com- | Incorrect implementation of authentication in [97]
promise applications vis-a-vis session management
6. Disclosure of sensitive/private data Insecure web applications and APIs 971
7. Cross-Site Scripting (XSS) Vulnerabilities in web applications and user un- [99]
awareness
Semantics Layer
ID theft, compromise of user privacy Lack of data/application security [100]

2.4.1 Physical/Perception Layer

Some of the significant threats at physical/perception layer include:

a. Eavesdropping on Wireless Communication. Attackers can install devices similar to end-

nodes in an 10T system to sniff wireless traffic and extract some valuable information about

users.
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b. Loss of Power. A battery drainage attack in which a node is bombarded with a large no of legal
requests, thus preventing it from going into sleep or energy-saving mode.

c. Hardware Failure. [oT devices installed in ehealth, ITS, smart cities, and smart grids can be
termed as the lifeline to the users. Hardware failure due to a manufacturing fault or as a result
of a cyber-attack may lead to substantial damage to the system and physical impairment to the
users [8]. In such an endeavor, researchers from security consultancy Rapid-7 [78] discovered
that seven commercially available smart devices are vulnerable to cyber-attacks. These devices
include the Philips In.Sight wireless baby monitor, iBaby Monitor M3S/M6, Summer Infant
Baby Zoom, TrendNet WiFi Baby Cam, Lens Peek-a-View and a Gynoii device.

In some cases, attacks were as simple as guessing or switching out sections of web address-
es/URLs. In the particular case of iBaby M6, it was possible to guess the serial number of the
device, camera type, and the user ID. These parameters were then used in the web login URL
to execute an authentication bypass access to the device. In a similar attack, the researchers
were able to initiate video and audio streams in a Philips camera. In general, there was no
blacklisting or whitelisting of IP addresses to control access to these URLs. The researchers
were also able to register a new user account for the Summer Baby Zoom Camera by manip-
ulating the URL related to Summer Baby WiFi Monitor and Internet Viewing System without
any disclosure/alarm to the legitimate users.

d. Malicious Data Injection by Forged Devices. Any determined malicious attacker can in-
troduce a forged device in an IoT system to eavesdrop on the radio traffic, inject fabricated
messages, or flood the radio channels with fake messages to render the system unavailable to
the legitimate users [22].

e. Sybil Attack. In this attack, a malicious node may present multiple IDs by impersonating other
nodes or by generating new fake IDs. In the worst-case scenario, multiple IDs may be generated
using a single physical device [79]. The attacker may present all the Sybil IDs simultaneously
or one by one in different instances. A Sybil Attack may affect the outcome of a voting-based
fault tolerance system or a routing protocol.

f. Disclosure of Critical Information. A malicious attacker, say a smart thief continually mon-
itors the wireless sensors traffic of a smart house. Even if the wireless data is encrypted, the
reduced data traffic may infer critical information to the attacker that the house is empty. There-
fore, he can plan a robbery.

g. Side-Channel Attacks. These attacks are based on side-channel information about the IoT
device. Such information is other than the plaintext or ciphertext messages, i.e., data about
processing time or power consumption of the device in encrypting/decrypting various mes-
sages and during the computation of different security protocols like Diffie Hellman (DH) key
exchange or Digital Signature Standard (DSS) protocols [101].

h. Device Compromise. In a practical manifestation of such an attack, researchers in [80] com-
promised a smart controller of a home automation system (device setup is shown in Figure-
2.4) through an open Universal Asynchronous Receiver-Transmitter (UART) interface. The

complete attack sequence is also shown in Figure-2.5. Initially, the researchers collected in-
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Figure 2.4: Home automation device setup
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formation about the smart controller device and identified some weaknesses. Based on the
vulnerabilities, the researchers were successful in gaining access to the device. Once inside
the device, they were able to view the start-up sequence. They modified the boot parameters
and gained low-level access. They also brute-forced the root password and launched network
layer attacks such as port scanning and network traffic analysis. In another vulnerability as-
sessment, the researchers were able to modify the ID of a smart meter by compromising the
device through a Joint Test Action Group (JTAG) interface. They re-enabled write access to
an Electrically Erasable Programmable Read-only Memory (EEPROM) that stored the device
ID. As a result of such an attack, the spoofed device ID can be used to feed wrong power con-
sumption data to the smart meter reader. Similarly, owing to the boot process vulnerabilities,
the compromise of boot sequence not only facilitates the attackers in attacking other high-level
layers but also in taking control of the device. In an experimental setting in [81], a similar at-
tack was successfully executed on Google Nest Learning Thermostat and Nike+ Fuelband SE
fitness tracker. The researchers exploited vulnerabilities in the boot process of the Nest Ther-
mostat OS and also some weaknesses in the physical design. The devices were compromised
despite the availability of default security features including WPA-2 personal security on WiFi
interface, Transport Layer Security (TLS) 1.2 for transmission of any log related data, access
to Nest Cloud using OAuth authentication tokens and use of PKCS-7 certificates to ensure
authentication and integrity of update images.

i. Timing Attacks and Hardware Exploitation. Debugging ports (UART, JTAG, etc.) left
open by the manufacturers make the system vulnerable to timing attacks and re-flashing of
external memory [1]. E.g., a weakness in Xbox 360 allowed the system to be downgraded to a

vulnerable kernel version through a timing attack [82].
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Figure 2.5: Attack sequence of compromising a smart home controller through an open interface

j- Node Cloning. Due to the lack of standardization of IoT device design, mostly the IoT devices
such as sensor nodes and CCTV cameras are developed without any hardware tamper-proofing.
Therefore, these devices can easily be forged and replicated for malicious purposes. This phe-
nomenon is also known as node cloning [83]. It can happen in any of the two phases, i.e., the
manufacturing phase, as well as during the operational phase. In the former case, an internal at-
tacker can substitute an original device with a similar, pre-programmed thing for unauthorized
purposes. Whereas, during the operational phase, a node can be captured and cloned. Node
capture may further lead to the extraction of security parameters and firmware replacement
attacks.

k. Invasive/Semi-invasive Intrusions. Semi-invasive and invasive intrusions are a serious threat
to smart devices, as trusted boot sequence relies on trusted on-chip assets. Since long, en-
cryption/decryption keys and other sensitive information stored on-chip is considered secure.
However, today the invasive methods can reveal valuable assets stored on the chip and may
compromise any protocol utilizing the secret information. In such an endeavor [84], the re-
searchers were able to extract the stored Advanced Encryption Standard (AES) Key from the
internal memory of Actel ProASIC3 FPGA, by launching “Bumping Attacks.”

1. Change of Configuration/Firmware-Version. Improper implementation of encryption and
hash functions threatens the security of the underlying system. E.g., even if a system is se-
cured with robust authentication mechanisms such as X.509 certificate-based TLS, unless the
credentials are securely stored, they can be subjected to malicious attacks. Correspondingly,
researchers in [102] were able to downgrade the firmware of Sony Play Station-3 by exploiting
weak cryptographic implementations.

m. Unauthorized Access to The Devices. The use of default passwords by the users and hard-
coded usernames and passwords by the manufacturers is a major security vulnerability nowa-
days. For instance, the iBaby M3S wireless monitor is shipped with a hardcoded username and

a password of “admin.” Whereas, the hardcoded credentials can only be fixed by a firmware
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update from the manufacturer [78]. Moreover, the channels that are left open by the manufac-
turers for debugging or Over-the-Air (OTA) firmware updates are not always secure. Similarly,
the developers may leave some open Application Programming Interfaces (APIs) for accessing
the devices at a later time. In such an attack, the Summer Baby Zoom WiFi camera that comes

with hardcoded admin access was compromised by the security researchers [85].

2.4.2 MAC/Adaptation/Network Layer

Numerous threats affect security at the MAC layer, such as unfairness, interrogation, imperson-
ation, and Sybil attack [86, 87]. Some of the DoS attacks at this level include collision attack,
channel congestion attack [10,88], battery exhaustion attack (by increasing the frame counter value
and spoofing of acknowledgment frames) [40, 89], exploitation of Carrier Sense Multiple Access
(CSMA) by transmitting on multiple channels [40, 88] and initiation of fake PANId conflicts. At
the adaptation layer, there is a likelihood of a fragmentation attack on 6LoWPAN protocol [34,90].

Next comes the network layer, at which most of the attacks are anticipated because it not only
connects multiple private LANs but also provides an interface to the internet. Significant threats
to security and integrity of the system include MITM, eavesdropping [22], spoofing [10], message
fabrication/modification/replay attacks [22], unauthorized access to network, compromise of a de-
vice (done remotely using malware) [8], node replication [86] and insertion of rogue devices [94].
Similarly, the threats to the availability of the network/services are; hello flood attack, selective
forwarding, Sybil attack, wormhole attack, blackhole attack [10], and storage attacks [8]. DoS
attacks can also be launched by sending fake/false messages to a node, server [51], or a gateway
device [96].

2.4.3 Application Layer

Security is rarely a preference for the application developers as they focus more on efficiency and
service delivery [103]. As a result, the applications can easily be compromised, and their services

can be denied to legitimate users. Major threats to the application layer are:

a. Malicious Code. Malicious codes spreading over the internet or targeted malware can easily
compromise the connected 10T devices by exploiting their unique vulnerabilities, e.g., lack
of application security and weaknesses in authentication and authorization mechanism. The
infected devices can be used as bots to launch further attacks on other end devices/network
applications [8].

b. Software Modification. An attacker can compromise an IoT device physically or by remote
access and then modify the software or firmware to perform an unauthorized action [9]. The
exploitation can be done via binary patching, code substitution or code extension.

c. Weak Application Security. Security of application/OS running on an IoT device is of utmost
importance. Any weakness in the authentication and authorization mechanism can result in
brute force attack, dictionary attack, unwanted disclosure of information, the elevation of priv-

ileges, or data tampering. Moreover, the latest application security risks ranked by Open Web
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Figure 2.6: Attacking a Belkin WeMo Switch by exploiting an SQL injection vulnerability

Application Security Project (OWASP) [97], pose a valid threat to IoT systems that rely on

websites and applications to provide relevant services to their users. Some of these application

risks include:

o Injection flaws that threaten SQL/noSQL Databases, OS, and Lightweight Directory Ac-

cess Protocol (LDAP), pose an equal risk to IoT application and database servers. In
such an endeavor security researchers were able to exploit an SQL injection vulnerabil-
ity in Belkin's smart home products [98]. This vulnerability allows an attacker to inject
malicious code into the paired Android WeMo smartphone app and take root control of
the connected home automation device. The sequence of attack is illustrated in 5 steps in
Figure-2.6, i.e., from a to e. In that, firstly, the attacker discovers an SQL injection vulner-
ability in the Belkin WeMo Android app. He also discovers that there is no authentication
and encryption used for communication with the Belkin device. Hence, anyone can send
a malicious SQLite file to the device. He does the same and resultantly gets root-level
access to the Belkin device. Once inside, the attacker can launch a DDoS attack or can
cause the IoT devices to malfunction. E.g., The lamp is kept on for a long time irrespec-
tive of the rules defined by the user. It is imperative to mention here that once an attacker
gains root-level access to the device, he can even kill the firmware update process initiated
remotely by the vendor. Hence, the device can be kept in the compromised state for as

long as desired by the attacker or until the device is updated on the site.
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Figure 2.7: Threats to the Philips Hue connected bulb

e Incorrect implementation of authentication in applications vis-a-vis session management
allow attackers to steal IDs of other users and compromise passwords, keys, and session
tokens. The inability of a user to change the default username and password to access a
new device or application is an example of this weakness. This aspect is critical for IoT
systems based on smart devices, such as smart cities, smart homes, smart vehicles, and
wearable health monitors. An example of such a vulnerable device is the Withings smart
baby monitor that allows the users to monitor their babies remotely via a mobile app.
However, the video stream sent from the baby monitor to the WiFi Router is in plain-text.
Hence researchers in [35] were able to hijack the session using ARP poisoning and gain
access to the camera feed.

e Sensitive data exposure due to insecure web applications and APIs pose a significant
threat to the confidentiality and privacy of user data collected or processed by IoT devices
such as smartphones, wearable health monitors and smartwatches. An example of such
a vulnerability is the Philips Hue smart bulb [35]. It enables users to control the lighting
system through a mobile app wirelessly. However, the data exchange via HTTP between
the app and the Ethernet-enabled bridge that forwards the commands to the smart bulb
is in plain text. Hence, any MITM attacker or eavesdropper can sniff the communica-
tion between the user and the smart bulb and ascertain the personal habits of the user.
Moreover, an attacker can also extract the list of authorized users from the bridge and can
masquerade as a legitimate user later. The threat scenario is shown in Figure-2.7.

e Broken access control is due to the lack of restrictions on authenticated users. The same
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can be exploited in an IoT system by attackers to access unauthorized functionality or
data. Such as change of health monitor's thresholds for generating an alarm/notification.

e Security misconfiguration is one of the most common weaknesses. It implies insecure
default configurations, open cloud storage, misconfigured HTTP headers, and overblown
error messages that may contain sensitive information. An IoT device is insecure without
secure configuration and timely up-gradation of its OS and applications.

e Cross Site Scripting (XSS) is a very prominent threat to web-based applications, and
IoT is not an exception. Correspondingly, security researchers were able to exploit a
XSS vulnerability in Belkin's smart home products [98]. Such a vulnerability allows an
attacker to run an arbitrary JavaScript code in the victim's browser [99]. It can further

lead to hacking into the smart device and theft of private data.

2.4.4 Semantics Layer

The creation of the semantics web has transformed the web from human-readable form to
machine-processable form. The machine processing has no doubt augmented human reasoning,
interpreting and decision-making abilities based on automated Big Data analytics. However,
extraction of intelligence or application-specific information from Big Data has its security and
privacy issues. E.g., unauthorized disclosure of personal information stored on social media or
sensitive health-related data may compromise the privacy of a user. Currently, the tools being
used to store and compute big data, such as Hadoop Distributed File System (HDFS) and

Google's MapReduce framework, are considered inadequate to protect sensitive data [100].

2.5 Security and Privacy Challenges to the Cloud-Supported
loT

The vision of future IoT is the large-scale integration of various technologies, i.e., sensors, ac-
tuators, personal devices such as smartphones, location services, applications, servers, etc. The
data originating from a multitude of devices will be available for open sharing across a range
of applications, servers, and users. This public sharing is currently achieved with cloud tech-
nologies. Over the period cloud computing [104] has evolved to process, analyze and store Big
Data. Though, cloud services offer benefits in terms of resource management, scalability [11,105],
cost-effectiveness, and shifting of business risks including hardware failures to the infrastructure
providers that have better risk management capabilities [106]. However, mostly the IoT systems
are developed for a particular application in mind. Therefore, the security aspects are also lim-
ited to that specific application with very less or no consideration for security while data is in the
cloud and being shared openly across a range of devices. If the legacy 1oT systems are connected
with the cloud for extended data sharing, i.e., horizontally between things or various applications
via the cloud, the IoT sub-systems usually consider and adopt security measures within their sub-
networks. However, once the data leaves the sub-group and enters the cloud for wide/open sharing,

then numerous issues of security and data privacy emerge. In addition to data confidentiality, there
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are other issues in cloud computing concerning the trust mechanism between the service provider

and cloud infrastructure provider at various layers of cloud architecture [106].

2.5.1 Security of Data

The cloud usually provides secure communication using TLS/DTLS (Datagram Transport Layer
Security). TLS provides communication secrecy (using symmetric key encryption), server authen-
tication (using public key and domain controllers), and message integrity using message authenti-
cation code. Now here a question arises that what if the things encrypt the data before it is sent to

the cloud. This encryption by things may have the following impacts:

e The cloud provider will not have access to legible data.

e The data cannot be shared publicly.

e The security is to be managed by the things, including complexities of key management,
especially, once the old keys are revoked, and new keys have to be generated and issued.

o It will affect scalability and restrict data aggregation and analytics to be performed by the
cloud provider.

e Cloud provider is restricted to provide only storage/Infrastructure as a Service (IaaS).

2.5.2 Handling of Heterogeneous Data

IoT applications deal with a large amount of widely distributed data gathered from sub-systems
based on a multitude of devices like WSN, RFID, smartphones, GPS, etc. Such diversified data
may exist in different formats, hence, demanding appropriate data fusion before the cloud can
analyze it. However, integration and fusion of such a heterogeneous data may create privacy-

related issues [22].

2.5.3 User Anonymity vis-a-vis ID Management

In a cloud-supported IoT, drawing a balance between user anonymity and ID management for au-
thentication, authorization, and audit is a big challenge. E.g., in eHealth applications, the health-
related data of patients are provided to various organizations for data analytics and the develop-
ment of future policies on health issues. The importance of such use of patient data for improving
health care cannot be denied. However, it always raises security and privacy concerns for the
patients. Hence, various user anonymity techniques are being practised to disassociate the ID of
the patients from the health data. But at the same time, to ensure the security of the cloud-based
health services, user authentication is equally essential for restricting network access to legitimate

users only.

2.54 In-Cloud Data Sharing

The vision of future 10T is extensive sharing of data across a range of devices and applications,

which can only be achieved with a policy on protection and sharing. Otherwise, if things' data
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is stored on the cloud and isolated from other devices [105], the data processing incorporating
multiple streams may not be possible, and it may also affect the efficient data analytic services by
the cloud provider. Furthermore, it is estimated that at least one-fifth of the documents uploaded to
file-sharing services contain sensitive information and 82% of cloud service providers ensure data

security during transmission. However, only 10% encrypt data, once it is stored in the cloud [17].

2.5.5 Large-Scale Log Management

In a cloud-supported IoT, there would be a huge number of heterogeneous devices such as sensors,
smartphones, smart controllers, etc. Therefore, logging and audit of the network may be challeng-
ing. A few of these challenges may include: What does the cloud provider must record. If the
log is decentralized, then there would be variations in what is recorded on different systems, and
resultantly there would be different interpretations of the logged data [107]. Moreover, insufficient
logging and monitoring coupled with missing or ineffective integration with an incident response
may result in implausible auditing and accountability thus allowing attackers to launch further
attacks on the system. No doubt, most breach studies show that time to detect a breach is over
two hundred days which is typically detected by external parties rather than internal processes or

monitoring [97].

2.5.6 Vulnerability to DoS Attacks

Cloud providers usually implement requisite controls to protect against various cyber-attacks.
These checks include vulnerability mitigation by updating the OS, secure computing using Trusted
Platform Module (TPM) to protect against malware/code modification attacks, etc. Even if an
attack is successful, the isolation mechanisms contain the effects. However, an IoT Cloud is vul-
nerable to a DoS attack launched from compromised things. Moreover, cloud services are usually
designed to scale up/down resources in response to varying demands but are still vulnerable to
DoS attacks [108].

2.5.7 The Threat of Malicious Things

The cloud being resourceful and the coordinator between things can augment the security of cloud-
based IoT systems. It can detect a malicious thing/node during the validation process. The cloud
can also offer a protective security measure by triggering software/firmware updates where deemed
necessary and resultantly sending control messages to the things to revoke them from the network
or turn them off. However, there are some challenges involved in determining/detecting the ma-
licious nodes in a system [109]. These problems may include: What method be used to identify
or detect a malicious node, or when to initiate the node attestation procedure. Similarly, if the
attestation is based on software/code verification, then will it be a challenge-response protocol or
a one-way attestation scheme. Finally, is software-based attestation scheme effective, or there is a

need for a hardware-based attestation protocol.
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2.5.8 Security and Privacy Issues in Fog Computing for IoT

Cloud security is an essential factor that has adversely affected the development of cloud comput-
ing. Cloud's centralized data storage and computing framework present a single point of failure
and a concentrated target to the attackers. Hence, to reduce the visibility of end nodes to the exter-
nal attackers, fog computing enables the data to be transiently maintained and analyzed on local
fog nodes thereby, also reducing the processing load, overcoming the bandwidth constraints, and
minimizing the latency for time-sensitive applications in IoT [110,111]. Fog computing does com-
pliment the cloud by reducing the latency in data provisioning [112]; however, as it is deployed
by different fog service providers that may not be entirely trusted, the devices are vulnerable to
be compromised. Fog nodes have distinctive features, such as decentralized infrastructure, mo-
bility support, location awareness, and low latency [113], which make them vulnerable to various
security and privacy threats [114, 115]. These threats include ID and data forgery, eavesdropping,
MITM attacks, DoS attacks, data and device tampering, Sybil attack and user privacy leakage (ID

and location information, social habits, personal details, etc.).

Although a broad spectrum of IoT threats is discussed in preceding sections, however, the
most common and ever-evolving of these threats are the malware attacks. Which, if left unat-
tended, will prove detrimental to the security of future autonomous IoT systems. Correspondingly,
Bruce Schneier, Chief Technology Officer (CTO) at IBM Resilient states that IoT devices being
connected to the internet are vulnerable to ransomware attacks [116]. Recently, in a practical
demonstration of such an attack, white hat hackers have developed a first of its kind ransomware
that compromises a smart thermostat and then demands a ransom to unlock it [117]. Such a
demonstration has shown the possibility of remote code execution on smart devices that can ul-
timately compromise the complete network, e.g., smart home, smart grid, ICS, smart city. It is,
therefore, imperative to understand the malware attack methodology to conceive a robust defense

mechanism.

2.6 Malware Threat

The history of computer viruses goes back to 1981 when the first “In the Wild” computer virus
named Elk Cloner targeted Apple-II systems [118]. Moreover, since the commercialization of the
internet in the early nineties, there has been a considerable rise in cyber-attacks around the world.
This number has drastically increased since the start of the twenty-first century. The same can
be observed in Table-2.3 that shows the trends in cyber and malware attacks over the past thirty-
eight years [119-121]. It can be seen that from 2017 onwards, attackers have mostly preferred
non-malware techniques such as side-channel attacks, weaknesses in communications or authenti-
cation protocols, weak user credentials, etc., to compromise and exploit target systems. However,
still, we cannot rule out the possibility of malware/cyber attacks on the internet-connected IoT
devices/systems. Hence, it is essential to analyze the functioning and attack methodology of some

of the significant malware.
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Table 2.3: Trending in cyber/malware attacks

Malware Type 1981-1990 1991-2000 2001-2010 2011-2016 2017 2018 2019
Virus 10 7 3 - 3 2 1
Worm 1 2 27 1 - 1
RAT + Rootkit - - 21 12 3 2
Botnet - - 2 2 - -

Ransomware 1 - - 16 [119] 1 -
Others  (Side-channel, - - - - 2 8 3

insecure protocols, in-
secure user credentials,
remote code execution,
etc)

Total 12 9 53 31 9 14 4

2.6.1 Anatomy of Malware

Different types of malware are developed to achieve diverse objectives. Some are research-
oriented, and some are released into the wild to attain malicious aims set by the attackers. The
malware roaming in the wild can further be categorized as targeted and general threats. Be-
fore we go further, it is imperative to clear the difference between a threat and an attack. In
the information security domain, a threat can be defined as a constant danger that has the po-
tential to cause harm to an information system, such as malware, application misconfiguration,
and humans. Whereas, an attack is the successful execution of a malicious act by exploiting
vulnerabilities in an information system. Therefore, in this section, an attack methodology of
some of the successful malware attacks is explained. Numerous malware attacks such as Not-
Petya [122], DuQu-2 [123-126], Cryptlocker [19], Shamoon-1 [127,128], Shamoon-2 [129, 130],
Flame/SKyWIper [131-134], Gauss [133, 135, 136], Icefog [137], Dragonfly-Group/Energetic
Bear [138, 139], Red October [140—-142], and Night Dragon [131, 143] have been analyzed to

derive the attack methodology (discussed in section-2.6.2).

Correspondingly a perceived attack sequence of a cyber-attack based on malware is shown
in Figure-2.8. The attacker initially gains information about the target system and then prepares
attack vectors as per the identified vulnerabilities. The adversary tries to get access to the target
system by sending malware that is disguised as a legitimate application. Once the attacker is suc-
cessful in injecting the malicious payload, the malware stays in stealth mode until it identifies the
target system correctly. The malicious code then executes and downloads additional payload. It
can also gain escalated privileges and launch further probes and attacks. Most of the malware,
transfer stolen data to a Command and Control Server (CCS) and can also take directions from
the adversary for further attacks. The malware is also capable of self-propagation through various

means once it identifies some other target systems in the network.

Similarly, some of the significant malware attacks targeting IoT systems, including ICS, CPS,
smart devices, and critical infrastructure, are discussed in this section. The evaluation focuses
on the attack description, vulnerabilities exploited, attack vectors, propagation mechanism, and

effects incurred by respective malware.
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Figure 2.8: Malware attack

2.6.1.1 Xafecopy Trojan

A trojan from the Ubsod family (Blue Screen of Death) was identified in Sep 2017 by Kasper-
sky Labs as Trojan-Clicker-AndroidOS.Xafekopy [144]. Xafecopy trojan mostly disguised as a
battery optimizer app targeted Wireless Application Protocol (WAP) based Android devices. The
malicious app subscribes to the victim user's Mobile Station International Subscriber Directory
Number (MSISDN) for numerous services on various websites with a WAP billing system that
charges directly to the user's mobile bill. This trojan is also capable of bypassing the Completely
Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA) systems. A mod-
ified version of Xafecopy can also send a text message from the user's phone to some premium-rate
phone numbers. It can also delete incoming messages from the mobile network provider, and hide
notifications about balance deduction by checking for words like “subscription” in the messages.

It is also capable of switching a user from WiFi connection to mobile data.

2.6.1.2 WannaCry

It is a typical ransomware, also known as, Wanna Decryptor, WannaCrypt, WanaCryptOr, and
WCry [145]. It was detected in May 2017, and by then it had affected around two hundred and
thirty thousand systems including health, telecommunications, transportation, shipping and energy
sectors in one hundred and fifty countries. It propagated over the internet and exploited Server
Message Block vulnerability (SMB) (MS17-010) in Microsoft Windows 7, 8, 10, and XP systems.
It is assumed that it probably spread through phishing emails or malicious websites [146]. Once
inside the target system, it would encrypt selected file types before deleting the original files. The
malware also changed the Windows wallpaper and displayed a message bearing instructions on
how to make the payment in Bitcoins to get the files decrypted. The worm had a kill switch in itself
as it looked for a non-existent domain (www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com)
to continue exploitation. However, a security expert found out this weakness and created the

respective domain thus slowing down the propagation of the malware [147].
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Moreover, security researchers in [148], have identified that the ICS is of primary concern in
the backdrop of malware, especially ransomware attacks. It is because most of the ICS are always
in an operational state; hence, it is challenging to patch them. Additionally, the ICS software
and protocols rely on NetBIOS and SMB for operation in a distributed computing environment.

Therefore, malware exploiting SMB and NetBIOS vulnerabilities can harm these systems.

2.6.1.3 Cryptlocker

Researchers discovered 4 million samples of this ransomware in 2015. Cryptlocker encrypted files
on the target system, thus restricting access of legitimate users to their data. The objective was to
get ransom in return for decrypting the data [19]. The attackers used Angler Exploit Kit to find the
vulnerabilities that were exploited by the malware. The malicious software is embedded in a pdf
document and propagates as an email attachment through Gameover Zeus Botnet using encrypted
peer-to-peer (P2P) communication named Kademlia [149]. It is installed in the user profile folder
% APPDATA % or %TEMP%. The vulnerable systems and applications include Windows, MAC,
Linux, internet explorer and Adobe Flash. Cryptlocker kept its files encrypted which made it
difficult for ordinary users to identify the malicious files. Moreover, to avoid forensics, the mal-
ware clears itself from the target computer after putting up ransom demand. It is estimated that
Cryptlocker inferred a loss of over USD 1 billion in 2016. The gravity of such an attack can be
ascertained from an incident in Austria [150], where an electronic lock system installed in a hotel
was attacked, and guests were locked out of their rooms. The hotel management had to pay fifteen

hundred Euros as a ransom to get the system unlocked by the attackers.

2.6.1.4 Mirai

An internet-based DDoS attack [54] launched against a computer security journalist Brian Krebs's
security website through IoT botnet created out of Digital Video Recorders (DVRs) and CCTV
cameras. The botnet directed around 620 Gbps traffic towards the website. The attackers ex-
ploited the default username and passwords hardwired on the DVRs and CCTV cameras to gain
access to these devices by launching a dictionary attack involving sixty-two default usernames and
passwords for various account types, such as root, admin, guest, and service. The same malware
was also involved in an attack on a French Cloud Computing Company “OVH” [151] and an attack
on a DNS provider “DYN” in October 2016. The attack on DYN affected services of some of the
significant technology, eCommerce and web giants in the world such as Amazon, Airbnb, PayPal,
Visa, Twitter, HBO, CNN, and BBC.

2.6.1.5 Havex

Also known as “Backdoor: W32” and “Havex.A,” Havex is an ICS focused Remote Access Trojan
(RAT), created to spy on the infected hosts/servers. It targeted websites of three ICS vendors. It
also has the potential to cause a DoS attack on Open Platform Communications (OPC) based

applications [152]. Attackers used three attack vectors to entice the victims to install the software
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on their systems including spam emails, exploit kits and use of watering hole attacks, i.e., software
installers on prominent vendors' sites were infected with RAT thus any user downloading the
software, or an update would automatically download and install the trojan. The malware exploited
the vulnerabilities in vendors' websites to trojanize the software installer. The trojanized installer
comprised a malicious file named “mbcheck.dll,” which was the actual malware. This file was
dropped and executed as part of the standard installation. RAT would then communicate with a
CCS and download numerous plugins for further attacks. Various versions of RAT plugins had
different tasks like enumerating LAN and listing down connected resources and servers using
OPC [153].

2.6.1.6 Stuxnet

A targeted computer worm designed to sabotage CPS installed in the Iranian Nuclear Enrichment
Facility was discovered in 2010. It was delivered through an infected USB flash drive. Stuxnet
exploited four zero-day vulnerabilities in Windows-based systems to gain an initial foothold. The
malware consisted of multiple modules including Windows and PLC rootkits, anti-virus evasion
techniques, complexed process injection and hooking code, network infection routines, P2P up-
dates and a CCS interface [154]. Stuxnet specifically targeted PCs running WinCC/PCS-7 control
software used for programming the PLCs [155]. It could act as a MITM attacker and mask the ma-
licious code execution by replaying twentyone seconds of legitimate process input signals. It also
had the capability of self-propagation by exploiting print spooler and LNK vulnerability (CVE-
2015-0096) in Windows-based systems. Stuxnet comprised rootkits that could hide its presence
and was also equipped with stolen digital certificates to appear legitimate. The payload altered
the frequency converter drives' (from specific vendors including Fararo Paya from Iran and Vacon
from Finland) speed to cause physical damage to over nine hundred centrifuges [156]. To contain
the threat spectrum of such malware, Microsoft released a security update MS10-061 to fix print
spooler and MS-15-018 for Windows shell vulnerability.

2.6.2 Attack Methodology

By analyzing characteristics of numerous malware discussed in the previous section, it can be de-
duced that in the last decade or so, malware attacks have not only affected the IT infrastructure
but have caused physical damage to IoT/ICS as well. Hence, keeping in view the operating mech-
anism and functionalities of the malware, we have formulated an attack methodology (shown in
Figure-2.9). It illustrates all possible steps taken by the attackers in various phases to successfully

compromise an IoT system.

2.6.2.1 Preparatory Phase

In this phase, attackers carry out reconnaissance and collect information about the potential target.
The information can be obtained through social engineering, corporate websites, and by using var-

ious penetration testing toolkits such as Metasploit, Wireshark, Nmap, Social Engineering Toolkit,

[35]




CHAPTER 2. ANATOMY OF THREATS TO THE 10T

ATTACK
METHODOLOGY

Preparatory
Phase

Initial Exploitation &
Infiltration Phase

Execution
Phase

[

[
Propagation
Phase

[

Hideout &
Cleanup Phase

about
system

Reconnaissance
and collection|
of information|

target

- Social engineering
- Penetration testing
toolkits

- Corporate websites

- Phishing

- Spear phishing

- USB flash drives /
Removable media

- Watering hole

- Fire & forget
attack

- XSS

- Buffer overflow

-SQL injection

- Brute force
Password

- Dictionary attacks

- Hacking toolkits

- Zero-day exploits

- Escalation of privileges

- Communication with CCS
- Downloading of additional

components

- Arming (Installation of RAT,

Trojan, malicious payload)

- Intelligence gathering for

further attacks

* Network adapters
* Files & folders

* Services running

* Devices connected

- Execution of payload for

Sabotage

- Archiving of stolen data,

i.e., VOIP recordings, screen
shots, key strokes logs, bank
accounts & user accounts
details, web credentials,
emails, social networks
credentials, etc., ine.g.,
SQlite Database

- Compress stolen data (Zlib,

RAR etc)

- Encrypt stolen data and send

to the attacker through CCS
directly or through Bots or
proxies

- Self Propagation (By

exploiting vulnerabilities
e.g. Print Spooler, LNK /
and windows shell
vulnerability)

- Network shares
- USB memory sticks
- Attacker controlled

propagation

- Hidden Malware Files and

Folders

- Hooking ( Import

Address Table Hooks (IAT),
and Inline API Hooks

- Use of Direct Kernel Object

Manipulation (DKOM)
technique by Rootkits to delink
malicious objects from
windows doubly- linked lists of
objects

- Hidden registry entries to allow

execution of malicious code at
system startup

- Metamorphic code
- Masking of malicious code

execution

- Modification of original code
- Keeping all files/payload in

encrypted form on the target
system and decrypted

once, the system is identified as
a target system

- Deletion of payloads and

files at a specific time or after
detection

- Wiping off log data

Figure 2.9: Methodology of a malware attack targeting IoT/ICS

Kali Linux, and Nessus. Penetration testing is done to find weaknesses in the target system. The
testing can be performed on networks, websites, and servers. Based on this information, attackers

plan their attack vectors and develop malware.

2.6.2.2 Inmitial Exploitation and Infiltration Phase

After gaining information about the potential target, the attackers decide on the type of exploit,
its functionalities, and the attack vectors to deliver the exploits to the target systems. In most of
the organizations, not only the administrative staff but even the technical staff is not sound on
information security practices. Therefore, attackers utilize this weakness and resort to phishing,
spear phishing, watering hole attack, and use of infected USB flash drives to gain an initial foothold
in the target systems. There are some other exploitation methods as well, such as XSS, buffer
overflow, SQL injection, brute force and dictionary attacks for password recovery and use of

hacking toolKkits.

2.6.2.3 Execution Phase

After intruding into the target system, the attackers can steal information or perform a malicious
action either by remote access or through a sophisticated malware that installs a trojan on the host
system. The malware can be installed by exploiting zero-day vulnerabilities for which no security
update is available, or by attaining root/admin privileges. Most of the latest malware versions keep
their files in an encrypted format to avoid detection by anti-virus or any other security mechanism.

As soon as the malware identifies the target system based on the particular file system, filename
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keywords, pathname or some other attributes, the payload is decrypted and executed.

In many cases, the payload installs a RAT, which then communicates with a CCS and down-
loads additional components of the payload or other toolkits/exploits. Some of the functions per-
formed by a RAT include intelligence gathering on network adapters, files and folders, services
in operation, and connected devices. In addition to espionage, a RAT can enable an attacker to
perform any function on the host system from the escalation of privileges to physical damage to
the hardware. The RAT is also capable of archiving the stolen data files, VOIP recordings, key
logs and financial information. The current breed of RATs uses SQL Lite Database that archives
the data in a compressed format. The stolen data is usually encrypted before being sent to the
CCS. The data may be delivered directly to the CCS or through bots to increase complexities for
later forensics. Some of the most notorious RATSs currently in use are; Sakula, Sub7, KjWOrm,
Havex (ICS specific), ComRAT (can target ICS), Heseber BOT, Dark Comet, and Shark.

2.6.2.4 Propagation Phase

The common attribute in both, “Targeted” and “In the Wild” malware is the capability to reproduce
or to move from the infected system to a new host. Because of this functionality, the malicious
software is also termed as self-propagating malware. These malicious programs exploit security
vulnerabilities at various levels, i.e., application layer, network layer, and web servers to infect
systems and then scan the internet/LAN for more vulnerable systems. Such weaknesses include
print spooler, LNK/Windows-shell vulnerability, network shares and USB memory sticks. The

installation of the RAT also facilitates attacker-controlled propagation in the victim network.

2.6.2.5 Hideout and Clean-up Phase

Malware use multiple techniques to keep themselves invisible while operating on a victim system.
Usually, they keep their files and folders hidden or in encrypted form. The encrypted files are
decrypted once the malware reaches the target system or at the time of execution. Malware, such
as rootkits, remain invisible by faking the output of API calls through hooking techniques. The
hooking can be achieved by intercepting function calls, altering import tables of executables and
use of a wrapper library. The two most common methods of hooking being implemented by
malware are the Import Address Table (IAT) Hooks and Inline API Hooks. The rootkits also resort
to Direct Kernel Object Manipulation (DKOM) technique that hides its processes, drivers, files,
and intermediate connections from the object manager/task manager. For clandestine operation,
this sophisticated malware is also capable of making hidden registry entries to allow the execution
of malicious code at system startup. To remain undetected from anti-virus, the malicious software
are designed to be metamorphic, i.e., to re-write their code after each execution. Also, to avoid
forensics and reverse engineering, the malware can delete their payload and files at a given time
or attacker-controlled instances. They are also capable of removing log data to wipe-off their

footprints.
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Figure 2.10: IoT botnet

2.7 Gap Analysis and Security Framework

An exponential increase in the number of IoT devices is expected in the next four years. However,
due to the lack of secure architecture and weak security mechanisms in commercial IoT devices,
these will continue to be a lucrative target for the attackers. Keeping in view the latest trends in
malware-based cyber-attacks, there is a high probability that IoT devices may be used to create
a botnet army to launch various other attacks such as DDoS and distribution of ransomware/spy-
ware. Based on the malware attack methodology described in Section-2.6, we have deduced an
attack methodology of a DDoS attack on IoT devices, which turns the victim devices into bots.
One of the probable architecture of a botnet controlled by an attacker is shown in Figure-2.10. A
typical IoT botnet [157] comprises a CCS that controls the bots, a Reporting Server that compiles
the data about vulnerable IoT devices and forwards it to the Loader module. The Loader gains
an initial foothold into the victim devices by exploiting the weaknesses such as hardcoded default
login credentials. Once the Loader logs into the victim device, it instructs the victim device to
contact the Malware Distributor (MD), a server in the botnet, to download additional malware
payload. The infected IoT devices such as CCTV cameras, DVR, smart meters, or sensing nodes
are then used to launch DDoS attacks. The chronology of this DDoS attack is shown in Figure-
2.11.

In the preparatory phase, the attacker carries out the reconnaissance and finds out specific vul-
nerabilities in IoT devices. The vulnerabilities may include open hardware ports (UART, JTAG,
etc.), weaknesses in the software/OS of the device, weak security implementation, i.e., hardcoded
login credentials, weaknesses in the web interface or APIs, and last but not the least open tel-

net ports. After gaining information about IoT device's vulnerabilities, the attacker plans to get
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Figure 2.11: DDoS attack on the [oT

an initial foothold into the vulnerable devices by selecting/preparing appropriate exploits. In this
case, the exploit can be in the form of malware that establishes a telnet connection with the victim
device and logs into the device by using brute-force or dictionary attack to find out the requisite
username and password out of the list of probable default credentials that could be used by that

specific device manufacturer.

In the execution phase, the infected [oT device downloads additional malware payload from
the MD. The malware scans the infected 10T device for other malicious codes, if found, they are
deleted, and the victim device is reconfigured to be a part of the IoT botnet. The 10T bot is then
used to launch specific attacks such as the DDoS attack on targeted websites or servers. During
their lifetime, IoT bots communicate regularly with the CCS and receive instructions for further at-
tacks. The infected IoT devices also scan the internet or the internal network for vulnerable devices
and send the scan results to the Reporting Server. In the case of the internet, a list of vulnerable
devices can be found using specialized search engines such as www.shodan.io and www.censys.io.
The Reporting Server forwards the list of vulnerable devices to the Loader module, which logs
into the vulnerable IoT devices and then instructs them to download additional malware/payload.
Usually, the additional payload is downloaded using wget command. The malware can remain
dormant to hide its presence and performs the DDoS attack only when commanded by the attacker
through CCS.

Based on the above mentioned DDoS attack, which is just one of the numerous threats /attacks
scowling 10T, it is evident that current IoT security standards and protocols being implemented
by the IoT device manufacturers fail to protect against modern era's sophisticated malware at-
tacks. Although existing IoT communication protocols including CoAP, RPL, 6LoWPAN and
802.15.4 do provide communication security at various layers of the IoT protocol stack (shown in
Table-2.4). However, the communication protocols alone, cannot protect against malware/code-
modification attacks [34,40].
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Table 2.4: Security provided by the IoT communication protocols

IoT Layer Protocol Security Measures
Physical 802.15.4 Nil [34]
MAC 802.15.4 Data confidentiality, data authenticity & in-
tegrity, replay protection, access control
mechanism [34]
Adaptation 6LoWPAN Nil [34]
Network RPL (Routing Protocol for | Data confidentiality, data authenticity & in-
Low Power & Lossy Net- | tegrity, replay protection, semantic security,
works) key management [158]
Application CoAP (Constrained Appli- | Data confidentiality, data authenticity & in-
cation Protocol) tegrity, replay protection, Non-repudiation
[159]
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Measures Measures Measures Measures
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Figure 2.12: 10T security against DDoS attacks

Hence, we propose a security mechanism (shown in Figure-2.12) against IoT botnet malware,
comprising preventive, detective, responsive, and corrective measures. In addition to the security
measures, the proposed security model also illustrates the impact on an attacker's methodology of
attack in various phases, as shown in Figure-2.11. However, in a realistic world keeping in view
the plethora of IoT devices' vulnerabilities and related threats as discussed in Section-2.3 and 2.4,
the proposed security mechanism shown in Figure-2.12 is insufficient. Therefore, security of IoT
ecosystem needs to be dynamic, innovative and wholesome so that it is always one step ahead
of the adversaries. A comprehensive security mechanism means proactive approach towards the
security of devices, data, applications, networks, and users. Hence, there is a requirement for
developing a dynamic [oT security framework that can detect contemporary threats, predict future

security events, and respond swiftly to mitigate the risks and take remedial actions.
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2.8. SUMMARY

2.8 Summary

In this chapter, most of the known threats to the IoT systems have been highlighted by quoting
examples of related successful attacks. These threats range from simple message interception
to sophisticated malware attacks. A comprehensive attack methodology for some of the most
significant real-world attacks and an attack strategy of a DDoS attack through the IoT botnet was
also discussed. This chapter also proposed a defense mechanism to protect against botnet-based
DDoS attacks, followed by a need to develop a comprehensive security framework to prevent a

broad spectrum of the IoT threats.







”Security by design is a manda-
tory prerequisite to securing the
IoT macrocosm, the Dyn attack

was just a practice run.”

- James Scott

Defense-in-Depth Approach

Sequel to chapter-2, in this chapter, a defense-in-depth approach comprising preventive, detective,
responsive, and corrective measures is proposed. One of the primary objectives of the conceived
security framework is to provide a guideline to the IoT standardization bodies to formulate a
baseline security standard for the IoT systems. It is followed by a comprehensive discussion on
lessons learned and pitfalls observed concerning the IoT security domain. It is also highlighted
that this chapter has been published as a part of a tutorial paper titled “Anatomy of Threats to the
Internet of Things,” in IEEE Communications Surveys & Tutorials [26].

3.1 Guidelines for loT Security Framework

To prepare a composite set of guidelines for edifying IoT security, we have reviewed the best
practices currently being deployed by some of the technical giants of the world such as IBM (IBM
Watson IoT), Cisco, American Telephone & Telegraph (AT&T), and Trusted Computing Group
(TCG). A graphical illustration of these guidelines is shown in Figure-3.1, and Figure-3.2. More-
over, Table-3.1 glances over some of the compelling security measures and their impact/protection

against various threats. These security measures are discussed in detail in the succeeding sections.

3.1.1 Risk Assessment and Threat Modelling

The first step in the development of a security policy for any organization is carrying out the risk
assessment for all processes, equipment (hardware & software both), stakeholders and information
assets at each layer of IoT architecture. E.g., starting from the manufacturing, transportation,

installation, and commissioning stage to the operation and management of the IoT system. The
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primary objective of this assessment is to identify what all security incidents can happen in the
organization, and subsequently initiating the risk treatment process to minimize the damage of
such events. Almost all the information security standards enforce risk management as an integral

part of the overall controls.

Guidelines
loT Security Framework
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Threat Modelling

Defense-in-Depth

[ [ | [ \
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Figure 3.1: Guidelines for the IoT security framework

ISO-27001 [160], an international standard for Information Security Management System
(ISMS), outlines seven steps to an effective risk assessment. The first step is about how the or-
ganization is going to define its risk methodology. The methodology includes risk ownership,
means of measuring the impact of risk on confidentiality, integrity, and availability of data and the
method of calculating the effects of the identified risks. The second step involves determining all
possible information assets, failure of which can cause some loss to the organization. The third
step focuses on the identification of threats and the potential vulnerabilities that can be exploited.
In the fourth step, organizations are required to map risk impacts against the likelihood of their
occurrences. The fifth step is the most important, as it involves the implementation of measures
to avoid, mitigate, transfer or accept the risks. The sixth and seventh step includes preparation of
a risk treatment plan and continuous monitoring of the ISMS for dynamic changes to the overall
security plan. National Institute of Standards and Technology (NIST) has also issued a special
publication 800-30 [161] as a guide to conduct a risk assessment for the security of information

systems. Any such standard can be followed until there are some IoT specific standards on board.

3.1.2 Defense-in-Depth

Due to the increasing sophistication and complexity of cyber-attacks, no IT infrastructure can

be termed “Safe.” Likewise, a particular security measure cannot prevent 100% attacks. There-
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fore, the “Defense-in-Depth” mechanism requires substantial preventive, detective, responsive,
and corrective actions. However, at the same time, implementation and practice of security mea-
sures should not be so complicated that users avoid and go around them. Hence, a comprehensive
defense mechanism should be planned based upon risk profiles of the information assets of the or-
ganization. Cisco has issued a straightforward and handy defense-in-depth strategy checklist [162]
that helps in evaluating the overall security framework of an organization. Moreover, the defense-
in-depth approach requires the organizations to take all possible preventive, detective, reactive,

and corrective measures. All of these steps are discussed in detail in subsequent sections.

3.1.2.1 Preventive Measures

a. Security by Design. The architects of the [oT systems should consider the non-zero likelihood
of device compromise while developing security protocols. Therefore, security should be en-
abled by design, and users should have the leverage to change the security settings as per their
requirements [17, 163].

b. Device Security. Allocation of a unique device identifier to each IoT device and its contin-
uous validation is essential to ensure platform integrity and controlled access to system re-
sources [164]. The devices should prove their unique ID to set up secure communication with
their respective neighbors. The neighbor can be a node, a gateway device, or an application
server. The security of device ID against spoofing attacks is critical for sensitive organizations.
Moreover, currently, the device ID is required for most of the network security protocols such
as IPSec, TLS, and Secure Shell (SSH). Similarly, there should be some mechanism for safe
storage of keys, passwords, certificates and other security-critical information on the device

that cannot be tampered by the adversary [53].

To solve the problem of the secure device ID, TCG proposes the use of TPM-based keys as
device IDs, which comply with the IEEE standard for local and Metropolitan Area Networks
and Secure Device Identity (802.1AR) [165, 166]. The TPM provides enhanced security for
device identifiers by protecting these keys in the hardware. Therefore, these keys are protected
against unauthorized disclosure during malware and hardware tampering attacks. Another ad-
vantage of this technology is that being based on TPM, the cryptographic ID is bounded to the
particular device [166], which makes it almost impossible for an attacker to spoof that particu-
lar ID using different hardware. However, it is a general opinion that the use of cryptographic
identifiers results in privacy issues. Therefore, to avoid long-term user keys/IDs that may lead
to unwanted tracking, TCG proposes the use of TPM-based attestation ID keys or direct anony-

mous attestation.

There is also a requirement of device registration so that devices can be added or removed
as and when required, and only authorized devices are included in the network. The device
registration may encompass maximum information about the device such as device ID, its
role/capabilities, type, level of security/authorization as per sensitivity of data, public key, soft-

ware/firmware version, and the authorized period of activation. One of the possibilities to

146]




3.1. GUIDELINES FOR IOT SECURITY FRAMEWORK

ensure a transparent and immutable device registry is the use of blockchain technology [53].

IoT devices often operate in an untrusted environment without any physical protection such
as traffic light sensors, environmental sensors, agriculture sensors, smart city sensors, and a
lot more. Therefore, the end devices in an IoT system should be environmentally rugged and
tamper-proof to protect against any malicious forging and access to device hardware. However,
in case an adversary tries to tamper the device hardware physically, it should fail safely [167].
Such that upon detection of any tampering attempt, the device memory should automatically
wipe off all the data stored in it. This may protect against illegal access to sensitive corpo-
rate data, cryptographic primitives (passwords, keys, unique identifiers of neighboring nodes,
etc.) or any intellectual property. Some of the embedded systems manufacturers implement
end-to-end security in their devices, such as ARM mbed [168] provides secure boot and built-
in cryptographic and protocol support to ensure secure network connection. Whereas Juniper
Networks [169] make use of the Integrity Measurement Architecture (IMA)/Extended Veri-
fication Module (EVM) to detect any accidental and malicious file modifications. The files
are attested before they are accessed. The attestation can be done locally or via remote at-
testation. NXP is yet another manufacturer and developer of various solutions for embedded
systems [170]. It offers secure authentication and anti-counterfeiting technology in the form
of a tamper-resistant CPU and a secure memory that can store cryptographic keys and a device

identifier.

Given the dynamic threat spectrum, the firmware of IoT devices also continuously evolve by
installing periodic security and other operational updates. Therefore, it is imperative that all
the IoT users especially the critical infrastructure owners such as smart grid, ICS, traffic con-
trol systems, nuclear power plants, air travel and railway systems, keep the software/firmware
of their devices up to date to protect against any security vulnerability identified by the device
manufacturers. Another important aspect of any distributed IoT system based on heterogeneous

devices is authenticated and secure broadcast of security updates and control messages.

Similarly, change of default device configuration, especially the security settings such as user-
name and passwords, should be implemented immediately upon the first installation of the IoT
devices. In today's hostile environment, security should not be an optional feature; instead, it
should be implemented by design [167]. Hence, the device firmware should prompt the user to
change the default security settings before it starts functioning.

. Data Security. The security of data mostly refers to the triad of information security, i.e.,
confidentiality, integrity, and availability of data. To ensure the security of data, organizations
must classify their data based on its sensitivity and then grant access to users according to their
authorization to access the respective class of data [17]. Moreover, in the current era of IoT,
the privacy of data must not be ignored such that personal information should not be disclosed
publicly or to an entity that does not have necessary authorizations. In this context, users' data
must be handled as per privacy regulations of respective countries/regions such as the General
Data Protection Regulation (GDPR) is enforced in the European Union (EU) [171]. Similarly,
in this age of data-driven business development policies, the security of Personally Identifiable
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Information (PII) in medical and financial records also requires due consideration. IoT busi-
ness owners or cloud service providers should continuously weigh the utility of users data they
are maintaining against the risk of holding it. Whenever the said ratio gets out of proportion,
i.e., the risk of keeping large privacy-sensitive user data is more than its further utility; the
companies should delete old data. Authors in [167] state that in the case of corporate sector
data theft, the unauthorized disclosure of intellectual property may create conflicts in the own-
ership of such data. To ensure the security of private data, researchers in [15] suggest the use

of ephemeral and separate identifiers during communication and while in storage.

In a cloud environment, there should be a secure device-to-cloud interaction. In a similar effort,
IBM Watson IoT uses TLS 1.2 for authenticated and encrypted IoT device interactions, which
ensure a secure exchange of data over the network. The data sent from the end device to the
cloud must be encrypted to preserve the confidentiality of user information [17]. However, the
encryption of user data restricts intra-cloud processing and data analytics. To overcome such an
issue, the use of homomorphic encryption is recommended [172]. Authors in [17] also suggest
the use of a Cloud Access Security Broker (CASB) that not only helps in maintaining a secure
link between corporate network and the cloud services provider but also gives organizations

insight into cloud applications and services being used by its employees.

Irrespective of the type of storage, data availability to authorized users, is a critical requirement
for any organization. Moreover, in the wake of a recent surge in ransomware attacks, the se-
curity of relevant personal/corporate data is equally vital. It is recommended that a distributed
storage mechanism should be preferred over centralized storage to avoid a single point of fail-
ure. Blockchain provides a secure, unforgeable and transparent mechanism for distributed stor-
age, in which every transaction is validated by network consensus [24]. IBM Blockchain [173],
Microsoft Azure [174] and Hyperledger Fabric by Linux Foundation [175] are a few examples
of multi-purpose blockchain platforms.

d. Authentication and Access Control. Authentication for controlled access to an IoT system
is not limited to the devices only. The same applies to the applications and gateway devices
as well [17,164]. It is required to protect sensitive information against malicious applications
downloaded by users from unauthorized sources. Similarly, gateway devices are to be authenti-
cated to protect against the introduction of a forged gateway device in the network. Depending
upon the desired security level, multi-factor authentication may be used, i.e., a combination of
password/passkey and a biometric identifier. Moreover, mutual authentication between IoT de-
vices and IoT services/devices can prevent masquerading of IoT services by malicious parties.

In addition, it can further help in accountability and forensic analysis.

Considering the importance of network access control, authors in [176] proposed a traffic flow
based network access control. It implements access control based on numerous traffic flow
identifiers, such as MAC address, source, and destination address (IP address). Similarly, IBM
Watson IoT uses IBM Bluemix that implements role-based controls for users, applications, and
gateways to realize the security of data and access to other services/resources [94]. Such a

distinction between roles helps in the implementation of unified security policies across the
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complete network. In addition to the role, geolocation [177], department, device type, OS/-
firmware version and the time of the day at which user seeks access [17] can also form the

basis of access control policies.

Correspondingly, authors in [178] propose an ID-based cryptographic authentication scheme
without the need for a Key-escrow mechanism to secure M2M interactions in CPS. The scheme
saves upon precious computation and communication resources by averting the process of sig-
nature generation, transmission and verification. The proposed scheme is also claimed to be
robust against MITM, impersonation, replay, DoS, and node compromise attacks. In a similar
endeavor, security researchers in [179] have designed a novel mutual authentication and key
establishment scheme to secure M2M communication in 6LoWPAN networks. The proposed
scheme duly caters to the static as well as the mobile nodes in a 6LoWPAN network. Re-
spectively, [180] suggests a certificate-less anonymous authentication scheme based on hybrid
encryption to secure multi-domain M2M communications in CPS. The proposed solution is
considered to be tolerant against MITM, replay, impersonation, DoS, and node compromise

attacks.

Controlled access to user data by third parties is an important issue. Currently, user data owned
by most of the online services are made available to third parties in the form of APIs. The
possibility of an unauthorized entity besides the generator of the information and the host ser-
vice accessing the user information cannot be ruled out. Such an event can result in various
privacy and ethical problems. Hence, authors in [181] propose an OAuth-based external au-
thorization service for IoT scenarios. Instead of smart objects/devices storing the authorization
related information and performing the computation-intensive verification process, the verifi-
cation of a request by a service is delegated to an external OAuth-based authorization service.
Such an arrangement provides flexibility to the service provider (hosting user data) to remotely
configure the access control policies. However, the delegation of authorization logic to an ex-
ternal service demands strong trust between the service provider/smart object and IoT-OAS
(OAuthorization-based Authorization Service). There is also a requirement of a secure com-
munication link between the service provider/smart object and IoT-OAS. Moreover, if the smart
object directly offers its data as a service, then there is a likelihood of a DoS attack if the smart
object receives a large number of simultaneous requests. The proposed scheme is also vulner-
able to a MITM attack if the attacker uses an untrusted HTTP/CoAP proxy. In this way, an
attacker can not only intercept the communication between endpoints but can also get hold of
the authorization information. Based on the apprehended authorization information attacker
can spoof the service requester's ID. The scheme also does not protect against a physical com-

promise of the device.

In another work, to facilitate and securely manage remote access by users to corporate network-
s/sites, [17] recommends a software-defined perimeter to restrict access to legitimate users. In
addition to mere user authentication, such a security perimeter ensures that the user accesses
the applications, services and data as per his authorization only.

e. Software Integrity. It is to be made sure that only legitimate software is running on IoT
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devices, during initial bootup, at runtime, and during firmware updates. Software integrity
is one of the important pillars in IoT security as cryptographic algorithms, network security
protocols, secure storage, and other such tasks are implemented by software [53].

f. Mobile Applications. It is being covered as a separate entity because downloading of mobile
applications from unauthorized stores is one of the primary sources of corporate networks'
infection. The organizations are advised to enable the installation of only whitelisted apps on
corporate devices and should provide a list of the same to its employees for implementation on
their devices as well [17].

g. Security of Non-Corporate Smart Devices. Increase in the use of smartphones, wearable
smart devices such as fitness trackers/bands, smartwatches and smart home appliances includ-
ing a smart thermostat, intelligent lighting system, smart TV, smart cooling system, smart
doors, etc., has added another dimension to IoT ecosystem. It is a common belief that mo-
bile phones, wearable or smart home devices do not contain sensitive information, so they do
not require security [17]. Resultantly, manufacturers do not pay much heed towards the secu-
rity of these devices [11]. Due to this lack of security consciousness, IoT devices have recently
been subjected to massive DDoS attacks [54]. It is also viewed that in the future, nation states
can sponsor the sale of apparently legitimate IoT devices for cyber espionage [17] or sabotage

of target systems.

Therefore, it is recommended that a minimum security standard should be set for mobile/wear-
able smart devices with an emphasis on following: Access to device based on at least two-factor
authentication, i.e., password and a biometric identifier, limited access to corporate data (only
viewing option without any modification rights), storage of sensitive data such as health and
financial information in encrypted form. Correspondingly, the corporate networks should pro-
vide remote access to those devices only that meet the minimum security requirements. It is
also recommended that enterprises should enable mobile access to their systems through VPNs
based on multi-factor authentication.

h. Key Management. Secure key management is the baseline for the security of any IoT system.
It includes key generation, key distribution, key storage, key revocation, and key updates. TCG
provides a hardware-based secure key management system that supports various options for
provisioning of keys during the IoT device lifecycle, i.e., during chip manufacturing, assembly
of the device, while enrolling with a management service, and during owner-personalization.
It also provides secure key updates over an untrusted network [166]. Besides, there are other
key management systems proposed for IoT systems [182—-184].

i. Network Segmentation. Network segmentation or segregation is an effective methodology to
curtail the impact of a node or a part of a network compromised by an adversary. It not only pro-
tects networks and systems of different security classifications but also protects systems of the
same classification with varying security requirements. Depending on the system architecture
and configuration, network segmentation can be achieved by various methods. Some of these
techniques include implementation of demilitarized zones, physical isolation, use of VLANS,

software-defined perimeter, application firewalls, application and service proxies, user and ser-
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vice authentication and authorization, and last but not the least content-based filtering [185].

j. Virtualized Security. The shift from hardware to Software Defined Networks (SDN) has revi-
talized the flexibility in the implementation of effective security measures. Virtualized security
has enabled the protection of data irrespective of its location. Another benefit of this virtual-
ization is that instead of maintaining dedicated hardware for numerous security protocols such
as encryption, secure routing, and secure gateways, software-based security solutions can be
implemented on a single shared platform. Such a dynamic security solution will enable orga-
nizations to enforce security policies with persistence in every type of IoT system, i.e., private

or cloud-based IoT architecture.

An example of SDN-based security enhancement for IoT systems has been demonstrated in
[35]. The researchers believe that SDN can be used to augment IoT device-level protections
by implementing dynamic security rules at the network level. To achieve this goal, researchers
in [35] have proposed a software-based Security Management Provider (SMP) that provides ap-
propriate access control functionality to the users of 10T systems such as smart lighting, smoke
alarm and baby monitor, to preserve their privacy and further improve the security. SMP exer-
cises dynamic configuration control over the ISP network and the home router on behalf of the
user. It communicates with the ISP network via APIs and also interacts with the IoT system
users via GUIs. The proposed security solution thus motivates the manufacturers to concentrate
less on User Interface (UI) development and instead focus on the development of APIs that al-

low a third-party, i.e., SMP, to configure IoT behavior at various layers of IoT architecture.

In yet another work, [186] proposes an SDN-based security architecture for heterogeneous IoT
devices in an Ad-Hoc network. The proposed architecture comprises smart nodes, OpenFlow
enabled nodes, OpenFlow enabled switches, and distributed SDN controllers. The multiple
SDN controllers are synchronized to provide a granular network access control and network
monitoring. Hence, all network devices are first authenticated by the controllers before they

start accessing network services as per their authorization.

Conclusively, it is the SDN controller that monitors and manages all aspects of the network,
including security, and the interface between SDN applications and the hardware compo-
nents [187]. Hence, the SDN controller, being a focal point of all the control activities, can be
termed as a lucrative target for the malicious attacks. Thereby, a successful attacker may gain
unauthorized access to the controller and insert viruses or malware in the network thus threat-
ening the confidentiality, integrity, and availability of data and other network services [67].
Similarly, authors in [187] also identify various threats to SDN such as unauthorized access,
data leakage, data modification and misconfiguration. The authors also highlight the eaves-
dropping and jamming threats on the physical layer of Software-Defined Optical Networks
(SDON). However, they also underline a security measure to protect against eavesdropping
and jamming in optical lightpath based on a hopping mechanism. But such a mechanism also
suffers some shortcomings concerning the secure exchange of hopping sequence between the
transmitter and the receiver and protection against MITM attacks. It is, therefore, imperative to

protect SDN against such a single point of failure and attacks on centralized controllers.
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k. Adaptive Security Management. Most of the IoT applications, such as eHealth monitoring
comprising BSN with dynamic network topology, require adaptive security management. Au-
thors in [51] propose a metrics-driven adaptive security management model for eHealth IoT
applications. The proposed security model monitors and collects the security contextual infor-
mation from within the system as well as from the environment. Based on collected data, it
measures the security level and matrics, analyzes the received data and responds by changing
the security parameters such as encryption scheme, authorization level, authentication protocol,
level of QoS available to various applications and reconfiguration of the protection mechanism.

1. Security of Automated M2M Communication. In an [oT ecosystem, M2M communication is
an important pedestal of industrial and critical infrastructure automation such as power plants,
intelligent traffic control system, railways, smart grids, and smart cities. This type of com-
munication ranges from information sharing between robotic/intelligent controllers and smart
actuators/appliances to data sharing between smart vehicles. The automated exchange of infor-
mation between unknown entities must meet the security and privacy requirements. Taking the
example of the Internet of Vehicles (IoV), it is recommended that any proposed solution should
meet specific security requirements such as data authentication, data integrity, data confiden-
tiality, access control based on authorization, non-repudiation, availability of the best possible
communication link, and anti-jamming measures [188].

m. Protection Against Malware Attacks. There is an increasing trend in ransomware attacks
over the last four years in which the number of attacks has risen to 638 million in 2016 from
3.8 million in 2015 [189] and are still being counted in 2020. As per Symantec Corpora-
tion [190], ransomware attacks increased by 4500% in 2014, being too profitable for cyber-
criminals. Symantec Corporation has proposed few dos and don'ts for the consumers and busi-
nesses to protect themselves from such attacks. The preventive measures include: Do not pay
the ransom, avoid clicking attachments in unknown emails, keep software up to date, must use
security applications, and finally, the most important step is to take a periodical backup of valu-
able data.

A common security measure against most malware attacks is not to use hardwired/default user-
names and passwords. Also, use only authenticated and encrypted protocols for inbound con-
nections, i.e., SSH for telnet, Secure File Transfer Protocol (SFTP) for File Transfer Protocol
(FTP), and https for http. Finally, keep all external interfaces of the administrative connections
closed. Security at lower layers should be complemented by application-level access control,
use of multi-factor authentication protocols, use of OPC tunneling technologies, installation
of update patches, deployment of software restriction policy (application white-listing), white-
listing of legitimate executable directories, use of IPSec or VPN for remote access [152], im-
plementation of ingress and egress filtering, restricted number of entry points to ICS Network,
maintenance of logs and use of configuration management tools to detect changes on field de-

vices.

Similarly, numerous security solutions proposed by TCG technologies [165] help to prevent

unauthorized access to security-critical programs and data. To solve this issue, Self Encrypting
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Drives (SED) based on TCG specifications are in common use for embedded systems such as
ATMs, secure mobile phones, corporate copiers, and printers. In these drives, encryption is
implemented in the hardware, and data is automatically encrypted in a transparent way to the
user. The drives can be safely sanitized for reuse without any need for rewriting multiple layers
of garbage data. The user is just required to delete the cryptographic key. As a result, the data
stored is made illegible. The hardware-based automatic encryption is termed efficient and se-

cure than simple software-based encryption, which can be turned off anytime by the user [191].

In addition to restricting unauthorized disclosure to sensitive data, the malware should be
prevented from execution from the beginning. The two best techniques for this purpose are
whitelisting, and execution of manufacturers' signed binaries only. TCG offers TPM-based
secure software updates, static code analysis, data execution prevention, and runtime stack
analysis. Any combination of such techniques can ensure the integrity of a runtime envi-
ronment [165]. Although hardware-based security protections are always efficient and more
secure than software-based solutions, however keeping in view the cost effect and hardware
complexity, these techniques may not be feasible for resource-constrained embedded devices
such as wireless sensors and actuators. In such cases, the best way is to program the device
to reboot periodically and make use of boot time protections. However, rebooting a sensor
or actuator periodically may degrade the performance of resource-constrained devices. Such
devices are usually battery operated and have limited energy. Hence, frequent restarts may
drain the device's resources. Another limitation of restart-based recovery mechanism is that it
can destabilize Real-time IoT systems (RT-IoT) that need consistent actuation with tight timing
constraints. To address this issue, authors in [192] propose a runtime restart-based security pro-
tocol “ReSecure” for Real-time Systems (RTS) . ReSecure is a blend of hardware and software
mechanisms that enable a tradeoff between the security guarantees and control performance
while ensuring the safety of the physical system at all times.

. Human Factor. Any level of security is not sufficient until the users of the respective or-
ganization are security conscious and believe in the reality of the threats. Correspondingly,
an unintended action like connecting an infected USB flash drive to a company's private net-
work can cause a disaster for that enterprise. The organizations should deploy network-wide
security policies to implement controls based on authentication, authorization, role and even
incorporating geolocation of the users. Enterprises should organize periodic security updates

and awareness lectures for its employees, covering the following dimensions:

e Current threat environment.

e Attack vectors being used by hackers/adversaries.

e Implications of sharing sensitive corporate and personal information on public/rogue net-
works.

e Download and installation of applications/software from unauthorized sources.

e Storage of corporate data in personal laptops/flash storage devices without encryption.

e Use of private email accounts for official purposes.

e Disposal of important official documents in open bins, thus giving an invitation to the
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attackers for dumpster diving.
e Use of default settings for smart devices.
e Sharing of sensitive data over social media, that too with default (lowest) security settings.

e Avoid malicious links in unknown emails.

Table 3.1: Security measures and their impact

Ser Security Measure Impact / Threat Protected Against References
1. Risk assessment and threat modelling Identification of all possible threats, vulner- | ISO-27001 [160], NIST
abilities and risks. Helps in the development | Special Publication 800-
of a risk mitigation plan and formulation of | 30 [161], Cisco [162]
a composite security framework
Preventive Measures
2. Security by design from the vendors | Users' unawareness, unauthorized access to | AT&T [17], IBM [163]
(Change of default security settings on | the devices through backdoors, firmware and
device startup, security of all debug | software modification
ports/interfaces)
3. Device ID management ID spoofing and device replication attacks. | IBM [164], TCG [165,
Compliments network security protocols | 166]
(IPSec, TLS, SSH)
4. Tamper-proofing of IoT devices Unauthorized disclosure of cryptographic | IBM [164], NXP [170]
keys and passwords, modification of code/-
firmware and replication/cloning of devices
5. IoT device registration and management | Unauthorized or illegal device joining the | IBM [53]
network
6. Secure boot and builtin cryptographic | Unauthorized access to device and modifi- | ARM Mbed [168]
protocols support cation of the boot sequence to execute ma-
licious codes
7. Use of Integrity Measurement Archi- | Accidental and malicious modifications of | Juniper Networks [169]
tecture (IMA) or Extended Verification | files
Module (EVM)
8. Data classification and requisite user au- | Unauthorized disclosure and access to data AT&T [17]
thorization
9. Use of ephemeral identifiers for commu- | User privacy in the context of PII IBM [15]
nication and storage of data
10. ID-based authenticated encryption and | Impersonation, MITM, eavesdropping, data [178-180]
mutual authentication schemes for CPS forgery, replay and modification attacks
11. Homomorphic encryption Privacy issues in cloud-based IoT during [172]
data processing/analytics
12. Cloud Access Security Broker (CASB) Security issues in cloud-based IoT systems AT&T [17]
13. Blockchain technology Data integrity issues including data modifi- | Bitcoin Blockchain [24],
cation and forgery, replay attacks, malware | IBM Blockchain [173],
attacks targeting data security, integrity and | Microsoft Azure [174]
availability such as cryplocker, ransomware | and Hyperledger Fabric by
and wiper Linux Foundation [175]
14. Authentication and access control in ap- | Downloading of malicious applications IBM [164]
plications (including white/black list-
ing)

Continued on next page
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Table 3.1 — Continued from the previous page

Ser Security Measure

Impact / Threat Protected Against

References

15. Endpoint and gateway device authenti-
cation and access control

Introduction of forged end/gateway devices
in the network by an attacker

IBM Bluemix IBM [94]

16. Authentication between devices within
an IoT system

Masquerading of IoT services by malicious
parties. It also facilitates accountability and
forensic analysis

17. Role-based access control for the users
of an IoT system (In addition to role, ac-
cess control policy can also consider geo
location, department, device type, OS/-

firmware version and time of the day)

Security and privacy issues related to data
and unauthorized access to the network ser-

vices

IBM [94], Cisco [177]

18. Ensure software integrity during ini- | Code modification and malicious code exe- | IBM [53]
tial boot up, at runtime and during | cution
firmware/software updates

19. Security of data in personal IoT devices | Unauthorized access/disclosure to personal [193-195]

(Smart watch, smartphone, health moni-
tor, fitness tracker) by using lightweight
cryptographic protocols

information

20. Secure remote access to corporate net-
works from smart IoT end devices using
VPN and limiting access to end devices
meeting minimum security standards

Attacks on corporate networks, security is-
sues related to business data/intelligence

US-CERT [152]

21. Key management (including key gener- | Masquerading attacks and device compro- [166,182—-184]
ation / distribution / storage / revocation | mise
/ updates)
22. Network segmentation using Demilita- | Curtail impact of a node or a part of network | Australian Signals Direc-

rized zones, physical isolation, VLANS,
software defined perimeter, application
firewalls/proxies and content-based fil-

tering

compromise

torate [185]

23. Virtualized security based on SDN

Augment IoT device-level protection by im-
plementing security at the network level.
Hence, reducing burden of cost related to the
development of security protocols for low-
cost IoT devices for the manufacturers

[35,186]

24. Use of self-encrypting devices/drives | Unauthorized disclosure of data TCG [165,191]
(SED)

25. Adaptive security management Provides dynamic re-configuration of secu- [51]

rity parameters

26. Execution of signed binaries, TPM- | Malware attacks TCG [165]
based secure software updates, static
code analysis, runtime stack analysis

27. Runtime restart of RT-IoT devices with | Malware attacks [192]

tight timing constraints

28. Security awareness workshops and lec-
tures for the employees

Social engineering attacks, phishing/spear-
phishing attacks, download of infected/ma-
licious apps

Detective Measures

29. Runtime verification of firmware/code

Malicious code, corrupt software

Continued on next page
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Table 3.1 — Continued from the previous page

Ser Security Measure Impact / Threat Protected Against References
30. Log management Facilitates detection of security breaches
31. Network security analytics Detects security breaches, malfunctions and | Cisco [177], IBM-CIoT
anomalies [196-198]
32. Edge security analytics Facilitates isolation of security events at the | IBM [53]
source and limit attack spectrum
33. Network level security measures to en- | Manipulation of actuator actions based on [48]
force cross-device security policies malicious/modified sensors data
Responsive Measures
34. Incident response plan To streamline the response in case of a se-
curity incident and facilitate in recovering
from the attack by adopting requisite correc-
tive measures
Corrective Measures
35. Self-recovery and diagnostics, and re- | To recover from the security incident by | TCG [165]
mote attestation reconfiguring the devices and removing all
remnants of the attack
36. Secure reboot of RT-1oT devices To recover from malware that resides in the [192]
RAM
Penetration Testing and Vulnerability Assessment
37. Penetration testing and vulnerability as- | Detect/identify weaknesses at all layers of [199,200]
sessment IoT architecture to facilitate respective coun-
termeasures

3.1.2.2 Detective Measures

a. Firmware/Code Attestation. Runtime verification of firmware/code installed on an IoT device

is an important means of detecting the execution of malicious code installed remotely on a
device.

. Auditing (Log management). A record of all changes made to the system and devices be
maintained to enable periodic audits to detect security breaches.

. Hardened Gateway Devices. Security hardened gateway devices can be used to monitor sen-
sors' data feed to determine the health of communication between devices and service-based
applications.

. Security Analytics. It helps in gaining visibility of the IoT ecosystem and ultimately control-
ling all the network components, including the hardware and software, to detect and rectify any
malfunction or a threat [177]. IBM uses a Cognitive IoT (CIoT) Security Framework named
Security-360. All the network components, including devices, users, applications, business
processes and even workload, contribute to form a 360-degree view of the security posture.
Based on data provided by the entire environment, the security mechanism assesses the changes
in the security posture of the network and plans a defense. In this regard, various data mining
and machine learning techniques can provide automated methods to track normal behavior and
flag anomalies [196—198]. Moreover, Security Information and Event Management (SIEM) is

also considered a vital component of a defense-in-depth approach to network security. It is
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therefore concluded that intelligent threat analytics should be able to protect the IoT ecosystem
against all sorts of threats based on known signatures, predictable malicious behavior [17], and

correlation of security incidents/events.

A subset of overall system security analytics is “Edge Security Analytics.” It is implemented
by deploying security intelligence gateways. These intelligent devices provide swift responses
to security incidents by faster detection of anomalies and re-mediation by isolation of events at
the source and limiting attack spectrum. They also help in preserving the privacy of sensitive
data by carrying out processing locally [53].

. Redefining Network-Level Security for IoT. Today, [oT device manufacturers focus on novel
functionality, ease in operation, and being the first one to launch a new product in the market.
Hence, they do not give attention to device security [201]. This lack of manufacturers' atten-
tion to security coupled with constraint resources, loT devices are not suitable for traditional
host-based protection (anti-virus and security patches). Hence, researchers in [48] proposed a
network-level security architecture to secure IoT devices. Their security architecture employs

an IoTSec (security controller), umboxes (gateways for IoT devices), and IoT end-nodes.

The IoTSec controller centrally monitors the network and records security contexts and envi-
ronmental variables for each end-device to form a global view of a set of possible states of the
system. Based on the set of states, IoTSec decides or controls the flow of commands to the end
devices. The proposed system is claimed to be equally useful to enforce cross-device security
policies. E.g., in a smart home, if an attacker hacks into a fireplace and commands it to ignite
the fire to cause an accident. To address this vulnerability, the IoTSec controller ensures that
the fireplace is turned on only if the camera detects that someone is present in that room. The
status of camera output, i.e., the presence of a person in the room, can be read from the current
global state of the smart home maintained by the IoTSec controller itself. However, certain
issues related to the centralization of the IoTSec controller and the limitation of using different

umboxes for every other kind of IoT device needs to be addressed.

3.1.2.3 Responsive Measures

An effective incident response plan begins even before any security incident occurs. In an IT en-

vironment, the response team is usually called the Computer Emergency Response Team (CERT).

These teams comprise skilled cybersecurity professionals, auditors, legal experts, IT administra-

tors, and other specialized members. The goal of CERT is to develop and physically practice

a comprehensive response plan against any security breach so that all the stakeholders are clear

about their responsibilities. An organized and well-planned incident response can make or break

any business. Similarly, IoT can also design and employ a comprehensive response strategy. The

response measures are also termed as after-incident reactive measures, which include:

e Action against compromised devices/parts of the system allowing the rest of the system to
run its routine functionality.

e Revocation and blacklisting of malicious nodes.
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o Initiation of anti-tamper mechanism, in which, as soon as the hardware of the node is in-
terfered with, the node's memory containing firmware and the code should immediately be
wiped off, and the node should only join the network after being activated by personalization
instead of Over-The-Air-Activation (OTAA).

e Disconnect all the systems from the internet.

e Isolation of compromised sub-systems so that the healthy part of the network remains avail-
able.

e Recover important official and personal data from backup.

3.1.2.4 Corrective Measures

Once a compromised IoT device is detected and isolated from the network, the next step is node
recovery, i.e., secure firmware/code update and reactivation of the device. There are two methods
of node recovery. The first one is self-recovery, in which the device itself performs the integrity
check of the code running on it and the last best configuration stored in read-only storage. If
the validation fails, the device deletes the current code and reinstalls the last best configuration.
The device then restarts and performs validation of all its modules. The second method is re-
mote attestation; the device sends the integrity report to the controller/gateway device for remote

validation [165]. The verifier then initiates a secure firmware update process if the validation fails.

3.1.2.5 Penetration Testing/Vulnerability Assessment

a. Device Attestation. Periodic device-side code analysis should be performed to check for the
presence of any malicious code or modification in the original code. The successful code
verification helps in shrinking the attack surface [15].

b. Network Testing. It mostly includes the use of penetration testing toolkits and other vul-
nerability assessment measures adopted by ethical hackers to secure the network. The most
common tools are Metasploit, Wireshark, Nmap, Social Engineering Toolkit, Kali Linux, Nes-
sus, etc. The penetration testing is done to find weaknesses in the target system. The testing can
be performed on networks, websites, and servers. The weaknesses are then fixed by installing
security patches, improving security configurations, making changes in the IDS and firewall

rules, and security of open ports/interfaces.

3.2 Cost-Benefit Analysis for the Selection of Suitable Secu-
rity Measure

After a deliberate discussion on the defense-in-depth approach for IoT comprising various
preventive, detective, responsive, and corrective security measures, a question arises about the
complexity and cost comparison of various security measures. In response to this question,
authors in [202] illustrate that the security requirements of two distinct IoT systems and even the

security features of two different technologies cannot be compared using a single measure. The
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security measures are adopted, keeping in view the technical resources (computational power,
battery life, memory, and available bandwidth) of end devices and the threat environment.
However, at the same time, the traditional host-based security solutions such as anti-virus,
frequent security updates/patches, secure execution environment, OS virtualization, etc., are
difficult to be implemented on resource constraint IoT devices. Hence, a relative cost-benefit
analysis of security measures providing the same level of security is essential to select the
suitable technology. E.g., as discussed in Section-3.1.2.1, the allocation of a unique device
identifier is essential to protect against ID spoofing and device replication attacks. However, just
the allocation of an identifier is not enough, the safe storage of device ID and other associated
cryptographic primitives such as private keys and symmetric keys require additional measures
such as TPM-based keys [165, 166]. However, any additional security measure comes at the cost

of additional overheads in the form of special hardware, high computation and energy costs, etc.

Similarly, blockchain, a distributed ledger technology (DLT), is recommended to replace
centralized cloud platforms. Both blockchain and cloud store data for further processing. These
technologies ensure authentication and integrity of data. However, there are few differences that
play a key role in the selection of suitable technology for IoT. Cloud services are provided under
the centralized control of one trusted entity. Hence, the cloud is vulnerable to the single point of
failure concerning security and privacy issues [22] including data manipulation [203,204], and
the availability of cloud services. Concerning data manipulation, the cloud service provider has
to be a trusted party as it has control over the data stored in the cloud and related services.
Therefore, the cloud provider can manipulate user data [204]. Whereas, blockchain is
orchestrated in a way that all the miner and full nodes in the blockchain network maintain the
same copy of the blockchain state and the trust is distributed among all the network nodes.
Hence, if one device's blockchain data is altered, the system will reject it, and the blockchain state
will remain un-tampered. Correspondingly, a single point of failure also concerns the availability
of the services when the cloud servers are down because of software bugs, cyber-attacks, power
problems, cooling and other issues; users find it difficult to access the cloud services [203].
Whereas in the blockchain, data is replicated on many computers/nodes, and problems with few
nodes do not disrupt the blockchain services. Cloud is also vulnerable to unauthorized data
sharing. E.g., in the recent past, private data of 87 million users was provided by Facebook to a
British political consulting firm “Cambridge Analytica” without users' permission [27, 205].
Such a data breach results in irreversible data security and privacy issues. Whereas, blockchain
with its smart contract technology gives users the freedom to restrict access to their data to

authorized entities only, without placing trust in any third party or a cloud service provider [206].

Currently, blockchain is considered to be computationally and energy-intensive in the
backdrop of PoW-based consensus protocol used in Bitcoin Blockchain. However, considerable
research is being done to design and develop IoT-specific blockchain technologies that infer
low computational and energy costs [207-210], are scalable [204, 211] and also offer
privacy-preserving computations on user data [212]. Hence, it is the cost-benefit analysis, the

resourcefulness of end devices, and security requirements that holistically determine an
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Figure 3.3: NB-IoT security in the IoT threat environment

appropriate security framework for an IoT system/use case.

3.3 Conclusions, Lessons Learnt and Pitfalls

To reach some logical conclusions/lessons and identify pitfalls concerning IoT security, we have
projected a snapshot of the impact of security provided by one of the selected real-world IoT
technologies on IoT threats (discussed in Chapter-2, Section-2.3 and Section-2.4, ), in Figure-3.3.
Although, there are many IoT communication technologies such as Zigbee, BLE, RFID, LTE-M,
LoRaWAN, etc., that connect [oT devices with the gateways or base stations. However, LPWA
(Low Power Wide Area) is considered to be a suitable technology for many IoT use cases due to its
low power consumption, wide-coverage, long-range, low latency, reliability, low cost, better QoS,
and considerable security [60,202,213]. Therefore, we have carried out a comparison of various
LPWA technologies. As shown in Table-3.2, there are various options for LPWA technology in
both licensed and unlicensed spectrum with varying security features. However, not all of the
technologies can be discussed here in detail. Therefore, we have only mapped NB-IoT security
features in Figure-3.3. Under the threats sub-section of the Figure-3.3, the points shown in red
color are the threats/attacks that are not prevented by the NB-IoT security features. Whereas,
the points shown in the green color are addressed by NB-IoT. It is evident that NB-IoT protects
against the majority of the transmission/network layer attacks and only a few perception layer
threats. Moreover, the application layer threats make it essential for the application developers
to embed requisite security measures in the applications. It is evident from Figure-3.3 that the
cryptographic security provided by the NB-IoT cannot protect against device capture and device

tampering attacks. Moreover, there is also no mechanism to detect any forging or change in the
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Table 3.2: Comparison of LPWA technologies

Feature LTE-M NB-IoT LoRaWAN Sigfox
Licensed spectrum Yes Yes No No
Device / subscriber au- | UICC/eUICC UICC/eUICC Yes Device only
thentication
Network authentication Yes LTE-AKA Yes LTE-AKA Optional No
ID protection TMSI TMSI Partial No
Data confidentiality 128-AES 128-AES Yes (AppSKey) No
Data integrity Limited DoNAS (Op- | Yes Yes
tional)
Control signal integrity Yes Yes Yes Not known
End-to-Middle security No No Yes No
Forward secrecy No No No No
Replay protection Yes Yes (Optional) Yes Yes
Reliable delivery Yes Yes No No
Device updatability Yes Yes Limited No
Keys updatability Yes (Optional) Yes (Optional) Limited No
Updation of long term | Yes (OTA) Yes (OTA) Limited No
keys
Requirement of certified | Yes Yes Optional Yes
equipment
IP network Yes (Optional) Yes (Optional) No No

device code, hardware configuration, and system files. Such protection is critical to detect remote
code execution attacks that convert the devices into bots. The pitfalls observed in NB-IoT security

are also shown in Figure-3.3.

As shown in Table-3.2, LTE-M, and NB-IoT operate in a licensed frequency band, whereas,
LoRaWAN and Sigfox operate in an unlicensed spectrum [202]. Hence, it is imperative to discuss
the impact of a licensed and an unlicensed frequency spectrum on the operational performance
and security of an IoT system. The main advantage that NB-IoT has over LoRaWAN and Sigfox
is that being in a licensed frequency band, NB-IoT is based on an international standard defined
by 3GPP [61]. Therefore, NB-IoT can be termed as a mature technology with good QoS and less
susceptibility to interference. Although the cost of a licensed frequency band is very high, i.e.,
more than USD 500 million per MHz, yet, the security and the performance benefits outweigh the
cost effect. Being operating in a licensed spectrum, the end devices get access to the network after
due authentication and authorization only. Therefore, it is difficult for an attacker to introduce a
forged device in the network. Moreover, a regulating authority can control and manage a licensed

spectrum with much ease as compared to an unlicensed one.

On the other hand, LoRaWAN is a non-standard proprietary technology with low QoS and no
message delivery reliability. Being in an unlicensed frequency band, LoRaWAN and SigFox are at
high risk of service degradation as the frequency band is shared with a lot of other radio devices.
Moreover, the use of an unlicensed spectrum in most countries is regulated with some restrictions
on the service providers concerning the maximum power of the transmitted signal and the duty
cycle. However, still, it is difficult to control and regulate the unlicensed spectrum as at times,
there can be a large number of ad-hoc networks operating in the said band. Correspondingly,

the limitation on the duty cycle makes it difficult to support firmware updates over-the-air [214].
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Whereas, IoT devices without any software updates or security patches are a security hazard.
The brief discussion on the impact of real-world 10T technologies on the security threats and the
previous discussion on IoT threats in Chapter-2, and IoT security framework guidelines discussed
in Chapter-3, Section-3.1.2 has led us to draw certain lessons which further helped us to identify

the pitfalls in the current IoT security environment.

Lessons Learnt and Pitfalls

a. IoT threats at various layers such as physical, MAC/Network, and application layer exploit
different vulnerabilities and use different attack vectors to achieve malicious objectives. E.g., a
device manufacturer leaves some open interfaces in the device hardware. These open interfaces
can be exploited by the attacker to gain unauthorized access to the device and manipulate
its operation [80]. Similarly, jamming of a communication channel targets the availability
of the network or network services. Whereas, anti-jamming protection requires a different
approach as compared to merely protecting against eavesdropping. Hence, attacks at various
layers will have different impacts on the overall security of an IoT system and will require
different security measures depending upon the IoT use case and threat environment.

b. According to the discussion in Chapter-2, Section-2.3, attacks at physical layer such as de-
vice capture, jamming of a wireless channel, hardware exploitation, node cloning, invasive
intrusions, device configuration and firmware modification cannot be prevented only by cryp-
tographic security provided by IoT communication protocols. Therefore, security has to be
viewed as a whole and supplementary measures need to be taken at different layers based on
the security requirements of IoT use cases. These additional security measures may infer some
additional costs in the form of hardware, software, bandwidth, computation or storage.

c. The discussion in Chapter-2, Section-2.4, infers that depending upon the type and physical
environment of IoT applications, end devices are vulnerable to physical attacks including de-
vice capture, tampering, invasive hardware attacks, side-channel attacks, reverse engineering,
sensitive data leakage, and firmware/source code modification attacks [52].

d. DDoS attacks are mostly launched through compromised IoT devices [76]. Therefore, there is a
requirement of an effective ingress as well as egress filtering, especially where [oT is connected
to the internet.

e. Cyber attacks are considered as one of the biggest threats to IoT applications [215], and mostly
the network and the application layers are the focus of the attackers [215].

f. No operation in an IoT system can be termed safe unless the integrity of the code installed on
the IoT device and the integrity of the data being shared between devices is ensured [9].

g. Absence of anti-virus/malware detection mechanism in 10T is one of the causes of successful
attacks on the integrity of the code/software of an IoT end device [8,9].

h. Secure firmware update is one of the effective solutions against malware attacks in IoT. How-
ever, low downlink data rate, very short duty cycle, and lack of firmware integrity verification
measures make it hard for an IoT technology to implement an effective firmware update mech-
anism [214].
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i. Not all the IoT technologies meet the security needs of all possible IoT use cases. Instead, all

technologies have adequate security for some specific applications. However, if the security
provided is not enough for a particular use case, additional security measures can be taken but
at the cost of some additional hardware, computation, energy or bandwidth cost, etc.

j. Security features of two different technologies cannot be compared using a single factor/mea-
sure.

. The ideal LPWA technologies have some important security features as optional. These fea-
tures are required to be enabled by the network operators. Hence, the user organizations/net-
work operators need to have a clear understanding of what security features they require for
which IoT use cases [202].

. To effectively provide comprehensive security and privacy solution, it is necessary to analyze
the 10T application and associated threats. Although similar, a smart home is different from
a smart work environment. The solutions, especially the ones involving classic cryptography
and physical layer security, must be tailored for the specific threats. The goal is to provide a
cost-effective solution, while also taking into account the energy requirements (many devices
can be battery-operated) [216].

. Mostly, security is not the primary concern while designing IoT technologies or products [201].
Instead, the manufacturers focus more on the performance aspects such as low cost, low power
consumption, more coverage, high data rate, ease of implementation, and service delivery.

. Standard IT security protocols cannot be deployed on resource constraint IoT devices. How-
ever, selected standard security protocols can be optimized by removing various optional fea-
tures.

. Security is a holistic property. Hence, it should not be considered in isolation. E.g., LPWA
technologies are developed with the primary objective of improving upon the performance and
reliability concerning low power consumption, wide-coverage, long-range, low latency, reliable
data transmission, low cost, and better QoS security [60,203,215]. Therefore, some compro-
mises have to be made between the security and performance of the system. E.g., the use of
lightweight cryptographic solutions to reduce computation overhead and power consumption.
Similarly, efficient use of available bandwidth implies the use of security measures with less
communication complexity.

. Based on the discussion in Chapter-2 (Section-2.3, and Section-2.4) and Section-3.1 in this
chapter, it is deduced that considerable research and development is being done in both
academia and the corporate sector to mitigate threats to IoT. These threats fall in the domain
of security triad, i.e., threats to confidentiality, integrity, and availability of data/information.
As highlighted in Section-3.1.2, that security has to be viewed as a whole, and for a
defense-in-depth approach against IoT threats, we need to deploy various preventive,
detective, responsive, and corrective security measures. Hence, Table-3.1 shows that there are
many Commercial off-the-Shelf (COTS) and academic security solutions available/proposed
to provide preventive, detective, responsive and corrective measures. For instance, issues

concerning device security such as device ID [164-166], tamper-proofing [164, 170],
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registration and management [53], and secure boot [168] have been addressed by various tech
giants including IBM, AT&T, TCG and Juniper Networks. Similarly, issues concerning data
security and network access including authenticated encryption [178—180], privacy-preserving
computation (homomorphic encryption) [172], secure cloud access [17], mutual device and
gateway authentication [94], and secure network access control [94, 177] have also been
meticulously tackled.

g. Whenever we talk about cryptographic security, key management is an associated challenge,
and it is always considered to be an open research issue [216]. Similarly, after device, data, and
network security, application layer security is also very essential as mostly the network and the
application layers are the focus of the attackers [215].

r. The constrained resources in IoT devices and corresponding lack of strong security measures
result in certain shortcomings that need to be addressed in the future. These include; absence
of an international IoT standardization body that should govern minimal security standards as
per the sensitivity and nature of IoT applications. Next is the lack of security mechanisms to
ensure the integrity of IoT devices. Similarly, the protection of IoT devices against malware
attacks and related secure firmware updates are still open challenges. Another critical aspect is
that most of the data processing and analytics are performed under the centralized control of a
third party/cloud provider that has to be the trusted one [106]. However, trust in a single entity
results in various security and privacy issues. Finally, more work is required to be done in
intra-cloud and distributed privacy-preserving data analytics. Similarly, the exploitation of
zero-day vulnerabilities, especially at the application layer, is a persistent threat. Some of

these vital open issues are discussed in detail in the next section.

3.4 Open Research Challenges

3.4.1 Baseline Security Standards

Because of the current lack of standardization on IoT products, diverse IoT applications and het-
erogeneity of IoT products, there are issues of security, interoperability, and compatibility. Most
of the IoT products are being manufactured without any baseline security standard [37]. Whereas,
keeping in view the existing threat spectrum, there is a requirement of various integrated security
measures in IoT devices. These measures include requisite user authentication and authorization,
encryption of data at rest and in transit, hardware security against tampering, and OS/application
security. However, taking into account the constraint resources of many IoT devices such as sen-
sors, Arm core or like microcontroller-based devices, CCTV cameras, baby monitors, home light-
ing systems, and the high computation and memory requirements for traditional cryptographic
authentication and encryption solutions, there is a need to develop lightweight fully optimized
cryptographic security protocols for IoT devices [217]. Application-specific functionality vis-a-
vis low manufacturing cost and low energy consumption are also considered to be the limiting

factors in developing a generalized solution for all the IoT products. Correspondingly, there is a
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requirement of an international IoT standardization body to enforce minimum security standards

in IoT products.

3.4.2 Privacy-Preserving Data Aggregation and Processing

Privacy is a critical security requirement for IoT users. Although considerable research has already
been done concerning the user as well as data privacy, however, certain issues like privacy in data
collection, data aggregation, data sharing, and data management warrant further attention [33].
E.g., data aggregation is done at the gateway devices to reduce the communication overhead
between end devices and the cloud/servers. To preserve data security and privacy, the aggrega-
tion or processing is done over encrypted data by employing additive [218,219] or multiplicative
homomorphic encryption schemes. There are some full homomorphic encryption schemes as
well [220,221]; however, due to heavy computation load, it is difficult to use full homomorphic
encryption schemes in IoT. Apart from data encryption, users' signatures aggregation is another
approach to contain the communication overhead, given p signatures on p distinct messages from
the same user. However, it is quite challenging to design a multi-key homomorphic signature to

aggregate p signatures on p distinct messages generated by p users [113].

3.4.3 Software/Code Integrity

Numerous solutions to ensure the integrity of IoT end devices exist. However, the most depend-
able solutions are hardware-based that require execution of complete attestation process in a secure
environment. But keeping in view the scale of deployment and low cost of IoT devices, manu-
facturing of secure hardware-based IoT products for usages besides critical infrastructure is not
practical. Hence, there is a need to explore a secure software-based solution that can be easily
deployed in resource constraint IoT devices with the flexibility of timely upgradation. Another
foreseeable problem is that the next generation of IoT will consist of a large number of hetero-
geneous devices. Therefore, to detect and correct any malicious software modification efficiently,
a swarm attestation mechanism for large dynamic and heterogeneous networks of embedded sys-

tems is still a challenging task [222].

3.4.4 Blockchain - An Instrument to Augment IoT Security

The success of Bitcoin brought the attention of the world to its underlying blockchain technol-
ogy [24]. The blockchain is considered to be an unforgeable digital ledger that cannot be ma-
nipulated and changed. Although Blockchain was initially developed for financial technology
(fintech), yet it is being adopted by many organizations to provide secure distributed services,
such as smart city security [223], supply chain management [224], data sharing [225], data secu-
rity [226], and decentralized and distributed web services [227]. However, blockchain's adaptation
in the IoT ecosystem requires further evaluation. Figure-3.4 shows the inherent benefits of Bitcoin
Blockchain in blue blocks, its limitations in pink blocks, and the blockchain features that IoT can

leverage in green blocks. Whereas the open research issues are shown in yellow blocks.
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Figure 3.4: Blockchain for the IoT

Although IoT can inherit some of the core benefits of blockchain such as decentralized and
unforgeable digital ledger, transaction integrity and authentication, no double-spending, trustless
operation, and by design protection against ransomware and cryptlocker type attacks. However,
to make blockchain a reliable and secure platform for IoT, certain aspects need further research
and evaluation. Such challenges include, ID management with due consideration for user privacy,
user data privacy (both, on-chain and in transit), minimum latency in transaction confirmation for
near-real-time IoT systems (smart vehicles, autonomous traffic management, smart grid, health
monitoring), IoT focused transaction validation rules, IoT-centric consensus mechanism with low
energy, low computation, and low communication overhead. The research on IoT-centric consen-
sus mechanism must focus on consensus finality and fork prevention, which is a key to minimize

latency in transaction confirmation and a critical requirement for real-time 10T systems.

3.4.5 Challenges to Fog Computing in IoT

One of the challenges in fog computing is to realize ID authentication while ensuring low latency

of real-time services, the mobility of users, decentralized fog computing nodes and avoiding de-
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Figure 3.5: Blockchain-based ID authentication in fog computing

anonymization attacks [228]. Currently, there are many ID authentication schemes [229-231].
However, they do not cater to the mobility of the end devices. The probable solution to this chal-
lenge lies in the blockchain-based access control for fog computing. As shown in Figure-3.5, all
the fog computing nodes can be the full blockchain nodes and can securely share and maintain the
users' authentication and authorization information using group keys or attribute-based encryp-
tion [232,233].

Another challenge is the consistency of the access control policy when multiple devices are
used by users to access real-time services. The policy may involve device authentication and man-
agement mechanism for the users and key management mechanisms for the fog nodes. Although
security is an essential part of any IoT system, however, the limited computational and power ca-
pability of IoT devices, makes it difficult to employ conventional cryptographic solutions. Hence,
there is a requirement to design lightweight security protocols to support real-time services for

fog-assisted IoT applications.
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3.5 Summary

In this chapter, we presented a comprehensive set of security guidelines based on industry best
practices that can help IoT standardization bodies to design minimal security standards based
on types of 10T applications and devices. It was followed by an illustration of some important
lessons learned from our discussion on threats to IoT in Chapter-2, and requisite defense-in-depth
approach delineated in this chapter. Finally, some open research challenges related to IoT security
were discussed. As for today, the inherent security provided by the IoT communication protocols
does not protect against malware and node compromise attacks. Moreover, in the backdrop of
a recent upsurge in the number of Ransomware attacks, the leading cause of their detrimental
effects can be attributed to the centralized network architecture or cloud-supported operation and
management of most of the IoT application scenarios. In these cloud-based IoT systems, network
functionalities and security operations are controlled centrally. Such architectures are not only
costly to set up but also present a single point of failure. Moreover, the IoT users, who are mostly
the data owners, question the trustworthiness of the cloud service providers due to numerous data
security and privacy issues. In addition, there is a lack of user-defined access control to data and

transparency in the handling of data inside the cloud environment.

Hence, apart from other techniques, blockchain technology, with its inherent cryptographic
security and unforgeable distributed architecture, is being evaluated and tested to address the [oT’s
security and privacy issues. It is believed that blockchain can resolve most of the IoT data integrity
issues due to its ability to run distributed applications in the form of smart contracts and storing
data on multiple nodes. Therefore, there is a dire need for an in-depth assessment of the blockchain
technology to ascertain its suitability for augmenting the IoT security, identify the limitations, and

recommend appropriate measures.

[68]



”The blockchain symbolizes a
shift in power from the centers to
the edges of the networks.”

- William Mougayar

Blockchain's Adoption in the IoT

The underlying technology of Bitcoin is blockchain, which was initially designed for financial
value transfer only. Nonetheless, due to its decentralized architecture, fault tolerance, and data
immutability, it has been weighed to resolve data integrity issues in 1oT. However, presently,
not much work has been done to assess blockchain's viability for IoT and the associated chal-
lenges. Hence, to arrive at intelligible conclusions, this chapter carries out a systematic study of
the peculiarities of the IoT including its security and performance requirements. Subsequently, the
gaps are identified by mapping the security and performance benefits inferred by the blockchain
technologies and some of the blockchain-based IoT applications against the IoT requirements.
This research also highlights some of the practical challenges to the integration of IoT with the
blockchain. In the end, a way forward is proposed to resolve some of the significant challenges
to the blockchain's adoption in IoT. This chapter has been published in the Journal of Networks
and Computer Applications as a paper titled, “Blockchain’'s Adoption in loT: The Challenges and
A Way Forward,” Imran et al. [234]. In addition, an initial version was also presented at the 15"

International Conference on Security and Cryptography (SECRYPT) [235].

4.1 Introduction

Although blockchain was initially conceived as a financial TX protocol in the form of Bitcoin,
but due to its cryptographic security benefits such as pseudonymous IDs, decentralization, fault
tolerance, TX integrity and authentication, researchers and security analysts around the world are
focusing on the blockchain to resolve security and privacy issues of IoT. However, default limita-

tions of Bitcoin blockchain, such as scalability, latency in TX confirmation, large storage, intensive
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computation and energy requirements, and privacy leakage, infer that blockchain technology has

to be assessed deeply before it can be used securely and efficiently in an IoT environment.

4.1.1 Related Work

Till date, numerous surveys and some research on blockchain-based IoT technology [25,236-244]
has been published but either these papers focus on general applications of the blockchain or dis-
cuss technical aspects concerning digital currencies. They do not give an insight into blockchain
challenges related to IoT. For instance, [236] highlights various security, privacy, and performance
issues such as DDoS attacks, 51% attack, data malleability, authentication, energy consumption,
cryptographic, and usability problems. However, these issues have been discussed concerning
cryptocurrencies such as Bitcoin, Ripple and Bitcoin exchanges. This work also identifies some
of the research areas such as scalability, smart contracts, licensing, IoT, security, and privacy,
which have been neglected in current research. However, for most of the part, [236] presents the
methodology of its research and broadly highlights the current research topics. Moreover, if we
look from the IoT perspective, [236] does not focus on this issue. Similarly, [237] carries out a de-
tailed survey of blockchain technologies and their impact on society and the economy. It discusses
the problems associated with Bitcoin blockchain. It also draws attention to the wide utilization
of blockchain technologies, but IoT is just a point in the long list of potential use cases of the

blockchain. Finally, it addresses the issues related to administration and policy guidelines.

In another work [238], authors give an overview of blockchain technology, discuss its vari-
ants such as Ethereum [245], Ripple [246], Gridcoin [247], etc., and present a gist of some non-
financial applications of the blockchain. It also does not address issues concerning blockchain's
adoption in IoT. Similarly, [239] presents a wholesome survey on the technical aspects of digital
currencies. It discusses the Bitcoin characteristics and related concepts especially the consensus
protocols in much detail but with respect to digital currencies. Although the papers mentioned
above have covered various aspects of digital currencies and blockchain in detail, they are not
focused on IoT. Moreover, authors in [240] present a lightweight architecture of a smart home.
However, the paper just focuses on the limitations of Bitcoin blockchain and proposes a solution
to avoid Bitcoin's issues of computation intensiveness, latency in TX confirmation and scalability.
Correspondingly, the authors compare the security and performance efficiency of their solution

with Bitcoin blockchain only.

Similarly, authors in [241] propose one of the use cases of the blockchain for IoT, i.e., config-
uring and managing [oT devices using blockchain smart contracts. By doing so, the authors aim to
avoid the security and synchronization issues involved in a client-server model. Where, if a server
gets malicious, then all the connected devices will be vulnerable to security issues. Therefore,
taking advantage of blockchain's trust-free distributed architecture, the IoT devices are proposed
to be configured and managed through Ethereum smart contracts [245]. Moreover, [242] carries
out a literature review of blockchain applications beyond cryptocurrencies and their suitability to
IoT. The review also aims at finding a solution to Bitcoin blockchain related vulnerabilities, such

as integrity attacks, de-anonymization techniques, and adaptability of Bitcoin blockchain in IoT
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concerning high TX input in IoT. Whereas, [25] gives an insight into the working of blockchain
and smart contracts [245]. The authors prudently highlight the blockchain-IoT use cases such as
a market place for sharing services and resources between loT devices, P2P market for renewable
energy and supply chain management (SCM). The paper also highlights some issues about the
use of blockchain in IoT. These issues include low TX throughput, high latency in PoW-based
blockchains, the privacy of users and TX contents, legal matters associated with smart contracts
and the need for changes. Similarly, authors in [243] have also made a valuable contribution to
the Bitcoin research. They have carried out an in-depth analysis of numerous Bitcoin properties,
stability issues, and Bitcoin forks. The authors also gave an overview of alternatives to Bitcoin
consensus and user anonymity/privacy techniques. Finally, [244] presents a systematic literature
review of blockchain-based IoT solutions. The researchers also commented on the evaluation

methods, evaluation metrics, and evaluation results presented in the reviewed studies.

Therefore, to cover the gaps in the literature concerning blockchain's adoption in IoT, there is
a requirement of carrying out a comprehensive survey to find out how does existing blockchain
technologies impact IoT. Similarly, how can IoT leverage blockchain to resolve its security issues,
and what are the impediments in doing so. This chapter thus carries out a methodical review of
the IoT threat environment, resultant IoT security and performance requirements and the impact
of progression in blockchain technologies on IoT. The benefits afforded by the blockchain tech-
nologies and some of the blockchain-based IoT applications are pitched against IoT security and
performance requirements to identify the voids. We also present a comparison of some of the no-
table blockchain consensus protocols based on certain security and efficiency factors to determine

a suitable technology for the IoT.

Moreover, to discover some practical issues involved in the integration of 10T devices with the
blockchain, we implemented an Ethereum blockchain-based IoT supported supply chain monitor-
ing system in an experimental setting. We discovered that there are some challenges in securely
sending sensor data from the IoT devices to the blockchain. It is also noticed that currently, there
is no mechanism to perform a device integrity check to ascertain the validity of IoT devices.
Whereas, it is an important security requirement since the IoT devices mostly operate in an un-
protected environment and are vulnerable to physical compromise, which can result in malicious
device operation. We also establish that there is a requirement for IoT-oriented TX validation rules
and IoT-focused consensus protocols to meet the specific needs of the IoT environment. In the end,
a way forward is recommended to address some of the significant blockchain issues. Hence, there

are many factors that make our work distinguished from our predecessors.

4.1.2 Contributions of this Chapter

The primary objective of this research is to identify unscaled challenges that hamper the total

adoption of blockchain in an IoT environment. The major contributions of this chapter are:

a. A comprehensive review and analysis of blockchain consensus protocols in the context of their

implementation in IoT.
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b. Detailed analysis of progression in blockchain technology and its impact on the 10T in view of
security and performance requirements of 1oT.

c. Identification of some unique and practical challenges to the blockchain's adoption in IoT.

d. Analysis of few existing blockchain applications and related voids.

e. A way forward to address some of the critical 10T related blockchain issues.

4.1.3 Organization

This chapter is organized as follows: Section-4.2 illustrates some critical security and performance
requirements of [oT systems. In Section-4.3, some important blockchain concepts and the con-
sensus protocols are explained. Progression in blockchain technology, and its impact on IoT is
highlighted in Section-4.4. Whereas, Section-4.5 presents current challenges to the blockchain's
adoption in IoT. The latest trends in blockchain-based IoT applications and related issues have
been covered in Section-4.6. Gap analysis and a way forward to address some of the signifi-
cant challenges are presented in Section-4.7 and Section-4.8 respectively. Finally, the chapter is

concluded with a hint of future work in Section-4.9.

4.2 loT Requirements

As discussed in Chapter-2, security flaws in IoT are resulting in attacks on device integrity, data
integrity, secrecy and privacy, attacks on the availability of network and attacks on the availability
and integrity of services, e.g., DoS and DDoS attacks [10]. The current security issues in IoT
can be attributed to the poor security-aware design of devices, scarcity of memory, power, and
computational resources, and trust in cloud-based applications. Based on the resource constraint
peculiarities of IoT devices and IoT threat environment presented in Chapter-2, we have deduced
some security and performance requirements for future IoT systems. Hierarchical models of these

requirements are reflected in Figure-4.1 and Figure-4.2 respectively.

4.2.1 Security Requirements

The design and development of future IoT systems and devices is envisaged to be somewhat stan-
dardized as per the security requirements depicted in Figure-4.1. The essential security require-
ment of an IoT system is to be able to operate in a trustless environment. Moreover, most of the
IoT applications rely on sensors' data. Hence, unforgeable storage and security against data ma-
nipulation and unauthorized sharing are also required. Furthermore, most of the IoT devices, such
as smart city environmental sensors (temperature, humidity, gas, etc.), surveillance cameras, and
ITS sensors being deployed in public places without much protection, are vulnerable to physical
compromise [81, 83]. Resultantly, no operation in an IoT system can be termed safe unless the
integrity of the code installed on the IoT device and the integrity of the data being shared between
devices is ensured [9]. Therefore, device security is another important aspect that needs attention
from the manufacturers and the security researchers. To protect the network against node com-

promise and malware attacks, the IoT systems need to authenticate devices before adding them to
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Figure 4.1: Security requirements for the IoT systems

the network. Similarly, there should be frequent checks to attest the integrity of the code installed
on the devices. In case of any suspicion about the device software, the respective node should be

revoked temporarily until the secure software update is performed.

IoT devices should also be tamper-resistant concerning both hardware and software modifi-
cations. Another vulnerable issue is that due to the scarcity of memory, power, and computation
resources, redundant cryptographic security measures cannot be implemented in IoT devices [36].
However, still, IoT devices need some lightweight cryptographic security along with an efficient
key management system, in which compromised keys should be revoked and updated as and when
required. Another important requirement is user security, including enrolment, ID management,
authentication, and authorization. In addition, a secure IoT system requires protection against

unauthorized access to the network and user data.

4.2.2 Performance Requirements

Due to reliance on real-time data sharing by most of the IoT systems like VANETS, WSN, ICS,
smart grids, smart homes, and SCM, the performance efficiency of the IoT system is as impor-
tant as its security. Some of the performance requirements desired in IoT systems are shown in
Figure-4.2. To protect future [oT systems against human errors, they need to be self-regulated
and self-managed. An efficient IoT system must cater to the constraint resources of end devices,
including low memory, low power consumption, and low computational ability. However, an in-
crease in performance efficiency should not be on the pretext of compromising the security of the
system. Moreover, a rise in the number of users/IoT devices in the future will result in the gen-
eration of more data. Therefore, the respective IoT system must be able to accommodate future

network expansion and handle a large number of messages with high throughput.

The existing threat spectrum coerces the need for a sophisticated security mechanism for IoT.
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Many security researchers visualize blockchain as the silver bullet to augment IoT security. There-

fore, before proceeding further, it is essential to get familiarized with the blockchain technology.

4.3 Blockchain: An Overview

The Bitcoin [24] has very innovatively transformed the method of financial value transfer without
any trusted third party. The underlying technology of Bitcoin is blockchain. In simple terms,
blockchain comprises a series of blocks in such a way that every new block is cryptographically
connected to the previous block. In the case of Bitcoin, the blocks contain a record of financial
TXs between Bitcoin users. Due to its inherent benefits, such as immutability, auditability, TX
integrity and authentication, fault tolerance, and above all, trust-free operation, blockchain is be-
ing envisaged to play a vital role in the security of IoT ecosystem. Various benefits of Bitcoin

blockchain and how they are achieved are enumerated in Table-4.1.

Blockchain avoids a single point of failure by employing DLT. None of the nodes in the
blockchain has centralized control as the TXs are validated through network consensus. Moreover,
the replication of blockchain state on all the nodes protects against data forgery, and node com-
promise attacks targeting data integrity. Blockchain provides a transparent public view of all the
TXs, which presents an immutable log of events for future auditing. To ensure user anonymity, the
real-world IDs are replaced by pseudonyms (cryptographic hash of the public key). The network
consensus feature offers a trust-free environment without reliance on a single party. Blockchain
employs various cryptographic algorithms to ensure TX authentication and integrity. The TXs in
the blockchain are protected against double-spending based on the concept of Unspent Transaction
Output (UTXO), where each input of a TX can spend the satoshis paid to the previous output, only
once. Additionally, some important concepts concerning blockchain technology are illustrated in

succeeding paras.
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Table 4.1: Benefits of Bitcoin Blockchain

Ser Benefit

Achieved by

1. | Avoids single point of failure

Distributed public ledger and decentralization

2. | No central authority or third party mediation

Validating the TXs with the consensus of net-
work nodes

No central database

Distributed public ledger

4. | Resilience to node compromise

Network consensus and state machine replica-
tion

5. Auditable and immutable TXs

The recording of validated TXs in an un-
forgeable blockchain with a timestamp makes
them always available for the audit. How-
ever, if an attacker acquires 51% or more hash
power then he can change the history of the
blockchain and double-spend the TXs

6. | Transparency

TXs are publicly announced to enable all
nodes of the blockchain network to maintain
the same copy of the order of TXs. More-
over, the TXs are published on the blockchain
in cleartext

7. | Pseudo-anonymity

Hash of Public Keys

Trust-free operation

Validation of each TX by network nodes

9. | TX authentication and non-repudiation

Signing of TXs by the user's private key using
Elliptic Curve Digital Signatures Algorithm
(ECDSA) [248]

10. | TX integrity

Taking SHA-256 hash of a TX

11. | Protection against double spending

Using UTXO, where each input of a TX can
spend the satoshis paid to the previous output,
only once

4.3.1 Key Concepts

1. Transaction (TX). A process that results in the change of state of the blockchain. Depend-

ing upon the blockchain platform, a TX ranges from the transfer of financial value to the

execution of arbitrary code in the form of a smart contract [249]. Moreover, in the case of

an loT environment, a TX may be a means of sharing user or environment sensors' data.

2. Block. It is a set of TXs that happened in the recent past and have not been confirmed yet.

The block also has a block header that contains the blockchain version number, hash of the

previous block, a random nonce, timestamp, and Merkle Root Hash of all the TXs included

in the block.

3. Blockchain. It is a distributed public/private ledger that keeps a record of all the TXs/blocks

[24]. Vitalik Buterin in [250] gives another perspective that the essence of the blockchain is

informational and processual, and does not relate directly to the monetary sphere.

4. Mining. It is the process of adding validated TXs to a block and then broadcasting that block

[75]
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on the blockchain network, to be known by all the nodes. Miner nodes do the mining, and
the selection of a node to mine a new block is done based on certain lottery schemes. In the
case of Bitcoin, miners compete to solve a cryptographic hash puzzle, and whosoever finds
the solution (also known as Proof-of-Work) first is eligible to mine the next block. When a
block is mined and added to the blockchain, then the TXs in that block are confirmed [251].
Irrespective of the type of blockchain platform, usually some lottery scheme is required to

randomly select a miner to propose or mine a new block.

. Simple/Normal Node. There may be different types of nodes in a blockchain network de-

pending upon their capabilities and resources, such as computational capability and memory
size. A node may be a simple node, which can only send and receive a TX and does not
store the complete copy of the blockchain. In the case of an IoT environment, a simple node
can be an Arduino-based sensor node that can only send a sensor reading to the gateway
device or receive some commands.

Full Nodes. These nodes maintain a complete copy of the blockchain, but they do not mine
a block. However, full nodes validate TXs based upon the consensus rules of the respective
blockchain and contribute to accepting or forking out a block [252]. A double-spending or a
malicious TX may not even be routed or relayed by a full-node. This implies that full nodes
are capable of TX and block propagation. Hence, full nodes are essential for the security
of the blockchain. In an IoT environment, a Raspberry Pi (Rpi) with more computational
and memory resources as compared to an Arduino, can be a full node [253]. We tested this
functionality by running a Go Ethereum version geth-linux-arm7-1.8.3 on a Rpi-3 based

sensor node.

. Miner/Validator Nodes. These are the full nodes that have the additional capability to mine

or validate a new block, thus extending the blockchain [252]. Moreover, mining nodes are
selected as per specific criteria based upon the type of consensus protocol being used in the
blockchain. E.g., In Bitcoin, the mining nodes have to solve a cryptographic puzzle, and
the node that does it first is eligible to mine the next block. The miner node has to submit
a PoW along with the mined block so that the rest of the nodes can validate that the puzzle
has been correctly solved. If the rest of the network accepts the block, the miner node then
earns a block reward and TX fee in the form of respective cryptocurrency. Whereas, in
Proof-of-Stake (PoS) consensus protocol, miner nodes are selected based on their coinage,
i.e., the number of coins they own and the time since they have those coins. However, in
most of the Byzantine Fault Tolerance (BFT) based consensus protocols, the miner/validator
is elected in a round-robin fashion to propose a new block. The rest of the member nodes of
the quorum, vote on the validity of the block and its TXs. In most of the cases, the block is
validated and included in the blockchain upon getting 2/3 majority votes in its favor.

TX/Block Finality. It is related to the final confirmation or approval of a particular TX or
a block by the consensus protocol of respective blockchain. It is an important aspect as it
infers delay in TX confirmation and ultimately affects the TX throughput of the blockchain.

E.g., In Bitcoin, a TX gets one confirmation/approval after ten minutes, i.e., once the block
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containing that TX is mined. However, to get final confirmation, the TX has to wait until
an additional five blocks are mined and appended to the block containing that particular
TX. Hence, it takes sixty minutes to finally declare a TX confirmed/approved in Bitcoin
blockchain. Whereas, in other blockchains such as Hyperledger Fabric [175] and Tender-
mint [254], the TX gets instant confirmation.

Permissioned vs. Permissionless Blockchains. Before defining “Public” and “Private”
blockchain types, it is imperative to highlight that a blockchain can be a permissioned or a
permissionless blockchain based on the restrictions to process the TXSs, i.e., creating new
blocks of TXs. In a permissionless blockchain, any node can create new blocks of TXs,
whereas, in a permisisoned blockchain, TX processing is performed by selected nodes only.
As far as the terminology of a public and a private blockchain is concerned, it relates to the
access to the blockchain data [255].

Public Blockchain. It may be a permissionless digital ledger that allows free and uncon-
ditional participation by any node [255]. Mining in public blockchains is mostly incentive-
based so that miners are encouraged to mine a block. Hence, public ledgers bear more
TX costs than private ledgers [250]. Whereas, the connectivity between nodes in public
blockchain is less than in private blockchain; therefore, it takes a longer time to finalize the
TXs [238]. Moreover, to achieve transparency in permissionless blockchains, all the TXs
are visible to the public. Hence, issues related to user anonymity and data privacy emerge.
Moreover, public blockchains have low TX throughput because of poor TX finality, espe-
cially in PoW-based blockchains [256]. Real-world examples of public blockchains are;
Bitcoin [24], Ethereum [257], IOTA [258], Litecoin [259], Lisk [260], etc.

Private Blockchain. It can be a permissioned ledger, in which the number of the miner
nodes is limited, and their IDs are known. Hence, TX processing is restricted to the
selected/pre-defined miner or validator nodes only. Moreover, a user may have access only
to those TXs that are directly related to him [255]. E.g., Hyperledger Fabric enables
competing businesses and groups to maintain the privacy and confidentiality of their TXs,
using “Private Channels” [261]. Private channels can be termed as restricted messaging
paths that can be used to provide TX privacy and confidentiality for specific subsets of
network members. All data, including TX, member, and channel information, are invisible
and inaccessible to network members, not part of that particular channel. Hence,
comparing to the public ledgers, there can be more privacy of user information in the

private blockchains.

Another difference between public and private blockchains is the extent to which they are
centralized or ensure anonymity [238]. TX costs in private ledgers are also low amid less
number of nodes [250]. Due to immediate TX finality, permissioned blockchains have high
TX throughput [256]. Therefore, it can be attributed that private blockchains are faster than
public blockchains. However, private blockchains with BFT-based consensus protocols
suffer from poor scalability issues in terms of the number of validator nodes. Also,

according to [248], the TX record in these types of blockchains can be tampered with due
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to its partial centralization (known and less number of mining nodes). Concerning IoT
systems, which are mostly private, a permissioned blockchain is the appropriate ledger
technology. Some of the examples of real-world implementation of private ledgers include;
Hyperledger Fabric [262], Multichain [263], Quorum [264], etc.
between public and private blockchains are shown in Table-4.2.

The key differences

Table 4.2: Public vs. Private blockchains

Public (may be Permissionless) Blockchain

Private (may be Permissioned) Blockchain

Permissionless participation

Permissioned participation

IDs of nodes are not known (Use of pseudony-
mous IDs)

IDs of nodes are known [255]

Unlimited number of nodes

A limited number of nodes

Less data privacy

Options available for data security

Poor consensus finality [265]

Instant consensus finality (Mostly in BFT-based
blockchains) [265]

Low TX throughput [256]

High TX throughput [256]

Good scalability (concerning the number of miner
nodes) [256]

Poor scalability (In BFT-based blockchains)
[256]

Vulnerable to 51% attack (In case of PoW and
PoS blockchains)

Vulnerable to node collusion (In BFT-based
blockchains) [255]

12.

13.

Hybrid Blockchain. Being a balance between public and private blockchain, it is also
called as “Partially Decentralized” or “Consortium Blockchain,” [238]. E.g., In a consortium
of ten industrial organizations, every organization maintains a mining/validating node in
the blockchain network. In this case, a block may be valid only if it has been signed by
minimum seven nodes. All the nodes may have open read access to the blockchain, or it can
be restricted to specific nodes only [266]. However, there is a possibility of tampering with
blockchain record due to reduced decentralization [248].

Blockchain Forks. Most of the public blockchains are prone to forks, i.e., if a miner node
mines a block and the rest of the network rejects that block due to consensus rules vio-
lation, then the small chain extending from the rejected block onwards is forked, and the
other longest chain extending from the correct block will be accepted as the valid chain.
One of the main reason of forks in public blockchains is due to the consensus mechanism
such as PoW, PoS, PoET, and PoA, in which there is no consensus finality once a block is
mined. The consensus is reached subsequently once succeeding blocks keep on extending
the chain leading from the older block. For example, to consider a TX as confirmed in Bit-
coin Blockchain, it has to wait until six more blocks are appended to the block containing
subject TX. Hence, temporary forks occur until the unconfirmed TXs are finally accepted
or rejected by the main chain. Besides, the forks can be soft and hard depending upon ac-
ceptance and removal by the upgraded (following new consensus rules) and non-upgraded

nodes (following old consensus rules) [251]. A soft fork is formed when a block violat-
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ing new consensus rules is rejected by the upgraded nodes but accepted by non-upgraded
nodes. In other words, a soft fork is backward compatible. Similarly, it is possible to keep
the blockchain from permanently diverging if upgraded nodes control the majority of the
hash rate [251]. An example of the soft fork is the adoption of “SegWit” to increase the TX
speed in Bitcoin Blockchain.

In comparison, the hard fork is created intentionally once a system is upgraded, or an impor-
tant change in consensus rules is deemed necessary. Hence, the latest version of consensus
rules is not compatible with the older version. It means the hard fork is not backward com-
patible. Therefore, a block following the new consensus rules is accepted by upgraded nodes
but rejected by the non-upgraded nodes. Correspondingly, when the mining software gets
blockchain data from the non-upgraded nodes, it refuses to build on the same chain and ac-
cepts data only from the upgraded nodes. This creates permanently divergent chains, one for
non-upgraded nodes and one for the upgraded nodes. A real-world example of the hard fork
is the split between Bitcoin Cash (BCH) and Bitcoin due to a disagreement on the adoption
of SegWit. Some other precedents of Bitcoin Blockchain hard forks include Bitcoin Gold
(BTG), Bitcoin Diamond (BCD), Bitcoin Private (BTCP), and Bitcoin Interest (BCI) [267].

From IoT perspective, blockchain forks are not desired as they cause a delay in TX confir-
mation. E.g., In Bitcoin, due to the blockchain forks, a TX has to wait for six additional
blocks to be mined over its respective block, to be considered confirmed. This wait time
of six blocks infers a delay of sixty minutes in a TX confirmation. Whereas, in case of
near-realtime IoT systems such as smart cars, ITS, drones, health monitors, a delay in TX
confirmation can lead to a substantial physical damage and financial loss.

Smart Contracts. Exploiting the Bitcoin blockchain's ability to execute autonomous
scripts, developers have created new versions of the blockchain that can perform arbitrary
computations other than transferring coins. E.g., Ethereum blockchain [245] implements
scripts called smart contracts [245] that can run any algorithm encoded in them as a part of
the TX [268]. Being deployed on the blockchain, the smart contracts are also called as
“Decentralized Applications (DApps).” Since smart contracts reside on the blockchain,
they have a unique address. A smart contract can be triggered by addressing a TX to it
under some rules that govern the contract. Smart contracts can be used in applications like
auto-pay (shopping, parking, route management, tolls, fuel payment), digital rights
management, financial services including loan, inheritances, escrow, cryptocurrency wallet
controls, capital markets, mortgage, automatic payment of insurance claims [269], SCM,
smart grid [25,270], and etc.

The key idea behind smart contracts is the development of autonomous objects or IoT
devices that not only rent or sell their data but also maintain their operability by paying for
the maintenance services. Such an autonomous system is likely to contribute to the
development of an overall “Economy of Things” with the goal of providing efficient and

consistent services without any intermediary.
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Consensus Protocol. It is the mechanism or set of rules that enables all the full nodes to
reach an agreement over the order of TXs. There are many types of consensus protocols
being used in different blockchain applications. E.g., PoW, PoS, Practical Byzantine Fault
Tolerance (PBFT), etc. Some of the notable consensus protocols are being discussed later
in subsection 4.3.2.

Consensus Finality. It means, the convergence of the blockchain consensus process on a
particular block/order of TXs. However, in reality, a consensus process may result into a
permanent block or a stale block that may be forked out later. This aspect is further illus-
trated by Vitalik Buterin in [265], that the finality of a TX is always probabilistic. However,
it may stand true for a PoW, PoS or PoET consensus protocols [271], but other consensus
protocols may have different finality guarantees. Such as Casper [265] offers stronger final-
ity guarantees as compared to PoW consensus and similarly, BFT-based consensus protocols
provide immediate consensus finality [271,272], and the TXs once confirmed are not forked
out later. From an IoT point of view, consensus finality is an essential requirement in most

of the IoT systems as it also influences latency in TX confirmation.

4.3.2 Blockchain Consensus Protocols

1.

Proof-of-Work (PoW). It is the computation of a cryptographic hash function with some
degree of difficulty [24], i.e., selecting a nonce such that the computed cryptographic hash
has a specific number of zeros in the start as defined by the level of difficulty. PoW forms the
basis of consensus tactics in Bitcoin and other cryptocurrencies. When a miner node solves
the PoW, it is eligible to mine a new block. Whereas, other full nodes in the network mutu-
ally confirm its correctness [248]. PoW protects against double-spending attacks. Since it is
computationally intensive, it is challenging for a single attacker to solve the difficulty for all
the modified blocks before the honest nodes in the network [24]. It is a common perception
that if a malicious miner or a pool of miners gain 51% of the total network hash power, they
can control the network [273]. However, authors in [274] prove that the malicious/dishon-
est miners resorting to selfish mining strategy can gain more revenue by only 25% of the
total hashing power. Therefore, minimum 2/3 of the network nodes need to be honest to
prevent selfish mining; a simple majority is not enough. Moreover, public networks with
pseudonymous user IDs are prone to Sybil attack. Therefore, Satoshi Nakamoto conceived
PoW-based consensus for Bitcoin blockchain to make Sybil attacks more expensive to be
launched [207,272].

Proof-of-Stake (PoS). It was conceived based on an idea described in [275] to improve upon
PoW's high latency, high computation, and high energy costs. PoS implies that the people
with high stakes are less likely to attack the respective network. Hence, an entity with the
highest coinage, i.e., number of coins times the days, will be eligible to mine a new block.
Moreover, the mining difficulty is inversely proportional to the coinage [239]. However,
once the miners claim the reward, the coinage is reset so that other miners/stakeholders

also get the chance to mine a block. Therefore, if an attacker wants to launch an attack




4.3. BLOCKCHAIN: AN OVERVIEW

similar to 51% attack, he must own enough coins so that even when the coinage is reset,
he can still gain more than half of the odds [239]. In addition, Nicolas Houy in [276]
proves that PoS is vulnerable to a 51% attack, as the few rich stakeholders can collude to
manipulate the state of the ledger. Nevertheless, the probability of a 51% attack in PoS is
considered to be lower as compared to the PoW [277]. Moreover, the maximum TX rate
a PoS protocol has achieved is a few hundred Transactions Per Second (TPS) as compared
to Visa's peak capacity of 56000 TPS [278,279]. Due to the lack of consensus finality,
PoS-based consensus can also lead to blockchain forks [278]. A variation of PoS named
“Delegated Proof-of-Stake” (DPoS) [280,281] implemented in Bitshare, a digital currency,
is considered to be more efficient than PoS in terms of TX confirmation time. Moreover, it
can tolerate up to 50% malicious nodes [248,273].

3. Proof-of-Activity (PoA). A combination of PoW and PoS [282], has been developed in the
wake of an assumption based on an economic phenomenon called “Tragedy of the Com-
mons.” Which implies that over the period the block reward in PoW-based cryptocurrencies
will subside, hence, the miner nodes will have less interest in ensuring the security of the
network, thereby making it vulnerable to various attacks. Therefore, the proposed PoA pro-
tocol aims to increase the cost of an attack for a malicious user by forcing it to achieve eight
times faster hash rate than the honest miners in the network. In addition, it reduces the com-
putation complexity to 1/10th of the Bitcoin PoW, thus, minimizing the energy consumption
as well. However, PoA also aims to secure only cryptocurrency applications.

4. Proof-of-Authority. Based on PoS, Proof-of-Authority is developed as an alternative to
PoW in private blockchains. It has been implemented by Parity [283]. In this protocol, the
authorities are pre-determined and each authority is assigned a fixed time slot within which
it can generate blocks. Every authority is known based on its true ID; therefore, instead
of monetary value at stake, Proof-of-Authority implies validator's ID at stake. Hence, any
misconducting validator will be publicly known [284]. Proof-of-Authority makes a strong
assumption that the authorities are trusted, and therefore, it is only suitable for permissioned
ledgers. Ethereum test network Kovan [285] also employs the same.

5. Proof-of-Elapsed-Time (PoET). To address the problems of high power consumption and
latency in the PoW-based consensus protocols, Intel developed a lottery-based consensus
protocol named “PoET” for Sawtooth Lake, a blockchain-based distributed application plat-
form. According to this protocol, the miner node, which presents the least waiting time, is
selected to mine the next block. The PoET leader election protocol meets the criteria for
a good lottery algorithm, i.e., fairness, investment and verification. It randomly distributes
leader election across the entire population of the validators. PoET is secured by Trusted
Execution Environment (TEE) through Intel's Software Guard Extension [286]. Except for
leader election based on PoET for which specialized hardware is required, the rest of the
protocol works like Bitcoin protocol. The trust is also placed in the hardware that generates
the random wait time.

6. The Proof of Burn (PoB). It implies that the users send coins to a verifiable but an unspend-

[31]
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able address, thus burning the coins, to be eligible to mine a block [287]. The difference
between PoW and PoB is that PoB has no energy costs, and its economic implications add
towards the stability of the network. PoB has been adopted by a cryptocurrency named
“Slimcoin” [288].

. BFT-based Consensus. BFT is a family of state machine replication protocols [208,209]

that protects against arbitrary faults by replicating the services on multiple nodes. The safety
and liveness property of BFT protocols can tolerate no more than (n — 1)/3 faulty replicas
over the lifetime of the system [289], where n is the total number of replicating nodes.
However, in reality, any number of nodes can get malicious or show abnormal behavior [18].
In contrast to the PoW, BFT-based protocols require the IDs of the consensus nodes to be
known, hence making it suitable for permissioned blockchains [272]. BFT-based state-
machine replication protocols are considered to have poor scalability as they have never
really been tested for the scalability beyond ten to twenty nodes [290]. Similarly, authors
in [291] state that BFT-based protocols are not considered suitable for a network with more
than a hundred nodes. The leading cause of the scalability issue seems to be the network
communications which often involve O(n)? messages per consensus request [289]. Some of
the variations of BFT-based protocols, which are currently being used in various blockchain

platforms are mentioned in succeeding paras.

. Practical Byzantine Fault Tolerance (PBFT). It is designated to be more efficient than

a PoW concerning latency and energy costs, but it can only tolerate up to 33% malicious
nodes. PBFT [289] is considered to be an expensive protocol concerning the number of
messages required for consensus. The client's request is processed through five different
stages, i.e., initially broadcast from client to all the replicas, then processed through pre-
prepare, prepare, commit, and execution stage. Hence, in a network with four replicas, a
single request requires thirty-two messages between client and replicas, i.e., four in stage-1,

three in stage-2, nine in stage-3, twelve in stage-4 and four in stage-5 respectively.

Moreover, in every stage of PBFT protocol, the decision is based upon no of certificates
received for the previous stage. The number of certificates required to make a decision
depends upon the estimated number of faulty nodes, e.g., to commit a message/request
the replicas have to receive at least 2f prepared certificates for that request and to finally
execute the request, the replicas need at least 2f + 1 commit messages. Where f repre-
sents the number of faulty nodes. This means that the number of faulty nodes has to be
pre-determined. PBFT protocol guarantees liveness based on weak timing assumptions. It
operates in a primary-backup mechanism, and replicas move through a succession of con-
figurations called views. Replicas initiate a change-view request, i.e., elect a new primary
when a respective primary fails or does not respond in a set timeout period [289,292]. Such
weakly synchronous protocols are expected to degrade significantly when the underlying
network behaves unpredictably. Therefore, the asymptotic communication complexity of
PBFT in worst conditions can rise to oo [207]. Moreover, such a mechanism is expected to

be vulnerable to less throughput in case of frequent network failures, and even DoS attacks,
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where a persistent adversary causes network interruptions.

In a demonstration of such a DoS attack, authors in [207] implemented a malicious network
scheduler to intercept and delay all view change messages of a PBFT protocol. They con-
cluded that due to network interruptions and weak synchrony property of PBFT, the replicas
remained stuck in view changes and never moved forward. They also deduced that such be-
havior is not restricted to PBFT. Instead, all protocols that rely on weak timing assumptions
to tackle crashes can be affected by DoS attacks.

Delegated Byzantine Fault Tolerance (DBFT). DBFT has been implemented by NEO
[210], an open-source blockchain project. NEO aims to realize the goal of the smart econ-
omy by employing the triad of digital assets, digital ID and smart contracts. DBFT consen-
sus protocol is based on proxy voting and the NEO holders select the delegates/bookkeeper
nodes that maintain the digital ledger. A speaker is selected amongst all the bookkeep-
ing nodes, and together these nodes reach an agreement and generate new blocks. The
protocol is tolerant to f = (n — 1)/3 faults [210,293], where, n is the total number of
delegates/bookkeeper nodes and f is the number of faulty nodes in a consensus process.
NEO provides efficiency by generating a block in 15-20 seconds with a throughput of 1000
TPS [210,294,295]. A new block is generated at the end of each round based on at least
n— f signatures by the bookkeeping nodes [293,294]. During the consensus process, DBFT
also depends upon weak-synchrony (weak timing assumption). Hence, a view change is
requested by the nodes if the consensus does not take place in a particular view [293].
Therefore, DBFT is also vulnerable to DoS attacks based on network failures/interruptions.
However, it provides consensus finality without any risk of blockchain forks [278]. As far
as communication complexity is concerned, for one client and four validator nodes, DBFT
consensus requires ten messages to process a TX.

Honeybadger-BFT. It is designed and optimized for a cryptocurrency scenario with re-
stricted bandwidth but significant computing power [207]. It employs a BFT atomic broad-
cast protocol that provides optimal asymptotic communication complexity of O(n) in the
asynchronous network setting. Therefore, it does not rely on timing assumptions to make
progress whenever messages are delivered regardless of actual clock time. As per experi-
mental results, Honeybadger-BFT provides better throughput in terms of TPS, than PBFT.
However, it has been tested for the tolerance of up to f = n/4 faulty nodes only. More-
over, the latency in TX confirmation also increases with the rise in the number of validating
nodes. Hence, while expanding the network, there is a need to maintain a balance between
the number of nodes, bandwidth utilization, and latency tolerance level of the users/applica-
tions.

Tendermint. Based on BFT, Tendermint employs a consensus protocol without mining. A
block is initiated by a proposer, which is selected in a round-robin fashion from dedicated
validators (with voting power equal to their bond deposit). TX validation is done based on
majority voting, i.e., honest validators should have a majority vote of greater than or equal

to 2/3 of the total votes. There are three standard and two special steps in each validation
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round. The consensus process in deciding the next block can be extended to many rounds
(no bound on maximum rounds is given) depending upon certain conditions [254]. Some
of these conditions include: the designated proposer is not online, block proposed by the
designated proposer did not propagate in time, and even if there is a valid block, but greater
than 2/3 pre-votes or greater than 2/3 pre-commits were not received by enough validators
in time. This dependence on time can be exploited by any MITM adversary who can delay
the messages from the proposers, thus forcing the protocol to go for so many rounds that the
system experiences delays in computing new block heights. To curb false block propagation
by the proposers, Tendermint employs a concept of punishment by confiscating the bond
deposit of the faulty proposers. For one client and four validator nodes, the Tendermint
consensus protocol needs to share twenty-one messages to process a single TX. It can also
tolerate at the most less than 1/3 faulty/malicious nodes.

Algorand. Algorand is a new cryptocurrency developed to overcome the issues of TX la-
tency and blockchain forks in PoW, and PoS cryptocurrencies [296]. By using a Byzantine
agreement protocol, a block is finalized at the end of the consensus process. Hence, TX
confirmation time is brought down to an order of a minute. It also protects against Sybil at-
tack by randomly selecting committee members for the consensus agreement based on their
weight. Where weights are derived from the amount of money/cryptocurrency, one owns.
Thus, as long as the honest users own more than some fraction (over 2/3) of the money, Al-
gorand can avoid forks and double-spending. It addresses the issue of scalability concerning
BFT protocols such as PBFT, which are considered to be communication-intensive and can
scale merely to a dozen of nodes/servers. It achieves this by randomly selecting a small set

of committee members for each step of the consensus protocol.

Algorand avoids targeted attacks against the committee members by not using a fixed set of
members. It selects the members in a private and non-interactive way. The users compute a
Verifiable Random Function (VRF) on their public and private keys. The result of the func-
tion indicates to the users whether they are selected to participate in the consensus process
or not. In this non-interactive way of selection, an adversary does not know exactly who
the committee members are. Algorand, makes it further secure by selecting new committee
members for each step of the consensus process. In this way, even if the attacker comes to
know about a committee member once he starts participating in the consensus process, his
attack efforts are futile, as that member will not participate in the next step. Algorand is
claimed to be resilient to DoS attacks and it can continue to operate even in the absence of
some of the users/nodes. As far as TX throughput is concerned, Alogrand commits a 2 MB
block in 22 seconds and on the average (avg) commits about 750 MB of TXs in an hour,
which is approximately 125 times the Bitcoin's throughput.

IOTA. It is a blockless distributed ledger developed to enable micropayments in IoT indus-
try [297]. It employs tangle, a Directed Acyclic Graph (DAG), to store TXs instead of a
blockchain. It is believed to be a successor of blockchain technology, as it addresses the

issues of scalability and high TX fee. Latency in TX confirmation is reduced by making
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consensus (TX validation) parallelized, and an integral part of the TX generation process.
IOTA does not require a miner to mine a block of valid TXs; rather, every node approves/-
validates randomly selected two previous TXs, before initiating its own TX. However, for
the TX to be valid, the node must solve a PoW-based puzzle (similar to Bitcoin). IOTA is
believed to be suitable for asynchronous networks, as all the nodes may not see the same
set of TXs. Therefore, nodes do not have to achieve consensus on which valid TXs have to
be included in the ledger. Instead, a specific node decides between two conflicting TXs by
running a tip selection algorithm based on Markov Chain Monte Carlo (MCMC) method,
which selects a TX based on acceptance probability. E.g., A user runs MCMC 100 times
for a particular TX, and if that TX is accepted 51 times, then it means that the TX was ap-
proved with 51% confidence. For high-valued TXs, the threshold can be set as high as 99%
acceptance probability. However, IOTA does not have consensus finality. Hence, it is prone
to forks as well, which causes latency in TX confirmation. It is also not clear that after how

many direct or indirect approvals a TX is safe to be declared confirmed?

For better performance efficiency, even if a node does not initiate any TX, it still has to work
by relaying new TXs to other nodes, as each node maintains a record of TXs received from
its neighboring nodes. As far as security is concerned, to protect against spamming attacks,
every TX is weighted based on the amount of work done during PoW by the initiating node.
Authors of IOTA claim that it protects against double-spending and quantum computing at-
tacks by capping maximum own weight that can be assigned to a TX by the initiating node.
Secure and authenticated data sharing between multiple nodes is also one of the core fea-
tures of IOTA [280]. In spite of all these features, IOTA's security is questionable as security
researchers from MIT Media Lab were able to break into IOTA's customized hash function
“Curl” [298].

4.4 Progression of Blockchain Technology and its Impact on
loT

Bitcoin blockchain has revolutionized the distributed ledger technology with its significant cryp-
tographic security and immutability. IoT can leverage the key benefits of the blockchain (as shown
in Figure-4.3 to resolve its ever-growing security and privacy issues. E.g., The challenge of secure
data sharing between heterogeneous IoT devices and guarantee of the trustworthiness of their data
can be met by the common blockchain platform that provides immutability of data. Therefore,
the blockchain with its decentralized architecture and unforgeability provides an ideal solution for

IoT systems mostly operating in an untrusted environment.

IoT systems can also leverage blockchain technology as a secure, unforgeable, and auditable
log of events and TXs, as per the type of the application. It can also be used to set policies, control
and monitor access rights to user/sensor data and execute various actions autonomously based on

pre-defined conditions using smart contracts [245]. However, in the past few years, due to IoT
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devices' constraint resources, storage, processing and limited power, the use of cloud services has
been on the rise to leverage cloud's computational and storage capabilities. But as discussed in
chapter-2, Section-2.5, the cloud has its weaknesses. Therefore, it is imperative to highlight the

major differences between the cloud and the blockchain.

As shown in Table-4.3, cloud services are provided under the centralized control of one trusted
entity. Hence, the cloud is vulnerable to the single point of failure concerning security and privacy
issues [22], including data manipulation [203,204], and the availability of cloud services. Regard-
ing data manipulation, the cloud service provider has to be a trusted party as it has control over
the data stored in the cloud and related services. Therefore, the cloud provider can manipulate
user data [204]. Whereas, blockchain is orchestrated in a way that all the miner and full nodes in
the blockchain network maintain the same copy of the blockchain state and the trust is distributed
among all the network nodes. Hence, if one device's blockchain data is altered, the system will
reject it, and the blockchain state will remain un-tampered. Correspondingly, a single point of
failure also concerns the availability of the services when; the cloud servers are down because of
software bugs, cyber-attacks, power problems, cooling and other issues; users find it difficult to
access the cloud services [203]. Contrarily, in blockchain data is replicated on many computer-
s/nodes and problems with few nodes do not disrupt the blockchain services. The blockchain is
therefore good for data security and availability. However, blockchain has a limitation that with
every passing day the size of the blockchain increases, e.g., the current (in Aug 2020) size of the
Bitcoin blockchain is around 290 GB [299], and all the miner and full nodes are required to store
the complete blockchain. In the case of 10T, this challenge is more pronounced, e.g., in a smart
city IoT scenario, the sensor data coming from hundreds of thousands of IoT nodes will result in a

rapid increase in the blockchain size, and the constraint resources of IoT devices concerning data
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Table 4.3: Cloud vs. Blockchain

Cloud

Blockchain

Centralized architecture

Decentralized control

Trust is placed in the cloud provider

Trust is distributed in the network

Single point of failure (due to the possibility of
data manipulation by the cloud provider)

Distributed architecture with blockchain state
replicated on all the miner and full nodes

Vulnerable to data manipulation

Immutable

Prone to un-authorized data sharing

User-defined access control based on smart con-
tracts

User data under control of cloud provider

Offers autonomous data sharing between user-
s/devices through smart contracts

Users are never clear about intracloud TXs

Complete transparency by maintaining an un-
forgeable log of events and TXs

Not ideal for high data availability and low la-
tency requirements of IoT

Provides edge storage and computing in terms
of miner nodes that store the full copy of the
blockchain

High network infrastructure and maintenance

Less expensive

Costs

storage make it difficult to handle large volumes of data. Hence, this limitation affects the utility

of IoT devices as full or validating nodes in a blockchain network.

Cloud is also vulnerable to unauthorized data sharing. E.g., in the recent past, private data
of 87 million users was provided by Facebook to a British political consulting firm “Cambridge
Analytica” without users' permission [27,205]. Such a data breach results in irreversible data
security and privacy issues. Whereas, blockchain with its smart contract technology gives users
the freedom to restrict access to their data to authorized entities only, without placing trust in any
third party or a cloud service provider [300]. Here a question arises on how the data is stored
and managed by the miners without compromising its confidentiality. In this regard, a blockchain
technology “Hyperledger Fabric” follows a unique execute-order-validate architecture. To sup-
port this architecture, there are three types of nodes in the Hyperledger Fabric based on their roles,
i.e., clients, peers, and orderers. The clients submit TXs in the form of chaincodes for execu-
tion. Whereas, peers execute TX proposals for the validation and endorsement as defined by the
endorsement policy. An endorsement policy states that which, and how many peers are required
to endorse the correct execution of a smart contract. Finally, the Ordering Service (ODS) nodes
establish the total order of all the TXs and output a block containing previously unconfirmed TXs.
ODS nodes are entirely unaware of the application state, and they neither execute the TXs nor

participate in the TX validation process [301].

Hence, the execution of chaincodes by limited peers defined through endorsement policy re-
stricts the exposure of TX payload and client ID to selected peers only. Moreover, to keep private

data completely confidential from all the unauthorized users, the data values within the chain-
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code/smart contract can be encrypted before sending TXs to the ODS and appending blocks to the
ledger [302]. The encrypted data written to the ledger can be decrypted only by a user in posses-
sion of the corresponding decryption key. E.g., if a user wants that his financial or health-related
data should not appear in plaintext, he can encrypt the data with the public key of the other user
who is entitled to view that data. The authorized user can then decrypt the ciphertext using his
private key. Data can also be encrypted/decrypted using Symmetric-key encryption algorithms
such as AES. In addition to data encryption, role-based access control can also be built into the

chaincode logic [303].

As far as issues concerning bandwidth are concerned, due to the state replication mechanism
in the blockchain, every full/miner node must store a copy of complete blockchain [304]. More-
over, the decentralized nature of the consensus process infers that nodes in the blockchain network
interact with other nodes to exchange information about the blockchain to participate in the con-
sensus process, validate TXs, and create new blocks [305]. Therefore, Bitcoin-derived blockchain
employs a gossip protocol so that all state modifications to the distributed ledger must be broad-
cast to all the nodes participating in the consensus process. The bitcoin blockchain is public and
permissionless. Thus any node can join the network and participate in the consensus process.
Hence, there is a great likelihood that the node with the smallest available bandwidth may become
the network bottleneck. Moreover, as the size of the blockchain grows, the requirements for stor-
age, bandwidth, and compute power required for participating in the consensus process increases.
Hence at some point in time, it may not be feasible for all the nodes to process a block thus leading
to the risk of centralization. In a traditional cloud-based system, such a situation can be addressed
simply by adding more servers, using load balancing techniques or by increasing the bandwidth to
handle the added TXs. Additionally, in the decentralized public blockchains, it is very difficult to
control the public nodes [306]. However, in the case of private blockchains, which are mostly per-
missioned, only some selected nodes participate in the consensus process. Hence, it can be easily
ensured that every node in the network has high computation power along with a high bandwidth

internet connection. [306].

Moreover, due to the imminent increase in [oT devices connected to the internet, there would
be an explosion in the volume of data produced by smart devices. Whereas, the existing cloud-
based storage and computing solutions cannot handle such a large scale data due to the 10T re-
quirements of high availability, real-time data delivery, scalability, security, resilience, and low
latency [307]. Therefore, it is believed that blockchain due to its P2P distributed network architec-
ture and state replication on all the nodes can augment the security and real-time data availability
of fog nodes as an alternative to centralized cloud storage and computing [307]. However, still,
blockchain's scalability issue concerning the ever-increasing size need to be resolved. Coming
over to the progression in blockchain technology and the suitability of a blockchain platform for
an IoT environment, we carried out a comparison [235] of some of the most prominent blockchain
platforms, including Bitcoin [24], Ethereum [245], Hyperledger Fabric [175] and IOTA [297].

Although, IOTA is not as mature at the moment as compared to Ethereum and Hyperledger

Fabric yet we have included it because its architecture is different than blockchain, it offers
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Table 4.4: Comparison of blockchain platforms

Ser Features Bitcoin Ethereum Hyperledger I0TA
Fabric
1. Fully developed v Vv v In Transition
2. Miner participation Public Public, Private, | Private Public
Hybrid
3. Trustless operation Vv Vv Trusted validator | /
nodes
4. Multiple applications Financial only Va v Currently, financial
only
5. Consensus PoW PoW, PoS | PBFT (for deter- | Currently a coordina-
(“Casper”) ministic TXs), | tor approves the TXs
SIEVE, and | through a Tip Selection
KAFKA  (Proto- | Algorithm
type)
Consensus finality X X V4 X
Blockchain forks Vv X Not exactly forks, but a
tangle that can be faded
out later
8. TX Fee Vv Vv Optional Feeless
9. Run smart contracts X Vv V4 X (Not presently)
10. TX integrity and authenti- | +/ Vv V4 Vv
cation
11. Data Confidentiality X X V4 X
12. ID management X X VA X
13. Key management X X \/ (through CA) X
14. User authentication Digital ~ Signa- | Digital  Signa- | Based on enrol- | Digital Signatures
tures tures ment certificates
15. Device authentication X X X X
16. Vulnerability to attacks 51%, linking at- | 51% > 1/3 faulty nodes | Itis in Beta Testing
tacks
17. TX throughput 7TPS 8-9 TPS > 3500 TPS | Currently, the Coordi-
(depending upon | nator being the bot-
the number of | tleneck, the through-
endorsers, orderers | put varies between 7-12
and committers) TPS
18. Latency in single confir- | 10 mins (60 mins | 15-20 secs Less than Bitcoin, | Being in a transition
mation of a TX for a confirmed Ethereum & IOTA phase, the TX confir-
TX) mation time varies from
minutes to hours
19. Is it scalable? X X X Yes (Scalability
concerning unap-
proved/pending  TXs
improves  with  the
increase in the size of
the network)
20. References [24,251,308] [245, 257, 3009, [175,261,262,301, [258,297]

310]
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fee-less TXs and is designed for M2M interactions. It also has the potential to resolve
blockchain's scalability issues concerning low TX throughput with an increase in the number of
network users. As shown in Table-4.4, the main security and performance considerations to
ascertain the most suitable blockchain platform for an IoT system are as follows; the blockchain
platform should provide a hybrid network concerning validating nodes' participation. As some
IoT networks such as smart cities may have a large number of stakeholders willing to contribute
to the security of the public blockchain network and on the other side, there may be a private
network such as a smart home, where the owner would be validating the TXs via a couple of
home miner/validator nodes. Currently, only Ethereum [245] provides such a hybrid technology,
whereas, Bitcoin [24] and IOTA [297] support public participation. It is also imperative to
mention that the level of decentralization in permissioned ledgers is affected by the lack of public
access to the TX validation process, as limited miner/validator nodes currently do it. Whereas,

the limited number of validating nodes is vulnerable to malicious collusion [255].

IoT systems are deployed for multiple applications, varying from smartwatches to ICS, and
again its the Ethereum and Hyperledger Fabric that support multiple blockchain applications
beyond fintech. Another important factor for an IoT system is low latency in TX confirmation
which leads to the requirement of instant consensus agreement without blockchain forks. It is
evident from Table-4.4 that Hyperledger Fabric based on PBFT/SIEVE consensus
protocols [289] addresses this issue with greater reliability. Another essential aspect is that IoT
systems especially the sensors operating in a smart city environment, would be generating
millions of TXs per day. Therefore, an ideal IoT-oriented blockchain platform should not have a

TX fee or gas requirement, e.g., Hyperledger Fabric has made TX fee optional.

The modern IoT systems not only require M2M micropayment methods but also need
controlled access to user data, easy management of sensor policies and much more.
Correspondingly, IOTA [297] is designed purely for M2M micro or even nano payments.
However, currently, IOTA has not yet implemented smart contracts [245] which are essential for
user-driven policy setting and access control rights. However, Ethereum and Hyperledger Fabric
meet the requirement of smart contracts. Another important requirement for many IoT systems
sharing private data of the users is the confidentiality of data. In this regard, only Hyperledger
Fabric provides data confidentiality and also ensures the limited privacy of user data by allowing
the creation of private channels [261] and encryption of data values in chaincodes [302]. Private
channels are restricted messaging paths that provide TX privacy and confidentiality for specific
subsets of network members. All data, including TX, members' profile and assets being traded on
that channel, are invisible and inaccessible to network members not part of that particular
channel. Moreover, the execution of users' TXs/chaincodes for validation is not performed by all
peers. Instead, only one or more specific endorsing peers, as defined by the endorsement policy
for a particular chaincode, execute the TX/chaincode for validation [301]. Hyperledger Fabric
also supports ID management and TX authorization through public-key certificates (from a

trusted Certificate Authority (CA)), which are vital requirements for IoT.

As far as performance is concerned, Hyperledger Fabric provides higher TX throughput than
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Bitcoin, Ethereum, and IOTA. Hyperledger Fabric consumes minimal energy and computation
resources by using PBFT and SIEVE (a variation of PBFT) for validation of TXs, i.e., low energy
and low computation cost [311]. Unlike Ethereum blockchain, it does not require any gas to
process the TXs. Based on a BFT-based consensus protocol Hyperledger Fabric is a preferred
technology for a permissioned ledger. However, as shown in Figure-4.4, there are some
limitations in permissioned blockchains. Being partially-decentralized, trust is placed in some
known miner/validator nodes. Hence, in the case of a successful malware attack such as
Mirai [54], which can infect and compromise a large number of nodes for malicious purposes, the
chances of TX and block validation process in permissioned ledger to be affected are more than
in a permissionless or a public ledger with a huge number of miner nodes. Moreover, the user
enrolment, authentication, and authorization based on public-key certificates are currently
dependent on a trusted CA, which brings some degree of centralization. =~ However, a
Decentralized Key Management System (DKMS) for Hyperledger Fabric is under testing for
release shortly [314]. Moreover, permissioned ledgers mostly use BFT-based consensus
protocols. Whereas, such protocols are prone to DoS attacks and also cannot tolerate more than
1/3 faulty nodes. BFT-based protocols such as PBFT are believed to have high communications
complexity. Similarly, they perform poorly in adverse network conditions. Moreover, BFT-based
consensus protocols have poor scalability, as the TX throughput decreases badly with an increase
in the number of validator nodes, e.g., if the number of endorser nodes is increased from one to
fourteen in Hyperledger Fabric, the TX throughput decreases to less than 1500 TPS [315].
However, still, BFT-based protocols provide low latency and much higher throughput than

permissionless blockchains.

To conclude, Table-4.5 presents a recap of what all IoT security and performance
requirements are met by the advanced blockchain technologies and what is still outstanding.

Concerning IoT security requirements, many data and user security aspects have been addressed
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by the blockchain platforms except privacy-preserving computation on sensitive user data, and

most of the issues related to device security including device authentication, software integrity

check, runtime/synchronized software update, detection of compromised device, loT-centric

consensus protocol and IoT-focused TX validation rules. As far as IoT performance requirements

are concerned, some of these requirements are addressed by Hyperledger Fabric. However, low

communication complexity and scalability should also be kept in view while designing an ideal

IoT-oriented consensus protocol.

Table 4.5: IoT requirements vs. Progression in blockchain technologies

IoT Requirements Blockchain Technology

Ser
IoT Security Requirements
1. Trust-free Operation V/ (Al
2. Distributed Storage V (Al
3. Decentralized Control V/ (Al
4. Data Integrity V/ (Al
5. Data Authentication V/ (Al
6. Data Confidentiality/Privacy +/ (Hyperledger Fabric)
7. Pseudonymous IDs +/ (All - based on Pseudonymous IDs)
8. Privacy-preserving Computation None
9. User Enrolment / (Hyperledger Fabric)
10. | ID Management +/ (Hyperledger Fabric)
11. | User Authentication V (Al
12. | User Authorization +/ (Hyperledger Fabric)
13. | Key Management (Key Issuance & Re- | / (Hyperledger Fabric)

vokation)
14. | Restricted Network Access y/ (Ethereum & Hyperledger Fabric)
15. | Device Authentication None
16. | Software Integrity Check None
17. | Runtime/Synchronized Software Update None
18. | Detection of Compromised Device None
19. | IoT-centric Consensus Protocol None
20. | IoT-focused TX Validation Rules None

Continued on next page
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Table 4.5 — Continued from previous page

Ser IoT Requirements Blockchain Technology
21. | Consensus Finality / (Hyperledger Fabric)
22. | No Forks +/ (Hyperledger Fabric)

IoT Performance Requirements

1. Autonomous System v/ (BEthereum & Hyperledger Fabric based on
Smart Contracts)

2. Low Latency in TX Confirmation +/ (Hyperledger Fabric)

3. Low Communication Complexity +/ (Bitcoin, Ethereum, IOTA)

4. Scalability / (IOTA - TX confirmation rate increases with the

increase in network size)

Concerning suitability of an appropriate blockchain platform for IoT, as discussed in Section-
4.3, BFT-based private/permissioned blockchains due to potentially improved performance and
user security are suitable for IoT environment. Moreover, the IDs of the nodes that can control
and update the shared state are known in permissioned blockchains [316]. Overall, private/per-
missioned blockchains offer more security and comparatively better performance than public/per-
missionless blockchains. The benefits of the permissioned ledger (Hyperledger Fabric) are shown
in Figure-4.5. It is imperative to mention that unlike other permissioned and even permissionless
blockchains such as Ethereum, Tendermint, Quorum and Chain, Hyperledger Fabric has a unique
TX lifecycle of execute-order-validate. In which, although all peers validate the TXs to update the
ledger, but not every peer executes the smart contract TXs. Hyperledger Fabric uses endorsement
policies to define which peers need to execute which TXs. This means that a given chaincode
can be kept private from peers that are not part of the endorsement policy [301]. However, it is
recommended that any proposed solution should meet IoT security and performance requirements
already illustrated in Section-4.2.1, 4.2.2, and the challenges to the blockchain's adoption in IoT
(Section-4.5).

4.5 Challenges to the Blockchain's Adoption in loT

To identify some real issues concerning blockchain's adoption in IoT, we implemented a test case
scenario of an IoT-based supply chain monitoring system [235]. The customer orders frozen food
products and also decides a temperature threshold that has to be maintained during the shipment
by the seller. An alert is generated for the customer whenever the temperature threshold policy
is violated during shipment. The test scenario and the challenges discovered while integrating
IoT devices with the blockchain are explained in chronological order as labeled from 1 to 6 in
Figure-4.6.

a. A Rpi-3 based sensor node (Scenario-1) can be connected directly to the blockchain as a full
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node [253] or a lite blockchain client [317]. A full node can validate other TXs, but a lite client
can keep track of only its TXs.

b. The temperature sensor senses the environment, and its value is extracted via a web Ul or a
mobile app. The web UI or mobile app connected to the blockchain node pushes the sensor
reading to the blockchain through a smart contract. Hence, a mobile or a web app is the

interface between IoT devices and the blockchain.

c. In Scenario-2, an IoT device can be a resource-constraint Arduino device or any other em-
bedded system capable of just sensing and transmitting the temperature sensor readings to a

gateway device.

d. The Arduino-based sensor node communicates with the gateway device through slower and
less secure wireless communication media such as 802.15.4 [318], 802.11 (WLAN standards)
[319], LoRa [60], ZigBee [320], NB-IoT [60], and SigFox [321]. Resultantly, IoT systems are
prone to data leakage and other privacy attacks [36]. Moreover, this arrangement also limits
the blockchain-based device-to-device interaction, as now only the gateway device can access

the blockchain or smart contracts.

e. Just like in Scenario-1, the gateway also connects to the Geth node through a web3 provider

and pushes sensor data to the blockchain through a smart contract using a web UI or a mobile
app.

f. However, there were certain challenges observed during this setup. Firstly, there is a question
of how to ensure secure input of sensor data to the blockchain? Secondly, currently, none of the
blockchain platforms implement IoT-focused TX validation rules and IoT-oriented consensus
protocol. Lastly, an intermediary between the sensor node and the blockchain is the UI, which
cannot leverage the cryptographic security provided by the blockchain. Instead, additional

device, web, and application security measures have to be taken.
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As mentioned above, the primary challenge observed is the non-availability of an IoT centric con-
sensus protocol. It also has some embedded issues such as TX/block validation rules, consensus
finality, resistance to DoS attacks, low fault tolerance, and scalability concerning high TX volume,
protection against Sybil attack, and communication complexity. Another related issue is the se-
cure integration of IoT devices with the blockchain. These issues are being discussed in detail in

succeeding paras.

4.5.1 Lack of IoT-Centric Consensus Protocol

Figure-4.7 presents a comprehensive comparison of some noteworthy blockchain consensus proto-
cols. The points shown in green color are suitable for an IoT system whereas, points shown in red
color are not appropriate for IoT. The current consensus protocols such as PoW [24], PoS [275],
PoET [286], and IOTA [297] are designed for permissionless blockchains with a focus on finan-
cial value transfer. However, PoS and PoET can also be used in permissioned blockchains [271].
These consensus protocols share a common issue that the consensus process is probabilistic and
does not end in a permanently committed block. Hence, they are prone to blockchain forks [278].
The lack of consensus finality results in delayed TX confirmation, which is not suitable for most of
the real/near-real-time IoT systems requiring instant TX confirmation. Moreover, PoET requires
special hardware and the enclave that allocates wait time has to be the trusted entity. PoET is also
proved to be vulnerable to node compromise [322]. Also, as IOTA is currently in the open beta
testing phase, it is assumed that some questions related to its security and performance efficiency
will be answered in due course of time. E.g., Firstly, will it be an efficient [oT micro-payment
system only? or It will also support smart contracts like in the Ethereum and Hyperledger Fabric
blockchains. Secondly, does it provide confidentiality of data? and lastly, what is the faulty node
tolerance level of IOTA?.
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Figure 4.7: Comparison of consensus protocols

On the other hand PBFT [289, 292], DBFT [210], HoneyBadger-BFT [207], and Tender-
mint [254] are BFT-based protocols. BFT is considered to be the desired protocol for permissioned
blockchains, in which IDs of the nodes are required to be known [272], but it also has certain
drawbacks. Except for HoneyBadger-BFT, the rest of the BFT-based protocols are prone to DoS
attacks due to weak timing assumptions [207]. Correspondingly, the protocols based on timing
assumptions are not suitable for unreliable networks, as liveness property of weakly synchronous
protocols can fail when the weak timing assumptions are violated due to malicious network adver-

sary capable of launching DoS attacks [207].

The weak synchrony also adversely affects the throughput of such systems [207]. Another
major issue with BFT protocols is scalability concerning the number of validator nodes since they
are not usually tested thoroughly beyond twenty nodes [272]. It can be attributed to the intensive

network communications which often involve as many as O(n?) messages per block [289]. How-
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Correct Format

It is not a double spent TX

Valid Signatures

Figure 4.8: Bitcoin TX validation rules

ever, Algorand [296] claims to address the issue of scalability by randomly selecting a small set
of committee members for each step of the consensus protocol. It uses VRFs for random selection
of the users. It is also imperative to mention that in Algorand, the committee size is dynamic and
is dependent upon two conditions, i.e., % g+ b < Tsep-Tstep and g > Tiiep.Tstep, Where, g and
b are the numbers of honest and malicious committee members respectively, T is the number of
votes needed to reach consensus and 7 is the expected committee size. Concerning fault tolerance,
BFT-based protocols are only capable of masking non-deterministic faults occurring on at the most
f = (n—1)/3 replicas [289]. Where, f is the number of faulty nodes and n is the number of total
nodes.

As far as TX throughput is confirmed, BFT-based protocols can sustain tens of thousands of
TXs with practically network-speed latencies [323]. Another major difference between PoW and
BFT-based protocols is the notion of availability, which is a critical requirement in real-time IoT
systems, i.e., POW being an incentive-based protocol does not guarantee that a pending TX will
be included in the next block, as it is mostly at the discretion of the miners to select TXs based on
their fee. Additionally, bandwidth efficiency and low communication complexity are also critical
requirements, because most of the devices in an [oT system use wireless communication protocols
and a typical smart city IoT network may comprise thousands of sensors. In this regard, PBFT
is considered to be an expensive protocol concerning message complexity [324]. Therefore, any
current or future blockchain-based solution must be able to sustain a large number of IoT devices
and comply with the regulations of wireless communications as per respective country's law [325].
Moreover, despite reduced communication complexity and suitability for asynchronous networks,
Honeybadger-BFT is not considered appropriate for IoT systems because of its cryptocurrency

centric approach and low fault tolerance of f = n/4 faulty nodes only.

To conclude, certain aspects concerning the blockchain consensus protocols are required to be
improved for its application in IoT. These aspects include IoT-centric TX/block validation rules,
resistance to DoS attacks (exploiting timing assumptions), increased fault tolerance (> 1/3 faulty

nodes), and low communication complexity.

4.5.2 TX Validation Rules

The TX validation process in Bitcoin (shown in Figure-4.8) validates a TX based on certain rules,
including correct TX format, valid signatures and the fact that the TX has not been previously
spent [245, 326]. On the other hand, (as shown in Figure-4.9) Ethereum blockchain validates
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the format, signatures, nonce, gas, and account balance of the sender's account [245]. Whereas,
in Hyperledger Fabric, TX validation is a three-step process [327]; When a client application
submits the TX, each endorser executes the TX against the smart contract to check whether smart
contract rules are being followed or not. A valid TX is sent back to the client with the endorsers'
signatures. In the second step, the Ordering Service verifies TXs for inclusion in the ledger; this
validation helps to control what goes in the ledger and ensures the ledger's consistency. Finally, all
the committing peers check TX read-write set and endorsement policies before appending blocks

to their copy of the blockchain.

However, there emerges a question that can the existing TX validation rules of blockchain
platforms be applied to the [oT systems? That usually comprise heterogeneous devices, thus
sending sensory values or data in distinct formats and different range of values. Moreover, 10T
devices are also vulnerable to cyber-attacks. Hence, a targeted or even a generic malware attack
can infect a lot of IoT devices. Subsequently, these devices may be turned into bots and used for
further attacks. Therefore, TX validation rules of fintech-oriented Bitcoin and general-purpose

Ethereum, and Hyperledger Fabric blockchain may not be suitable for IoT systems [235].

Correct Format

Valid Signatures

Valid Nonce

TX gas limit > Intrinsic gas used by the TX

TX sender’s account balance > gas price /
cost of the TX

Figure 4.9: Ethereum TX validation rules

4.5.3 Scalability

It not only affects the blockchain size but also indirectly influences the consensus process. E.g.,
Rise in the number of users will also increase the number of TXs. Hence, if the consensus protocol
has less throughput, then the latency in TX confirmation will be increased. Both the issues are

being discussed separately in the succeeding paras.

a. Storage Capacity. A typical smart city IoT system with thousands of end nodes can generate
a huge amount of data in no time. This data is then analyzed to extract information for various
applications. Whereas the blockchain is not designed to store such a large amount of data.
Moreover, the requirement of storing the complete blockchain by the full and miner nodes
limits the integration of resource constraint IoT devices directly with the blockchain.
Similarly, with the continuous increase in the size of the blockchain, the storage requirements

also increase thus putting more limitations on resource constraint devices to act as full or
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Figure 4.10: Disadvantages of bigger blocks

validator nodes. The increased blockchain size also takes longer to synchronize once
new users/devices join the network. Therefore, it is a challenge to design a secure
blockchain-based IoT solution which on one side, caters to the constraint resources of IoT

devices and on the other inherit maximum benefits of the blockchain.

b. Inherent Latency of Blockchain. The real-time data sharing requirements of most of the [oT
systems like WSN, ICS, smart vehicles, ITS, and smart grids, demand improvement in TX
confirmation time, without compromising on the security and performance of the system. E.g.,
in a PoW-based blockchain, reducing the block generation time does lessen the TX confirma-
tion time but to achieve the same level of security as with ten minutes block time; a TX has
to wait for more confirmations because of less difficulty in mining a block. Moreover, with
less block time, there would be more stale blocks thus wasting the computation and energy
resources. Another factor associated with TX latency is the block size. There is a belief that by
increasing the block size, say from 1 MB to 2 MB in Bitcoin blockchain, the throughput can be
increased. But in reality, a bigger block will take longer to propagate in the network. Therefore,
nodes with low bandwidth internet connections will suffer, and resourceful miners with more
bandwidth will be at an advantage [328]. Also, an increased block size will result in the faster
growth of blockchain size, which will affect the number of full nodes in the network, as more
resources would be required to store the complete blockchain. Accordingly, Figure-4.10 shows

the disadvantages of having bigger blocks.

It is therefore concluded that to achieve security in a fully decentralized blockchain; there has
to be a trade-off between performance efficiency and level of security, to prevent the system
bending towards centralization. Correspondingly, a blockchain system with a certain degree of
centralized control, may have some security and trust issues.

4.5.4 10T Device Integration

In the test scenario shown in Figure-4.6, the IoT devices send sensor data to the blockchain through
a web UL The same can also be done by running a JavaScript code in the shell or a mobile App.
Presently, smart contracts are only supported by some of the blockchain technologies including
Ethereum and Hyperledger Fabric. Although Ethereum blockchain is currently the most acclaimed

platform for DApps, yet, it has a major weakness. The smart contracts execute in Ethereum Virtual
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Machine and do not communicate directly with the outside world. Therefore, a “web3” library is

used as an interface.

In such a situation, the blockchain is only useful as a secure distributed database. However,
before the data goes into the blockchain, its integrity is dependent on the security of the device,
web Ul or mobile app. Keeping in view the current IoT threat scenario, in which the IoT devices
can easily be compromised, and malicious code can be executed remotely, the integrity of the [oT
devices would always be doubtful. Moreover, the IoT data can also be corrupted due to some
hardware/software failure or human error. Such an anomaly in sensor data cannot be detected
unless the devices are tested for any hardware failure, software misconfiguration or other malicious
modifications. At the moment, the only available solution is “Oraclize” [329]. It extracts data from
various sources including web pages, WolframAlpha, IPFS, and any secure application running
on Ledger Nano S. To prove the legitimacy of data, a “Proof of Authentication” is provided along
with the requested data, i.e., the proof that data has not been changed and is in its original form as

obtained from the source. However, it does not support IoT devices.

Another aspect of the 10T device integration with the blockchain is the lack of resources to be
a full node or a miner node. Full and miner nodes are required to store the complete copy of the
blockchain. Hence, a direct interaction of the IoT device with the blockchain through a blockchain
client software will have additional memory and computational costs. Therefore, due diligence is

required for enabling IoT devices to have a wide range of interactions with the blockchain [235].

4.5.5 Protection of IoT Devices against Malware/Remote Code Execution Attacks

This issue has two aspects, first is related to ransomware attacks, which has an insignificant effect
in the case of a distributed ledger. Therefore, till the time a few nodes are unaffected, the network
still has the accurate replica of the distributed ledger. However, the second aspect is that a node
compromised due to malware can introduce fake/malicious data in the network. As in sensors-
based IoT systems, each sensor has its unique data, which is event-based and is difficult to be
linked to old TXs, unlike in Bitcoin. Therefore, it would be very challenging for other nodes to
validate a particular sensor data/TX. Hence, there is a requirement of malware-detection/software-
attestation in a blockchain-based IoT system that can detect malicious nodes. This aspect is further
linked to the availability of a runtime software/firmware update mechanism. For example, an IoT
system is hit by a wiper or a ransomware attack that wipes or encrypts all data including the
OS/firmware files on end devices, thus making the devices non-functional. One of the recovery

mechanism would be to initiate a firmware update procedure.

4.5.6 Secure and Synchronized Software Upgrade

Because of their critical functionalities, most of the IoT devices remain in continuous operation
without any firmware or software updates. Hence, they are more vulnerable to cyber-attacks.

Therefore, there is a need for a runtime firmware/software upgrading/updating mechanism. How-
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ever, due to the decentralized architecture of the blockchain, currently, there is no mechanism to

ensure synchronized software upgrades in the end devices.

4.5.7 Additional Issues

In addition to the challenges discussed above, some issues have been identified from the literature

review.

a. User Privacy and Data Security. As discussed in Section-4.4, most of the blockchain

platforms keep on-chain data in plain text, where, every TX can be checked, audited and
traced back to the genesis block. Although this level of transparency does help to operate in a
trustless environment yet at the same time, it affects users' privacy and data secrecy. Moreover,
the pseudonymous IDs used by the Bitcoin blockchain do not guarantee total anonymity and
thus are vulnerable to linking attacks [242]. Therefore, the applications running on public
blockchains need additional cryptographic security, once dealing with sensitive or private user

data along with some additional de-anonymization measures to de-link user ID.

Concerning, user privacy/anonymity, currently, there are many variations of Bitcoin
blockchain that claim to provide anonymous TXs. For instance, Monero [330] ensures user
anonymity by using a ring signature scheme to make the TXs untraceable. Similarly,
Zerocash [331] lets its users convert Bitcoins into Zerocoins (anonymous coins) and thus
make obscure TXs. However, it is to be well thought out how to ensure user anonymity on a
blockchain while guaranteeing user authentication and accountability. Whereas, to ensure data
privacy on the blockchain, the data can be encrypted. Correspondingly, a blockchain-based
smart contract system named “Hawk” [332] stores encrypted TXs on the blockchain.
Similarly, for private blockchains, Hyperledger Fabric [261] addresses this issue by providing
support for data encryption and sharing of data using private channels. In the same way,
Quorum [264] makes use of cryptography and segmentation to ensure the security of
sensitive data. However, still, there is a lack of blockchain-technologies that can ensure

privacy-preserving computations and data analytics.

. Integration of IoT Communication Protocols. There is an essential requirement for integra-
tion of IoT communication protocols such as BTLE, Bluetooth, 6LoWPAN, 802.15.4, Zigbee,
LoRaWAN, etc., with blockchain for TX record, future verification, and possible monetiza-
tion [333].

4.6 Latest Trends in Blockchain-based loT Applications and
Related Voids

Researchers and innovators around the world are developing and investigating ingenious ways to

implement blockchain in the IoT environment. These use cases aim to take advantage of the inher-

ent benefits of the blockchain such as decentralized control, immutability, cryptographic security,
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Table 4.6: Blockchain applications

Application

Purpose

Blockchain Platform

ADEPT [333]

An autonomous, robust,
scalable and secure frame-
work for IoT devices

Ethereum

Security framework for smart cities [223]

Blockchain-based security
framework for secure com-
munication between smart
city entities

Not mentioned

Secure firmware update [334]

Blockchain-based IoT de-
vice secure firmware up-
date and integrity check

Proprietary blockchain
with PoW consensus

Smart home architecture [240, 335]

Lightweight  architecture
of a blockchain-based
smart home to control
access to devices' data

Proprietary with no PoW

tonomous sharing of data
and properties

VANETS [336] Decentralized and self- | Ethereum
managed VANET
eBusiness model [337] Blockchain-based au- | Ethereum

Transparency of SCM [338,339]

Object tracking and record
of ownership

IBM blockchain based on
Hyperledger Fabric

BIFTS [340]

Traceability of perishable
food

Not mentioned

computation

Slock.it [341] Managing things' services | Ethereum
through smart contracts
Enigma [212] Privacy preserving data | Proprietary

fault tolerance, data integrity and authentication, and capability to run smart contracts. Table-4.6

shows some of these applications, the purpose of their development and the respective blockchain

platform. It is evident that not all applications use open-source blockchain platforms such as

Ethereum and Hyperledger. Out of eight applications mentioned here, three applications use pro-

prietary blockchains designed to their specific needs. Additionally, the main characteristics of

these applications are shown in Table-4.7. We have tried to highlight the answers to certain ques-

tions concerning these applications, such as why is blockchain used? What blockchain platform is

used? How is TX validation done? What conventional and blockchain issues are resolved? These

applications are further discussed in detail to highlight their functionality, special features, voids

and any innovation or cutting-edge feature that aims to resolve some of the challenges discussed

in Section-4.5.
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4.6.1 Consensus-based P2P Telemetry

Taking advantage of blockchain’s ability to run smart contracts and network consensus on the
validation of TXs, IBM disclosed a Proof-of-Concept (PoC) for a blockchain-based Autonomous
Decentralized P2P Telemetry (ADEPT) system [333]. Based on Ethereum blockchain, ADEPT
aims to implement a decentralized, autonomous, robust, scalable, and secure framework for the
IoT that does not have a single point of failure. The proposed framework uses TeleHash protocol
for P2P messaging, and BitTorrent for distributed file sharing. As shown in Table-4.7, the proposed
system aims to resolve the issues in conventional IoT networks concerning trust in a centralized
authority/entity, single point of failure, user, and data privacy issues, and errors induced through
human interactions. It also endeavors to provide data privacy, user privacy, ID management, user-

defined access control for data, and scalability. Certain voids regarding its employment in IoT are:

Voids. It is a PoC and requires further testing to ensure its reliability concerning security and

performance efficiency.

4.6.2 Blockchain-based Security for Smart Cities

Key Features. In a conventional setting, due to the non-availability of a universal standard for
smart devices, there are issues related to difficulty in sharing data received from heterogeneous
devices and the integration of these devices to provide cross-functionality. Hence, Biswas and
Muthukkumarasamy in [223] present an overview of a blockchain-based security framework for
secure communication between smart city entities. Authors claim that the integration of the
blockchain with devices in the smart city will provide a shared platform where all the devices
would be able to communicate securely. Moreover, the use of blockchain will prevent data avail-
ability and data integrity attacks. It also provides an unforgeable log of TXs, that can be later used

for audit purposes.

Voids. There is no qualitative or quantitative analysis of the proposed framework, including com-
putation and transmission overheads. Moreover, it is not clear that what blockchain platform,
consensus protocol, and TX/block validation techniques are implemented in the smart city appli-

cation?

4.6.3 Secure Firmware Update

Key features. It is a blockchain-based IoT device firmware update scheme that lets the devices to
securely check the firmware version and its integrity and then download the latest firmware [334].
This scheme vows to mitigate the effects of cyber-attacks targeting known firmware vulnerabil-
ities. It also avoids network congestion issues that may arise due to simultaneous firmware up-
date/download requests by a large number of IoT devices in an IoT network with thousands of
devices deployed in a client-server model. It also aims to contain the size of the blockchain by
avoiding the storage of updated firmware on the blockchain. Instead, it is done by implementing

a P2P firmware sharing network using BitTorrent. However, it is not clear that what all messages
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are logged on the blockchain for auditing. If all the messages related to firmware verification are
logged, then the proposed scheme does not mention that how it will manage the ever-increasing

size of the blockchain?

Voids. The proposed scheme has not been evaluated for communication complexity and energy
consumption. Moreover, it is assumed that all the nodes work correctly, whereas, in reality, any
number of nodes can be compromised. It is also not stated that how does the request node extracts
and pushes the model number and firmware version to a blockchain TX? Another issue is that
the nodes do some PoW to reach a consensus on the firmware verification. But it is not men-
tioned that what measures have been taken to avoid blockchain forks? What is the latency in TX
confirmation? And how much time does a single firmware verification/update takes? It is also
not mentioned that which nodes can perform PoW and which cannot? The distribution of normal

nodes (resource constraint devices) and the miner nodes is also not given.

4.6.4 Blockchain-based Smart Home Architecture

Key features. Ali Dorri and Raja Jurdak in [240] and [335] propose a secure, private and
lightweight architecture of a blockchain-based smart home application. The use of blockchain in
a smart home differs from a conventional Bitcoin blockchain application in many ways. Unlike
the Bitcoin blockchain, the local blockchain in the smart home is centrally managed by its owner.
It has a policy header, which also acts as an access control list that allows the owner to control all
the TXs happening in his home. For device-to-device communications, the miner issues a shared
key between respective devices as per policy defined by the owner. The proposed scheme
provides controlled access to IoT data. It also ensures data confidentiality, integrity, and
availability along with protection against DDoS attacks. It aims to solve certain blockchain issues
such as computational intensiveness, latency in TX confirmation, and energy consumption by
forgoing the use of PoW in block mining. To reduce computational overhead and energy
consumption, each block is mined without any PoW. Moreover, the latency in TX confirmation is
reduced by considering a TX, true, whether it is mined in a block or not. Also, the proposed
scheme utilizes cloud storage to ease up the memory requirements for smart home devices.

However, some voids have been observed in this scheme.

Voids. Few aspects need further explanation with reasoning. Firstly, the hallmark of blockchain
is the decentralized network, whereas, in this scheme, the Home-Miner, Cluster Heads (CH) and
the cloud storage are providing a single point of failure at the respective layer. Secondly, most of
the blockchain platforms validate TXs and blocks on a consensus decision by all the network
nodes. However, in this case, it is at the discretion of the CH, whether to retain a block or reject
it. Thirdly, it is only the Home-Miner that mines a block without any PoW, whereas, it is the
difficulty level in PoW that protects the blockchain against double-spending and data forgery
attacks. Lastly, in contrary to consensus-based TX validation in usual blockchain platforms, the
Home-Miner checks all the incoming and outgoing TXs. Therefore, keeping in view the
possibility of Byzantine General's Problem [342], if the Home Miner gets corrupted or malicious,

the integrity of the blockchain TXs cannot be guaranteed. The nodes use The Onion Router
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(TOR) for connection to the overlying network to achieve more anonymity/privacy at IP Layer.
The overlay network maintains CHs that store public keys of the requesters, requestees, and the
list of TXs forwarded to other CHs. It is up to the CH, whether to keep a new block or not,

whereas, in Bitcoin blockchain, it is a consensus decision.

4.6.5 Blockchain-based Self-Managed VANETS

Key features. The conventional VANETS have a centralized managing authority. This arrange-
ment has many drawbacks from a single point of failure to present a lucrative target to the attacker.
Moreover, due to centralized management, it has less user privacy. To avoid such issues, Leiding.
et al. [336] propose an Ethereum blockchain based decentralized, self-managing VANET with a
challenge-response based authentication. The complete VANET is regulated by Ethereum-based
applications (smart contracts), which are used to enforce certain rules or provide different services.
Each node/user is registered and identified by its Ethereum address, i.e., a hash of its public key.
To access services provided by Ethereum-based applications, every node has to pay in the form of
Ethers. Thereby, the users fund the network infrastructure. The payments made by the users serve
as the incentive for the vendors providing Ethereum-based applications and associated services. In
a real-world scenario, the Ethereum account of a user can be used to make automated payments of
car insurance, registration, additional services like real-time traffic updates, and payment of traffic

violation fines.

Voids. The proposed scheme does not explain how PoW will be performed by the miner nodes
to mine a block in the blockchain? There is no discussion about what information about each
node will be published on the blockchain? Certain other aspects also need due consideration, like,
who will mine the block? How will Vehicle-to-Vehicle (V2V) communication take place in the
blockchain-based VANET? and what is the latency in communication? Latency is a critical issue
as it is an inherent weakness in most of the blockchain protocols. Whereas, most of the time, the

nodes/cars connected to VANET need real-time information about traffic and road conditions.

4.6.6 IoT eBusiness Model

Key Features. In yet another venture [337], Yu Zhang and Jiangtao Wen propose a blockchain-
based decentralized electronic business model for the IoT. The proposed model aims to share paid
data and smart properties like a car, parking space, house, fuel, e-shopping, commodities, and
services, by applying the concept of Decentralized Autonomous Corporations (DAC). The key idea
here is that DAC is automated without any intervention by humans and make use of smart contracts
for decision making. It enables rapid information exchange among all stakeholders, i.e., sensors,
computers, humans, DACs, buyers, sellers, etc. Moreover, each device in IoT can serve as a service
provider. The proposed model has been designed and developed by modifying and optimizing
basic elements and operating modes of the conventional e-commerce system. The efficiency is
increased by removing the third party, working in a low trust environment, and reducing latency.

The DAC model can be deployed for each smart device/sensor to trade it's paid data for some
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service like power, additional module and software up-gradation, etc. The authors implemented
the test case of the proposed model using Ethereum blockchain and aim to further develop an

automated transfer of ownership service for smart properties.

Voids. Although authors gave a detailed overview and insight into their proposed e-business model
for IoT, yet it was not clear how the constraint resources of IoT devices like less computational
power, small memory, and low energy consumption will be met? The proposed solution mostly
focused on the working of the e-business model, so there is a lack of discussion on technical
aspects. Hence, some issues that need more deliberation include; which are the miner nodes?
What data from the blockchain will be stored on the IoT devices? What security measures have
been taken to protect against device compromise attacks, and how devices are integrated with the
blockchain?

4.6.7 Transparency of Supply Chain Management (SCM)

Key Features. The blockchain is an ideal platform to ensure product authenticity and transparency
during its complete supply chain cycle. It will help in tracking the origin and the transformations
undergone by a product in the supply chain by maintaining a formal registry. The digital ledger
can be connected to a supply chain sensor network connecting cargo trucks, storage coolers, etc.,
to keep track of product location and its environment parameters like temperature and humid-
ity [224].

In a similar endeavor, Everledger, a UK-based global startup, has launched a Global Digital
Ledger based on IBM Bluemix [343] to digitally certify diamonds to assist in the prevention of
frauds. The digital ledger stores complete data about diamonds including their ownership and TX
history. The immutable ledger aims to support owners, insurance companies, banks, and law en-
forcement agencies to verify the complete life cycle of a diamond since its discovery in the mine
until its sale in the market and subsequent ownership. To date, Everledger has certified more than
one million diamonds. The company has not disclosed any technical details about Everledger.
However, it claims to use a hybrid blockchain model to take advantage of permissioned controls
as in the private blockchains [344]. The company is also aiming to apply the same solution for the

security of fine arts, vintage cars and wine [338,339].

Voids. Irrespective of the practical manifestation of the blockchain in SCM, there is an inherent
issue of interfacing blockchain and different types of physical devices. Moreover, there are ques-
tions related to the status update regarding the location and condition of a product in transit to a
customer. Which is currently done manually by a human or by a sensing device. Now in a dis-
tributed environment, no other sensor node knows about the exact condition of this product once
it has reached the warehouse, except the node reporting upon it. Therefore, there has to be some
element of trust in that sensor node, such that its input data is accepted in the blockchain. Hence, if
all the nodes are trusted, then there is no need of a blockchain. Moreover, if there is no trust, then

the complete supply chain is compromised, and any malicious node can inject false data [344].
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4.6.8 Blockchain-driven IoT for Food Traceability with an Integrated Consensus
Mechanism

Key Features. Authors in [340] have proposed a Blockchain-1oT based food traceability system
(BIFTS) to provide reliable traceability of perishable food. The proposed framework also enables
customized food shelf life and quality decay performance. BIFTS focuses on the traceability of
food at various stages of the shipment starting from the farm to the food processing facility, and
further to the distributor and the retailer, and finally delivery to the customer. The researchers use
blockchain technology for data integrity. However, the data collected from the IoT are stored in
cloud storage. While the events and data payload IDs generated from IoT interactions are stored
in the blockchain. The proposed model also introduces a customized blockchain consensus pro-
tocol named “Proof of Supply Chain Share (PoSCS),” which is an imitation of the PoS consensus
protocol. In PoSCS, the blocks are minted/forged by the validator nodes. Whereas, the validator
nodes are the stakeholders in the food supply chain. The factors for the selection of a validator
node include transit time, stakeholder analysis, and the shipment volume. The authors claim that
the proposed model addresses the issues of blockchain scalability and energy/computation inten-

siveness.

Voids. There is no discussion about data security and privacy. The authors did not plan for any
contingency in which a validator node misbehaves and forges blocks with invalid IoT data. More-
over, it is inferred that a stakeholder with the largest stake and shipping volume may have the
monopoly of minting maximum blocks. Hence, block validators can be predictable. Moreover,
secure input of IoT data to the blockchain/BIFTS, and ensuring device integrity have been identi-

fied as open challenges.

4.6.9 Managing Things’ Services through Smart Contracts

Key Features. To exploit blockchain's ability to run smart contracts, “Slock.it” was developed as
a commercial product [345]. It is a smart lock called Slock, which is controlled through smart con-
tracts on Ethereum blockchain. In practice, the slock can be any smart device available for rent,
such as a bike, car, computer, etc. An app controls conventional smart devices for a pre-defined
purpose. However, using smart devices through the blockchain gives the users unlimited options
and use cases such as renting out rooms, cars, bikes, electronic appliances, and parking facilities.
In [341], the founder of the “Slock.it” demonstrates the complete process of renting a slock. The
perceived working of Slock.it is shown in Figure-4.11. Firstly, the owner registers its slock/item
for rent, on the app provided by the blockchain service provider. As soon as the owner registers
his device, the device gets a private/public key pair in the smart contract. The owner then sets the

deposit amount (same as security) and the cost per minute/hour/day for a particular slock/item.

On the other side, when the client wants to rent a service/slock, the client just selects the de-
sired item/slock and then clicks the rent-it button to sign the contract. The client can also see the
amount required to be deposited and the cost per minute/hour for the said service. As soon as the

customer clicks rent-it, a TX is initiated on the blockchain. The TX confirmation can take some
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Figure 4.11: Managing the IoT device services using smart contracts

time equivalent to one or two blocks generation period depending upon the settings of the service
provider. Once the TX is confirmed, the client can click the open option and access the service.
When the customer has used the service, he can terminate the service by clicking the close button
on the app. As soon as the service is closed, a TX is initiated on the blockchain, and the client gets

his balance money (Balance = Deposit - Cost of service) through the smart contract.

The slocks/smart-devices are integrated with a blockchain-based smart contract hosted on a
single or distributed blockchain servers, through embedded devices running a blockchain client
software. The embedded device can be a Rpi, an Intel Edison, Samsung Artik-5, or any other
System on Chip (SoC) solution. The blockchain client communicates with smart devices/slocks
through Bluetooth, Z-Wave, ZigBee, or any other communication protocol supported by the ser-
vice provider. Considering the scalability factor, only initial open and last close TXs are recorded
in the blockchain. The rest of the open and close TXs during usage of the rented service/slock are
termed as whisper messages and are not stored in the blockchain. However, these messages are
verified through the private/public key of the client. The scalability issue can be managed differ-
ently depending upon the system architecture and the type of devices being used.

Voids. Apart from inherent Ethereum blockchain benefits, Slack.it mostly focuses on the func-
tionality of the product. It is not mentioned what security measures are taken to ensure device

security.

4.6.10 Security and Privacy of Data

Considerable work has been done to ensure the privacy of user data on the blockchain-based net-
works. A data management system for decentralized networks has been proposed in [346]. It

protects against issues related to data transparency and auditability, data ownership, and access

109



CHAPTER 4. BLOCKCHAIN'S ADOPTION IN THE 10T

control. Moreover, Viral Communications, MIT Media Lab has developed Ethos, a Bitcoin-like
network for secure sharing of personal data [347]. However, the suitability of Ethos for its appli-
cation in an IoT system still requires deep assessment. In addition to this, a privacy-preserving
decentralized computation platform named Enigma [212] has been proposed. It ensures the confi-
dentiality of data by implementing secure multi-party computation guaranteed by verifiable secret
sharing scheme. Enigma restricts access to complete data by all the nodes, i.e., every node has
a secret share of data, and it performs computations on that particular share without leaking in-
formation to the other nodes. Such an arrangement decreases memory requirement for embedded

devices, and the distributed storage enables the performance of more intense computations on data.

Voids. Although, the idea of decentralized computation in Enigma seems feasible, yet the com-
putation and communication overhead is required to be analyzed for its efficient implementation
in an IoT system. Since most of the [oT end devices like sensor nodes communicate using wire-
less media. Any current or future solution for secure data sharing and distributed computing must
comply with the regulations of wireless communications as per respective country's law. The dis-
tributed computation schemes like multi-party secret sharing schemes [212] seem very efficient,
but their efficacy regarding bandwidth/channel utilization needs to be assessed. E.g., In Europe for
the LoORaWAN protocol that operates on the 868 MHz frequency band, the allowable duty cycle is
1% for each user/device [325]. Hence, any blockchain-based secure data sharing platform for IoT

systems should cater to such limitations.

4.7 Gap Analysis

In-spite of inherent benefits of the blockchain, i.e., TX integrity, TX authentication,
non-repudiation, and auditable log of events, etc., there are numerous challenges (highlighted in
Section-4.5), that need due consideration for secure adoption of blockchain in IoT. Further
elaborating on these issues, firstly, the existing consensus protocols such as PoW, PoS, PoET,
IOTA, and PoA are designed for public blockchains (PoS and PoET also support permissioned
blockchains) in which the miner is selected based on some lottery scheme. Thus, a block is
mined by the lottery winner without network consensus. The previous block is confirmed only,
once the next miner and the subsequent other miners extend the chain. Hence, these protocols
lack instant consensus finality and are prone to blockchain forks. As far as BFT-based consensus
protocols are concerned, although they do provide consensus finality and avoid forks along with
low latency in TX confirmation, yet they are prone to DoS attacks. Moreover, with an increase in
the number of replicating/validator nodes, the communication complexity also increases. On the
other hand, IOTA provides low latency in initial TX approval. However, it is currently not
determined that after how much time and indirect approvals, the TX stands confirmed. This is an
important aspect of near-real-time IoT service management, such as toll payment by the smart
car, payment for gas, parking fees, etc. Hence, loT-centric consensus protocol is required to be
designed and developed duly considering factors such as IoT centric TX/block validation rules,
resistance to DoS attacks (exploiting timing assumptions), increased fault tolerance (> 1/3 faulty

nodes), consensus finality, and low communication complexity.
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If we look at the blockchain-based IoT applications, discussed in Section-4.6, Table-4.8
shows a synthesis matrix, that pitches the challenges identified (Section-4.5) against the
blockchain-based IoT applications. It is evident that most of the challenges are not tackled by any
of the blockchain applications. In this regard, the foremost issues are lack of IoT-focused
consensus protocol and TX validation rules followed by secure device integration and secure
firmware update. Only three applications, i.e., firmware update, smart home, and BIFTS mention
consensus protocol. In that, the firmware update application only comments that it uses PoW
consensus for firmware verification. However, no further details are given as to how it manages
PoW's computation and energy costs and latency in TX processing. It also does not comment on
any distinction between the miner and normal nodes. On the other side, the smart home
application uses a proprietary blockchain platform and does not use PoW consensus protocol
because of its high computation and energy costs and latency in TX confirmation. However, the
proposed scheme does not mention how it selects miners for subsequent block mining. Currently,
it seems that only the smart home miner mines the block for all the devices in a particular house,
which is against the trust-free and decentralized architecture of the blockchain. Similarly, BIFTS
proposes a supply chain centric consensus protocol to avoid energy and computational overheads
of the PoW consensus. However, the block validators are selected based on transit time,
stakeholder analysis, and shipment volume. Nonetheless, BIFTS does not plan for any
eventuality in which a validator may act maliciously and forges invalid blocks. It is also inferred
that a rich stakeholder with the largest stake, and shipping volume may propose maximum

blocks. Besides, rest of the applications do not discuss any issue related to consensus protocols.

Third hitch is regarding the scalability of the blockchain. Five applications, i.e., ADEPT,
secure firmware update, smart home, BIFTS, and Slock.it address this issue. Generally,
scalability can be interpreted in terms of the size of the blockchain and latency in TX
confirmation concerning network expansion. A typical 10T system, e.g., a smart city environment
monitoring system may comprise thousands of embedded devices with limited memory and
power resources. The constraint resources cannot store the ever-increasing size of the blockchain,
which is required to maintain a full node. Hence, this aspect limits the number of full nodes in
the network. However, if there are fewer full nodes with mining capabilities, then it means the
workload of mining TXs will be on limited mining nodes, which may create a bottleneck and
result in high latency in TX confirmation. Similarly, as proposed in BIFTS, blockchain only
stores the event or data payload IDS. Whereas, the realtime IoT interactions are managed in a
cloud database. This implies that there has to be a compromise between transparency and size of
data stored on the blockchain. Therefore, due diligence is required in resolving the issue of
scalability, as this limitation has a significant impact on the design of blockchain-based IoT

systems.

The fourth issue is of secure IoT device integration with the blockchain. None of the
applications brace this problem. Therefore, there is a need to design and develop a method to
securely interface IoT devices with the blockchain such that the data from heterogeneous IoT

devices can be directly sent to the blockchain. It is also essential to ensure the integrity of IoT
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Figure 4.12: Considerations for the IoT-centric consensus protocol

devices for correct operation in a trustless environment, without the use of any additional
hardware, e.g., trusted platform modules. The factor of secure hardware is specifically mentioned
here, as in practice, manufacturers reduce the cost of IoT devices such as CCTV cameras,
embedded sensor modules, smartwatches, smart TV, etc., by cutting investment on security

hardware/features and just focusing on the application features.

Protection against malware attacks and runtime firmware/software upgrades is another
lacking area. Although, authors in [334] propose a blockchain-based firmware update procedure.
However, the proposed scheme does not protect against node compromise attacks in which node
hardware configuration is changed to allow for back-door access later. Hence, an attacker can
install malicious code in the memory of a node to launch further attacks on the network
like espionage and DoS by initiating unnecessary network traffic to target legitimate

users/applications.

Although most of the applications do not consider or need data security in the form of data
encryption. However, it is no more an un-addressed issue as the blockchain-platforms such as
Hyperledger Fabric, and IBM ADEPT, provide data confidentiality and data privacy. Another
important predicament is related to the privacy of sensitive data. In a blockchain-based
distributed system, preserving the privacy of sensitive user data such as financial information,
health data, personal/house security data during distributed processing is still a big challenge.
The distributed computation scheme Enigma [212] seems very efficient, but its efficacy regarding
bandwidth/channel usage needs to be assessed. Hence, any future solution should also cater for

computation/transmission overheads and bandwidth utilization.

4.8 A Way Forward

4.8.1 IoT-Centric Consensus Protocol and TX Validation Rules

The design and development of an ideal consensus protocol for an IoT environment demand that

the requirements of a consensus protocol for a blockchain-based IoT system be distinguished
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from existing general-purpose and cryptocurrency oriented consensus protocols. Some of these
requirements are shown in Figure-4.12. The points mentioned in blue color are concerning secu-
rity/consistency and the points shown in the green color pertains to the performance requirements.
The foremost requirement for IoT systems is that the TXs should be validated based on loT-centric
TX validation rules. It is an essential requirement since every new TX in IoT is mostly indepen-
dent of the previous TX and an incident or change in environmental conditions can influence the
change in the sensor readings. Therefore, IoT TX validation rules should be carefully drafted and
they must incorporate environmental context, e.g., in a smart home, the fireplace is ignited, only
if the camera or any other sensor also detects the presence of a human in that room. It means a
sensor reading is validated based on the environmental context and not in isolation. The consensus
protocol should also be robust against Sybil attack and must have consensus finality to avoid forks.
Other than avoiding forks, consensus finality is equally vital for achieving minimum latency in TX

confirmation and the ultimate high TX throughput.

Moreover, IoT systems are also vulnerable to physical or cyber-attacks. Recently, a cyber-
attack named “Mirai” [54] infected a large number of IoT devices including DVR and CCTV
cameras and turned these devices into bots. The compromised devices were then used to launch a
DDoS attack on a DNS service provider “DYN” by directing huge data traffic in the form of mil-
lions of DNS lookup requests. Whereas, if we look at the BFT-based protocols, most of them can
only tolerate less than 1/3 faulty nodes. Therefore, an IoT-centric consensus protocol must have
the capability to sustain maximum possible faulty/dishonest nodes. An important consideration
to lessen the effect of faulty nodes is to carry out a random integrity check of the validator/min-
ing nodes so that no dishonest node participates in the consensus process [235]. In addition to
the security requirements, there are some performance considerations as well. These include low

computation overhead, low energy consumption, and less communication complexity.

4.8.2 Managing Blockchain Size

To address the issue of scalability concerning the management of ever-increasing blockchain size
on light/embedded IoT devices, various blockchain architectures are being proposed, such as
sidechains and treechains. An example of a sidechain is a decentralized P2P network designed for
multi-party privacy-preserving data storage and processing [212, 346]. The proposed model im-
plicitly improves the issue of blockchain scalability by storing user data on an off-chain network
of private nodes in the form of DHT [348]. The blockchain only contains the pointers/references

to data, and not all the nodes replicate all TXs.

IBM [333] also addresses the issue of blockchain size by introducing a concept of universal
and regional blockchains. It is achieved by categorizing the network nodes into light peers, stan-
dard peers, and peer exchanges depending upon their processing, storage, networking, and power
capabilities. The light peers consist of embedded devices, such as Arduino and Rpi-based sen-
sor nodes. These nodes only store their blockchain address and balance and rely on other trusted
peers to obtain TXs relevant to them. Whereas the standard peers have more processing power

and storage capacity than light peers. They can store some of the recent TXs of their own and the
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light peers in their neighborhood. Finally, the peer exchanges have high storage and computing
capabilities, and they can replicate complete blockchain data with an additional feature of data an-
alytics services. Also, as per NIST [349], resource-constraint devices may maintain a compressed

ledger containing only their TXs.

Authors in [204] and [211] also propose a scalable two-layer blockchain architecture to log
distributed database TXs. The first layer represents a permissioned blockchain comprising a miner
each from respective federation members. The miners in layer one are selected randomly based
on a fast consensus protocol. The hash of the layer one blockchain is periodically stored on the
second layer using PoW, to ensure the integrity of the hashes. Hence, if a malicious node alters the
log in the first blockchain, the hash of the data would be different as in the second layer. Hence,
forgery can easily be detected. To achieve scalability in the proposed scheme, especially at layer
one, the authors proposed the technique of data sharding, in which every miner maintains a DHT-
based ledger based on keyspace partitioning and only handles TXs for specific subsets of keys.

Thus tuning TX load on miners and making the system more scalable.

Another solution proposed for the scalability of the Ethereum blockchain is called “Plasma”
[350]. It uses a series of smart contracts to create hierarchical trees of sidechains, which can be
thought of as “subchains.” The subchains live within a parent blockchain and periodically com-
municate with the root-chain (Ethereum). The subchains are off-line; hence, theoretically, there
can be as many subchains as desired [351]. Similarly, BigchainDB [352] introduces a blockchain
database that utilizes the benefits of both the blockchain and the big data distributed database. It
integrates the immutability and decentralization of the blockchain with the high throughput and
fast TX settlement time of big data distributed database.

4.8.3 Improving Upon TX Confirmation Time

TX confirmation time can also be associated with the problem of blockchain scalability. In current
public blockchains such as Bitcoin and Ethereum, the miner nodes are required to store the com-
plete blockchain and validate every TX in an order. This arrangement does help in ensuring the
security of the system but can also be prone to bottlenecks in case of high TX volume. Since the
blockchain cannot process more TXs than a single node can. One of the methods being researched
to reduce TX confirmation time is “Sharding” [353]. It means a subset of miner nodes process
a subset of TXs (as shown in Figure-4.13). The subset of miner nodes should be populated in a
way that the system is still secure, and at the same time, several TXs can be processed simulta-
neously [351,353]. In its purest form, each shard has its own TX history, and it is affected only
by the TXs it contains. E.g., In a multi-asset blockchain, there are n shards, and each shard is
associated with one particular asset. In more advanced forms of sharding, TXs on one shard can
also trigger events on some other shard. This is usually termed as cross-shard communication.
Correspondingly, in addition to reducing TX latency, Sharding also improves system scalability.
However, currently being in a novice state, there are numerous challenges that should be resolved
before sharding is adopted publicly. Some of these challenges include; cross-shard communica-

tion, fraud detection, single-shard manipulation, and data availability attacks [353].

115



CHAPTER 4. BLOCKCHAIN'S ADOPTION IN THE 10T

\

Shard-1

TX 01 TX 02 TX 03

L

Miners - Subset A —

(

| | |
mooom ﬂ ﬂooomm

Shard-2

TX 21 TX 22 TX 23

I

Miners - Subset B

L

O

Shard-N

Miners - Subset X TX N1 TX N2 TX N3

Figure 4.13: Sharding

Another approach to reduce TX processing time is “Raiden.” It proposes the use of state
channel technology to scale the Ethereum network off-chain and to facilitate micro-TXs between
IoT devices [351]. The off-chain TXs will allow a set of nodes to establish payment channels
between each other without directly transacting with the Ethereum blockchain. Hence, off-chain
TXs would be faster and cheaper than on-chain TXs because they can be recorded immediately,
and there is no need to wait for block confirmations. However, it is believed that channel-based
strategies can scale TX capacity only but cannot scale state-storage. Moreover, they are also vul-
nerable to DoS attacks [353].

In another development, to address Bitcoin blockchain's problems of scalability, high TX fee,
and requirement of substantial hardware resources, a blockless architecture named “IOTA” have
been introduced [258]. IOTA is a distributed architecture based on DAG called “Tangle” [297],
instead of a conventional blockchain. It aims to promote the machine economy, in which smart
devices can interact with each other by making the smallest possible, nano-payments. To ensure
fast TXs, IOTA does not require a TX fee. Moreover, the consensus (TX validation) and normal
TX process are also inter-knitted, i.e., before making a new TX, each user randomly approves/val-
idates the previous two TXs. IOTA achieves high throughput by parallelizing the TX validation
process. Hence, an increase in the number of new TXs on the Tangle is inversely proportional
to the TX settlement time [354]. Therefore, an expanding network contributes well to the overall

security and fast TX settlement. The two TXs to be approved by every new TX are randomly
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selected based on the MCMC method. A TX getting more and more direct/indirect approvals is
considered to be more accepted by the network. Hence, it would be difficult for anyone to double-
spend that particular TX. The difference between IOTA and a typical blockchain architecture is
shown in Figure-4.14 [354].
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Figure 4.14: IOTA vs. Blockchain

4.8.4 Secure IoT Device Integration with the Blockchain

In addition to securing the web UI and mobile App, [oT device integration with the blockchain
can be augmented by device enrolment, in which only approved devices be allowed to communi-
cate with the blockchain and call smart contract methods. Correspondingly, smart contracts can
restrict access to selected methods to a specific node only. Concerning the physical security of IoT
devices, all the unnecessary ports such as JTAG and UART should be blocked. Since any open
port can be used by an adversary to access the device and make malicious changes. Moreover,
most of the commercially available IoT devices, such as sensing devices, do not have a secure
execution environment due to cost effects. Therefore, the device integrity check should frequently

be performed to ensure its legitimacy [235].

As of today, most of the IoT systems depend on a certain cloud platform due to computational
and storage scarcity, and because of the same, resource-constrained loT devices cannot be used as
a miner or full nodes in a blockchain network. Hence, to ensure a smooth transition from cloud to
blockchain-based network, the IoT systems can leverage fog computing components that already
follow some degree of distribution and are more resourceful than IoT devices. The fog nodes
can function as blockchain miners and can facilitate direct interaction between IoT devices and
the blockchain. E.g., As shown in Figure-4.15, the fog nodes can incorporate blockchain miner
nodes to collect and mine the TXs received from the IoT devices in a block. The IoT devices have
enough resources to be the full nodes. Hence, they can store the blockchain and also route and
validate the TXs. In this way, most of the TXs from the IoT devices would be propagated to both
the fog nodes. Hence, 10T can leverage existing fog computing infrastructure to adopt blockchain
technology, until IoT devices are manufactured with embedded blockchain mining functionality

to gain on the maximum benefits of blockchain's distributed architecture.
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4.8.5 Integration of IoT Communication Protocols with the Blockchain

To integrate blockchain protocols with the communication layer of 10T, [333], and [223] recom-
mend the use of TeleHash as the messaging protocol, which is based on Kademlia DHT [346].
It is a lightweight and secure P2P network protocol that uses encryption for secure mesh com-
munication across multiple platforms [359]. TX records can be converted into blocks and further

broadcast into the blockchain network.

4.8.6 Resolution of Bitcoin Blockchain’s Limitations

Till now, we have analyzed every aspect of the blockchain, from its basic concepts to the advance-
ments in blockchain platforms, related challenges and latest trends in blockchain-based IoT appli-
cations. However, it is vital to present a consolidated gist of the evolution in blockchain technology
that aims to mitigate Bitcoin blockchain's limitations. This summary will help blockchain and IoT
researchers to understand related technologies and find their way forward to resolve blockchain-
based IoT issues. Hence, Table-4.9 pitches Bitcoin blockchain's limitations and vulnerabilities
against requisite blockchain technologies and applications that promise to abate respective limita-

tions.
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Table 4.9: Resolution of Bitcoin Blockchain limitations

Bitcoin Blockchain Limitations

Advancement in Blockchain Plat-
forms/Applications/Technologies

Energy and computation intensive POW consen-
sus

PoS [275], PoET [286], PoB [287], PoA [283,
284], BFT-based consensus protocols [207-210,
293]

Lack of consensus finality and forks

BFT-based consensus protocols [207-210,293]

Latency in TX confirmation

Ethereum (GHOST, Casper) [245], Hyperledger
Fabric (PBFT, SIEVE) [261], Bitcoin-NG [328],
and BFT-based blockchains [210]

Low Throughput

BFT-based blockchains (Multichain [263], Hy-
perledger Fabric [261])

De-anonymization (Linking attacks) [242]

Monero [330], Zerocash [331],

Scalability (Size of blockchain)

Universal and regional blockchains (IBM) [333],
Sidechains [346,350], Data compression (NIST)
[349], Scalable blockchain architecture [204,
211], BigchainDB [352]

51% attack [236], Double-spending [24,355]

BFT-based consensus protocols [207-210,293]

No runtime firmware/software update

Secure firmware upgrade [334], Gitar [356], Re-
moWare [357]

Data privacy

Multichain [263], Quorum [264], Hyperledger
Fabric [261], Hawk [332], DHT [348]

Privacy-preserving computation

Enigma [212], Homomorphic encryption [172]

Limited scripting

Smart contracts supported by Ethereum [245],
Hyperledger Fabric [261]

Legal issues in smart contracts

Alastria [358] (Idea of a national regulated
blockchain)

Public/Permissionless blockchain

Private/Permissioned blockchains Ethereum
[245], Multichain [263], Quorum [264], Hyper-
ledger Fabric [261]

4.9 Summary and Future Work

In this chapter, we initially introduced IoT security and performance requirements and important

blockchain concepts. Then, we analyzed the impact of blockchain technology on IoT, followed

by identification of challenges to blockchain's integration with IoT. Later, we reviewed various

blockchain-based IoT applications to highlight the trends in IoT applications and the blockchain

issues resolved by these applications. In the end, we carried out the gap analysis and recommended

a way forward to resolve some of the significant challenges that hinder the adoption of blockchain

in the IoT environment.
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Based on the discussion in this chapter, it is concluded that no doubt blockchain can satisfy
most of the security and performance requirements of IoT. However, there is a need for devising
a mechanism that not only offers security guarantees for a typical IoT system but is also scalable
and has low resource requirements. Therefore, future research should endeavor to resolve issues
including privacy-preserving computation on sensitive user data, secure IoT device integration
with the blockchain, device authentication and integrity check, software integrity check and run-
time/synchronized software update, loT-centric consensus protocol and loT-focused TX validation
rules. As far as IoT performance requirements are concerned, some of these requirements are ad-
dressed by Hyperledger Fabric. However, low communication complexity and scalability should

also be kept in view while designing an ideal IoT-oriented consensus protocol.
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”Privacy is an inherent human
right, and a requirement for main-
taining the human condition with
dignity and respect. It is about
choice, and having the power to
control how you present yourself
to the world.”

- Bruce Schneier

PrivySharing: A Framework for

Privacy-Preserving and Secure Data Sharing

This chapter introduces “PrivySharing,” a blockchain-based innovative framework for privacy-
preserving and secure IoT data sharing in a smart city environment. The proposed scheme is
distinct from existing strategies in many aspects. The data privacy is preserved by dividing the
blockchain network into various channels (Chs), where every Ch comprises a finite number of
authorized organizations and processes a specific type of data such as health, smart car, smart
energy or financial details. Moreover, access to users' data within a Ch is controlled by embedding
access control rules in the smart contracts. In addition, data assets within a Ch are further isolated
and secured by using private data collection and encryption techniques, respectively. Likewise, the
REST API that enables clients to interact with the blockchain network has dual security in the form
of an API Key and Open Authorization standard “OAuth 2.0.” The proposed solution conforms
to some of the significant requirements outlined in the EU GDPR. PrivySharing also has a system
of reward in the form of a digital token named “PrivyCoin” for users sharing their data with
stakeholders/third parties. Lastly, the experimental outcomes advocate that a multi-Ch blockchain
scales well as compared to a single-Ch blockchain system. This work has been published in the
Journal of Computers and Security, Imran et al. [360], and an initial version was also presented at
the 16" International Conference on Security and Cryptography (SECRYPT) [361].

5.1 Background

The ubiquitous use of IoT ranges from ICS to e-Health, e-commerce, smart cities, agriculture,

SCM, smart cars, CPS, and a lot more. However, the data collected and processed by 10T systems,
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SECURE DATA SHARING
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Figure 5.1: Issues in the smart city environment

especially the ones with centralized control, are vulnerable to availability, integrity, and privacy
threats. Similarly, a smart city network also suffers from numerous security and privacy issues
[362,363], such as threats to privacy, integrity, and availability of user data, false data injection
[364], vulnerability to Sybil attack [365], and single point of failure due to centralized control. If
we look at Figure-5.1, the user data collected by numerous sensors is stored and processed by OSN,
smart city control center or various other smart city components such as ITS, health emergency
response, fire and rescue, etc., These components (with mostly centralized control) process user
data for the provision of various services to the data owners and third parties. Although such
a centralized control may look effective from the outside, yet it has some significant security

concerns.

Centralized control is subject to a single point of failure in case of a cyber-attack or other
technical malfunctions [22]. Moreover, it also has trust issues, as the users have to put their
trust in the entity that is handling their data. Hence, users have no control over their data assets.
Further concerns for data owners include: Users do not know where their data is stored and what
is happening to it. Who has access to it, and is there any unauthorized disclosure to the third
parties. The above-mentioned, users concerns are very much real as the disclosure of personal
data leakage concerning millions of users by Facebook Inc. [27,28] and a bug in Google Plus [29]
that resulted in the exposure of personal information of approx 500,000 users is a candid example

of one of cloud/OSN vulnerabilities.

Moreover, any smart city application is believed to store, process, and analyze users' data.
Hence, every security solution developed for a smart city environment must comply with the

undermentioned key requirements of EU GDPR [171] while handling users' data:

a. Personal data should be processed only with the consent of the data owner.
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b. Any technology dependent on user data must preserve user privacy by design.

c. The gathering, processing, or use of personal data should be in accordance with the instructions
based on a mutual contract between the user and the third parties.

d. The owner of data has the right to access the information concerning the processing of his data,
i.e., which third parties have access to what data and how they use it.

e. It is the right of the data owners that their data be erased immediately once it is no longer
needed.

f. The system should be transparent such that individuals know about the collection and use of
their data.

As far as 10T security is concerned, researchers and security analysts are trying to leverage cryp-
tographic security benefits of blockchain to resolve security and privacy issues of IoT. Hence, we
believe that a carefully selected blockchain technology with an insightful business network design

can resolve most of the data integrity and privacy issues of IoT applications such as a smart city.

5.1.1 Related Work

Security researchers around the world are developing and investigating ingenious ways to imple-
ment blockchain in the IoT environment. These use cases aim to take advantage of the inherent
benefits of the blockchain, such as decentralized control, immutability, cryptographic security,
fault tolerance, and capability to run smart contracts. Recently, researchers [366] presented a
blockchain-based data-sharing framework for a smart city environment. The framework called
“SpeedyChain” focuses on reducing the TX settlement time for real-time applications such as
smart cars and also aims to ensure user privacy. Moreover, it ensures data integrity, tamper-
resistance, and non-repudiation that are some of the intrinsic benefits of the blockchain. In an-
other work, Pradip Kumar and Jong Hyuk proposed an SDN and blockchain-based hybrid net-
work architecture for a smart city [367]. The proposed architecture addresses usual smart city
issues including high TX latency, security and privacy, bandwidth bottlenecks, and requirement
of high computational resources. In the proposed model, the smart city network is divided into
a distributed core network comprising resourceful miner nodes and the centralized edge network
constituting inept devices. The edge nodes store access policies for locally registered nodes. Au-
thors claim that in addition to reducing TX latency, and reduced network bandwidth, the proposed

model limits the effects of a node compromise to the local area.

Additionally, authors in [368] proposed a smart contract based sharing economy services in
a smart city. The proposed model uses Artificial Intelligence (Al) for data analytics and also
uses blockchain to store the results. Similarly, Biswas and Muthukkumarasamy [223] presented
an overview of a blockchain-based security framework for secure communications between smart
city entities. Authors claim that the integration of the blockchain with devices in the smart city will
provide a shared platform where all the devices would be able to communicate securely. However,
the researchers did not disclose some necessary details about the type of blockchain platform, con-

sensus protocol, and TX/block validation techniques adopted in the smart city application.
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In another endeavor [369, 370], security researchers have proposed solutions to address var-
ious user privacy issues in ITS. Nonetheless, they do not cater to the challenges of smart cities,
such as trustless data sharing among multiple organizations. Similarly, Ali Dorri and Raja Ju-
rdak proposed a secure, private and lightweight architecture of a blockchain-based smart home
application [240, 335]. It aims to solve certain blockchain issues such as computational inten-
siveness, latency in TX confirmation and energy consumption. To reduce computational overhead
and energy consumption, each block is mined without any PoW. Moreover, the latency in TX
confirmation is reduced by considering a TX true, whether it is mined in a block or not. Also,
the proposed scheme utilizes cloud storage to ease up the memory requirements for smart home
devices. However, there are many security concerns that need further explanation with logical
reasoning [234]. Likewise, another team of researchers proposed an Ethereum Blockchain [245]
based mechanism to manage [oT devices [241]. However, Ethereum Blockchain does not provide

data privacy.

In another work, to avoid issues concerning the single point of failure in a centralized sys-
tem, researchers proposed an Ethereum Blockchain based decentralized, self-managing VANET
with a challenge-response based authentication [336]. However, the proposed scheme does not
explain the procedure of consensus and block mining. There is also no discussion about the type
of information to be published on the blockchain and the latency in TX confirmation. Above all,

Ethereum Blockchain does not provide data privacy and confidentiality.

Correspondingly, Yu Zhang, and Jiangtao Wen proposed an Ethereum Blockchain based de-
centralized electronic business model for the IoT [337]. However, the proposed solution mostly fo-
cused on the working of the e-business model, so there is a lack of discussion on technical aspects
such as block mining mechanism, modalities of implementing blockchain on IoT devices, and
the methodology of achieving data confidentiality and privacy. Similarly, in another work [371]
authors introduced a blockchain-based security framework for IoT implementations. Nonetheless,
the proposed solution focuses on data authentication and secure communication between the sen-
sor devices and the controllers. The researchers make use of the received signal strength (RSSI)
of the message sent by a sensor device as a parameter to ensure the randomness of data to avoid
replay and data forging attacks by a MITM attacker. Few other researchers have also proposed
a blockchain-based approach of exchanging data in the smart city between nontrusted organiza-
tions [372]. In this regard, if a third party queries some data, e.g., a credit report concerning a
user, then the executor node gets the input in the form of private data from the respective organi-
zation through a local private API. The data is encrypted with an organization's private key and is
decrypted once in the executor sandbox using the organization's public key. Hence, the querying

party receives only the processed data and does not see the original data itself.

Since the GDPR legislation came in to effect on 25! May 2018, researchers have been work-
ing on various aspects of data protection to develop GDPR compliant data protection/processing
frameworks. In this endeavor, [373] proposed a blockchain-based design concept for developing
GDPR compliant data management platforms. The solicited framework shares and revokes the

sharing of user data only with the consent of the data owner. Moreover, the blockchain-based
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framework can also endorse the service providers for being correctly following the GDPR policies
or not. As per the devised concept, only data owners and data controllers can create, update, and
withdraw consent, and only authorized entities can process user data. The proposed mechanism
uses blockchain to handle authentication, authorization, and data access control token validation.
Whereas, the data is stored in a centralized resource server that is assumed to be a trusted party.
Apart from the resource server being a trusted party, the proposed solution does provide some
security guarantees; however, it seems to have high communications complexity. As authors also
claim that due to increased message overhead, the proposed scheme does not support high perfor-
mance and scalability since the TX latency significantly increases and throughput decreases with
the increase in the number of nodes. Similarly, [374] recommended a conceptual architecture of
a human-centric and GDPR compliant Blockchain-based Personal Data and Identity Management
System (BPDIMS). The authors focus on designing a framework, which is transparent and pro-
vides data owners with full control over the usage of their data. The researchers address specific
issues concerning data usage, i.e., user consent, transparency of data processing, purging of user
consent, reward mechanism for users, data integrity, and confidentiality. However, this work is

still at conceptual stages and does not present any technical details or performance evaluation.

Similarly, Ricardo et al. proffered a blockchain-based scheme to facilitate data accountability
and provenance tracking [375]. Data provenance tracking is achieved by maintaining a list of ref-
erences to the data provided to the controller. The list is updated whenever some data is sent to
the data controller/service provider. Whereas, data accountability is accomplished by specifying
restrictions on data usage in smart contracts. The restrictions are defined under the domain of a
preventive mechanism, using a security policy language recommended by Model-based Security
Toolkit (SecKit). The preventive mechanism denies actions such as allow, deny, modify, or delay
the operations concerning data usage to the data controllers. The authors primarily discuss various
design choices for the data usage contract models while considering the provision of maximum
data provenance information to the data owners in a trusted and privacy friendly-manner. The

sample contract models are evaluated based on gas consumption in Ethereum virtual machine.

Correspondingly, authors in [376] introduced a consent management platform named ADvo-
CATE for IoT data processing. ADvoCATE uses Ethereum Blockchain to preserve the integrity
of users’ consents and related updated versions. The ADvoCATE may be interpreted as a cloud
service platform with various components such as blockchain, intelligent policy analyzer, consent
notary, and storage. The consents notary ensures that the created consents are up to date and are
also protected against unauthorized modification. Whereas, the intelligence component makes use
of the Fuzzy Cognitive Maps (FCM) methodology to identify any rules/policies that contradict
with GDPR requirements concerning the handling of users’ data. Moreover, whenever an IoT de-
vice is installed, the user gives his consent to the data controller/service provider through a smart
contract to access 10T device data. The digital consents duly signed by the data controller and
the device owner are stored on the ADvoCATE platform, whereas, the blockchain stores only the
hashes of these consents for integrity. However, the proposed platform is still in the development

phase and has not been extensively tested or evaluated. The authors only highlight the gas (ether)
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consumption of smart contracts, and there is no analysis on TX latency, TX throughput, scalabil-

ity, or communications overhead.

In a similar endeavor [377], Nesrine Kaaniche and Maryline Laurent presented a blockchain-
based data usage auditing architecture that provides the data controllers with unforgeable evidence
of users’ consent. The researchers claim to provide user anonymity by letting the data owners
(which are delegated Public Key Generators (PKG)) create a distinctive public-private key pair for
each smart contract they initiate to share data with a service provider or a data processor. More-
over, the authors used hierarchical ID-based encryption to prevent unauthorized disclosure. The
data is stored on off-blockchain storage, whereas blockchain smart contracts are used to store the
hash of data and data usage policy. Also, there is a specific smart contract between the data owner
and every other service provider or data processor. However, the architecture is not supported by
any performance evaluation, e.g., TX settlement time, block commit time, or latency. In another
work, authors evaluated the potential use of blockchain technology to facilitate the transformation
of institution-centric exchange of data to patient-centric, and patient-driven data sharing [378].
The researchers recommend that the blockchain can be used to provide transparency over the state
of shared data, and related TXs among different stakeholders. In that permissioned blockchains
can be more productive in terms of delivering strict access control concerning read-write permis-
sions over users’ health data. Authors also believe that the blockchain provides a lower cost of
TX verification and data integrity as compared to the traditional systems. It is also accredited
that the blockchain can also ensure the availability, swift access, and immutability of health data.
Moreover, it can also provide unique identities to all patients. However, authors foresee inevitable
glitches in the use of blockchain such as high TX volume of health records, massive storage re-

quirements, and security and privacy issues concerning user data.

Though the research work discussed above has undoubtedly made some significant contribu-
tions towards the blockchain and IoT domain. Nevertheless, there are many open issues such as
preserving data privacy in a smart city environment, user-defined fine-grained access control, fast
TX settlement, users' right to forget (concerning data deletion), an incentive for users to share their
data, and distributed storage of user data without centralized control. Therefore, to fill the respec-
tive research gaps, we propose “PrivySharing,” a blockchain-based secure and privacy-preserving
data-sharing framework. The proposed solution aims to protect a smart city environment against
most of the data integrity and privacy threats. The experimental results prove that a carefully de-
signed blockchain solution can ensure user data privacy and integrity in various network settings
as per the wishes of the data owner. It also effectively prevents false data injection and Sybil
attacks. Moreover, PrivySharing complies with some of the significant data security and privacy

requirements of the EU GDPR. The significant contributions of this chapter are:

a. Provides protection against most of the external as well as insider attacks threatening user data

integrity and privacy in a smart city setting.
b. Compliance with some of the essential requirements of EU GDPR.

c. A blockchain-based solution providing the “right to forget” concerning user data.
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d. A scalable (concerning blockchain size), secure, and efficient (in terms of energy consumption

and computational requirements) data-sharing framework.
e. User-defined fine-grained access control to data.

f. Providing a transparent and auditable network operation and simultaneously controlling the

exposure of users' private data.
g. Secure client access to the blockchain network through a REST APL

h. A reward system for the users for sharing their data with the stakeholders/third parties.

5.1.2 Basic Terminologies

Before getting involved with the detailed architecture of PrivySharing, it is imperative to under-

stand some terminologies specific to Hyperledger Fabric:

a. Smart Contract (SC). A SC is a sort of a digital contract based on certain rules between
different organizations in the form of an executable code [379]. Blockchain network uses smart
contracts not only to encapsulate information but also to automate certain aspects of business
TXs. Applications invoke a smart contract to generate TXs that are further recorded on the

ledger.

b. Chaincode. The difference between smart contracts and chaincode is that a smart contract
defines the TX logic that updates the state of a business object contained in the world state.
Whereas, a chaincode can be termed as a technical container that may contain multiple related
SCs for installation and instantiation. When a chaincode is deployed, all smart contracts within

it are made available to the applications [379].

c. Committing Peers. Every peer node in the Hyperledger Fabric blockchain is a committing
peer. However, a Committing Peer does not have a smart contract installed. It just validates
and commits a new block of TXs sent by the ODS to its copy of the ledger [380].

d. Endorsing Peers. These are special, committing peers with the capability to run the smart
contracts. They prepare, sign and endorse the responses to the TX proposals sent by the clients,

in line with the endorsement policy of the respective Ch [380].

e. Ordering Service (ODS). It is a collection of some peer nodes that arrange the new TXs in a
block and then broadcast that block to all the peers of the concerned Ch [380].

f. Membership Service Provider (MSP). While CAs issue X.509 certificates to the network
entities, an MSP states that which CAs are accepted by the blockchain network and also deter-
mine that which peer nodes are members of which organization. Different MSPs can be used to
represent various organizations or multiple groups within an organization. Usually, the MSPs

are defined at the network, Ch, and local/peer level.
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5.1.3 Organization of the Chapter

The rest of the chapter is organized into five sections. Section-5.2 presents the detailed archi-
tecture, operation, and reward mechanism of “PrivySharing.” Whereas, security analysis of the
proposed framework is performed in Section-5.3. Experimental results, a limitation of the pro-
posed solution, and a way forward to address the limitation are illustrated in Section-5.4. Finally,

the chapter is summarized in Section-5.5.

5.2 PrivySharing: Blockchain-based Secure Data Sharing

By leveraging data integrity and smart contract features of the blockchain, various operations in
a smart city environment can be securely and autonomously performed. Moreover, blockchain
also protects against the adverse effects of server hacking and falsification/modification of permis-
sions [365]. No doubt, people in a smart city environment feel safe while sharing their personal
information only when they have the assurance that their personal and sensitive data collected by
various devices are fully protected, and they have control over it [381]. Such assurance can only be

provided by none other than a prudently selected and assiduously designed blockchain technology.

Table 5.1: List of assets

Data Types Assets

- Health Alert (Heart rate, blood sugar,
blood alcohol, etc.)

- Full Health History

- Insurance Cover

- Health Payment Claims

- Type of Disease

- Current Disease History

- GPS Data

- Accident Alert

- Damage Assessment

- Servicing and Auto Payments

Health Data

Smart Car Data

- Line Status
Smart Meter Data | - Units Consumed and Bill
- Consumption Pattern

- Equipment Status and Servicing

Surveillance Data - Security Breach Alert
- CCTV Recording
- Income

Financial TXs - Expenses
- Tax

5.2.1 Smart City Scenario

We assume that Alice is living in a smart city where every aspect of her life is being monitored
and controlled through numerous sensors and smart devices. The critical aspects include
monitoring of key health parameters, smart car (operation and service management), smart living

(operation and service management) including smart meters (generating data concerning energy
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consumption), surveillance cameras, and intrusion detection equipment (generating
security-related data), and financial TXs to keep the services running. For better understanding,
we have formulated a list of numerous assets (associated with a specific type of data) that Alice
owns (as shown in Table-5.1). Based on these assets, Alice can easily decide about the
permissions (shown in Table-5.2) to be granted to the stakeholders/third-parties concerning her
data assets. Such a distinction among the stakeholders/third-parties further assists Alice to plan
and control the access to her data. It is also assumed that all the registered users of the smart city
network, whether offline or online, interact with each other through the PrivySharing
(blockchain) APIs.

Table 5.2: Assets, stakeholders, and access rights

Assets Stakeholders Access Rights
Health Data
Health Alert (blood alcohol, blood | - Alice - Read
sugar, heart rate, etc.)
- Primary (Pri) Medical Center - Read and write
- Police - Read
- Alice - Read
Health History - Pri Medical Center - Read
- Alice and Pri Medical Center - Modify (Requires consent of both Alice
and the medical center)
- Alice - Read
- Pri Medical Center - Read
Insurance Cover
- Health Insurer - Read
- Alice and Health Insurer - Modify (Requires consent of both, Alice

and the insurer)

- Alice - Read and write
Health Payment Claims - Pri Medical Center - Read

- Health Insurer - Read

- Alice - Read

- Pri Medical Center - Read and write
Type of Disease

- Health Insurer - Read

- Ministry of Health - Read

- Alice - Read
Current Disease History - Pri Medical Center - Read

- 2nd Medical Center - Read
Smart Car Data

- Alice - Read
GPS Data - Car Service provider - Read

Continued on next page
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Table 5.2 — Continued from the previous page

- Workshop

Assets Stakeholders Access Rights
- Roads/Transportation Authority | - Read
ATS)
- Alice - Read
Accident Alert - Police - Read and write
- Car Insurer - Read
- Alice - Read
Damage Assessment - Car Insurer - Read

- Read and write

Servicing and Auto Payments

- Alice
- Smart Parking

- Security Service Provider

- Read
- Read and write

- Read and write

Units Consumed and Bill

- Finance Manager of the Service

-RTA - Read and Write
Smart Meter Data

- Alice - Read
Line Status

- Lineman - Read

- Alice - Read

- Read and write

Provider

- Alice - Read
Consumption Pattern

- Operations Manager of the Ser- | - Read

vice Provider
Total Energy Consumption - Ministry of Power - Read
Surveillance Data

- Alice - Read
Equipment Status and Servicing

- OEM/Service Provider - Read

- Alice - Read
Security Breach Alert

- Police - Read

- Alice - Read
CCTV Recording

- Police - Read
Total Incidents of Security - Ministry of Interior - Read

Financial TXs

- Alice - Read and write
Income - Bank - Read

- Revenue - Read

- Alice - Read and write
Expenses

- Bank - Read

- Alice - Read
Tax

- Bank - Read

- Revenue - Read and write
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5.2.2 Selection of a Suitable Blockchain Platform

To implement the above mentioned smart city use case, Hyperledger Fabric is selected as the
underlying blockchain platform due to its effective data security and privacy-preserving
capabilities as compared to other blockchain platforms [234, 382].  Correspondingly, a
comparison of various blockchain technologies has been presented in Chapter-4. Hyperledger
Fabric is a private and a permissioned blockchain that restricts participation in the network to the
authorized parties. The key feature that distinguishes Hyperledger Fabric from other blockchain
technologies is that in Hyperledger the blockchain ledger consists of two distinct but related
parts, i.e., a blockchain to log the TXs and a world state (a database such as CouchDB [383], and
LevelDB [384]) to keep track of the ledger states. Moreover, it is also important to distinguish
Hyperledger Fabric from another prominent DLT named “Corda” [385, 386].

According to [387], Hyperledger Fabric has a modular and extendable architecture that can
be employed in various industries ranging from healthcare to banking and supply chain. Whereas
Corda is more focused on the financial services industry. Moreover, Hyperledger Fabric has the
option to develop digital currency/token, which can be used within the blockchain network. On
the contrary, Corda does not provide such a feature. Concerning data privacy, Fabric broadcasts a
transaction to all members of a channel while Corda does this on a peer by peer basis. Therefore,
Corda ledger architecture is more likely to face a higher management overhead as the number of
P2P relationships grows as it has to be configured on a case by case basis. Whereas, Fabric's
management of ledger visibility is done at the channel configuration level. The only time P2P
relationships have to be managed is in the case of its private data feature. Also, Hyperledger
Fabric has shown a promising throughput of over 3000 TPS, whereas, currently, it is difficult to
characterize that how quickly a Corda network can send payments [385]. Finally, the most
critical requirement is the ability to configure user-driven fine-grained access control to data. For

which Hyperledger Fabric is the most suitable.

O1 - Ministry of Development and Smart Services

O3 - Ministry of Interior

O5 - Insurance Provider

04 - Ministry of
Transportation

06 - Smart Car
Service Provider

02 - Ministry of Health

P1 - Health Secretariat
P2 - Pri Medical
Center (of Alice)
P3 - 2 Medical Center
(of Alice)

O7 - Ministry of Power

P13 - Energy Secretariat

P4 - Police
P5 - Alice
P6 - Bob

P7 - Security Secretariat

P10 - Health Insurer
P11 - Car Insurer

P8 -RTA
P9 - Smart car Park

P12 - Car Service
Provider

011 - Revenue
Department

010 - Bank

- Energy Provider 09 - Security Services

Provider

Lineman
P15 - Finance Manager
- Operations

Manager

P18 - Bank (of Alice and P19 - Revenue

Bob)

P17 - Security Service
Provider

Index

O: Organization

P: Peer (associated with an organization)

Figure 5.2: Network participants
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Figure 5.3: Smart city blockchain-network architecture

5.2.3 Network Architecture

As shown in Figure-5.2, the smart city blockchain network comprises eleven organizations (O)
and their associated peer nodes. Keeping in view the sharing of different categories of users' data
with different stakeholders (shown in Table-5.2) and the requirement to ensure user data privacy
and security, the blockchain network shown in Figure-5.3 comprises five different data Chs.
Where Chl is used for the sharing of users' health data and O2, O3, and OS5 are its members.
Similarly, Ch2 is for smart transportation data, and it comprises O3, O4, OS5, and O6. Whereas
Ch3 is for smart energy, Ch4 for smart security and Ch5 handles financial data (e.g., income,
expenses and taxes). A Ch provides a completely separate communication mechanism between a
set of Os. Moreover, every Ch is independent of the other Chs. Hence, these Chs serve to
preserve the privacy of user data by securely sharing a particular type of data with authorized
entities only. The network is initiated by Ol1, i.e., the Ministry of Development and Smart
Services and is governed by the policy rules specified in the network configuration (NC). NC also
controls access to the smart city network. Later, O1 updates NC and gives administrative (admin)
rights to O2, O3, and O4 as well. These Os can now create consortia and Chs to add more
network members. Similarly, every Ch is regulated by the policy rules specified in the respective
Channel Configuration (CC). In this setting, Chl is under the control of O2 and OS5 and is
governed by CC1. Correspondingly, Ch2 is regulated by CC2, and so on.

The CC is essential for Ch security, e.g., if the client application (clientApp) wants to access
a SC on P1, then P1 consults its copy of CC1 to determine the operations that clientApp can
perform. Moreover, there is a separate ledger for every Ch, and all the peer nodes have to
maintain a copy of the ledger concerning every Ch, in which they are participating. Therefore, if
a peer, say P4, is a member of three different Chs, then it has to maintain three ledgers. Data in a
Ch is isolated from the rest of the network including other Chs. Another important aspect of the

smart city blockchain network is the ODS, which is common to all the Chs. In this setup, the
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ODS has four ordering nodes, one each from O1, 02, O3, and O4. Each node in the ODS keeps a
record of every Ch created through NC. Regarding CAs, every organization in the network can
have its own CA. But there is one Root CA (RCA) in the network to establish the root of trust. As
a PoC for PrivySharing, we are using Hyperledger Fabric RCA to issue X.509 certificates to all
the network entities. These certificates serve to authenticate the network entities and to digitally
sign the client application TX proposals and smart contract TX responses. A user accesses the
network through a clientApp with a specific X.509 ID, using a SC. It is imperative to mention
that only the endorsing peers can see the SC logic as they have to run the users' TX proposals to

prepare the responses.

To ensure the privacy of critical user data within a Ch, i.e., keeping part of user data private
from some organizations within a Ch, we adopted a methodology of “Private Data Collection,” in
which the critical private data is sent directly to the authorized organizations/stakeholders only.
This data is stored in a private database (a.k.a sideDB) on the authorized nodes. While private
information is stored on the authorized nodes, only the hash of this data is processed, i.e.,
endorsed, ordered, and written to the ledgers of every peer on the Ch. The hash of the data serves
as evidence of the TX, and it also helps in the validation of the world state. A vital data security
feature here is that the ordering nodes do not see the private data. However, to further increase
the level of data privacy/confidentiality, the user has the option to encrypt his private data such
that not even the peers/nodes authorized to view data stored in the private data collection can see
the original contents. The data is encrypted using AES-256 bit symmetric encryption key and
then stored in the private data collection. Later on, only the authorized users who have access to
the decryption key can query the user's private data. Supplementary to the data encryption, there
is an additional feature of signed encryption of private data for an increased level of user

authentication and data security.

Another important feature of our proposed network architecture is the use of MSP at various
levels, such as network, Ch, and local/peer. The network MSP (NMSP) defines, who all are the
members of the network and who out of them have the admin rights. Additionally, an NMSP also
defines that which RCAs/CAs are trusted. On the other hand, the Ch MSPs (CMSP) outline
admin and participatory rights at the Ch level. All the peers and the ODS share a common CMSP
to correctly authenticate and verify the authorizations of the Ch members. A use case for the
CMSP is that, e.g., an admin of an organization wants to instantiate a SC on Chl, then by looking
at the CMSP, the other Ch members can verify that whether that admin is a part of a specific

organization or not and whether he is authorized to instantiate the SC on Ch1 or not.

Similarly, a local MSP (LMSP) is defined for every client-node/peer. The LMSP associates a
peer with its organization. It also defines the permissions for that peer and allows it to
authenticate itself in its TXs on the Ch. Here a question may arise that, what is the difference
between CC and a CMSP? A CC contains the policies that govern that Ch, i.e., which
organizations can regulate the Ch and add new members. Whereas, a CMSP establishes the
linkage between the nodes and their respective organizations, and what roles a node can play

within a Ch, i.e., can it instantiate a SC on a Ch? Concerning decentralization aspect; the use of a
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Figure 5.4: Smart Contract TXs

dedicated trusted CA, a blockchain admin, and a business network admin by every organization

in the blockchain network provides some degree of decentralization as compared to all the admin

rights resting with a single organization.

Another question may arise that what advantages do we get by using multiple Chs for
different data types as compared to a single Ch blockchain network to share all the types of data.
There are two aspects to this selection; one is scalability, and the second is the increased privacy
of user data. From the scalability point of view, if there is only one Ch for all types of data, then
it means that the users will have to store the ledger comprising all those TXs that are not even
related to them. Hence, the ledger size will increase rapidly, thus putting more strain on the
storage resources of all the users/peers. Whereas, in the case of “PrivySharing,” the users will
maintain a ledger that stores only that data which concerns all the users of that particular Ch.
Moreover, the experimental results (Section-5.4) have validated that the multi-Ch blockchain

network scales well as compared to a single-Ch blockchain. As far as the privacy of user data is
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concerned, a data specific Ch shared only by some of the stakeholders provides more privacy than
a single Ch comprising all the stakeholders sharing multiple data types. Although, use of multiple
data specific Chs seems scalable as compared to a single Ch, yet the requirement for users to
maintain a ledger each for every Ch, in which they participate, may still crave for ample storage

resources.

PrivySharing framework has been designed, developed, and tested based on the agile
blockchain application development guidelines proposed by [388]. The said guidelines helped in
a systematic design, development, and testing of PrivySharing network architecture, SC
functionality, and efficacy of ACL rules. Moreover, influenced by these guidelines, Figure-5.4
highlights different TXs initiated by various actors operating in the smart city network. Every TX
and its associated decision/response based on ACL rules are depicted by the same colored line.
E.g., a client/third party can only query for some user data asset. If it is authorized to access the
data, the query will be successful. Otherwise, there will be an access denied error message. Both
the query and respective responses are shown by blue lines. Similarly, the data share TX is
sketched in green color. As per the PrivySharing business model, the client/third party should not
be allowed to submit a data sharing TX; hence, if a client still initiates a TX to share data assets
of some user, then he gets a “access denied: not enough permissions” error message. TXs

concerning data owners and stakeholders have also been projected accordingly.

5.2.4 Smart City Blockchain - Plain TX Flow

There are two types of TXs; one is plain TX that can be viewed by all the Ch members, and the
other one is private data TX that is to be shared only with some selected peers in a Ch. In this
regard, e.g., a plain TX that is required to update Alice's car's current location state on Ch2 is
initiated by the ClientAppA installed in Alice's smart car. This TX (as shown in Figure-5.5a) is

processed in the following steps:

a. Step-1. ClientAppA invokes the SC 4 and sends a TX proposal containing the current location
of Alice's car to the pre-defined endorsers as per SC 4 endorsement policy on Ch2. In this case,
the endorsers are E2a (RTA), E2b (Police), and E2¢c (Car Service Provider). A TX will be
approved if it is endorsed by a minimum two out of the three prescribed endorsers.

b. Step-2
2.1. Three endorsers E2a, E2b, and E2c, invoke SC 4 with the proposal.

2.2. SC4 generates a query or update proposal response. The endorsers, E2a and E2b, endorse
the proposal for correctness.

c. Step-3. E2a and E2b both send a signed (endorsed) TX proposal response along with the
Read-Write (RW) set back to the ClientAppA. At this stage, the endorsing peers do not apply
the proposed update to their copy of the ledger.

d. Step-4. ClientAppA verifies that the response received from at least two endorsers is the same,
i.e., deterministic. However, there is a possibility that the results were generated at different

times on different peers with ledgers at different states. Hence, the peers can return different TX
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responses for the same TX proposal. In this case, an application can request a more up-to-date
proposal response. Another less likely possibility is that the SC might be non-deterministic,
e.g., while getting forex (foreign exchange rates) data from some websites, the TX responses
can be different, as forex rates may differ at different times. Therefore, inconsistent results
cannot be accepted by the application and applied to the ledger.

e. Step-5. Once the ClientAppA verifies the endorsers' responses, it sends the TX to the ODS.

f. Step-6. ODS then groups the received TXs in a block. The sequence of TXs in a block is not
necessarily the same as the order of arrival of the TXs at the ODS. However, the generated
blocks are final, and there are no forks. Moreover, the orderers do not host the ledger and the
SCs, and they are also not concerned about the value of the TX; rather, they just package the
TXs into the blocks.

g. Step-7. ODS broadcasts the next proposed block to all the peers on the Ch2.

h. Step-8. All the committing peers validate every TX in a block (in the same sequence as they
appear in the block) to ensure that it is correctly endorsed by all the required endorsers before it

is applied to the ledger. Once a TX is verified correctly, the peers perform a ledger consistency

136



5.2. PRIVYSHARING: BLOCKCHAIN-BASED SECURE DATA SHARING

check to establish that the current state of the ledger is compatible with the state of the ledger
when the proposed update was generated. World state is updated based on the validated TXs.
It is to be noted that the failed TXs are not applied to the ledger, but they are retained for audit
purposes. Moreover, TX validation in Step-8 does not require the running of SCs. This is done
only by the endorsers. Hence, SCs are installed only on the endorsers. This keeps the logic of
the SCs confidential to the endorsing organizations only. Moreover, peers also mark each TX
in each block as valid or invalid. Finally, a new block is appended to the hash chain stored in
the ledger L2, maintained by all the peers in their file system.
i. Step-9. Ledger update event is generated, and the ClientAppA is notified.

It is important to note that before appending a block, a version check is performed to ensure that
the states being updated are the same that were read during SC execution. It protects against
double-spending and other data integrity threats. The above mentioned TX workflow mediated
by the orderers is called “Consensus,” as all the peers reach on an agreement about the content
and the order of the TXs.

5.2.5 Smart City Blockchain - Private Data TX Flow

As per smart city network settings shown in Figure-5.3, if a wearable blood alcohol monitoring
device on Alice generates an alert to be seen only by her Pri Medical Center and the local police
for immediate response. In such a case, it is required to keep such a TX private which should not
be seen by other members on Chl except P2, P4, and P5. Such a private data TX (as shown in

Figure-5.5b) is processed in the following steps:

a. Step-1. The clientAppB submits a proposal request to invoke a SC function (RW private data)
to the endorsing peers E1b (Pri Medical Center) and Elc (Police), which are part of the autho-
rized organizations of the collection (defined by the private data dissemination policy on health
alert). The private data concerning health alert on blood alcohol level is sent in a transient field
of the proposal.

b. Step-2. E1b and Elc simulate the TX and store the private data in a transient data store (tem-
porary storage local to them). The endorsing nodes also distribute the private data based on the
collection policy to authorized peers via gossip. But in this case, we only have three peers, i.e.,
P2(E1b), P4(Elc), and P5.

c. Step-3. Elb and Elc send the proposal response back to the clientAppB with public data,
including a hash of the private data key and value (Blood alcohol level). No private data is sent
back to the clientAppB in plaintext.

d. Step-4. The clientAppB verifies that the RW sets received from E1b and Elc are the same.

e. Step-5. The clientAppB submits the TX with a hash of the private data to the ODS.

f. Step-6. The ODS packs the TX in the latest block. The block with the hashed value is dis-
tributed to all the peers on Chl.

g. Step-7. All the peers on the channel validate TX with the hash of the private data in a consistent

way, without knowing the actual private data.
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h. Step-8. Ledger update event is generated, and the clientAppB is notified.

5.2.6 Reward Mechanism

PrivySharing incentivizes the users to share their data with other users, stakeholders, service
providers (SPs), or third parties by rewarding them with a local digital token named “PrivyCoin,”
as exhibited in Figure-5.6. PrivyCoin is just like an asset in the smart city network that is issued
only by the network admin (Ministry of Development and Smart Services) against the payment in
terms of fiat currency. The secure execution of such a TX is not covered in this work. However, it
is envisaged that the stakeholders can pay the ministry through any secure payment app and then
receive the coins in their wallet, just like any other cryptocurrency/token. PrivyCoin is primarily
used for trading or getting access to the data assets. After acquiring PrivyCoins, the stakeholder
forwards the request for data access along with asset ID and the duration of access (in terms of
days). Currently, in PrivySharing, the third parties/stakeholders pay one PrivyCoin to a user to get
access to a data asset for one day (24 hours). Hence, if a stakeholder wants to get access to two
data assets of a user for five days, he has to pay ten PrivyCoins to the user. Upon receiving the
request to share data, it is only the prerogative of the data owner to initiate the data sharing TX.
The data owner gets the incentive as soon as the data sharing TX is committed. In this context, if
a stakeholder does not have requisite coins in his account, the TX will fail (shown in Figure-5.7).

The pseudocode for the reward-based data sharing TX is illustrated in Algorithm-1.
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This algorithm can be summarized into four steps. Firstly, the data asset to be shared is ob-
tained from the asset registry. Whereas, the input data structure of the data sharing 7X contains
the asset type (e.g., Heart Rate, Blood Sugar, etc.), the asset reference (ID of the asset), the time
duration of sharing (e.g., three days) and a list of stakeholders (e.g., P2, P4). Then, the algorithm
checks whether the asset has already been shared with the stakeholders or not. After that, stake-
holders pay PrivyCoins to the data owner. Finally, the asset status is updated, and an event is

emitted to notify the related parties, i.e., the user and the stakeholders.

5.3 Security Analysis

The security, being the core objective of this work, has been assessed at every level of the network

operation. The key aspects shown in Figure-5.8 are illustrated as under.

When the blockchain network is first created, all the peers and orderer organizations are issued
with certificates from respective RCA, or other trusted CAs. Then, a connection profile is created
for all the network entities, including Chs, ODS, organizations, peers, and CAs. The connection
profile defines the complete blockchain network setup. E.g., for a Ch, it defines the Ch name, its
associated ODS and peers. It also defines which peers are the endorsing peers for that particular
Ch. For an organization, it defines the namespace, MSP ID, member peers, and the respective CA.
The peers' profile includes the namespace, URL including the port number, and the TLS certifi-

cate for its principal organization. The key point here is that no other peer (with the intention of
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Algorithm 1 Reward-based Data Sharing with the Stakeholders

Input: ShareWithStakeholder(tx)
asset « assetRegistry.get(tx.asset Re ference){STEP-1: Retrieving the asset from asset registry }
{STEP-2: Check, whether an asset is already shared with the stakeholder or not}
for all stakeholder In tx.stakeholders do
if asset.stakeholdersWith Access is not Empty then
stakeholderId < stakeholder.operatorld
if stakeholderId exists in asset.stakeholdersWith Access then
MESSAGE: Data already shared.
Jump to the next stakeholder
else
push stakeholderId into asset.stakeholdersWithAccess
end if
else
asset.stakeholdersWithAccess < [stakeholderId]
end if
{STEP-3: Stakeholders pay coins to the asset owner }
coins < Coinsbelongtostakeholder
if coins.length < tz.days then
return ERROR: stakeholder does not have enough coins
else
for j = 0totx.days — 1 do
coins[j|.owner < asset.owner
Update coin status
end for
end if
{STEP-4: Event generation }
Emit event of sharing
end for
Update asset status
return Sharing Success

endorsing the TXs on a Ch) can join the network if it is not defined in the connection profile. It
is clarified that by peers, we mean committing, endorsing or ODS peer nodes that maintain the
blockchain network. Whereas, the users/clients access the blockchain network through REST API
or clientApps. The smart city blockchain network entities including ODS, peers, CAs, ledgers,
and SCs, run in separate docker containers (symbolize by blue boxes numbered from D1 to D16
in Figure-5.8). This separation minimizes the effects of a container compromise, i.e., if one con-

tainer's security is breached the other containers remain unaffected.

To deploy the business network model (PrivySharing in this case) that comprises asset defini-
tions, TX and event logic, and ACL rules on the blockchain, the admin of responsible organization
(O1 in this scenario) requires a Business Network Card (BNC). The BNC is created using the
connection profile of the organization and the valid public and private key for that admin issued
by the authorized CA, as defined in the connection profile. The TXs initiated by the clientApps
on a specific Ch are endorsed as per the endorsement policy defined for the respective Ch before
the start of the business network. The endorsement policy may include, e.g., what all peers (with
endorsing ability) are required to endorse a TX on a Ch concerning health data. Similarly, a TX
is considered valid only if the response of all the required endorsing peers is the same. Hence,
only a valid TX will update the world state. Another vital security feature of PrivySharing is that
before the start of the business network on the blockchain, business network admins have to be
defined and issued with the certificates (Public and Private key pairs) by the respective CAs. These
certificates are later used to create the BNCs for the said admins to access the business network.

Without a valid BNC, no one can add participants (clients/peers) for an organization. Moreover,
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every new client/peer added under an organization is also issued with an ID by the respective CA
with the approval of the business network admin. These IDs are further used to control access to

the users' profile and assets as per the ACL rules defined for the specific Ch.

As far as privacy of user data is concerned, the use of data specific Chs, private data collection,
and data encryption does provide some degree of data privacy. However, even if a user's IoT device
data is encrypted, still a passive network attacker can infer a pattern of user's activities. The same
has been demonstrated by the researchers in [389]. The authors exhibited that an adversary capa-
ble of monitoring the network traffic between a smart home gateway device and the internet can
determine the type of IoT devices being used inside a smart home, based on DNS queries. Also,
the attacker can analyze the metadata of the network traffic and observe variations in the IoT data
send/receive rates. Hence, based on these abrupt changes in data rate/packet size, the adversary
can deduce vital information about user's behavior and daily routine. Although, the conventional
IoT classification methods do not apply to the blockchain, as the TXs in blockchain contain public
keys instead of IP addresses, and are broadcast to the network. Nevertheless, to avert the effects of
malicious network traffic monitoring measures such as the incorporation of VPN tunneling or ob-
fuscating and shaping all smart home network traffic can be taken to mask variations that encode

real-world behavior of the device owner.

Correspondingly, in blockchain-based IoT systems, the combination of device classification
and user deanonymization can infer private information about a user to an adversary. Although,
in PrivySharing, the IDs of all the members of the network are known, and there is also a provi-
sion that each user can be issued with multiple cryptographic IDs (Public-Private key pairs) [390].
Hence, users can use a different ID to communicate with every stakeholder. Such an arrangement
seems robust against linking attacks [391]. However, blockchain researchers in [392] established

the possibility of IoT devices classification by analyzing IoT device data stored on the blockchain
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by applying Machine Learning (ML) algorithms. Unlike in [389], an adversary is assumed to have
access only to the data stored on the blockchain rather than the network traffic [392]. The attack
methodology identifies the 10T devices based on different patterns of timestamp differences in
successive TXs of each type of device. However, researchers also proposed combinations of var-
ious methods of timestamp obfuscation to avoid device classification. These techniques include:
introducing a random delay in the TXs of a device, combining multiple data packets of a specific

device into a single TX, and lastly, merging ledgers of numerous devices.

5.3.1 ACL Rules

PrivySharing has embedded user-defined ACL rules in the data sharing chaincodes to protect user
data. The graphical illustration of the access control process based on some of the ACL rules is
shown in Figure-5.9. These rules enforce that the data asset owners have access to their assets
only, i.e., no user can see data assets of any other user, and only the data owners can initiate a TX
to share their data assets with other users/stakeholders. Similarly, a data owner has the right to
revoke the sharing of his assets, and he can also delete his assets when no longer required without
affecting the TX history stored on the blockchain. Moreover, as all the TXs are recorded on the
blockchain, hence, to increase privacy, a data owner can see the TX history concerning his assets
only. Additionally, valid users can read and update their profiles only, and other users/stakeholders
cannot see each other's profile. Users can also delegate the stakeholders to create assets on their
behalf. E.g., Alice (P5) delegates her Pri Medical Center (P2) to create a health data asset for her.
Accordingly, the stakeholders can only see the data assets that are shared with them or created by
them. Lastly, all the users/stakeholders can view their coins only. The pseudocode of the data asset

unsharing and asset deletion is accordingly shown as Algorithm-2, and Algorithm-3, respectively.

Algorithm 2 Unsharing Data Assets with the Stakeholders

Input: UnshareWithStakeholder(tx)
asset < assetRegistry.get(tx.asset Re ference){ COMMENT: Retrieving the asset from asset registry }
{COMMENT: Removing the stakeholders}
for all stakeholder In tx.stakeholders do
if asset.stakeholdersWithAccess is not Empty then
stakeholderld <+ stakeholder.operatorld
if stakeholderlId exists in asset.stakeholdersWith Access then
Remove stakeholder from asset.stakeholdersWith Access
else
MESSAGE: Asset is not shared with the stakeholder
end if
else
MESSAGE: Stakeholder has no access to any record.
end if
{COMMENT: Emitting an event of unsharing asset}
Emit event of unsharing
end for
Update asset status
return Unsharing Success
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Algorithm 3 Deleting a Data Asset

Input: DeleteAsset(tx)
asset « assetRegistry.get(tz.asset Re ference) {COMMENT: Retrieving the asset from asset registry }
{COMMENT: Removing the asset from asset registry }
Delete asset
{COMMENT: Emitting an event of Deleting }
Emit event of asset deletion
return Deleting Success
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Figure 5.10: PrivySharing REST server OAuth protocol

5.3.2 Security of REST API and DApp

Access to the REST API is secured using the API key, which is required to launch the REST
API. In addition to the API Key, the OAuth-2.0 authorization protocol [393] is also employed to
authorize access to the PrivySharing REST server instance, and allow the end-users/clients to in-
teract with the PrivySharing business network deployed on the blockchain. The mechanism of the
OAuth-based REST API security protocol is shown in Figure-5.10. In Step-1, the client/user/third-
party App sends an authorization request to the PrivySharing business network admin from O1 that
also acts as the resource owner. The resource owner then replies with the authorization grant in
Step-2. In Step-3, the client sends an authorization token request containing the authorization grant
received from the resource owner in Step-2 to the authorization server. After validating the autho-
rization grant, the authorization server issues an access token to the client in Step-4. The client
then requests the PrivySharing REST Server in Step-5 to grant access by presenting the access
token. Finally, in Step-6, if the token is valid, the client is granted access to call the PrivySharing
REST API operations. Currently, there are more than three hundred options for the client REST
Server authentication strategies including SAML, LDAP, GitHub and a blend of OSN such as
Facebook and Google. For this PoC, we have used the Passport-GitHub strategy to authenticate
the users. The detailed procedure of enabling OAuth for PrivySharing REST Server is depicted in
Figure-5.11.

Furthermore, due to the distributed nature of the SCs, the integrity of any business network
deployed on the blockchain is guaranteed. Similarly, it also protects against hacking of servers,
where the attackers can change the policy rules, escalate access rights, etc. Correspondingly, pro-

tection against application and web vulnerabilities can also be guaranteed with high probability, as
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ACL rules
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Figure 5.11: PrivySharing REST server OAuth flowchart
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root@7efa652b877c: /opt/gopath/src/github.com/hyperledger/fabric/peer# peer chaincode query -C healthdata -n sacc -c '{"Args":["get","HeartRate"]}"'

Error: error endorsing query: rpc error: code = Unknown desc = access denied: channel [healthdata] creator org [0rg7MSP]|- proposal response: <nil>

Figure 5.12: Access denied for out-of-Ch data query

any change in the smart contract requires installing and instantiating a new version of the contract
on all the endorsing peers. However, it cannot be done discretely. Additionally, due to a distinction
between blockchain and the world state, an auditable log of TXs and events is maintained without

compromising the privacy of the users' data.

5.3.3 Restricted Access to User Data Assets via Multiple Chs

In addition to restricting access to users' data assets through ACL rules within a Ch, the use of data
specific Chs is also helpful in preserving users' data privacy. Through our PoC, we have validated
that every Ch in PrivySharing smart city network is independent of other Chs with associated Ch
members. As shown in Figure-5.12, when P13 from O7 (not a member of Chl), tries to query a
user’s heartRate data, he gets an access denied error because he is not authorized to access any
data asset propagated on Chl. As PrivySharing is a permissioned consortium blockchain, all the
network members are duly registered and authenticated before joining the network. However, even
if an unauthorized node gets added to the system through a corrupt network admin, the ACL rules
prohibit the intruder from unauthorized access to users’ data assets.

Moreover, Table-5.3 shows the methodology we adopted to achieve the security objectives
derived from the smart city threat environment and EU GDPR requirements. However, one of

these objectives, i.e., [oT device integrity check, has not been addressed in this research.

Table 5.3: Methodology to achieve PrivySharing objectives

Ser Factors Deriving the Objectives Methodology
Objectives

Threats to User/Data Security in a Smart City Environment

PKI (X.509 Certificates) based multiple

1. User privacy (ID disclosure) Reduce the possibility of users’ real-
IDs for users

world ID disclosure

Data encryption, use of SSL/TLS for

. L . data security in transit, user-defined
2. User data privacy Data confidentiality at rest and in tran- ¥

sit, prevent over data collection, con- ACL rules, use of multiple Chs and pri-

trolled access to data as defined by the vate data collection within a Ch

data owner

3. Single point of failure (from | Distributed data storage and decentral- | Using Hyperledger Fabric Blockchain
physical as well as trust point | ized control
of view)

Continued on next page
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Table 5.3 — Continued from the previous page

Ser Factors Deriving the Objectives Methodology
Objectives
ID management, authentication, and
participation of only authorized nodes in
4. False injection of data Prevent data injection by unauthorized ﬂ}e netv.vork‘ Moreover, TX initiation
users rights given to data owners or the par-
ties given delegated powers by the data
owners
User ID management and TX initiation
5. Vulnerability to Sybll Attack Prevent Sybll Attack by authorized entities on]y as per ACL
rules
6. Lack of common security | Provide a common platform to store | Use of Hyperledger Fabric Blockchain
framework for heterogeneous | data transmitted/received from the het-
IoT devices with different | erogeneous sensors, irrespective of their
communication protocols and | diverse hardware and communication
diverse hardware parameters technologies
User authentication and restricted
7. Threats to data integrity (data | Preserve user data integrity pr1v1lege§ to _uPdate user d%ta’ aAHd
. . blockchain's inherent data integrity
forgery and manipulation) )
protection
As any change in the code of a smart
contract or ACL rules, requires the de-
ployment of a new version of the smart
8. Threats to smart city applica- | Protect applications against the escala- | contract on the blockchain with network
tions tion of privileges and alteration attacks consensus. Hence, there cannot be any
malicious alteration in the smart con-
tract based DApps without detection.
Use of blockchain to store TX logs only,
9. Scalability Contain the size of the blockchain whereas a world state is used to store up-
dated state of user data
10. TX Latency and Throughput More TX throughput with less latency Use of multi-Ch blockchain as com-

pared to a single-Ch blockchain

Essential GDPR Requirements for User Data Security

Chaincode-based user data access con-
trol rules, maintaining, and disseminat-

ing TX log on the need to know basis

1. Personal data to be processed | The data owner is in complete control | (Only a data owner or an authorized en-
only with data owner's consent | of his data, transparency of the com- | tity can see the TX log of a specific as-
plete process, visibility of all security | set)and data sharing TX can only be ini-
and data access control changes tiated by the data owner
Access control rules deny everyone to
2. Privacy by design By default user data should be inacces- | see other's profile and assets unless ex-
sible to all, except those who are specif- | plicitly shared by the data owner
ically allowed by the data owner
Business logic is transformed into Smart
3. Commissioned data processing | A contract-based user data sharing that | Contracts for secure and efficient data

(i.e., data collection and pro-
cessing as per the contract be-
tween the data owner and other

parties)

should conform to the contractual obli-
gations

sharing as per contractual obligations

Continued on next page
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Table 5.3 — Continued from the previous page

Ser Factors Deriving the Objectives Methodology
Objectives
4. Data owner should have access | A transparent system, where data owner User-defined data access control, and

. . R TX 1 t
to all the information concern- | has complete visibility of the process 0g managemen

ing his data (i.e., where is it | and should be able to see and control the
stored, who has access to it, access to his data
and for how long)

The world state is distinct from the
blockchain. Hence, data/asset owner

5. Right to forget, i.e., user data | The system should allow user data dele-

. N o can delete user data from the world state
to be erased when no longer re- | tion after a specific time, when the con-

quired tract between the user and a third party without affecting TX log history
expires, or when data is outdated or no
longer required. Hence, there should be
some distinction between TX log main-
tenance and user data storage. Such that
even if user data is deleted, we are still
able to verify the integrity of the past
data

6. Transparency The system should be transparent, i.e., TX log management and event notifica-

. . tion
log all the activities concerning users' !
data (when and who modified the access
control policies for data and updated the

data itself)

5.4 Experimental Results

To validate the security effectiveness and measure the performance efficiency of the proposed
solution, we designed, developed, and set up a three-Ch smart city data sharing scenario for the
sharing of health, smart energy, and financial data. The experimental setting, as shown in Figure-
5.13, comprises six organizations and twelve peers. However, for a production environment, the
minimum nodes required to establish a blockchain network primarily depends upon the type of
consensus protocol being used for ordering service. Moreover, other contributing factors may
include the type of blockchain application and the degree of decentralization required. Hence,
there may be multiple Chs, more than two organizations with their peers and CAs, and numerous
stakeholders participating in the ODS. Currently, Kafka is the recommended consensus protocol
for the production environment. Moreover, Kafka-based ordering service is a combination of a
Kafka cluster and a Zookeeper ensemble. To establish a Kafka cluster and Zookeeper ensemble,
there should be a set of a minimum of four Kafka and three Zookeeper nodes to achieve fault
tolerance. As a PoC, we deployed the business network model of PrivySharing on Hyperledger
Fabric ver 1.4 and validated various security and performance attributes. It is also verified that
access to users' data assets is effectively regulated by numerous ACL rules. To measure key
performance indicators of PrivySharing, we used Hyperledger Caliper, a blockchain benchmark
tool. The experiments were performed on a machine with Intel Core i7 2.9 GHz CPU, 8 GB RAM,
and Ubuntu 18.04 operating system.
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Figure 5.13: Experimental settings phase-1
ID Data m D Data m
P5bloodAlcohol  {
"$class": "org.test.smartcitynetwork.bloodAlcohol”,
"AlcoholinBloodLevel”: "0.6",
"assetId": "PSbloodAlcohol", A
"owner": "resource:org.test.smartcitynet r#ps w;
"\.
L\/\
-
PébloodAlcohol  { .
"$class”: "org.test.smartcitynetwork.bloodAlcohol”,
"AlcoholinBloodLevel”: "0.2",
"assetId": "P6bloodAlcohol™, o :
“owner": "resource:org.test.smartcitynetwork.User#P6" This registry is empty!
El ! IZ’ To create resources in this registry click create new at the top of this page
D Data “ D Data ﬁ
PSbloodAlcohol  {
"$class": "org.test.smartcitynetwork.bloodAlcohol”, PSbloodAlcohol  {
H:g::‘l’;i?B}gggﬁ;ﬂl;ohgiﬁr’ "$class": "org.test.smartcitynetwork.bloodAlcohol”,
“owner": "resource:org.test.smartcitynetwork.User#P5", "AlcoholinBloodLevel”: "0.6",
"stakeholdersWithAccess": [, "assetId": "PSbloodAlcohol®,
"orgsWithAccess": [] S o resource:ora. test, smartcitviatwork.Userdps"

Figure 5.14: Validation of assets access control

5.4.1 Validation of ACL Rules

The validity of the ACL rules was checked on both, the Hyperledger Composer-Playground and

the REST APIL. E.g., As shown in Figure-5.14a, and 5.14b, to compare the access rights, we have

created a user with admin rights that can view assets (blood alcohol level) of all the users, i.e.,

P5 and P6 in this case. Whereas, the user P5 with ID Pid5 can only see his assets. Moreover,

Figure-5.14c, and 5.14d show that initially, a user P4 with id Pid4 cannot see any asset, as no

asset is currently shared with him. However, once user P5 shares his blood alcohol level with P4,

he can then see P5's blood-alcohol data. Similarly, only P5 can initiate a TX to share its assets.

Whereas, if P4 tries to share the asset of P5 with any other entity, then he will get an error (as

shown in Figure-5.15) as he currently does not have the right to initiate a data-sharing TX. As far
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SharewithStakeholder v

"$class": "org.test.smartcitynetwork.ShareWithStakeholder",
"assetType": "org.test.smartcitynetwork.bloodSugar",
"assetReference": "P5bloodAlcohol",

"stakeholder":

["resource:org.test.smartcitynetwork.Stakeholder#pP4"]

Figure 5.15: Validation of TX initiation rights

Delete Asset/Participant Define] Test Pid5
Date, Time Entry Type Participant
You are about to delete the bloodSugar PSbhloodSugar.
2019-03-15, 09:21:18 ShareWithStakeholder PS5 (User) view record
This action will be recorded In the Historian, and cannot be reversed. Are you sure you want to delete?
2019-03-15, 09:17:24 ShareWithStakeholder PS5 (User) view record
canee
E] 2019-03-15, 05:45:20 ActivateCurrentldentity none view record
Define Test JoeAdmInOrg3
2019-03-15, 05:43:45 ActivateCurrentidentity none view record
Date, Time Entry Type Participant
Define  Test Pid6
Entry Type Participant
2019-03-15,09:36:32  ShareWithStakeholder PS5 (User) Datelime AL £
2019-03-15, 05:45:20 ActivateCurrentldentity =~ none view record
2019-03-15, 09:32:50 RemoveAsset P5 (User)
2019-03-15, 05:43:45 ActivateCurrentidentity none view record
2019-03-15, 09:21:18 ShareWithStakeholder PS5 (User)
2019-03-15, 05:35:09 ActivateCurrentidentity none view record
2019-03-15, 09:17:24 ShareWithStakeholder P5 (User)
2019-03-15, 05:29:18 ActivateCurrentidentity none view record

Figure 5.16: Historical record of purged data asset and visibility of TX history

as the purging of a data asset is concerned, as shown in Figure-5.16a, a data asset say P5's blood
sugar can be deleted. However, Figure-5.16b manifests that the historical record (TX history) of
a deleted asset remains immutable in the blockchain. Sequel to this, the TX history concerning
the data assets can only be viewed by respective users only. As shown in Figure-5.16¢, and 5.16d,
only P5 (Alice) can view the record of her data sharing TXs. Whereas, any other user, say P6
(Bob), cannot see Alice's TX history. However, even if a blockchain admin is allowed to view the
TX history of all the nodes for accountability, the admin still cannot see the value of the data asset

being shared.
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5.4.2 Performance Efficiency

Though, a detailed comparison of performance efficiency of Hyperledger Fabric with some of its
counterparts is already presented in [234] and [394]. However, as per the experimental settings for
phase-1 (as shown in Figure-5.13), we measured the time taken to commit various types of TXs
in the preview of PrivySharing. The avg commit time has been measured for three different TXs
based on ten iterations each. The TXs include; plain text (PlainText) TX, private data (PvtData)
TX, and encrypted private data (EncPvtData) TX. These TXs are analyzed in two different con-

sensus environments, i.e., SOLO and Kafka.

It is evident from Figure-5.17 that all types of TXs irrespective of the employment method-
ology take less than 490 milliseconds (ms) to commit in a new block. However, there is a clear
pattern that the EncPvtData TXs for both asset generation and sharing take more time to commit
than the PvtData and PlainText TXs. Moreover, the time taken by an asset sharing TX is lower
than the asset generation/creation TX in almost all three cases. Similarly, Figure-5.18 highlights
the avg time taken for state validation, block commit, and state commit for asset generation and
asset sharing TXs with SOLO and Kafka consensus both. It can be ascertained that the time taken
for block commit (represented by rust strip) in all three cases, i.e., EncPvtData, PvtData, and
PlainText TXs, does not show many variations. However, the state commit time (expressed in the
grey strip) significantly reduces for the PlainText TXs with SOLO and Katka consensus in both
cases, i.e., asset generation and asset sharing TXs. Similarly, the overall TX commit time for a
plain text TX is lower than the EncPvtData and PvtData TXs.

In the second phase of the experiment, we measured various performance indicators of
PrivySharing using Hyperledger Caliper as per the settings shown in Table-5.4. For the initial
test, we ran thirty rounds of the experiment for both one-Ch and three-Ch scenarios with Kafka
ordering service (consensus). There were six peers and six clients operating in the one-Ch and two

peers and two clients per Ch in the three-Ch scenario. A total of 300 TXs were input to the system
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Figure 5.18: Comparison of state validation, block commit, and state commit avg time

Table 5.4: Experimental settings phase-2

Parameters Sett‘ings for One CH Sce- Setting.s for Three CHs

nario Scenario

Number of Chs 1 3

Number of Input TXs 300 300

TX Send Rate 50 TPS 50 TPS

Number of Member Organizations 6 6

Peers Per Ch 6 2

Total Peers 6 6

Number of Orderer Nodes 4 Kafka Nodes 4 Kafka Nodes
3 Zookeeper Nodes 3 Zookeeper Nodes

Number of Clients 6 6

Number of Experiment Rounds 30 30

at the rate of 50 TPS in both scenarios. The highlight of this experiment as shown in Figure-5.19,
is that the three-Ch scenario has demonstrated efficient performance as compared to the single-Ch

scenario, with an avg throughput of 42.4 TPS and avg latency of 1.54 sec at the TX Send Rate of
50 TPS.

After this primitive comparison, we also determined the p-values [395, 396], for both the sce-
narios to substantiate our findings. In that, we first applied independent two-sample T-test on

latency measurements to determine the p-value to accept or reject the null hypothesis, i.e., “The
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Figure 5.19: Comparison of avg latency and avg throughput in one-Ch and three-Ch scenario

avg latency of the one-Ch network is equal to the avg latency of the three-Ch network.” Whereas,
the alternative hypothesis is; “The avg latency of the one-Ch network is greater than the avg la-
tency of the three-Ch network.” The p-value resulted from the first test on system latency was 8.62
x 10731, which is less than 0.05. The result suggests the rejection of the null hypothesis in favor
of the alternative hypothesis. Therefore, it is more probable that the avg latency of the one-Ch net-
work is higher than the avg latency of the three-Ch system. Later, The second two-sample T-test
was performed over throughput values. The null hypothesis in this case was; “The avg through-
put of the one-Ch network is equal to the avg throughput of the three-Ch network.” Whereas,
the alternative hypothesis states that “The avg throughput of the one-Ch network is less than the
avg throughput of the three-Ch network.” The p-value emanated from this proceeding was 1.23
x 10728, which is smaller than 0.05. Hence, the result asserts the rejection of the null hypothesis
in favor of the alternative hypothesis. Therefore, it is much likely that the avg throughput of the
one-Ch network is smaller than the avg throughput of the three-Ch system. Hence, based on the
p-values, it can be concluded that the one-Ch network has inferior performance in terms of high

latency and low throughput as compared to the three-Ch network.

In the third phase of the performance testing, we mapped the correlation between different per-
formance indicators for the three-Ch network. TX Send Rate was pitched against network latency
and throughput, as per the test settings shown in Table-5.5. The experiment was run for ten rounds
with varying TX Send Rate in each round. Although we had set specific TX Send Rate for the
test case, however, the actual Send Rate that was executed by the system came out to be different.
There were two peers, and two clients in each Ch to process and submit the TXs, respectively.
Figure-5.20a, interprets the relationship between TX Send Rate and network latency. The avg la-
tency increases uniformly until the TX Send Rate reaches around 106 TPS. After that, the latency
starts fluctuating between 3 and 4 secs. Correspondingly, Figure-5.20b also highlights a similar
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Table 5.5: Experimental settings phase-3

Parameter Settings
Number of Chs 3
Number of Input TXs 300
TX Send Rate (configured) for Ten Rounds

(TPS) 25, 50, 75, 100, 125, 150, 175, 200, 225, 250

TX Send Rate (actual) for Ten Rounds (TPS) 24.4, 47.4, 70.9, 89.6, 106.4, 116.3, 145.8, 154.3,

198.2,199.1
Number of Member Organizations 6
Peers Per Ch 2
Total Peers 6
Number of Orderer Nodes 4 Kafka Nodes
3 Zookeeper Nodes
Number of Clients Per Ch 2
Total Clients 6
Number of Experiment Rounds 10

trend, in which the network throughput rises with the increase in the TX Send Rate. However,
once TX Send Rate reaches 106, the throughput waffles between 50 and 56 TPS. We believe that
such a result is induced by the small number of orderer nodes, which could not handle more than

200 TPS. Likewise, the latency in TX confirmation increases with the rise in TX Send Rate.

Later, we also studied the correlation between an increase in the number of peers and avg
latency, and throughput respectively at varying TX send rates (as shown in Figure-5.21a, 5.21b,
and 5.21c¢). For this test, there were six clients, and the number of peers varied from 6 to 24 in an
increment of 6. It is observed that the throughput is mostly consistent with the send rate until the
number of peers goes beyond 18. It can also be seen in Figure-5.21c that the throughput decreases
notably as the number of peers reaches 24. Similarly, the latency also increases with the increase
in the number of peers. Such a behavior can be attributed to the number of endorsing and orderer
nodes in the network that has to endorse and pack the TXs in the blocks and broadcast new blocks,
respectively. Moreover, it can also be accredited to the fact that for this experiment, all the peers
were run on a single machine in a constrained environment. Hence, once in a distributed setting,
each peer is expected to perform much better. It is also believed that the TX throughput can be

scaled by load balancing TX endorsement across a pool of endorsers [397].

The experimental results uphold the idea of a multi-Ch blockchain network, as the same has
demonstrated more throughput and less latency than the one-Ch system. The network latency
and throughput in Hyperledger Fabric depend upon numerous factors, such as, application design,
fabric network architecture, specifications of endorsement policies, complexities of ACL rules,
application/chaincode language, number of endorsers and ordering nodes, the batch timeout, and
the physical or the virtual network infrastructure [397]. Hence, a meticulously designed and laid
out blockchain network and application can yield higher TX throughput with less latency. E.g.,
FabCoin built on top of Hyperledger Fabric can achieve a throughput of over 3560 TPS with Kafka

ordering service [301].
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Figure 5.20: a) Correlation between TX send rate and latency. b) Relation between TX send rate
and network throughput

Send Rate 5 tps Send Rate 10 tps Send Rate 20 tps
5 10 20
4 8 is
3 6
10
2 4
1 2 5
. . a A . - &
6 Peers 12 Peers 18 Peers 24 Peers 6 Peers 12Peers 18Peers 24 Peers 6 Peers 12 Peers 18Peers 24 Peers
H M Avg Latecny B Throughput n B Avg Latecny B Throughput u B Avg Latecny B Throughput

Figure 5.21: Correlation between the number of peers and network throughput at the send rate of
(a) STPS, (b) 10 TPS, and (c) 20 TPS

5.4.3 Limitation and A Way Forward
5.4.3.1 Storage of Multiple Ledgers by The Peers

The use of multiple data specific Chs is presumed to be scalable than a single Ch. However, since
committing peers have to maintain numerous ledgers, there may be a massive resource requirement

for such nodes in a vast smart city network.

5.4.3.2 A Way Forward

The concept of integrating edge computing into the mobile network architecture is not new [398].
Thereafter, researchers are exploring the idea of using Mobile Edge Computing (MEC) as a gate-
way for IoT devices to achieve low latency, data aggregation, processing, and real-time applica-
tion response [399—401]. The deployment models of MEC range from Small Cell Cloud (SCC)
[402,403] to Mobile Micro Cloud (MMC) [404], MobiScud (Fast Moving Personal Cloud) [405],
Follow Me Cloud (FMC) and etc. In all these MEC concepts, the first point of contact between
the User Equipment (UE) and the mobile network is Small Cell evolve NodeB (SCeNB) or evolve
NodeB (eNB). However, depending upon the MEC architecture the computational and storage re-
sources are located (can be in hardware or virtual form) at SCeNB/eNB for SCC and MCC and
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Figure 5.22: Integration of blockchain with MEC

at distributed Core Network (CN) in the case of FMC. However, FMC with decentralized control
and distributed architecture is the preferred choice over SCC and MCC [406].

We believe that based on the edge computing concept, we can integrate blockchain with MEC
to relieve end nodes from maintaining many ledgers. In this context, the SCeNB/eNB or CN nodes
(in case of FMC architecture) can be harnessed with a suitable blockchain platform to facilitate
fast TX settlement and provision of swift data processing and analytics services. Moreover, the
end nodes can send queries for data (authorized to them) to the MEC nodes. To realize this con-
cept, we propose a solution based on the FMC model, as shown in Figure-5.22. As of today,
almost every inch of a populated area has cellular coverage, and most of the latest IoT devices
also support NB-IoT technology. NB-IoT is a sub LTE frequency band, and soon, all the telecom-
munications companies (telcos) will be able to provide NB-IoT services. Moreover, the launch of
5G mobile network technology is also imminent. Hence, IoT devices can send sensor data to the
MEC nodes via NB-1oT/5G. The MEC nodes being resourceful in terms of infrastructure, com-
putational power, storage, and energy can also act as a blockchain committing peer. In this way,
we can utilize the existing infrastructure of MEC/cellular networks without incurring high costs.
The MEC node can then communicate with the endorsing nodes/peers using a backhaul network
(5G, El, T1, fiber optics, satellite, etc.) and existing infrastructure at any distance. The inherent
communications security of fiber optics, NB-1oT [26], 4G, and 5G [407,408] technology will also
add another layer of security over the blockchain P2P communication.

Turning a MEC node into a blockchain committing peer will be safe from the data security
point of view, as the committing peers do not install and run the SCs. Hence, the SC TX logic
will not be visible to them. Moreover, to incentivize the cellular companies for their services, they
can be paid some TX fee as a reward in terms of the local digital token, e.g., PrivyCoin. Another
advantage of integrating blockchain with the MEC model will be ease in mobility management

(e.g., handover) of end nodes/user devices if they move throughout the network.
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5.5 Summary

User data generated by today's smart devices ranging from smartwatches to smart cars, smart
homes, auto-pay systems, ITS, etc., are vulnerable to privacy and security threats. Moreover, users
also reserve the right to manage and control access to the data they own. Therefore, in this chapter,
we introduced “PrivySharing,” an innovative blockchain-based secure and privacy-preserving data
sharing mechanism for smart cities. The proposed strategy ensures that personal/critical user data
is kept confidential, securely processed and is exposed to the stakeholders on the need to know
basis as per user-defined ACL rules embedded in smart contracts. Moreover, the data owners are
rewarded for sharing their data with the stakeholders/third parties. PrivySharing also complies
with some of the fundamental EU GDPR requirements, such as data asset sharing, accessibility
and purging with data owner's consent. In addition, the experimental results verified that a multi-

Ch blockchain solution scales better than a single Ch blockchain system.

PrivySharing not only meets most of the security requirements for IoT systems but also the per-
formance requirements specified in Chapter-4, Section-4.2.1, and Section-4.2.2 respectively. E.g.,
the proposed framework provides a trustless environment with distributed storage and decentral-
ized control. It also ensures data authentication, integrity, and availability with optional data con-
fidentiality. Moreover, user security is augmented by the option of using multiple-pseudonymous
IDs for interactions with different stakeholders/third-parties. Also, PrivySharing performs effi-
ciently with high TX throughput as compared to Bitcoin, Ethereum, and [oTA. It also provides

instant TX confirmation with less communication complexity.

Although PrivySharing provides a secure and privacy-preserving mechanism for users in a
smart city environment. However, as identified in Chapter-4, Section-4.7, still some research is re-
quired to design an IoT-oriented consensus protocol. The protocol should be designed to increase
the tolerance of maximum possible faulty/Byzantine nodes. It should also be scalable and must
not degrade with the increase in the number of network validator/miner nodes. Moreover, besides
providing instant TX confirmation, the consensus protocol should be safe against DoS attacks and
should also have minimum communications and computational overheads. Most importantly, the

consensus protocol should verify IoT TXs based on some IoT-centric TX validation rules.
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”QOur deeds determine us, as
much as we determine our
deeds.”

- George Eliot

Pledge: A PoH-based Consensus Protocol

This chapter proposes “Pledge,” a novel Proof-of-Honesty (PoH) based consensus protocol for IoT
environment. It reduces the possibility of participation by faulty, malicious, and non-performing
nodes in the blockchain consensus process. Pledge is believed to be a secure protocol with proven
scalability and low communications complexity. Another contribution of this research is the in-
troduction of IoT-oriented TX validation rules that prevent malfunctioned IoT devices to submit
faulty sensor readings. It is also imperative to mention that the work in this chapter was presented
in the 2020 IEEE International Conference on Blockchain and Cryptocurrency (ICBC) [409].

6.1 Introduction

A comprehensive discussion on blockchain consensus protocols is already presented in Chapter-4,
Section-4.5.1. Therefore, only some of the key points are reviewed here. The consensus mech-
anisms in blockchain technologies comprise two phases. First is the leader election to propose
the next block, and in the second phase, the agreement is achieved by the majority of the network
nodes on the order of the TXs in the block proposed by the leader. There are two main ap-
proaches to network consensus in blockchain-based applications: Nakamoto consensus and BFT.
Nakamoto consensus [24] is a PoW-based protocol that elects a leader through a lottery scheme
based on computation power and the agreement on the order of the TXs in a block is achieved
through the longest chain rule. Due to the probabilistic nature of the Nakamoto consensus, tem-
porary forks occur, which are likely to cause latency in TX confirmation, thus resulting in low TX
throughput [278]. This delay in TX confirmation is not suitable for most of the real/near-real-time

IoT systems requiring instant TX finality. In addition, [410] also highlighted numerous security

159



CHAPTER 6. PLEDGE: A POH-BASED CONSENSUS PROTOCOL

risks in PoW-based blockchains.

On the other hand, traditional BFT algorithms such as PBFT [289,292,342], and DBFT [210],
select the next block proposer in a round-robin fashion and use multiple rounds of explicit voting
by a limited number of chosen validators to achieve consensus. Moreover, BFT-based protocols
are also susceptible to DoS attacks due to their dependence on weak timing assumptions for live-
liness [207,234]. Consequently, weak synchrony also adversely affects the throughput of such
systems [207]. BFT consensus protocols provide consensus finality yet they have high commu-
nications complexity, which often involves as many as O(n?) messages per round [342]. BFT
protocols also fail to operate correctly in the presence of more than 1/3 faulty/malicious nodes.
Hence, there is a strong fault-threshold assumption in BFT protocols that at least two-thirds of
nodes are honest [289]. Moreover, to mask Byzantine faults, the computations are performed on
numerous replicated nodes and the results that repeat more than a threshold number (mostly 2/3
of the total nodes) of times are accepted. However, in this mechanism, the faulty nodes can only be
detected at the end of the computation after wasting system resources. Additionally, this technique

relies on a single trusted entity to decide which computations are correct [411].

Correspondingly, to avoid Sybil attack, Algorand [296], a cryptocurrency, employs a BFT-
based protocol in which the committee members are randomly selected for the consensus process
based on a weighted sum of wealth they own. Similarly, to resolve the issue of nothing at stake,
Clique, a Proof-of-Authority based consensus protocol [412], was developed. Clique was con-
ceived based on a statement of Warren Buffet [413], where he said that “It takes twenty years to
build a reputation and five minutes to ruin it. If you think about that, you will do things differently.”
Hence, Clique puts the users' real-world IDs/reputation at stake, where all the participants value
the stake equally. To establish the authenticity of user IDs, the public notaries being the trusted
parties perform the on-chain ID verification [412]. However, it is believed that the integration of a
public notary or such a government entity to a private/consortium blockchain will take some time
to realize due to a lack of legislation/rules and policies on the subject. Moreover, the validation of

identities by a trusted third party is against the decentralization spirit of the blockchain.

Concerning TX validation rules, this aspect has been amply highlighted in Chapter-4, Section-
4.5.2. It is believed that TX validation rules of cryptocurrency may not be useful for IoT device
TXs [234,382]. Hence, there is a requirement of an IoT-centric consensus protocol that must con-
form to IoT-oriented TX/block validation rules, prevent DoS attacks (exploiting timing assump-
tions), provide increased fault tolerance (greater than 1/3 faulty nodes), and near instantaneous
TX confirmation with low communications complexity. Thereby, we present “Pledge”: A Proof-

of-Honesty (PoH) based consensus protocol for blockchain supported IoT systems.

6.1.1 The Motivation

The key idea of selecting a block proposer based on honesty came from the Islamic concept of
“Bayt and Shura,” which forms the basis of the Islamic democratic political system. In the case

of political succession, bayt is the act of nominating and accepting a potential ruler [414]. The
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process of bayt consists of two stages. In the first stage, certain selected individuals from the
community called “Ahl al-Hal wal Aqd” (meaning those who can enter into a contract or dissolve
it) conduct extensive consultations and then nominate the potential Khalifa (Ruler). Whereas,
in the second stage, the nomination is accepted by the general public as a formality. In another
form, the same concept is used by shura for advising the Khalifa on governance issues. The literal
meaning of shura is “The principle of consultation,” and it is applied to the government. Whereas,
“The cooperation of all,” is the fundamental pillar of shura [415]. The people who form part of
shura must have the following qualities: They should be honest, truthful, just, wise, and must
have a good reputation. They should also possess the kind of knowledge that would enable them
to make the best decisions. Moreover, any decision or advice by shura must not contradict the

laws/teachings of the Quran and Sunnah [414].

Similarly, authors in [234] proposed that to lessen the effect of faulty nodes, an integrity check
of the validator/mining nodes must be carried out. So that no dishonest node participates in the
consensus process. Hence, by applying above mentioned concepts to the blockchain consensus
protocol, instead of selecting a block proposer based on its material properties such as computation
power or wealth (coins), it is ascertained that a block proposer should be chosen based on specific
attributes that reflect upon the node's integrity and character. Moreover, the overall block proposal

process should not contradict the consensus rules concerning IoT TX validation.

6.1.2 Related Work

Authors in [416] proposed a P2P reputation system based on blockchain for the users involved in
file sharing. Once a user receives a file, it initiates a signed blockchain TX containing reputation
score, time stamp, and the hash of the received data. The miner node checks the validity of the
TX by asking all the users involved in the TX to send a signed proof of the file-sharing, i.e., the
hash of the file, and a nonce sent by the miner. However, the users have to stay online for the
miner verification. The authors claim that the scheme is resilient against unfair rating and col-
lusion attacks. Moreover, the proposed methodology restricts the users from generating multiple
IDs by linking the ID creation to the IP address of the user. Nonetheless, due to the additional
TXs concerning reputation score propagation by the peers and the confirmation of the file-sharing
TXs by the miners, there is an immense load on the network bandwidth and a rapid increase in the
blockchain size. Hence, the increased resource requirements for the miners entail fewer miners,
thus lower security of the network. Moreover, as the users rely on the miners to compute and send
the reputation score concerning a particular file owner, the network latency and the processing
time of the request add a considerable delay in the execution of file sharing TXs. This issue may
pronounce if malicious users collude to overload the miners with a large number of TXs. Thus
forcing miners to perform computationally expensive verification of TXs and causing requests of

legitimate users to be queued.

Correspondingly, there are other proposed P2P reputation models as well [417,418]. However,

they have either weak assumption that users are honest in their ratings of other peers or they do
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not cater for the presence of malicious actors in the network. Moreover, there is also no ID man-
agement. Hence, a malicious attacker can create multiple IDs and unfairly increase his reputation.
Similarly, authors in [419] developed a mechanism for the detection of fairness policy violations
in public and private blockchain networks. In this context, a block proposer cannot: (1) Deny that
it did not receive a particular TX. (2) Control that which TX to include in the proposed block.
(3) Manipulate the order of TXs in a block. The proposed scheme introduces a method of One
Way Accountable Channel (OWAC), that helps in detecting TX dropping and TX re-ordering by
the miners or nodes relaying the TXs. In another work [420], researchers proposed a reputation
model based on transient trust. Hence, the service providers make a decision based on this transi-
tive reputation that whether to accept a particular attribute of a customer from a specific AP or not.
The AP stores the user's credentials/attributes in a secure database and when a service provider
(SP) wants to verify the user based on his attributes, the user provides a cryptographic token to the

SP to be presented to the AP to get access to the attributes.

Similarly, authors in [421] proposed a Proof-of-Trust (PoT) based framework to decrease the
difficulty of PoW. Hence, the more trusted a node is, the less work it performs. PoT implies that
each peer in a blockchain network declares his trust towards other nodes, thereby constructing a
trust graph that is later used to compute trust matrics, which is stored on the blockchain. The PoT
assumes that the members of the Trusted Candidate Set (TCS) are honest. However, there is a chal-
lenge to control the extent to which an adversary can sabotage the trust graph to illegally increase
his trust ratings. There is also a danger of few highly trusted nodes dominating the consensus pro-
cess. Moreover, there is a question that do we trust all the peers to give a genuine opinion about
others? [416]. In addition, recently researchers in [422] proposed a reputation-based consensus
protocol. However, the proposed model measures the reputation based on the age of currency held
by the node, its social interaction and consistent participation in the consensus. Moreover, a block
including the TX sub-block and the reputation sub-block is validated based upon majority voting
by atleast 2/3 high reputation nodes.

Therefore, the main contribution of this research is to introduce “Pledge,” a PoH-based consen-
sus protocol with an IoT-oriented TX validation scheme. Pledge aims to reduce the participation
of faulty, corrupt/malicious, and non-performing nodes in the consensus process, thereby increas-
ing the fault tolerance to the maximum. Pledge is a PoH-based consensus protocol in which the
block proposers are selected based upon the cumulative score of their honesty attributes. Whereas,
the attributes are collected internally from the blockchain. Hence, we take advantage of the in-
herent benefits of blockchain, i.e., data immutability, ability to operate in a trustless environment,
and protection against data forgery. Consequently, no trusted IDP (Identity Provider), AP, Notary
Public, or a third party is required to validate the attributes. Therefore, it is nearly impossible to
forge or emulate fake honesty attributes. Pledge also restricts the block proposal responsibility to
a couple of nodes randomly selected out of honest nodes in the network. By denying dishonest
nodes' participation in the consensus process, Pledge reduces the probability of malicious behavior
by a validator node during consensus. The proposed protocol protects against Sybil attack, which

was one of the significant factors that formed the basis of the POW consensus algorithm [207,272].
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We believe that Pledge will prove to be a governing factor for IoT systems considering to adopt

blockchain technology.

6.1.3 Organization

The rest of the chapter is organized as follows: Section-6.2 unfolds the properties of an ideal
consensus protocol, Pledge methodology, and context-aware TX validation rules. In Section-6.3
comprehensive security and performance analysis of Pledge is presented. Finally, the chapter is

concluded in Section-6.4.

6.2 The Pledge Protocol

Before getting into the details of the Pledge protocol, it is important to first sift through the prop-
erties of an ideal consensus protocol for blockchain-based IoT systems.

6.2.1 Properties of an Ideal IoT-Centric Consensus Protocol

It is envisaged that an optimal consensus protocol for blockchain-based IoT systems should satisfy

the following properties:

a. Fairness. All nodes should have an equal chance of being selected as the block proposer.

b. Investment. The cost of the block proposer selection process should be proportional to the

value gained from it.

c. Verification. It should be relatively simple to verify that the block proposer was legitimately
selected [423].

d. Honesty. Nodes participating in the consensus process should have a high probability of being
honest.

e. Termination. All honest nodes finally decide on a block.
f. Agreement. All honest nodes agree on the same block.

Validity. The block that is being agreed upon should be from a legitimate node [424].

]

Consensus Finality. A block, once agreed upon and appended to the digital ledger, is not

removed any time later [272].

i. BFT. The consensus protocol should be able to propose a valid block even in the presence of a

large number of faulty, corrupt, or malicious nodes.

j- Unforgeability. The block proposer selection process should be unforgeable, and no node
should be able to emulate fake attributes.

k. Security. The system should be resilient against common attacks on reputation systems, and

also does not subvert the fundamental security guarantees of the blockchain.

1. Decentralization. The consensus protocol should not be quasi-centralized by abandoning the

decentralization property of the blockchain.
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m. Scalability. The consensus algorithm should scale well with the increase in the number of

network nodes without increasing the communication complexity.

6.2.2 Pledge Methodology

The design of the Pledge is based on certain assumptions.

a. Assumptions. There is a likelihood of Byzantine failures in the blockchain network. Corre-
spondingly, the Byzantine nodes are not expected to follow the protocol. Moreover, an ad-
versary may control and manipulate the behavior of the nodes resulting in deteriorated perfor-
mance. The adversary may also disrupt the communications and split the network. Nonethe-
less, being a consortium blockchain with identity management (IDM), it is very difficult for
the malicious nodes to impersonate other honest nodes. Lastly, it is assumed that a typical
private/consortium blockchain-based IoT system comprises a large number of resource con-
strained end-nodes (IoT devices). Besides, it has a limited number of miner-nodes (potential
block proposers) that can generate new blocks and maintain a copy of the blockchain. Hence,
the term “node” in this chapter refers to a miner-node/potential block proposer.

b. Pledge Protocol. When a new block is published, or the blocks proposed by the proposers
of the last round are rejected, the consensus process to select the next pair of block proposers
starts. As shown in Figure-6.1, an honesty metric (Hpsq¢), is computed and maintained for
all the registered miner-nodes (potential block proposers) on the blockchain. Hence, whenever
a block is successfully appended to the blockchain, an event [425] is triggered that starts the
process of updating the H ;,; for every node based on the predefined attributes extracted/com-
puted through the blockchain. The value of each attribute is obtained and weighted to compute
the H ;4 for every node. Subsequently, a cumulative H ;. score is calculated for each node,
i.e., Hypar1CumScore, HyaraCumScore, and H yr a73CumScore respectively for Node
1, Node 2, Node 3, and so on. Next, a priority list of K honest nodes is formed based on

Honestyys ar, which comprises the individual H y7,,CumScore of all the nodes.

The nodes with Hy;ar7CumScore >= HysarThreshold form part of the K honest nodes
list. It is followed by a random selection of “Primary” and “Secondary” block proposers for
the next block, from the K honest nodes. Finally, the primary proposes a new block followed
by the validation of its Hps 47CumScore and TXs in the proposed block by the rest of the K
honest nodes before that block is committed. If there is any violation of the TX validation rules
or the HpsarCumScore of the primary was not computed correctly, the proposed block is
rejected, the primary is blacklisted, its owner organization is reprimanded, and a new block is
introduced by the secondary proposer. The same checks are performed on the blocks proposed
by the secondary proposer as well, and if a block is valid, then it is accepted and appended to
the chain by all the nodes. Otherwise, secondary is also blacklisted, and new primary and sec-
ondary block proposers are selected for the current round. Finally, when the block is accepted
and appended to the blockchain, the next round of Honestyys a7 computation, and selection

of a new primary and a secondary block proposer starts.
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Figure 6.1: Pledge methodology
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Table 6.1: Attributes’ scoring criteria

Attributes

Weight Criteria

Attribute Score

Min

Max

Blockchain protocol ver (Py)

Ver up-to-date or not

-1 for old ver

1 for latest ver

Client ver Cy/

Ver up-to-date or not

-1 for old ver

1 for latest ver

Network ID (NID)

Correct or not

-10 for incor-

1 for correct

rect ID ID
Number of valid blocks pro- | mk for each block 0 ¢
posed (Br)
TX count in the previous valid
blocks (Bryc) 1 mk for every TX 0 c
Ratio of TX Errors vs. TXs sent | For T X >= 1, multiply 1 0
IT'Xgl/TXs) the ratio by -1
Number of TXs received
1 mk for every TX 0 r

(TXp) .
Number of pending TXs (T'Xp) | -1 mk for every pending TX | -p 0

—— 9
Is the node listening for peers’ -10 mKs for not listening 10 |
(La)
Number of - connected  peers 2 mks for each connection 0 n

(Pn)

The biggest challenge in this process is the selection of the attributes that optimally describe
the honest behavior of the nodes and further help in identifying faulty, malicious, and Byzan-
tine nodes. These attributes may be different for every blockchain technology such as Bitcoin,
Ethereum, Hyperledger Fabric, etc. However, we have determined some traits common to ev-
ery blockchain platform. As shown in Fig. 6.1, the first three attributes, including blockchain
protocol version running on the node, the client application version, and the network ID, may
contribute to the faulty or impaired behavior by a node. Whereas the rest of the attributes such
as the number of valid blocks proposed, total number of TXs included in the valid blocks,
TX errors, number of TXs sent and received, number of pending TXs at a particular moment,
number of connected peers and whether the node is listening for peers or not, reflect the consci-
entious performance of the node. If a node is honest, its performance would be exceptional as it
will mine more blocks with the maximum possible number of TXs in a block. An honest node
is also expected to be connected to most of its neighboring nodes and process a high number
of TXs. Depending upon the type of blockchain platform, some other attributes can also be
included, such as for Bitcoin or any other fintech blockchain, the total reward earned by a node,

number of confirmations for the TXs, and number of blocks relayed can be considered.

Additionally, inactivity can also be an attribute such that any period of inactivity higher than
time At will earn a negative score for each period of non-activity exceeding At. Similarly, for
PoS-based blockchains, current balance can be one of the attributes. In addition to the specific
aspects, certain facets resonating misbehavior of the nodes, and anomalies in their performance,

can be detected by employing a layer of deep learning over the blockchain network.
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Figure 6.2: Probability of being malicious
6.2.3 Computing Hyjx,yCumScore

This section illustrates the approach adopted to model Hjy; 47CumScore in respect of a node
based on the weighted sum of its character traits/attributes. This model is not a hard and fast rule;
instead, it may vary from system to system based upon the sensitivity/criticality of the application.
Table-6.1 shows the attributes that are evaluated, the weight/scoring criteria, and the range of
minimum (min) and maximum (max) values for each attribute. The min Hy; s7CumScore a
node can secure is defined by (6.1), and the max H s 47CumScore score that can be achieved by
a node is represented by (6.2).

HyarMinCumScore = —23 — pT' Xp 6.1)

Hyrar MaxCumScore = 4 + fBr 4+ c¢Brxc + rTXr 4+ nPy (6.2)

Taking into account the Hp; a7 MinCumScore, and HyarMaxCumScore, ideally the
probability of a node being malicious P(m) (as shown in Figure-6.2) is close to one, if the node's
HyrarCumScore is equal to HyrarMinCumScore. However, practically the probability of
having a malicious node can be calculated as

1
Pim)=<ar+b

Malicious node

)

0, Honest node

where z is a random variable that represents HysarCumScore. Accordingly, the slope of
the line (ax + b) can be defined as:

2 —xl - HMATM(ZJL‘—HMATMin
y2 —yl 0—1

(6.3)
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Correspondingly the point-slope form can be represented as (6.4):

-1 HMATMCLI‘
P = 1 6.4
(m) <H]\4ATMLZ1'—HJWATMin Xm) + (H]V[ATMam—HMATMin+ ) ( )

which can be further simplified to:

o —x+ HyparMax
o HMATMa:v — HMAT]\/Iin

P(m) (6.5)

Now, by substituting (6.1) and (6.2) into (6.5), we can calculate the probability of a node
being malicious, i.e,. P(m), while Hyzip, < & < Hpjgy:

P(m) _ —l‘+4+fBF+CBTxc+T‘TXR+nPN (66)
27+ fBrp +cBrxc +rTXgp +nPy +pTXp )

Another important aspect is modelling the Hy; 47T hreshold, such that at a particular moment
all the nodes that have Hy; a7CumScore >= H y;arT hreshold, will be included in the list of K
eligible block proposers. Consequently, the probability of a node being malicious will be less than
0.5, if the node’s Hysa7CumScore > HyrarT hreshold. Hence, we define Hy;arT hreshold
to be the avg value of Hy; a7 Max and Hys a7 Min, which can be represented by (6.7):

. _ —19+4+ fBrp + cBrxc +rTXgr +nPy —pT Xp 6.7
= 5 .

HpyrarThreshold being the avg of the HyyarMax, and HyrarMin, is dynamic and will
rise with the increase in Hp;arMax, as the honest nodes continue to perform better with the

passage of time.

6.2.4 IoT-Oriented TX Validation

In Chapter-4, we identified the need for IoT-oriented TX validation rules, and proposed a way
forward. The foremost requirement for IoT systems is that the TXs should be validated based on
context-aware TX validation rules. It is essential since every new TX in IoT is mostly independent
of the previous TX, and a hardware malfunction, software bug, or a change in environmental
conditions can induce variations in the sensor readings. The context-aware TX validation rules not
only protect against malfunctioned sensors but also against malicious block proposers. Therefore,
IoT TX validation rules should be carefully drafted, and they must incorporate environmental
context based on the deployment scenario. This methodology can be described clearly with the

help of a smart home and supply chain management system case study shown in Figure-6.3.

a. Smart Home. In a smart home scenario, during winters, if the temperature sensor installed in a
room initiates a TX showing the temperature below threshold, e.g., 2°C), to ignite the fireplace.
This TX will only be considered valid if, during time At (At can be any value depending upon

IoT application, in which co-located sensors can observe the same event and report upon it),
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Figure 6.3: IoT TX validation rules

another sensor installed in the same room also initiates a TX indicating the occurrence of the
same event, i.e., falling of temperature below the defined threshold. Such confirmation will not
only protect against random faults in the sensors but also ensure validation of the TXs based
on multiple sensors readings. Depending on the sensitivity of the location/application, multiple

cross-checks can be included as rules to verify different types of TXs initiated by IoT sensors.

b. Supply Chain Management (SCM). Let us suppose that a shipment of frozen food is be-
ing monitored for swift movement on a pre-defined route from point A to point X (as shown
in Figure-6.3). Therefore, when the shipper initiates a TX confirming that the shipment has
reached the desired customer at location X, this TX will only be considered valid if, during
time At (At can be any value depending upon IoT application, in which co-located sensors
can observe the same event and report upon it), some of the GPS sensors attached to the frozen
food package also initiate TXs indicating the exact location of the package. The package's GPS
sensors can be easily programmed to initiate a TX, once the consignment reaches location X.
These cross-checks will not only protect against any TX initiated with malicious intent by the

shipper but also detect a malfunctioned IoT sensor.

6.3 Security Guarantees and Performance Analysis

Pledge offers numerous security guarantees with a scalable performance by satisfying most of the

requirements of an optimal consensus protocol discussed in Section 6.2.1.

a. Fairness. Every node has an equal chance of being elected as a primary or a secondary block

proposer if it satisfies the Hp; 47T hreshold requirement.

b. Investment. The leader selection process in Pledge is neither computationally expensive

like PoW nor does it require specialized hardware, as in the case of PoET [286]. Hence,
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Table 6.2: Storage requirements for the attributes

Attribute Storage  Reaire
Blockchain Protocol Ver Py One
Client Ver Cy One
Network ID N;p One
Valid Blocks Finalized Br Four
Valid TX Count in the Valid Four
Blocks Brxc

TXs Sent T' X g Four
TXs Received T X r Four
TXs Errors T X g Four
TXs Pending T X p Four
Is the Node Listening Lp One
Number of Connected Peers Py | Two

the computation, energy, and storage costs of selecting a block proposer are very economi-
cal. E.g., Depending upon the number of attributes to be evaluated for the computation of
HyrarCumScore (eleven attributes in our case), there are eleven get operations to read the
state of desired attributes from the blockchain. The storage requirement for these attributes,
as shown in Table-6.2, sums up to be at the most thirty bytes. Moreover, the computation of

HyrarCumScore for a particular node requires one add operation.

Correspondingly, to measure the cost of computing the Honestyysq:, and selection of the two
block proposers, a simulation of Pledge protocol was run on Ethereum blockchain. The ex-
perimentation was performed using the Remix-Ethereum IDE compiler ver 0.5.19 [426], and
Geth (Go Ethereum) ver 1.8.27 deployed on a machine configured with an Intel Core 45, 6
generation processor, and 8GB RAM. As shown in Figure-6.4, avg TX cost (in terms of gas)
was computed by running thirty iterations of the Pledge protocol for each set of nodes varying
from ten to hundred (total 300 iterations). It can be seen that the TX cost increases linearly
with the number of network nodes. The avg increase in the TX cost is 6,46,071, with the
addition of every set of ten new nodes. Nonetheless, considering the ethereum block gas limit
of 8,000,000 (8 million) gas for a block [427], and gas consumption of under 6500000 (6.5
million) for hundred nodes, it can be concluded that the proposed PoH-based block proposer

selection process is relatively economical in terms of computational costs.

c. Verification. All the nodes in the network continuously try to improve their performance so
that they increase their probability of being selected into the list of K honest nodes and finally
get elected as block proposers. However, the verification of such a selection is straightforward.
When a primary and the secondary block proposers generate a new block, the rest of the nodes
in the list of K nodes run the get operation to retrieve the latest state of the attributes in respect

of the block proposer and compute the H ;47 CumScore for verification by running just one
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addition operation and a logical match operation.

d. Honesty. As per (6.7), the probability of a node being malicious is less than 0.5 if its

HpyrarCumScore > HyarThreshold. Moreover, as shown in Figure-6.5, the experimental

results show that the probability of a node being malicious (as discussed in Section 6.2.3) is
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linear with respect to its Hp;47CumScore. Also, this linearity is independent of the number
of nodes in the network. Correspondingly, the lower the Hp; s47CumScore of a node is, the
higher is the probability of the node being malicious. Similarly, to raise the criteria of a node
being honest and to be included in the list of the /K honest nodes, the threshold can be raised
so that only the nodes with low probability of being malicious, e.g., 0.4, or 0.3, are eligible to

be selected as the primary or secondary block proposers.

Moreover, to motivate the nodes to continuously perform honestly and achieve maximum
HyrarCumScore, the block reward/TX fee is distributed proportionally among all the K
honest nodes as per their ranking in the list, i.e., the node with highest Hy; a7 CumScore gets
the maximum share, and the node with the lowest H; arCumScore gets the smallest share.
Hence, the nodes strive to achieve maximum H s 47CumScore to get the maximum share of

the block reward.

e. Termination and Agreement. As shown in Figure-6.6a, Pledge protocol assures that under
normal circumstances, when the primary (Ny), and secondary (N2) block proposers propose
the block following the protocol/TX validation rules and the block is agreed upon by all the
other nodes, the consensus process terminates. This property holds even if N; fails to propose
a valid block at the first instance. Besides, considering the adversary's power to disrupt the
communications and split the network, Pledge can still perform with consistency. In this con-
text (as shown in Figure-6.6b), to continue the consensus process, the network half comprising
those honest nodes that have collectively proposed more blocks than the other half in the last
R (eleven in this case) consensus rounds, continues to submit new blocks. Whereas, the other
network half waits and synchronize its chain once the network topology is restored. It is im-
perative to mention that even if the network splits, still both the network halves can get the
information about block proposers of the last eleven rounds (before split) from their copy of
the blockchain. Moreover, in another scenario, a node may get delayed blocks due to network
latency. In such a case, to avoid forks and to protect against the false invalidation of legitimate
blocks, the network nodes always wait for the block that points to the block with the highest
index in their local chain. Therefore, even if a node receives some blocks in random order, it
will append the blocks to its local copy of the chain based on their index number in ascending
order. It is also essential to mention that a single node or even a few nodes receiving delayed
blocks due to poor network conditions do not affect the operation of the blockchain network

irrespective of the duration of the network delays.

f. BFT. It is expected that the faulty/malicious nodes may not follow the protocol specifications
and behave erratically. Pledge reduces the possibility of Byzantine behavior by a node during
the consensus process by putting the node's integrity at stake. Hence, if a node proposes a
block with invalid TXSs, it is banished, and removed from the list of K honest nodes. More-
over, requisite clarification and corrective action is sought from the owner organization. Also,
as a deterrence to others, the responsible organization is banned from participating in the con-
sensus process for seventy-two hours, thus losing valued share of the TX fees. Depending

upon the nature of the blockchain network, the organization may also be issued with a finan-
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cial penalty (mechanism of issuing a financial penalty is not covered in this work). Moreover,
the non-performing node's software is re-installed, and it is also reconfigured to get rid of any
software bug or malicious payload. Besides, the context-aware TX validation rules introduced
in Section-6.2.4 let the nodes easily detect any malicious change in the value of a particular

sensor during TX validation before committing a new block.

Moreover, as the block proposer is selected from a list of K honest nodes, the likelihood of
participation of malicious/non-performing nodes in the block proposal and consensus process,
i.e., validation of proposed blocks, is reduced to a great extent. Hence, it is presumed that till
the time there are at least two honest nodes in the list of K honest nodes, the consensus process

is safe from most of the faults.

g. Unforgeability. The Honestyyrq: is computed based on attributes obtained from the
blockchain. Hence, due to the distributed and immutable nature of blockchain, peers/nodes
cannot emulate attributes or forge any change in respective Hpso;CumScore. Similarly,
Pledge is resilient to forged trust where malicious users may create fake IDs to create a spam

farm to boost their trust ratings.

h. Sybil Attack. The participation of only registered nodes in the consensus process based on

HprarCumScore reduces the risk of a Sybil attack.

1. Targeted Attacks. The selection of K honest nodes based on their bona fide performance and
further randomization to select the block proposers avoids targeted attacks by the adversaries

against the next deterministic block proposer.

J- No Trust Issues. Pledge does not use any P2P reputation or trust model to generate the Honesty
Metrics to avoid unfair rating and collusion attacks. Also, Pledge does not rely on a third party,
such as an AP or a trusted IDP, for the provision of node attributes. Instead, the attributes for the
computation of Honestyy,; are directly obtained from the blockchain. The idea of generating,
storing, and extracting attributes from blockchain has the potential to avoid most of the trust
issues concerning acquisition of attributes [420,428-431]. Similarly, Pledge also avoids some

of the significant attacks against reputation systems, including discrimination [432], traitors
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[433], and slandering attacks [420].
k. Whitewashing Attack. It is very likely that Pledge contains the effects of a Whitewashing

attack [420], i.e. when the honesty score of a node becomes very low, he leaves the network
and then joins later with a new pseudonym. Although acquiring a new pseudonym requires
approval in a consortium blockchain, however, still to prevent an insider attack, Pledge provides
a disincentive to the nodes for rejoining the network with a new ID. Therefore, when a new node
joins the network, his honesty score is below H s 47T hreshold, due to lack of performance
in the system. Thus, a malicious node stands no chance of being included in the list of K
eligible nodes. Hence, the nodes with low honesty scores have no option other than to improve
their performance and keep their attributes as per the required standard/threshold. However,
there is a possibility that with the help of an inside attacker, a malicious node is successful in
getting into the list of the K eligible nodes, and randomly gets elected for the block proposal.
To counter such eventualities, whenever a primary block proposer broadcasts a new block,
all the other honest nodes (in the list of K nodes) verify that whether the block proposer's
H yrarCumScore was computed legitimately or not. In case the primary proposer is found to
be malicious, the block proposed by the primary is rejected, and the secondary proposer's block

is validated and accepted in the same way.

1. Protection against Non-Performing Nodes. Another vital aspect is the accountability of the
nodes that violate the consensus rules or fail to surpass Hys 47T hreshold. It is envisaged that
the nodes that fail to get into the list of K eligible nodes for time Jt equivalent to the duration of
a number Z of consecutive published blocks, they are blacklisted. Where Z depends upon the
sensitivity/criticality of the system. Hence, if the system failure has serious security or safety
implications, then Z can be set as the lowest as possible. E.g., if a node fails to get into the list
of K eligible block proposers for eleven consecutive blocks, it will be blacklisted. Similarly,
if a node's conduct is erratic and it performs below the threshold in between the episodes of
making into the group of eligible block proposers, such a node's behavior is measured by ana-
lyzing node’'s last eleven H s arCumScores. If it has secured below threshold score for six or
more times (this can change depending upon the criticality/sensitivity of the IoT system), it is
blacklisted.

m. Replay Attacks. To protect against replay/double-spending attacks, every TX initiated by a
particular node/client application has a sequence number in addition to the timestamp. Hence,
a particular node cannot generate another TX with a higher timestamp but a lower or same

sequence number as the previous one.

n. Decentralization. The random selection of a primary and a secondary block proposer pro-
tects the system from quasi-centralization. Otherwise, few most honest nodes may have the
monopoly to mine every new block, and they may try to play foul with the system. Instead, the
system gets more decentralized as the network expands. It is because the list of K eligible nodes
is likely to extend with more number of nodes satisfying the threshold Hp;47CumScore.
Hence, the probability of a node to be selected as a primary or a secondary block proposer

decreases with the increase in the number of nodes in the list of K nodes. However, preventing
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Figure 6.7: Avg CPU time to execute Pledge protocol vs Number of nodes

quasi-centralization has an associated risk, i.e., the random selection of two block proposers
from a list of K eligible nodes based on the threshold score entails selection of those nodes that
have the probability of being malicious equal to 0.5. However, depending upon the sensitivity
of the IoT application, the threshold can be raised to decrease the probability of selecting a pos-
sibly malicious node. Similarly, for systems that are not concerned about quasi-centralization,
the primary and the secondary block proposers can always be selected from the top x% of the

nodes with the highest H s s47CumScore.

Table 6.3: Avg difference in avg CPU usage

Set of Nodes glsgf;ze(r:;:) in CPU
10-20 2.60
20-30 2.52
30-40 2.12
40-50 2.99
50-60 2.67
60-70 2.83
70-80 5.74
80-90 5.81
90-100 5.13
Avg 3.60

0. Scalability. The proposed scheme does not require energy and computationally intensive PoW

for the selection of a block proposer. The computation of the Honestyyr,;: requires meager
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Table 6.4: Security and performance comparison of consensus protocols
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TX latency
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resources. Moreover, the Pledge does not require excessive communication rounds to vote on
the eligibility of the blocks or to propagate reputation scores between peers. Hence, there are no
communication overheads other than routine TX and block propagation messages. Moreover,
Pledge is scalable with an increase in the number of nodes as the list of K eligible nodes is
dynamic. It includes all the nodes that have Hj;arCumScore greater than or equal to the
threshold. Hence, the increase in the number of nodes does not affect the performance of the
consensus process. Moreover, the logic for selecting a primary and a secondary block proposer
is that in case the primary block proposer fails to propose a block in time (t, then to avoid
latency in TX confirmation by starting the process all over again, the secondary node proposes
the block.

Additionally, to measure the latency in TX confirmation, we measured the avg CPU time for the
execution of Pledge protocol (including computation of Honestysqt, and selection of Primary
and Secondary block proposers) for a range of nodes varying from ten to hundred. We had total
hundred iterations of the experiment for ten different sets of nodes. As shown in Figure-6.7,
although the avg CPU time rises with the increase in the number of nodes, yet for a hundred
nodes, the computation time is merely 35.47 ms. Similarly, Figure-6.8 shows the ten iterations
of CPU usage measurement for each set of ten, twenty, thirty, forty, fifty, sixty, seventy, eighty,
ninety, and hundred nodes. It can be seen that there are many variations in the CPU usage
for each set of nodes once the number of nodes goes above seventy. Correspondingly, based
on the avg difference between avg CPU usage for each set of nodes (shown in Table-6.3), it
is estimated that even if the number of potential block proposers increases to two thousand
(which is very unlikely in a consortium/private blockchain) the latency in TX confirmation is
expected to be 720 ms, which is still under one sec. Hence, it can be concluded that for a
private/consortium blockchain settings, the latency in TX confirmation is very nominal and
Pledge performs better than Bitcoin (TX confirmation is after 2-6 blocks, i.e., 10-60 mins)
[435], IoTA (No specific time as it varies from 2-3 mins to even 30 mins depending upon the
rate of input of new TXs in the network) [436], and Ethereum (15 sec) [435]. It is also inferred
that a block proposed by an honest node, once accepted by the other honest nodes, would not
be later purged from the chain. Correspondingly, a detailed comparison of the security and
performance efficiency of PoH versus some renowned consensus protocols is shown in Table-
6.4.

6.3.1 Limitations and A Way Forward

In addition to the security guarantees, we have also observed certain limitations of the Pledge

protocol, that require further research.

* HyrarThreshold vs. Network Bootstrapping: The current selection of H s o471 hreshold
as the avg value of H ;a7 Maz and Hps a7 Min scores seems workable once the blockchain
network is running for some time. However, it is observed that in the current form, the avg

value may not provide the desired security once the network is being bootstrapped. Because
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at the start of the blockchain network, all the block proposers will have almost the same
Hyrar Min score. Hence, the selection of the block proposer will rely upon random selec-
tion from the list of K eligible nodes for quite some time. Therefore, there is a requirement
of working out an appropriate value of Hys47CumScore for validator nodes, as a starting
point. One option in this regard may be a random allocation of Hy; 47CumScore at the

start to bootstrap the network.

* Adding a New Node to the Pledge Consensus: Currently, there is a question mark on how
to onboard a new node into the honesty-based consensus protocol. It is perceived that it
would take a long time for a new node to catch up with other nodes that already have a high

honesty score.

* Selection and Scrapping of Block Proposers' Attributes From Blockchain: At the moment,
only eleven attributes (listed in Table-6.1) have been identified, which seems common to
most of the blockchain technologies. However, in practice, there would be a requirement
of extracting those attributes from the blockchain that best describe the integrity and the
performance of the block proposer nodes in a specific blockchain network. Therefore, it
is envisaged that this aspect has to be catered for while developing a blockchain platform
so that the desired attributes can be directly measured from the blockchain using inbuilt
functions, e.g., methods/functions available in web3.js library to interact with Ethereum
Blockchain.

6.4 Summary

In this chapter, we proposed “Pledge,” a unique Proof-of-Honesty (PoH) based block proposer
selection protocol that incorporates an IoT-centric TX validation scheme. Pledge reduces the
probability of participation by non-performing, and potentially Byzantine nodes in the consensus
process by restricting the block proposal responsibility to a couple of honest nodes in the net-
work. It also prevents Sybil attack, avoids quasi-centralization, and averts various attacks against
the reputation systems. Pledge is currently designed for consortium blockchains. However, with
requisite modifications, it can be deployed in public blockchains as well. Based on our initial
experiments and analysis, it is ascertained that Pledge not only satisfies most of the security re-
quirements discussed in this chapter but is also computationally efficient with an insignificant

change in communications overhead.
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”The blockchain symbolizes a
shift in power from the centers to
the edges of the networks.”

- Warren Buffet

Conclusions and Future work

This chapter concludes the thesis and provides some direction for future work. The thesis aims
to devise a defense strategy for integrity attacks on the IoT. The integrity attacks include any at-
tack that threatens the purity of data. Similarly, security, privacy and availability of data are also
essential requirements. Therefore, to find the exact nature of the IoT threat spectrum, a compre-
hensive study of IoT threats is carried out. This research helped us in exploring the methodology
of IoT threats and conceiving a defense-in-depth strategy. While formulating security solutions,
blockchain was identified as a potent defense tool to guard against most of the data integrity
threats. However, initially being developed for financial technology, blockchain required a thor-
ough evaluation of its adoption in IoT. Hence, a systematic study of the progression in blockchain
technology and its impact on IoT is a major contribution of this thesis. It is followed by the
introduction of a privacy-preserving and secure data sharing framework for smart cities. The pro-
posed solution enables the data owners to control access to their data based on user-defined ACL
rules embedded in blockchain smart contracts. The secure data sharing mechanism also complies
with some of the significant EU GDPR requirements. However, no blockchain-based framework
is secure and efficient without an appropriate consensus protocol. Therefore, another significant
contribution of this research is the conception and design of an IoT-oriented consensus protocol
with IoT-centric TX validation rules. To get a more holistic view of the research contribution of

this study, a chapter-wise recap of important conclusions is delineated in succeeding paras.
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7.1 Summary of the Thesis

7.1.1 Chapter 2

This chapter highlights a wide range of generalized as well as numerous threats specific to various
layers of 10T architecture. The comprehensive literature review helped in deriving a comprehen-
sive attack methodology adopted by most of the successful IoT malware attacks. We also presented
the structure and procedure of an IoT-botnet based DDoS attack. The illustrious study of IoT threat

spectrum enabled us to draw some important conclusions:

a. Due to the lack of standardization of IoT, most of the products are manufactured with a focus

on performance rather than security.

b. Cryptographic security provided by IoT communications protocols is not enough to protect

devices against physical compromise, remote code execution, and other integrity attacks.

c. Cyber attacks are considered to be one of the major threats to IoT applications, and mostly the

network and the application layers are the focus of the attackers.
d. No operation in IoT can be termed safe unless the integrity of the IoT devices is ensured.

e. Absence of anti-malware mechanisms in the IoT is one of the causes of a successful compro-

mise of IoT devices.

f. Cloud-supported IoT systems are vulnerable to a single point of failure, and threats to the

security, privacy and integrity of data.

7.1.2 Chapter 3

In this chapter, we present a defense-in-depth strategy as a guideline to form a composite IoT se-
curity framework. The proposed security approach is formulated by reviewing and systematically
integrating current industry best practices on IoT security. Hence, a comprehensive security mech-
anism comprising protective, detective, responsive, and corrective measures is proposed. Some

vital lessons learned from this study include:

a. Standard IT security protocols cannot be deployed on resource-constraint IoT devices.

b. Security has to be viewed as a whole, and numerous supplementary measures need to be taken

at different layers of IoT architecture.

c. There should always be a cost-benefit analysis while designing a secure and efficient IoT ap-

plication.

d. Not all the IoT technologies/security protocols meet the needs of all possible IoT use cases.
Instead, all technologies have adequate security for some specific IoT applications. Hence,
IoT service providers and manufacturers need to have a clear understanding of what security

features are required for which IoT use cases.

e. More research is required to ensure the security and privacy of user data during intra-cloud data

processing and analytics.
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f. IoT operational model needs to be transformed from a costly, trusted, and over-arched central-

ized architecture to a self-regulating, and self-managed decentralized model.

g. Blockchain can be the IoT savior to protect against a wide range of data integrity, privacy, and

availability attacks.

7.1.3 Chapter 4

This part of the thesis carries out an in-depth study of blockchain technology and identifies some
practical challenges to its adoption in IoT. The gaps are identified by mapping some peculiar
security and performance requirements of IoT systems over the benefits inferred by the blockchain

technologies. Some important takes from this research are:

a. IoT is the future of an autonomous digitized world, and to achieve this, IoT has to undergo a

conceptual transformation at all stages, i.e., design, development and operation.

b. Due to its inherent cryptographic security, blockchain can protect IoT from data manipulation,
and forgery attacks. It can also provide a trustless operational environment with decentralized

control and user-defined access to data.

c. By leveraging the smart contract feature of the blockchain, numerous operations in an IoT

system can be securely and autonomously performed.

d. Device integrity is the key requirement to ensure secure integration of blockchain with an IoT

system.

e. There is a critical requirement of an IoT-oriented consensus protocol with IoT-focused
TX/block validation rules.

f. Any blockchain-based IoT system should cater to constrained resources of IoT devices while
tackling various security and performance issues concerning blockchain, such as data privacy,

user anonymity, scalability related to blockchain size and latency in TX confirmation.

7.1.4 Chapter 5

Based upon blockchain's evaluation for IoT in Chapter-4, we have introduced a blockchain-based
framework for privacy-preserving and secure data sharing, in this chapter. The proposed scheme
preserves data privacy by dividing the blockchain network into various data specific Chs. More-
over, data security is further augmented by using a technique of private data collection. Also, to
achieve data confidentiality, users have the option to encrypt their data. The primary hallmark
of PrivySharing is empowering data owners to define access control rules concerning their data.
Users are also at liberty to purge their data assets when they are no longer required. Some impor-

tant findings from this research are as under:

a. A sensibly selected and carefully designed blockchain-based IoT application can provide some

assurance to the users concerning the security and privacy of their data.
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b. Scalability related to blockchain's size is an open challenge, especially for resource-constrained

IoT devices.

c. PrivySharing, based on Hyperledger Fabric blockchain, exhibited faster TX confirmation time
for all types of transactions, including plain text, private data, and encrypted, as compared to
Bitcoin, Ethereum, and IoTA.

d. Three-Ch blockchain scenario outperformed a single-Ch blockchain setting by achieving a TX
throughput of 42.4 TPS with an average latency of 1.54 sec at the TX send rate of 50 TPS.

e. In Hyperledger Fabric, the TX throughput, and latency in TX confirmation depend upon net-
work architecture, consensus protocol, specifications of endorsement policies, complexities of
ACL rules, chaincode language, number of endorsers and orderer nodes, batch timeout, and the

physical/virtual network infrastructure.

f. Mobile edge computing technology can be integrated with the blockchain to relieve resource

constraint IoT devices from storing and maintaining multiple distributed ledgers.

7.1.5 Chapter 6

This chapter introduces, “Pledge,” a PoH based IoT-centric consensus protocol with IoT-oriented
TX validation rules. The proposed consensus protocol aims at reducing the probability of partic-
ipation by faulty, non-performing, and malicious/Byzantine nodes in the consensus process. The
proposed consensus mechanism selects two block proposers from a list of K most honest nodes,
thus avoiding Sybil attack, quasi-centralization, and numerous attacks against reputation systems.
Based on the initial experimental results and analysis, it is ascertained that Pledge not only satisfies
most of the requirements of an ideal consensus protocol for the 10T systems but is also scalable

with computational and communications economy.

7.2 Future Research

No research is deemed complete in itself. Instead, every study unveils new avenues of research.

Similarly, some open research issues identified in this thesis are enumerated as under:

a. Design and development of a dynamic anti-malware mechanism for resource constraint IoT

devices.

b. Because of their critical functionalities, most of the IoT devices remain in continuous operation
without any firmware or software updates. Hence, they are more vulnerable to cyber-attacks.
Therefore, there is a need for a runtime firmware/software upgrading/updating mechanism.
Similarly, due to the decentralized architecture of the blockchain, currently, there is no mecha-

nism to ensure synchronized software upgrades in the end devices.

c. A scalable and economical blockchain platform is required to cater for the needs of all types of
IoT devices and applications.

d. Currently, there is no mechanism to perform a real-time IoT device integrity check to ensure

secure input of data from an end-device to the blockchain.
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e. PoH-based consensus protocol can be further improved by incorporating an Intelligent Misbe-
havior Detection mechanism so that the Honestyasq: can be computed for a miner/validator
node in any blockchain platform. Similarly, an extended security and performance analysis of
Pledge will be helpful in the development of an optimum consensus protocol for IoT environ-
ment, tested in all aspects.
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