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Abstract
Adverse selection (AS) is one of the significant causes of market failure worldwide. Analysis and
deep insights into the Australian life insurance market show the existence of adverse activities
to gain financial benefits, resulting in loss to insurance companies. Understanding the behavior
of policyholders is essential to improve business strategies and overcome fraudulent claims.
However, policyholders’ behavior analysis is a complex process, usually involving several factors
depending on their preferences and the nature of data such as data which is missing useful private
information, the presence of asymmetric information of policyholders, the existence of anomalous
information at the cell level rather than the data instance level and a lack of quantitative research.
This study aims to analyze the life insurance policyholder’s behavior to identify adverse behavior
(AB). In this study, we present a novel association rule learning-based approach ‘ARLAS’ to
detect the AS behavior of policyholders. In addition to the original data, we further created a
synthetic AS dataset by randomly flipping the attribute values of 10% of the records in the test
set. The experiment results on 31, 800 Australian life insurance users show that the proposed
approach achieves significant gains in performance comparatively.

1. Introduction
Life insurance plays a vital role in society and provides financial protection to policyholders in need. With the increase

in life expectancy (increased from 80.3 to 83.9 years from 2000 to 2020) and increasing pressure on government budgets,
life insurance companies must play a greater role in society. This industry, worth $8 billion, is facing unprecedented
challenges. Analysis and deep insights into the Australian life insurance market show the existence of adverse activities
to gain financial benefits, resulting in loss to insurance companies (Leach et al., 2012; Butler, 2007). For example, an
AS occurs when a policyholder obtains a policy at a much lower premium than the insurance company would charge if
they were aware of the actual risk regarding the applicant, usually because the applicant withholds relevant information
or provides false information that thwarts the effectiveness of the insurance company’s risk evaluation system (Spears
and Barki, 2010). Thus, understanding policyholders’ behavior is necessary to reduce adverse claims and increase
business profit and marketing planning (Lin et al., 2009). It also determines the intent of policyholders to purchase or
not to purchase products or services. However, the behavior analysis of policyholders is a challenging task, usually
involving several factors depending on their preferences and the nature of data such as the absence of useful private
information, the presence of asymmetric information on policyholders, etc. Furthermore, anomalous information exists
at the cell level, making it difficult to identify an adverse user.

Adverse selection behavior refers to a situation where sellers have information that buyers do not have, and vice
versa (Bajari et al., 2014). In the life insurance business, the AS behavior of policyholders is typical and presents a
risk to the integrity of the insurance market (Polyakova, 2016). One of the significant causes of market failure is when
a high-risk policyholder intentionally hides or provides misleading information to the insurer to avoid paying high
premiums, and to obtain greater benefits (Cohen and Siegelman, 2010; Butler, 2007). For example, a race car driver
may acquire a life insurance policy without providing his correct occupational information, even though hiding one’s
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occupation could be considered a criminal activity. As another example, a vehicle owner can obtain a lower policy
rate by providing a false garage address in a suburb which has a lower policy premium. Similarly, a policyholder may
obtain insurance coverage by providing a residential address that falls within an area with a very low crime rate despite
living in an area with a very high crime rate. Insurance companies often bear the loss of these misleading practices
due to shortfalls in covering the risk. Therefore, the ability to detect AS in the insurance market is critical to reduce
company losses, increase service quality and improve risk adjustments when assessing AB, allowing insurers to focus
on complications of the greatest concern and allowing for the improvement of insurance premium policies.

Insurance companies are often uncertain because of the actions imposed by the unregulated movement of high-risk
policyholders (Riddel and Hales, 2018). As a result, life insurance companies are keen to understand policyholders’
behavior to develop appropriate business strategies. Insurance managers (IMs) have already started carrying out
detective analytics to manage and promote their business efficacy (Boodhun and Jayabalan, 2018). However, it is very
challenging to identify them with some hidden characters related to different data of the insurance policy. There is
still a shortage of considerable research regarding detective analytics for the enrichment of the life insurance domain.
Existing research has pointed out that traditional techniques are rather time-consuming, taking up to several months,
and it is costly to capture comprehensive information on policyholder behaviors. Therefore, it is important for IMs to
remain alert for changes, demands, and necessary actions to manage and work with local industries (Bolhaar et al.,
2012; Islam et al., 2017; Keane and Stavrunova, 2016). However, the major challenge for IMs is to keep track of
the behavioral patterns of policyholders. Keeping track of policyholder behavior over time is difficult because of its
dynamic nature. Behavioral patterns can help IMs make smart decisions that optimize business quality, increase profit,
and improve policyholder feedback (Grewal et al., 2019; Nahar et al., 2013). Therefore, IMs need to have access to all
the critical aspects of the related information, detailing which packages are the best to promote a product, how people
prefer different premiums over time, what changes will make a premium more attractive, what actions should be taken to
tackle future problems such as the sudden increment of policyholders mental illness claim, a natural disaster and so on.

Advanced data analytics approaches have attracted immense attention from the research community, business
decision makers and companies to improve the gain in net profit and have shown considerably better performance via
predictive and analytic capabilities (Viswanathan et al., 2020; Boodhun and Jayabalan, 2018; Olakanmi and Dada, 2019;
Kaushik and Gandhi, 2019; Hutagaol and Mauritsius, 2020). In the insurance industry, while the existing methods
explore the hidden behavior of dishonest policyholders, there is still potential to more accurately discover their hidden
behaviors. Focusing on these issues, we propose a novel association rule learning-based approach ‘ARLAS’ to identify
the behavior of policyholders. The rationale for taking this approach is as follows: in general, the adverse selection
(AS) problem in life insurance does not fit the supervised learning paradigm since there are no labels. Still, life insurers
need a method that can identify potential AS behaviors. After consulting with domain experts, we made the assumption
that AS behaviors exist but are rare. We recognize that this assumption corresponds to the infrequent patterns in the
data set, and such patterns can be extracted using association rule learning reversely, that is, looking at patterns with
low confidence but high support. Thus, this approach provides a workaround to make predictions without labels, and
the predictions can significantly narrow down the list of suspected AS behaviors to be further verified by insurers.

The main contribution of this study is to propose the first unsupervised learning method to detect AS behaviors
in relation to life insurance. This problem can also be viewed as an unsupervised outlier detection problem. Hence,
for comparison purposes, we included a few outlier detection techniques such as Local Outlier Factor (LOF), Cluster-
Based Local Outlier Factor (CBLOF), One-class SVM, and Isolation Forest (IF) to evaluate the performance of our
proposed method. We conducted extensive experiments to study model performance and behavior on one of the largest
life insurance data sets ever studied in the literature. The experiment results on the life insurance data of 31, 800
policyholders suggest that association rules can identify AS behavior and assist the insurance authority to reduce
loss and guide changes to insurance premium policy for further development management, and planning. The key
contributions of this work are as follows:

• We present an end-to-end framework to analyze policyholders’ adverse behavior that will help the insurance
industry reduce the risk of adverse claims.

• We analyze the life insurance user status to identify adverse behavior using ARLAS along with LOF, CBLOF, IF,
and One-class SVM.

• To evaluate the performance, we simulated adverse behaviors by randomly flipping the attribute values. We
change a random set of 10% (i.e. 318) of the test set records to be adverse-selected and the attributes are reassigned
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by drawing from the corresponding attribute.
• We analyze 10 years of data on 31, 800 policyholders, and create novel association rules that show better

performance compared to state-of-the-art methods.
The rest of the study is organized as follows. In Section 2, we discuss the relevant work on adverse user identification

followed by the proposed framework and description of the method in Section 3. In Section 4, we discuss the empirical
analysis, which is applied to a real-life insurance dataset to solve our research problem. In Section 5, we present a
comprehensive analysis. Finally, conclusions and future directions are presented in Section 6.

2. Literature review
In the existing literature, machine learning is mainly used for the prediction and optimisation tasks (Liu et al., 2017;

Yu et al., 2018; Biddle et al., 2018b,a) in life insurance. In this paper, we explore the task of detecting adverse behavior
(AB). Adverse behavior from policyholders is typical and raises the risk of instability in the insurance market. High-risk
policyholders deliberately provide false information to the insurer to escape higher premiums, or to avoid being excluded
for eligibility (Riddel and Hales, 2018; Islam et al., 2020a). Existing studies on the AS of the policyholder demonstrate
that AB policyholders are better informed about the market likelihood, and use information to select their insurance
plans (Chu and Chau, 2014; Chau et al., 2013; Sengupta and Rooj, 2019). Additionally, the psychological disorder
of the individual can have a deleterious effect on AS behavior. Thus, there is no ambiguity that AS issue has created
significant challenges and controversy for insurance industries.

The existing studies by (Cohen and Siegelman, 2010; Bolhaar et al., 2012; Bates et al., 1995) present a clearer view
of AS detection. Several studies have highlighted the potential effect of asymmetric information, the proposed methods
and key ideas, and have detailed various causes of AS, as shown in Table 1. Thus, in the context of the life insurance
industry, it has been shown that scrutiny for AS has not extended to the same extent as that for other issues. Cohen
and Siegelman (2010) reviewed many empirical studies and found evidence of AS in insurance markets, that people in
poorer health prefer policies that provide more generous coverage, and policyholders who buy more insurance coverage
appear to be riskier (Pauly and Zeng, 2004; Lester et al., 2019; Ettner, 1997). Boodhun and Jayabalan (2018) used a
supervised machine learning algorithm to assess risk and provide solutions to refine the underwriting process. Boxwala
et al. (2011) used statistical and machine learning approaches to identify suspicious records. Although engagement
classification is related to AS in life insurance markets, there is no analysis of engagement for observing or measuring
which individual factors are more likely to cause AS, which individual policyholders are engaged, who are disengaged,
and those who are in between (Wu and Wang, 2011; Angiulli and Pizzuti, 2005; He, 2008). As a result, it is not possible
to identify real AS users, and many honest policyholders may suffer. It is worth mentioning that the AS detection method
developed in this paper is different from the outlier and anomaly detection methods used in other applications (Yin
et al., 2018, 2020; Razzak et al., 2020b; Tewari and Gupta, 2020; Li et al., 2019; Razzak et al., 2020a; Li et al., 2012;
Li and Wang, 2017; Wang et al., 2019; Singh and Vardhan, 2019) since no explicit labels are provided; instead, we
leverage the rule learning technique, which has a long history but still shines in recent works (Zhou et al., 2019).

From the above review of the existing studies, it is clear that most of the methods focus on limited aspects and were
limited in their performance and capability. For instance, (McCarthy and Mitchell, 2010; Cutler and Zeckhauser, 1998;
Song et al., 2014; Finkelstein, 2004) provide evidence for AS in insurance markets but they used limited information.
However, there are many aspects associated with demographic and socio-economic information such as age, postcode,
occupation, and gender, which have made insufficient research concern for AS purposes (Aquino and Douglas, 2003).
They go on the AS hypothesis test using statistical models, which could cause bias in the results of the estimation. Yet
importantly, there have been some attempts to used data mining and machine learning to analyze and propose solutions
using policyholder data within the life insurance industry (Boodhun and Jayabalan, 2018; Huang and Meng, 2019;
Islam et al., 2020b). To analyze and describe potential predictive factors, they use straightforward regression models.
However, the predictive performance of the existing techniques is rather low. While an increasing body of research
combines insurance data with machine learning techniques to observe policyholder behavior, it is challenging to do this
with sensitive policyholder data and there is scope to apply advanced machine learning and data analytics techniques.

In summary, the existing research on AS behavior analysis is limited. Very few studies have considered advanced
data analytics techniques to meet the practical requirement of the insurance industry. Furthermore, a very limited
number of datasets have been used in literature. To deal with the aforementioned challenges, in this work, we analyzed
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Table 1
Key studies: different methods for adverse-selection detection in the insurance market.

Source Solution methods Key Ideas Purposes

(Sengupta and
Rooj, 2019)

Instrument-free semi-
parametric copula re-
gression technique

Identification of AS in the
healthcare market

To estimate the effect of health insurance
status on healthcare utilization

(Lester et al.,
2019)

Search-theoretic
model

Identification of AS and im-
perfect competition

To explore the interaction between AS, screen-
ing, and imperfect competition in frictional
markets.

(Riddel and
Hales, 2018)

Baseline and control
optimism classifica-
tion model

Risk misperceptions and se-
lection in the insurance mar-
ket

To investigate the relative influence of base-
line and control optimism on selection in an
insurance market.

(Boodhun and
Jayabalan,
2018)

Supervised learning
algorithms

Risk prediction in the life in-
surance industry

To classify the risk level by applying a predic-
tive model.

(Keane and
Stavrunova,
2016)

Smooth Mixture of
Tobits

Analyze AS and moral haz-
ard in a unified economical
framework

To estimate AS and moral hazard effects
jointly in the Medigap market.

(Song et al.,
2014)

Machine learning
methods

Assess financial fraud risk To identify the risks associated with financial
fraud, and help to reduce enterprise risks.

(Meyer et al.,
2014)

Data mining classifi-
cation techniques

Improve the dynamic deci-
sion strategies.

To discover treatment strategies by predicting
and eliminating treatment failures.

(Boxwala et al.,
2011)

Statistical and
machine-learning
approach

Identify suspicious records To help privacy officers detect suspicious ac-
cess to EHRs.

(McCarthy and
Mitchell, 2010)

A over E Adverse selection in life in-
surance and annuities

To assess the extent to which life insurers can
hedge mortality exposure by writing both life
insurance and annuities.

(He, 2008) Conditional correla-
tion approach

Find the relationship be-
tween a high-risk and low-
risk person

To examine the presence of AS in the life
insurance market.

10 years of data on 31, 800 policyholders, and propose the first unsupervised learning method for detecting AS behaviors
in the life insurance industry.

3. Methodology
In this section, we first describe the details of data collection and processing. We then present the proposed

framework and method for the detection of AB in the life insurance industry.
3.1. Data collection and processing

In this paper, we use two types of datasets, namely 1) questionnaire based behavioral data, and 2) demographic data.
We collect the data from one of the most popular insurance companies in Australia, where users are required to answer
various questions. The behavioral dataset contains 31, 870 data records related to one of the insurance applicants and
includes 834 columns, each pertaining to a yes or no question. On the other hand, the demographic dataset contains
information on the policyholders’ ID, gender, postcode, age, and occupation. When our dataset was ready, we started
processing the data. Before any data analysis process can begin, the dataset requires cleaning and pre-processing to
remove ambiguity. Any ambiguity or confusion in the dataset can lead to an incorrect analysis. Therefore, we wrote
Python scripts to start the data cleaning process and cleaned our dataset. Finally, we resolved missing and invalid data,
and all data was subjected to a quality test.
3.2. Proposed model

In this section, we present a model ‘ARLAS’ to detect the AS behavior of users in the life insurance market (see Fig-
ure 1). Our approach is similar to the method proposed by (Grewal et al., 2019), which has been applied to smart home
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Interestingness measure Adverse-selection value identification

Dataset

Figure 1: The structure of the ARLAS Framework.

data for behavior monitoring and abnormality detection. We use a frequent pattern mining algorithm which has the
ability to locate repeating relationships between unique items in a data set and represent them in the form of association
rules. To analyze insurance data to identify the AS behavior of policyholders, we carry out the following steps:
3.2.1. Frequent pattern discovery

The Apriori-based frequent itemset algorithm is used to mine frequent itemsets to generate patterns (Agrawal et al.,
1993). It uses an iterative level-wise search technique to discover the (k + 1) item sets from k-item sets, for example, a
sample of the questionnaire database that comprises the various questions answered by different users. First, it scans the
database to identify all the frequent itemsets by counting each of them and capturing those which satisfy the minimum
support threshold. The identification of each frequent itemset set requires scanning the entire database until no more
frequent k-question sets are identified.
3.2.2. The interestingness measure of the frequent pattern

To illustrate, we assume that the formal description of a frequent pattern is as follows:
(A→ B) (1)

In this description, A = {a1, a2, a3,… , an} ∈ I and B = {b1, b2, b3,… bn} ∈ I . I show itemsets and A ∩ B = �.
The patterns should meet a certain support threshold s. Therefore, according to (Ju et al., 2015), the standard five
measures are used to characterize our frequent patterns.

Support: For a transaction set D, the support of an itemset X is given by
supp(X) =

|t ∈ D;X ⊆ t|
|D|

(2)
Confidence: Confidence is the conditional probability of subsequent occurrence as a result of the previous data.

The rule (A → B) has confidence c in the transaction set D, where c is the percentage of transactions in D containing
A that also contain B, i.e.,

conf(A→ B) =
supp(A ∪ B)
supp(A) (3)

Lift: Lift refers to the ratio of the occurrence probability of B under condition A to that without considering
condition A, which reflects the relationship between A and B. The interest of the rule (A→ B), also known as lift, is:

lift(A→ B) =
supp(A ∪ B)

supp(A) × supp(B) (4)
Leverage : A new interestingness measurement method of ARL is based on the description of the defects of the

traditional interestingness measurement method. The leverage of the rule (A→ B) is defined as:
leverage(A→ B) = supp(A ∪ B) − supp(A) × supp(B) (5)
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Conviction: The conviction of (A→ B) is defined as:

conviction(A→ B) =
1 − supp(B)

1 − conf(A→ B)
(6)

3.2.3. Finding the most frequent patterns and frequent pattern-breaking factors
A dataset contains many factors used to create distinct patterns. However, not all factors can create patterns all the

time. The factors are more informative when they plays an important role in creating the pattern. Therefore, the factors
that are used to create a pattern frequently are the correct factors. In contrast, when it breaks, the most frequent patterns
are the adverse-selected factors (ASF). For example, suppose D = {t1, t2, t3,… , tn} is a database containing a set of n
items I = {i1, i2, i3,… , in}. An itemset X is a non-empty subset of I. Given a minimum support threshold, minisupp,
find all itemsets when they break the rules with supports greater or equal to minisupp.

We created a list of the frequent patterns (see Section 4.2). We extracted the most frequent pattern through a
user-specified minisupp threshold value. In this step, the user-specified support threshold is set to 0.015. We test the
support threshold with different sizes ranging between 0.001 and 0.030where minisupp 0.001 extracts many patterns but
affects the execution time and minisupp 0.030 extracts very few patterns. Therefore, by setting the minisupp threshold
to 0.015, we decrease the execution time and obtain a reasonable number of patterns. Additionally, to decrease execution
time, we omit patterns with lengths greater than four. We then determine how often the factors used to create the
most frequent pattern fail. The initial assumption of the breaking frequent patterns (BFP) is that when the factors used
to create the most frequent pattern fail, we identify them as the breaking frequent patterns of factors. The set of all
breaking frequent patterns is denoted by BFP(D,minisupp), i.e.,

BFP(D,minisupp) = X ⊈ I|supp(X) ≥ minisupp. (7)
For each transaction t, the frequent pattern ASF of t is defined as:

ASF(t) =
∑

X⊆U,X∈BFP(D,minisupp) supp(X)

||BFP(D,minisupp)|| (8)

The interpretation of Equation (8) is: if I contains more breaking frequent patterns, its ASF value will be large,
which shows that it is more likely to be an AS factor. In contrast, the factors with small ASF values are unlikely to be an
AS factor. Obviously, the ASF value is between 0 and 1.
3.2.4. Analysis of AS detection

In this step, AS factors and high-risk policyholders are detected. We first construct a frequent pattern value matrix
and further transfer it to the AS value matrix by breaking rules that are interrupted to generate the frequent pattern. We
define the AS value matrix N as follows.

N =

⎛

⎜

⎜

⎜

⎝

a1,1 a1,2 ⋯ a1,n
a2,1 a2,2 ⋯ a2,n
⋮ ⋮ ⋱ ⋮
am,1 am,2 ⋯ am,n

⎞

⎟

⎟

⎟

⎠

(9)

where am,n = ASF value which is mentioned in Equation (8).
We extracted the breaking pattern value of the factors and constructed the n×mmatrix where the row shows the user

and the columns show the AS factors. But the different factors in the matrix have different values. We then transferred
the values of the factor to a common scale by normalization. We did this to change the values of numeric columns to a
common scale, without distorting differences in the ranges of values using the following equation:

Xnew =
X −Xmin
Xmax −Xmin

(10)

where Xnew is a set of the re-scaled values present in X that will now be 0 ≤ Xnew ≤ 1 , Xmin is the minimum
values in X and Xmax is the maximum values in X. The greater the breaking frequent pattern values of the factor, the
higher the probability of it being an AS factor. Therefore, when a user has many AS factor values, they are more likely
to engage in AS.
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3.2.5. Computation complexity
The proposed association rule learning-based approach is based on frequent pattern mining which is an NP-hard

problem (Yang, 2004). Thus, the complexity of the proposed framework can be determined by the frequent itemset
mining algorithm. Therefore, the complexity of the proposed method is O(nN2), where n represents the data records
and N represent the number of items.

4. Empirical evaluation
In this section, the data description, interesting pattern list construction, the results and the analysis of our proposed

model for solving the AS problem are addressed, respectively.
4.1. Data description

We utilized the following datasets for the empirical works in this study. We applied these datasets to provide a
broader and more comprehensive analysis of AS behavioral modeling in the insurance industry. We processed all the
datasets to remove any personal identification, including anonymizing names and personal contact details used in the
datasets.

Questionnaire dataset: We acquire the dataset from a screening questionnaire provided by a local Australian life
insurance company. The questionnaire was large and detailed, conprising data on 31, 800 users and each user answered
834 questions ranging from personal details, lifestyle, and family history to occupational details. The data is binary
data, where if the applicant answered ‘yes’ to the question, the cell contained a ‘1’, and if the user answered ‘no’, it
contained a ‘0’. For example, if a user drinks alcohol, the ‘alcohol’ attribute must contain a ‘1’ in the dataset, and if the
user does not drink alcohol, the attribute must contain a ‘0’.

Demographic datasets: There are five different variables in our demographic dataset: policyholder life insurance
ID, gender, age, occupation, and policyholder postcode for the 31, 800 policyholders. The ‘Gender’ attribute is denoted
as either ‘M’ or ‘F’ for ‘Male’ and ‘Female’ respectively. The ‘Postcode’ attribute contains the Australian postcode of the
applicant’s residence. The ‘Age’ attribute contains the age of the applicant in whole years, where the youngest applicant
is 3 years old and the oldest is 78 years old. The ‘Occupation’ attribute contains 18 different categories. Examples
of these include ‘T-Trades’, ‘S-Supervisor of Trades’, ‘R-Special Risk’, ‘Q-Qualified Professional’, ‘OR-Ordinary
Rates’, ‘L-Light Trades’, ‘H-Heavy Trades’, ‘F-Financial Professional’, ‘D-Medical/ Dental’, ‘I-Indoor Sedentary’, and
‘C-Community Professional’. As part of the demographic information analysis, we use the Socio Economic Indexes
for Areas (SEIFA) data set which consists of four indexes: the Index of Relative Socio-economic Advantage and
Disadvantage (IRSAD); the Index of Relative Socio-economic Disadvantage (IRSD); the Index of Economic Resources
(IER); and the Index of Education and Occupation (IEO) to rank areas in Australia by relative socio-economic advantage
and disadvantage (Australian Bureau of Statistics, 2018).
4.2. Interesting pattern list construction

In this section, we apply the proposed frequent itemset mining algorithm to our collected data. In our proposed
framework, we exploit the user-defined minimum support threshold minisupp to imply the ‘minimum frequency’ for
‘ARLAS’ model construction and to determine whether there are valid relationships in the provided data. The support
value dictates how frequently a particular itemset appears within a dataset where an itemset with higher support justifies
greater commonality or popularity. Therefore, we explore the effect of setting various support thresholds, ranging
between 0.001 and 0.030, with respect to the number of features identified as candidates.

In Figure 2 we see that the algorithm identifies 66, 000 patterns with minisupp 0.001, which is all the patterns in the
stemmed list. The number of patterns gradually decreases to 4, 000 when minisupp is set to 0.015, then continues to
decrease slightly with an increase support thresholds. When minisupp is 0.030, only 147 patterns are returned. Notably,
pattern generation is automated; thus, users may consider the output to choose their pieces of interest. This method is
suitable in process because the pattern number is mostly small. The return of this work is that user behavior patterns
are analyzed from the given data rather than from a pre-decided set. Hence, this condition provides a better extensive
and consistent list of patterns to be formed.

Several other measurement methods such as ‘confidence’, ‘lift’, ‘leverage’ and ‘conviction’ are applied where various
factors of interest to users are also identified. These detailed aspects include ‘family history’, ‘life style’, ‘insurance
history’, ‘employment information’, ‘medical history’, ‘health and risk factors’, and ‘socio-economic factors’ such
as ‘remote area’, ‘family type’, ‘gender’, and ‘age’ which are significant to insurance managers. Table 2 shows some
interesting patterns’. These results are impressive because these terms are related to policyholders’ behavior information.
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Table 2
Different interestingness measure of the different patterns.

Patterns Supp. Conf. Lift Lev. Conv.

1. Screening off work 7days minor → Screening off work 7days minor
recovered

0.001 0.98 68.41 0.001 50.76

2. Screening Musculo Skeletal Back, Screening Skin Lesion → Screening
Consult Test Prescription

0.002 0.98 17.30 0.002 77.79

3. Screening Neurological, Screening Musculo Skeletal Joint → Screening
Consult Test Prescription

0.001 0.98 17.27 0.009 66.94

4. Screening Respiratory Asthma, Screening Sensory Eyes → Screening
Consult Test Prescription

0.001 0.98 17.32 0.001 85.80

5. High BP Medication, Screening Sensory → Screening Cardio High BP 0.003 0.98 40.12 0.003 49.55
6. Screening consult test , High BP medication → Screening cardio high
BP

0.002 0.99 40.54 0.002 147.30

7. Screening consult test prescription, High BP medication → Screening
cardio high BP

0.002 0.99 40.54 0.002 145.34

8. Joints area arm, Mental health specialist referral, Screening consult
test prescription → Mental health medication

0.001 0.98 20.21 0.001 82.75

Figure 2: Identifying different rules with different support threshold.

4.3. Result and analysis
We propose a novel ARL based method to detect the AB of policyholders in the context of life insurance. As this

is a new method, we compare our findings with other established unsupervised learning methods which are used for
similar analysis such as LOF, CBLOF, IF, One-class SVM. By comparing and contrasting our results, we determine
whether it produces similar results. However, without label data we cannot evaluate the performance of the models
using simple measures such as accuracy, ROC, AUC, etc. Therefore, in this research, we have select unsupervised
learning measures, such as the silhouette (SI) score to evaluate the performance of the baseline models. To evaluate the
performance of our proposed method, we create synthetic AS results by randomly flipping the attribute (RFA) values.
We begin by partitioning the dataset into training and testing sets. We sample 10% of the data for the test set, and the
remaining 90% is chosen as the training set. The original dataset used to generate these results has 31, 800 records,
so after partitioning process the training set has 28, 620 records and the test set has 3, 180. We change a randomly
sampled 10% (i.e. 318) of the test set records to be AS. For each record that is modified, we choose a random set of up
to l attribute. The values for these attributes are reassigned by drawing from the corresponding attribute marginally.
The higher the value of l, the greater the degree of AS. However, these scores only evaluate the performance of the
models according to the inter- and intra-distance measures and they cannot evaluate the models according to business
requirements, thus it is the best option for evaluating the manual validation by insurance professionals. The results and
findings of these methods are obtained and compared in Table 3 and we provide further details as follows.

Section 4.3, provides our results. Thus, we should apply the rules to the whole data set to analyze the AS patterns.
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Table 3
The result of the experiment.

LOF CBLOF Isolation Forest One-class SVM ARLAS

SI 0.50 0.49 0.58 0.58 –
RFA – – – – 0.63
Number of generated patterns – – – – 4000
Number of clusters – 15 – – –
Total no. of policyholder 31,800 31,800 31,800 31,800 31,800
Number of adverse policyholders 296 301 307 308 319

(a) Number of adverse policyholders per state. (b) Number of policyholders per state.
Figure 3: Mapped location of adverse policyholders.

We do not use the synthetic AS data in the rest of the paper. Therefore, through our extensive analysis, we visualize the
distribution of AS policyholders. Using the list of AS policyholders derived from ARLAS, we look at the distribution
of locations of individual users. The list derived from our approach gives us proportions of 29.15% (90 users) of risky
users from Victoria, 26.96% (87 users) from New South Wales, 23.51% (77 users) from Queensland, 10.66% (33 users)
from Western Australia, 5.02% (19 users) from South Australia and the remaining 4.7% are spread evenly between the
Australian Capital Territory, the Northern Territory, and Tasmania. From this information, it is clear that these figures
are correlated with state and territory populations, except for Victoria, which produce a higher proportion of risky users
relative to its population of around 6.5 million compared to roughly 8 million in New South Wales. Looking further
within New South Wales, we divide the risky users based on more precise locations and discover that a large portion of
risky users come from the inner west and eastern suburbs, this being 23.3% and 19.8% respectively.

Similarly, Figure 4 highlights the different occupations of these AS users, and the number of people within each
occupation pertaining to the results derived from our proposed approach. We found that the highest percentage of
applicants worked in indoor sedentary occupations with 21.9% of AB users (70 individuals) making up this section. An
indoor sedentary occupation is defined as any job where the employee spends most of their time sitting down. This
covers most desk jobs, and jobs at call centers, professional drivers such as bus drivers, taxi drivers, truck drivers,
train conductors and pilots, software developers, accountants, and designers. An article released by (Hoffmann et al.,
2016) provided evidence that sitting down for extended periods of time has been linked to a variety of health risks
and diseases such as “obesity, diabetes, hypertension, and heart disease.” With all these health risks linked to indoor
sedentary occupations, life insurance companies consequently charge higher premiums for this type of occupation while
additionally charging more if applicants encounter such health risks.

Next, we categorized our AB users by age. Figure 5 visualizes the AB users within the age ranges to see which age
range contains the most problematic users. We discovered that a considerably large portion of applicants fall within the
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Figure 5: Gender distribution of adverse policyholder by age group.

31 − 40 range, with 130 people (40.75%) making up this category. Additionally, 63.23% of our AB users (202 people)
are aged between 31 and 50. Studies have shown that both males and females in this age bracket have increased chances
of diseases such as heart disease, obesity, cancer, and diabetes, which consequently increases insurance premiums if
diagnosed. Because of health issues and disease, these being the main contributors to increased premiums, those who
wish to avoid such an expense are more inclined to deny being at risk of these diseases and also have the incentive to lie
in an application regarding such health issues. This results in the aforementioned consequences that affect not only the
insurance company but also other applicants who are forced to pay more to account for the claims made by AB users.
Another interesting finding that we made after the visualization process was that 23 AB users (7.2%) were in the < 20
age category. Young people in this bracket rarely have health issues that warrant life insurance. However, if these are
special cases, it would make sense as to why our detection methods detected them as being adverse answers.

5. Discussion and implications
In this section, we provide a brief discussion and the implications of AS detection. To identify the AB of policyholders

accurately, we consider both the questionnaire-based behavioral and demographic data of Australian life insurance
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policyholders. Earlier studies on Australian life insurance mainly focused on statistical approaches. However, in this
work, we use the ARL-based approach to explore the AB in depth to have a better understanding of what the data
represents, the behaviour of the adverse policyholder, how the adverse policyholder differs from real users, etc. Through
our research work, we found that the life insurance industry is at risk in Australia. To manage insurance data, the
insurance authority needs to have a comprehensive understanding of normal and risky policyholder information and
then be able to identify AB behavior. Therefore, we describe a model to obtain the details of policyholders who help to
identify AB.

The analysis of the demographic information in Figure 3 suggests that IMs should pay more attention to NSW and
VIC where policyholders stand to receive considerable benefit. Brisbane is also a high-potential area, where high-risk
policyholders spend a long time. Therefore, IMs can investigate and develop business strategies among policyholders
when they buy their insurance policy and reduce insurance loss.

The behavior analysis of policyholders provides an example of how different professional information can be
extracted and analyzed for valuable insights. Prior studies often focused on the significant factors (Haddad and Anbaji,
2010; Lester et al., 2019). However, less significant factors should also be given attention because they can generate a
substantial profit for high price ranges. Therefore, the occupation distribution in Figure 4 helps IMs to realize the fact
that premiums may rise significantly based on the profession of a policyholder.

The analysis of the age distribution of males and females shown in Figure 5 is necessary for IMs in designing
appropriate policy packages for the future. It shows that the average age of the adverse policyholder derived from our
proposed method is 41 years old. The difference in the ages of males and females is higher in the age bracket (70 − 79)
but in the age bracket (40 − 50), both are almost equal. Female policyholders are more adverse than males; they have
less income but higher consumption expenditures than a male policyholder.

During our research, we encountered several limitations such as the availability of the required datasets, the
implementation of some other more accurate machine learning algorithms or models such as logistic regression, CNN,
ensemble deep learning, etc. There is no standard label data available, thus there is a strong need for a dataset for
supervised learning aided by expert knowledge. The results will be more accurate with a huge dataset where all the
policyholders information is confirmed. The behavior preference is more applicable and practical when the dataset
is huge, which could be one of the limitations of the research that we found during the analysis phase. On the other
hand, we only focused on the analysis of user behavior in Australia before COVID-19 since there was not much user
information due to lockdown in Australia and many other countries. Additionally, our proposed approach has some
limitations. First, Apriori-based frequent itemset mining generates large candidate sets and repeatedly scans the database,
which requires a lot of run time and memory. Second, in frequent itemset mining, the order of items in the itemsets is
unimportant. However, there are some situations in which the order of items inside the item is important. Third, if a
pattern is frequent, its sub-patterns are also frequent. However, there are some cases where patterns and sub-pattern are
not the same.

We make the following key observations

• The extensive study of 10 years of data of 31, 800 policyholders showed that, for the age range 31 − 50, the
number of adverse-selected female policyholders is considerably higher than male policyholders, thus IMs should
pay more attention to female policyholders in NSW and VIC.

• Our study suggests that, premiums may rise significantly based on the profession of the policyholders.
• We note that the average age of the adverse-selected policyholders is between 35 and 45 years old. The risk of

adverse claims for this population can be reduced by considering other factors.
• For a larger dataset, behavior preference could be used to improve the performance of AS.

6. Conclusion and future work
Understanding the behavior of policyholders is necessary to reduce AS, increase business profit, and improve

marketing planning. Therefore, we proposed the first unsupervised learning method for detecting AS behaviors in
life insurance. We conducted extensive experiments to study the proposed method’s performance and behavior on
one of the largest life insurance data set ever studied in the literature. A comparison and evaluation on real-world
insurance data showed that the proposed approach showed a considerable gains in performance by identifying 319
adverse cases compared to 296, 301, 307 and 308 using LOF, CBLOF, IF, and One-class SVM. This research also lays

Page 11 of 14



Adverse-selection Detection

out a fundamental framework and structure to support further research on such topics. Being able to recognise a future
trend in the insurance industry would help IMs in the decision-making process.

For future work, since there are different outlier detection methods (e.g., clustering), we aim to combine these with
our method to develop a hybrid approach, e.g., using ensemble learning to combine and learn the weights of different
AS detection methods. We will also investigate the effects on the insurance industry after the removal of the months of
lockdown and the change in behaviors and plans for the post-COVID-19 period.
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