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Abstract

Recent advancements in the field of Big Data are
facilitating various business intelligence activities for
businesses. However, we contend that online data
collection can generate tensions for consumers. The Big
Data collection can compromise consumers' sense of
autonomy, the lack of which can be harmful to consumer
privacy, data security, data confidentiality, and data
ownership. This study presents preliminary results on
the relationship between online data collection and
online consumer autonomy in Australia. This study
identifies open research questions for future research.

1. Introduction

The advancement of web 2.0 technologies has
intensely augmented the information flow, giving
upsurge to a considerable volume of data called 'Big
Data' [1]. The most common concern of the Big Data
collection is disclosing consumers' private information
to unrelated third parties or its irrelevant access [2]. The
personal data leaks in two situations. Firstly, when the
provider intentionally shares confidential information,
which can be protected entirely [3]. Secondly, when the
provider fails to safeguard the data. Privacy Iis
complicated and contains various aspects. The damage
caused by privacy invasions is immeasurable. One vital
aspect of privacy is autonomy: a space in which one can
make decisions on own.

A vast majority of online consumers' lack of
awareness that their online web activities are being
collected. For example, when doing online shopping or
surfing the web, consumers' data are collected at
different  levels: web  browsers, membership
companies, social networks sites, ad-serving agencies,
etc. Consumer analytics has been the interest of Big
Data from a marketing perspective [4]. However, the
impact of all these data and sources of information on
consumers' autonomy, such as privacy, needs to be
fully considered and assessed [5]. The consumer
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should retain control over their data. There is a need
to build consumer trust and confidence in the online
environment.

Current literature mainly focuses on the
business perspectives of Big Data [4,6]. However,
there is a need to expand our understanding of
consumers' autonomy at the core of the Big Data
collection. There are imminent opportunities
regarding consumer behavior that the Big Data
revolution will probably bring [7]. There is a need
for research on consumers' perceptions of control
and autonomy choice in the age of Big Data [8]. Big
Data provides a huge benefit for businesses, such as
consumer purchasing decisions and behavior.
However, consumer autonomy is vital to revealing
Big Data's full value potential.

Therefore, this project aims to discover
consumer autonomy and control regarding the
online data collection in Australia. According to the
Consumer Policy Research Centre [5], there is a gap
between consumer expectations and the Australian
digital economy's current Big Data collection
practice. Our research's rationale is two-fold: First,
it is essential to understand the Australian consumer
understands how their data is being used and shared.
Secondly, there is a need to rectify the Australian
consumers' lack of awareness about the data. The
literature offers an inadequate understanding of
how the consumer perceives Big Data.

This research will fill this gap by giving a
comprehensive understanding of the relationship
between online data collection and consumer
autonomy and control. We will then develop
managerial implications and areas for future
research.
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2. Big data overview

According to George [9], Big Data is "generated
from an increasing plurality of sources, including
Internet clicks, mobile transactions, user-generated
content, and social media as well as purposefully
generated content through sensor networks or
business transactions such as sales queries and
purchase transactions. Furthermore, genomics,
health care, engineering, operations management,
the industrial Internet, and finance all add to big
data pervasiveness, cited in [1] are not appropriately
catered. The ease and importance of personalization
have genuine privacy concerns [10]. The increasing
development in data collection, including online
browsing and buyer attitude and the social network,
the history of credit, and the importance of products
play a huge role in the online market.

Technology has currently played a role in
converting a usual consumer into someone who will
continuously generate structured and unstructured
type data and the traditional type data. The
dimensions mentioned are essential in defining Big
Data and are called three V's, i.e., volume, velocity,
and variety [11,4]. Volume refers to the enormity
feature, and velocity is the speed with which the Big
Data is made even bigger via digital processing.
Variety defines new formats and data diversity.
Data may be in words, images, videos, and non-
numeric forms and cannot be subjected to usual
statistical analysis.

Many dangers characterize the commercial uses
of Big Data. When a large amount of personal data
is gathered, it increases the risk of the extent of
losses linked to a security breach [12]. The
literature related to Big Data consists of many
things. Such as the revolutionary effects of Big Data
generating new strategies for problem-solving [13],
the impact of the digital technologies [14], the
philosophy of Big Data [15], the challenges of Big
Data [16], privacy concerns [17], and economic
trade-offs [18]. The latest advancements in Big
Data science have a positive effect on speeding up
the growth in the development of new ideas, giving
benefits for both the providers and the consumers
[2]. However, one disadvantage is that it might
affect the wellbeing of the consumer [2]. Data is a
product available in every global economy [19],
which persuades researchers to enhance the
understanding of factual information generated.
Recent advances emphasize on the business outlook
of the Big Data. The focus should also be on
consumer control and autonomy.

3. Research context

As stated by Akerkar [20] and discussed in
detail by Sivarajah et al. [16], the Big Data main
challenges are grouped into three core groups: data,
process, and management challenges. However, the
challenges are from the computing and technology
perspective. "Big Data has the potential to further
our understanding of each stage in the consumer
decision-making process" [7]. Therefore, to capture
the individual behavior in the Big Data life cycle so
that valuable information can be derived, human
analysis is also needed. Herein, we will investigate
the new data culture of consumer control and
autonomy that takes place in the Big Data collection
life cycle.

Focusing on the Australian context, the authors
formulate the following primary research question:
What is the association between online data
collection and online consumer autonomy and
control?

This study considers three critical aspects of
understanding consumer's autonomy to go through
Big Data. (1) Big Data collection sources, (2) Big
Data storage and access, (3) and Big Data
management control services. Figure 1 shows the
research study overview.
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Figure 1. Big Data collection cycle
3.1 Big Data Collection Sources

The consumer uses a variety of data sources such as
structured, unstructured, and transactional data.
Retailers in the Big Data era now can collect store all of
the consumers' record that was searched, purchased,
clicked on, or abandoned, etc. from the search engines,
social media, advertisement, and retailer websites, etc.

Consumers, which are the driving force for
information sharing, are the enablers of Big Data and are
respectively characterized by persona. The personas will
describe the real people with backgrounds, goals, and
values, giving a clear picture of the consumer's
expectations and how they are likely to interact with the

Page 245



online environment. In particular, we address the
following research question: Do different consumer
personas have awareness and understanding of a
different type of data collection?

3.2 Big Data Storage and Access

Companies collect and store consumer data for
analytics. Depending on the type of data, the data
captured is analyzed and presented the
results. Consumer awareness and control of the Big data
collection and access are associated with consumer
trust. For example, a company's privacy policy
disclosure may increase consumers' trust in their data
collection [22]. In particular, we address the following
research question: How acceptable do consumers find
the companies use their data?

3.3 Big Data Management Control Services

Management control services' concerns are related
to managing and accessing Big Data. The central
management control concerns are privacy, security, data
governance, confidentiality, and data ownership
[16,20]. In the Big Data realm, it is generally perceived
that these challenges are vital from the provider's
perspective. However, addressing the various control
issues from the consumer's perspective is fundamental
to current and future importance. For example,
consumer control of personal data influences their
privacy concerns [22, 23]. In particular, we address the
following research question: How can consumers
identify and trust the level of control over their data?

4. Research Method

The research uses a survey method to collect data
from participants in Australia. According to Statista
2019 [21], "E-commerce revenue in Australia is
expected to grow to 26.9 billion U.S. dollars in 2023".
Sydney has the largest economy in Australia. Data were
collected through a survey at the University of
Technology Sydney. University students are the
majority of online users, and Internet usage is
comparatively higher than another age groups.
Therefore, adopting students as the sample is considered
more applicable to online consumers [24]. We collected
data from both students and staff in the Faculty of
Engineering and I.T. To ensure participant culture, it is
vital to determine that each participant lived the most of
their lives in the country and spoke the native language
as their primary language [24].

Data collection lasted from March 2019 to May
2019. The survey questions consist of participants'

profiles, knowledge, and awareness of Big Data
collection in Australia, consumer attitude, acceptability,
and consent to their data collection. We designed the
survey instrument modified from the literature available
such as [1, 5].

5. Results

This study shows the preliminary results of a data set
consists of 110 responses. 55% of respondents were
males, and 45% were females. The majority (45%) were
18-25 years old, followed by 26-34 years old (34%).
Figure 2 shows that most female participants spend
more than five hours per day on the Internet, while male
participants spend 3-5 hours per day. Figure 3 shows
participants' Internet usage.

On average, how many hours per day do you
spend on the Internet?

More than 5 hours a day IERVA7 Y
3-5 hours 4404

1-2 hours RIS
Less than 1 hour a day 2%

0% 20% 40% 60% 80% 100%

H Male H®Female

Figure 2. Internet usage

5.1 Big data collection awareness and

understanding

Figure 3-4 shows that most participants are well
aware of Big Data collection and the Australian data
protection law. More than 80% of respondents are well
aware of the volume of data being collected online.

Do you have an idea of the amount of data
that is digitally collected about you?

%

Not sure r 9%

u 5%

Yes, [ am well aware of the volume of _8180/
data being collected about me g%

o B

0% 20% 40% 60% 80% 100%

H Female ™ Male

Figure 3. Consumer awareness of data
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Are you aware of the Australian laws related to
the data, such as Privacy act and Data protection
law 20187

No, and not intersted to... NS
No, but intersted to know ISV
Yes [IN83% I N79YGm

0% 20% 40% 60% 80%100%

H Male ®Female

Figure 4. Awareness of Australian data
protection laws

5.2 Consumer acceptability to data collection

Figure 5 shows consumers' acceptability of data
collection. Table 1 also shows the results regarding the
consumers (male and female) acceptability of their data
collection. Overall, the results show that participants
(both male and female) don't want their activities should
be monitored, and information should not be shared
without their knowledge.

Consumer acceptability to data collection
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Q
&How accepable do you believe thejé%mpany should monitor your
online activities?

® How acceptable do you find for companies to store and use your
data other than delivering the product or service you need?

How acceptable do you find for companies to share, use or sell your
data to third parties inside Australia?

® How acceptable do you find for companies to share, use or sell your
data to related companies or third parties outside Australia?

Figure 5. Consumer acceptability to data
collection

5.3 Consumer attitude to data collection

Figure 6 shows consumers' attitudes towards their
data collection. Table 2 shows the result regarding the
consumers (male and female) attitude towards their data
collection. Under the condition of this study, we
observed a strong positive association between
consumer attitude (both male and female) and online
data collection. Overall, the majority of participants
indicated that companies should give them a choice to
control their data. Also, participants indicated that they
trust the Australian law and local companies about their
data protection.

Consumer attitude to data collection
120
100

80
60
40
20
0 I-lll-lll-l_l

Strongly Agree Neutral Disagree Strongly
agree disagree

B Companies should give me the control to opt-in/opt-out of my
information they can collect about me.

| | trust the Australian company would not misuse my personal
data.

I trust the overseas company would not misuse my personal
data.

| | trust that the Australian law would prevent the company
from misusing my personal data.

| [t is enough for me to know that the Australia company has a
privacy policy disclosure, which means they will not misuse
my information.

Figure 6. Consumer attitude to data collection
5.4 Consumer consent to data collection

Figure 7 shows the majority of participants consent
to their data collection through online terms and
conditions. We observed that participants (both male
and female) will not usually consent when asked
directly (such as via email or phone) from providers.
Table 3 shows the results regarding the consumers (male
and female) consent to their data collection.
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Consumer consent to data collection

60
50
40
30
20
) I I I I I I
Always Usually Sometimes Rarely Never
m Concerning your data control, how often do you allow Apps/websites to collect your
information?
m Concerning your data control, how often do you accept website cookie consent when pop-up
using a website?
B Concerning your data control, how often do you read the company’s privacy policies statement?
® How often would you be able to give consent to the company when asked (via email, phone)
about your personal data collection and use?
Figure 7. Consumer consent to data collection
Table 1. Consumer acceptability to data collection
F =Female Completely | Somewhat Neutral Somewhat Not at all
M= Male acceptable acceptable unacceptable = acceptable
Questions F M F M F M F M F M
How acceptable do you believe 10% | 12 15% 5% 7% 5% 7% 8% 60% | 70%
the company should monitor your %

online activities?

How acceptable do you find for = 5% 2% | 5% 3% 8% 9% 2% 21% 55% | 65%
companies to store and use your

data other than delivering the

product or service you need?

How acceptable do you find for 1% 0% | 2% 0% 5% 0% 15% 7% 82% | 93%
companies to share, use, or sell

your data to third parties within

Australia?

How acceptable do you find for 0% 0% | 0% 0% 8% 5% 6% 9% 86% | 96%
companies to share, use, or sell

your data to related companies or

third parties outside Australia?
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Table 2: Consumer attitude to data collection

F =Female

M= Male

Questions

Companies should give me the
control to opt-infopt-out of my
information they can collect
about me.

I trust the Australian company
would not misuse my personal
data.

I trust the overseas company
would not misuse my personal
data.

I trust that the Australian law
would prevent the company
from misusing my personal data.

It is enough for me to know that
the Australia company has a
privacy policy disclosure, which
means they will not misuse my
information.

Strongly
agree

F M
90% | 95%
85% | 76%
35% | 38%
89% | 85%
46%  34%

Agree

F
5%

10
%

%

7%

14
%

M
3%

8%

5%

6%

7%

Neutral

F M
2% 2%
4% | 9%
9% | 15%
4% | 9%
11 15%

%

Table 3: Consumer consent to data collection
F =Female Always

M= Male
Questions F

Concerning  your  data 49%

control, how often do you
allow  Apps/websites to
collect your information?

Concerning  your data 35%

control, how often do you
accept  website  cookie
consent when pop-up using a
website?

Concerning  your data 2%

control, how often do you
read the company's privacy
policies statement?

How often would you be able = 16%

to give consent to the
company when asked (via
email, phone) about your
personal data collection and
use?

M
25%

32%

1%

22%

Usually

F M
25% | 49%
23% | 17%
3% 4%
19% @ 14%

Sometimes
F M
09% 11%
11%  21%
15%  13%
11% | 5%

Disagree
F M
0% 0%
1% 4%
45% 41
%
0% 0%
16% 19
%
Rarely
F M
12% 8%
25% | 27%
34% | 29%
20% | 31%

Strongly
disagree
F M
0% 0%
0% 2%
5%  11%
0% 0%
13 | 24%
%
Never
F M
5% 7%
6% 9%
46% | 53
%
34% | 28

%
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6. Discussions and Implications

Nowadays, Big data is in every business. Big data is
a core function of online companies and considered a
vital factor for competitive advantages. As presented in
Section 3, businesses use various data sources such as
structured, unstructured, and transactional data and also
store and control it. Companies need to access
consumers' data  continuously using  multiple
information resources to gain business value and satisfy
customers [26]. One of the dynamic capabilities for
value creation of any organization is information
resources, which is intended at attaining, analyzing, and
using Big data [27]. Big data resource exploration may
be aimed at redesigning the business network, which
involves new members in the business functions [27].
The study's findings show that businesses can also
leverage consumers' data effectively to gain business
value. The companies can derive value by creating
transparency about consumer data [22].

According to Olszak and Zurada [27], businesses
are well aware of the potential "value,” resulting from
Big data exploration and adoption. However, they are
not continually to quantify these values completely [27].
One way to quantify the business value might be in
giving consumers greater control over their data.

The findings show that most consumers find it
unacceptable that businesses should store and use their
data other than delivering products or services.
Companies should give consumers greater control of
data collection practices and reduce privacy concerns
[22]. By doing so will also help to build consumer
trust and confidence in the online environment.

Furthermore, according to Ghoshal et al. [29],
businesses also perceive 'value' as social and economic
values for adopting and using Big data. Social value
suggests improving social wellbeing, including people's
safety and security [30, 31]. This study's findings show
that most participants (34%) are willing to give consent
if asked about their personal data collection. This means
businesses and Governments can use the data collection
to enhance transparency. According to Kim et al. [32],
the Government uses big data to improve transparency
and support wellbeing and increase citizen engagement
in public affairs. Therefore, the social value includes
benefits for individual users, together with society
benefits [33].

Economic values refer to monetary benefits that
Big data help businesses to perform better financially
[34]. The economic benefits of Big Data are well
known.

Businesses use big data for competitive advantages
using increased insights of their consumers. However,
this study's findings also created questions related to an

individual's autonomy and control, including the right to
privacy regarding their data collection and use. Such as,
e How can consumers identify and trust the level of
control over their data?
e Whatisthe impact of consumer willingness to share
personal data?
e How can companies ensure consumer privacy and
security concerns?
e How can consumers get the power of data
ownership?
e Canbusinesses use consumer data without consent?
In  conclusion, this study increases the
understanding of Big Data from a consumer perspective.
The study identifies a gap in research of Big data
collection and consumer autonomy and control. Online
managers need to understand Big Data's full value
potential to gain consumer trust. The findings also show
how online businesses should accommodate a different
kind of persona when collecting consumer data. Also,
the results will help online businesses in the
development of better-targeted gender-dependent and
different age groups engagement strategies to increase
their participation level in online business.

By discovering how consumers in Australia
perceive Big Data, this study produces several
opportunities for managerial implications and
awareness of consumer autonomy and choice behavior.
The impact this research in practice includes
recommendations for policy development of Australian
consumer law. Practical implications will be drawn
regarding strategies and policy for the Australian online
business industry and to the Australian Government of
data availability and use.

6.1 Limitations and Future work

Further research is required to provide awareness,
understanding, and choice to consumers, to build greater
control over their collected data. This study presented
the initial descriptive findings. Given the limited or lack
of academic research exploring consumer awareness of
Big Data, in future work, a multi-method approach will
be used that includes both qualitative and quantitative
methods, including consumer focus groups, in-depth
interviews, and surveys.

In the first stage, a focus group with online
consumers will determine the interpretation of Big Data
from individual consumers' perspective over how their
data is used and shared. The first stage will also enable
critical themes to arise, which will then be considered to
develop a conceptual model in the second stage. In the
second stage, an online survey will collect a more
significant data set from the Australian consumers'
online community. Data will be analyzed, and statistical
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tests such as structural equation modeling will be
conducted to test the hypotheses. Finally,
recommendations will be made.
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