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Abstract—Being spectrum-efficient and robust to adversarial
interference caused by jammers are critical to tactical wire-
less systems. Leveraging multiple-input multiple-output (MIMO)
techniques, this paper investigates the realization of spectrum-
efficient multi-user MIMO communications in the presence of
high-power jammers. Unlike most existing work that only exploits
the MIMO degree of freedom to nullify the jamming signal,
we also aim to improve the spectral efficiency of the system
with the MIMO spatial multiplexing capability. To that end,
we first design a combiner at the receiver spanning the null
space of the jamming channels, which can completely remove
the jamming signals and optimize the communication reception.
We further propose two methods for the design of precoders at
the transmitter to mitigate multi-user interference. Simulation
results are presented to verify the effectiveness of the proposed
scheme in radio-frequency contested environments.

Index Terms—Anti-jamming, Tactical communication, MIMO,
Beamforming, SDMA

I. INTRODUCTION

Tactical wireless communication systems operate in com-
plex terrain and radio frequency (RF) contested environments.
Compared to single antenna systems, multiple-input-multiple-
output (MIMO) techniques can largely increase system capac-
ity and mitigate interference in the spatial domain, hence, they
have been proposed for tactical communications [1]-[4].

Numerous MIMO-based anti-jamming methods have been
investigated to suppress jamming in tactical RF environments
[5]-[9]. In [5], an adaptive transmit-receive beamforming
scheme was proposed for MIMO system, using subspace pro-
jection to determine the transmitter and receiver beamforming.
An anti-jamming method in [7] was developed based on
null-steering to cope with malicious jamming in Long Term
Evolution (LTE) military communications. In [8], a tactical
MIMO communication system was developed to mitigate
interference from multiple jammers. In most of these anti-
jamming works, however, multi-user MIMO (MU-MIMO) or
spatial division multiplexing access (SDMA), which provides
independent spatial streams between multiple users, are not
realized. That is, existing anti-jamming algorithms in MIMO
systems are not able to simultaneously mitigate the multi-user
interference and the interference caused by multiple jammers.
More recently, joint SDMA and jamming suppression was
investigated for a multi-user wireless network in the presence

of an adversarial jammer [10]. Interference alignment tech-
niques are adopted for jamming suppression and multipoint-
to-multipoint communications. However, the solution requires
complicated signal processing and iterative communication
between different users.

In this work, we investigate the realization of simultaneous
jamming suppression and MU-MIMO in a tactical commu-
nications system, with efficient MU-MIMO precoding and
combining techniques. Specifically, we propose a scheme with
novel algorithms that can support MU-MIMO while simultane-
ously suppressing jamming signals. Our scheme only requires
one feedback of equivalent channels, and hence largely reduces
the network overhead. We assume the presence of high power
jammers, so suppressing jamming signals is regarded as a
priority. In principle, our scheme supports the suppression
of multiple jammers, where each jammer can have multiple
antennas. We first design a beamforming matrix for each user
that falls in the null space of jamming channels. Consequently,
jamming can be completely suppressed/nullified when the
channel estimation is ideal. We further develop the joint
transmitter precoder and receiver combiner, only requiring
the feedback of the equivalent channel after the combiner is
firstly designed. Our scheme is shown to be very efficient
in suppressing jamming signals, while supporting MU-MIMO
communications with low complexity and feedback overhead.

The remainder of this paper is organized as follows. Section
IT describes the system model and problem formulation. In
Section III, the proposed anti-jamming algorithm is presented.
Section IV shows numerical simulation results, and conclu-
sions are provided in Section V.

Notations: We use ()T, ()%, (.)¥, and (.)~! for transpose,
conjugate, conjugate (Hermitian) transpose, and inverse oper-
ation, respectively.

II. PROBLEM FORMULATION

For the convenience of presentation, we present our scheme
by referring to an access network with multiple users and a
base station (BS), and we focus on the downlink, i.e., the BS
sends multiple spatial streams to multiple users. The scheme
can also be applied to other networks such as military ad-
hoc networks where one node uses SDMA to communicate to
multiple other users in the presence of high-power jammers.
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Fig. 1. Block diagram of MU-MIMO with two jammers

Consider such an MU-MIMO downlink system in a con-
tested environment, with N7 transmit antennas at the BS
and N receive antennas at the kth user equipment (UE), as
illustrated in Fig. 1. The BS communicates to K UEs using
MU-MIMO. Note that in a typical tactical network, the BS,
which can often be converted from a normal node, does not
necessarily have many more antennas than UEs. There are
J jammers that intend to jam communications between BS
and UEs. Each jammer equips N; antennas and continuously
transmit high-power random signals for jamming purpose.
The number of independent data streams for UE k is Sy,
where S, < Ni, and S = Zszl Si is the total number
of independent streams. Note that at the minimum, we only
require Ny > S for MU-MIMO, and Nj > J for effective
jamming suppression and signal reception. More antennas at
BS and UE can certainly lead to better performance. We do
not require channel reciprocity here, and our scheme can be
applied to both time division duplex (TDD) and frequency
division duplex systems. The channel in each communication
link is modelled as a slow (quasi-static) Rician fading channel.

Let P be the precoding matrix applied at the BS for UE
k, with size of Np x Si. The received signals at the kth UE
is given by

K J
v = HyPirxp +HkZPiXi +sz,jfj +n, (D
itk j=1
where H;, € CV#XNT denotes the channel matrix between
the BS and UE k; Z;; € CNeXNs i the channel matrix
between jammer j and UE k; x and f stand for the signals
transmitted from the BS and jammers, respectively; and n is
the background noise which is modelled as an additive white
Gaussian noise (AWGN) with independent and identically
distributed (i.i.d.) entries of zero mean and variance o2. We
assume that Hy and Zy = [Zy1,- - , Zy ;] are known to UE
k. Due to its non-cooperative nature, the jamming channels
can generally be estimated by using blind channel estimation
schemes or using signal projection techniques [11]. If line-of-
sight (LOS) path is dominating then this can be performed
through jamming localization techniques [12].

For a transmitter-receiver pair, Hy, is given by

L
Hy = Y veean(Ban)an(6a))" @
=1

where wvp; is UE k’s amplitude of complex value ac-
counting for both signal attenuation and initial phase dif-
ference; ay(f,,;) and ay(fq;) are the steering vectors of
the transmitter and receiving arrays, respectively, and L is
the number of total propagation paths. We consider a uni-
form circular array (UCA) in this paper, and az(0,;) =
[ejﬂ'COS(ea,’l)7“.76j7l'COS(Q,,,J,727T(N)€71)/Nk):|T’ with 0(17! denot-
ing the angle-of-arrival (AoA) from the I-th path; a;(04,;) =
[ejﬂcos(9d11)7_”’ej‘n'cos(9d,1—27r(NT—1)/NT)]T’ with ed,l denot-
ing the angle-of-departure (AoD) from the [-th path.

Similarly, for the jammer channel Zj, ;, it can be expressed
as

L
Zij =) vjiaj(da1)a;(dar), 3)
1=1
where v;; stands for jammer j’s amplitude of complex value
accounting for both signal attenuation and initial phase differ-
ence; aj(an l) _ [ejﬂ'COS(tﬁa,l)’ .“’ejﬂ'COS((]ﬁa’L—QTA’(Nk—l)/Nk)]T’
with ¢,; denoting AoA value from the [-th path; and
aj(¢d l) — [ejﬂ'cos(d)d,L)’ . ej‘ITCOS(¢d,l—ZW(NJ—l)/N])]T’ with
¢aq, denoting AoD from the [-th path.

III. PROPOSED SCHEME FOR JAMMING SUPPRESSION AND
SDMA

In this section, we first provide an overview for the proposed
scheme, then describe detailed designs for each component.

A. Overview of Proposed Scheme

Our proposed scheme consists of three steps: jamming
suppression at UE receivers, combiner design at UE receivers,
and precoder design at BS. The first step is done independently
by each UE, and the last two steps can be designed jointly
between BS and UEs. Specifically, the overall processing for
UE k can be mathematically represented by the following
equation

qr = WZ%X
K J
Wgc HyPpx; + Hy Z P,x; + Z Zyfi+n],
itk j=1

Tk

4)

where W, € CMeXSk is used to nullify the jamming
signals and construct an optimized equivalent channel for
communication, and Wy, € C*5* is used to equalize the
equivalent channels W1 H, Py.

Since jamming signals have high power, jamming can
be more detrimental to the receiver compared to multi-user
signals. Hence the key idea in the first step is to nullify
the jamming signals by exploiting the N} degrees-of-freedom
offered by multiple antennas. Specifically, we project the



received signal (with jamming) onto a space that is orthogonal
to the jamming signal, so that the jamming signals can be
completely removed while the useful signals are retained after
the first-step processing. To achieve this goal, we compute the
null space of Z; and let WX be a matrix supported by the
null space. The null space can be obtained by computing the
singular value decomposition (SVD) of the jamming channel
matrix Zy. Let the left singular vector matrix of Z; be U,.
The null space Qj, € CNVk*(Ne=JNy) is then obtained from the
(N, —JNy) columns of U, corresponding to the (N, —JN)
least singular values (having zero values in the ideal case) .
We can then obtain W, from Qj and Hy, as will be detailed
in Section III-B. The determination of Wy, will be described
in Section III-C.

Since W, is from the null space of Zk, we have Wakzk =
0. Consequently, the jamming signals, W}, Z] 1 Zy %5, are
filtered out. The processed signal becomes

r. = WH H, Z Pix; + Wiln. (5)

i=1

From (5), the combined signal for all users can be expressed

as
r = [rla"'arK]T
WiH, Wi
= Px+ n
Wik Hk Wik
= HPx+ W/in, (6)
where H = [HY,...,HZ]T is an equivalent channel matrix,

with H, = WA H,,, and WH = [WH _ WH 1H We now
have a conventional SDMA system with S, digital outputs at
UE k. Detailed design of P, as well as Wy, is provided in
Section III-C.

Depending on how W, is designed, UE k may feed back
either the equivalent channel Hj, or QkH H,, to the BS.

B. Design of W 4,

There are great flexibilities in designing W, from Q. In
this work, we propose two methods. The first one is based
on the eigen-beamforming concept. It only requires UE % to
know its own channel, and then feedback Hj, to the BS. The
second one is based on the optimization of a sum-rate objective
function. It requires the feedback of Qf Hj, from UE k to the
BS, and the BS needs to notify UE k the designed W .
The second method enables centralized optimization, and can
potentially achieve better performance. However, the feedback
overhead is larger. In either case, we can represent Wi as

Wk = QiBx, @)

where By is a (N — JN;) x S), matrix.

There is an alternative option of using a Byx with more
columns. This results in a system with more flexibility in
designing the precoder P, as well as Wy;. However, this
will increase the required feedback information for the eigen-
beamforming design. It does not necessarily lead to improved
performance either, as we will show in the simulation results

in Section IV. Our scheme below is presented by referring to
the use of minimum number of rows S, for By here, but it
can be extended straightforwardly to other values by replacing
Si with a larger value in the following algorithms.

1) Eigen-beamforming Determined at UE: In this method,
multi-user interference is not considered when deciding By
at UE k. In this case, B can be determined by selecting S,
eigenvectors corresponding to S;, maximal eigenvalues in the
SVD of (QPH,HZ Q). We denote this method as “Eigen-
BF”. Designing the Eigen-BF at UE side then feedback to BS
is quite different to most of the work in the literature, which
generally designs the precoder first directly using the channels.
Our method here can lead to less feedback requirement when
channel reciprocity is not available, and it also achieves better
performance using the precoder designed in this paper.

2) Sum-rate Maximization at BS: In this section, we discuss
how to obtain an optimal W, from Qj to maximize the
upper bound of the MU-MIMO sum-rate by referring to the
successive interference cancellation (SIC) method in Section
IV-B in [13].

Specifically with W, = QiBy, the upper bound of the
MU-MIMO sum-rate for our system with equivalent channel
matrix H can be expressed as

K
P
R = log, |1+ N—; Z«QkBk)HHk)H((QkBk)Hk)\
=1
K
= log, |1+ 15 (BY QFHLG ! HY QuBy) |
k=1
(®)
where
P k
T
ooz 2 (BIQIH) T (BIQIH)),
=1
Go =1, )

and Pr is the total transmission power.

By applying the SIC principle in [13], we can obtain
the optimal matrix Bj which contains Sy eigenvectors
corresponding to S; maximal eigenvalues in the SVD of
(QIH,G, ' HI Q). We denote this method as “SIC, Anti-
jamming”. Since this process requires the knowledge of all
UEs’ equivalent channels, it is most efficiently implemented
in BS.

C. Design Precoding Matrix P € CN7 x5

With W, determined, (6) becomes a conventional SDMA
system. Here, we design three types of precoders, i.e., zero-
forcing (ZF), and improved block diagonalization (IBD), as
well as the associated Wk combiner at UE K. The total
transmission power is constrained, so Trace(PHP) < Pr.

1) ZF Precoder: For the ZF precoder design, we can easily

obtain it by channel inversion, which is
PZF = H A, (10)

where A is a diagonal matrix accounting for power normal-
ization and power loading (if desired). Power loading means



allocating transmission power to symbols for different users
according to their channel conditions using, e.g., water filling
algorithms. Such designs can be referred to [14], and are
not further investigated in this paper. We only apply A to
normalize the power of each column in P?F to be Pr/S.

2) Improved  Block Diagonalization: For the
IBD precoder design, let us first define H, =
HY, . HI_ H] ,,. HET € C5-5)xNr The SVD
operation is applied to Hj to obtain its null space matrix
Qpy € CNTX(N1=5+8k) which contains the (N7 — S + Sy)
right singular vectors corresponding to the (Np — S + Si)
least (zero) singular values.

For UE k, the precoding matrix Py, € CNT*Sk gpans the
null space and can be represented as

Py = QpkApiAy, (1D

where Apy € CINT=S+81)xSk ig 3 linear mapping matrix to
be determined, and Ay is a diagonal power normalization or
loading matrix.

In order to determine A py, we define an equivalerlt channel
H, = Wkakak. Further compute the SVD of Hy, as

H; = UpEpi Ve, (12)

We can then design Apy as the eigen-beamforming of ﬁk, by
choosing it as the partial submatrix of V py, i.e., Apy contains
Si columns of V pj corresponding to the S, largest singular
values.

Although it requires another SVD for each UE, the size of
the matrix for SVD computation is Sy x (N7 — S+ Si) and
hence the computational complexity is generally low.

Once Py’s are obtained for all UEs, the precoding matrix
P is then determined. Such an IBD design ensures ISI-free
transmission between any two spatial streams. Compared to
ZF precoder, it provides more robustness against channel
singularity and hence potentially better performance. However,
its complexity is much higher.

3) Design of Wpx: When the precoder P is determined,
the combiner Wy for UE k can be designed based on the
combined channel given by

H, = W H, Py. (13)

The simplest ZF equalizer is given by Wy = Hy. Note
that in all the design, the equivalent channel matrix H,
will be diagonal when there is no channel estimation error.
More advanced equalizers include minimum mean square error
(MMSE), maximal likelihood or sphere decoding, which are
well-known techniques, so the details are omitted here.

D. Complexity Analysis

The overall scheme involves several SVD operations, which
may make the algorithms seemingly computationally intensive.
Actually, only two SVDs at the UE side are necessary for
typical scenarios when we use the eigen-beamforming for de-
ciding By at UE and use ZF for precoder at BS. According to
simulation results presented in Section IV, there is only minor
performance degradation compared to other more advanced
designs proposed in this paper.

In this case, computing Qx to determine the null space
of jamming channels and computing eigen-beamforming both
need an SVD operation at each UE. When the number of
total jamming antennas is small, Zy has a limited number of
columns and the complexity of SVD operation for obtaining
Qx is not very high. The number of independent streams for
each UE in an MU-MIMO system is generally small. Hence
the required SVD operation for getting By can be efficiently
computed using, e.g., the power method.

IV. SIMULATION RESULTS

This section presents the simulation results using MATLAB
to validate our proposed scheme. The adopted performance
metrics include the bit error rate (BER) and the sum-rate.
The simulation configurations are as follows, unless otherwise
stated.

A tactical MU-MIMO system is simulated. Note that BS
and UE here can directly be replaced by nodes in a stationary
ad-hoc network. Both BS and each UE are equipped with
8 antennas (e.g., N = Np = N = 8), and BS sends 1
spatial stream to each of 4 users. We consider a jamming
scenario with J = 2 single-antenna jammers distributed at
different locations. The ratio of jamming power to signal of
interest power is 1, which cause received SINR lower than 0
dB. We apply 16 Quadrature Amplitude Modulation (QAM)
with no forward error correction (FEC) coding. We simulate
a narrowband system with single carrier modulation.

The total number of multipath between BS and each UE
is 5. The AoAs of multipath for the user and jammer are
uniformly distributed in the range of [0, — oy, 00k + Qa
and [¢q,; — Otq, @a,j + @], Where 0, 1, = 120 and ¢, ; = 150
degrees are the AoAs of the LOS path for user £ and jammer j,
respectively, and the angle spread o, is 80 degrees. The AoDs
of multipath for the user and jammer are uniformly distributed
in the range of [0 1 — g, 04, +a] and [¢q j — g, da,j+aal,
where 04, = ¢q,; = 80 degrees are AoDs of the LOS path for
user k£ and jammer j, respectively, and the angle spread ag is
360 degrees. The power ratio between the LOS and non-LOS
(NLOS) path, which is known as the Rician factor, is set to 5
and 10 for UEs and jammers, respectively.

We use captions “Rx Eigen-BF” and “Rx SIC, anti-
jamming” for the cases when the two combiners presented in
Section III-B are used, respectively. Since we have not been
able to find existing work on the same topic with our paper, we
provide comparison with a benchmark algorithm based on the
sum-rate maximization without considering the existence of
jamming signals. In other words, when deriving the combiner
W,k using (8), we remove the matrix Qy from the equation.
We then test the obtained Wy, together with the precoders
proposed in this paper, for cases when the jamming signal
is present or absent. We denote the two cases as “SIC, No
Anti-Jam” and “SIC, No Jam”, respectively.

In Fig. 2, we show the BER performance of our proposed
schemes. The figure shows that in the presence of jamming
signals, conventional receiver such as “SIC, No Anti-Jam” fails
to work. Our proposed anti-jamming algorithms can effectively
suppress jamming while supporting MU-MIMO. IBD shows
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Fig. 2. BER versus SNR for different combiners and precoders, where BS
sends one stream to each of four UEs.
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Fig. 3. Sum-rate versus SNR for different combiners and precoders, where
BS sends one stream to each of four UEs.

slightly better performance than ZF precoder. The performance
loss due to combating jamming is also significant, and is
approximately 5 dB at BER=10"3, referring to the “SIC, No
Jam” curve.

Fig. 3 demonstrates the sum-rates of various algorithms. The
sum-rate is computed based on (8). It takes into consideration
the jamming signal power but does not include the precoder
P. The sum-rates represent the upper bound capacity that the
MU-MIMO system can achieve. Except for “SIC, No Jam”
which does not consider jamming signals, the other three have
jamming in place. There is a loss of approximately 2 bits/Hz/s
due to jamming suppression. The improvement of the proposed
schemes with respect to the case no jamming suppression is
significant. The sum-rate results are consistent with the BER
results in Fig. 2.

In Fig. 4, we demonstrate how the BER performance varies
with the number of UEs when BS sends one stream to each
UE. As can be seen, more UEs lead to higher BER for all
algorithms. This is because channels become more correlated
when more UEs need to be supported using SDMA in the
limited spatial domain in the simulation.

In Fig. 5, we present both BER and sum-rates for two cases
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Fig. 5. BER (left) and sum-rates (right) for two different antenna configura-
tions: Setup 1 (solid curves): BS sends 1 stream to each of 8 UEs, and each
UE has 4 antennas; and Setup 2 (dashed curves): BS sends 2 streams to each
of 4 UEs, and each UE has 8 antennas. BS has 16 antennas, ZF precoder is
used, and Rician factor is 1.

when the total number of UE antennas is fixed, but spatial
streams and number of antennas per UE are changed. The
figure indicates that the sum-rates for the two cases are similar
for the proposed scheme when only the combiner W i at UEs
are taken into consideration in the equivalent channels. With
the specifically used ZF precoder, the case with fewer streams
per UE has lower BER due to lower channel correlation and
therefore lower noise enhancement effect. For both cases, the
proposed scheme works well, but with degraded performance
compared to the cases with Ny = 8 and S = 4. This is
because an increased number of streams leads to increased
channel correlation.

In Fig. 6, we show how BER is affected when we use a
By with different number of columns. The figure shows that
with the number of columns increasing, the BER increases.
Although a strict proof is not available at this stage, intuitively
this can be explained as follows. With Qy decided, the equiv-
alent channel QEHk is given. Hence without considering
precoder, the optimal combiner for achieving Sj streams
is given by the eigenbeam matrix corresponding to the S



BER performance

— G- = 8IC, No Jam
— -7 — Rx Eigen-BF
— —— Rx, SIC, Anti-Jam

BER

5 6 7 8 9 10 1 12 13 14
SNR (dB)

Fig. 6. Variation of BER with the number of columns in Bg: 1 (dashed
curves), 2 (dashed-dotted curves) and 3 (solid curves), where the Rician factor
is 3, the number of antennas at BS and each UE is 16, and IBD precoder is
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Fig. 7. Variation of BER with the estimation error of jamming channels. The
variance of approximation error O‘Z is 0.1 (dashed curves), 0.01 (dashed-dotted
curves) and 0.0001 (solid curves). ZF precoder is used.

maximal eigenvalues of QEHkHEQk. At the same time,
more columns of Qy leads to potentially larger multi-user
interference and smaller null space of H; and hence fewer
columns in Qpy. This causes overall performance degradation.

Finally, we assess the performance of the proposed scheme
in the presence of channel estimation errors for the jamming
channel. Such errors could always be present in practical
systems due to the non-cooperative nature of jamming sources.
The errors are approximately AWGN with zero mean and
variance o7, in relation to the jamming channels when its
mean power is 1. Fig. 7 demonstrates how BER varies with the
channel estimation error represented via 0,21. The figure shows
that the proposed scheme still performs well when o7 = 0.01,
though performance degradation is significant when o7 = 0.1.

V. CONCLUSION

We proposed a scheme for supporting MU-MIMO down-
link communications in the presence of high-power jam-
mers. Setting jamming suppression as the highest priority, we
first constructed a combiner at UE receiver to fully remove
jamming signals, assuming that the jamming channels are

perfectly known. Such a combiner spans over the null space
of the jamming channels. We then proposed two methods for
determining a linear mapping matrix based on the null space.
Based on the equivalent channel each UE feeds back, we
further proposed two algorithms, zero forcing and improved
block diagonalization, to design the BS precoder. Extensive
simulation results are presented and demonstrate that the
proposed scheme is able to effectively suppress jamming
signals while supporting MU-MIMO communications.
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