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Abstract— The increasing frequency of natural disasters and
man-made attacks have increased power outages worldwide.
Thus, a resilient infrastructure must be constructed to reduce
power system damages which directly impacts on the social and
economic lives of people. In this paper, a new framework called
withstand, respond, adapt, and prevent (WRAP) is presented to
evaluate and improve the resilience of distribution networks
following a review on existing studies. This resilience
enhancement may happen through microgrid and multi-
microgrid development in planning or operation stages. Each
element of the WRAP framework is responsible for the
improvement of the power system resilience in terms of its own
attributes and resilience evaluation index. Furthermore, the
WRAP framework is defined on the basis of a flowchart with
respect to conditional statements. The WRAP framework can be
a helpful solution in measuring the resiliency of the power
system in terms of robustness, rapidity, adaptability, and
predictability. Finally, a case study considering energy-not-
supplied as a resilience evaluation index is presented.

Keywords—Active distribution system (ADS), power system
resilience, withstand, recover, adapt and prevent (WRAP)

l. INTRODUCTION

The electric power system is considered as the backbone of
modern society. Thus, its operation should be safe, reliable,
and efficient to maintain stability in terms of social and
economic aspects[1, 2]. Although component failures occur
due to atmospheric conditions or its haphazard nature, power
systems are planned and designed on the basis of N-1 security
criteria to address power system vulnerability [3, 4]. However,
the frequency of natural disasters and man-made attacks has
been increasing over the decades, thereby increasing power
outages; this phenomenon indicates that the design is poorly
equipped for extreme eventualities of a bulk power system and
level of severity [5, 6]. Therefore, preparing for unexpected
events should be prioritized. Resilient power systems can
continuously supply electricity even after the occurrence of
natural disasters [7]. Understanding resilient power systems,
specifically in terms of their risk, safety, and reliability is a
major task [8-10]. In previous decades, several smart
technologies have been used to enhance grid reliability and
resilience, for example, smart grid, microgrid, and multi-
microgrid. Resilient power systems are mainly focused on
providing a reliable power supply to consumers during and
after disrupted events [11]. Moreover, the increasing
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frequency of disruptive extreme can result in the loss of non-
robust electricity infrastructures and components that are
directly related to critical losses in economy, information
technology-related services, water supply, medical services,
and security. Obviously, these services cannot be executed
without electricity. Hence, several aspects must be considered
in the design of electrical infrastructures, and the existing
system must be renovated and transformed into a robust one
to withstand a large range of possible events . Fig. 1 presents
the number of people affected by power outages from 1999 to
2019 across different countries. Fig. 2 shows the various
events from 1999-2019 that have caused these power outages.
As can be seen, the major percentage of power outages is
caused by equipment failures and natural disasters [12].

On the other hand, the world has observed the stunning
transformations of electrical infrastructures in terms of
reliability, sustainability, and resiliency over the past few
decades. This perception led to the “light on” facility system
design that already possesses reliable and sustainable grids
and is now aiming at reaching a resilient one [13]. While a
reliable grid pertains to the light on phenomenon during
normal operating conditions, sustainable grid refers to
meeting the necessities of current scenarios without conceding
the capability of future energy market to meet the specific
requirements. Beside, resilient grid refers to the notion of
keeping the light on during and after highly disruptive natural
events. Noteworthy, such changes should happen in both
aspects of planning and operation of the grid to reach a
network which has the ability to maintain the continuity of
supply after severe events.

Based on the above discussions, the power system
resiliency is concerned with four main factors: withstand,
respond, adapt, and prevent (WRAP) [14]. These factors are
needed to be considered while designing resilient electrical
infrastructures to effectively respond to natural disasters and
other malicious attack scenarios. As far as the resilience time-
frame is concerned, passively withstanding the disaster (i.e.,
before, during, and after) signifies the providence of
uninterrupted power supply to emergency loads (i.e., the first
responders like hospitals) regardless of outages in other
regions.

In order to brighten the concepts associated with the
operation of resilient power systems, this paper proposes a
new framework that considers and discusses each individual
component of WRAP, as well as its respective attributes.
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Moreover, a novel technique for the enhancement of power
system resilience that can reduce the restoration period is also
discussed. Furthermore, the factors associated with the WRAP

model, as well as the model’s resilience evaluation index, are
defined.

1.  WRAP MODEL

In the restructured power systems, power producers are
migrating from bulk units to small-scale ones (e.g., microgrid
and multi-microgrid). This type of structure helps to provide
excellent energy management capabilities, improves the
reliability of response to the disruptive events, and enhances
resilience characteristics. As an illustration, microgrids are
used to enhance the automated control of distribution systems
under blackouts [15] and to meet the demands of external
loads through the least switch operations. The self-healing
strategy of networked microgrids with an economic dispatch
plan was presented in [16], in which the surplus energies in
each unit were accumulated to satisfy the power demands.
Aside from energy restoration, microgrids can also contribute
to international frequency regulation through supplementary
control loops [17, 18]. Refs. [19-21] presented an in-depth
analysis and discussion of the communication between
coupled microgrids and distribution system operators.

Increasing attention has been focused on the extension of
a single microgrid to interconnected microgrids to avert
standalone failure and reduce communication overhead [22,
23]. In addition, a resilient power system is a current research
trend. The WRAP elements need to be considered to enhance
the severity of resilience, and a robust electrical infrastructure
must be constructed to solve the issue in resilient
characteristics. WRAP can lessen the vulnerability of power
systems while maintaining its stability.

The concept of WRAP outline is depicted in Fig. 3 and
each element of WRAP including withstand, recover, adapt

and respond is shown in Fig. 4, Fig. 5, Fig. 6 and Fig. 7
respectively.

A. Withstand

Withstand is concerned with the preparedness, reinforcement,
and robustness of the system against extreme events which are
not considered in the traditional system design. Different
risks, events, and hazards are estimated in terms of reliability.
In addition, training and mandated maintenance programs
must be conducted to improve the survivability and
sustainability of the power system. Survivability indicates that
power systems should withstand disruptive natural events
with minimal damages, whereas sustainability refers to the
continuity of energy supply to the end-users during and after
the occurrence of extreme events [24, 25]. Moreover, skilled
engineers should offer a series of intelligence exchange
program regarding technological advancement and new
protective measure schemes to improve resiliency. Some
research studies have consistently shown that these factors
emphasize the improvement of power system resiliency.

To measure the attributes of the withstand element, the
system’s redundancy, prevention, and key maintenance
operation should be assessed. Moreover, to measure the
significance of this element, “energy not supplied” [26] can be
taken as a resilience evaluation index, which indicates the
volume of energy to customers that are lost as a result of faults
or failures on the network. The power system should be
designed to cope with disruptive natural events and/or
manmade attacks, which consequently minimizes the
resilience evaluation index (e.g., energy not supplied) and
enhances reliability and resiliency.

B. Recover

Power system recovery has been attracting increasing
attention because of the significant dependence of all social
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and communicating networks on electricity; so that a delay in
electric power system recovery may lead to immense
economic losses. Therefore, the recovery stage is concerned
with the rapid restoration of a system [27]. Various
mechanisms, such as reserve scheduling, black start, crew
member deployment, on-site generation units, and island
operations, are used to recover the power system [28, 29].
During black start, the grid can restore the operation without
relying on superficial networks to recover from total or partial
load curtailment. More crew member deployment is a good
solution to decrease the restoration time and is also important
for vulnerable components [30, 31]. In the past decades, the
number of on-site generation facilities has significantly
increased to restore the distribution network and to provide
load supply during emergencies. In this phase, two attributes
are considered: rapidity and vulnerability. Rapidity refers to
the speed of recovery, while vulnerability signifies the weak
units of the system. Moreover, the resilience evaluation
indices of this phase are time and cost of recovery; the
effectiveness of the system is verified when the system is
restored within a short time with low cost [27, 32-35].

C. Adapt

To adapt the distribution system to recognize the stabilized
performance during, and after an event, one of the most
significant schemes i.e. reconfiguration planning must be
taken into account. Besides, numerous factors, including
restructure, policy change, smooth functionality units,
emerging hazard assessments, and periodic reviews should be
considered in customizing the power system network [36-41].
These factors can reconcile the system against unfavorable
events [42]. Nowadays, the power system reconfiguration is
of importance due to the increasing number of disasters and
man-made attacks. Small-scale power systems are now
preferred over large-scale ones because microgrids, which is
an example of the former, can reduce the total outage of the
mainstream grid by means of self-healing mode. In addition,
the enhancement of resilience indices has become a key
economic factor that can reduce power system damage and
recovery cost and provide reliable power supply to the end-
users, which is crucial for distribution planning [43]. Several
components, including energy storage units, on-site
distributed generation units, smart transformers, and fault
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protection devices can be installed to reconfigure distribution
systems. Furthermore, the integration of renewable energy
sources and multiple microgrid formation are also parts of the
reconfiguration phase.

Interdependency and resourcefulness are taken as the
attributes of the adapt phase. However, the most distinct
element of this phase is the controller (centralized/
decentralized) involving a minimization technique that can
smoothly tune and mitigate the transients of the power system
[44]. In addition, the frequency and voltage deviations can
also play a crucial role during the events, and they have to be
stabilized through controlling the renewable sources and
flexible alternating current devices [45, 46]. More
importantly, this phase signifies the stability of the system
during the events, and eventually enhance the resilience.

D. Prevent

To prevent power system disruption, several measures, such
as reliable forecasting, review of previous power outages,
interventions, utilization of good quality components, and
preparations for future attack scenarios, are considered [47,
48]. In addition, many different factors, such as identification
of vulnerable units, an arrangement of protective units,
decision-making tools, and risk reduction methods should be
considered to precisely predict approaching events and
prevent power system damages caused by disasters [49, 50].
A detailed disaster study has greatly influenced the assessment
of attributes [51]. Considering the previous data, the
upcoming catastrophe can be predicted, and the system should
be prepared according to these scenarios. Thus, crew member
deployment, on-site generation facilities, disconnection of less
vulnerable components, and easy access to emergency loads
must be planned properly. Several studies that investigate the
pre-event strategies against disaster in the power system
context have been carried out [52-55]. In this phase, the
probability of failure can be considered as a resilience
evaluation index to measure the consequences of extreme
events in power systems [56]. This function signifies system
damage or the major fault, which can be classified as
permanent or temporary fault, depending on the weather
intensity. The graph of the relationship between the
probability of failure and weather intensity is known as the
fragility curve.
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On the basis of the aforementioned discussions, the response
of the power systems to inevitable attacks in terms of
resilience is a great concern. Therefore, power systems should
be prepared for all kinds of unfavorable events through
anticipation and decision models [57-59].

11l. WRAP FRAMEWORK

In this framework, the four elements are used to measure the
robustness, rapidity, and probability of response against
disruptive events. Moreover, the pre-, during, and post-event
planning and operational activities of power systems in the
WRAP framework have been speculated, is shown in Fig. 8.

The parameters in the initial attempt include the number
of buses, loads, generations and zones. The minimization
technique can be used to minimize the energy that is not
supplied as a resilience evaluation index. This approach
signifies the robustness of the system after the events. If its
performance is poor, then the reconfiguration of network is
needed to improve the resilience characteristics. Furthermore,
the time and cost of recovery can be measured to show the
optimal operation of the power system. Meanwhile, a multi-
objective optimization method, which can automatically tune
the gains of the controller and DG allocation parameters, can
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be adapted to improve the optimal operation and to stabilize
the system throughout the events.

Thereafter, a prediction model can be used to predict
upcoming events to prepare for and respond to catastrophes.
Notwithstanding, this framework aims to provide a
conceptual framework to measure the resiliency of the power
system. In addition, the use of the WRAP procedure in power
systems minimizes the damages and restoration cost and
improves its withstanding capabilities.

IV. CASE STUDY

To support the concept of WRAP, one of the resilience
evaluation indexes, i.e., energy-not-supplied is evaluated here
through the IEEE-33 bus system with four numbers of PV
units. As far as the DG unit is concerned, it is fast becoming
a key instrument in the sustainable and resilience power
world, which takes a milestone for a modern electric
infrastructure towards the value of socio-economic benefits.
Mostly the PV and wind units a DG power have been used to
meet the load demand during a contingency. Thus, for a case
study analysis, authors have installed four PV units in the test
system and estimated the energy-not-supplied with and
without PV in the response of double fault. Fig. 9 shows the
energy-not-supplied in the 33 bus system in 24 hours of
duration, where PV with optimal allocation gives a better
response than the other two. It is noted that the installation of
PV unit in the distribution system, the energy-not-supplied is
reduced significantly, which indicates the withstand phase of
WRAP and indeed, it shows the resiliency of the system.

V. CONCLUSION

The implementation of a resilient structure in the power
system network and the enhancement of resilience have
become key necessities for the power system. In this paper,
available distribution system resilience studies are reviewed
and analyzed in accordance with the newly proposed WRAP
resilience evaluation framework. The proposed WRAP model
can effectively measure the resilience of the power system
and enhance its resiliency characteristics in terms of
survivability, rapidity, adaptability, and predictability.
Furthermore, each element has been described on the basis of
the attributes and its resilience evaluation index. This
framework contributes in several ways to the understanding
of resilience and to providing a basis for resilience
measurement. Finally, a case study have demonstrated to
support the WRAP framework, which indicates the withstand
phase with the objective function as energy-not-supplied and
the evidence presented thus far supports the WRAP concept.

Notwithstanding, this topic is a current trend of research;
and however, extensive research on this topic needs to be

carried out to reinforce the power system network with a
remarkable resilience characteristic. Nevertheless, the
measurement of resiliency is proposed in the context of the
power system by considering each important phase and its
corresponding resilience evaluation indices. This model can
finally offer the unsupplied energy, time and cost of recovery,
and the probability of failure to the users to verify the
resilience characteristics.
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