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ABSTRACT

Intelligent Machine Learning Architecture for Detecting DDoS attacks

in IoT networks

by
Yahya Sulaiman Al-hadhrami

The Internet of Things (IoT) is growing rapidly across a wide range of appli-
cations; one example of such an application is the smart city, in which a city’s in-
frastructure, such as road management, building automation, and people and crowd
surveillance, is connected to the Internet. Such applications are being extended
to factories, smart agriculture, and even smart devices, which are becoming very
common. The rapid growth in the IoT has driven other technologies, such as 5G
networks, to grow rapidly to adjust to the sheer number of devices connected to
the Internet, and these technologies are expected to further expand the spread of
the IoT. However, the existing IoT deployment does not come without challenges,
including the large number of connected devices, security issues, and a variety of
new standards. From a security perspective, IoT faces a growing threat when it
comes to the availability of networks. Distributed denial of service (DDoS) attacks
are one well-known threat. However, investigation of the literature shows a lack of

solutions with which to tackle DDoS attacks in the IoT.

To address this gap in the literature, this thesis proposes an intelligent machine-
learning-based platform that can detect denial-of-service attacks, termed IDD-IoT.
The proposed platform consists of several components, including building a real-
time dataset generation framework to generate loT-based datasets (IoT-DDoS) to
detect malicious attacks in the IoT, allowing scientists and researchers in the field

to further enhance intrusion detection systems with an up-to-date dataset. The



platform then builds on the dataset generation framework, developing an intelligent
machine-learning-based framework for detecting three kinds of IoT-DDoS attacks:
blackhole, selective forwarding, and flooding attacks. We utilize this framework to
build a novel advanced intrusion detection system (IDS) for IoT networks capable of
analyzing and detecting DDoS attacks. The IDS consists of a real-time monitoring
and analysis unit capable of monitoring traffic in real time with the assistance of an
IDS agent that works as a communication link between the IDS and IoT network.
We show that our proposed intelligent framework can efficiently detect malicious at-
tacks in respect to security goals such as confidentiality, privacy, and availability, by
building an emulated smart [oT environment using the Cooja simulation platform,
and we evaluate its performance. Finally, we present the simulation and evolution
results to highlight the proposed platform’s efficiency, taking into consideration the

limitations associated with resource-constrained devices.

thesis directed by Associate Professor Farookh Hussain
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