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Abstract—Accurate assessment of fish quality is difficult in
practice due to the lack of trusted fish provenance and quality
tracking information. Working with Sydney Fish Market (SFM),
we develop a Blockchain-enabled Fish provenance And Quality
Tracking (BeFAQT) system. A multi-layer Blockchain architec-
ture based on Attribute-Based Encryption (ABE) is proposed
to tackle the privacy issue caused by applying Blockchain to
secure supply chain data and achieve trusted and confidential
data sharing among parties in fish supply chains. An Internet of
Things (IoT) chain saves encrypted fish provenance and quality
tracking data, and an ABE chain is specifically designed for
the access control to the data in the IoT chain. Latest IoT and
Artificial Intelligence (AI) technologies, including NarrowBand-
IoT, image processing, and bio-sensing, are developed for fish
origin proof, supply chain tracking, and objective fish quality
assessment. As proven by field trials with SFM and a local
fish supply chain, the BeFAQT is able to provide trusted and
comprehensive fish provenance and quality tracking information
in real-time.

Index Terms—Blockchain, access control, IoT, image process-
ing, electronic nose, fish supply chain.

I. INTRODUCTION

Seafood is one of the most valuable food-based primary
industry. However, the fishing industry has not been well
regulated. Over 30% of the world’s global fish stocks are
overfished [1]. Meanwhile, seafood quality is hard to be
assessed in practice because the critical origin proof and
temperature records are not entirely visible to consumers. In
2018, the Food Agility Cooperative Research Centre organised
two workshops attended by representatives from fish markets,
research teams, fishermen’s co-operatives, government depart-
ments, and Non-Governmental Organisations (NGOs). The
workshops identified a number of problems, including the lack
of fish origin and quality information, within fish supply chains
as important constraints to innovation and growth for the
seafood industry. Automated fish quality tracking and trusted
full chain traceability will provide regulatory bodies, buyers
and consumers confidence in the provenance of seafood.
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Blockchain [2], a distributed and immutable ledger tech-
nology, has the potential to make fish supply chains more
transparent and traceable, allowing consumers to refuse misla-
belled produce, and therefore promote sustainable livelihoods
and ensure food security [3]. A variety of NGOs work with
stakeholders to reform fisheries management globally, focus-
ing on sustainable practices that conserve ecosystems. Several
recent projects, such as World Wide Fund for Nature [4] and
Provenance [5], have integrated Blockchain technologies in
their systems. These platforms only contain static seafood
pictures and information. They do not provide real-time prove-
nance and traceability information, and there is limited quality
information associated with the products.

Privacy is a major concern when applying Blockchain to
secure supply chain data because Blockchain transactions
can be accessed by all nodes in a distributed manner. Some
consortium Blockchains, e.g., Hyperledger Fabric [6], encrypt
transactions with session keys and manage session keys for
access control. However, the required number of session keys
linearly grows with the number of users. The key management
and access control policies can be complicated in large-scale
supply chain applications with many participants. Attribute-
Based Encryption (ABE) is a promising technology to simplify
the complicated key management and achieve fine-grained
access control, which allows ciphertext to be decrypted when
the attributes of a user match the requested attributes [7].
Most existing ABE-Blockchain schemes [8]–[10] rely on a
centralised Trusted Authority (TA) that can be a bottleneck or
a weak point.

Accurate assessment of fish quality is difficult in practice
due to the lack of provenance and quality tracking infor-
mation. The latest Internet of Things (IoT) and Artificial
Intelligence (AI) technologies have the potential to achieve
real-time and objective quality tracking. Recent embedded
devices and sensor technologies can provide diverse views
with unprecedented details in spatial, temporal, temperature,
odour and other environmental domains [11]. NarrowBand-
IoT (NB-IoT) is a recent cellular-based Low Power Wide Area
Network (LPWAN) technology that connects low-power IoT
devices using existing cellular networks. The NB-IoT technol-
ogy is gradually being supported by network operators yet has
rarely been adopted in supply chain applications. Fish quality
can be objectively assessed using AI and image processing
technologies. Early statistical image processing models have
demonstrated that the images of fish eyes, gills and skin tissue
can reveal fish freshness [12], [13]. The rapidly developing AI
technologies, such as Convolutional Neural Network (CNN),
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have shown their effectiveness on challenging computer vision
tasks but have not been specifically developed for fish quality
assessment tasks.

We develop a Blockchain-enabled Fish provenance
And Quality Tracking (BeFAQT)1 system by integrating
Blockchain, ABE, IoT and AI technologies. The BeFAQT
system provides trusted fish origin, real-time supply chain
condition tracking, and automated quality assessment.
Working with our industry partner, Sydney Fish Market
(SFM), BeFAQT is being integrated into seafood supply
chains for trusted provenance and automated quality
tracking. With BeFAQT, consumers are able to verify trusted
provenance, quality, and sustainable fishing information for
their purchasing decisions. Fishers can receive fish quality
feedback to encourage the best fishing practice. SFM and
industry regulatory bodies are able to store, manage, share,
and audit the captured data in the Blockchain-enabled trusted
system. As a winner of 2020 New South Wales (NSW)
iAwards 2, the BeFAQT system has shown the potential
to evolve the seafood industry for enhanced consumer
confidence, efficient supply chain and sustainable fishing
practices.

The key contributions of this paper are as follows.
1) We propose a multi-layer Blockchain system for trusted

and confidential data sharing, where an IoT chain ensures
data integrity and an ABE chain provides fine-grained
access control to the IoT chain with decentralised trusted
authorities.

2) We develop the latest IoT and AI technologies, including
mobile App, NB-IoT device, electronic nose and image
processing, for fish origin proof, real-time quality track-
ing and objective quality assessment.

3) We design and implement a Blockchain-enabled fish
provenance and quality tracking system. The system has
been integrated with the SFM trading platform by pro-
viding Blockchain-certified fish provenance and quality
tracking records.

4) Comprehensive trials have been carried out with SFM
and a local fish supply chain to demonstrate the system
feasibility and benefits. Trial data are annotated by SFM
experts to train AI models.

The rest of the paper is organised as follows. Section II gives
the industrial background, followed by related works in Sec-
tion III. The proposed BeFAQT system and the multi-layer
Blockchain are presented in Sections IV and V, respectively.
In Section VI, the system development and trial results are
presented, followed by conclusions in Section VII.

II. PRELIMINARY

A. The Supply Chain of SFM

SFM is a major component of the seafood industry in
NSW, Australia. It controls over $150M worth of seafood
sales annually. The local fish supply chain starts from fishing
near coasts. After fishing, the fishers pack the harvested fish

1https://www.befaqt.com/
2https://aiia.com.au/iawards/about/2020-winners-and-merit-

recipients/2020-nsw-winners-and-merit-recipients

into boxes, which are rented from SFM, at local Co-Ops.
Meanwhile, the fishers print paper labels, containing fishing
date, fish species, sizes and others, and attach the paper labels
to the boxes. The boxes of fish are temporally chilled and
stored in cool rooms and then transported to the SFM by local
Co-Ops. When the fish arrive at SFM, SFM staffs and buyers
can read the fishing information from the paper labels and
manually assess fish quality. The fish are then sold in SFM,
mainly in the form of the Dutch auction. After the auction, the
buyers distribute the fish at SFM, fish shops and restaurants.
Key steps in the supply chain, e.g., fishing and transportation,
are manually recorded in paper logbooks for regulation and
quality tracking.

B. Fish Quality Measurement

Chilled fish is a highly perishable product. The deterioration
process immediately starts after harvest and can be at different
rates according to fish species and storage temperature. SFM
adopts the quality index (QI) to guide the measurement of
changes in chilled seafood from the point of harvest through
transport, auction and distribution [14]. Starting from zero,
the QI linearly grows with the period of storage in ice at 0 °C
(known as icedays). The growth varies among different fish
species. High temperature can accelerate fish deterioration and
also the growth of QI. In the case without trusted temperature
records, the QI can be evaluated by manually checking fish
appearance, texture and odour. The measurement is designed
to be the accumulation of demerit points where each demerit
point usually ranges from zero to three. A sufficient number
of parameters, e.g., fish eyes, gills, mucus, abdomen and
cut surfaces, have been chosen by SFM to cover important
indicator attributes.

C. Demands and System Goals

Participants in the supply chain have various demands.
Fishers want feedback from SFM, buyers and consumers to
build an incentive for good fishing practice and high-quality
seafood. Co-Ops and SFM want to reduce potential loss in
the supply chain and improve efficiency. SFM, accounting
firms and government departments want trusted supply chain
data for effective audit and regulation. Buyers and consumers
want easy access to trusted provenance and quality tracking
information and the reduction of expensive, subjective and
inaccurate manual quality measurement. Thus, the BeFAQT
system is designed to achieve the following goals.

1) Real-time Fish Quality Tracking: We design the Be-
FAQT system to track the fish temperature and location from
catch to sale. SFM and Co-Ops will be able to estimate fish
quality and reduce accidental loss in real-time comparing with
the conventional paper logbook.

2) Objective and Reliable Fish Quality Measurement: We
design the BeFAQT system to measure fish quality from
multiple data sources in an objective and reliable way. SFM,
buyers and consumers will be able to save time on the fish
quality measurement and reduce the expensive labour cost.
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3) Trusted Platform: We design the BeFAQT system to
provide trusted provenance proof and quality tracking data to
all participants. Fishers can differentiate their fish from others
and have the incentive to improve fish quality. Co-Ops and
SFM can simplify the trading process and improve supply
chain efficiency. Buyers and consumers can get trusted quality
information and build confidence in the seafood.

4) Fine-Grained Access Control: We design the BeFAQT
system to preserve the privacy of all participants and enable
confidential data sharing. The fish tracking data will be
produced, processed and consumed as designed. The access
control is to be managed by decentralised parties.

III. RELATED WORK

Beyond cryptocurrency, Blockchain has been developed for
supply chains to improve transparency, reliability and secu-
rity [3], [11], [15]–[18]. FishNet is a demo project showing
the concept of combining Sawtooth Blockchain and IoT for
the provenance of fish from catch to plate [3]. In the project
design, authorised IoT servers can update the states or transfer
ownership of fish assets on behalf of IoT sensors. Although
demonstrated with sample data, the design of FishNet has
not been implemented in real supply chains. The Sawtooth
Blockchain has also been employed for the steel quality track-
ing in [11], where a Proof-of-Competition (PoC) consensus
mechanism is adopted as the Blockchain consensus protocol.
Industrial IoTs collect raw quality data, such as location and
shipment info, at distribution points and then feed the quality
data to the Blockchain. A similar Blockchain-IoT supply chain
solution has been commercialised by IBM Food Trust which
provides transparent digital food supply chain service based
on the Hyperledger Fabric [16]. Proved by trials on pork and
mango supply chains, the Food Trust platform enhances the
supply chain traceability by collecting supply chain data, such
as pack date and shipment identifiers, in real-time.

Data confidentiality is a significant challenge when apply-
ing the Blockchain technology to supply chains. Consortium
Blockchains can apply access control policies to protect data
confidentiality, such as the private data scheme in Hyperledger
Fabric [19]. In the scheme, the users who can access the
private data are added into a permitted group, while the
data consumers who do not have access to the private data
can ask permitted users to verify data by comparing data
hash values. This scheme would sacrifice data transparency
and can hardly be adapted to applications with complicated
access control policies. The public Blockchain technology
assures data integrity and transparency but does not natively
support access control on Blockchain data. It is possible
to introduce access control to public Blockchains using the
envelope encryption, where the data to be saved in public
Blockchains are firstly encrypted with data encryption keys
(DEKs) before uplodaing, and then the DEKs are encrypted
with manageable keys [20]. The DEKs can be managed in
an efficient and fine-grained way using the ABE encryption
scheme [8]–[10]. However, most of ABE-Blockchain schemes,
such as [9] and [10], rarely support attribute update in ABE
due to the inherent immutability of Blockchain and thus

can be inapplicable for dynamic IoT applications [10]. Our
earlier work [8] develops the editable Blockchain technology
using Chameleon Hash (CH) algorithms [21] to enable ABE
attribute update. Nevertheless, the proposed scheme relies on
a centralised TA to control main phases in ABE, which can
be a performance bottleneck and a weak point.

IoT technology has been widely adopted for objective qual-
ity tracking in food supply chains, where early applications
focus on location and temperature tracking [22]. One essential
research is the low-power wireless communication technology
which affects the battery life of IoT devices. A recent advanced
LPWAN standard is NB-IoT which aims at low-cost devices,
high coverage, long battery life and massive capacity and is be-
ing gradually commercialised worldwide [23]. New features of
IoT devices, such as olfaction in electronic nose, are invented
to monitor the environment and improve food safety [24], [25].
The active gas sensor is the core of electronic nose, which can
detect the odour and generate electrical signals from chemical
vapours [26], [27]. Powered by AI technology, the odour
and vision data can be analysed for semantic and objective
fish quality measurement. For example, the image processing
technology has been extended for fish species recognition and
freshness identification [12]. The principal technologies are
fine-grained object recognition and image processing on the
image features of important fish parts [13], [28].

To the best of our knowledge, most of the Blockchain
and IoT research focuses on some specific tasks and has not
been extensively developed and integrated for the temperature-
sensitive fresh fish supply chain. It is necessary to propose a
comprehensive end-to-end solution to address the demands in
the supply chain as analysed in Section II and solve concrete
issues in implementation.

IV. BEFAQT SYSTEM DESIGN

A. System Overview

The developed BeFAQT system adopts Blockchain as a trust
centre, integrates the latest IoT tracking, image processing
and electronic nose (E-nose) technologies, and provides user-
friendly applications for various users, as shown in Fig. 1.

Each fish box is identified by a unique ID, denoted by
the fish ID, which is stored in a Near Field Communication
(NFC) tag on the box. The NFC tag enables the fish box to
interact with other modules and participants’ mobile phones.
We design a Fisher App and NB-IoT devices for the fish
origin proof and real-time quality tracking. We also introduce
image processing and E-nose to assess the fish quality from
vision and odour perspectives. An IoT chain runs as a trusted
data platform ensuring the trustworthiness of fish provenance
and quality tracking data. An ABE chain is specifically de-
signed for the access control to the data in the IoT chain.
Consumers can track and verify their purchased products in
terms of provenance, trace, and quality indices. The BeFAQT
system is also integrated into the SFM trading platform by
providing Blockchain-certified provenance proof and quality
tracking information through Application Programming Inter-
faces (APIs).

3



Fig. 1. The system overview of BeFAQT. Data sources, including Fisher App, NB-IoT devices, image processing, and electronic
nose, provide objective and real-time fish data. An IoT chain stores encrypted fish data, while an ABE chain saves ABE-
encrypted session keys for the access control to the IoT chain. The encrypting and publishing message protocol is illustrated
with the IoT servers executing steps E1, E2 and E3. The retrieving and decrypting message protocol is illustrated with the
management platform executing steps R1, R2, R3 and R4.

B. Fish Provenance Proof and Tracking
1) Fisher App for Provenance Proof: We design a

Blockchain-based Fisher App to realise fish provenance proof.
The Fisher App can be installed on fishers’ mobile phones and
enables the fishers to take Blockchain-certified photos of the
catch, then the fish photos, together with time and location, are
locked with certificates (i.e., their hash values) and uploaded to
the Blockchain. We also engage with the NSW Department of
Primary Industries (DPI) of to integrate our development with
the DPI FishSmart App (an information App for fishers) [29].

2) IoT for Tracking: We design new NB-IoT devices to
track the fish supply chain and monitor fish temperature and
location. The IoT devices are small, water-resistant and with
long battery life. They are mounted on the boxes from SFM,
which are used by fishers to store and transport seafood
across the state. Every IoT device is equipped with a Global
Positioning System (GPS) sensor to track the box. It is also
wired to an external temperature sensor which enables the
IoT devices to sense the fish temperature rather than the
onboard temperature. In terms of IoT communication, we
choose the NB-IoT technology, due to its features of low-cost,
low energy-consuming, and wide-coverage.

C. Fish Quality Measurement
1) Image Processing: Freshness identification, size mea-

surement, and species recognition are three specific functions
that are developed based on computer vision and deep learning
technologies to provide objective and accurate quality mea-
surement results. The species recognition and size measure-
ment functions are performed on the fish that are just caught

out of water, while the freshness identification is performed
before the auction for buyers.

2) E-nose: We design an E-nose module to capture the
odour information for the fish freshness identification at
SFM before the auction. The E-nose equipment can interpret
odour into electrical signals and extract the freshness infor-
mation. The non-parametric kernel-based modelling [30], [31]
is adopted to pre-process the E-nose data and extract the key
features. On top of the feature extraction function, a Hidden
Markov Model (HMM)-based model is developed to derive
quality indices.

V. MULTI-LAYER BLOCKCHAIN SYSTEM WITH
ABE-BASED ACCESS CONTROL

We propose a multi-layer Blockchain system, consisting of
an IoT chain and an ABE chain, as shown in Fig. 1, which
enables trusted and confidential data sharing utilising ABE
in a decentralised manner. The IoT Chain can be an arbitrary
Blockchain storing fish data encrypted with session keys, while
the ABE Chain is a consortium Blockchain, managed by SFM
and Co-Ops. The ABE chain stores ABE-encrypted session
keys for access control. Users can get access to the encrypted
session keys when their attributes match the set of rules
associated with encrypted session keys. The transactions in
the ABE chain are editable for the attribute update in ABE by
applying the Chameleon Hash (CH) algorithm. Different from
collision-free hash algorithms, an arbitrary hash collision can
be efficiently constructed with a trapdoor in CH algorithms.

This design is an extension of our previous work [8], where
a centralised Trusted Authority (TA) is replaced with a group
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of ABE chain miners. By using new verification schemes,
the distribution of updated ABE private keys and the version
control of the keys can be conducted by the decentralised
miners (TAs). In our design, a general Ciphertext-Policy-ABE
(CP-ABE) [7] and a general CH [21] are specifically used. The
details of these algorithms, such as ABE encryption/decryption
and CH update [8], are beyond the scope of this paper and not
presented. Tab. I summarises the notations used in the rest of
the paper.

TABLE I: Notation Definition

Notation Definition
DS Data Source
DC Data Consumer
P Plaintext of fish data
SKA,P/PKA,P Session encrypt/decrypt keys with access policy {A}
CM Ciphertext of fish data
{A} Access policy that defines the access to session keys
ABEA ABE algorithm with access policy {A}
α � A An attribute α satisfies an access policy {A}
ABEα,PK ABE public key for a member with attribute α
ABEα,SK ABE private key for a member with attribute α
CS Ciphertext of a session decryption key
ti,j The j-th transaction in the i-th block of the ABE chain
vi,j The CH trapdoor for ti,j
CHSK /CHPK Private/Public key of the CH algorithm

A. System Roles

The system includes the following three roles:
• Data Source (DS): The DS, e.g., the Fisher App and

IoT servers, publishes tracking and quality data to the
Blockchains in the form of transactions. Along with every
piece of published data, an access policy set, defining the
attributes to access the data, is also specified.

• Data Consumer (DC): The DC, e.g., Consumer App and
SFM trading platform, fetches data from the Blockchains.
In the design, DC’s attributes can be updated by the ABE
chain miners as a part of the consensus. The attribute-
related data, such as ABE-encrypted session keys, are
updated simultaneously.

• Miner: The ABE chain Miners are managed by reliable
participants in the fish supply chain, e.g., SFM and Co-
Ops. Miners firstly mine transactions into the ABE chain
like in general Blockchains. Two new responsibilities
of the Miners are, 1) to be a multi-authority group of
TAs in order to manage attributes for any entities on-
chain by conducting the new privacy-preserving ABE-
Key-Verification-Scheme; and 2) to track the updates of
attributes and ABE-encrypted session keys by conducting
the Update-History-Verification-Scheme.

Each participant in the fish supply chain is assigned with
one or more attributes for the ABE scheme, which are stored
in the ABE chain. It is worth noting that only Miners run
consensus protocols to extend the ABE chain. The other roles
only send transactions to the chains and read from the chains.
Thus, the communication overhead can be suppressed.

B. The Multi-layer Blockchain System

In the multi-layer Blockchain system, the IoT chain provides
the confidential and tamper-resistant data service. The data on
the IoT chain are encrypted with session keys. The ABE chain
manages the encrypted session keys to achieve access control
to the data in the IoT chain.

Fig. 2. The structure of the ABE chain block.

• IoT Chain: A DS collects the fish supply chain data,
encrypts the data with a session key, and then publishes
encrypted data to the IoT chain by embedding the en-
crypted data in transactions. The IoT chain can be any
existing Blockchain or self-built Blockchain as long as
the Blockchain can store arbitrary data.

• ABE Chain: An ABE chain manages the ciphertext of
encrypted session keys, denoted by CS, for access con-
trol. The ABE algorithm is employed here for encryption
and decryption. The block structure of the ABE chain is
given in Fig. 2. Different from immutable Blockchain,
transactions in the ABE chain have editable data fields
to allow attribute updates of ABE by employing the CH
algorithm.

• Inter-Chain Protocols: The protocols are designed for
data exchange among the IoT chain and the ABE chain.
All roles, i.e., DS, DC and Miners, can act as clients on
both IoT chain and ABE chain, running the Inter-Chain
protocols.

The inter-chain protocols include the encrypting and pub-
lishing message protocol and the retrieving and decrypting
message protocol; see Algos. 1 and 2 for details. Starting
with an initialisation, in which the ABE key pairs w.r.t
any attribute α (ABEα,SK/ABEα,PK) and CH key pairs
(CHSK/CHPK) are securely generated and distributed, the
inter-chain protocols are shown as follow.

Encrypting and publishing message P : A DS keeps session
encryption/decryption keys SKA,P / PKA,P for a messages P .
The DS encrypts PKA,P and obtains CS = ABEA(PKA,P ),
using its ABE public key, i.e., ABEα,PK . Here, {A} denotes
an attribute policy, and α is an attribute satisfying {A}, i.e.,
α � A. This CS is saved in the transaction ti,j (the j-th
transaction of the i-th block) of the ABE chain along with an
editable chameleon hash by using the CH public key CHPK .
Then, a message P is encrypted into ciphertext, denoted by
CM, with SKA,P by the DS. The CM and the indices to ti,j
are saved by the IoT chain.
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Algorithm 1: The trusted and confidential data sharing
. Define
// This transmission is secured by any private and

encrypted channels.

Receiver ⇐ Sender.Send(Message);

. Initialisation
// Miners of the ABE Chain, constituting the

decentralised TA, generate the ABE key pair w.r.t

attribute α and the global CH key pair with

consensus.

1 (ABEα,SK , ABEα,PK), (CHSK , CHPK) ←
Miner.Initialise();

// The ABE private key is secured by the ABE-Key-MPT.

2 BlockABE,Pending ←
Miner.UpdateABE-MPT(Hash(ABEα,SK ));

// Miners run the chain consensus protocol to append

the block and update the ABE-Key-MPT.

3 ABE Chain ← Consensus(BlockABE,Pending);

// Miners broadcast the ABE public key and the public

CH key to the public network.

4 Public Network ⇐ Miner.Send(ABEα,PK , CHPK);

// Miners multicast the ABE private key to the

eligible nodes. The nodes verify the ABE private key

using the MPT proof.

5 Nodesα ⇐ Miner.Send(ABEα,SK , MPT proof);
6 Nodesα.Verify(ABEα,SK , MPT proof);

. DS Initialisation
// A DS planning to publish a message P generates a

session key pair with the access policy {A} that

enables attribute α, i.e., α � A.

7 (SKA,P , PKA,P ) ←DS.Initialise();

. Encrypting and Publishing
8 DS.EnAndPub(SKA,P , PKA,P , ABEα,PK , P);

. Retrieving and Decrypting
// A DC satisfying {A} retrieves CM and ti,j from a

transaction in the IoT chain. After that, the DC

retrieves CS by using ti,j and recovers PKA,P based on

which the plaintext of message P can be obtained.

9 P ← DC.ReAndDe(ABEα,SK , CM, ti,j);

Retrieving and decrypting message P : All the DC can
retrieve CS from the ABE chain and CM from the IoT
chain. However, only the DCs, whose attributes match the
access policy, can decrypt them. The DC firstly identifies the
transaction containing CM from the IoT chain and retrieves
CM and as well as the indices to ti,j . Next, the DC can
retrieve transaction ti,j , which contains CS, from the ABE
chain. Then, the DC can decrypt CS with its ABE secret key
ABEα,SK for the session decryption key PKA,P . In this way,
the DC with permitted attributes can decrypt CM with the
session decryption key PKA,P and recover the message P .

C. Attribute Updates on the ABE Chain

Attribute updates is a challenging task in Blockchain with
decentralised TAs. We present a solution to update attributes

Algorithm 2: The encrypting and publishing message
protocol EnAndPub() and the retrieving and decrypt-
ing message protocol ReAndDe()
. EnAndPub()

Input: SKA,P, PKA,P, ABEα,PK , P
Output: A new block appended to the IoT chain and

the ABE chain, respectively

// The DS encrypts PKA,P with ABEα,PK to get CS.
1 CS ← ABEα,PK .Encrypt(PKA,P );

// The DS Chameleon-hashes the ciphertext with CHPK

and a trapdoor v prior to inserting it into a new

pending block of the ABE chain.

2 BlockABE,Pending ←
SendChameleonTx(CS, CHPK .CH Hash(CS, v));

// Append the block to the ABE chain by running the

consensus protocol, obtain the transaction index ti,j.

3 ABE Chain, ti,j ← Consensus(BlockABE,Pending);

// The DS encrypts P with SKA,P and sends a new

transaction containing the ciphertext and ti,j to the

IoT chain.

4 CM ← SKA,P.Encrypt(P);
5 BlockIoT,Pending ← SendNormalTx(CM, ti,j);

// IoT chain miners append the block to the IoT chain

by running the chain consensus protocol.

6 IoT Chain ← Consensus(BlockIoT,Pending);

. ReAndDe()
Input: ABEα,SK , CM, ti,j
Output: P

// The DC retrieves CS with ti,j in the ABE chain.

7 CS ← Find(ti,j);
8 PKA,P ← ABEα,SK .Decrypt(CS);
9 P ← PKA,P.Decrypt(CM);

based on the CH algorithm in the previous work. In this
section, we propose two new efficient verification schemes
to improve the trustworthiness of ABE private keys and
encrypted session keys while preserving the confidentiality of
irrelevant keys, in the context of decentralised TAs; see Algo. 3
for details.

ABE-Key-Verification-Scheme: This scheme is used for
DSs and DCs to ensure the validity of the ABE private keys
distributed by the decentralised TAs.

A permitted DC/DS, which owns the attribute α satisfying
{A}, will be given an ABE secret key ABEα,SK when
it joins or updates. The ABEα,SK is firstly generated by
one of the Miners, e.g., the leader in the Byzantine Fault
Tolerance (BFT)-based consensus protocol, employing the key
generation algorithm in [8]. The hash value of the secret key
ABEα,SK is then locked in a Merkle Patricia Tree (MPT),
namely ABE-Key-MPT as shown in Fig. 3, by all Miners via
the ABE chain consensus process. In the MPT, each leaf keeps
the hash value of an ABE secret key, i.e., Hash(ABEα,SK),
while the root hash of the ABE-Key-MPT is immutably
recorded in a header of the ABE chain.

The leaf gets updated where the corresponding leaf
Hash(ABEα,SK) is replaced by a new Hash(ABE′α,SK),
such as after user revocation. The ABEα,SK is finally sent to
the DS/DC along with an MPT proof message that includes
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Algorithm 3: Attribute update
Input: An attribute α

. Computation phase
// The miner who is in charge computes the updating

factor (UF) associated with the attribute α.

1 (UFSK , UFCS) ← Miner.ComputeUpdate(α);

// The miner sends the update factor of CS to all the

other miners.

2 Minerother ⇐ Miner.Send(UFCS);

. Updating phase
// Miners retrieve CS with ti,j in the ABE chain and

update it with the update factor of CS.
3 CS ← Miner.Find(ti,j);
4 CS′ ← Miner.UpdateCS(CS, UFCS);

// Miners overwrite the outdated CS with CS′ in the

ti,j transaction by using CHSK.

5 Miner.Overwrite(CS′, ti,j , CHSK );

. Auditing phase
// The updated ABE private key is secured by

ABE-Key-MPT, and the updated CS is secured by the

Update-History-MPT.

6 BlockABE,Pending ←
Miner.UpdateABE-MPT(Hash(ABE′

α,SK )) and
Miner.UpdateHistory-MPT(Hash(CS′, v));

// Miners append the block to the ABE chain by running

the consensus protocol.

7 ABE Chain, ti,j ← Consensus(BlockABE,Pending);

. Finalising phase
// The miner sends the updating factor UFSK and the

MPT proof of ABE′
α,SK in ABE-Key-MPT to the

non-revoked nodes.

8 Nodesα ⇐ Miner.Send(UFSK , MPT proof);

// Non-revoked nodes update their ABE private keys by

using the updating factor UFSK.

9 ABE′
α,SK ←

Nodeα.UpdateABE SK(ABEα,SK , UFSK );

// ABE-Key-Verification: nodes verify new ABE private

keys using MPT proof.

10 Nodesα.Verify(ABE′
α,SK , MPT proof);

// Non-revoked nodes can then decrypt CS′ in ti,j by

ABE′
α,SK to recover P.

11 P ← Nodesα.ReAndDe(ABE′
α,SK , CM, ti,j);

// Update-History-Verification: nodes can also verify

that CS′ is the latest version using the MPT proof’ to

the Update-History-MPT.

12 CS′ ← Find(ti,j);
13 Nodesα.Verify(CS′, MPT proof′);

// New members of attribute α can also decrypt.

14 Nodenew,α ⇐ Miner.Send(ABE′
α,SK);

15 P ← Nodenew,α.ReAndDe(ABE′
α,SK , CM, ti,j);

the hash values adjacent to the path from Hash(ABEα,SK)
to the root. The DS/DC also learns the latest block headers,
including the immutable ABE-Key-MPT root from the ABE
chain. Thus, the ABE secret key ABEα,SK can be verified
that it has been accepted by the ABE chain without revealing
the confidential information of other keys via conducting the

Fig. 3. Illustration of the ABE-Key-MPT, where the MPT
proof of ABEα1,SK is highlighted.

MPT proof.
Update-History-Verification-Scheme: This scheme is used

to track updates of the encrypted session keys, due to the
revocation in the ABE scheme, in the ABE chain.

The proposed scheme allows revocation in ABE where the
session keys are re-encrypted with new ABE keys by Miners,
and then updated to the corresponding transaction in the ABE
chain. Every encrypted session key CS is embedded into a
transaction in the ABE chain along with a CH trapdoor, i.e.,
vi,j in ti,j , which allows the Miners, by using the CH private
key CHSK , to update encrypted session key and trapdoor
simultaneously without changing the chameleon hash value
of the transaction.

The update of the ABE secret keys ABE′α,SK and the
encrypted session keys CS′ can be tracked by recording the
update of the trapdoors. We trace vi,j with another MPT
by the name of Update-History-MPT. Each leaf stores the
hash value of the current version of vi,j , i.e., Hash(vi,j),
while the root hash is saved in a header of the ABE chain.
Thus, all updates are immutably recorded in the latest block
of the ABE chain by storing the Update-History-MPT, and
the abuse of attribute update can be eliminated. The revoked
DSs/DCs cannot decrypt CS in the ABE chain for the session
decryption key PKA,P . The non-revoked and new DSs/DCs,
whose attributes match {A}, can access and verify CS, and
consequently recover P .

VI. IMPLEMENTATION AND ANALYSIS

Comprehensive trials were carried out with a snapper supply
chain in NSW after the BeFAQT system had been developed.
We first identified a snapper fisher in Forster, which is about
308 km to the north of SFM, as a test case. During fishing,
fishers first sailed their boat to the fishing spots (about 10 km
offshore and 40 m above reefs). At the spots, the fishers caught
snappers with fishing rods and then chilled the snappers in an
ice slurry box on the boat. After fishing and returning to the
local Co-Op, the fishers measured the snappers individually,
then packed the snappers in boxes and covered the snappers
with ice. Some of the snappers were locally sold, while others
were transported to SFM by the Co-Op and sold in SFM.

A. Multi-Layer Blockchain System

The multi-layer Blockchain system was developed based
on the Ethereum open-source code [32]. We considered a
semi-trusted fish consortium where both the ABE and IoT
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chains were managed by four semi-trusted parties in the fish
consortium, i.e., SFM and three Co-Ops. The four semi-
trusted parties ran an optimised practical Byzantine Fault Tol-
erance (pBFT) [33] consensus protocol to achieve rapid block
confirmation and high throughput of the chains. Specifically, in
pre-prepare phase of the consensus protocol, the whole block
was transmitted, while only the block index and the block hash
value were transmitted in the rest prepare and commit phases
to reduce the communication overhead.

TABLE II: Blockchain throughput under different payloads.

Case L = 1 L = 20 L = 30 L = 40 L = 50

Throughput(tx/s) 1385 921 909 785 682

We tested the throughput of the implemented consensus
protocol with four miners under different lengths of transaction
payload. The block period was set to be five seconds so that
transactions can be confirmed within five seconds for real-time
tracking. The throughput under five cases, i.e., L = 1, 20, 30,
40 and 50, is given in Table II, where L is the transaction
payload size measured in bytes. The consensus protocol can
reach the throughput of thousands of transactions per second
in lightweight tasks, e.g., L ≤ 30, and process 685 transactions
per second when the transaction payload is 50 characters.
As a result, the multi-layer Blockchain system can handle
up to 2.5 million (i.e., 685 × 60 × 60) boxes of fish with
a confirmation delay of five seconds in the case that a fish
box generates a piece of tracking record every one hour.

We developed the cryptographic schemes, including CP-
ABE and CH, using Charm3. The modules in BeFAQT, their
roles and ABE attributes are given in Table. III.

TABLE III: System modules and their ABE attributes.

Modules Role Attributes
ABE Chain Miners Miners Manager, Miner

IoT servers DS SFM, IoT, Server

Image processing/E-nose DS SFM, IoT

Fisher App DS Fisher, Co-Op

API Servers DC SFM, Distributor, Buyer

Consumer App DC Buyer, Consumer

1) Security Analysis: The IoT chain and ABE chain col-
laborate to achieve the following properties.

System Availability: In regard to the ABE attribute update,
the system can achieve the fault tolerance of the ABE chain.
Benefited from the design of decentralised CAs, the key
initialisation and update tasks can be transferred to the next
CA if the current one is failed. In regard to read and write
supply chain data, the system can achieve the fault tolerance
of the IoT chain. Our implementation with four miners running
the pBFT-based algorithm can tolerate one failed ABE chain
Miner on the ABE attribute update. The implementation can
tolerate four failed ABE chain Miners in terms of read/write
supply chain data as long as the IoT chain is running.

Data integrity: The design of decentralised TAs ensures
that all the DSs/DCs and the supply chain data are authorised

3https://github.com/JHUISI/charm

by SFM and all Co-Ops. Once being published, the data cannot
be tampered because of the tamper-resistance feature of the
chains. The proposed two new verification schemes guarantee
that DCs cannot be frauded with keys that have not been
accepted by the ABE chain.

Fine-grained access control: The design of the ABE-
encrypted session key can provide fine-grained access control
on the public IoT chain. The encrypted supply chain messages
in the IoT chain can only be decrypted by the DCs whose
attributes match the access policies saved in the ABE chain.

Attribute update of ABE: In the multi-layer Blockchain
system, the attributes can be updated due to the editability of
the ABE chain. During the attribute update, all the related CS
in the ABE chain are updated to stop revoked DCs from further
access. Meanwhile, the related session keys remain fixed. Only
the DCs whose attributes match the latest attribute policies
can decrypt the session keys saved in the ABE chain and then
decrypt the encrypted data saved in the IoT chain.

2) Deployment and Extension: The proposed multi-layer
Blockchain system allows flexible and dynamic implementa-
tions. The ABE chain and the IoT chain are loosely coupled by
the inter-chain protocols such that each of them can be inde-
pendently customised. The chains can be customised according
to specific requirements on security, performance, cost, etc.
The consensus protocols of the chains can be replaced with
alternatives [34] because new designs introduced in Section V
can be embedded into consensus requests.

Choice of the IoT chain: The IoT chain in the multi-layer
Blockchain system can be an arbitrary Blockchain or even
general databases. The IoT chain can be a public Blockchain,
e.g., the public Ethereum network, where the data transac-
tions can barely be tampered [35]. The IoT chain can also
be a Directed Acyclic Graph (DAG)-based Blockchain [36],
consortium Blockchain or InterPlanetary File System [37] for
high throughput and low storage cost.

Multiple ABE chains and IoT chains: The system can
have multiple ABE chains for independent sets of access
policies. For example, two ABE chains are managed by two
fish communities, and SFM is the DC of these two ABE
chains. This implies that the two communities can manage
their DSs/DCs separately. The system can also have multiple
IoT chains for extensive data storage.

B. Fish Provenance and IoT Tracking

1) Fish Provenance: During fishing, fishers took fishing
photos using the developed Fisher App and linked the photos
with the fish by reading the NFC tags containing the fish
ID. The hash values of the fishing photos, catch time, catch
location, and other provenance data were securely stored in
the IoT chain where the time and location were automatically
identified by the Fisher App.

The Consumer App was developed to read the NFC tags
and present the fish provenance and tracking information, as
shown in Fig. 4. The Blockchain-certified catch date and area,
and the certificates, such as the block hash and the transaction
hash, were determined after the provenance data had been
accepted by the IoT chain, as given on the bottom of Fig. 4(a).
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(a) Provenance info. (b) Tracking map.

Fig. 4. The snapper provenance proof and tracking info.

According to the tracking map shown in Fig. 4(b), the scanned
box of snappers was first caught to the northeast of the coast,
then collected in the local city, and finally delivered to SFM
with one-stop.

Fig. 5. A fish box with an NB-IoT device.

2) IoT-based Tracking: The PCB board of the devel-
oped NB-IoT embedded device (50mm*30mm), as shown in
Fig. 6(a), was designed to equip with an NB-IoT module
(SARA-R410M-02B, UBLOX) and integrate environmental
sensors (BME680, BOSCH) and a GPS sensor (EVA-8M,
UBLOX) to provide real-time location and time measurements
of the fish boxes. The IoT embedded device, together with
the GPS sensor and a battery, were packed in a water-
resistant (IP68) case, as shown in Fig. 5. The IoT device
was mounted to the outside of the box within the reserved
space and therefore did not block the boxes from stacking up.
An external temperature sensor (DS18B20, Maxim Integrated)
was assembled inside of the box and wired to the IoT device
through the drain hole.

NB-IoT devices were attached to fish boxes to track fish
location and temperature along the whole fish supply chain
from fishing spots to SFM. NB-IoT devices were linked to
the fish IDs of fish boxes, which were used to carry fish
from offshore fishing spots to SFM, during installation. NB-
IoT devices were configured to periodically wake up and get
fish provenance and quality tracking data, including accurate
locations from the GPS module and temperature from the

(a) An IoT device under a coin. (b) Offshore location tracking.

(c) Cool box temperature tracking results.

Fig. 6. IoT devices and tracking samples.

external temperature sensor. NB-IoT devices then transmitted
the provenance and quality tracking data to IoT servers via
the NB-IoT cellular network or cached the data in case of
losing connection. The fish data were uploaded to the IoT
chain by the IoT servers running the encrypting and publishing
message protocol (i.e., EnAndPub in Algo. 2) and later read
by authorised DCs. Fig. 6(b) shows GPS coordinates of
an offshore fishing trip, which are used as the provenance
proof of the caught snappers caught during the fishing trip.
The coordinates are from an NB-IoT device subscribing to
the Telstra4 NB-IoT service. The farthest location is 12 km
offshore, indicating that the Telstra NB-IoT network covers
offshore fishing spots. The temperature tracking results of the
box of snappers are shown in Fig. 6(c). The NB-IoT device
can precisely capture the fish temperature, without the impact
of board temperature, from being caught at 16:30 to auction
at 5:47 the next day. The red dot is a piece of temperature
record cached by the buffering scheme. We can see from the
figure that the box of snappers are well chilled such that the
fish quality is preserved.

Fig. 7. Power consumption of the NB-IoT device.

We also tested the battery life of the developed NB-IoT
devices. An NB-IoT device was powered with a 604560 LiPo
battery (3.7 V and 2200 mAh) and tested at room temperature.

4The largest wireless carrier in Australia.
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The NB-IoT device was configured to wake up after one hour
of sleep. During the active period, the NB-IoT device searched
for GPS signals from cold-start with a three-minute timeout,
read metadata (i.e., location coordinators, temperature and
battery voltage), searched for NB-IoT network services with
a one-minute timeout and transmitted data to an IoT server
using the User Datagram Protocol (UDP). The electricity was
mainly consumed by the GPS sensor and the radio module.
According to the specification [38], the power consumption of
the GPS sensor is 16mA on the continuous mode. The power
consumption of the NB-IoT module is 8 µA on the power save
mode, 2 mA on the active idle mode, and up to 140 mA on the
LTE Cat NB1 connected mode [39]. The battery voltage was
used to evaluate the battery. As shown in Fig. 7, the NB-IoT
device had sent 457 pieces of records through 21 days before
the battery ran out. The sleeping time can be tuned according
to the requirements on the battery life and sampling rate. For
example, the sleeping time can be configured to be 20 minutes
for temperature-sensitive seafood, under which the battery life
would be one week and can support end-to-end tracking.

It is possible to implement a simplified encrypting and
publishing message protocol on NB-IoT devices if the end-
to-end data trustworthiness is preferred to the battery life. To
this end, the key registration, i.e., Steps 1 – 3 in Algo. 2, can
be done by IoT managers, while NB-IoT devices only need
to interact with the IoT chain, i.e., Steps 4 and 5 in Algo. 2.
The NB-IoT devices do not need to run heavy Blockchain
consensus protocols nor store chain data. Before tracking, an
NB-IoT device can be configured with a session encryption
key SKA,P (used to encrypt tracking data), the transaction
index ti,j (used to locate CS) and a private key (used to sign
transactions). For every piece of tracking record, the NB-IoT
device needs to encrypt the tracking record with SKA,P and
sign the transaction containing the encrypted record. These
cryptographic operations are too heavy for our current NB-
IoT devices but can be carried out with extra cryptographic
chips [40]. It is worth noting that transaction control fields,
e.g., Blockchain addresses and signatures, increase the trans-
mission overhead of the IoT devices and thus raise the power
consumption of the transmission.

C. Fish Quality Measurement
A joint lab was set up at SFM for the image processing

and E-nose modules, as shown in Fig. 8. In the lab, a
comprehensive benchmark dataset was built up with rich
quality annotations, provided by SFM Quality Assurance (QA)
experts, for training and testing the models.

1) Image Processing: The realised workbenches are shown
in Fig. 9 and can simulate different lighting conditions. The
lighting box in Figs. 9(b) and 9(c) can achieve perfect lighting
condition and compatible with different cameras.

In the fish size measurement, two types of rulers were
designed: a) a chessboard with known size on the bottom of
the fish box; b) a rectangle mark on the box bottom. The
fish size measurement model consists of ruler detection and
fish detection. The ruler detection algorithm detects the rulers
and measures their lengths in image pixels for the pixel-
length ratio. Then, the fish detection algorithm detects the

Fig. 8. Workbench for image processing and E-nose.

(a) Open lighting. (b) Lighting box. (c) Mobile camera.

Fig. 9. Image capturing workbenches.

fish and its pixel length through four components, i.e., image
perspective correction, coarse fish detection, fine-grained fish
segmentation, and fish principal orientation detection. Finally,
the fish length can be calculated. In the trial, an image
benchmark with 700 images was collected on 34 snappers with
sizes ranging from 29.7 cm to 38 cm. The two cases achieved
mean absolute errors 0.5 cm and 0.97 cm, respectively.

In the fish freshness identification, the algorithm analysed
five key appearance features, i.e., skin colour, skin spots,
skin scale, eye form and eye pupils. The algorithm first
divided the fish image into the eye part and the skin part.
Then, the freshness regression algorithm, which is based
on EfficientNet [41], measured the fish freshness. A high-
quality and large-scale image dataset was created to train the
algorithm, which consists of 9K images and 2K videos of 41
snappers using open lighting. SFM QA experts also annotated
the freshness of fish at three levels: 0, 1 and 2 (score 0 means
the freshest, whereas 2 means the least fresh but still eatable).
To fine-tune the algorithm for mobile camera, a small dataset
of 20 fish was collected, as shown in Fig. 9(c). We conducted
30 rounds of cross-validation testing on the dataset to evaluate
the model accuracy. In every round, images of a randomly
chosen majority fish were used for training, while data from
the remaining fish were used for testing. F1 scores were
calculated for three freshness levels to evaluate the model’s
performance on different freshness levels. The final accuracy
results were obtained by averaging these 30 test results, as
given in Table IV. The overall freshness identification accuracy
is 86.1% for the open lighting and 93.6% for the lighting box.
The stable lighting condition provided by the lighting box can
greatly improve the model accuracy for all freshness levels.
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TABLE IV: Freshness identification accuracy.

Freshness 0 Freshness 1 Freshness 2 Overall
Open lighting 0.874 0.795 0.909 0.861

Lighting box 0.956 0.918 0.925 0.936

2) E-nose: We developed the E-nose module and deployed
it in the joint lab. The laptop ran the quality measurement
model, as shown in Fig. 8. The E-nose module was tested on
snappers for twelve days, and the snappers were stored in the
cool room from 0 °C to 4 °C after they had been caught. Every
single day, the snappers were tested on the E-nose module five
times, where every single test took eight minutes, allowing
the E-nose devices to capture enough odour molecules. The
snappers were also manually assessed by the QA experts for
the reference purpose. The numerical quality indices were
compared by calculating the log-likelihood. The experiment
results are shown by a box plot in Fig. 10, where the y-axis
gives the log-likelihood calculated with the forward-backward
algorithm, and the x-axis gives the icedays. We paid particular
attention to the period from the fourth day to the eighth day
when the fish were hard to be assessed. The quality indices
from E-nose match the manual results which are provided by
QA experts and under the boxes in the figure. In the case
that snappers are freshest, i.e., score zero, the quality indices
from E-nose are consistent and close to the manual indices,
especially in the first four days.

Fig. 10. The likelihood of the E-nose quality model [42].

VII. CONCLUSION

In this paper, we presented the BeFAQT system, where
IoT, AI, image processing and E-nose technologies were
employed for real-time tracking of fish origin proof and quality
information. A multi-layer Blockchain system was developed
to ensure the trustworthiness of the provenance and tracking
data, where the ABE chain provided access control to the data
stored in the IoT chain based on the ABE scheme. Verified
by the trial on a local snapper supply chain, the BeFAQT
system was proved to be able to connect fishers and Co-Ops
with SFM and consumers to provide trusted fish tracking and
quality information in real-time.
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