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Recently, there are more and more organizations offering quantum-cloud services, where any client can access
a quantum computer remotely through the internet. In the near future, these cloud servers may claim to offer
quantum computing power out of reach of classical devices. An important task is to make sure that there is a real
quantum computer running, instead of a simulation by a classical device. Here we explore the applicability of
a cryptographic verification scheme that avoids the need of implementing a full quantum algorithm or requiring
the clients to communicate with quantum resources. In this scheme, the client encodes a secret string in a
scrambled IQP (instantaneous quantum polynomial) circuit sent to the quantum cloud in the form of classical
message, and verify the computation by checking the probability bias of a class of output strings generated
by the server. We provided a theoretical extension and implemented the scheme on a 5-qubit NMR quantum
processor in the laboratory and a 5-qubit and 16-qubit processors of the IBM quantum cloud. We found that
the experimental results of the NMR processor can be verified by the scheme with about 2.5% error, after noise
compensation by standard techniques. However, the fidelity of the IBM quantum cloud is currently too low to
pass the test (about 42% error). This verification scheme shall become practical when servers claim to offer
quantum-computing resources that can achieve quantum supremacy.

Introduction.— Quantum computation promises a regime
with unprecedented computational power over classical de-
vices, offering numerous interesting applications, such as fac-
torization [1], quantum simulation [2, 3], and quantum ma-
chine learning [4, 5]. However, before quantum computers
become prevalent to the public, one might expect that only
organizations with sufficient resources could operate a full-
scale quantum computer, analogous to today’s supercomput-
ers. Furthermore, individuals who have demands for quantum
computation could access the service through the internet, i.e.,
cloud quantum computing. In fact, several small-scale quan-
tum cloud services have already been launched [6–8], which
can be operated by remote clients through the internet. As
a result, many simulations performed from quantum cloud
servers have been reported (see Ref. [9] for a summary).

In the near future, it is not impossible that these clouds may
claim to offer 100 or more working qubits and many layers
of quantum gates, where quantum supremacy [10–13] could
be achieved. However, one may naturally ask, is there a real
quantum computer behind the cloud? Or, would it just be
a classical computer simulating quantum computation? For
ordinary clients who only have control and access of classi-
cal computer, a natural task is to verify whether these cloud
servers are truly quantum.

Alternatively, the question can be formalized as follows: is
it possible for a purely-classical client to verify the output of
a quantum prover? This question has been extensively ex-
plored for more than ten years. In 2004, Gottesman initialized

this question, which Aaronson wrote down in his blog [14].
A straight-forward idea is to run a quantum algorithm solv-
ing certain NP problems, for example, Shor’s algorithm for
integer factorization [1]. Such problems might be hard for
classical computation, but are easy for classical verification
once the result is known. However, the challenge is that a full
quantum algorithm typically requires thousands of qubits and
quantum error correction to be implemented, which is out of
question in the NISQ [15] (Noisy Intermediate-Scale Quan-
tum) era.

Note that the verification problem have different variants.
For example, one may assume that the supposedly “classical”
client may actually have a limited ability to perform quantum
operations on a small number of qubits. This line of research
has already attracted much attention [16–22]. Without any
quantum power, the client might still be able to verify dele-
gated quantum computation which is spatially separated and
entanglement can be shared [23, 24]. Currently, this approach
does not seem to fit the setting of the available quantum cloud
services, but it does reveal the outstanding challenge for es-
tablishing a rigorous verification scheme based on a classi-
cal client interacting with a single server using only classical
communication [25].

Until recently, Mahadev has made important pro-
gresses [26, 27], assuming that the learning-with-errors prob-
lem [28] is computationally hard even for quantum computer.
The protocol allows a classical computer to interactively ver-
ify the results of an efficient quantum computation, achieving
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a fully-homomorphic encryption scheme for quantum circuits
with classical keys. Despite these great efforts, we are still fac-
ing the problems of “non-interactively” verifying near-term
quantum clouds, which would be too noisy for implementing
full quantum algorithms but may be capable of demonstrating
quantum supremacy.

Here we report an experimental demonstration of a simple
but powerful cryptographic verification protocol, originally
proposed by Bremner and Shepherd [29] in 2008. We ex-
tended the theoretical construction in terms of n-point corre-
lation. The implementation was first performed with a 5-qubit
NMR quantum processor in the laboratory. Additionally, we
also benchmarked the performance of the verification scheme
by actually implementing the protocol with the IBM quantum
cloud processors [6].

The verification protocol implemented is based on a sim-
plified circuit model of quantum computation, called IQP (in-
stantaneous quantum polynomial) model [29]; the qubits are
always initialized in the ‘0’ state. The IQP circuits con-
tain three parts. In the first and the last part, single-qubit
Hadamard gates are applied to every qubit. The middle part
of an IQP circuit does not contain an explicit temporal struc-
ture, in the sense that diagonal (and hence commuting) gates
acting on single or multiple qubits are applied. On one hand,
the IQP model represents a relatively resource-friendly com-
putational model to be tested with near-term quantum devices.
On the other hand, the IQP model has been proven to be hard
for classical simulation [30, 31], under certain computational
assumptions, similar to Boson sampling [32].

Verification protocol.— In the cryptographic verification
protocol [29], there are two parties labeled as Alice (the client)
and Bob (the server). Alice is assumed to be completely clas-
sical; she can only communicate with others through classical
communication (e.g., internet). Suppose Bob claims to own
a quantum computer and Alice is going to test it. In reality,
of course, there is no need for Alice to inform Bob about her
intention; she may just pretend to run a normal quantum pro-
gram. The protocol can be succinctly summarized as follows
(depicted by Fig. 1).

Step 1: Alice first generates a matrix (called X-program [29])
associated with a secret string s ∈ {0, 1}n, which is only
kept by Alice.

Step 2: Alice then translates the X-program into an IQP circuit
of n qubits, and sends the information about the IQP
circuit UIQP to Bob.

Step 3: Bob returns the outputs to Alice in terms of the bit
strings x ∈ {0, 1}n, which should follow the distribu-
tion of the IQP circuit, i.e., Pr (x) = |〈x|UIQP |0n〉|2, if
Bob is honest.

Step 4: Ideally, Alice should be able to determine if the proba-
bility distributions Pr(x) for a subset of strings orthogo-
nal to the secret string, where x · s ≡ x1s1 + x2s2 + · · ·+

xnsn = 0 mod 2, add up to an expected value 0.854.
Otherwise, Bob fails to pass the test.

BYes, quantum cloud service available. 

A
Please run the following IQP circuit.

UIQP = exp
�
i ⇡8 H

�
<latexit sha1_base64="ZCH9iWTiaykgC013dvUe/4lNzqE="></latexit><latexit sha1_base64="ZCH9iWTiaykgC013dvUe/4lNzqE="></latexit><latexit sha1_base64="ZCH9iWTiaykgC013dvUe/4lNzqE="></latexit><latexit sha1_base64="ZCH9iWTiaykgC013dvUe/4lNzqE="></latexit>

H =X2 + X3 + X4 + X4X5 + X2X5

+X2X3X4 + X3X5 + X3X4 + X1X3 + X1X4
<latexit sha1_base64="UOfFbZxBn68Ia2qkKFNUuFyyr1g="></latexit><latexit sha1_base64="UOfFbZxBn68Ia2qkKFNUuFyyr1g="></latexit><latexit sha1_base64="UOfFbZxBn68Ia2qkKFNUuFyyr1g="></latexit><latexit sha1_base64="UOfFbZxBn68Ia2qkKFNUuFyyr1g="></latexit>

where

B
00100, 11000, 01000, 10000, 00001 …
Output strings:

On input state: |00000i
<latexit sha1_base64="jsB+ExUAX1kqFRXgcUIVbng4Ia0="></latexit><latexit sha1_base64="jsB+ExUAX1kqFRXgcUIVbng4Ia0="></latexit><latexit sha1_base64="jsB+ExUAX1kqFRXgcUIVbng4Ia0="></latexit><latexit sha1_base64="jsB+ExUAX1kqFRXgcUIVbng4Ia0="></latexit>

Please give outcomes in the computational 
basis. Thanks!

Secret
11110

Wait for some moment

Bob - Quantum Cloud Operator

Bob - Quantum Cloud Operator

Alice - Client

s · x = 1
<latexit sha1_base64="Ul7HcJ+T2fCzR0Xdh9vxQpSs1oA="></latexit><latexit sha1_base64="Ul7HcJ+T2fCzR0Xdh9vxQpSs1oA="></latexit><latexit sha1_base64="Ul7HcJ+T2fCzR0Xdh9vxQpSs1oA="></latexit><latexit sha1_base64="Ul7HcJ+T2fCzR0Xdh9vxQpSs1oA="></latexit>

s · x = 0
<latexit sha1_base64="oOAyDgIWLKMlG9KKChOeiumKOoQ="></latexit><latexit sha1_base64="oOAyDgIWLKMlG9KKChOeiumKOoQ="></latexit><latexit sha1_base64="oOAyDgIWLKMlG9KKChOeiumKOoQ="></latexit><latexit sha1_base64="oOAyDgIWLKMlG9KKChOeiumKOoQ="></latexit>

FIG. 1. Schematic representation of the protocol. Alice generates a
description matrix, according to the construction of quadratic residue
code. This description matrix has an associating secret vector s and
determines an X-program circuit. Bob runs this circuit, measures and
sends back the measurement data to Alice. From Bob’s data, Alice
computes the probability bias Ps⊥, with respect to the secret vector
s, and sees whether it is close to 0.854, to decide whether Bob has a
true quantum device or not.

More specifically, the key quantity of interest is the follow-
ing probability bias defined by,

Ps⊥ ≡
∑

x∈{0,1}n
|〈x|UIQP |0n〉 |2 δx·s=0 , (1)

where δx·s=0 = 1 if it is true that x · s = 0, and δx·s=0 = 0 oth-
erwise. For a perfect quantum computation, the value of the
probability bias should be Ps⊥ = 0.854. The best known clas-
sical algorithm [29] would instead produce a value of 0.75,
which is relevant when n is sufficiently large. This quantum-
classical gap in the probability bias makes it possible to apply
such a resource-friendly cryptographic verification scheme for
testing quantum cloud computing in the regime where quan-
tum supremacy would be achieved.

Overview.— To illustrate our experimental demonstrations,
we shall first provide a concise and self-contained theoreti-
cal description of the cryptographic protocol. Particularly, our
computer code implemented in the experiment is open source
and available online [33] and in Supplemental Materials; in-
terested readers can readily reproduce our results with it, and
can also apply it to generate X-programs of different varia-
tions for testing other quantum-cloud services.

On the other hand, we also provide a theoretical extension
of the original work [29], transforming it into a form more
familiar to the physics community. Specifically, we connect
the probability bias in Eq. (1) with the Fourier coefficient of



3

H

H

H

H

|0i
<latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="ehrx8TViChbT3zpZXR+P8g6FVmk=">AAACP3icbVFNS8NAEN34WeNXe/ayWARPJfGiJxG8eKxga6EJstlM2qW7m7A7UUrsH/Dq//Lu//AmgtvYg7YODDze7PLevEkKKSwGwbu3tr6xubXd2PF39/z9g8PmXt/mpeHQ47nMzSBhFqTQ0EOBEgaFAaYSCffJ5Ho+v38EY0Wu73BaQKzYSItMcIaO6j4020EnqIuugnAB2mRRDy3vPEpzXirQyCWzdhgGBcYVMyi4hJkflRYKxidsBEMHNVNg46r2OaMnjklplhvXGmnN/v5RMWXtVCXupWI4tsuzOfnvLFFLyphdxJXQRYmg+Y9wVkqKOZ2HQFNhgKOcOsC4Ec475WNmGEcXlR9peOK5UkynVTQBnA3DuIokZPhM2yGNjBiN8XJG/0hyFVc2WzikNqtXtPWyc9J3SYfLua6C/lknDDrhbUAa5Igck1MSknNyRW5Il/QIJyl5Ia/em/fhff5cZM1bnKZF/pT39Q1vhrCv</latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="fWlN7J3aApMPrcBcdm/DPz0LVvs="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit>

|0i
<latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="ehrx8TViChbT3zpZXR+P8g6FVmk=">AAACP3icbVFNS8NAEN34WeNXe/ayWARPJfGiJxG8eKxga6EJstlM2qW7m7A7UUrsH/Dq//Lu//AmgtvYg7YODDze7PLevEkKKSwGwbu3tr6xubXd2PF39/z9g8PmXt/mpeHQ47nMzSBhFqTQ0EOBEgaFAaYSCffJ5Ho+v38EY0Wu73BaQKzYSItMcIaO6j4020EnqIuugnAB2mRRDy3vPEpzXirQyCWzdhgGBcYVMyi4hJkflRYKxidsBEMHNVNg46r2OaMnjklplhvXGmnN/v5RMWXtVCXupWI4tsuzOfnvLFFLyphdxJXQRYmg+Y9wVkqKOZ2HQFNhgKOcOsC4Ec475WNmGEcXlR9peOK5UkynVTQBnA3DuIokZPhM2yGNjBiN8XJG/0hyFVc2WzikNqtXtPWyc9J3SYfLua6C/lknDDrhbUAa5Igck1MSknNyRW5Il/QIJyl5Ia/em/fhff5cZM1bnKZF/pT39Q1vhrCv</latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="fWlN7J3aApMPrcBcdm/DPz0LVvs="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit>

|0i
<latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="ehrx8TViChbT3zpZXR+P8g6FVmk=">AAACP3icbVFNS8NAEN34WeNXe/ayWARPJfGiJxG8eKxga6EJstlM2qW7m7A7UUrsH/Dq//Lu//AmgtvYg7YODDze7PLevEkKKSwGwbu3tr6xubXd2PF39/z9g8PmXt/mpeHQ47nMzSBhFqTQ0EOBEgaFAaYSCffJ5Ho+v38EY0Wu73BaQKzYSItMcIaO6j4020EnqIuugnAB2mRRDy3vPEpzXirQyCWzdhgGBcYVMyi4hJkflRYKxidsBEMHNVNg46r2OaMnjklplhvXGmnN/v5RMWXtVCXupWI4tsuzOfnvLFFLyphdxJXQRYmg+Y9wVkqKOZ2HQFNhgKOcOsC4Ec475WNmGEcXlR9peOK5UkynVTQBnA3DuIokZPhM2yGNjBiN8XJG/0hyFVc2WzikNqtXtPWyc9J3SYfLua6C/lknDDrhbUAa5Igck1MSknNyRW5Il/QIJyl5Ia/em/fhff5cZM1bnKZF/pT39Q1vhrCv</latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="fWlN7J3aApMPrcBcdm/DPz0LVvs="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit>

|0i
<latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="ehrx8TViChbT3zpZXR+P8g6FVmk=">AAACP3icbVFNS8NAEN34WeNXe/ayWARPJfGiJxG8eKxga6EJstlM2qW7m7A7UUrsH/Dq//Lu//AmgtvYg7YODDze7PLevEkKKSwGwbu3tr6xubXd2PF39/z9g8PmXt/mpeHQ47nMzSBhFqTQ0EOBEgaFAaYSCffJ5Ho+v38EY0Wu73BaQKzYSItMcIaO6j4020EnqIuugnAB2mRRDy3vPEpzXirQyCWzdhgGBcYVMyi4hJkflRYKxidsBEMHNVNg46r2OaMnjklplhvXGmnN/v5RMWXtVCXupWI4tsuzOfnvLFFLyphdxJXQRYmg+Y9wVkqKOZ2HQFNhgKOcOsC4Ec475WNmGEcXlR9peOK5UkynVTQBnA3DuIokZPhM2yGNjBiN8XJG/0hyFVc2WzikNqtXtPWyc9J3SYfLua6C/lknDDrhbUAa5Igck1MSknNyRW5Il/QIJyl5Ia/em/fhff5cZM1bnKZF/pT39Q1vhrCv</latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="fWlN7J3aApMPrcBcdm/DPz0LVvs="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit>

|0i
<latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="ehrx8TViChbT3zpZXR+P8g6FVmk=">AAACP3icbVFNS8NAEN34WeNXe/ayWARPJfGiJxG8eKxga6EJstlM2qW7m7A7UUrsH/Dq//Lu//AmgtvYg7YODDze7PLevEkKKSwGwbu3tr6xubXd2PF39/z9g8PmXt/mpeHQ47nMzSBhFqTQ0EOBEgaFAaYSCffJ5Ho+v38EY0Wu73BaQKzYSItMcIaO6j4020EnqIuugnAB2mRRDy3vPEpzXirQyCWzdhgGBcYVMyi4hJkflRYKxidsBEMHNVNg46r2OaMnjklplhvXGmnN/v5RMWXtVCXupWI4tsuzOfnvLFFLyphdxJXQRYmg+Y9wVkqKOZ2HQFNhgKOcOsC4Ec475WNmGEcXlR9peOK5UkynVTQBnA3DuIokZPhM2yGNjBiN8XJG/0hyFVc2WzikNqtXtPWyc9J3SYfLua6C/lknDDrhbUAa5Igck1MSknNyRW5Il/QIJyl5Ia/em/fhff5cZM1bnKZF/pT39Q1vhrCv</latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="G1ZRNhVgi9cGhNfdg88eXuFO1Lk="></latexit><latexit sha1_base64="fWlN7J3aApMPrcBcdm/DPz0LVvs="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit><latexit sha1_base64="Xf6A2oBpHTVjeyjoX4h8cNI8muA="></latexit>

H

!

X

!
!

! X X ! X

X

X ! X

X

X ! X

X ! X

X ! X

X ! X

H

H

H

H

H

FIG. 2. IQP circuit for the X-program matrix (3). There are two layers of Hadamard gates at the beginning and the end of the circuit. The
gates in between are all diagonal in the Z basis. θ stands for exp(iθZ).

the probability Pr(x) of the output strings. As a result, we
can express the probability bias through the n-point correla-
tion function (see Supplemental Materials):

Ps⊥ =
1
2

(1 + 〈Z s1 Z s2 · · · Z sn〉) . (2)

Since the string s = s1s2 · · · sn is not known to Bob, the veri-
fication protocol can be regarded as a game where Alice tests
the outcomes in terms of a particular correlation function un-
known to Bob.

In addition, as we will see later, the X-program consists of
two part, the main part and the redundant parts, and the repre-
sentation of Eq. (2) provides a straight-forward way to under-
stand why the redundant part of the X-program does not affect
the probability bias—they commute with the n-point correla-
tion function.

Our theoretical extension in Eq. (2) allows us to take
into account the effect of noises. More precisely, if one
models [34, 35] the decoherence by a dephasing chan-
nel (with an error rate ε) applied for each qubit at each
time step, then the probability bias becomes Ps⊥ →
1
2

(
1 + (1 − 2ε)|s| 〈Z s1 Z s2 · · · Z sn〉

)
, where |s| is the Hamming

weight of s, that is the number of 1’s in s.
Experimentally, our data were taken separately from two

different sources, namely a five-qubit NMR processor in the
laboratory, and the IBM cloud services, aiming to benchmark
the performances of the IQP circuit implementation under the
laboratory conditions and that from the quantum-cloud ser-
vice.

Our results show that the laboratory NMR quantum proces-
sor can be employed to verify the IQP circuit after noise com-
pensation by standard techniques, but the IBM quantum cloud
was too noisy. The probability bias obtained from the IBM’s
processors are close to 0.5, which is the result of uniform dis-
tribution. The main reason is that IBM’s system has many
constraints on the connectivity between the physical qubits;
we had to include many extra SWAP gates to complete the
circuit, causing a severe decoherence problem.

Theoretical construction.— Here Alice’s secret vector of
string is given by s = (1, 1, 1, 1, 0). An X-program can be rep-
resented by a matrix with binary values, which is constructed

from the quadratic residue code (QRC) [36]. In the experi-
ment, the matrix X associated with the X-program is given by
the following (see Supplemental Material for the construction
method),

X =



0 0 0 0 0 0 0
1 0 0 0 1 1 0
0 1 0 0 0 1 1
0 0 1 1 0 1 0
0 0 0 1 1 0 1︸                  ︷︷                  ︸

Main

0 1 1
0 0 0
1 1 0
1 0 1
0 0 0︸   ︷︷   ︸
Redundant


. (3)

Here the X-program has a layer of security for protecting
the knowledge of the secret string s from Bob. Explicitly,
there are two parts in the matrix, (i) the main part and (ii) a
redundant part. Columns in the main part are not orthogonal
to the secret vector s, i.e., x · s = 1, while columns in the
redundant part are, i.e., x·s = 0. Both parts have to be changed
if the secret string is changed.

However, an important property of the X-program is that
the probability bias Ps⊥ depends only on the main part. So
Alice can append as many redundant columns that are orthog-
onal to s to this matrix as she wishes. Of course, later she
would need to scramble the columns, in order to hide the se-
cret s from Bob.

Next, the X-program has to be translated into an IQP cir-
cuit [29], which is a subclass of quantum circuits with com-
muting gates before and after the Hadamard gates. Equiva-
lently, the unitary transformation associated with the IQP cir-
cuit can be casted as follows:

UIQP = exp (iθH) , (4)

where θ = π/8, and H is the effective Hamiltonian constructed
by the elements of the X-program. For example, a column
(1, 0, 1, 1, 0) represents a term X1X3X4, where Xi is a Pauli-
X acting on the i-th qubit. As a result, the full Hamiltonian
corresponding to X reads,

H = X2 + X3 + X4 + X4X5 + X2X5

+ X2X3X4 + X3X5 + X3X4 + X1X3 + X1X4 . (5)
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a

b

FIG. 3. (a) Part of the peak intensities from the readout pulses. There
are 80 groups of peak intensities in total and we only present the first
10 groups here. Each peak intensity is a linear combination of prob-
abilities. (b) The ratio of the experimental value to the theoretical
value of the n-point correlation function 〈Z s1 Z s2 · · · Z sn 〉 in log scale,
versus Hamming weights.

Note that if we take θ = π/4, then the evolution can be simu-
lated classically by the Gottesman-Knill algorithm [37]. Fig. 2
shows the circuit diagram.

In the ideal case, the probability bias for the IQP circuit
should be given by Ps⊥ = 0.854. If Bob outputs random
bits, the value of the probability bias would be Ps⊥ = 0.5.
However, although it is scrambled, the X-program is corre-
lated with the secret string. The classical algorithm provided
in Ref. [29] can yield Ps⊥ = 0.75, which was conjectured to
be optimal [29]. As a result, it becomes possible to verify
the quantum hardware behind the quantum clouds by simply
collecting the statistics of the outputs to check if we can get
Ps⊥ = 0.854.

For the purpose of benchmarking, we performed a total of
three separate implementations of the same X-program on an
NMR quantum processor and on IBM quantum processors,
including the 5-qubit one and the 16-qubit one [6].

Verification with NMR in the laboratory.— The experiments
with the NMR quantum processor were carried on a Bruker
AV-400 spectrometer at 303K. The 5-qubit quantum processor
consists of two 1H nuclear spins and three 19F nuclear spins in
1-bromo-2,4,5-trifluorobenzene dissolved in the liquid crystal
N-(4-methoxybenzylidene)-4-butylaniline (MBBA) [38]. The
molecular structure and equilibrium spectra of 19F nuclear

a

b

FIG. 4. (a) Probability distributions from IBM quantum processors
and the NMR processor. ibmqx4 is the 5-qubit processor and ibmqx5
is the 16-qubit one. (b) The probabilities are put into grids and the
colors indicate their values according to the color scale on the right.

spins are provided in the Supplemental Materials.
Starting from the thermal state ρeq, the NMR system is ini-

tially prepared in a PPS ρi = 1−ε
32 I32 + ε |00000〉〈00000| by the

line-selective method [39]. Here I32 represents the 32 × 32
identity operator and ε ≈ 10−5 is the polarization. Note that
the identity operator is invariant under the unitary transforma-
tion, neither does it affect the measurement step. The state ρi

evolves the same way as a true pure state |00000〉〈00000| and
generates the same signal up to a proportionality factor ε, so
we can simply regard the ρi as |00000〉〈00000|.

To implement the IQP circuit, i.e. the UIQP described by
Eq. (4), we packed it into one shaped pulse optimized by the
gradient ascent pulse engineering (GRAPE) method [40], with
the length being 37.5 ms and the number of segments being
1500. The shaped pulse has the theoretical fidelity of 99.4%
and is designed to be robust against the inhomogeneity of the
pulse amplitude.

To obtain the probability bias in the experiment, we need
five readout pulses (i.e. a Y pulse on each qubit exp

(
−iπY j/4

)
)

to reconstruct the diagonal elements of the density matrix of
the final state [41], which are the probabilities in the compu-
tational basis. For details, we refer to the Supplemental Mate-
rials.

From each readout pulse, we can obtain 16 peak intensi-
ties, and each peak intensity is a linear combination of the
32 probabilities. So we have 80 linear equations of the form:∑

x cx(l) Pr(x) = αl (1 ≤ l ≤ 80), where αl’s are the peak in-
tensities read out by our device. We present 10 of these peak
intensities in Fig. 3 (a), and figure with all peak intensities
can be found in Supplemental Materials. The blue lines in
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Fig. 3 (a) are from the experiment on our NMR processor, and
the red ones are from theoretical simulation without consid-
ering the noise effect. After solving those 80 linear equations
from NMR processor together with the normalization condi-
tion

∑
x Pr(x) = 1 through the least square method, we ob-

tain the corresponding probability distribution, as depicted in
Fig. 4 (a) (the blue histogram). The probability bias from this
raw distribution is 0.755.

The probability bias is connected to the n-point correlation
function 〈Z s1 Z s2 · · · Z sn〉 through Eq. (2). If there is single-
qubit dephasing noise on every qubits at each step, the n-point
correlation function will decay by a factor (1 − 2ε)|s| [34, 35].
Thus the ratio of the experimental n-point correlation (which
is from the raw distribution) to the theoretical value is (1 −
2ε)|s|. Fig. (3) (b) shows this ratio in log scale, versus Ham-
ming weights of all possible s. The slope of the linear fit
is log(1 − 2ε), from which we obtain an effective noise rate
ε = 6.79%.

We note that the whole duration of the dynamic evolution is
37.5 ms whereas the decoherence time is about 50 ms. Hence,
the decay caused by the decoherence is not negligible. To
compensate the effects of decoherence, we experimentally es-
timate the attenuation factor, that is, the ratio of peak inten-
sities with decoherence to peak intensities without decoher-
ence. Concretely, we design a shaped pulse of the 32 × 32
identity operator with length 37.5 ms and use the decay in the
peak intensities of this identity evolution to estimate the at-
tenuation factor. To compensate the effects of decoherence,
peak intensities from actual experiment are divided by the at-
tenuation factor (see Supplemental Material for details) and
the resulted peak intensities are shown as the green lines in
Fig. 3. Then with a similar method by solving linear equa-
tions, we derive the probability bias compensated by noise:
0.866 ± 0.016 (comparable with the theoretical value: 0.854).
Details of the error bar 0.016 can be found in Supplemental
Material.

Verification with IBM cloud.— As for experiments on IBM
devices, we run the same circuits as in Fig. 2. However, due
to the connectivity constraints [6], we have to include several
additional SWAPs to complete the circuit, which makes the
whole circuit depth be about 40 ∼ 50; for example, CNOT
gates can only be applied to a certain pairs of qubits. In our
demonstration, we applied the verification algorithm for ib-
mqx4, a 5-qubit superconducting processor, and ibmqx5, a 16-
qubit one, which are accessed via a software called QISKit.
We collect specification of IBM devices in Supplemental Ma-
terial, including the connectivity and coherence time. These
data can also be found in Ref. [6].

In Fig. 4 (a), the histogram in orange is the probability dis-
tribution from the experiment on ibmqx4, while the brown one
is from ibmqx5. The probability biases from these two distri-
butions are respectively 0.488 and 0.492, which are far from
the expected value of 0.854. In fact, from a completely-mixed
state, we can obtain a probability bias of 0.5. So the values
of bias from these two quantum cloud services by IBM indi-
cate that their final states are highly corrupted by decoherence.

Furthermore, to see whether the IBM cloud would have a bet-
ter performance if we reduce the depth, we implement a quan-
tum circuit only corresponding to the main part of matrix (3)
on ibmqx4. However, the obtained bias is 0.512, which is still
very close to that from a completely mixed state (see Supple-
mental Material for details). Therefore, we concluded that the
IBM cloud was too noisy to pass our test.

Fig. 4 (b) shows the comparison of the distributions. Each
grid has 32 elements, corresponding to 32 probabilities. The
color in each element indicates the concrete value, according
to the color scale on the right. The distribution from the exper-
iment run on NMR device is close to the theoretical prediction
while the last two, which are distributions from IBM devices,
are not.

Summary.— In conclusion, we have performed a proof-
of-principle demonstration of a cryptographic verification
scheme, using an NMR quantum processor and the IBM quan-
tum cloud. The experimental results show that the fidelity of
the quantum cloud service has to be significantly improved, in
order to be testable with the verification method. In particular,
the connectivity between the qubits imposes an extra overhead
in the implementation of the scheme. For a large-scale imple-
mentation, it is the also important to determine numerically
the size of IQP circuit that can no longer be simulable by clas-
sical computers, which is currently an open question.
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SUPPLEMENTAL MATERIAL

Quadratic-Residue-Code Construction

We briefly review the quadratic-residue-code (QRC) construction. For detailed proofs, we refer readers to Ref. [29] and
Ref. [36]. Below, all linear algebraic objects (vectors, matrices, linear spaces, etc.) are over F2.

Related Classical Coding Theories

Definition 1. (code and codeword) A code C is a linear subspace of Fn
2, and the elements of a code is called codeword. Denote

“c is a codeword of C” as c ∈ C.

Given a matrix X, the linear combination of its rows generate a code C, and such a matrix is called generating matrix of C.
Generating matrices for a code are not unique.

Definition 2. (quadratic residue) An integer j is called a quadratic residue modulo q if there exists an integer x, s.t. x2 ≡

j (mod q).

Suppose q is a prime such that 8 divides q + 1. Consider a binary vector of length q, the j-th components of which is 1 if and
only if j is a quadratic residue modulo q. The smallest example is q = 7, in which case such vector is (1, 1, 0, 1, 0, 0, 0). Rotate it,
and we get a class of vectors, such as (0, 1, 1, 0, 1, 0, 0), (0, 0, 1, 1, 0, 1, 0), etc. This class of vectors generates a linear subspace
CQRC, called quadratic residue code (QRC). For q = 7, the matrix below can be a generating matrix:

XM =


1 1 1 1 1 1 1
1 1 0 1 0 0 0
0 1 1 0 1 0 0
0 0 1 1 0 1 0
0 0 0 1 1 0 1

 ≡

r0
r1
r2
r3
r4

 (S1)

Here, the last 4 rows form a basis, and the first row is just a linear combination of the basis, thereby leaving the code invariant.
More explicitly, any vectors in the code space generated by XM can be written as

∑4
i=1 ciri, where ci ∈ {0, 1}.

Definition 3. (Hamming weight) The Hamming weight of a codeword is the number of 1’s that it has, denoted as |c|.

If the Hamming wieght is even, then we say the codeword is even.

Definition 4. (doubly even) A code is doubly even if all the codewords have Hamming weight a multiple of 4.

Definition 5. (dual code and self-dual) For a code C ⊆ Fn
2, the dual code C⊥ is defined as C⊥ = {x ∈ Fn

2 | x · c = 0 for all c ∼ C}.
A code is self-dual if its dual code is itself.

Here, the inner product is over F2. It is clear that dimC + dimC⊥ = n. The dimension of a self-dual code is n/2 with n even.
We collect some results from classical coding theory in Lemma 1.

Lemma 1. The dimension of QRC with respect to q is (q + 1)/2. Append a single bit to every codeword of QRC (these bits are
not necessarily the same for all codewords), to make them all even. The extended QRC is self-dual and doubly even.

The Quantum Value of Bias

We append columns whose 1-st component is 0 to XM , to make a larger matrix X. Obviously, columns in XM are not
orthogonal to s = (1, 0, 0, 0, 0), but the appending columns are. We interpret X as an X-program, run it and calculate the bias in
the direction of s, then we have the following theorem [29]:

Theorem 1. Denote the code generated by XM as CQRC. Then the bias in the direction of s is

Ps⊥ =
1
2d

∑
c∈CQRC

cos2[θ(q − 2|c|)] , (S2)

where d = (q + 1)/2 is the dimension of QRC and 2d is the number of elements in QRC.
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From the above formula, we know that the bias depends on the QRC CQRC instead of the matrix XM or X. This means that we
can append XM with arbitrarily many rows orthogonal to s, without changing the the bias. Also, we can do row manipulation
to X, and the bias remains unchanged as long as we change s correspondingly s.t. the appending rows are still orthogonal to s.
This can scramble the circuit and the secret vector in order to hide it. We write a code for generating the initial QRC matrix and
scrambling, and put it at the end of this section as well as in Ref. [33].

From Lemma 1, we know that odd codewords in the original QRC have weight -1 modulo 4, and those of even parity have
weight 0 modulo 4, since the extended QRC is doubly even. For a code, the number of even and odd codewords are equal. Thus
q − 2|c| in the summation is half the time 1 modulo 8, and half the time -1 modulo 8. So the bias (for θ = π/8) is

Ps⊥ =
1
2

cos2 π

8
+

1
2

cos2
(
−
π

8

)
= cos2 π

8
= 0.854 .

This is the quantum value of bias.

The Optimal Classical Value of Bias

In [29], a classical efficient algorithm was proposed to approximate the bias. The algorithm works as follows:

1. Randomly pick 2 n-bit vectors d and e. (Recall that n is the number of qubits as well as the length of columns in X.)

2. Delete columns in X that are orthogonal to d, and denote the remaining rows as a matrix Xd. Do the same to get Xe.

3. Denote the sum of rows in Xd ∩ Xe as y. Then y is the approximate result of x.

By some simple calculation, we can show that Pr(y | y · s = 0) = Pr
(
c1, c2 ∈ CQRC | c1 · c2 = 0

)
[29]. From Lemma 1, we know

that the extended QRC is self-dual, which implies the even codewords in the extended QRC is orthogonal to all codewords.
Since the extended QRC is obtained by appending a single bit to codewords in QRC to make them all even, the bit appended
to even codewords in QRC is 0. So the even codewords in QRC is orthogonal to all codewords in QRC. If the inner product
between two codewords is not zero, then they are all odd, which occurs with probability 1/4. Thus

Pr(y | y · s = 0) = Pr
(
c1, c2 ∈ CQRC | c1 · c2 = 0

)
= 1 −

1
4

=
3
4
.

This value is conjected to be the best that a classical computer can approximate efficiently.
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Python Code for QRC Construction

i m p o r t numpy as np

# s e t p a r a m e t e r s , which can be changed by r e a d e r s
q = 7 # q must s a t i s f y 8 d i v i d e s ( q +1)
n = i n t ( ( q +3) / 2 ) # number o f q u b i t s
r = 3 # number o f r e d u n d a n t rows

d e f ColAdd (A, i , j ) :
’ ’ ’
add t h e j − t h column of A t o t h e i − t h column
’ ’ ’
i f l e n (A. shape ) == 1 :

A i = A[ i ]
A j = A[ j ]
A i = ( A i + A j )%2
A[ i ] = A i

e l s e :
A i = A [ : , i ]
A j = A [ : , j ]
A i = ( A i + A j )%2
A [ : , i ] = A i

r e t u r n A

d e f Redund ( n ) :
’ ’ ’
g e n e r a t e a r e d u n d a n t row
’ ’ ’
a = np . random . c h o i c e ( 2 , n )
a [ 0 ] = 0
r e t u r n a

d e f QuadResidue ( q ) :
’ ’ ’
r e t u r n q u a d r a t i c r e s i d u e s modulo q
’ ’ ’
q r = [ ]
f o r m i n r a n g e ( q ) :

q r . append (m∗∗2%q )
q r . pop ( 0 )
r e t u r n l i s t ( s e t ( q r ) )

d e f I n i t ( n , q , r ) :
’ ’ ’
g e n e r a t e t h e m a t r i x
’ ’ ’
r e s u l t = { }

P s = np . z e r o s ( [ q , n ] , d t y p e = i n t )
P s [ : , 0 ] = np . ones ( q , d t y p e = i n t )
q r = QuadResidue ( q )
f o r m i n r a n g e ( n−1) :

f o r m1 i n q r :
P s [ ( m1−1+m)%q , m+1] = 1

P = P s
w h i l e r > 0 :

r −= 1
row = Redund ( n )
i f ( row == np . z e r o s ( n , d t y p e = i n t ) ) . a l l ( )

:
r += 1
c o n t i n u e

P = np . append ( P , [ row ] , a x i s = 0)
r e s u l t [ ” m a t r i x ” ] = np . un iq ue ( P , a x i s = 0) #
d e l e t e r e d u n d a n t rows

s = np . z e r o s ( n , d t y p e = i n t )
s [ 0 ] = 1
r e s u l t [ ” s e c r e t ” ] = s
r e t u r n r e s u l t

d e f Scramble ( r e s u l t , t i m e s ) :
’ ’ ’
s c r a m b l e P and s
’ ’ ’
P = r e s u l t [ ” m a t r i x ” ]
s = r e s u l t [ ” s e c r e t ” ]
f o r m i n r a n g e ( t i m e s ) :

l = l i s t ( r a n g e ( n ) )
i = np . random . c h o i c e ( l )
l . pop ( i )
j = np . random . c h o i c e ( l )
P = ColAdd ( P , i , j )
s = ColAdd ( s , j , i )

r e s u l t [ ” m a t r i x ” ] = P
r e s u l t [ ” s e c r e t ” ] = s
r e t u r n r e s u l t

r e s u l t = I n i t ( n , q , r ) # g e n e r a t e t h e i n i t i a l
m a t r i x

p r i n t ( Scramble ( r e s u l t , 50) ) # s c r a m b l e 50 t imes ,
# and p r i n t t h e m a t r i x
# as w e l l a s t h e s e c r e t v e c t o r

Probability Bias and n-point Correlation Functions

In this section, we first show the relation between bias, Fourier components and n-point correlation functions. Then exploiting
this relation, we show why the redundant part of X has no effect on the value of probability bias. Originally, in Ref. [29], this is
proven through Theorem 1. Here, we provide a more straightforward and intuitive way to visualize this fact.

For a probability distribution {p(x)}, its Fourier coefficient is

p̂(s) ≡
1
2n

∑
x

p(x)(−1)x·s

=
1
2n

∑
x·s=0

p(x) −
∑
x·s=1

p(x)


=

1
2n (2Ps⊥ − 1) , (S3)
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|0〉

U

Z s1

U†

〈0|

|0〉 Z s2 〈0|

|0〉 Z s3 〈0|

. . . . . . . . .

|0〉 Z sn 〈0|

FIG. S1. Quantum circuit representation of 〈Z s1 ⊗ Z s2 ⊗ · · · ⊗ Z sn 〉. Here, U can be any quantum circuits. At the same time, this diagram can
also be viewed as

∑
x p(x)(−1)s·x.

from the normalization of p(x). DenoteZs ≡ Z s1 Z s2 · · · Z sn , then the n-point correlation function for the final state ρ is

〈Zs〉 ≡ Tr(Zsρ) = 〈0n|U†(Z s1 Z s2 · · · Z sn )U |0n〉 ,

if ρ is a pure state. Fig. (S1) shows the quantum circuit representation of 〈Zs〉. From this representation, we can see that it is
actually the Fourier coefficient of s (up to a normalization factor 1/2n):

|0n〉
U
−→

∑
x

cx |x〉

Zs
−−→

∑
x

cx(−1)s·x |x〉

〈0n |U†
−−−−→

∑
x

p(x)(−1)s·x ,

where cx = 〈x|U |0n〉 is the transition amplitude. Thus p̂(s) = 〈Zs〉/2n, and

〈Zs〉 = 2Ps⊥ − 1 . (S4)

It should be noted that this relation is general and not restricted to IQP circuits.
An X-program circuit can be represented by a matrix X of binary values; its columns represent the gates, as in the Main

Text. There are two parts in X, the main part XM and the redundant part XR. We also split the Hamiltonaian read from X into
two part H = HM + HR, where HM is translated from XM and HR is from XR. Then UIQP = exp(iθH) = eiθHM eiθHR , since HM

commutes with HR. Columns in the redundant part of X are orthogonal to s, which implies that HR commutes with Zs and so
does exp(iθHR). For example, (1, 1, 0, 0, 0) is orthogonal to s = (1, 1, 1, 1, 0), and

[
eiθX1X2 ,Zs

]
= 0. As for HM , it anticommutes

withZs, so eiθHMZs = Zse−iθHM . Thus

〈0n|U†IQPZsUIQP|0n〉 = 〈0n|e−iθ(HM+HR)Zseiθ(HM+HR)|0n〉

= 〈0n|e−iθHMZseiθHM |0n〉

= 〈0n|ei2θHM |0n〉 ,

which has no dependence on the redundant part. Together with Eq. (S4), we can see that the value of probability bias Ps⊥ does
not depend on the redundant part.

Noise effect on probability bias

Consider a simple noise model: single-qubit bit-flip channels E(ρ) = (1− ε)ρ+ εXρX applied to every qubits at the end of the
circuits. This model is equivalent to the noise model described in the main text: dephasing channels on every qubit at each time
step. Those dephasing channels in between commute with each other as well as the diagonal gates, so they accumulate and can
be regarded as an effective single-qubit dephasing channel on every qubit. After commuting with the final layers of Hadamard
gates, they become bit-flip channels. Below, we follow Ref. [35] to show that under this noise, 〈Zs〉 → (1 − 2ε)|s|〈Zs〉, and
hence from Eq. (S4), Ps⊥ →

1
2

(
1 + (1 − 2ε)|s| 〈Zs〉

)
.
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1 2 3 4 5

1 -37712 0.8 0.063

2 315 -45270 0.8 0.063

3 132.2 -36 -47721 0.8 0.063

4 1768 1436 62 2489 1.5 0.11

5 60.8 121 1742 -9 2487.4 1.5 0.11

1
( )T s *

2
( )T s

1

2

3 4

5

spectrum19F

(a)
(b)

1 2 3

FIG. S2. (a) Molecular structure and parameter of 1-bromo-2,4,5-trifluorobenzene. The diagonal and off-diagonal elements represent the
chemical shifts and effective coupling constants in units of Hz, respectively. (b) Equilibrium spectra of 19F nuclear spins. The numbers above
the peaks are the indices of qubits.

First, the effect of the measurement operator isM(ρ) =
∑

x p(x)Π(x), where Π(x) = |x〉〈x|. Note that E commutes withM. To
prove it, we shall first suppose ρ is a single-qubit state. Then

M(E(ρ)) = (1 − ε)M(ρ) + εM(XρX)
= (1 − ε)M(ρ) + ε

[
p(0)Π(1) + p(1)Π(0)

]
= (1 − ε)M(ρ) + εXM(ρ)X
= E(M(ρ)) .

Thus the effect of E can be viewed as flipping the measurement outcome with probability ε. Note that in the expansion of
M(ρ), Π(x) is like |x〉, and they also form a linear space. In this linear space, we introduce a ‘Hadamard’ operatorH : HΠ(i) ≡

1
√

2

[
Π(0) + (−1)iΠ(1)

]
for i = 0, 1. Then

H⊗nΠ(x) =
1
√

2n

∑
s

(−1)x·sΠ(s) .

From the definition ofH , we can easily see thatH2 = I. The original expansion ofM(ρ) has probabilities as its coefficients. To
explore the effect of noise on Fourier coefficiets, we might want to change basis from Π(x) toH⊗nΠ(s):

H⊗nM(ρ) =
∑

x

p(x)H⊗nΠ(x)

=
1
√

2n

∑
x

∑
s

p(x)(−1)x·sΠ(s)

=
√

2n
∑

s

p̂(s)Π(s) ,

M(ρ) = H⊗nH⊗nM(ρ)

=
√

2n
∑

s

p̂(s)H⊗nΠ(s) .

Thus in this new basis, the coefficient is exactly p̂(s) (up to a factor). Now, E
[
HΠ(si)

]
= (1 − 2ε)siHΠ(si), which gives

E⊗n [
H⊗nΠ(s)

]
= (1 − 2ε)|s|H⊗nΠ(s), and hence p̂(s) → (1 − 2ε)|s| p̂(s). Since p̂(s) = 〈Zs〉/2n, we have 〈Zs〉 → (1 − 2ε)|s|〈Zs〉

under this noise model.

Experimental Details

NMR processor

Device. The experiments run on NMR quantum processor were carried on a Bruker AV-400 spectrometer at 303K. The 5-qubit
quantum processor consists of two 1H nuclear spins and three 19F nuclear spins in 1-bromo-2,4,5-trifluorobenzene dissolved in
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FIG. S3. Peak intensities from five readout pulses. Each pulse creates 16 peak intensities, which are linear combination of probabilities, so
there are 80 peak intensities for each kinds of data.

the liquid crystal N-(4-methoxybenzylidene)-4-butylaniline (MBBA) [38]. Figure S2 (a) shows the molecular structure and (b)
shows equilibrium spectra of 19F nuclear spins.

The effective Hamiltonian of the NMR sample in the rotating frame is denoted as:

HNMR =

5∑
j=1

πν jZ j +
∑

16 j6k65

π

2

(
J jk + 2D jk

)
Z jZk , (S5)

where Z j are the Pauli-Z matrices acting on the j-th qubit. The chemical shifts ν j and the effective coupling constants J jk + 2D jk

are shown in Fig. S2 (a). Here we have employed the secular approximation since that the chemical shift difference in each pair
of spins is much higher than the effective coupling strength.

Readout. As we mentioned in the main text, the probability distributions for the IQP circuit is obtained by reconstructing the
diagonal elements of the density matrix of the final state. To obtain the information of the j-th qubit, We applied the readout pulse
exp

(
−iπY j/4

)
and then read the NMR spectrum of it. The first qubit, i.e. F1, is used as the readout channel in the experiment.

The spectrum of F1 is read directly and the information of other qubits are swapped to F1 before obtaining the NMR spectra.
For each qubit, we can obtain a readout spectrum which contains 16 peaks. Taking the spectrum of third qubit as example,
the intensities of the peaks equal to Pr(x1x20x4x5) − Pr(x1x21x4x5), where x1, x2, x4, x5 ∈ {0, 1}. From the intensities of all the
80 peaks, We have 80 linear equations of the form:

∑
x clx Pr(x) = αl (1 6 l 6 80), where αl is the intensity of the l-th peak.

Therefore, the probability distributions Pr(x) can be obtained by measuring the intensities of the peaks and then solving these
linear equations.

The intensities of all the 80 peaks of the five spins are shown as the blue histogram in Fig. S3. The orange one is the ideal
result from the theoretical simulation. In the experiments, the intensities of the NMR signal suffer a significant attenuation
due to the overlong lengths of the pulses. To compensate this effect, we numerically measure the attenuation speed of each
spin by independent benchmarking experiments. The attenuation factors in the duration of the pulse sequence are estimated as
0.66 ± 0.02, 0.63 ± 0.03, 0.67 ± 0.01, 0.66 ± 0.02 and 0.64 ± 0.03 for the five spins. The attenuation of the decoherence effect
then can be compensated by dividing the intensities of the peaks by the corresponding attenuation factors. In Fig. S3, the red
histogram shows the intensities of peaks with the attenuation compensation, which has a good agreement with the theoretical
expectation.

The probability distributions Pr(x) can be estimated by solving the overdetermined linear equations
∑

x clx Pr(x) = αl (1 6 l 6
80), on condition that

∑
x Pr(x) = 1 and Pr(x) > 0. Here αl represents the compensated intensity of the l-th peak. With the least
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FIG. S4. The blue histogram is from theoretical distribution and the red one is from distribution from the NMR device after noise compensation.

square method, we obtain a probability distribution after compensation of noise (Fig. S4), whose probability bias with respect
to the secret string s is 0.866 ± 0.016. The distance between this distribution and the theoretical distribution is 0.23, where the
distance between two distributions pi and qi is defined by D = 1

2
∑32

i=1 |pi − qi|.

Estimation of the readout errors. The readout errors of the intensities of the peaks mainly come from two parts: the statistical
fluctuation of the NMR spectra and the error in the compensation procedure. In the experiments, the intensities of the peaks are
obtained by fitting the NMR spectra to a sum of several Lorentz functions. The results of fitting indicate that these intensities
have an average standard error of 0.004, shown as the error bars on the blue histogram in Fig. S3. To compensate the attenuation
of the signal due to the decoherence effect, these intensities are divided by an attenuation factor, e.g. 0.66 ± 0.02 for the peaks
of the first spin. The error of the attenuation factors also contribute to the compensated results. The readout errors of the
compensated intensities of the peaks are shown in Fig. S3, with the average error being 0.007. The estimation of the readout
errors in the probability distributions Pr(x) are shown as the error bars in Fig. S4. The probability bias is estimated as 0.866,
with a standard error of 0.016.

The error from the imperfection of experimental implementation. In the experiments, the results are also affected by the
imperfection of the implementation, including the imperfection of the initial state and the pulse sequences. We experimentally
measured the population of the initial state on the computational basis (Fig. S5), while the ideal initial state is (pseudo) |00000〉
state. It shows that the population of some quantum state is not zero as expected and thus may affect the final results. The pulse
sequence employed to realize the IQP circuit is also not perfect in the experiment. Numerical simulation shows that the fidelity
of the shaped pulse used may reduce to 97.5% if we take into consideration the imperfection of the secular approximation in the
Hamiltonian of the quantum processor (Eq. (S5)) and the thermal fluctuation of the Hamiltonian parameters. To understand to
what extent these imperfections will affect the experimental result, we numerically simulate these effects and show the final state
with the presence of these imperfection in Fig. S6, as well as the ideal results without any error. The distance D between ideal
final state and the one with error is around 0.08. The probability bias is reduced to 0.832, while the ideal expectation is 0.854.
Thus we estimated that these imperfections may lead to a drift of -0.02 on the probability bias.
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FIG. S5. The experimentally measured population of the initial state on the computational basis, listed in the order from |00000〉 to |11111〉.

(a)

(b)

FIG. S6. The numerically simulated results of the final state with (red) and without (blue) the presence of the imperfection of the imple-
mentation. (a) The intensities of the peaks of the readout spectra. (b) The probability distributions Pr(x) of the final state after the IQP
circuit.

IBM Devices

We use ibmqx4 and ibmqx5 for our experiments. We collect some specification of IBM devices here, and readers can find
more details in Ref. [6]. Fig. S7 shows the connectivity of the two IBM devices. There are 16 qubits in ibmqx5, and we used
the first 5 qubits, indicated as the red circles in Fig. S7 (b). The first table of Table S1 shows the frequency, relaxation time and
coherence time of ibmqx4, and the second shows those of ibmqx5. The IBM devices are calibrated constantly, so the T1 and T2



15

FIG. S7. Connectivity of (a) ibmqx4 and (b) ibmqx5. Here a → b means qubit a controls qubit b. The red circles in (b) are the qubits we use
in our experiment.

Q0 Q1 Q2 Q3 Q4
Frequency
(GHz)

5.24 5.30 5.35 5.43 5.18

T1(µs) 48.81 ± 0.68 50.24 ± 0.66 42.52 ± 0.51 40.09 ± 0.94 55.52 ± 0.96
T1(µs) 28.09 ± 0.41 60.24 ± 1.12 34.92 ± 0.51 14.24 ± 0.21 27.09 ± 0.37

Q0 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11 Q12 Q13 Q14 Q15
Frequency
(GHz)

5.26 5.40 5.28 5.08 4.98 5.15 5.31 5.25 5.12 5.16 5.04 5.11 4.95 5.09 4.87 5.11

T1(µs) 37 ± 4 35 ± 4 48 ± 6 46 ± 5 49 ± 8 49 ± 4 44 ± 7 37 ± 4 49 ± 7 48 ± 5 28 ± 21 45 ± 7 50 ± 7 48 ± 6 36 ± 3 48 ± 7
T2(µs) 31 ± 5 58 ± 10 64 ± 7 70 ± 15 74 ± 24 50 ± 5 74 ± 12 49 ± 7 68 ± 19 88 ± 14 49 ± 36 86 ± 16 33 ± 3 82 ± 12 65 ± 6 89 ± 17

TABLE S1. Specification of IBM devices. The first table collects specification of ibmqx4, and the second collects that of ibmqx5.

listed in Table S1 are only mean values over an interval, according to the version number in Ref. [6]. The number after the ±
sign shows the standard deviation of the mean.

We access ibmqx4 through the website of IBM quantum experence and can edit the circuit on a graphical interface. Fig. S8
shows the circuit run on ibmqx4. This circuit is equivalent to that of Fig. 2 in the main text. but due to the connectivity constraints
on the device, we need to add many SWAP gates to implement the protocol on ibmqx4. But for ibmqx5, we need to access it
through QISKit, an open-source software based on python. The code used to construct the circuit is shown in the end of the
Supplemental Materials, and the full version can be found in Ref. [33].

On ibmqx4, we also implement the quantum circuit corresponding to the main part of the QRC matrix only, that is matrix (S1).
Components in Fig. S8 enclosed by blue dashed lines represent the circuit. The output probability distribution is shown in Fig. S9.
As we show in the main text, the probability bias of the secret vector s = (1, 1, 1, 1, 0) only depends on the main part of the X-
program matrix. From the output distribution, we obtain that the bias is 0.512, which is still very close to bias derived from a
completely mixed state. This indicates that even if we significantly reduce the depth of the circuit, the final state is still highly
corrupted by noise. Thus, we conclude that the fidelity of IBM cloud needs to be significantly improved in order to pass the test.
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FIG. S8. The X-program circuit run on ibmqx4. The green block is a SWAP gate. Components enclosed by blue dashed lines form a circuit
translated from the main part of the X-program matrix in the main text, i.e. matrix (S1).
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FIG. S9. Probability distribution from the IQP circuit translated from matrix (S1).
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Python code to specify the circuit run on ibmqx5

# c i r c u i t

f o r i i n r a n g e ( 5 ) :
qc . h ( q r [ i ] ) # Hadamard g a t e

f o r i i n [ 1 , 2 , 3 ] :
qc . t d g ( q r [ i ] ) # T−d ag ge r

# ( 0 , 0 , 0 , 1 , 1 )
qc . cx ( q r [ 3 ] , q r [ 4 ] ) # CNOT wi th Q3 c o n t r o l i n g Q4
qc . t d g ( q r [ 4 ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )

# ( 0 , 1 , 0 , 0 , 1 )
qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 1 , 2 , 3 , 4 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 1 , 2 , 3 , 4 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )

qc . cx ( q r [ 2 ] , q r [ 3 ] )
qc . t d g ( q r [ 3 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )

qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 1 , 2 , 3 , 4 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 1 , 2 , 3 , 4 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )

# ( 0 , 1 , 1 , 1 , 0 )
qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )
qc . t d g ( q r [ 3 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )
qc . cx ( q r [ 1 ] , q r [ 2 ] )

# ( 0 , 0 , 1 , 0 , 1 )
qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 3 , 4 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 3 , 4 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )

qc . cx ( q r [ 2 ] , q r [ 3 ] )
qc . t d g ( q r [ 3 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )

qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 3 , 4 ] :

qc . h ( q r [ i ] )

qc . cx ( q r [ 3 ] , q r [ 4 ] )
f o r i i n [ 3 , 4 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 3 ] , q r [ 4 ] )

# ( 0 , 0 , 1 , 1 , 0 )
qc . cx ( q r [ 2 ] , q r [ 3 ] )
qc . t d g ( q r [ 3 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )

# ( 1 , 0 , 1 , 0 , 0 )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
f o r i i n [ 0 , 1 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
f o r i i n [ 0 , 1 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )

qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . t d g ( q r [ 2 ] )
qc . cx ( q r [ 1 ] , q r [ 2 ] )

qc . cx ( q r [ 1 ] , q r [ 0 ] )
f o r i i n [ 0 , 1 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
f o r i i n [ 0 , 1 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )

# ( 1 , 0 , 0 , 1 , 0 )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )
f o r i i n [ 0 , 1 , 2 , 3 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )
f o r i i n [ 0 , 1 , 2 , 3 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )

qc . cx ( q r [ 1 ] , q r [ 2 ] )
qc . t d g ( q r [ 2 ] )
qc . cx ( q r [ 1 ] , q r [ 2 ] )

qc . cx ( q r [ 1 ] , q r [ 0 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )
f o r i i n [ 0 , 1 , 2 , 3 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )
f o r i i n [ 0 , 1 , 2 , 3 ] :

qc . h ( q r [ i ] )
qc . cx ( q r [ 1 ] , q r [ 0 ] )
qc . cx ( q r [ 2 ] , q r [ 3 ] )

f o r i i n r a n g e ( 5 ) :
qc . h ( q r [ i ] )

# measure
f o r j i n r a n g e ( 5 ) :

qc . measure ( q r [ j ] , c r [ j ] )
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