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Abstract 
 

 

Fair and efficient financial markets facilitate economic growth by providing funding for firms, 

investments for individuals, and risk allocation mechanisms. New technologies such as blockchains 

have the potential to improve these markets by providing more efficient settlements and a range of 

applications implemented in smart contracts. However, for financial markets and financial technologies 

to deliver their full potential, they must not only be efficient but also operate with a high level of 

integrity. Although much research has been devoted to examining financial market efficiency, market 

integrity—or how fair and free of misconduct markets are—has received far less attention. This thesis 

helps bridge this gap in knowledge by providing empirical evidence on the prevalence, characteristics, 

and determinants of illegal activity in both traditional financial markets and cryptocurrencies.  

This thesis begins by examining the illegal activity in bitcoin—a cryptocurrency that presents 

significant challenges for law enforcement given its anonymity, decentralization, and popularity among 

darknet market criminals. The thesis uses the transaction data from the bitcoin blockchain and a hand-

collected sample of individuals who use bitcoin for transactions in illegal goods and services, including 

in darknet markets and darknet forums. The thesis then estimates the total amount of illegal activity 

involving bitcoin payments by using two empirical models that rely on different assumptions. The key 

finding is that approximately one-quarter of all bitcoin users are involved in illegal activity and are 

responsible for one-half of all transactions in the bitcoin network, equivalent to a total value of $76 

billion per year. 

The second issue examined is the characteristics of illegal bitcoin users, the determinants of 

illegal activity, and the topology of their network. Illegal users have characteristics that suggest they 

use bitcoin as a payment system rather than for speculation or investment; they conduct transactions 

with many other users, often with the same user repeatedly, hold fewer bitcoins than legal users, and 

make small and frequent transactions. They also commonly use services that obscure their activity. The 

proportion of illegal bitcoin usage decreases with its mainstream popularity and the number of 

alternative (or shadow) coins, which provide technological innovation in improved user and transaction 

anonymity.1 The users in the illegal network are very heterogeneous in the number of counterparties 

they transact with. For example, darknet markets have many more transactional counterparties than 

darknet market participants. 

 Third, this thesis examines criminal activity in traditional financial markets. The thesis develops 

measures of market integrity based on the estimated frequency of insider trading and market 

manipulation, validating the measures using a hand-collected sample of prosecuted insider trading and 

closing price manipulation cases. The measures of insider trading are based on abnormal returns, 

                                                             
1 This thesis refers to anonymity in bitcoin as a continuum (i.e. not binary). Bitcoin does not offer “perfect 
anonymity” but is more anonymous than, for example, Visa and less anonymous than some other cryptocurrencies, 
for example, Monero or Z-cash. 
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abnormal volumes, and abnormal order imbalances in the target companies ahead of announced merger 

and acquisition (M&A) events. The measures of closing price manipulation are based on abnormal day-

end order imbalances, day-end stock price volatility, and overnight return reversals. This thesis 

combines the insider trading and market manipulation proxies to form a market integrity index that can 

be used to track market integrity over time and make comparisons between countries. The results for 

the US suggest that higher regulatory resourcing and whistleblower programs tend to increase market 

integrity. 

Finally, the thesis uses the market integrity index to compare the integrity of financial markets 

around the world and test the determinants of market integrity. Developed countries exhibit high levels 

of integrity because of their resourceful regulatory bodies, low corruption levels, and rule-abiding 

societies. Large, liquid stocks are vulnerable to insider trading because insiders can hide their trades in 

large order flows, while small, illiquid stocks attract manipulation because their closing prices are easier 

to move. However, regulatory interventions such as whistleblower schemes, enforcement, increased 

penalties, and cooperation across jurisdictions can effectively deter misconduct. Market designs such 

as fragmentation of trading across competing trading venues, dark trading restrictions, and colocation 

services for algorithmic and high-frequency traders tend to improve market integrity. These market 

design features are especially useful in jurisdictions with lower regulatory resources. 

This thesis has implications for law enforcement, regulators, and legislators around the world. 

Financial markets commonly face integrity issues when there are lucrative opportunities for criminal 

activity. Government institutions around the world can use the tools developed in this thesis to conduct 

market surveillance, detect and discourage criminal activity, and improve market integrity in traditional 

financial markets and cryptocurrencies. 
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