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THESIS SUMMARY 

 

There is an increasing need for the reliable exchange of healthcare information between the 
various stakeholders. It is becoming a pressing research problem because of the privacy 
concerns involved. Currently, the data is either stored and managed by hospitals using their 
centralized system or by the patient in hard-or soft-copy formats. Whenever there is a need to 
transport this information, it is usually done by the patient himself because electronic medical 
records have varying data standards which inhibit interoperability (as the records are not 
compatible between the systems). The patient data is stored and maintained by the hospitals 
and doctors. Medical data of a patient should not be leaked or shared with others without the 
owner’s consent as this is a breach of the patient’s privacy rights and would also damage the 
reputation of the stakeholders involved in the information leak. The existing approaches for 
storing patient’s data is usually centralized. These methods are not very useful in terms of data 
management, utility, protecting the patient’s privacy and data sharing. 
 
Blockchain offers a promising new distributed framework that can be leveraged to support the 
integration and sharing of the patient’s healthcare information between the relevant 
stakeholders, such as doctors, patients, insurance companies, pharmaceuticals, and researchers. 
The shared data is secure due to the inherent features provided by the Blockchain framework, 
such as smart contracts, consensus algorithms, and hashing. To identify the shortcomings of 
the existing approaches (in patient information sharing), we conducted a systematic literature 
review (SLR) to understand the problems and the solutions which are being used to overcome 
such challenges. By applying a systematic literature review approach, eighteen relevant studies 
were identified and were systematically reviewed in this study along multiple dimensions. 
Critical evaluation and analysis of the selected studies was used to identify the research 
challenges and corresponding solutions that are presented in this document. The findings from 
this research serve as a knowledge base and starting point for conducting research and 
development in the emerging research area of Blockchain-enabled patient information sharing. 
Some of the key issues that the literature review identified are the need to identify a solution 
for data storage and management, data sharing and perform data analysis because the 
healthcare sector needs to be able to retrieve and input data quickly. Another important finding 
is to make the Blockchain solution privacy-aware because a data leak in this area results in 
many complications for the patient as well as the healthcare provider. The report concludes 
with possible solutions to the identified research questions and the timeframes for addressing 
these issues. 
This research presents a privacy-aware Blockchain for medical data sharing that proposes a 
reputation-based mechanism to quantify and measure the effectiveness of a medical diagnosis. 
This is the first study to take into account the users’ authority over data while sharing it with 
other stakeholders and first approach that proposes a privacy-aware data sharing for deriving 
value and insights for various stakeholders.  
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