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Abstract

In recent years, the Android platform is the prevalent operating system platform,

and it accounts for more than half of the world’s mobile operating system market

share. With the popularity of Android smartphones and Android tablets, Android-

based malware has also developed rapidly, so malicious code detection technology

based on the Android platform has been proposed, and Android application secu-

rity must be carefully studied and have an extensive discussion. Meanwhile, machine

learning methods can simulate the behavior of Android applications and distinguish

between benign and malicious software; therefore, it is becoming the key to the effec-

tive detection of Android malware. However, malware developers may understand

detection systems and take countermeasures against detection methods in the real

world. Most current research work ignores this problem.

Recent research in machine learning has shown that learning-based systems are

susceptible to well-designed adversarial examples. For instance, malware detection

based on static analysis will encounter the challenge of code obfuscation, which is

the countermeasure for malware authors to bypass detection. Therefore, there is a

strong demand for research on Android malware detection from the perspective of

defenders and attackers.

My research direction is to explore machine learning methods to ensure the

security and stability of Android applications. Malware writers often use obfuscation

techniques to obfuscate Android malware to evade detection by Android malware

detectors. Knowing about the impact of code obfuscation on Android malware

can provide valuable insights into obfuscated malware and, therefore, the design of

resilient Android malware detectors.

First, labeling malware or malware clustering is essential for identifying new

security threats, triaging, and building reference datasets. The state-of-the-art An-

droid malware clustering approaches rely heavily on the raw labels from commercial

AntiVirus (AV) vendors, which causes misclustering for a substantial number of



weakly-labeled malware due to the inconsistent, incomplete, and overly generic la-

bels reported by these closed-source AV engines, whose capabilities vary greatly

and whose internal mechanisms are opaque (i.e., intermediate detection results are

unavailable for clustering). The raw labels are thus often used as the only signifi-

cant source of information for clustering. To address the limitations of the existing

approaches, we present Andre, a new Android Hybrid Representation Learning ap-

proach to clustering weakly-labeled Android malware by preserving heterogeneous

information from multiple sources (including the results of static code analysis, the

meta-information of an app, and the raw-labels of the AV vendors) to learn a hy-

brid representation for accurate clustering jointly. The learned representation is

then fed into our outlier-aware clustering to partition the weakly-labeled malware

into known and unknown families. The malware whose malicious behaviors are

close to those of the existing families on the network is classified using a three-layer

Deep Neural Network (DNN). The unknown malware is clustered using a standard

density-based clustering algorithm. The evaluation shows that Andre effectively

clusters weakly-labeled malware that cannot be clustered by the state-of-the-art

approaches, achieving comparable accuracy with those approaches for clustering

ground-truth samples.

Second, Android piggybacked malware (i.e., apps that piggyback malicious

code) are becoming ubiquitous in app stores. Malware writers often use obfuscation

techniques to obfuscate piggybacked apps to evade detection by Android malware

detectors. Previous studies in this field have focused on the impact of code obfusca-

tions on the detection of piggybacked malware, but the impact of code deobfuscation

on detecting obfuscated piggybacked apps has rarely been investigated. Knowing

about the impact of code deobfuscation can provide helpful insights into obfuscated

piggybacked apps and, therefore, the design of resilient Android malware detec-

tors. We conduct an empirical study of code deobfuscations on detecting obfuscated

Android piggybacked apps, focusing on three types of malware detectors: commer-

cial anti-malware products, machine learning-based detectors, and similarity-based

detectors. We observe that code deobfuscations can have various impact on the

detection rate for different types of malware detectors, such as similarity-based or
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machine learning-based detectors. Also, we observe that the examined deobfuscation

tools have a different impact on obfuscated piggybacked apps after deobfuscations.

Thrid, Android malware adversarial samples can help test the weaknesses of

antivirus products to improve their robustness against emerging and sophisticated

Android malware. A typical method to generate testing samples is to transform

a single Android malware into a range of samples through code obfuscation. Ex-

isting obfuscation tools often have many obfuscation options, which can generate

a large number of testing samples. However, accurately identifying top evasive

samples to gain an optimal cost-benefit trade-off is a challenge. To address the

above issue in adversarial malware generation for robustness testing of antivirus

products, we present ALBS(Active Learning-based Sampling), an active-learning-

based approach, by constructing an adversarial ranking model to select the most

powerful evasive adversarial samples. First, ALBS generates all Android malware

adversarial samples and then extracts the adversarial samples’ representation using

both unstructured and structural code features. Then, it utilizes the multi-view

multi-learner (MVML) active learning method to train a model which ranks the ad-

versarial samples using multiple learning-to-rank (LTR) algorithms. Our empirical

experiments demonstrate the effectiveness of ALBS for generating adversarial sam-

ples for antivirus product robustness testing. The experiment result indicates that

the proposed active learning approach can optimize the adversarial sample genera-

tion process and effectively select the most potent testing samples, improving the

efficiency of Android antivirus products’ robustness testing.
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