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Abstract. Data analytics (such as association rule mining and decision
tree mining) can discover useful statistical knowledge from a big data set.
But protecting the privacy of the data provider and the data user in the
process of analytics is a serious issue. Usually, the privacy of both parties
cannot be fully protected simultaneously by a classical algorithm. In this
paper, we present a quantum protocol for data mining that can much
better protect privacy than the known classical algorithms: (1) if both
the data provider and the data user are honest, the data user can know
nothing about the database except the statistical results, and the data
provider can get nearly no information about the results mined by the
data user; (2) if the data user is dishonest and tries to disclose private
information of the other, she/he will be detected with a high probability;
(3) if the data provider tries to disclose the privacy of the data user,
she/he cannot get any useful information since the data user hides his
privacy among noises.

1 Introduction

Privacy-preserving data analytics: Data analytics has become an indis-
pensable technology in the big data era. Mining statistical knowledge from a big
data set is one of the most important tasks of data analytics. A typical example
is association rule mining, which was introduced to find useful links from a large
set of transactions in a supermarket [2]. An association rule is a probabilistic
implication A = B, which means event A implies event B with a high proba-
bility. Another example is to mine decision trees [I7], which are a core model of
classification problems.

Data analytics has numerous applications in the areas like market basket
problem, scientific data analysis, web mining, just name a few [2/13]. In practical
applications, one major issue arises: how to protect the privacy of each individual
in a database while mining the statistical knowledge? For instance, the privacy
of each patient should not be leaked during mining an association rule or a
decision tree for medical diagnosis from a database of patients. To address this
issue, various algorithms for privacy-preserving data mining has been developed
in the last twenty years [GI7/T2I1]]. In these algorithms, however, the privacy of
the data provider and the data user cannot be protected simultaneously.

Quantum computing and crytopgraphy: Since 1990’s, various quan-
tum algorithms have been discovered and proved to be much faster than the
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known classical algorithms for the same tasks. For example, Grover’s quantum
search algorithm [I0] can find the target element in a database in O(v/N) oracle
calls. Quantum counting algorithm [5] has a quadratic speed-up over classical
algorithms as well. More recently, several quantum machine learning algorithms
[T4IT5] have been presented based on quantum random access memory [§], and
they can achieve an exponential speed-up over classical algorithms.

Several quantum protocols that can better protect privacy have also been
found; for example, the famous quantum key distribution protocol BB84 [3],
quantum private queries [9], and revocable quantum timed-release encryption
[21].

Contribution of this paper: In this paper, we present a quantum proto-
col for mining statistical knowledge in a database, such as association rules and
decision trees. This protocol can protect the privacy of both the data provider
and data user provided they are honest. Furthermore, the privacy of both data
provider and data user is protected: no useful private information will be dis-
closed.

The basic idea of our protocol can be described as follows. The basic idea
for the data provider is to employ tests to detect attacks. Without any influence
on the computational results, the data provider randomly detects attacks from
the data user. Meanwhile, the basic idea for the data user is to hide his privacy
among noises. The data user introduces noises into her /his private query func-
tions, and these noises in different steps cancel each other if the data provider
follows the protocol strictly. The novelty is that the privacy of both parties is pre-
served by techniques in quantum computing and cryptography, but can hardly
be achieved by classical methods.

Structure of the paper: For convenience of the reader, preliminaries and
notations are introduced in Section[2l We present our quantum protocol in three
steps: we first explain the design idea in Section Bl an outline of the protocol
is then shown in Section M, and we examine some details in the execution of
the protocol in Section [Bl The correctness of the protocol is proven in Section
The privacy analysis is given in Section [1 for the data provider and in Section
for the data user. The complexity analysis is given in Section [dl Some further
discussions are presented in Section All the proofs of lemmas and theorems
are given in the Appendix.

2 Preliminaries

2.1 Association Rule Mining

As pointed out above, we are going to develop a quantum algorithm for asso-
ciation rule mining. (The application for decision tree learning is presented in
Section [I0.21) For convenience of the reader, in this subsection, we briefly review
association rule mining; for more details, see [2]. Let S = {1,2,--- ,k} be a set
of items, where each index i € S stands for an item; for instance, 1 may stand
for “Apple”, 2 for “Orange”. A transaction or itemset tr is a set of items, i.e.,
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tr C S. Moreover, an m-itemset is an itemset which has exactly m items. For
example, a transaction can be the items a customer buys in one purchase. In
order to store a transaction into a computer or a database, a transaction tr is
represented by a string 7 = w72 - - -, € {0, 1}5:

1, vetr,

e {0, L& tr. S

In this paper, we always use strings in {0, 1}* to represent transactions or item-
sets based on Eq. ([{J). Then we can talk about the inclusion relation 7 C 7 for
two strings 7, 7 € {0, 1}* since they refer to two sets (transactions or itemssets):
T C 1< 7w <7 for every + € S. Moreover, we can define other set-theoretic
operations and relations of 7 and 7.

A database D of transactions is a set D = (do,d1,--- ,dn—1), where d; €
{0,1}* is a transaction and N is the size of D, i.e., the number of transactions
in D. The support supp(d) of an itemset d is defined to be its frequency in
database D:

N-—1
supp(d) = fD(D) = + 3~ O (dy), )
§=0
where
(d) N — 1; dgd];
F19(d;) {0, 124, (3)

The superscript (d) of f(9(.) may be omitted if the itemset d is clear from the
context or not explicitly specified.

A rule is a probabilistic implication between two disjoint itemsets in D. The
support and confidence of a rule m = 7 are defined by

supp(m = 7) = supp(w U 1),

supp(w U T)
supp()

respectively. Roughly speaking, the support of a rule indicates its importance
(frequency) in a database. The confidence of a rule means its correctness prob-
ability; more precisely, conf(m = 7) is the probability that if 7 appears in d
(m C d), then 7 will as well appear in d (7 C d).

The task of association rule mining is to find all rules with high support and
confidence, namely association rule.

conf(m = 7) =

)

Definition 1 (Association Rule). An association rule ®7 = 7 is a relation
between two itemsets w,7 C S, which satisfies the following conditions:

—rnN7t=10,
— supp(m™ = 7) > Smin;
— conf(m = 7T) > Cmin,
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where Smin (Tesp. Cmin) s the preset (constant) threshold for supports (resp. con-

fidences).

The algorithms for association rule mining in the literature [2] are usually divided
into the following two steps:

1. Find all frequent itemsets &, which are itemsets with high support/frequency,
i.e., supp(§) > Smin-
2. For each frequent itemsset ¢, find all association rules 7 = 7 with 7 U7 = &.

Moreover, only the first step is crucial because once it is done, the second becomes
very easy by the definition of confidence. Note & C d implies 7 C d for any 7 C &.
So, the supports of itemsets are non-increasing: 7 C ¢ implies supp(7) > supp(§).
Thus, each frequent m-itemset is a superset of some frequent (m — 1)-itemset,
which leads to the level-wise algorithm [2]:

— Initialization. Let Fy = {{i} : ¢ = 1,2,--- ,k} be the set of all 1-itemsets.
Set F; =0 for all [ > 1, and G; =0 for all j > 1.
— Induction on [ starting from [ = 1. If F; = ), output all itemsets in G; for all
7, and terminate the algorithm. Otherwise, do the following steps for every
T e
1. Compute supp(7).
2. If supp(7) > Smin, add 7 into G; and all supersets of 7 with [ + 1 items
into Fj4q.

One can see that in the above algorithm, the key step is to compute the
support of a given itemset. In particular, only this step may cause disclosure
of private data. So, in this paper, we will focus on it. Note that computing the
support of a given itemset can be done by quantum counting algorithm [5]. Our
work is to develop a privacy-preserving extension of quantum counting for this
task on a centralized database.

2.2 Quantum Database

To employ quantum algorithms for mining classical database, we first recall from
[8] how a (classical) database can be stored in a quantum computer.

Definition 2 (Quantum database). Let D = (dy, d1,...,dy—1) be a database
where d; € {0, 1}* for all j. For convenience, we always assume that N = 2".
Then the quantum database corresponding to D is a unitary transformation Op
on n + k qubits defined as follows:

Oplz)|T) = |2)|7 @ dy)

for every x € {0,1}" and T € {0,1}*. Here we identify x with the integer it
represents (by binary representation).
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In the above definition, x is used to denote the address of a data cell, and
d, is the content stored in data cell x. The quantum database Op can be seen
as a quantum oracle; for instance, if a data user queries it with a basis state
[i)]0), the oracle will return |i)|d;). This is equivalent to querying the classical
database D with address . More interestingly, a data user can also query Op
with a superposition Y, a;|i)|0) of addresses, and it will return

Op (Z Oéi|i>|0>> = Z(Jéi|i>|dz‘>a (4)

a (superposed) state which in principle contains all transactions of the database.
Note also that, however, an attempt to read out a particular transaction (by
performing a quantum measurement) will cause collapse of the state into one
where all information of other transactions is completely destroyed.

It is worth mentioning that in our protocol the quantum database Op will
be permuted to Up(y) (see Eq. [@)) to improve the data provider’s privacy.

2.3 Privacy-preserving Data Analytics
Now let us consider the following problem:
Problem 1 (Privacy-preserving counting). Suppose Alice holds a database D =

do,di,...,dn—1) where d; € {0,1}* for all j. For a function f: {0,1}* — {0,1},
J

Bob wants to compute
N —

D)= 5 3 1(d), o)

J=0

—_

and after the computation,

1. Privacy preserving for Alice: for each j, Bob will not know d; (even approx-
imatively);
2. Privacy preserving for Bob: Alice will not know the function f.

Obviously, whenever f is taken to be f(9) defined in Eq. (@), then f(D) is
the support of item set d.

The majority of classical algorithms in the literature aim at protecting Alice’s
privacy. The idea is to publish a distorted database D’ so that Bob can compute
f over it. Thus, the problem becomes how to modify D to D’ with a high accu-
racy of statistical properties. The suggested solutions include: (1) modify each
transaction independently; for instance, the occurrence of each item in a transac-
tion is flipped randomly [7]; (2) replace some items by others without changing
the number of items in a transaction [I8]; (3) modify transactions within the
entire database; for instance, swap elements between different transactions [6].

It is easy to see that the function in Eq.(2]) can be efficiently computed by
quantum counting algorithm [5] with the corresponding quantum database Op.
However, a simple application of quantum counting is unable to achieve the goal
of privacy protection. It has to be extended to fit the new task.
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3 Basic Ideas of the Protocol

The overall aim of this paper is to develop a quantum protocol solving Problem/[I]
In this section, we introduce the basic ideas employed in the design of our proto-
col, which is essentially the quantum counting algorithm [5] with new strategies
for privacy preserving. Quantum counting is a combination of controlled Grover
iterations modified from Grover search algorithm [10] and quantum Fourier trans-
form [16]. As quantum Fourier transform is not applied to the original data set,
privacy preserving in Grover search is the core of our protocol.

To explain the ideas more clearly, we elaborate in the following a quantum
algorithm for privacy-preserving search, a problem which can be regarded as a
special case of Problem [Il where f(D) returns an index (if there is any) j such

3.1 Two-Party Grover Search

For privacy preserving, we adapt Grover search algorithm [I0] to the two-party
scenario. To simplify the presentation, we omit the detail of communication
between Alice and Bob, and assume implicitly that when Alice (resp. Bob) per-
forms a quantum operation, the corresponding quantum system has been sent
to her (resp. him) by Bob (resp. Alice) or prepared by herself (resp. himself).
The algorithm goes as follows:

— Bob prepares the initial state [+)5"[0)%% = \/—% Zj\[;ol 17)4.10)4, where gq
denotes the (n-qubit) address system while g4 the (k-qubit) data system,
N =27, and 0 is the k-length binary representation of 0.

— Repeat the following steps for T' = (%\/ﬁ 1 times:

1. Alice applies the database Op on systems g, and gq. Let |¢o) = >~ a; 17)]0)
be the initial state of the current iteration. Then now it becomes

[61) = Opldo) = D ajli)ld;).
J
2. Bob applies Uy, obtaining

|62) = Uslen) = Y (=1)! W ayj)ld;),

J
where Uy is the oracle defined by:
Uy : 15)|r) = (=1 D)) (6)

3. Alice applies Op again to disentangle the systems g, and g, reaching

|63) = Oplda) = > (1) “ayj)(0).

J
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4. Bob performs G on system g, only to update the amplitude, obtaining

6h) = G® I, |¢5) = > o|5)[0),
J

where G = I — 2|+)®"(4+|®". The state |¢}) will be the initial state of
the next iteration.
— Another iteration of the above loop is executed with Uy in Eq.(@]) replaced
by U J’c, and it is applied on ¢4, g¢ and an auxiliary qubit system g, which
has been set to |0), where

U]/f : |j>qa|T>qd|z>Qg = |j>qa|7>qd|$ S f(T>>qg- (7)
— Bob measures g, and g4, and reports the measurement outcome.

By a similar argument as that given in [I0], we can show that the above
algorithm returns an index j with f(d;) = 1 with a high probability, provided
that both Alice and Bob follow the protocol honestly.

3.2 Possible Attacks

Bob’s attack: An obvious Bob’s attack for the above algorithm is to send state
|7)|0) for a chosen j to Alice before Step 1 in the loop. Then an honest Alice will
send back to him [j)|d;), from which he is able to successfully disclose d;. Note
that in one run of the algorithm, Bob may cheat 27" times. Thus if it is called M
times as a procedure in, say, association-rule mining protocol, Bob will obtain
complete information of 27" M transactions of the database.

Alice’s attack: Similarly, Alice can cheat by sending some chosen states to
Bob to retrieve information about the query function f. To see this, note that
in both association rule and decision tree mining, f (T) =1 for all legal f, where
T is the k-length binary representation of 28 — 1. Now suppose Alice would like
to know the value of f(7) for some 7 € {0,1}*. Then she chooses to send Bob
the state \%|0>®("’1)(|O>|T> + |1)|T)) before Step 2 of the loop. Note that

RS
V2

Now Alice can obtain f(7) by performing a quantum measurement on systems
qo and qq, since the states |0)|7) — |1)|1) and |0)|7) + |1)|1) are orthogonal.

1

10)2 =D (10)|7) + [1)]T)) —= 70 CTED P10 ) — 1D

3.3 Privacy Preserving in Quantum Search

This subsection is devoted to an intuitive explanation of the techniques we are

going to employ in the protocol presented in Section [ to protect the privacy of
both Alice and Bob.
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Alice’s strategy: The idea for protecting Alice’s privacy is to employ tests
to detect Bob’s attacks. Originally it is hard to distinguish Bob’s attacks from
honest actions, since Alice does not know Bob’s function f. Fortunately, if Bob
is honest, two same states will still be the same after Bob’s action Uy. Suppose
Alice randomly generates two different strings p,v € {0,1}*, and f(u) = f(v)
(resp. f(u) # f(v)). Alice sends Bob two same states %|O>®”71(|0>|u> + (1))
to Bob. Then she will receive two same states \%|0)®"—1(|0>|u) +|1)|v)) (resp.
\%|0)®"—1(|0>|M) —|1)|v))) from Bob. After disentangling the data qubits, Alice
gets two copies of |0)®"~14)[0) (resp. [0)®"~1|=)|0)). Finally Alice performs
measurements on the last address qubits with basis {|+), |—) }, and gets outcomes
+,+ (resp. —, —).

But if Bob is dishonest and performs measurements on data qubits to read
information, each state that Alice receives will be [0)®"~1|0)|u) or [0)©"~1[1)|v)
independently. Finally the measurement outcomes on the last address qubits will
be +, — or —, + with probability 0.5. These outcomes can be distinguished from
those of honest actions.

Bob’s strategy: The idea for protecting Bob’s privacy is to add noises which
cancel each other when Alice follows the protocol honestly. Recall that the net
effect of a single iteration of the loop in the algorithm presented in Section [B.1]is
GOp U¢Op where G = G ® I;. Then in four consecutive iterations, for instance,
if the four calls of oracle Uy at Step 2 are replaced by U, 1,4, U, I, 4, respectively,
where U is any unitary operator with U = U and I, 4 is the identity operator
on ¢, and qq, then the effect of the four modified iterations becomes

GOpI, 0pGORUOPGOpI, 40pGORUOD = I, 4. 8)

More generally, if Bob needs to use Uy for T' times, he can insert 1" operators
I,.q and Uy with different f’ # f between the T occurrences of Uy. By Eq.(d),
we see that half of the information Alice gets is noise and not related to f, and
thus she cannot recover f.

4 Protocol

4.1 Main Protocol

We are now ready to present our main protocol in Algorithm [ which com-
putes f(D) for a given function f by applying procedure [GroverIteration In the
protocol,

— At Step[2 Up(y) is defined as follows:
Up(y) = (XY@ 14)0p(XY @ 1). (9)
where XV = XYV @ X¥? ®---®@ XY, X0 =1, and X' = X. Note that

Up(y)lz)|T) = [2)|T © deey)-
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Algorithm 1: Main protocol for privacy-preserving quantum counting on
a centralized database.

N =

10

11
12
13

14
15

Parameters: Number of address qubits n and number of data qubits k
determined by the database D, and number of control qubits ¢
determined by Bob’s strategy in Section

Output : two numbers s1, s2 € [0, 1], which are approximately f(D).
begin
Alice generates y € {0,1}"™ uniformly at random, and constructs a modified

database Up(y) from Op; see Eq. ([@);

Bob prepares two identical states [+)5" |+)$" 0Y,,, and [+)$° |+)2n 10Y g, -
Here qci, qai, and qq4; denote the control, address, and data qubits,
respectively;

Fori=0,...,T — 1, where T = 2", do [Groverlteration|4);

Alice generates r € (0,1) uniformly at random;

If » < p, Alice employs procedure to test whether Bob is honest.
If dishonesty is detected, she terminates the entire protocol; otherwise, she
sends a message “Repeat” to Bob;

Alice applies Up(y) on ¢e1, a1, qd1;

Bob performs U}* in Eq. (@) on ¢a1, ga1, gg1 Where gq1 is an auxiliary qubit
which has been set to |0);

Alice and Bob repeat Step [7 to Step Bl for gc2, ga2, ga2. The new blank
ancilla qubit is denoted gg2;

If p < r < 2p, Alice first sends a message “Repeat” to Bob, and then
employs procedure to test whether Bob is honest. If dishonesty
is detected, Alice terminates the entire protocol;

Alice applies Up(y) on qa1, qd1, and ga2, qa2 respectively;

Bob performs measurements on g41 and gg2 to get outcome g1, g2 € {O7 1};

Bob performs quantum Fourier transform, followed by measurements on gc1
to get outcome 0 € {0,1,---,T — 1};

Bob computes s; = sin®(07/T) if g; = 1, or cos®(07/T) if g; = 0, for i = 1, 2.

end
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Procedure Groverlteration(i)

1 begin

2 Alice generates r € (0,1) uniformly at random;

3 If » < p, Alice employs procedure [TestBobIli) to test whether Bob is honest.

If dishonesty is detected, Alice terminates the entire protocol; otherwise,

she sends a message “Repeat” to Bob;

4 Alice applies Up(y) and then Bob applies controlled Uy, on gei, ga1, gd1

with g.1 being control qubits;

5 Alice and Bob repeat Step [ for qc2, qa2, qa2;

6 If p < r < 2p, Alice first sends a message “Repeat” to Bob, and then

employs procedure [TestBobIl() to test whether Bob is honest. If

dishonesty is detected, Alice terminates the entire protocol;

7 Alice applies Up(y) and then Bob applies controlled G on ge1, a1, 41 With
gc1 being control qubits, where G is defined in Sec B}

Alice and Bob repeat Step [ for qc2, qa2, qa2;

end

©

This modification of Op permutes the transactions in the database to protect
Alice’s privacy (Compare it with Op in Definition ).

— In the main protocol, Alice employs the test [TestBob2l for Bob’s dishonesty
with probability 2p. Furthermore, the test is conducted either before or after
Steps [ to[@ with equal probability. Consequently, both Step [6] and Step
are executed with probability p. In this paper, we set p = 0.05.

— The message “Repeat” means that a test was or will be used, and Bob should
prepare to repeat what he did for the last two copies of states.

4.2 Grover Iteration

In this subsection, we present the procedure called at Step @l in
Algorithm [ which is essentially a controlled Grover iteration. In this procedure,

— the functions fy, f1,..., fr—1 are generated by Bob using the strategy pre-
sented in Section
— for each 4, Uy, is a unitary operator similarly defined as that in Eq.(@]).

In the following, we discuss briefly some implementation issues for procedure

Controlled Operators. As said before, procedure [GroverIteration] is a con-
trolled Grover iteration. Two controlled unitary operators, controlled Uy, in
Step @ and controlled G in Step [ need to be implemented. Fortunately, both
controlled Uy, and controlled G can be implemented locally by Bob with O(n+k)
CNOT gates and Toffoli gates.
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Control qubit Loop 4
None 0
First qubit of g, 1,---,2t71

Second qubit of g.|27 1 +1,.-- 2071 4 2t 2

Table 1. Control qubit for each loop 1.

Control Qubits g.. Note that t = logT" qubits ¢. are used as the control bits
for Uy, and G. Observe that for any unitary operator U,

T-1 T-1

1 . 1 02t~ req 22 P

ﬁsz |%)=ﬁ2|c>®(U 02 2T L et i)). (10)
c=0 c=0

We can use the first qubit of g. (corresponding to cg) as the control for 2¢~!
times (for loop i = 1,---,2!71), and the second one for 2¢=2 times (for loop
i=2"141, ... 207142872 "and so on; see Table[ll Note that one control qubit
is enough to implement the controlled operators for each i. Therefore, controlled
Uy, or G is activated if and only if the state of the corresponding control qubit
is [1). For instance, if 0 < i < 2!~ we have

. Controlled Uy, c .
) D el u) ——— (U (D asli)u)).
J J

State Evolution. We now examine the state evolution in [GroverTterationl Sup-
pose the initial state of g.1, o1 and gq1 is

1 o
lp) = 7T ;;ac,jwo»

Then its evolution can be summarised in Table 2l in which we only illustrate
the part on gq,1 and gq1. It is worth noting that Step [B] and Step [6] will never
change the state of gc1, a1, a1 and g2, ¢u2, ga2- This is because during the tests,
all these qubits are preserved and only new constructed test states are sent to
Bob. Therefore, the controlled Grover iteration is actually realized in procedure
Moreover, if Bob uses a trivial strategy in which all f; = f,
Eq.(0) is implemented. For nontrivial strategies, see Section [1.3l

4.3 Alice’s Tests

Finally, we present the two test procedures called in Algorithm [[] and procedure
[GroverTterationlto complete the picture of our protocol. Since they are similar, we
only show procedure [TestBobTlin this subsection. The differences between it and
are briefly shown in Figure [l The detailed descriptions of
are given Appendix [Al Some details of procedure [TestBobll are described as
follows:
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Ste State

P Operators activated Operators not activated
Step 1 le) 225 @;15)10) le) 225 @;17)10)
Step Hl Alice Up (y)|lc) 3_; o;15)|djey) o) 325 1) djey)

StepElBob Uy |[e) 22, (= 1)/ %) a;1j)|djesy )
Step @ Alice U (y)||e) 22;(=1)" %) a;[)[0) |{le) 3 @517)(0)
Step [ Bob & o) 32, (= 1) o) a;(G15))[0) ||e) 37, 414)(0)
Table 2. State evolution for |c) 3, a; 17)10) in procedure [Croverlterationl Here “Oper-
ators activated” means |c) and i activate controlled operators.

c) >, aili)dimy)

Procedure TestBobl1 (i)

Output: “Dishonesty detected”, if Bob’s dishonesty is detected.
1 begin
2 Alice generates u < v € {0,1}F, ¢ € {0,1}', m € {0,1,--- ,n — 1},
x € {0,1}", and b € {0, 1} uniformly at random;
3 Alice prepares |®) = |¢)q. @ Ui(m, z, b)|0)2(zzk) on new control qubits g,
address qubits ¢, and data qubits qq;
Bob applies Uy, on g, and qa;

5 Alice applies Us(m, z,b)" on ¢, and g4, obtaining the state
|®1) = [c)a. ® Us(m, ,b) Uy, Us(m, z,b)[0)*";

6 Alice and Bob repeat Step Blto Step [l to get |P2);

7 Alice measures all address and data qubits of |#1), and |®2), according to
the basis {|0), |1)}. Let the outcomes be v and w, respectively, both in
{0, 1}n+k§

8 If vo # wo, or v; =1, or wj =1 for any j > 0, return “Dishonesty
detected”;

9 end

— p < v means the binary number represented by g is smaller than that
represented by v.

— In this test, the state |¢) on control qubits is not checked. It is introduced
here, only because originally the states on control qubits are involved during
the computation.

— U(m,z,b) = Uswap©,m)Z(@) XV (1, v)(W ® I;), where W = H®™ and H
is the Hadamard gate.

— V(p,v) writes p and v into [+)$7(0)2%. It consists of at most k CNOT gates,
where the control qubits are the first address qubit, and the target qubits
range over all data qubits, where the first address qubit serves as the control,
and all data qubits are the target. To be specific,

Vi )|0)[E)I7) = 10)|§)|7 @ ),
Vp,v)[DIGIT) = [DIE)]T @ v),
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— Ancilla qubits gg1 and gg2 are involved.
— A controlled swap test is employed to test whether |#1) and |®2) are same.
— Step & The condition is a bit different.

Fig. 1. The difference of [TestBob2l to [TestBobll See Appendix [Al for details.

Honest Actions|Measurements on g, |Measurements on g, and qq
Alice — Bob|[to,0.0(1,v))  |[Y0.0.0(1,v)) [vb0.0,0(k, v))
Bob — Alice|[t,00(1, 7)) [|0)]+)" " |u) |0} 7))
Vi) [[H)2M0)EF o)) ot 10)]7)[0)*
WLy [[0)9"H" [+)[0)y & [+)[w)|0)®*

Table 3. One possible situation of state evolution in Procedure [LestBobll where v €
{0,1}"7!, and w € {4, —}"~'. Moreover it is assumed that f(u) = f(v) and the test
state is [10,0,0(t,7)). The control qubits are omitted. Unitary operators Uswap(o,0),
X9, Z(0) are omitted as well, as they are all identity operators here.

for any ¢ € {0,1}"~1 and 7 € {0, 1}*. For simplicity, V (u,v) will be abbre-
viated to V at some places.

— Uswap(o,m) swaps the states of address qubits number 0 and number m.

— Z(x) consists of a sequence of Pauli Z gates which act on address qubit j if
and only if z; = 1.

— Xo denotes Pauli X gate acting on the first address qubit.

— Since all the component operators in U (m, z, b) are self-adjoint, so is U(m, x, b);
that is, Us(m, x,b)" = U(m, z,b).

5 Execution of the Protocol

5.1 Test Rounds

To better understand our protocol, let us show in this section how it is executed.
We first see how dishonest Bob cannot pass tests with a high probability.

Definition 3. 1. One execution of procedure[TestBobll or[TestBob2 is called a
test round.
2. Correspondingly, one execution from Step[q] to Step[din procedure[GroverIierationl
or one execution from Step[7 to Step [d in Algorithm 1 is called a computa-
tional round.

One possible state evolution in procedure[TestBobllis given in Table[3] where
the post-measurement state is assumed to be [0)[+)®" 1) or |0)|y)|u) for some
v € {0,1}"~1. We can see that if Bob is honest, he can always passes
On the other hand, we present two examples to illustrate how Bob’s attack can
be detected (A detailed analysis is postponed to Section [C0]). First, we assume
that Bob performs measurements only on the data qubits.
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Ezample 1. Suppose in a test round of procedure [TestBobll Alice first sends a
test state [10,0,0(1, v)) to Bob, where f(u) = f(v). Bob performs measurements
on the data qubits, gets post-measurement state |0)[+)®"~!|u), and then sends
it back to Alice. Secondly, Alice sends the same test state |¢g,0,0(x,v)) to Bob.
Then, as illustrated in Table [4]

1. if Bob does not perform measurements on the second test state, it will be
detected by the condition vy # wg at Step [§] with probability 0.5.

2. if Bob performs measurements on the data qubits, then with probability 0.5,
the post-measurement state is [0)|+)®"~!|u), and with the same probability,
it is [1)[4+)®"~]v). For each case, it will be detected by the condition vy # wg
at Step [§] with probability 0.5.

States after Bob’s actions |Probability at Step [
State #1 State #2

[10,0,0 (11, V)) 0.5
[0} [4)E"™ = 1) [0) |4 €™ ) 0.5
ID+)®" ) 0.5

Table 4. Probabilities to detect Bob’s attacks in Example[Il “State #1” (resp. “State
#27) stands for the first (resp. second) test state.

One situation not mentioned in the above example is that Bob first performs
honestly, and then attacks on the second test state. But it is essential the same
as the above example.

Another attack that Bob may take is to perform measurements on both the
address and data qubits.

Ezample 2. Similarly to Example[Il] Bob measures the address and data qubits
for the first test state, gets post-measurement state |0)|vy)|x), and then sends it
back to Alice. Then for the second test state, no matter what Bob does, it can
be detected by one or both of the two conditions at Step [ with probability ~ 1.

In the above two examples, we assumed that the test state is |10,0,0(p, v)) for
simplicity. Other test states are similar. Furthermore, it was assumed that Bob
directly sends the post-measurement state to Alice. Indeed, he can construct a
new state and send it to Alice. This case can be detected as well; see Section
(Ol

5.2 Testing or Computing

The design idea of tests is to guarantee that Bob cannot know whether he is
dealing with a test state or a computational state. In Algorithm [l and procedure
(GGroverlterationl the order of test and computational rounds are decided by the
random number r. So it is clear that Bob does not know what states he is
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dealing with. Every time he receives a quantum state, it may be a test state

(with probability at least p). Figure 2l shows a flowchart that illustrates Bob’s
view for the T calls of controlled Grover iterations in Algorithm [l

F‘ Algorithm 1 Step4 7 — () ‘
”Re@'\

—  Groverlteration Step 4 —» Groverlteration Step 5 _><ieceived7
\\ /l

L Groverlteration Step 4 —» Groverlteration Step 5 —I

L Groverlteration Step 7 —»| Groverlteration Step 8

Yes

If i<T

Q) Algorithm 1 Step 5

Fig. 2. Bob’s view for the T calls of controlled Grover iterations in Algorithm[l Indeed,
in Alice’s view, the first (resp. second) appearance of Steps 4 and 5 may be a test at
Step 3 (resp. Step 6) when Alice employs a test in [Groverlteration] according to r < p
(resp. p <1 < 2p).

5.3 Bob’s Strategy

As said in Subsection B3] Bob’s strategy is to add noises to f (thus applying f;
instead) in procedure which cancel each other if Alice follows
the protocol honestly. A detailed analysis will be given in Section [8l Here we
observe:

GUpUUp GUpl,aUp GUpUUp = G, (11)

where Up is short for Up(y). This equation indeed represents the unitary oper-
ators after three iterations with f; = f, fiy1 = h, and fi42 = f, where h is the
function corresponding to I, 4 and h(p) = 0 for all u € {0,1}*. So, a sequence
of f, h, f,horh, f, h, fleads to the identity operator, meaning that Bob does
nothing. One step further from Eq. (1), we have:

J J
[1(GUpULUD) GUpIL.aUp [[(GUDLUY,., .Up) =G, (12)
i=1 i=1
for all 7 and all functions fq,---, f;j on D. Another useful observation is

GUpl, aUp GUplaaUp = Io.a. (13)
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This means two repetitions of h do nothing.
We can construct strategies for privacy preserving based on Eqs. (), (I2)
and ([I3). Let us first see a simple example.

Exzample 3. Suppose Bob wants to run Algorithm [[l with Ty = 8 loops. He adds
one control qubit to make 7" = 16. Then there are four control qubits, denoted
by Cp, Cq, Co, C3. Bob chooses (' as a confusing qubit, and add noise to the
functions corresponding to Cp. In detail,

7CO:h7h’af7f7h7h’afaf7

- Cl: f/a ha fla ha
_CQ:fafa
703:f7

where f’ are functions different from f. At last the Fourier transformation is
performed only on Cy, Cs, Cs.

We now formally define the notion of Bob’s strategy.

Definition 4. Suppose in Algorithm [ there are t = logT control qubits Cy, - - -,
Ci—1. We say a sequence of function fo, ---, fr—1 is a strategy S for computing

f(D), if

— it is trivial, i.e. all f; = f,
— or the following conditions are satisfied:
e One control qubit C,, with uw <t — 1 is chosen to be the confusing qubit.
e Based on Eq. (1), Eq. @) and Eq. (13)), noises are added between the
functions corresponding to Co, -+, Cy.
o For Cy, with w < u, the effect of its corresponding functions is equivalent
to that of 28~ =1 repetitions of f.
o For Cy, the effect of its corresponding functions is the identity.

In conclusion, a strategy realizes Eq. (I0) or

% 316G @) =

% D) @ (Geor e T e 2T e 2T ey (14)
c

where ¢ = >~ ¢; 28777 and ¢ = 2! 24120734+ ey 1207 T oy 2872
-+++c¢4—1. If a confusing qubit is added, the final measurement is performed on
the control qubits except C, to get 6.

6 Correctness for Honest Parties

Now we start to prove the correctness of Algorithm[Il In this section, we consider
the simplest case where Alice and Bob are both honest.
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The discussion in Sections and showed that in Algorithm [l the T
calls of procedure realize controlled Grover iterations Eq.(I0)
or Eq.([d), depending on which strategy (see Definition @) Bob employs. So
Algorithm [I] executes the quantum counting algorithm [5] twice, independently
ON Ge1, Gal, d1s Gg1, and Ge2, G2, gaz, dg2- Then for Problem[I] we directly have
the following result.

Theorem 1. ([3, Theorem 5, Theorem 6]) In Algorithm [, if Alice and Bob are
both honest and Bob employs a trivial strategy, then for i € {1,2},

7T2

27
|Si78|<7\/g+T2,

Vi € {1,2}, (15)
holds with probability at least & > 0.8, where s = f(D) = + > f(dy) is the

7.‘-2
correct answer.

Therefore, by setting T > 100//Smin for a trivial strategy or T' > 200//Smin
for a nontrivial strategy, we immediately obtain:

Corollary 1. In Algorithm [, if Alice and Bob are both honest, then for i €
{1,2},
100 g
w<2—’r,/ Sn+%<0.07, $ < Smin,

Smin 100 \/ smi

Si 27 Smin % Smin
{|j—1|<— T+WT<O'O7’ S 2 Smins

holds with probability at least S > 0.8, where s = f(D) = + > f(dy) is the

71"2
correct answer, and Smin 1S the preset threshold of supports.
This corollary gives the relative error and success probability for Bob. Since
usually spmip is set to be a constant, say 0.2, 0.1 or 0.01, the number T of iterations
does not depend on the size of the database.

7 Protecting Alice’s Privacy

In this section, we continue to prove correctness of the protocol and show how
it can protect Alice’s privacy. Only procedure [TestBobllis considered, and the
results for procedure [TestBob? are similar and thus omitted.

Dishonest Bob may employ attacks to read information from gc1, ga1, a1, gg1,
and/or g2, Ga2, qa2, ¢q2- His attacks can be classified according to the number
of rounds/iterations that these attacks cost.

7.1 One-round Attacks

Definition 5 (One-round attack). A one-round attack consists of one or
more successive steps of the following:

1. Bob sends some qubits to Alice,
2. Alice applies Up, and sends these qubits to Bob,
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3. Bob’s actions,
4. Bob sends some qubits to Alice.

For instance, a one-round attack may consist of Steps 1-2, Steps 2-4, or Steps
1-4. In this subsection, we list some one-round attacks which leak information.
The following are several typical one-round attacks:

Ezample 4 (Attackl). Bob sets g, to be a single address |i) and g4 to be blank
|0). Then he sends ¢, qa, g4 to Alice. After Alice applies Up, Bob receives |i)|d;).
Finally, he can measure ¢4 to get d;.

Ezample 5 (Attack2). After Bob receives % Yoe 2o Qejli ® Y)|djey), he per-
forms measurements (1) on g4 to get some d € D, or (2) on g, and ¢4 to get
djgy-

Besides directly reading data from ¢, and gg by measurements, Bob may use

some unitary gates (e.g. CNOT) to copy data on additional blank qubits, say g..
Then he can read information from ¢, later.

Ezample 6 (Attack3). After Bob receives % 2oe 22 Qejli ®Y)|djay), he add
ancilla qubits and performs unitary operators to store data, i.e.

1
—=> > acli @ ldiey)lejoy)-
VT 7%

7.2 Detection of One-round Attacks

We first show that [TestBobll can detect Bob’s one-round attacks. The main
assumption here is:

— Whenever Bob tries to attack, he believes that he cannot distinguish the
following two situations from each other:
1. He is dealing with a test state.
2. He is dealing with a computational state.

This assumption is reasonable because no one will cheat if he knows that he is
dealing with a test state, which carries no useful information about database D.

Example Attacks Now let us see what happens if Bob cheats in a test. As the
starting point, we focus on the attacks in Examples @ Bl and [G since they are
simplest and typical ones.

Lemma 1 (Attackl). Suppose, in a test, it is Bob’s turn to send back com-
putational qubits to Alice. Bob prepares |p)|a)|d) in Procedure [TestBobl, where
lo) € He, a € {0,1}" and d € {0,1}*, and sends this state to Alice. Then it can
be detected with probability at least 1 — %
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Lemma 2 (Attackl). Suppose Bob successfully sends |¢)|a)|d) to Alice. If this
communication is followed by a test (Procedure[TestBobll) and he performs mea-
surements on q, and qq (resp. only a measurement on qq) [in order to get private
information], then it will be detected with probability at least 1 — % (resp. 3 ).

Lemma 3 (Attack2). Suppose Bob performs measurements on q, and qq (resp.
only a measurement on qq) in Procedure [TestBobdl Then it will be detected with
probability at least 1 — % (resp. %)

Lemma [l is essentially the same as Lemma [ since in both of them the same
measurements are performed on a test state. But the analysis of Attack3 is
much more complicated.

Lemma 4 (Attack3). Suppose in Procedure[TestBobll, Bob adds qq4 to q, and
ga and uses a unitary operator I to entangle g4 to q, and qq:

Eli)[d)|0) = [D)]d)|Xia), (16)

where |\, q) is a pure state of qq. In order to read information, |\ q4) should vary
for i,d. Then it will be detected with a positive probability Pppr depending on
E. In particular,

1. 4f Eli)|d)[0)
2. if Eli)|d)|0)

|iY|d)|i)|d), then Pppr > 1 — +.
|’L>|d>|d>, then PDET =0.5.

General Attacks Now let us consider general attacks. The following theorem
identifies all of Bob’s actions that enable him to pass Alice’s tests.

Theorem 2. Suppose Bob applies a super-operator £ = Zj Ejo E;f N qa, qd
and blank qq4 in a round of [TestBobll If it always passes the test, € can be written
as

E=UoU ®¢&,,
where U is a unitary operator on q, and qq, and £, is a super-operator on qq.

Its implication to privacy is the following:

Corollary 2. If Bob wants to always pass the tests, he cannot read any infor-
mation from q, and qq by one-round attacks.

Note that in procedure[Groverlteration] we only add tests around Step[dl One
question directly arises: what happens if Bob attacks at Step [’ The following
lemma answers this question.

Lemma 5. At Step [1 if Bob performs measurements to read information or
sends a special state for future attacks at Step [J then it can be detected by

procedure [TestBobll
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7.3 Impossibility of Recovery

In this subsection, we further show that Bob cannot distinguish the test states.
Therefore, he cannot recover his measurement even if he finds that he is dealing
with a test state.

The impossibility of distinguishability is based on the following observation:

Lemma 6. The test set {|tom (i, 1))} can be decomposed into the union of
n(2F — 1) disjoint bases:

{|’l/)m,:n,b(,u’7 V)>} =BU---U Bn(?’“fl)a

where B; N Bj = 0, and B; is a orthogonal basis of the Hilbert space of q, and
qd, for all i # j.

The above lemma then implies that Bob cannot distinguish all of the test
states.

Lemma 7. Suppose Bob tries to use measurement {M,} on q, and qq to find
which specific test state Alice sends. Then the correct probability is

Pr(m, @, b, 1, v|M,) < (17)

n(2k - 1)

In other words, if the measurement outcome is v, then the probability that the
state s [m o b1, 1)) is at most m More generally,

1
Pr(B|M,) = E Pr(m,z,b, p,v|M,) < ——= (18)
n(2k —
‘wm,z,b(ual’»eB

where B is an orthogonal basis as in Lemma[@.

Now we can present the main theorem in this subsection.

Theorem 3. Suppose Bob uses a measurement {M,} to read information in a
test round, and sends a new state |y 41 (1, V")) (based on the measurement
results) back to Alice instead. Then, the expected success probability that he passes
the test is at most i + m.

The above theorem ensures that Bob cannot recover the test states after
attacks. Recall from Theorem [2] that if Bob directly sends states back to Alice
after his attacks, it will be detected. So, these two theorems together warrant
that once Bob wants to read private information from Alice through one-round
attacks, it will be detected.
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7.4 Multi-round Attacks

We have discussed one-round attacks in the last subsection. In this subsection,
we further consider multi-round attacks. A multi-round attack will finish in more
than one calls of procedure More precisely, we have:

Definition 6. A multi-round attack consists of the following steps:

1. Bob sends some qubits to Alice,

2. Several calls of Procedure [GroverIterationl are executed,

3. Bob performs measurements to read information after receiving qubits from
Alice.

We will see in Sections [(.4] and that multi-round attacks can actually be
ignored, since (1) they can hardly leak information, and (2) they are very hard
to be detected. But here let us see two typical multi-round attacks:

Ezample 7. Bob employs function f(z) = d(x,d) as the target function, where
0(x,d) = 1 if and only if 2 = d. Then Bob runs the protocol honestly to find
whether d € D.

This function discloses the information whether d € D and can be treated
as an attack, since we only allow target functions to be maps indicating the
inclusion relation C. For this kind of attacks, Alice can construct tests to detect
it with a certain probability, although this probability is extremely low (see
Appendix [DT]).

Fortunately, we can ignore this attack because (1) if supp(d) is high, then
the information d € D is no longer private information when mining association
rules or decision trees, and (2) if supp(d) is low, the result can be hardly derived
from Algorithm [I] (see Section for more details).

Another attack focuses on more specific information.

Ezample 8. Bob employs Oracle
Ugli)ldy) = (=1)°009) ) |d;),

as the target function in Algorithm [I] where g(z) = 1 if and only if 2 C d. One
alternative attack is g(z) = 0(z, d).

As shown in the next lemma, this kind of attacks is very hard to detect.

Lemma 8. Suppose Bob acts as in Example [§, and Alice only employs tests
based on state comparison in a single round (the tests are not restricted to
those in this paper). It can be detected in a single round with probability at
most O(%) = 0(2%) Furthermore, Bob can passes all tests in one execulion
of Algorithm [0 with probability approximately 1.

Fortunately, since the database Op is modified to be Up(y), Example [ is
reduced to Example [ finally. Indeed, Bob wants finally to get the exact form
of d; by employing attacks in Example [ But since d; is changed to be djg,
and Bob does not know y, Bob only gets information d € D for some d. This is
exactly the case of Example [1
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7.5 Attacks on q. and g4

In the previous subsections, we only consider attacks on g, or on ¢g. In this
subsection, we analyse attacks on the two parts jointly.

First, by the following observations, we can see that g. will not introduce
further information leakage:

— There is no information about D on g..

— Bob cannot verify whether the current round is a test round by measurements
on ¢.. This is because no matter Bob performs measurements on ¢, in a test
round or an original round, the outcome distributions are the same, i.e.,

1
Pr(c = i|test round) = 7= Pr(c = t|original round). (19)

Second, for ¢4, since g, is entangled to gq, attacks on ¢, are the same as the
attacks on g4, which we have already analysed.

7.6 Privacy Analysis

Now, we are able to analyse the privacy level of the entire protocol. Let us first
examine information disclosed by one-round attacks, and then give the privacy
analysis for multi-round attacks.

The Entire Database In this subsection, we analyse the privacy of the entire
database; that is, how much of D will be disclosed if Bob is dishonest? Consider
the following;:

Example 9. Suppose Alice is a data provider, who sells data, and Bob is a cos-
tumer, who wants to buy some access to the data from Alice. Alice wants to
keep her data private, as she wants to sell it to other costumers. Bob wants to
keep his research private, as his research outcome may bring outcomes. So he
will not send the function f to Alice.

In this example, Alice tries to preserve the entire database. Then how many
transactions will be disclosed in our protocol:

Case 1. Bob is honest: He exactly follows the protocol. Before measurements
in Algorithm [I due to the quantum counting algorithm [5], he holds the state

Zgac,jlc>|j>|6>|gj> - % 32 1ol 010)+ fealon) O11),

C

where g; = f(djgy), and o j, Beo, Be1 are amplitudes. Since honest Bob only
performs measurements on the control qubits ¢. and ancilla qubit g, of this state,
he only gets the information of f(D). As he knows nothing else, no transactions
in D is disclosed.

Case 2. Bob is semi-honest: He may do further computation on the state
16)]2;)]0)]5) with j = 0 or j = 1, which he holds after the final computation.
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From this state, the information, which Bob can further get by measurements
on the address qubits ¢, is whether g; = f(djg,) is 1 or 0 for some j € {0,1}™.
Totally he can get this information g;, and g;, for two address j; and j» randomly
generated from measurements in one run of Algorithm[Il as there are two copies
of states in one run. But unfortunately Bob does not know y, and Alice changes
y in every run of Algorithm [ This means the information he gets is useless. In
detail, note that g; = f(d;jey) is a random variable dependent on y. Since y is
chosen uniformly at random, we have:

Pr(g; = 1) = f(D),Vj.

So what Bob can get from g; is f(D), which he already known from the honest
computation. Therefore, Bob disclose no detailed transaction in D.

Case 3. Bob is dishonest: He may perform measurements on the state re-
ceived from Alice at any time. In previous subsections, we already observed that
once Bob tries to get information in a test round through measurements, he
may have a probability at least 0.5 to be detected. As a consequence, Alice will
stop the whole computation. Then the expected number E. of rounds that Bob
can cheat before being detected, may be computed as follows. If Bob’s attack
happens in the first (resp. second) round of a loop 4, it will be a test round
with probability p (resp. 0.5). So each time Bob tries to get information through
one-round attacks, it will be detected with probability at least 0.5p. Thus, the
expected numbers of one-round attacks before being detected is

.2
E. <Y ix0.5px(1—05p) == —1=0(1/p).
p

i>1

Therefore, dishonest Bob can get at most a constant number of transactions
from D.

To conclude this section, let us see the advantage of our quantum protocol
over a classical method. Usually, a classical data provider will provide a modified
database D', generated from D by adding noise into it, to Bob. So, if the quan-
tum protocol is run on D, it is not appropriate to compare it with a classical
protocol. But the quantum protocol can also run on D', by combining it with a
classical one together (see Section [[0.1]). A comparison of the quantum protocol
(combined with a classical one) with a classical protocol is shown in Table B In
this table, O(T'M) is the number of transactions disclosed without protection in
the protocol.

Multi-round Attack In Section [[4] we already mentioned that multi-round
attacks can be ignored in our quantum protocols. Now we are ready to give a
detailed explanation.

Suppose that Bob employs function f(z) = §(x,d) in order to learn whether
d € D. He uses this function to run Algorithm [I] several times and get an
approximate result s = |[{j : d = d;}|/N. Then there are the following three
situations:
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|H0nest Bob Semi-honest Bob Dishonest Bob

Quantum Protocol 0 ~0 O(%)

Quantum Protocol N
without tests 0 ~0 O(TM)

Classical Method N N N
Table 5. Number of transactions disclosed in D or D’. p € (0,1) is a constant, N is
the size of database, T' is the number of iterations in one run of Algorithm [I and M
is the total number of runs of Algorithm [II

— 8 > Smin, Where constant spiy is the threshold of support. Then this result
is not treated to be private, as it cannot be distinguished from that of a
frequent itemset and thus can be mined by Bob legally. For instance, since
supp(d) = |{j : d C d;}|/N > {j : d = d;}|/N =~ s, Bob can first get
supp(d) legally. Then he computes supp(d’) for possible supersets d’' 2 d to
approximate s.

— 8 < Smin, but s is not far from spyiy. In this case, since parameter T is
determined by smin, the results may be not far to syi,. For instance, if T is
set to be T' > 100//Smin, then by Corollary [l we see that Bob may get result
0.07smin With probability greater than 0.8. So this still cannot be treated to
be private, because this result may be probably mined by Bob legally on a
candidate itemset.

— § < Smin. In this case, Bob has to enlarge T" to get s without intolerable
errors, for instance, T' > 100/4/s. Since Bob does not know s before compu-
tation, he has to adjust T again and again [5] or directly sets a very large T.
The comparison of costs for this case is given in Table

s |NR | C-cost Q-cost

1 |O(Nk) O((Cp +k)/\/3)

L |O(Nk) O(L(Cp + k)/+/s)

Table 6. Comparison of cost to check whether d € D. In this table, s is the frequency
of transactions d;, satisfying d; = d. Ng is the number of different rules d € D, which
Bob wants to check. “C-cost” is the cost on classical database D or D’, and “Q-cost”
is the cost of multi-round attacks on quantum database Up or Up/. Cp is the cost to
call Up/Up: once. See Section [[0.] for Up:.

$ K Smin

In Table [6] we notice that usually it is cheaper to cheat in a quantum database
Up if L is small, since it is a search problem to check whether d € D. So
one method to overcome this weakness is to combine a classical protocol and a
quantum one together: roughly speaking, Alice first modifies D to another D’,
and then runs the protocol on Up: (see Section [[0.1] for more discussions about
this point). After combining the classical and quantum protocols together, it is
still faster for Bob to cheat on quantum database Up/. But the information he
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gets on Ups is the same as that on D’. Then our quantum protocol is at least as
good as a classical one for this function.

Before concluding this section, let us briefly consider Alice’s strategy for
multi-round attacks. In order to read small s, Bob requires large T'. So Alice can
set an upper bound for T'. Then for a rule d € D with a low frequency, it can
hardly be mined correctly with small T'.

8 Protecting Bob’s Privacy

In Section [T.6, we showed from the Alice’s side how our quantum protocol can
protect privacy. In this section, we analyse Bob’s privacy in terms of his functions
f. For this purpose, it is certainly appropriate to assume that Bob itself is honest.
Otherwise, if Bob is dishonest, he can protect his privacy by never sending f.

We first consider semi-honest Alice, and the analysis for honest Alice is simi-
lar. Semi-honest Alice follows the protocol, but she will do further computation
based on measurement outcomes on the test states. In each test round, Alice may
get the information about whether f;(u) = fi(v) for some randomly generated
w,v. Now we see how many pairs (u, ) are required for this task. For associa-
tion rule mining, there are totally at most 2¥ functions (itemsets). For each pair,
Alice compares f;(u) and f;(v), and gets one-bit information of f;(u)? = f;(v).
So, she has to build a k-level binary decision tree to include all possible 2% leaves.
Consequently, in general the number of test rounds is at least k/2 to recover one
f as there are two copies in each round. Since (1) there is at most only one test
round in each loop 7, and (2) the test round appears randomly, Alice can hardly
get enough information to recover f. Moreover, as Bob adds noises into f (see
Section [£3)), the information Alice gets may be wrong and thus useless. It is
worth noting that some privacy leakage might happen in the last loop i =T — 1.
In Definition [ no noise is added for # = T — 1, which means fr_1 = f. So, if a
test round appears, then Alice may know f(u)? = f(v) for some randomly gener-
ated (u,v). This leakage is not serious, since there are 2*~! functions (itemsets)
satisfying this one-bit property.

For dishonest Alice, the situation is different. Dishonest Alice may set a test at
each loop and construct a special policy to choose test states to read information
about f. The simple strategy in Definition @ is not sufficient to protect Bob’s
privacy. Fortunately Bob can protect his privacy from Alice’s attacks by simply
adding a second confusing qubit in Definition d Together with other methods,
Bob can further improve his privacy level; see Appendix [C] for details.

Remark 1. The privacy analysis for the case that Bob does not add noise and
tests is postponed to Appendix [D.2

9 Complexity Analysis

The aim of this section is to analyse the complexity of our protocol. Actually, the
cost of Algorithm [lis easy to settle. Let us only consider association rule mining
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as an example. Suppose that the threshold of support is syin, and Bob totally run
M times of Algorithm [ (since he wants to compute the supports of different
itemsets or achieve a high accuracy by repetitions). Then the computational
complezity is simply

OMT(Cp+k+n+t)=0MCp+k+n+t)/vsmmn),

where Cp is the cost of one call of Alice’s database. So, if a quantum database is
available (e.g. as a quantum random access memory [§]), then Cp = O(nk), and
the total computational is O(M (nk +t)/\/Smm). Since t = log T, and T < /N
(meaning that the accuracy level is +;), we have t = O(n). So, the total compu-
tational complexity is O(Mnk/\/Smin). On the other hand, if the data is stored
in a classical database, then Alice has to use certain quantum gates to con-
struct Op, which costs O(N(n+ k)), and the total computational complexity is
O(MN (n+k)/\/Smin)- The communication complexity can be analysed similarly,
and is OMT(t +n+k)) = O(M(n + k)/\/Smin)- The results are illustrated in
Table [l Note that in many applications the communication cost may not be
important and necessary. For a centralized database, Alice and Bob are at the
same location, and we can imagine Alice as a preset database with an access
to Bob. In this case, during communicating the problem of privacy including

channel noise is not serious or even does not happen at all.

T-cost C-cost
Quantum database| O(Mnk/\/Smin)  O(M(n+k)/\/Smin)
Classical database |O(MN(n + k)/y/Smin) O(M(n 4 k)/\/Smin)
Table 7. Cost of the entire quantum protocol, with data stored in a quantum database
or a classical database. “T-cost” means computational complexity, and “C-cost” means
communication complexity.

Now let us compare the complexity of our quantum protocol with that of a
classical algorithm. Many different classical algorithms for the same task have
been developed in the literature, and each of them has a different cost and accu-
racy level. For those classical algorithms that require to input the whole database
D or D’ to achieve a better result, the computational and communication costs
are both O(Nk). Note that usually in practice M < N; for instance, N = 106,
and Bob might only care the most important hundreds of association rules with
M < 10%. Then the costs of quantum protocol except the lower left entry of
Table [ are better than those of classical algorithms, as Nk > M (n + k) /\/Smin-

10 Discussions

In this section, we point out several possibilities for further improvements of the
protocol.
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10.1 Combining Classical and Quantum Protocols

As mentioned before, combining our quantum protocol with a classical one is a
way to further improve the privacy for Alice. In this strategy, there are totally
two steps. The first step is to apply a classical approach on D to get D’. Most of
the classical approaches in the literature are suitable for this step; for example,
randomly flipping elements in each transaction [I§], replacing elements partly [7],
swapping elements among different transactions [6]. The second step is to store
D’ into a quantum database Op/. Then our quantum protocol can be executed
on OD/.

The benefit of this method is obvious. Suppose that a classical approach
changes D to D’. Then in the classical case, Bob knows the entire D’. In the
quantum case, however, Bob only knows a small part of D’, even if he is dishonest
(see Section [Z6). So, this combination protects Alice’s privacy much better than
solely using a classical approach.

The disadvantage is that additional error may be introduced. A combination
of our quantum protocol and a classical one has two places to generate errors: one
is from randomization in the classical protocol, the other is from the quantum
counting. Thus, the total error may be larger than that of the classical algorithm.

10.2 Decision Tree Learning

Our protocol was presented mainly for association rule mining, but Algorithm
[[ can be directly used to mine decision trees. Consider the basic algorithm for
decision tree mining proposed in [I7]. Here, we show how it can be combined
with Algorithm [Ml so that privacy can be protected.

Example 10. Suppose that Alice holds a database

D = ((do, g0), (d1,91), "+, (dN—1,9N-1)),

where d; € {0,1}*, g; = f(d;) € {0,1} for a function f. Suppose that K is the
set of all first k attributes. Bob wants to build a decision tree, with one attribute
in K at each node, to decide f(d) for any input d, based on the database D. The
algorithm is shown below:

1. Set L =0, and the root r is set to be an empty node.
2. For each empty node on level L, computes its corresponding attribute:
— Suppose F'is the set of attributes corresponding to the ancestors of this
node.
— Denote A = {y : y € F}. Bob computes the support sy of (A4,0) and
s1 of (A,1) by Algorithm [ If H(A) = — )", s;logs; is smaller than a
preset threshold Hy,p,, the node is set to be value 0 (if sg > s1) or 1 (if
so < s1) for f. No child is generated. Return.
— For each attribute x € K \ F, denote A, = {z} U{y : y € F}. Alice
computes the support sg(x) of (A5, 0) and s1(x) of (A, 1) by Algorithm
([l Then she computes the entropy H(z) = — 3, s;(x) log s;(x).



28 Shenggang Ying, Mingsheng Ying, Yuan Feng

— Bob chooses the attribute y which maximizes H(y) = max H(z). The
corresponding attribute of this node is set to be y, and two children are
generated. Each is for value 0 or 1 of y.

3. If no child is generated in this level L, terminates. Otherwise, L := L + 1
and goes to Step 2.

The privacy and complexity analyses for the above example are similar to
what we did for association rule mining in the previous sections.

10.3 Dishonesties of Both Alice and Bob

In this paper, we presented a method for Alice to deal with dishonest Bob, and
also a method for Bob to deal with dishonest Alice. In particular, we showed:

— If Alice and Bob are both honest, our protocol computes the final results
and preserves privacy for both parties.

— If Alice is honest and Bob is dishonest, our protocol can (1) compute the final
results, (2) detect Bob’s attack to protect Alice’s privacy, and (3) preserve
Bob’s privacy.

— If Alice is dishonest and Bob is honest, our protocol can (1) compute the
final results, and (2) preserve privacy for both Alice and Bob (by adding a
second confusing qubit).

Then a question naturally arises: what happens when both Alice and Bob are
dishonest? In this case, there is no definite conclusion. It depends on what actions
are taken. For example, suppose:

— Alice acts honestly if 7 is odd. If 7 is even, she stores the computational state
aside for the next loop, and tries to read f(u) by sending Bob a state like
L 1e)|0)® 1 (]0) ) + [1)]1)).

— Bob acts honestly if 7 is even. If 7 is odd, he performs measurements to read
d;, and sends to the post-measurement state back to Alice.

Then in each loop i, either Alice or Bob cheats, and the computation cannot be
accomplished. But if Bob’s actions are switched, then both Alice and Bob act
honestly when i is odd. Furthermore, if Alice stores the computational states
properly when 4 is even, then the computation can be accomplished (but with a
larger error).

10.4 Compatibility with Other Quantum Algorithms

Note that in the protocol, Alice’s part is compatible with other quantum algo-
rithms in the sense that if Bob wants to run a quantum algorithm on Alice’s
database other than quantum counting, he only needs to modify his part of pro-
tocol. For example, suppose Bob wants to find whether a given transaction d is
in the database by running a quantum walk on a hyper cube [20], where each
node corresponds to an address j and a transaction d; (or djgy). In a quantum
walk-based search, the operator G is replaced by some other operators. What
we need to do are the following modifications on Bob’s part:
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— Change the initial state of the control qubits. In Algorithm [ Alice does not
check the initial state on control qubits. So for the searching problem, Bob
can simply set all control qubits to be |1).

— Remove Step[I4lin Algorithm[Iand change his actions at Step[din procedure

It is easy to see that privacy of both parties is preserved in the same way as our
original protocol.

10.5 Parameter p in Algorithm [l

The parameter p in Algorithm [ indicates how frequently tests are employed.
Obviously, for different models, the best choice of p varies. Note that p only
matters in (1) detecting Bob’s one-round attacks (dishonest actions), and (2)
disclosing Bob’s privacy f by comparing f(u) and f(v). So, p =0 or p — 0
is preferred for honest or semi-honest Bob. If Bob is dishonest, the situation
becomes quite different:

— Honest Alice: A big p is preferred, as it protects Alice’s privacy better than
small p.

— Semi-honest Alice: Either a big or small p is not the best choice, since one
party’s privacy is likely to be disclosed in both cases. So, a medium p is the
most suitable choice.

— Dishonest Alice: No best choice exists, because the protocol may not work
if Alice always cheats.

The preferred choices of p are summarised in Table[Bl However, Alice and/or

Bob
Alice
Honest p—0 p—0 Big p
Semi-honest| p — 0 p— 0  Medium p
Dishonest |p — 0 p—0 -
Table 8. Preferred choice of p in Algorithm [ for different models.

Honest Semi-honest Dishonest

Bob cannot know which situation they are facing. So, Table [§ is helpless in
practice. Generally speaking, Alice prefers a big p. But if p is too big, Bob’s
privacy will be disclosed when Alice is not honest. In Section [T, it was shown
that if IV is big enough, the ratio of information (transactions) disclosed is nearly
0 for any p € (0,1). So, in practice, p = 0.05 may work well. Indeed, the most
important implication of parameter p € (0, 1) is not to detect Bob’s privacy but
to tell Bob that once he cheats, he may be caught. This fact may force Bob to
be honest.
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A Procedure [TestBob2

In this Appendix, we present the detailed description of procedure [TestBob2l
that was only very briefly discussed in Section [4]

Procedure TestBob2
output: “Dishonesty detected”, if Bob’s dishonesty is detected.
1 begin
2 Alice generates u < v € {0,1}¥, ¢ € {0,1}', m € {0,1,--- ,n — 1},
x € {0,1}", and b € {0,1} uniformly at random;
3 Alice prepares |®) = |¢)q. @ Ui(m, z, b)|0>2(zzk) on new control qubits gc,
address qubits ¢, and data qubits qq;
4 Bob adds a qubit gg4 initialized to be |0) to the end of these qubits, and Bob
applies U} on qa, g4, and gqg;

5 Alice applies U;(m,z,b)" on g, and g4, obtaining the state
[@1) = |e)q. @ Ue(m, ,b)" @ L,(U;(Us(m, 2, 5)[0)*" ) @ 10)));

6 Alice and Bob repeat Step Bl to Step [l to get |P2);

7 Alice employs a quantum controlled swap test to test whether |®1) and |®2)
are the same. If not, Alice terminates the entire protocol;
8 Alice measures all address and data qubits except the first address qubit of

|®1), and |®2), according to the basis {|0), |1)}. Let the outcomes be v and
w, respectively, both in {0,1}"TF~1.

9 If v; =1, or w; =1 for any j, return “Dishonesty detected”;
10 end

A.1 Controlled Swap Test

Controlled swap tests are employed at Step [7l in procedure [TestBob2l to check
whether Bob performs measurements on g4 or ¢4. In this subsection, we briefly
describe these tests. For details, we refer to [I1].

A quantum swap gate consists of three CNOT gates, and swaps the states of
two qubits:

SWAP: > aijlilj) = > aijli)lj @i) = > aij|i)li @) = Y ijli)li).
i

i,5€{0,1} 0] ]
Then a controlled swap test on two n-qubit states |¢) and |¢) works as follows:

1. Add an ancilla qubit in state |+) before |¢)) and |¢), and get

[@1) = [-0)[¥)|9)-
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2. Apply a controlled swap operator Ucg on |¥;), where the first qubit is the
control qubit, and the other qubits are the target:

1
V2
where [¢) and |¢) are swapped if the control qubit is in state |1).
3. Apply a Hadamard gate on the control qubit, and get
1
2

(10) (1)) + )[)) + [ ([¥)|9) — [)]4)))-

If [¢) = |¢), we have |¥5) = [0)[¢)|¢).
4. Measure the control qubit in basis {|0), |1)}. If outcome is 1, [¢) # |¢) is

detected.

W2) = Ucs¥) = —=(10)[$)|¢) + [1)[6)|4)),

¥3) = —=(IH)D)8) + =)o) )

S

N | —

At Step 4, the probability to get outcome 1 is

Pr(1) = 2[10216) — [0} 2 = 2@ 20l (v1e) = LD,

Omitting the control qubit, the post-measurement states are

lpo) = %(|1/1>|¢) + |@)|w))  if outcome is 0
lp1) = %(|1/1>|¢> — o)) if outcome is 1.

In conclusion, if [¢)) = |¢), the outcome is always 0, and the state |1))|$) remains

2
unchanged. Otherwise, there is a probability % to have outcome 1.

B Proofs of Lemmas and Theorems

In this Appendix, we provide the proofs of the lemmas and theorems presented
in the main text.

B.1 Proof of Lemma Il
We first specify the situation:

1. Alice sends |¢)|tm »5(1t, V) to Bob.
2. After Bob’s actions, he sends a state to Alice; see Table
3. Alice checks the test state.

Now we prove that it can be detected by the final measurement (Step B).
Case 1 d = u: Let |¢)') denote the state that Bob sends back to Alice. Then
[¥") = |p)|a)|p). Alice will transfer it to

¢y = V (1, v) X§Z(2)Usw apo,mt),
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Test State if honest |State in this attack
MestBobTl[c) [¢m. o (1, )] |0} |2)|d)
Table 9. The state Bob sends to Alice. In this table 2’ depends on whether f(u) = f(v).

and then
|D1) = 1. @ W @ I4|¢).

Now we see what |®1) is. The initial state is |[¢") = |p)|a)|p). Then

. Usw ap(o,m) maps a to a’ € {0,1}"™;

. Z(x) only possibly adds a global phase —1;

. X{$ maps a’ to a”;

. V(u,v) only works on the data qubits, and then |¢') can be |a”)|0) or |a”)| &
v), after omitting the global phase.

W N

Consequently, |¢1) may be |w)|*), where w € {4+, —}". On each address qubit,
the measurement outcome will be 0 with probability % Therefore, this attack
passes the final measurement (Step B]) with probability at most 2,,%1 = %

Since the test consists of two copies, the attack can be further detected.
Suppose that Bob sends |p)|a)|p) in the first round. By the above discussion,
this means that vy has a fifty-fifty chance to be 0 or 1. For the other round, we
assume that wy comes out as 0 with probability p, and 1 with probability 1 — p.
Then Bob has probability 4 (1 —p) + $p = £ to fail. Thus, the total probability
to pass the test is at most %

Case 2. d = v: Similar.

Case 3. d # p and d # v: The probability to pass the final measurement
may be lower. This is because there must be at least one |1) occurring in the

data qubits of |®;) at last. So, it will be detected with probability 1.

B.2 Proof of Lemma

In the scenario of this lemma, Bob thinks that he receives |p)|a)|dya,) from Alice.
But indeed, he receives |¢)|tm 4.6t v)). Then the measurements are taken on
|C>|wm,x,b(,u’7 V)>

If the measurements are performed jointly on ¢, and ¢4, then the post-
measurement state is |c)|j)|u) or |c)|j)|v), and it can be reduced to Lemma
M as Bob will send this state back to Alice. So, it remains to analyse the case
when measurements are on only gg.

Since measurements are only performed on g4, all the measurement operators
are local operators on g4 and have the form M = I®*"®|w)(w|, where w € {0, 1}*.
Thus, each M commutes with Xo, Z(x) and Usw ap(o,m), as the latter three
operators are local operators on ¢q,. Therefore, the post-measurement state of
|€)|¥m,z.6) can be written as

1 = {10Usw AP0 2 XG0 i), the outcomeis
) Usw ap(0,m)Z(x) X§|1)[+)®"~!v), the outcomes is v



34 Shenggang Ying, Mingsheng Ying, Yuan Feng

Bob sends it back to Alice, and then Alice has

|¢') = {|C>V(Nay)|0>|+>®n_l|ﬂ> = |0>|+>®"_1|6>, the case i

-,

|V (g, )| 1)) w) = [1)|+)®"1|0), the case v’

Furthermore, it holds that

le)|+)]0)En+E=1 " the case p
(1) = @ntk—1 ‘
[e)|—)]0)e™ , the case v
In both cases, the first element vy of the final outcome result v has a fifty-fifty
probability to become 0 or 1. This means that this attack can be detected by
[TestBobll with probability % by the condition vy # wy.
2

B.3 Proof of Lemma [

In this proof, we omit |c), since it indeed does not change through the test.
Moreover, we use |#'), |9') and |®)) on ¢q, g4, g to replace |¢), |¢') and |P1),
respectively.

(1) The general case. By the assumption of this lemma, there exist some
i,i’ € {0,1}", and d,d’{0, 1}* such that |\; 4) # |Air.a). We can further assume
i # 14 and d # d'. (Otherwise, if i = ¢’ or d = d’, we choose i’ ¢ {i,i'} and
d" ¢ {d,d"}, and then |\;» g) must be different to one of the original two.)

Suppose d < d’. By the construction of test states, we find u = d, and v = d’
with probability m As i # i, there exists m such that i, # i,,. Then
for b = i,, and any x, we can find both item |i)|d) and |i')|d") in [¢m 5.0, (1, V).
The total probability to generate this state is

2 11 1
2k(2F —1)n2  n2k(2F — 1)

Now [ z.i,, (i, 7)) is entangled to be |y, 44, (1, v)). Alice transforms it to

10 (11, v)) = (V (1, v) X" Z(2)Usw apo,m)) @ Lg| W o (11, 1)).

Since these operators are unitary and only on the address and data qubits, the
address and data qubits are still entangled to g,. Then no matter whether mea-
surement operator M, = |v)(v| or M, = [v'){v'| is used with |v) = |0)|0)®n+k-1
and [v') = [1)]0)®"+F=1 it holds

po = || My ® Ig| @ (. v))||* < 1,
p1 =My @ Lo|® (1, v))]|* < 1.

Thus, if po + p1 < 1, it will be detected by v; = 1 with j > 0. Otherwise it will
be still detected by the condition vy # wp with a positive probability as py < 1
and p; < 1.
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(2) The case E|i)|d)|0) = |i)|d)]i)|d). We have:
|¢/(Ma V)> :(V(,LL, V)sz ( )USWAP(O m) q \/— Z ﬂz |Tz |Tz>
=;%§}:ﬁwiuJox%mzcwusWAp@mwunn»uﬂn>
1 NN [ e
=75 ;ﬂill )Tl |Ti),

where §; € {1,—1}, 7; € {u, v}, V(, V)XémZ(x)USWAP(O,m) is a bijection map-
ping i to ¢/, and 7/ € {0, u @ v}. Then

@ (1,0)) = Z&Whh ).

Since each item has a |¢) which belongs to ¢, and is orthogonal to each other,
probabilities pg and p; can be calculated:

po =My ® I| P4 (1, v)) |

1 ./ I\ A2
ZH\/—N ;&((00 -+ 000[Wi")){00 - - - 00|7) i) |73) |
:% Z 1({00 - - -000[W]3))(00 - - - 00} ) ||*

1
2
WZH - 00[) ) <

Similarly, we obtain:
1
=N Z 1((10- - 000]Wi"))(00 - - - 00|7) |

1
2
N2ZH 00|71 < -

Therefore the probability to fail is

1
Pr(deteceted) =1 — pg — p1 + (po + p1) Pr(vo # wo) > 1 — N

(3) For the case Eli)|d)|0) = |i)|d)|d), as in the proof of Lemma 2] we have

19 (1,1)) = —=(10)0)F" 4 ) + [1)]0) S+ ).

V2

Then we have pg = p; = % It will be detected by vy # wg with probability %
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B.4 Proof of Theorem

We check what will happen, if the state is entangled to ¢,. Assume the test states
are |Um,zb(p, v)). For simplicity, we denote it by [¢). Suppose Bob employ &
and & on the two test states with new ancilla qubits (initialed to be |f;) and
|#2) respectively). Then we have

{51(7/1 ®01)=p= Zu Aul@u) (Pul,
E(P®02) =0= ZU Xolwo) (Wo,

where Ay, x» € [0,1], and {|pu)}, {|ws)} are orthonormal bases. Since density
operators can be seen as probabilistic distributions over pure states, the following
two facts are equivalent:

— p and o pass the test with probability 1.
— For any w, v, |¢,) and |w,) pass the test with probability 1.

Suppose |¢) stands for any |p,,) and |w) stands for any |w,), and

0} =225 1€5)1)s
w) =325 Bili)li),

where {|7)} is an orthonormal basis of the Hilbert space H4 on ¢4, and [£;), |v;)
are normalized states (3_; loj|? = > |3;]* = 1). Suppose the same recovery
operator for these two states in the test is R. Then after recovery, the states

become
|0) = 225 ;i (RIE;))5),
o) =25 Bi(Rlvi)d)-
Note that Bob holds the second part of |¢’) and |w’), Alice performs measure-

ments only on the first part. Then in order to pass Step [8] the measurement
outcomes are always fixed, and the above states must be

?w=mmmﬁﬁw»

@) = [7)]0)F"+E ),

where 7 € {0,1}, and |¢), |w’) are states of ¢,. Since R is a unitary operator,
we have

?@=W®M@=M®W%
w) = RT @ I|o) = [€) ® |w').

Moreover, since |p) stands for any |p,) and |w) stands for any |w,), |£) is inde-
pendent of u,v. Then we have

E1(Y @06h)
Ea( @ 6)

p=5¢l@p,
o=[)¢l 0.
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Since all possible test states [1)) can be used to construct several orthonormal
bases (see Lemma[d]), £ can be written as

E=UoUt®&,,

where U is a unitary operator on ¢, and ¢q4, and |§) = Ul). The conclusion
about & can be proved similarly.

Now we prove that p’ (¢’) is independent on £. By the above explicit form
of &1, it seems obvious intuitively. But here we give a strict proof. Suppose 1)
and [1hs) are two test states for short. Suppose E(v; @ 0) = Ul (v |UT @ pb.
Since the fidelity F (1; ® 6,; ® 0) will increase after super-operator £, we have

F(1 ®60,1hy @0) < F(E(Y1 ®0),E(Ws ®0))
(Ugr) (1 |UT @ pi, Uliha) (92| UT @ phy)
(U |1) (1 |UT, Ul2) (oo U F (4, p5)
(U 1) (1 |UT, Ulgpa) (2| U T)

(191) (1l [1ha) (2]).

On the other hand,

F (1 @0, ®0) = F (1,02)F (0,0) = F (¥1,1)2).

Therefore, F (p}, ph) = 1, i.e., pj = ph. This means p’ is independent on |¢)).

B.5 Proof of Corollary

Suppose Bob employs certain operators and measurements in one test round.
Then all of Bob’s actions are equal to the measurement with measurement op-
erators F;. Note these measurement operators form the super-operator & =
> Ejo EJT (performing a measurement without reading the outcomes is equiva-
lent to performing a super-operator). By Theorem[2] each measurement operator
Ej has the form E; = U® Mj;. So, on g, and gq, no measurements are performed,
which means that Bob cannot read any information from ¢, and gq.

B.6 Proof of Lemma

In order to read information about specific d from D, Bob needs to perform mea-
surements on a state like > ; v j[c)[7)|djay), instead of astate like 3 - e j|c)[7) |0).
But if Bob is honest or he does not construct a new state to send to Alice at
some step, the state he gets at Step [ is always the latter. So Bob has to first
send a state to Alice at some step, and then perform measurements.

There are three different ways to attacks at Step [1 of Algorithm [I] here. The
first two ways correspond to direct attacks (reading information) at Step[ll Bob
can first send a cheating state (for instance, |¢)[j)]0)) back to Alice at Step @
or Step [ and then perform measurements on the received state (for instance,
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[e)|7)|djey)) at Step [ The last way is to do some preparation at Step [0 for
a future attack. In this way, Bob sends a cheating state back to Alice at Step
[@ and then performs measurements on the received state at Step ll (Note that
sending a cheating state and performing measurements both at Step Hl is not
related to the attacks at Step [[l) Obviously, each of the above attacks can be
divided into two parts: (1) sending state; and (2) performing measurements. All
of the possible cases are listed in Table We analyse these cases one by one.

|Sending a cheating state Performing measurements

1 Step @ Step [T
2 Step [ Step [T
3 Step [ Step @

Table 10. Three different ways related to one-round attacks at Step [

Case 1. Bob’s measurements at Step [0 will not be detected. But the part
of sending a cheating state at Step [ will be detected. For instance, if Bob
sends state |c)]7)|0) at Step H it will be detected by procedure [TestBobll with
probability at least 0.5 (See Lemma [I]). If Bob sends any other state, it can be
also detected by the results in Section

Case 2. This case cannot be detected, if there is no test corresponding to Step
[ But Bob cannot read any information about some specific d € D from this kind
of attacks. Indeed, from procedure one sees that there are an
even number of calls of database Up(y) on the cheating state from sending it to
receiving it. So, if the cheating state is 3" Be.;|¢)]7)|0), it becomes 3~ BeleNd) |0)
when Bob receives it again. There is still no information about specific d € D
on the data qubits. Therefore, this attack does not work.

Case 3. Similar to Case 1, this attack will be detected at Step Hl after mea-
surements.

B.7 Proof of Lemma

We first prove the following technical lemma.

Lemma 9. Suppose By, (i, V) = {|¥m,zp(, V) : V&, b}. Then B, is an orthog-
onal basis of Hilbert space spanned by {|i)|u), [i)|v) : i € {0,1}"}.

Proof. Tt is sufficient to prove that B,,_1(u,v) is an orthogonal basis. Observe
that any |tn—1.4.6(1, ¥)) can be rewritten as

|7/}n71,z,b(,uv V)> = |¢m1,--- 11:n71> ® |ﬂmo,b>7

Where |¢I11“‘11n—1> = Zln—l ® le ® ZIZ ® o .Zmn—2| + + o +>a a'nd

1Baos) = Z%X%uow + (1) [)).
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Since Z|+) = |-), all |¢s, ... x,_,) form an orthogonal basis of the first n — 1
qubits. Meanwhile, four different states of |3,, ) form an orthogonal basis of the
other part. Thus, B,_1(u,v) is an orthogonal basis of Hilbert space spanned by

{101, [i)lv) = i € {0,137}

Now we can prove Lemma [6l Put
W (m, k) = {[thm.2p(p,)) Vi < v € {0, 13", Vo € {0,1}", b € {0, 1}}.

Obviously, for m # m/, the two sets ¥(m, k) and ¥(m/, k) are disjoint to each
other, i.e., W(m, k)N¥(m', k) = 0. So it is sufficient to prove that ¥(0, k) can be
decomposed into the union of disjoint orthogonal bases:

U(0,k)=C1(0,k)U---UCo_1(0,k). (20)
Before continuing the proof, we define two concepts:

—aset P={\={puv}:pu<ve{01}*}is called a partition of the set
A(k) = {0,1}* if if for any A\, N € P, AN XN =0 and J,cp A = A(k).
— the set generated by a couple A = {u,v} € P is

BO\) = Bolp, v) = {|to.0s(p, v)) : Vo € {0,1}",¥b € {0,1}}.

Since A(k) has 2* elements, there are always such partitions.

We first prove that each partition corresponds to an orthogonal basis. By
Lemma[] C(u,v) is a orthogonal basis of the subspace spanned by {|a)|u), |a)|v) :
V|a) € Hq}. This implies that the set

AEP

is an orthogonal basis for any partition P.
Observe that ¥(0,k) = Uycqu) B(A), where Q(k) = {{n,v} : Vu < v €
{0,1}*}. Therefore, Eq. (20) can be derived by

Q(k):PlLJ---UPQk,l, (21)

where P; N P; = () for any ¢ # j. Thus, we prove Eq. (ZI)) by induction on k.
(1) For k = 1, it is obvious, as Q(1) = {{0,1}}, i.e., it only contains one
couple/set {0, 1}.
(2) Suppose Eq. (ZI) holds for k =1, i.e., Q(I) = Py U---U Py _;. Then for
k =1+ 1, we construct P/ in the following three cases:

1. P/,---, P!, where u = 2'. In this case, P/ can be constructed as follows:
P ={{p-0,v-0},{p-1,v-1} :V{u,v} € P}, (22)
where “” is the concatenation operator. For instance, if 4 = 01001 € {0,1}5,

then 1 -0 = 010010 € {0, 1}5.
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2. P, , Py, can be constructed as follows:

Pi/:{{u-o,l/'l},{,u-l,l/-()}ZV{/L,V}EPi}. (23)

3. P! with v = 2!*1 is

Pl ={{u-0,u-1} : ¥ € {0,1}'}. (24)

After constructing such P/’s, it remains to prove that they satisfies Eq. (2.
First, we show that each P/ is a partition.

— Case 1. 4 < w: Suppose \; = {p] = p1 - a1,y = vi-a1} # Ao = {uh =
o - g, Vb = vy - ag} € P, where py, vy, 2, v2 € {0,1}, a1, a2 € {0,1}, and
A1 N Ay # 0. Since the join of A\; and )z is nonempty, we have a; = as. As a
consequence, it holds that {u1,21}N {2, v2} # (). But this is not true because
P; is a partition. A contradiction! So for any Ay # Ao € P/, Ay N A2 = 0.
Furthermore, as |P/| = 2|P;| and P; is a partition of A(l), we see that P/ is
a partition of A(l + 1).

— Case 2. u < 7 < 2u: Similar to Case 1.

— Case 3. i = v: Obvious, as P/ can be written as {{0,1},{2,3}, -, {2!*! —
2,211 _ 111,

Secondly, we prove that each couple {y/ = p1-a,v’ = v-b} belongs to one and
only one P/, where y/ < v/, p, v € {0,1}} and a,b € {0,1}. In fact, the existence
of index ¢ = Index(y/,v") for such set P! can be verified as follows:

1. Ifa = b, then u < v, and Index(p/, ') < u. By Eq. (22]), we have Index(u/, V') =
Index(p, v).

2. fa#band u# v, then u < v, and u < Index(y/, ") < 2u. By Eq. [23), we
have Index(u/, ") = Index(u, v) + u.

3. fa#band p=v, then a =0, b=1 and Index(p/, ) =2u+ 1 =.

The above two facts indicates that Eq. (21)) holds for £ = [+ 1. Consequently,
by induction we complete the proof.

B.8 Proof of Lemma [T
By Bayes’ theorem, we obtain:

Pr(My|m, x,b, u,v) Pr(m, x,b, u,v)
Pr(M,)

_ qPr(My|m,z,b, pu,v)

B Pr(M,) ,

PI‘(T)’L, €z, ba oy V|Mv) -

where we denote:

1

0= Prlm b1 V) = e
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Now we only need to compute Pr(M,) and Pr(M,|m,z,b). By Lemma [ we
have

Pr(M,) = Z Pr(M,|l,y, a, u,v) Pr(l,y,a, p,v) = ZqPr(MUU, Y, a, iy V)

Ly,a,pn,v
= M|ty a i )I” = qte(MIMy|r,y,0 (1)) (V1,0 (1, 1))
= thr(MJMv) =n(2" - 1)qtr(MJMv),
B

where B ranges over all possible bases in Lemma [6l Therefore,

Z qPI‘(MU“, Yy, a, [, V)

Pr(l,y,a,p,v|M,) = Pr(M,)

|wl,y,a(ll/,V/)>€Bo
qtr(M]M,) 1

Pr(M,)  n(2F-1)’

where By is the basis in Lemma [@ that contains |¢, (1, v)). Especially,

1

Pr(m, 2, b, p, v|M,) < > Prl,y,a, p,v|M,) = n@ 1)

|'¢}l,y,a(ﬂﬂlvl’/)>€B0

B.9 Proof of Theorem
We first decompose |t 5 (i, 7)) into some other test states.

Lemma 10. For any m # | € {0,---,n — 1}, z € {0,1}", b € {0,1}, and
p<ve{0,1}*, we have:

W (1)) = (1) 5 (0. )) + (~1)7 1 1.0)

+ (1) Wrar 0 (i) = (1) e a (i v)),  (25)

/ / / - /
where ' = ToX1T2+ Ton— 120, Tinp 1 Tmt2 - TI—1 L) T41 8142 -+ - Tp—1 With T, =
/ " 11 11
Tm®wy, 27 =0, and 2" = 2oX1T2 - Tin— 120, Tinp 1Tma2 - - TI—10] TY41T142 - - Tp—1
with ), =y, @ ® 1, 2 = 1.

Proof. First, we observe:

{|0>|+> = 3(0) + [H)[1) +[)[0) +[-)]1) (26)
[D+) = 3(H)10) + [+)[1) = [-)]0) = [-)]1))
For any x, we can rewrite |tg 5.0(u, v)) as
|%0.2.0(1t¥)) :%Z(x)(|0>|+>®”71|6> + (1)) e HT)) (27)
——_Z7(0) )0 + (~1) 1)) ), (28)

V2
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where |¢) = ®?;21(me|+>), and Z; represents Pauli Z gate on j-th address
qubit. By Eq. (28], it can be further decomposed into

[Y0.0.0(1:v)) = Z7 (5= (14)10) + [+)11) + [=)10) + |=)|1))])[0)

7
+(=1)°

7(|+>|0>+|+>|1> =)10) = [)IN)])D))-

We permmute it and get

|Y0,2.0(1, ) =2\1—sz1(|+>|0>|90>|5> + (=)™ ) 1)e)T)

+ 72I1(|+)|1>|<p)|6> + (=17 [H)[0)[¢)[T))

2fle(| )[0)|)[0) — (1) |-)[1)¢)[T))

+ 2P (DI - (DRI, (@9

Then apply Z7° and get

|Y0.z.0(1,v)) = 2\1/(|+>|0>|50>|0> (=)™ 1) D)) D)

+ 2—\/5(*1)“((* )7 ) 1)) [0) + [0} |e) 1))
+ 2—\1/§(|*>|0>|50>I5> — (=1t ) D)) L))
- 2—\1/5(*1)%(*(*1)10”1|*>|1>|<P>|6> + )10}l T)).  (30)

Extracting Usw ap(0,1), we have:

|%0.2.0(1,v)) = USWAP(OI)(\/—(|O>|+>|50>|O> (=)™ 1) [+l D)

L(*l)z"((* 1%+ 1) [4)[0)[0) + [0)[+) 1) 1))

X

(|0>| ))|0) — (1) +=2 (1)) |e)T))
(=1 (=(=1)** 1)) |0)[0) + 0} =)l 1)) (31)

E\H%\

By using

|Y0,2.1 (1, v)) = %Zfl((*l)z°|1>l+>lsﬁ>|5> +[0)+) 1) |T)), (32)
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together with Eq. ([28)), we obtain:

Yo,2,0(1t,v)) = _USWAP H([Y0.er,0(1, 1)) + (=1)"|t0,2r 1 (1, )
00, 2)) = (=1)7 1 (1)
= 50 2)) + (1) b ()
1m0 2)) = (<17 a1 (1,), (3)

where 2/ = z(z|zox3 - - - Xp—1 With 2, = zo®x1, 2] = 0, and 2" = xfz{xoxs - TH_1

with &) = 20 @1 & 1, ¥/ = 1. Since [19o.0.5) = (—1)?% X8|tho.0.0), we have:
o)) = (=1 XE L Usw apqo (o1, ))
(1 o)+ () = (1)
= (1" SUswar(o XY (Woar0in 7)) + (~1)% |t e01 (1)
ool ) — (-1 W)
= (1) L Usw (o (1) R0 )+ (1) (<17 o, (1,)
+ (1) om0 (1)) = (=1 (1) 0,01 (1, )
= (1" L Uswap(o (#0200 )) + (<1 [o.001(1,)
Do) = (1))
= (1)L (oo )+ (1) 00,1 (1, )
el ) — (1) (34)

Now we briefly consider the general case where |1y ,(p,v)) are used to
decompose |, 2.6(t, v)). The only thing that we need to do is to replace the
1-st (resp. 0-th) qubit by the I-th (resp. m-th) qubit in the above proof.

A different decomposition can be done when m does not change.
Lemma 11. For any m € {0,--- ,n—1}, z € {0,1}", b€ {0,1}, and p < v €
{0,1}%, w € {0, 1}%\ {p, v}, we have:
Wm0t 2)) = 3 (om0 + (1) (1,2)
+ [,z (W, 1)) = (=1)° [0 (@, 1)), (35)
where

— o = xjx1x9 - Tp_y with x) = 20 B 1,
— bV =b®by withby =0if p<w, and by =1 if p > w,
— V' =b0P® by withbs =0 ifw<v, and by =1 if w > v,
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— we denote |Ym zp (1, w)) = |[Ym.zp (W, 1)) if @ > w. The same for v and w.

Proof. First, we observe:

(Ol) + D) _1 (00 + [Dlw) | 0)]1) — [D)|w)

NI A 7
L 0+ ) [0le) — [Dls),
7 B

This directly leads to

1
V(p,v)|4)"0) =§(X31V(u,w) + Zo X'V (p,w)
+ X0V (w,v) — ZoX PV (w,v))[+)€"|0),

where b1 = 0if p < w, by =1if p>w,and by =0if w < v, by =1 if w > v.
Therefore,

Z(2) X3V (1, v)|+)2"|0)

)
=—(Z(x Xb®b1V(u,w |4+)®

/\

0) + Z(x) XS Zo X3V (1,

3
~

) ) w)|+)="[0)
Xg®P2V (w, )| +) " (0) — Z(2) X5 ZoXg?V (w, v)|+)®"|0))
X ( ) ) (
) ) (

_|_ l\’)l»—A

) )
Z(x) )
(Z(w) 07"V (1, w) ) #"0) + (—1)"Z(2) Zo X ™" V (1, w) [+ (0)
) )

Z(x Xbeabgv(w’y I+ ®n|6> (-1)°Z(x)Zo Xbeasz w,u)|+>®n|6>)

and we complete the proof.

Now we are ready to prove Theorem [Bl The control qibits |¢) here can be
ignored, since Bob can read ¢ by measurements without changing it. Suppose: (i)
the correct test state is |m »5(1t, ¥)); (i) measurement operator M, is observed,;
and (iii) Bob sends the state [ty o p (1, V")) to Alice. Write Pr(|tm, o » (0, V")) passes |M,)
for the probability that Bob success to pass the test in this case. First, we have:

Pr(|thms o1 (1, V")) passes | M)
= > Pr(|thmar (1, V")) passes [m, 2, b, p, v, My) Pr(m, z,b, 1, v| M,)

m,Tb, v
= Z Pr(Wm’,m’,b’(,U/aV/» passes |ma$ab7/j/a V) Pr(m7x7ba,u7V|M’U)7
m,z,b, v

where the last equality is because of the following fact:

— once the original test state [t » (1, v)) is fixed, Bob’s success probability is
independent of the measurement results and only dependent on what state
he sends.
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Now we compute the probability Pr(|tn, o o (1, V")) passes |m,x, b, u, v) that
the correct test state is ¢, 2.6(p, v)), and Bob sends the state |y, o p (1, V"))
to Alice:

Case 1. [Yny o (1, V")) and ¢, 26(p, v)) are in the same basis of Lemma
Then Pr(|tm o (1, V")) passes |m,x, b, u,v) < 1.

Case 2. | o1 (', V")) and [t 4.p(p, v)) are in different bases of Lemma
Bl and m = m/. There are two subcases:

Subcase 2.1. Bob sends [t/ 4 (1, v")) for both two test states. Then the
best situation for Bobis 2’ = x, b =¥’, and p = p/ without any loss of generality.
(Another best situation is 2’ = x, b = ', and v = v".) Then after Ugy ap(0,m),
Z(x), X8, V(u,v) and W, the state [ty o (i, V")) becomes

1
V2

Since v # v/ (Otherwise, it becomes Case 1), we have four different measurement
outcomes:

()02 + =)0 v @ 0/)).

1. 00---0 on address and data qubits.

2. 100---0 on address and data qubits.

3. 00---0 on address qubits, and v ® v/ # 0---0 on data qubits.
4. 10---0 on address qubits, and v @/ # 0---0 on data qubits.

Each of the four have probability 0.25. Then the situation that the two states
pass the test only happens when both of the outcomes in Case 1 are observed,
or both of the outcomes in Case 2 are observed. The corresponding probability
is L.
8Cabse 2.2. Bob sends [ty 4 1 (1, V")) for only one test state. Then at Step
B no matter what test state Bob sends for the other one, the probability is at
most 0.25 by the analysis of Case 2.1.

Case 3. |V w1 (1, V")) and [, 2 5(p, v)) are in different bases of Lemma [6]
and m # m/. Then there are also two subcases. The analysis is similar to Case
2, and the probability is at most 0.25.

Now by Lemma [0l and Lemma [7l we have:

Pr(|Ym o0 (1, V")) passes [M.)
= Z Pr(|wm'1$'1b/ (,LL/, l/)> passes |ma ZL', bvﬂa Vv MU) Pr(mv'rv ba ,LL, V|Mv)

m,x,b,pu,v

= Z Pr(|wm'1$'1b/ (,LL/, l/)> passes |ma ZL', bvﬂa V) Pr(mv'rv ba ,LL, V|Mv)
m,x,b,pu,v

= Z Pr(|wm'7I'7b' (ul7yl)> passes |m,z,b,u, V) Pr(mvvaa,uvy|Mv)
B:|y)eB
+ Z PI‘(|’l/)m/7I/1b/ (:u/ﬂ l/)> passes |ma 1'5 b?#’ﬂ V) Pr(mv'rv bﬂ ,LL, V|Mv)

B:|y")¢B
SUVIE R SO e N O 3
K 4 K 4 4n(2k-1)’



46 Shenggang Ying, Mingsheng Ying, Yuan Feng

where K = n(2% —1) is the number of bases in LemmalB] B : [¢') € B represents
Case 1, and B : |¢)') € B represents Cases 2 and 3.

B.10 Proof of Lemma [§

Suppose Alice send a test state |¢) = ﬁ > 14)| i) to Bob, and after Bob’s

action, Alice receives [¢'). If p; € d, then the states are the same, and Alice can
not detect it. If pu; C d, then

WP = (1 - )2 =1 - O()

N N
and it can be detected with probability at most O(%)

Even if in one run of the inner protocol, Alice employs such tests many
times, she still cannot detect it with a considerable probability. Suppose Bob’s
success probability is at least 1 — &, and Alice employs tests totally bV/N times,
where a,b are constants. Since there are at most %\/N iterations in an entire
protocol, Bob successes to cheat in a run of the whole protocol with probability
(1— 2N x ™ VR ~ 1.

C Further Methods to Protect Bob’s Privacy

Due to the limit of space, protection of Bob’s privacy was only very briefly dis-
cussed in Section 8l Here, we continue to consider this issue. If Alice is dishonest,
one simple way for her to recover f is as follows:

1. For each loop 4, Alice always employs two test rounds. Among them, one
replaces the original computational round.

2. Alice always chooses v = 1. Then fi(u) = 1 if and only if fi(n) = fi(v).

3. For the loops corresponding to the same control qubit, Alice chooses one
fixed p, and gets f;(u) for all i. Then she can determine f(u) by choosing
the majority among these f;(u).

This simple method can recover f but with possible errors because a confusing
qubit is added (see Definition []). Alice can use some other methods to recover f
without errors. For instance, she can first get f(u) for the same p from the loops
corresponding to three different control qubits. Since there is only one confusing
qubit, two of these three values of f(u) must be correct. So, she can get the
correct value f(u) for some p. Once she find some £ with f(£) = 0, Alice may
distinguish A from f as h(§) =1 # 0 = f(£), and then recover the entire f.

In remainder of this subsection, we present some further methods to preserve
Bob’s privacy.
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C.1 Adding a Second Confusing Qubit

If Bob adds a second confusing qubit in his strategy (Definition[d]), possibly only
one quarter of functions f; corresponding to some control qubit may be f. Thus,
Alice cannot get correct f(u) by choosing the majority. The following are some
sequences of the 16 functions corresponding to a control qubit:

£ foa,hoah, f, f,9,9,b,h,0,9,9,h
g,9,a,h,a,q9,9,h, f, f,b,h,b,h, f, f
f,h,g,a,h,a,q9,f,g,b,h,b,g,h, f, f
h.h, f, f,a,a,h,a,a,h, f, f,h,b,h,b
hoh f f.9,9:h.9,9.hs f, fohs fohs f

In these sequences,

— there are no fixed locations for f, and f can be anywhere;

— f can be either the minority or the majority;

— Moreover, it is impossible for Alice to get f(u) by counting the number of
ones or zeros for the value of f;(u), if we set ¢ = 1 — f. This is because the
number of ones or zeros can be any value from 4 to 12 when g = 1 — f. Since
the distribution is symmetric, Alice cannot recover f(u) by voting.

Therefore, by updating his strategy and carefully choosing the noises, Bob can
prevent Alice from disclosing f(u) through voting.

C.2 Preventing Alice from Cheating in Computational Rounds

Consider the case where there is only one control qubit, and the state is [+) > a;[7)[0).
THen there is only one function f to be applied.

— If f = h, which corresponds to the identity operator I, 4, then after the
iteration Up(y), controlled I, 4, Up(y) and controlled G, the state becomes

(10)(0] @ Lo.a + [1){1] ® G)|+) Zaj 910)-

— If f = h =1 — h, which corresponds to the identity operator —1I,.q4, then the
state becomes

) Y asli)io) = ) S aslildie)

=+ 200 (g X 0slildjes) + 1) @ (~Toa 3 0517 ldyes))

= 1) oyli) ey = 1) D asl)10)

= (10){0] ® Lo,a + 1)1 ® G)[-) Zajlj>|0>-
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This fact means that Bob can control the final result by choosing his functions.

Exzample 11. Suppose Bob wants to run Algorithm [ with 7' = 8 loops. Then
there are three control qubits, denoted by Cy, C1, C5. Suppose Bob chooses his
function as follows:

- CO: I/a h7 f/v h7
- Cli }}, h,
- 02: h,

where f’ is an arbitrary function. After 8 iterations at Step[I2 the state becomes

[+)1=) @ ((10){0] @ Lo, + [1){(1] ® G)[-) Z a;|HI0)f (djey)))-

J

Thus, if Bob undoes the operator G controlled by Cs, the control qubits becomes
separable from the other part and the control state is [+)|—)|—).

In the above example, if Alice cheats in any computational round, the result
becomes different. For instance, if Alice cheats on the computational round cor-
responding to Cs, then Bob’s function h is applied on the cheating state but not
the computational state. Thus, Alice has to guess what is the correct function
to recover her cheating. Consequently, even if Alice knows that Bob randomly
chooses h (corresponding to result |[+)) or h (corresponding to result |—)) in this
step, it has probability 0.5 to be detected. Therefore, Bob can use this method
to detect Alice ’s attacks with a high success probability.

C.3 Restricting the Number of Alice’s Tests

After preventing Alice from cheating in the computational rounds, Bob can fur-
ther reduce the chances that Alice can cheat. Note that there is at most one test
round in each loop 7, and this test round appears randomly with probability 2p.
Then by Chebyshev’s inequality, we have:

2p(1—2p)T  1-2p

Pr(|n, — 2pT| > 6pT) < _
r(jny — 2pT'| > 6pT) < (672 8T

where n; is the number of test rounds. In this paper, we usually set p = 0.05, and
T should be 400/,/smin as a second confusing qubit is added. So, if syin = 0.2, T'
should be 1024. By the above inequality, the probability that there are at least
0.4T test rounds in one run of Algorithm [ is no more than % < 0.001.
Thus, Bob can count the number of test rounds in one run of Algorithm [ If
it exceeds 0.47 ~ 410, he may terminates the current run. The false positive
probability is less than 0.001. This probability is tolerable, if Algorithm [ is
executed once. If the algorithm is executed M times, this probability will be
enlarged. For instance, if M = 100, the total false positive probability may be

approximately 0.095. Fortunately, it is still easy to deal with this false positive.
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— M is small, say 100. For the first time the number of test rounds exceeds 0.47,
Bob simply terminates the current run and start a new run. He announces
that Alice is cheating by setting more test rounds when this situation hap-
pens twice. Then the total false positive probability is smaller than 0.005.

— M is big, say M > 1000. Bob can announce Alice’s dishonesty when this
excess happens 0.02M. Then the total false positive probability is smaller
than 0.0025.

An Alternative Method Another way is to restrict the number of Alice’s test
rounds in a row. For instance, if test rounds are employed in six sequential loops,
Bob terminates the algorithm. The false positive probability here is less than
1—(1-0.1%)1924 < 0.0011.

C.4 Summary
Thus Bob can considerably reduce his privacy leakage

— by adding a second confusing qubit and carefully choosing noise functions
(In this way, Bob can make it impossible for Alice to recover any f(u) by
voting).

— by adding tests and counting the number of Alice’s test rounds (In this way,
Bob can further reduce the amount of information that Alice can get).

Remark 2. Tt is worth noting that the above methods were not included in Al-
gorithm [l If Bob directly use these methods, he might be treated as a dishonest
data user. So, in order to make these methods work, Algorithm [ should be
modified.

D More Discussions

D.1 Alice’s Strategy to Detect Attack in Example [7]

An question was left open in Example [t how Alice can detect an attack? Since
the attack there is not very serious, here we only give an example rather than a
formal protocol to deal with it.

If in one test, Alice employs |¢, 2.6(p, d)) (suppose p < d) as the test state
with probability O(5), then she will find f(d) # f(u) after receiving the re-
turned test state. Thus, she can flip one 0 to 1 in d and obtain d’. She further
employs |, (1, d')) as another test state. Since f(z) = §(x,d), the second
test state leads to f(d') = f(u), which is not a result of any function indicating
an inclusion relation C. So, the attack is detected. But such a detection does
not really work in practice since its probability is 0(2%) and extremely low, as
d should be chosen randomly. This detection strategy was not included in the
original protocol, since Alice changes d for the second test state.
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D.2 Bob’s Privacy without Noise and Tests

Bob’s privacy was considered in Section [ with the assumption that he can adds
noise and employs tests to protect himself. Here, we further analyse Bob’s privacy
in the case where he is not allowed to add noise or to use any test.

Case 1. Alice is honest: All the information she gets about Bob’s function f is
whether f(u) = f(v) in the test rounds. Since she is honest, she will not use this
information to compute the detailed form of f. So, Bob’s privacy is preserved.

Case 2. Alice is semi-honest: She will employ all the legally derived informa-
tion of f(u)? = f(v) to compute f. We have showed in Section [ that in the
best case for Alice, k couples of (u,v) are sufficient to recover f. On the other
hand, in Algorithm [T} the expected number of test states is 4(T' 4 1)p. So, if the
following condition is satisfied:

AT +1)p < k, (36)

then Alice cannot determine f with certainty. Note that inequality (B8] is true for
a big database. In fact, in a big database, since N and k may be very large, smin
must not be too small. This is because small sy,;,;, may result in too many rules
mined by Bob, and these rules have a low support and thus are not important in
practice [2]. This problem is serious for a big database. So, Eq. (30) is satisfied
very likely. For example, if & = 80, spmin = 0.2 and p = 0.05, we have that
T =256 (> 100//Smin) and then 4(7 + 1)p = 51.4 < 80 = k.

One thing worth to mention is that the above analysis is just ideal. The pair
(1, v) is generated randomly. So, such random k pairs may provide repetitive
information, and the right side of Eq. (B6]) is then much larger in practice.

Case 3. Alice is dishonest: She may generate (u,v) by her strategy without
randomness. Even further, she can make each round as a test round. Therefore,
Alice can get explicitly f more likely, as k rounds are sufficient.
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