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Abstract

The importance of managing cybersecurity has increased as the dependency upon online
digital services has grown, and as threats to the digital economy have increased in
sophistication and volume. Senior executives and board directors remain apprehensive
when it comes to governing the quality of their organization’s cybersecurity. Whilst there
has been a growth in awareness in recent years, this has not provided terminology or
metrics that allow them to confidently govern cybersecurity.

A systematic literature review demonstrates there is limited research targeted at this
audience. The more technical cybersecurity and risk professionals are better served.

Further research is warranted so that a practical cybersecurity model aimed at senior
executives and board directors is defined. This would be akin to financial reporting that
frames the financial posture in terms of cash flow, assets, and liabilities. The model would
be extensible and enable improvements through further research as cybersecurity
evolves.

Keywords: executive, board director, cybersecurity metrics, lexicon, governance, assurance

Introduction

Cybersecurity refers to the organizational capability that deals with the protection of digital systems or
related assets from external and internal threats. It is defined as the “organization and collection of
resources, processes, and structures used to protect cyberspace and cyberspace-enabled systems from
occurrences that misalign de jure from de facto property rights” (Craigen et al. 2014). Cybersecurity is often
linked to the management of confidentiality, integrity, and availability risks of digital systems or services
(Cains et al. 2021). The importance of managing cybersecurity risk has become increasingly more relevant
as the dependency upon online digital services has grown for many organizations (Guthrie et al. 2021). This
has been compounded with increased sophistication of threats that impact the confidentiality, integrity and
availability of systems (Pienta et al. 2020), with the corresponding impact to clients, shareholders and other
stakeholders (Li et al. 2019). For instance, recent examples of impact include (Smith 2020) and (Ward
2021) where consumers were impacted by cyberattacks with the inevitable cost to the relevant company to
remediate and manage brand damage and reputation. In addition, regulators are initiating criminal charges
upon organizations and individuals where cybersecurity has not been managed in line with expectations,
(ASIC 2020). Whilst there is an abundance of focus from government and industry bodies on cybersecurity
strategies, standards and guidelines; senior executives and board directors remain apprehensive when it
comes to governing the posture of their organization’s security. An example of this is a survey of financial
institutions (ASIC 2019) which found that only 50% of boards are somewhat confident of their company
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being properly secured against cyber-attacks. There are a large number of articles to increase awareness
amongst senior executives and boards through the efforts of organizations such as the Australian Institute
of Company Directors (AICD 2022) . However, this has not provided a business lexicon and supporting
metrics to allow them to govern cybersecurity in a data driven manner. The guidance for boards remains
purely at a conceptual level covering the principles directors should follow in governing cybersecurity. An
example of this is (WEF 2021) where the report frames principles to adopt; however it falls short of
providing guidance on how they do this and what metrics they can use to track progress of this important
imperative.

Research and guidance are required so that akin to financial frameworks (such as cash flow, balance sheet,
and profit/loss statements) the cybersecurity posture can be clearly understood through a framework of
data driven metrics. The interplay across the cybersecurity ecosystem is depicted in Figure 1, where the
heart of the challenge is the Direction and Assurance interchange between cybersecurity governance and
cybersecurity implementation, in a lexicon that can be understood by upstream and downstream
participants. This is in effect a translation layer of terminology between these stakeholders.

Clients, Shareholders, and other Stakeholders

A A A

Cybersecurity Governance

/ (including Leadership & Culture) / «l

ion and Assurance through |
driven metrics, enabled by
Common Lexicon
/ Cybersecurity Implementation /

Figure 1: The gap between cybersecurity governance and implementation
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to exploit vulnerabilities
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Research Question (RQ):

This research is a first step to understanding the frameworks in place that cover metrics and lexicon for the
senior executive and board director audience when governing cybersecurity. This paper focusses on the
following main research question:

RQ. What cybersecurity artefacts are available for the senior executive and board director audience to help
in the governance of cybersecurity risk?

This is further broken down into two sub-questions.

RQ1. What data driven metrics have been identified for senior executives and board directors for
determining the health of cybersecurity in an organization?

RQ2. What business lexicon models are available for senior executives and board directors to better
understand the technical terminology used in the implementation of cybersecurity?

This research has conducted a detailed systematic literature review (SLR) (Okoli and Schabram 2010) to
identify existing literature targeted at helping senior executives and board directors in cybersecurity
governance. This work represents a foundation for further research into this topic. Furthermore, theories
such as the common ground theory, kernel theory, and rational choice theory have been identified as
relevant for future research in this field of work. These should be applied to the research questions to assist
in identification and abstraction (Fischer et al. 2010) of classes of the right data metrics and lexicon that
bridges business and technical stakeholders. Specifically, the Kernel theory would guide this research to
ensure the appropriate design of relevant artefacts in the executive information system, whilst Common
ground theory will play a vital role in framing the appropriate bridging lexicon. Independence from the
underlying state of cybersecurity (to avoid coverage bias in metric design that may be not reflect the end to
end environment) will be informed by the Rational choice theory. Feedback on the use of these theories to
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such research problems is expected and the research itself would contribute to the gap seen in industry and
literature. The use and expected outcomes are further covered in the Contribution section.

This paper is organized as follows. Firstly, it provides the conceptual foundation and research background
including the research problem. Secondly it discusses the research method and results. Finally, it outlines
the key insights and contributions before concluding.

Conceptual Foundation and Research Background
Conceptual Foundation

The term “Cybersecurity” is used in many contexts and often has different meaning to authors and those
that need to then interpret such writings in their work. If we examine dictionary sources, academic
literature, and then industry practices, we can identify a range of common elements in the definitions.

When looking at English dictionary sources for the definition of cybersecurity, a common theme is to state
cybersecurity as being the act of protecting data belonging to individuals and organizations from criminal
or unauthorized systems access, (Merriam 2013; Stevenson 2010; Wilkes and Krebs 1995). Definitions do
not limit protection to specific control areas across people, processes, or technology. They are inclusive of
all dimensions, and could include things like ‘culture’ and ‘awareness’. This makes the cyber security field
very broad.

Academic literature has taken a more precise view of the definition, however there still remains some level
of variability. In many cases authors have stated their assumed definition upfront to avoid ambiguity, (Azmi
et al. 2018). Definitions are highly variable and that the multidimensions of cybersecurity are not captured
in any existing description (Craigen et al. 2014). The authors here propose that cybersecurity is ‘the
organization and collection of resources, processes, and structures used to protect cyberspace and
cyberspace-enabled systems from occurrences that misalign de jure from de facto property rights.” The
Software Engineering Institute (Cebula et al. 2014) breaks down cybersecurity into a taxonomy consisting
of four dimensions; actions of people, systems failures, process failures and external events. This brings a
more defined scope, though softer aspects related to people and their behavior seem to be less prominent
and are only be covered lightly under failed internal processes. Another aspect of the definition of
cybersecurity is the concept ‘information security’. This relationship is framed by (von Solms and van
Niekerk 2013) where the authors argue that whilst there is substantial overlap of concepts, the two are not
completely analogous. They argue that cybersecurity also considers (amongst others), aspects that are
related to the human elements associated with attackers and victims.

Industry definitions in recent years have encompassed the people aspects and framed the confidentiality,
integrity and availability of the data. This includes, (CISA 2019) and (CISCO 2021) where cybersecurity is
defined as the ‘practice of protecting systems, networks, and programs from digital attacks’. Further, (Rout
2015) frames the industry challenges that commence from even being unable to agree upon whether its
‘cybersecurity’ (one word) or ‘cyber security’ (two words), and then the semantics of the relationship to
‘information security’ coming into play. Also, (NIST 2019) defines cybersecurity as ‘the ability to protect or
defend the use of cyberspace from cyber attacks’, where ‘cyberspace’ is defined as a global domain of
networked systems. Technology research company Gartner (Walls et al. 2014) also confirms this confusion,
and has offered a definition that is grounded in military terminology as, ‘the governance, development,
management and use of information security, operational technology security, and IT security tools and
techniques for achieving regulatory compliance, defending assets and compromising the assets of
adversaries’.

Examination of the definitions of cybersecurity across dictionary, academic and industry sources has
revealed there is no one agreed definition. However, there is a convergence in views, whereby cybersecurity
is seen not just limited to the domain of the technology or the processes required to maintain it. It also
encompasses other aspects, such as human behavior and culture. The breadth of concepts found in
dictionary, academic and industry cybersecurity definitions examined have been synthesized and are
depicted in Figure 2.
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Figure 2: Concepts in Cybersecurity Definitions

The fact that industry and academic sources cannot agree on a single definition, and that the various
definitions identified offer different (yet relevant) concepts, are both very pertinent to cybersecurity
governance. It is this variability, and the lack of an agreed single universal definition that makes governance
of cybersecurity for senior executives and board directors harder in what is already a complex and evolving
field for them.

Given this inherent challenge and to avoid ambiguity, this paper defines cybersecurity to be “the protection
of technology systems from unauthorized access through a range of protection measures covering people,
processes and technology, that safeguard the confidentiality, integrity and availability of the systems
themselves, and information held within them’. Furthermore, the importance of taking a data driven
approach to measuring cybersecurity effectiveness becomes critical in order to overcome the challenges
outlined in the varying definitions. A data-driven approach would clearly spell out the metrics that relate
to the definition, and also would have associated lexicon to explain the meaning of each data element. This
would minimize the ambiguity in breadth and depth of the definition, and also offer a basis for extension
as the cybersecurity field evolves further to include other concepts.

Research Background

Following on from the conceptual foundation of cybersecurity, it becomes important to understand how
cybersecurity is governed in terms of overseeing and directing investments and resources towards the
desired state. This oversight, or ‘governance’ has been explained by (Allen 2005) as ‘setting clear
expectations for the conduct (behaviors and actions) of the entity being governed, and directing, controlling
and strongly influencing the entity to achieve these expectations’. In context of cybersecurity governance,
this is often stated as the activities to align the maturity of cybersecurity (and sustain this) to the desired
thresholds to support the business goals and strategies (AlGhamdi et al. 2020).

Oversight of cybersecurity starts at the board level, with setting of business strategy and goals, along with
defining and embedding a risk framework. Whilst a two-way discussion occurs with management, the final
approval and setting the tone of the strategy sits with the board. For government entities, this follows a
similar approach, with relevant local, state and federal ministerial teams. The cybersecurity agenda is an
inherent part of this process in mature organizations so that it is embedded in strategic and risk roadmaps,
and aligned to the organizational goals and intent. It is interesting to note however, whilst this alignment
of cybersecurity to business goals is cited as essential in many sources, literature falls short of identifying
metrics and mechanisms to access the alignment from an executive or board standpoint. Whilst (AlGhamdi
et al. 2020) and also (Bruin and Solms 2016) cite the necessity for top-level management and board level
focus to drive maturity, they fall short of providing specific dimensions to track and report upon. Regulators
also have in recent years included specific requirements for boards. An example of this is the Australian
Prudential Regulation Authority (APRA), which is an independent statutory authority that supervises and
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regulates banking, insurance and superannuation organizations in Australia. APRA has mandated a
prudential standard on Information Security, CPS234 (APRA 2019), stating that ‘the Board of an APRA-
regulated entity is ultimately responsible forthe information security of the entity. The Board
must ensure that the entity maintains information security in a manner commensurate with the size and
extent of threats to its information assets, and which enables the continued sound operation of the entity.’
In practice, this accountability has limited support in the way of business level frameworks and a data driven
approach of metrics that can be used to fulfil this accountability with ease. Regulated entities are having to
infer their own specific frameworks to provide this assurance. This issue is compounded as focus has
increased to regulated-organizations being asked to provide downstream assurances on their suppliers,
each of which have a different way of measuring the cybersecurity posture.

As the importance of cybersecurity governance has become more critical for organizations (Haislip et al.
2021) and (Walton et al. 2021), a range of frameworks and standards have evolved to guide the
implementation of governance processes and controls. These stem from literature related to Information
Technology (IT) governance, with appropriate extensions added for cybersecurity risk. The Information
Security Governance and Management (ISGM) framework (Carcary et al. 2016) has its basis from COBIT
(Harmer 2013) and the Open Group (OpenGroup 2017). Similarly, various security standards from ISO,
such as (ISO 2018), (ISO 2013a) and (ISO 2013b) have framed key processes and controls expected in best
practice organizations. A number of industry specific frameworks have also been released that apply to
regulated organizations. This is not limited to financial services, which has historically been regulated on
operational risk matters for many years. Regulated entities, have faced increasing scrutiny on the posture
of their cybersecurity given the impact that can occur to the broader economy from a breach of security.
The energy sector is one case in point (AEMO 2019). This has its basis on a range of ISO/IEC and NIST
standards (NIST 2018), and focus on maturity of key processes that must be in place for sound cybersecurity
management. These include aspects such as asset, change and configuration management, identity and
access management, and event and incident response, including continuity of operations. The target
audience for this framework are risk and security practitioners. More broadly, the Australian Securities and
Investment Commission (ASIC), which regulates all companies across Australia, has published a range of
standards for companies on good cyber resilience, including (ASIC 2015) which covers broad areas to look
into in the form of a health check. It has over time increased its focus on this through additional reviews of
the corporate sector to highlight good practices and areas to improve in (ASIC 2019). Furthermore, the
Australian Stock Exchange (ASX) and ASIC also conducted a health check of the top ASX 100 companies
and published its findings (ASX/ASIC 2017). This report concluded a range of findings, including:

e Only 34% of boards have a clearly defined risk appetite statement for cybersecurity;

e Only 50% of boards are somewhat confident that their company is properly secured against cyber-
attacks (43% appear confident); and

e Only 11% of boards have a clear understanding of where the company’s key information and data
assets are shared with third parties.

These insights clearly show there more to be done to increase the knowledge and awareness amongst senior
leadership that govern enterprises. Further, it should be noted regulators are now initiating criminal
charges against organizations that demonstrate poor practices in cybersecurity such as (ASIC 2020). Such
developments and directions clearly raise the importance of good cybersecurity governance in the industry.

Related Work and Problem Statement

There are many artefacts to assist in governing the cybersecurity posture of organizations in terms of
strategies, policies, guidelines, processes and standards. These begin with general government guidance
such as that from (ACSC 2021), and industry bodies such as (AustCyber 2021). More detail is then present
in ISM/ISO/NIST standards from international bodies. Some regulated industries have extended these to
their own specific standards in order to stress key elements of these; and often compliance is required for
the generic and industry specific set. This brings about several themes that create challenges:

e Cybersecurity standards pose a need for intricate understanding when making the choice of which
standard(s) to use as a baseline target — practitioners often have differing views on this; and

Pacific Asia Conference on Information Systems 2022
5



A Data Driven Approach to Board Cybersecurity

e The language of these standards is aimed at a target audience of the risk and security practitioner,
not a business executive who may be governing the organization.

By way of example, Table 1 outlines material standards in financial services in Australia. Whilst the
mandated ones are not an issue, it is the selection of others that becomes difficult. The subsequent
assurance that follows becomes harder, when the baseline can vary across organizations.

Standard Main Aim Mandatory Reference
for regulated
entity?

APRA CPS234 Improve Board governance of cybersecurity Y (APRA 2019)
risk

APRA CPS231 Address Outsourcing risk, including elements Y (APRA 2010)
of cybersecurity

PCI DSS Mandatory requirements for collection, Y (if processing | (PCI 2018)
storage and transmission of card payment data card data)

SWIFT CSCF Mandatory and advisory security controls for Y (if using (SWIFT 2020)
participants in the SWIFT payments network SWIFT network)

ISO/SEC 27001 | Guide formulation of an information security N (ISO 2013a)
system

ISO/SEC 27002 | Guide formulation of controls in information N (ISO 2013b)
security

ASD Essential A prioritised list of mitigation strategies to N (ASD 2020)

Eight assist organizations in protecting their systems
against a range of adversaries.

NIST Cyber Detailed technical controls to protect systems N (NIST 2019)

Framework from cyber-attacks.

Table 1: Cybersecurity Standards for Financial Services (Australia)

The issue becomes even more visible when one examines the target audience of these frameworks and
standards. Table 2 below has been produced through examination of the detail in each artefact, the skills
and experience required to comprehend this, and the stated intent of the artefact. From this it is clear that
the very user group (Board and CxO) that is being held accountable for setting the direction and governing
the cybersecurity risk profile is the one that is served least in these artefacts.

Artefactt Primary Target Audience
Board of CxO Op Risk | Cyber Risk Solution Software Software
Directors SME SME Architect Designer Developer
COBIT N N
NIST N N N N N
ISO/IEC 27000 Y Y Y Y
ISO/IEC 27001 + + +
ISO/IEC 27002 \/ + + + +
CPS234 (APRA) \ \ \ N N
CPS231 (APRA) N N N N
CISM N N N N N
CISSP N v N N
Table 2: Primary Target Audience for Cybersecurity Artefacts

When examining literature on cybersecurity governance there is limited knowledge to provide guidance for

the senior executive and board director audience, in a language, granularity, and style they can understand

1 Artefact in this instance is assumed to be a standard, framework or accreditation related to Cybersecurity
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and apply. Whilst frameworks such as COBIT (Harmer 2013) provide a broad outline of key processes for
managing technology risk, they fall short of specifying measures, indicators and red-flags for this audience.
The terminology in many of the ISO/IEC, NIST and CISM frameworks is technical in nature, and there is a
lack of lexicon that maps this to the language of the senior executive and board director audience. This
translation is often left to various risk and audit SMEs who are reliant on bespoke interpretation in each
firm, without any consistency across the industry. Surveys of this audience (ASX/ASIC 2017) demonstrate
the lack of understanding when only 34% of the companies in the ASX 100 have cybersecurity risk appetite
clearly defined and understood, and ‘most respondents have either not defined or only partially defined
their cyber risk appetite.” A model that maps downstream technical lexicon to business language used by
senior stakeholders upstream is lacking in literature. Whilst (Cebula et al. 2014) frames taxonomy that
could be applied to some areas of cybersecurity, it stops short of including people, culture and behavioral
aspects of cybersecurity. An integrated model for senior business leaders consisting of taxonomy and
metrics is absent in literature. If this was present, it would encourage a data driven approach to
cybersecurity governance. The lack of an integrated model is also seen from an industry perspective,
whereby Gartner Research (Proctor 2021a) states that it “reviews hundreds of metrics programs each year
from organizations of every size, in every industry, globally, and the patterns are clear. Almost none of these
organizations are effectively measuring and reporting outcomes, and no organization is effectively using
outcomes to guide their investment”.

This research background and problem statement has provided early indication for the need to seek out
existing literature on the research question. Namely, what cybersecurity artefacts are available for the
senior executive and board director audience to help in the governance of cybersecurity risk?

This primary question then directs two sub-questions. First to seek insights on, what data driven metrics
have been identified for senior executives and board directors for determining the health of cybersecurity
in an organization? Second to seek insights on, what business lexicon models are available for senior
executives and board directors to better understand the technical terminology used in the implementation
of cybersecurity?

The range of challenges faced by senior executives and board directors are visually depicted in Figure 3.

2. Ever
changing
sophisticated
threat

1. Increasing
regulatory
obligations on
cybersecurity

7. Confusion
with
information o
security a
clarity in 5. Growth in \ 4. Knowledge
linkages from online digital 9aps in

6. Limited
i terminology
standards to services
implementation and concepts

8. Multiple
definitions of
cybersecurity

landscape

3. Technology

evolution with

new solutions
and risks

Figure 3: Challenges faced by Executives and Board Directors

A sample of the key reference points for these challenges are represented in Table 3.

Challenge # Literature references
1 — Increasing regulatory obligations (Haislip et al. 2021); (Walton et al. 2021)
2 — Sophisticated threat landscape (Pienta et al. 2020); (Li et al. 2019)
3 — New technology solutions and risks (Walton et al. 2021); (Brown et al. 2017)
4 — Knowledge gaps (Nolan and McFarlan 2005); (Kappelman et al. 2020)
5 — Growth in digital services (Guthrie et al. 2021); (Gielens and Steenkamp 2019)
6 — Limited linkages to implementation (Lee et al. 2016); (Iden and Eikebrokk 2013)
7 — Confusion with information security (von Solms and van Niekerk 2013); (Rout 2015)
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Challenge # Literature references
8 — Multiple definitions of cybersecurity (Cains et al. 2021); (Craigen et al. 2014)

Table 3: Key References for challenges faced by Executives and Board Directors

Research Method

The research followed the systematic literature review (SLR) method (Okoli and Schabram 2010). At the
heart of answering the research question and the sub-questions, was to understand and frame the extent to
which senior executives and board directors were targeted in the form of a framework of metrics and
lexicon, that assisted them in the governance of cybersecurity.

The research method focused on searching a specified set of journals, some reputable industry sources that
could compliment these papers, and then analysis and synthesis of the material into key concepts covered
for the target audience.

Sources of literature

The scope of this research is limited to the AIS Basket of Eight Information Systems (IS) Journals (1-8),
along with a select number of additional relevant journals (9-11) as noted below:

European Journal of Information Systems (EJIS)
Information Systems Journal (ISJ)
Information Systems Research (ISR)
Journal of Association for Information Systems (JAIS)
Journal of Information Technology (JIT)
Journal of Management Information Systems (JMIS)
Journal of Strategic Information Systems (JSIS)
MIS Quarterly (MISQ)
International Journal of Information and Management (IJIM)
. Journal of Information Systems (JIS)
. MIS Quarterly Executive (MISQE)

EEO eN o Py

In addition, the following key mainstream business/industry sources have also been examined (by
searching their relevant websites and portals) to compliment the academic research articles:

1. Gartner
2. Harvard Business Review
3. McKinsey

Search terms

The review included identifying relevant papers since 1 January 2016 (last 5 years) to 1 November 2021 that
bridge business and technical lexicon in cybersecurity, and offer a series of metrics to track cybersecurity
risk. Table 4 outlines the search terms used to identify and examine candidate papers and then filter down
to frame key literature and insights. The cybersecurity dimensions originate from various security
frameworks (ISO 2018; NIST 2018) as terminology typically referred to in governance.

Cybersecurity Primary search Secondary search domains / Search
Dimension domain synonyms Reference (SR) #

Leadership “cybersecurity” or “governance” or “reporting” or “assurance” SR#1
“information security” or “leadership”

Assurance “cybersecurity” or “health” or “maturity” or “index” SR#2
“information security”

Benchmarking “cybersecurity” or “metrics” or “ratios” or “indicators” SR#3
“information security”
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Cybersecurity Primary search Secondary search domains / Search
Dimension domain synonyms Reference (SR) #

Terminology “cybersecurity” or “lexicon” or “ontology” or “concepts” SR#4
“information security”

Stakeholders “cybersecurity” or “directors” or “boards” or “executives” SR#5
“information security”

Regulation “cybersecurity” or “standards” or “regulation” or “regulator” SR#6
“information security”
Table 4: Search terms applied to identify Candidate Papers

The rational for the primary search domain stems from a gradual shift (Warner 2012) of the terminology
from “information security” towards “cybersecurity”, along with a lack of consistency seen in the use of
these terms in literature and industry, (Craigen et al. 2014). The secondary search domains represent
synonyms to the cybersecurity dimension being sought in literature. These synonyms are based on common
lexicon often used with the cybersecurity dimension by business stakeholders in documents such as board
papers, audit reports and compliance statements. The use of several synonyms provides a fuller coverage of
the cybersecurity dimension and reduces risk from differing terms being used in literature.

Given the research question is targeted at a senior executive and board director audience, only literature
for this stakeholder group was screened for inclusion. In addition, literature that focused on bridging the
language divide between this audience and cybersecurity technical community was included. Literature that
is targeted at the technical audience alone and would not provide a translation layer or framework for
consumption by business executives or board directors was excluded. The same screening approach was
applied to journal and industry sources.

Filtering stages

The identification and filtering of papers followed a series of stages as follows:

1. Stage 1 — identified papers matching the stated search terms in each journal and industry source,
without any form of filtering. The output is termed ‘Stage 1’ papers

2. Stage 2 — involved a review of Stage 1 papers by examining the title, abstract and skimming the
papers for screening purposes. The skimming of the papers was necessary to identify even small
but relevant insights. This stage filtered down the papers to ‘Stage 2’ papers.

3. Stage 3 — takes Stage 2 papers to more comprehensive analysis to identify those that provide
useful knowledge in context to the problem statement. This includes removal of duplicate papers
that appear in multiple search criteria. These are termed ‘Stage 3’ papers.

4. Stage 4 — examined Stage 3 papers and looked at References through examining the title,
abstract, and skimming. The intention of this was to examine upstream references that may prove
to be useful for the problem statement, which were not picked up in Stage 1.

Stage 3 & 4 papers have then been analyzed in order to synthesize key concepts, focus areas, gaps and
insights for building future research and knowledge. The overall approach is depicted in Figure 5.

Results

The initial search results from Stage 1 revealed 2,628 papers from academic literature sources along with
549 papers from industry sources (websites/portals for the three organizations listed previously). However,
upon filtering these through review of titles, abstract, and skim reading (with the same approach for
academic and industry papers), this number reduced to 204 and 15 respectively in Stage 2. Stage 3, which
involved a deeper review and also removal of duplicate papers led to 30 papers from academic literature
(with no reduction in industry papers from the 15).

Following this, the upstream references in the papers from Stage 3 were examined through skimming of
title, abstract and a high-level review. This led to an additional 9 papers being added which were not in the
original set. The increase in papers is attributed to an identification of upstream papers that were outside

Pacific Asia Conference on Information Systems 2022
9



A Data Driven Approach to Board Cybersecurity

of the 5-year date horizon for the original search terms. Whilst not directly relevant for the research
question, these papers did offer useful background reading to the topic; and as such were included in the
counts and not discarded. The 39 papers from academic sources, and 15 from industry sources represented
the total set of papers (54) relevant for the scope of research. Figure 5 depicts the approach and papers from
each stage.

Papers matching search terms

Papers from review of title, abstract and
204 ‘skim reading of Stage 1 papers

Papers from review of Stage 2 papers and
removal of duplicates across search terms

Candidate Papers for Analysis
(Stage 3 & 4 Papers)

Figure 4: Approach and Results from each stage of Systematic Literature Review

The literature references from stage 4 are show in Figure 6, where the distinct lack of papers covering health,
maturity, index, metrics, ratios or indicators (SR#2 and SR#3) is seen. There is also limited coverage of
lexicon, ontology, or concepts (SR#4) to explain the terminology. However, there is good coverage of
governance, reporting, assurance and leadership (SR#1) when it comes to the need and importance for
oversight of cybersecurity. The coverage for executives and directors (SR#5) relates to principle level
guidance and confirming the importance of their accountability.

Number of Papers

s
.
1 2 3 . s s

Search Reference (SR#)

Figure 5: Summary of Literature References

Discussion

Given the relatively few papers found in the systematic literature review (54) it is evident the senior
executive and board director audience is not well served in literature or industry sources. A detailed analysis
and synthesis of these papers has revealed six conceptual themes that are evident with varying levels of
coverage as outlined in Table 5. These conceptual terms are at a higher level than the secondary search
domains/synonyms in Table 4 for the purposes of a general discussion. These originate from principle levels
literature targeted at senior executives and board directors (CAQ 2018; CII 2016; WEF 2021).Given
overlaps in papers, and unstructured nature of the descriptions in these, this analysis should be seen as
directionally correct and not a precise form. The gaps are more pronounced in Reporting (limited coverage
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of specific reporting frameworks), Assets (not specifically identified for targeted protection), and Lexicon
(narrow coverage of terminology between business and technical audiences). Each of these conceptual

themes are now discussed.

Conceptual | Extent of | Insights synthesised # of | References
themes coverage2 Papers
(H,M, L)

1 | Principles H Good coverage on foundational 11 (AICPA 2018)
principles in setting the tone and (Baxter et al. 2016)
approach for cybersecurity (CAQ 2018)
governance for executives and (Clinton et al. 2020)
board directors. This includes the (Cram etal. 2021)
types of questions that should be (Leech and Hanlon 2017)
asked to ascertain maturity. (Lee etal. 2016)

(McLaughlin and Gogan 2018)
(CI1 2016)

(WEF 2021)

(Winnefeld Jr etal. 2015)

2 | Accountability M The importance of the Board 6 (Bailey etal. 2014)
being cybersecurity accountable (Bailey etal. 2020)
is a consistent theme, along with (CII 2016; Higgs et al. 2016)
the CEO and executives (Liuetal. 2020)
collectively owning cybersecurity, (Nolan and McFarlan 2005)
not just the CIO/CISO. (Olyaei et al. 2021)

3. | Reporting M The coverage includes use of 8 (AICPA 2018)
items such as, security lifecycle, (Banker and Feng 2019)
metrics based on COBIT, and (Cheong et al. 2021)
high-level outline on the (Lennon 2003)
importance of lead indicators. (Mandy et al. 2021)

Very limited literature providing (Payne 2006)
examples, or generic reporting (Proctor 2021b)
frameworks. (Scholtz 2021)

4. | Assets L Some coverage of the need to 2 (Anderson et al. 2017)
classify which processes, (Boehm et al. 2019)
information and systems need to
be protected so that there is a fit-
for-purpose approach to
cybersecurity controls that brings
ROI on investments in
cybersecurity.

5. | Culture M This is also inherent in 5 (Brown etal. 2017)
Accountability, but these papers (Donalds and Osei-Bryson
focus on people being the weakest 2020)
link and enhancing security (Rantos etal. 2012)
through gamification and (Schuetz et al. 2020)
application of the Protection (Winnefeld Jr etal. 2015)
Motivation Theory.

6. | Lexicon L Very limited coverage on the use 2 (Savola 2007)
of lexicon maps to assist non- (Savola 2008)
technical and technical audiences
to align on common terminology.

The coverage includes the use of a
series of reporting hierarchies.
Table 5: Conceptual themes in final Candidate Papers

2 High (H): >= 10 papers; Medium (M): 3-9 papers; Low (L): <3 papers. All out of a final pool of 54

candidate papers
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Principles to guide cybersecurity governance for executives and board directors are found in literature
across industry and academic sources. The World Economic Forum frames six principles that should be
embedded to ensure a cyber-resilient organization (WEF 2021). This includes viewing cybersecurity as a
business enabler, aligning the risk with business needs, and ensuring organizational design, including board
governance, supports cybersecurity. Similarly, (CAQ 2018) and the material from the National Association
of Company Directors (Leech and Hanlon 2017), outlines five principles boards should consider as they
seek to enhance their capability in providing cybersecurity oversight. This includes a framework of
questions that should be asked to provide assurance on cybersecurity matters. These questions are grouped
to target the various actors involved in this process, including Auditors, Management and Directors.
Furthermore (CII 2016) frames five questions to ask in order to understand the cybersecurity strategy,
where weaknesses may exist, and then target investment in an informed manner.

Papers also have a consistent view on the accountability for cybersecurity sitting with the Board, but these
fall short of explaining how this can be discharged with the right frameworks and tools. A range of sources
frame the use of a Board sub-committee, (Nolan and McFarlan 2005), that has the skills and knowledge to
drive cybersecurity as one way to build capability in the Board. Similarly (Bailey et al. 2020) argues the use
of sub-committees can allow more time to delve into cybersecurity matters, than the board frequency itself.
Further (Olyaei et al. 2021) also asserts that Boards see cybersecurity as top source of risk and as such
should ensure they can exercise their accountability with the right skills themselves, and ensure reporting
into committees engages in the right language. Another aspect of accountability from (Bailey et al. 2014) is
that within management the CEO and other members of the senior leadership team are all accountable for
security, and not just the CIO/CISO. This is reflective of elements of security, such as access control/logon
and customer interactions, that sit across all parts of an organization. It goes on to expand that to fulfil this
accountability leaders should focus on strategy, cross-business unit controls, user behavior and then sound
governance and reporting. The organizational structures also play a key role in accountability and oversight
as framed by (Liu et al. 2020). The authors state that centralized IT governance with a framework of
indicators and metrics for reporting, gives a better outcome for reducing cybersecurity risk. Decentralized
governance or a structure distributed across multiple divisions introduces variability in cybersecurity
maturity, with additional cost and complexity.

Clarity on the nature of reporting required to enable board accountability to be fulfilled is limited. From an
Audit perspective, (AICPA 2018) outlines a high level reporting framework that provides insights into
control effectiveness and also includes an independent practitioner viewpoint as a way of seeking assurance
from management. The Ponemone framework is used by (Banker and Feng 2019) to classify security
maturity and breaches across three areas (system deficiency, criminal fraud and human error). Root cause
reporting also carries some importance in (Cheong et al. 2021) which outlines a way to report to regulators
such as SEC, through disclosure reporting from management to Boards. These and similar references
provide a high-level view of the nature of reporting frameworks, however they lack guidance across the
whole security lifecycle, and also are limited in not outlining the data that should be requested, beyond that
which frames the volume, velocity and severity of attacks on the perimeter network. The use of lead
indicators, and those that are aligned to business outcomes or critical business assets (processes, data and
systems) are limited and boards struggle in this important area, (Proctor 2021a). Gartner (Scholtz 2021)
also states that security presentations and reports do not resonate with senior leaders and the Board and
are rarely aligned to business drivers; in fact security is seen as a necessary evil rather than a business
investment. Some literature, (Payne 2006), does frame basic attributes of security metrics, including some
of the characteristics that are desirable for metrics, e.g. SMART — Specific, Measurable, Attainable,
Repeatable and Time-dependent. Similarly, Gartner (Mandy et al. 2021) outlines an approach based on the
CARE framework which requires metrics to be Consistent, Adequate, Reasonable and Effective.

In regards to assets that need protecting, there appears to be a one size fits all across all parts of the
organization in terms of the approach to cybersecurity standards and reporting. This is framed in detail by
(Boehm et al. 2019) which states that it is important to start with a focus on identifying and agreeing the
assets that require protection. The assets can include business processes, systems enabling them, or even
specific data sets. It is argued that such an approach is risk-based, and allows governance of cybersecurity
in a more cost-effective manner. This concept in industry is termed as identifying the “crown jewels” to be
protected, and then ensuring this scope gets the management attention ahead of other areas. Literature is
limited in such guidance, including the steps and approach to identify these in context of cybersecurity, and
the inevitable set of interconnected processes and systems in today’s digital landscape.
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The focus on culture is an important dimension that is articulated by a range of papers including (Rantos
et al. 2012) who asserts that measurement of security awareness should be beyond purely completion of
training with embedded quizzes. It frames a way of measuring the effectiveness of such programs through
ongoing regular engagement given people are often seen as the weakest link in security. In addition
(Winnefeld Jr et al. 2015) frames a similar approach to increase the effectiveness of culture initiatives. Some
interesting insights are presented by (Donalds and Osei-Bryson 2020) in terms of stating that different
leadership styles impact the security compliance and culture in a positive or negative way. Limited literature
frames indicators of good cybersecurity culture, and the questions to ask. Insights are limited to tracking
the completion rates of security awareness initiatives and ensuring regular communications and awareness
campaigns are performed. In regards to security culture, (Schuetz et al. 2020) asserts that that elements of
the Protection Motivation Theory could guide establishment of focus on the culture that is grounded on
personal motivations.

Lexicon that is used in the boardroom is vastly different from the terminology of cybersecurity as used by
those that implement security in a technical sense. As framed in Figure 1, the use of a common lexicon
framework is key to enabling better understanding between those that govern cybersecurity from a
leadership perspective and those responsible for technical implementation downstream. Whilst in
industry, a number of business glossaries are available and published, literature is limited in this domain.
Papers by (Savola 2007; Savola 2008) and (Kormos et al. 1999) frame a series of hierarchy / tree structures
that outline taxonomy that enables non-technical audiences to define cybersecurity coverage (in context of
metrics) for business-level security, information security, and those for products and services. However, a
mapping to terminology (that is more prevalent amongst technical audiences) for two-way translation is
lacking, and more recent research in this is absent. This impacts the effectiveness of reporting of
cybersecurity into the Board when there is a limited understanding of the terminology in what is a complex
technical topic.

The systematic literature review confirmed that cybersecurity is seen as an important matter for boards,
and that the focus and coverage of literature at a principle level for this audience is strong. However as seen
through the review of papers, literature is limited in the area of providing a generic framework that can be
used to assist in terminology, frameworks and metrics to guide the expectations and set the tone from the
Board in a data-driven manner. Prior literature on how to define meaningful and useful cybersecurity
metrics can be extended to develop a framework of these. Furthermore, the wider cybersecurity definition
and the concepts framed in Figure 2 (Concepts in Cybersecurity Definition) can be used ensure coverage of
metrics is broad; and importantly focuses on both the technical and non-technical dimensions to protect
organizations.

Contribution

The research conducted in this SLR demonstrates a gap in metrics and lexicon available for the senior
executive and board director audience.

Whilst some forms of lexicon maps exist in a few papers, these require extension to the full breadth of
concepts in the cybersecurity definitions framed in Figure 2. This would enable a more holistic
understanding of cybersecurity by this stakeholder group.

Further, a set of metrics that are tangible and meaningful in measuring the cybersecurity risk profile by the
stakeholder group are lacking. The research conducted to-date has identified good practices for defining
tangible metrics, including the SMART framework (Payne 2006), and the CARE framework (Mandy et al.
2021). Such frameworks will be valuable to apply in the formulation of foundational metrics that can be
used by senior executives and directors. Theories have been identified to guide future research. This
includes Kernel theory to guide the formulation executive information system of data metrics, Common
Ground theory to guide framing of lexicon, and Rational Choice theory to inform and validate appropriate
metrics. The application of these theories to the required research is depicted in Figure 7.
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Kernel Theory ) Common Ground Theory
Inform dimensions of model
to guide formulation of executive to guide framing of lexicon that
information system that acts as can bridge language barriers
a model in cybersecurity Core lexicon for model between business and technical
governance * audiences, and then act as a

translation later layering metrics
and indicators upon

Inform and verify Inform and verify

Rati Choice T

to inform and validate selection
of appropriate dimensions in the
form of metrics, indicators and
red-flags that inform the security
posture in a transparent way
without bias

Figure 6: Guiding Theories in Research Design

It is expected that as the research progresses, further feedback on these theories (as it relates to such
research problems) is expected. Furthermore, the contribution of this research will be to address literature
gaps seen in this work to date for senior executives and board directors. This will provide a foundation for
ongoing research, theoretical development and extension. The significance and contribution would extend
to industry and practice (knowledge, literature and confidence amongst corporate/shareholder
stakeholders) as well as to society (improve communications and trust through standard data driven
cybersecurity metrics). This value of this contribution will address a real industry challenge for senior
executives and board directors, in what is becoming a critical capability underpinning online digital
services.

Conclusion

Cybersecurity governance is a mainstream challenge that requires ongoing targeted research and support
from the academic world. In addition, such efforts need to work collectively with industry and government
to understand the challenges faced in organizations when governing cybersecurity. This collaborative
approach will assist in advancing the approach to governing what is a complex and ever-changing field.

Whilst senior executives and board directors are ultimately accountable for governing the security posture
of their organizations, they are not provided with an industry standard data-driven model to help them.

In context of the research question, the findings have shown that the artefacts available for senior executives
and board directors are limited. Further research is required into this area to formulate models that can be
applied in a tangible manner. Such models would focus on metrics with clear business lexicon, and be data-
driven to measure and improve the cybersecurity in organizations ongoing.

It is expected that by offering this stakeholder group more know-how and techniques on measuring the
posture of cybersecurity, it will better enable them to drive improvement of cybersecurity risk through
adage of ‘what gets measured, gets managed’. This model should offer a foundation for improvement and
extension, and be technology agnostic and enable ongoing evolution with industry change.
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