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Abstract

Airport security screening processes are essential to ensure the safety of both pas-

sengers and the aviation industry. Security at airports has improved noticeably in

recent years through the utilisation of state-of-the-art technologies and highly trained

security officers. However, maintaining a high level of security can be costly to op-

erate and implement. It also lead to delays for passengers and airlines. Nowadays,

research is focused to build efficient and effective systems to reduce the congestion

caused by the security screening process while maintaining a high level of safety for

passengers and the aviation industry. Two open security challenges motivates this

thesis: optimize and design the security process at airport, and build an effective

intelligent system to detect anomalies in X-ray images.

This thesis proposes a series of novel using queuing theory and machine learning

models to handle the aforementioned challenges. Particularly, this thesis addresses

the issues related to passengers congestion at the waiting area and improve the per-

formance of the security detection system to ensure the safety of both passengers and

the aviation industry.

There are four contributions in this thesis. Contribution 1 proposes queueing the-

ory method to optimise the security screening process with multi-servers operating

in parallel to serve a different number of passengers during different seasons, such as

1



2

Christmas, Easter and school holidays, and time of the day, as this strongly influ-

ences the number of passengers. Contribution 2 proposes a novel method based on

queueing theory augmented with particle swarm optimisation (QT-PSO) to predict

passenger waiting time in a security screening context and to determine the required

number of servers and security officers. Contribution 3 propose a tensor-based learn-

ing approach to extract the informative latent features that will be used as an input

to build a one-class model for anomaly detection. Contribution 4 proposes a feder-

ated learning (FL) approach for anomaly detection in X-ray security imaging using

OCSVM. The innovative machine learning approach can train a centralized model

on data generated and located on multiple airports without compromising the pri-

vacy and security of the collected data. The performance of all novel methods in this

these is evaluated in the context of Sydney airport dataset, synthetic data, and public

datasets for X-ray images. Further, all the results of the novel methods are compared

to the state-of-the-art methods. The experimental results shows that our proposed

methods in the contributions outperform the state-of-the-art and produce promising

results.



3

Publications

Below is the list of journal and conference papers associated with my PhD research:

Naji, M., Anaissi A., Braytee A. & Goyal, M. (2021, April). Anomaly Detection

in X-ray Security Imaging: a Tensor-Based Learning Approach. In 2021 International

Joint Conference on Neural Networks (IJCNN) (pp. 1-8). IEEE

Anaissi, A., Suleiman, B., & Naji, M. (2021, April). Intelligent Structural Damage

Detection: A Federated Learning Approach. In International Symposium on Intelli-

gent Data Analysis (pp. 155-170). Springer, Cham.

Naji, M., Al-Ani, A, Braytee A., Anaissi A, Goyal M. & Kennedy, P. (2020,

March). Design of Airport Security Screening Using Queueing Theory Augmented

with Particle Swarm Optimisation. Journal of Service Oriented Computing and Ap-

plications.

Naji, M., Braytee A., Anaissi A., Sianaki, O. & Al-Ani, A, (2019, March). Opti-

mizing the Waiting Time for Airport Security Screening using Multiple Queues and

Servers. In CISIS 2019.

Naji, M., Al-Ani, A, Braytee A., Anaissi A.& Kennedy, P. (2019, January). Queue

Formation Augmented with Particle Swarm Optimisation to Improve Waiting Time

in Airport Security Screening. In AINA 2019.



4

Anaissi, A., Lee, Y., & Naji, M. (2018, December). Regularized Tensor Learning

with Adaptive One-Class Support Vector Machines. In International Conference on

Neural Information Processing (pp. 612-624). Springer, Cham.

Anaissi, A., Braytee, A., & Naji, M. (2018, July). Gaussian Kernel Parameter

Optimization in One-Class Support Vector Machines. In 2018 International Joint

Conference on Neural Networks (IJCNN) (pp. 1-8). IEEE.

Naji, M., Abdelhalim, S., Al-Ani, A. and Al-Kilidar, H., 2017. Airport Security

Screening Process: A review. In CICTP 2017.


	Title Page
	Certificate of Original Authorship
	Acknowledgements
	Dedication
	Table of Contents
	List of Tables
	List of Figures
	Abstract
	Publications



