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Abstract A vehicle in road networks shares location data with other vehicles and
location-based services (LBS) through Internet-of-vehicles (IoV). By analyzing the
location data from vehicles, LBS providers can offer vehicles better services. How-
ever, fake trajectories created by adversaries and malicious drivers diminish the
location data utility in IoV and breach the quality of LBS. Illegal trajectory detection
is vital to ensure location data utility in IoV. Existing location privacy-preserving
schemes like obfuscation schemes add noise to actual location data increasing diffi-
culties in detecting illegal trajectories. In this paper, we detect illegal trajectory in the
case that all drivers in road networks protect location privacy by using obfuscation.
We propose a new personalized obfuscation mechanism to dynamically and adap-
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tively protect the location privacy of drivers in road networks. Considering uneven
protection, we propose a trajectory detection scheme to classify trajectories in IoV.
We evaluate our detection method with the data of real-world road networks, which
is an important scenario of smart cities
. The experiment results show that the proposed classifier outperforms existing

studies in detecting malicious obfuscated trajectories with at least 94% of the Area
Under the Curve (AUC) score.

1 Introduction

Location-based services (LBS) have been extensively and deeply developed as an
important part of smart cities to provide various services, e.g., traffic analysing and
urban planning [1, 2]. Smart cities inevitably require spatio-temporal location data
of vehicles, which is highly correlated with a driver’s private information (e.g.,
home address, company address, and religion) [3]. Location-based services (LBS)
providers rely on location data from drivers to offer various services [4]. However,
adversaries can infer drivers’ personal information by analyzing location data [5].
It is of necessity to protect location data in Internet-of-vehicles (IoV) for drivers’
privacy while ensuring high quality of service (QoS).
Obfuscation schemes [6] and adaptive location privacy-preserving schemes [7]

have been developed to protect location privacy. Obfuscation schemes add noise to
obfuscate drivers’ actual location data, which reduces the data utility of the location
data. The obfuscated location data are indistinguishable from each other, which
leads to the fact that LBS providers would collect illegal location data. The location
privacy-preserving schemes aim to balance the QoS of LBS and privacy-preserving
capability by analyzing the drivers’ requirements.
Malicious drivers breach legal drivers’ profit. For example, malicious drivers can

occupy more benefits than they deserve by deliberately modifying their trajectory
data in Taxi service [8, 9]. Malicious drivers also use location privacy-preserving
schemes to protect their location data. By analyzing location data which concludes
illegal location data, smart city applications cannot provide an acceptable QoS of
LBS. Therefore, LBS should detect the illegal location data to ensure high QoS. If
the malicious drivers employ location privacy-preserving schemes (e.g., obfuscation
schemes) as the legal drivers, detecting illegal data becomes difficult.
We study the illegal location data detection and propose a personalized obfusca-

tion scheme and an illegal trajectory detection mechanism. Our work has two-fold
contributions as follows:

• We employ the differential privacy in the proposed personalized obfuscation
scheme to protect drivers’ location privacy adaptively and to provide high QoS
of LBS in road networks.

• We propose a Convolutional Neural Network (CNN) based detection mechanism
to detect illegal trajectories without requiring the drivers’ actual location. The
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proposed scheme has high accuracy in detecting illegal trajectories even if the
drivers protect actual location data with various noise sizes.

We conduct experiments with the real-world road network dataset extracted from
Open Street Map (OSM)1 to evaluate the proposed scheme. The illegal trajectories
are generated with fake speeds and paths with the real-world road network dataset.
We also evaluate the proposed scheme in the case that the drivers adaptively protect
their location data, i.e., using different privacy levels. The experimental results show
that the proposed detection scheme achieves at least 94% Area Under the Curve
(AUC) score when detects the illegal obfuscated trajectory.
The rest of this paper is organized as follows. Section 2 studies the existing works.

Section 3 describes the proposed mechanisms. Section 4 evaluates the proposed
mechanisms with real-world road network dataset. Section 5 concludes the paper.

2 Related Works

The existing smart city provides location-based services by mining trajectory data
that are transmitted in vehicular networks [10]. Wang et al. have studied the privacy
challenges in smart city and analyzed the privacy leakage in LBS [11]. The authors
pointed out that the smart city can provide high quality of services if trajectory
privacy is well protected.
The previous studies of location obfuscation mechanisms perturb a driver’s actual

location and report an obfuscated version to LBS. Derived from the differential pri-
vacy [12], scheme in [6] first developed the concept of geo-indistinguishability. The
scheme follows the idea of geo-indistinguishability and uses Laplace distribution
to add controlled noise for protecting location data locally. Yu et al. [13] improved
the two-phase dynamic differential location privacy scheme by integrating the infer-
ence error expectation and geo-indistinguishability [14]. The improved framework
effectively protects location privacy in a 2D map. The authors developed an adaptive
location privacy-preserving mechanism in [7] to balance location privacy and utility.
The mechanism calculates the amount of noise before adding noise to actual location
data. The calculation is based on the correlation level between the driver’s current
location and the previous obfuscated locations. With the concept of differential pri-
vacy, Xiao et al. [15] improved a location-cloaking system to protect drivers’ location
data in a 2Dmap. The obfuscation locations generated by the existing 2D obfuscation
mechanisms might locate at unreachable locations, e.g., in the river, which breaches
the location privacy-preserving capability of the obfuscation mechanisms.
The existing illegal trajectory detection mechanisms are classified into the

machine-learning-based detection and the rule-based detection. The illegal trajec-
tory data is detected by utilizing GPS data in the rule-based detection mechanisms.
Machine-learning-based detection mechanisms classify trajectory data as legal and

1 Open Street Map is an open source database of the world’s geographic map.
https://www.openstreetmap.org/
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illegal by using techniques like deep neural networks. In [16], Chen et al. improved
an efficient real-time trajectory detection method with low processing overhead. The
method uses the window size to estimate the partial trajectory that result in the
anomalousness trajectory. The trajectory detection system with two-phase outliers
upon trajectory data streams was improved in [17]. The two phases are the trajectory
simplification and the outlier detection.
In [18], authors developed a trajectory detection method based on a recurrent

neural network (RNN). The authors extracted drivers’ behaviors within a sliding
window and uses the deep representations that are fixed-length for the feature se-
quence. The authors grouped the representations into clusters before detection. CNN
is first introduced in [19], which is further utilized in the fields such as the natural
language processing and speech recognition. A CNN-based trajectory prediction
method was improved in [20]. The method simplifies the network structure and uti-
lizes the trajectory structure (spatio-temporal consistency). The experimental results
show that the CNN-based trajectory prediction method can detect illegal trajectories
with a high score of the AUC.
Our work obfuscates drivers’ trajectories in the road networks to avoid the gen-

eration of the off-road obfuscated locations. Then, an illegal trajectory detection
scheme based on CNN is proposed in this paper. The proposed scheme does not
expose the drivers’ actual trajectories and achieves high detection accuracy. The pro-
posed scheme can detect illegal trajectories even if the drivers use various privacy
parameters to obfuscate the locations. To the best of our knowledge, we are the first
work that detects illegal locations in real road networks, which is almost the actual
usage scenario of a smart city.

3 Proposed Scheme

In this paper, we start by proposing an adaptive obfuscation scheme to customized
protect location privacy in road networks. Then, we propose an illegal trajectory
detection system with CNN to identify the legal and illegal trajectory from the
obfuscated trajectory. In our model, 𝑋𝑚 is the𝑚-th trajectory consists of the location
points sequence (𝑥𝑚1, 𝑥𝑚2, . . . , 𝑥𝑚𝑛). 𝑥𝑚𝑖 = (𝑙𝑎𝑡𝑖 , 𝑙𝑜𝑛𝑖) is a tuple which stands for
the coordinate (i.e., latitude 𝑙𝑎𝑡𝑖 and longitude 𝑙𝑜𝑛𝑖) of a location.

3.1 System Model

The existing obfuscation studies [7, 21, 22] pay attention to protect the drivers’
location data in a 2D map, which generate off-road locations (e.g., railroads and
rivers). Adversaries can exclude the off-road obfuscated locations from real trajectory
data when they identify the obfuscated locations that are off-road. The Euclidean
distance between the obtained off-road location and the nearby road can be utilized
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by the adversaries to estimate the actual location. In this paper, we controlled the
obfuscated candidates to avoid the off-road data and guarantee that all obfuscated
locations are on-road.

3.2 Dynamic Obfuscation Scheme

Definition 1 Geo-indistinguishability [6]: Let 𝑃 be a probabilistic function. Let 𝑋
and 𝑍 be a set of the actual location candidates and obfuscated locations candidates,
respectively. The 𝐾 represents the mechanism that uses the probability 𝑃(𝑍) to map
an element in 𝑋 to an element in 𝑍 . 𝐾 is 𝜖-geo-distinguishable, if and only if for all
𝑥, 𝑥 ′ has:

𝑑P (𝐾 (𝑥), 𝐾 (𝑥 ′)) ≤ 𝜖𝑑 (𝑥, 𝑥 ′) (1)

The 𝑋𝑚 = {𝑥𝑚1, . . . , 𝑥𝑚𝑛} is the raw path that indicates the actual trajectories,
while 𝑍𝑚 = {𝑧𝑚1, . . . , 𝑧𝑚𝑛} indicates the obfuscated trajectories. We utilize 2D
Laplace noise 𝐷 𝜖 (𝑥) (𝑧) = 𝜖 2

2𝜋 𝑒
−𝜖 𝑑 (𝑥,𝑧) as obfuscation distribution in this paper.

The reason is that the 2D Laplace noise ensures that 𝑧𝑚𝑖 is distributed around
𝑥𝑚𝑖 . The probability of 𝑧𝑚𝑖 with 2D Laplace noise decreases with the increasing of
𝑑 (𝑥𝑚𝑖 , 𝑧𝑚𝑖) (𝑑 (·, ·) is the Euclidean distance in this paper). The𝜖-geo-distinguishable
privacy condition is also satisfied with the 2D Laplace noise.

3.3 Adaptive location privacy-preserving scheme

A new adaptive location privacy-preserving scheme is proposed in this paper. The
proposed scheme sets 𝜖 correlated to the generated obfuscated locations. By utilizing
the proposed adaptive location privacy-preserving scheme, we boost the randomness
of the noise generation, which increases the difficulty of inferring the actual location
of a driver.
We configure 𝜖 into the high, medium, and low privacy levels. We set the average

distance of the obfuscated location to 𝑟 when there is a low level 𝜖 . A medium and a
high level 𝜖 have an average distance of 1.5𝑟 and 2.25𝑟 , respectively. The proposed
scheme obfuscates every single location point in each continuous trajectory. As the
starting location and destination are more sensitive to a driver, we set the highest
privacy level for the two locations. For other locations 𝑥𝑖 in the trajectory, the
obfuscation parameters are related to the Euclidean distance 𝑑 (𝑥𝑖 , 𝑧𝑖−1). We set
two different thresholds 𝐷1 and 𝐷2 to divide 𝑑 (𝑥𝑖 , 𝑧𝑖−1) into three types, where
𝐷1 ≠ 𝐷2. When the value of 𝑑 (𝑥𝑖 , 𝑧𝑖−1) is bigger than the values of 𝐷1 and 𝐷2, the
correlation between 𝑥𝑖 and 𝑧𝑖−1 is weak. In this case, a low-level noise is added in the
actual location data. When the value of 𝑑 (𝑥𝑖 , 𝑧𝑖−1) is less than the values of 𝐷1 and
𝐷2, 𝑥𝑖 and 𝑧𝑖−1 is close in road networks (i.e., high correlation). Therefore, we add
noise with a high privacy level when obfuscating actual locations in this scenario.
Otherwise, we set 𝜖 as a medium privacy level in the proposed obfuscation scheme.



6 Authors Suppressed Due to Excessive Length

The proposed scheme reduces the correlation between 𝑥𝑖 and 𝑧𝑖−1. Hence, the ad-
versary cannot infer 𝜖 by analyzing the prior knowledge and the obtained obfuscated
locations within a specific time window. The adversary cannot predict the driver’s
future locations because the value of 𝜖 is changing, which increases the difficulty of
attacks.
The selection of 𝜖 in the proposed scheme aims to balance location privacy and

data utility. A large amount of noise is required to achieve a high privacy level but
leads to a low QoS of LBS. The different 𝜖 can provide customized geographic
location accuracy which suit for various LBS requirements. For example, location-
sensitive LBS (e.g., navigation) needs a high accuracy location data so that the
scheme ought to utilize a high 𝜖 to provide a high data utility. For location-insensitive
LBS, e.g., weather forecasts, the scheme can employ a low 𝜖 for a high privacy level.
The amount of the added noise is controlled in the proposed scheme to balance

data utility and location privacy. we use 𝑧 within a region based on 𝑥 to set the upper-
bound of the QoS loss and that of the capability of location privacy, i.e., 𝑑𝑚𝑎𝑥 (𝑥, 𝑧).
If the distance 𝑑 (𝑥, 𝑧) between the actual location 𝑥 and the obfuscated location 𝑧
exceeds 𝑑𝑚𝑎𝑥 (𝑥, 𝑧), the proposed scheme will obfuscate the driver’s actual location
again.
The proposed scheme generates obfuscated locations 𝑧𝑚1, . . . , 𝑧𝑛 and maps the

obfuscated locations to the nearest road. Therefore, the proposed scheme obfuscates
actual trajectories to reachable on-road locations.

3.4 Illegal trajectories detection based on CNN

A two-dimensional convolutional neural network (2D-CNN) model is applied in
the proposed scheme to detect illegal trajectories. The proposed model is shown in
Fig. 1.
One-dimensional CNN (1D-CNN) consists of the convolutional layer, the sub-

sampling layer, and the optional fully-connected layers. In convolutional neural net-
works, the convolutional layer is the major part that analyzes the inpu data to extract
classification features. The Separate feature extractor contains multiple convolution
kernels. The convolutional layer of the CNN model can extract the Spatial-temporal
correlation of the trajectory. After extracting features in convolutional layer. pooling
step starts. The weight parameter redundancy is solved by the local connection and
weight sharing. However, the over-fitting problems arise due to the CNN model
degrades in the generalization performance. With the extracted features from the
convolution layer and pooling, CNN model can reduce the data dimension while
retaining the value of the principal feature map.
Our work improves the architecture of 1D-CNN with 2D-CNN model, which

is widely utilized in classification of images (e.g., ResNet [24], VGG [25], and
GoogleNet [26]). The proposed model is described as follows.

• In advance of the maximum pooling layer, two convolutional layers are employed
in our model. Thus, the proposed model can extract features effectively.



Vehicle Trajectory Obfuscation and Detection 7

......

Feature Extraction

Conv

BN

ReLU

Conv

BN

ReLU

MaxPooling

repeat four 
times FC

BN

ReLU

Dropout

repeat two 
times

output

Feature Extraction Classification

dataset

Fig. 1 Our CNN model architecture [23].

• We add a normalization (BN) layer after the two convolutional layers to retain
the spatial-temporal correlation of locations. The fully connected (FC) layers are
combined with the dropout layers and BN in the proposed model to avoid the FC
layers leading to over-fitting issue.

4 Evaluation

4.1 Original Dataset

We employ real-world road network information of Porto, which is extracted from
OpenStreetMap (OSM) to evaluate the proposed scheme. OSM is popular in LBS
applications, such as the route planning and the geocoding of address [27]. The
extracted road network is shown in Fig. 2. The Portugal taxi trajectory dataset2,
whose recorded location data has 15 seconds time interval to build the trajectory, is
used in our experiment.

4.2 Illegal trajectories

As far as we know, no public dataset are labeled with illegal and legal trajecto-
ries. Three methods are popular to generate illegal trajectories according to legal
trajectories.

1. Insertion trajectory from other sources of trajectory dataset as the illegal trajec-
tories [28].

2. Division the trajectories data into legal and illegal dataset [29].
3. Combination the above two methods [21].

2 Portugal taxi trajectory dataset[Online]. Available: https://www.kaggle.com/c/pkdd-15-predict-
taxi-service-trajectory-i
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Fig. 2 Generation of the road network. Upper: real road map in OSM; Bottom: the generated road
network [23].

In this paper, we generate illegal trajectories by utilizing legal trajectories. The
generated illegal trajectories are employed in our classification experiments. Hence,
legal and illegal trajectories in the training and detection come from the same dataset
to reduce deviation.

4.3 Simulation results

We evaluate the detection capability of the proposed scheme with the generated
trajectory data and the public trajectory dataset of the Portugal taxi. In the experiment,
we configure 𝜖 to control the level of Laplace noise.

4.3.1 Experimental setting

We use the public real-world trajectory dataset and the synthetic data as follows.
Real-world trajectory: We employ the public trajectory dataset of Portugal taxi

which has approximate 1.7 million trajectory data.
Synthetic data: We extract half of the trajectory data from the Portugal taxi

dataset to generate the illegal data. In this paper, the illegal trajectories considered
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have two forms, speed anomaly and path anomaly. The two forms represent malicious
actions, i.e., speeding and detour, respectively. The illegal trajectories are generated
as follows:

• Speed anomaly: The maximum speeds of vehicles are limited in road networks.
Malicious drivers drive faster than the limitations to obtain more profit within
a period. The utilized trajectory dataset contains timestamp, we delete 𝑥𝑖 in
the selected continuous trajectory 𝑋 with a certain probability and reassign the
timestamp. The the trajectory 𝑋 has a higher speed than the speed limitation.

• Path anomaly: Malicious drivers can also select a longer route than the rec-
ommended route, i.e., path anomaly. We utilize multiple legal trajectories (e.g.,
three trajectories 𝑋𝑎, 𝑋𝑏, 𝑋𝑐) to generate path anomaly illegal trajectories. The
starting location and destination of 𝑋𝑎 are denoted as 𝑥𝑎1 and 𝑥𝑎𝑛, respectively, at
shown in Fig. 3. We employ the trajectories 𝑋𝑏 and 𝑋𝑐 to intersect3 the trajectory
𝑋𝑎 at location 𝑥𝑎𝑖 , 𝑥𝑎 𝑗 . We also combine the trajectories 𝑋𝑏 and 𝑋𝑐 at location
𝑥𝑏𝑙 . Then, we obtain an illegal trajectory which is a path anomaly. The starting
location and destination of the generated trajectory are 𝑥𝑎1 and 𝑥𝑎𝑛, respectively,
but the route distance between 𝑥𝑎1 and 𝑥𝑎𝑛 is longer than it should be. In this
paper, the length of the generated trajectories are set to be at least 1.6 times as
long as that of the legal trajectories.

1ax

anx

ajx

akx

blx aX

bX

cX

Fig. 3 Example of a anomaly generated path [23].

3 The intersection stands for the points of the two trajectories whose distance are within a certain
range.
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The above types of illegal trajectories include the most categories of malicious
activities in the road networks.We usemore than 600,000 legal and illegal trajectories
to evaluate our proposed detection scheme.

4.3.2 Implementation

The configurations of the proposed mechanism that implemented in our experiments
are as follows.
We use 𝜖0 = 0 to stand for the non-protected situation. We configure the obfus-

cation radius as the average Euclidean distance between 𝑥𝑖 and 𝑧𝑖 when using noise
level 𝜖𝑖 . When 𝜖0 = 0, the average obfuscation radius is 0 m. We set 𝜖1 and 𝜖2 with
obfuscation radii 100 m and 1000 m, respectively.

4.3.3 Experimental results

We use Python to conduct the experiments. We take the average value of the experi-
ment results after running the experiment for five times.

Table 1 Experimental Accuracy
𝜖 Average value of the noise radius Accuracy
𝜖0 0 m 93.1%
𝜖1 100 m 86.1%
𝜖2 1,000 m 72.5%

A large amount of noise decreases the accuracy rate of the CNNmodel, as shown
in Table. 1. We compare the receiver operating characteristics curve (ROC) with
various setting of 𝜖 , as shown in Fig. 4. When applying 𝜖1 and 𝜖2, the proposed
scheme achieves a high-value accuracy rate of 0.94 on the AUC score. Compared
with that of 𝜖1, the AUC score of 𝜖2 has been reduced by 0.14 to 0.80.

4.4 Contrast

We use the same trajectory dataset as the existing related work [21]. When detect-
ing illegal trajectories, the proposed scheme achieves higher accuracy rate than the
scheme developed in [21]. The proposed scheme considers a more complex envi-
ronment, i.e., road networks, than the 2D plane environment considered in [21] The
proposed scheme utilizes a different obfuscation process and recognition dataset, so
we do not compare the accuracy of the two schemes. Compared with the schemes
in [21], the proposed scheme has advantages as follows.
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(a) 𝜖 takes 0 m, i.e., 𝜖 equals to 𝜖0

(b) 𝜖 takes 100 m, i.e., 𝜖 equals to 𝜖1

(c) 𝜖 takes 1,000 m, i.e., 𝜖 equals to 𝜖2

Fig. 4 ROC under three different parameters [23].
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• The scheme in [21] employs fixed parameters in obfuscation process, while the
proposed scheme dynamically calculate the parameters. The dynamically calcu-
lated parameters provide higher privacy protection capability and high data utility
than the scheme in [21].

• The scheme in [21] manually inject trajectories to generate illegal trajectories.
The illegal trajectories trajectories generated in this paper are closer to the real
world than that of the scheme in [21]. The generated illegal trajectories in this
paper are indistinguishable from the real trajectories which increases the difficulty
to detect illegal trajectories. Under the strict assumption, the proposed scheme
still achieve a higher accuracy rater than the existing work [21].

• We employ the real-world dataset and road networks to evaluate the proposed
scheme. Thus, the proposed scheme in this paper has practical meaning.

5 Conclusions

In this paper, we first propose a new scheme to adaptively protect location data in
real-world road networks, which is an important scenario of smart cities. Then, we
proposed an illegal trajectory detection scheme to detect illegal locations in the case
that all drivers are protected in road networks. The privacy parameters of the proposed
scheme was calculated by considering the correlation of the actual location and the
obfuscated location. Thus, the adversary cannot infer utilized privacy parameters
and the actual locations. We generated illegal trajectory data with speed anomaly
and path anomaly to simulate the real-wold malicious driving. The 1D-CNN model
with 2D-CNN architecture is proposed in detecting illegal trajectories. According to
our experiment results, the proposed detection scheme achieve better performance
(e.g., the AUC score is above 0.94) than the existing works in road networks.
In the future work, we will balance the data utility and location privacy to max-

imize the data availability while satisfying the requirements of drivers’ privacy.
Moreover, we will assess the privacy levels of driver’s privacy and develop a new
system to protect location data privacy with the capability to handle most drivers’
requirements.
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