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DIGITAL DISPLACEMENT OF YOUTH OFFENDING: ADDRESSING THE ISSUE

Abstract
	Purpose. Global evidence suggests a potential displacement of youth offending from the physical to the digital landscape, requiring revision of existing methods of detection and intervention. This article explores pathways from harmful to illegal online activity perpetrated by young people, legislation and police perspectives, current detection methods and interventions.
Methodology. This perspective paper examines issues observed within a larger systematic literature review on digital youth offending.
Findings. A trajectory from acceptable to harmful and subsequently illegal behaviour was identified, with a particular pathway from unethical video game activity to digitally dependent offending. Legislation and police perspectives vary by jurisdiction, with a common theme that increased officer education is key to the level of preparedness to investigate cases. Machine learning and automatic prevention show promise as detection and disruption processes, with education recommended for young people as a deterrent and redirection of skills to positive outcomes.
Practical Implications. The shift in youth offending requires adjus the justice and educational systems to adjust how they respond to youth crime. Policy and practice shifts can include further exploration of investigative hacking as well education for law enforcement, and educational prevention and redirection programs aimed at youth.
Research Implications. Recommendations for further research include a broad school-student survey of perpetration, to include all identified areas of digital offending, which could drive the development of targeted education by law enforcement and partner agencies for young people.
Originality. The digital displacement of youth offending is a progressively emerging concept. This paper examines the current state of response from educational and law enforcement agencies, and discusses the next steps based on what is currently known.
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Digital Displacement of Youth Offending: Addressing the Issue
Introduction
A global decline in youth offending has been observed since the 1990s (Birch & Sicard, 2020; Farrell et al., 2014; McAra & McVie, 2018). The rationale behind this drop has been the subject of a substantial body of research. Whether the decrease is motivated by a decline in opportunity, increased security or perhaps displacement of criminal or deviant behaviour from the physical to the digital online space, has been argued (Farrell & Birks, 2018; Miro-Llinares & Moneva, 2019). A decline in opportunity has been documented, and increased security with sophisticated anti-theft devices and the advent of security cameras in many public spaces (Farrell et al., 2015). However, during the same period a significant increase in the amount of time adolescents spend using the internet has been observed (McCaffree & Proctor, 2018), and an increase in indoor youth leisure activities (Miro-Llinares & Moneva, 2019). The average age at which a young person acquires a mobile phone hovers between ten years in the US, seven in the UK and Europe and nine-and-a-half in Australia (Australian Communications and Media Authority, 2020; Childwise, 2021; Rideout & Robb, 2019). From 2009 to 2017, the number of youth using mobile phones to access the internet increased to 95% (Australian Bureau of Statistics, 2009, 2018). It was further identified that an increase in general cybercrime occurred in the UK during the strictest stay-at-home orders within the COVID-19 pandemic (Nivette et al., 2021), supporting the concept of digital displacement of criminal behaviour. While the crime drop can certainly be related to a decline in opportunity and increased security, it has been argued that a shift in youth behaviour and ideals has not occurred; rather, their activities may have shifted to the digital landscape. 
The literature supports three areas of digital offending or harm, including digitally assisted crime, digitally dependent crime and digital harms, which approach but do not cross into illegal behaviour (McCord et al., 2022; Rokven et al., 2018; Weulen Kranenbarg et al., 2021). Digitally assisted crime refers to traditional criminal activities carried out either with the assistance of or migration to the online space. Examples would include threats, coercion to participate in online sexual activity or non-consensual sharing of explicit content, physical assault recorded and distributed online or financial or identity fraud (Brewer et al., 2020; Broll & Huey, 2015; Choi et al., 2017; De Fazio et al., 2020). Digitally dependent crime includes hacking, online media piracy, theft of virtual objects such as video game content or cryptocurrency and online service or website disruption, known as distributed denial of services attacks (Chen et al., 2021; Cimpanu, 2016; Collier et al., 2020; Holt & Bossler, 2016; Marotta, 2021). Digital harm, also known as cyberdeviance (Cioban et al., 2021) includes online dating violence such as stalking or intrusive monitoring, video game cheating or unethical game modifications, viewing age-restricted websites or cyberbullying (Chen et al., 2021; Goldsmith & Wall, 2019; Rodriguez-Castro et al., 2021; Zhu et al., 2021).
Risk factors for digital offending include adverse childhood events, access to equipment, low parental control and deviant peer associations (Aiken et al., 2016; Dolev-Cohen & Ricon, 2020; Holt et al., 2020; McCuddy, 2022; Smith-Darden et al., 2017). Amplification of risk is seen when youth spend time online, both unsupervised and without a clear goal, such as information gathering, communicating with others or completing schoolwork (Stults & You, 2021). Time spent online due to boredom has also been identified as a risk factor (Stockdale & Coyne, 2020). Digitally assisted offenders seem to be more likely to offend in person as well (Holt et al., 2020), while digitally dependent offenders are at lower risk for in-person offending (Rokven et al., 2018). Perpetrators of digital harm could progress to either type of offending, with digital dating abuse behaviours related to in-person dating violence (Doucette et al., 2021). A risk factor of living in regional or rural areas has been identified, with fewer opportunities for in-person social interaction and increased online activity (Fox & Holt, 2021; Holt et al., 2020). Those at risk of perpetrating digital harm such as cyberbullying and digital dating abuse may be impulsive and disinhibited online (Kerstens & Jansen, 2016), with those who cyberbully likely to bully in person as well (Modecki et al., 2014). 
Current Review and Synthesis
A larger systematic literature review explored global trends in the digital displacement of youth offending, within which academic and grey literature sources between 2012-2022 were reviewed, finding evidence to support the digital displacement of youth offending (McCord et al., 2022). Within this review, pathways from acceptable to deviant or criminal behaviour were also identified as relevant to the overall issues of digital youth offending. It was further observed that methods of detection, police perspectives and interventions were also frequently discussed. This paper seeks to explore what is currently known about pathways from harmful to illegal online activity, police perspectives and current detection and interventions. Implications for future research are also discussed.
Methodology
A search, appraisal, synthesis and analysis framework outlined by Grant & Booth (2009) was used to explore types of digital offending among youth aged 10-17 years. Literature was identified using three categories of keywords, including age, activity and criminal nature detailed in Table 1; sources were required to contain keywords in each category for consideration. Databases searched included EBSCO, Informit, Lexis Nexis, ProQuest, SAGE, Science Direct, SCOPUS and Web of Science in addition to Google and Google Scholar searches as well as references within articles. Keywords were separated internally by the “OR” Boolean operator and combined using the “AND” operator. These terms initially yielded over 800,000 results; accordingly, “NOT” operators were added to remove articles referring to impact on victims, crimes perpetrated by adults against minors, and emerging or young adults. Academic articles were restricted to English with full-text availability, peer-reviewed and published since 2012. The process yielded 2,690 sources, which were examined initially to remove duplicates and subsequently in a staged review by title and abstract, resulting in 163 sources from the Asia-Pacific region, Europe and the Americas. Within this larger project, relevant methods of detection and interventions applied to date, police perspectives and pathways from acceptable to deviant or criminal online behaviours were additionally explored, with the following observations.


Table 1 Search Terms & Key Words
	Age Keywords

	Criminality Keywords


	youth
	offen*

	adolescent
	delinquen*

	young people
	crim*

	juvenile
	illegal

	child
	harms

	minor*
	lawbreak*

	boys
	perpetrat*

	girls
	juvenile cybercrime

	age* 10-17
	digital displacement

	10-17
	digital drift



	Digital Activity Keywords

	catfishing
	digital dating abuse
	illegal downloads
	online non-contact offending
	spamming

	cyber blackmail
	digital drug market
	indecent messages
	online offen*
	spoofing

	cyber dating violence
	digital vigilantism
	Internet banging
	online piracy
	technology-facilitated abuse

	cyber deviance
	doxing
	internet crim*
	online scams
	technology-facilitated crim*

	cyber harassment
	doxxing
	internet-facilitated
	online sexual harassment
	technology-facilitated harassment

	cyber mobbing
	electronic displays of aggression
	leakage
	online stalking
	technology-facilitated mischief

	cyberabuse
	electronic intrusiveness
	malicious gaming
	online threats
	tolerable devian*

	cyberaggress*
	electronic leash
	microdeviation
	online transgressions
	troll*

	cyberband
	eWhoring
	online disinhibition
	online violence
	unethical IT use

	cyberbanging
	flaming
	online extortion
	P2P
	vaguebooking

	cybercrim*
	gaming toxicity
	online grooming
	phishing
	video game ddos

	cyberstalking
	griefing
	online harmful behavio*
	raging
	video game toxicity

	cybertorts
	hacking
	online harms
	risky behavio*
	yahoo boys

	cyberviolence
	ID theft
	online hate speech
	smishing
	

	digital crime
	identity theft
	online mischief
	social media
	



Findings
Pathways
A potential pattern was identified with three subtypes of youth digital offenders, two criminal and one delinquent. The cross-platform offender may engage in activities online in the digitally assisted or enabled space and may also offend in person (Rokven et al., 2018; Weulen Kranenbarg et al., 2022). The digitally dependent offender may prefer to engage in online-only activities with a perception of anonymity and lower physical risk (Payne et al., 2020; Wall, 2017). Those engaging in digital harm may either never cross a criminal threshold (Brewer et al., 2018) or may progress to assisted or dependent offending based on the type and pathway of the harmful activity (Doucette et al., 2021; Modecki et al., 2014; Yubero et al., 2017).
A trajectory from acceptable to deviant to digital criminal activity has been identified among adolescents (Wall, 2017). Youth who regularly use technology can be motivated to “test the waters” to see whether access to something forbidden is possible, following the traditional pattern of juvenile experimentation (Jegede et al., 2016), with a perception that the risk of detection is low (Lee & Holt, 2020). The sense of anonymity with a lack of appreciation for the serious nature of their actions appears to prove irresistible for curious young people (Goldsmith & Wall, 2019). Youth may act impulsively without necessarily considering whether it is wrong (Payne et al., 2020), such as not understanding the line between acceptable communication and intrusive monitoring or content sharing without permission (Barrense-Dias et al., 2019; Howard et al., 2019). A study of European teenagers revealed nearly 50% shared their social media passwords or device PINs with close friends as a measure of trust, with 9.6% acknowledging they used the credentials to gain access without permission (Van Ouytsel, 2021). Adolescents may not appreciate the difference between legitimate and unethical online learning methods. For example, their researching of a topic using a search engine versus inspecting the HTML code of an exam to check answers (Kigwana & Venter, 2016). It has been suggested that youth may not appreciate the difference between paying for a legitimate media streaming service such as Netflix or paying for a pirated aggregate service (Meadows, 2020). Some youth interested in cybersecurity careers may attempt to access data to expose weaknesses and prove their skills, mimicking professional cybersecurity exercises known as serious gaming or red team attacks (Yamin et al., 2021). An example of unauthorised red-team hacking is a South Australian teenager who faced charges from repeatedly accessing Apple’s internal systems from age 13 in the hope they would hire him (Opie, 2019). Youth can be motivated by financial gain or revenge, but also entertainment, the thrill of avoiding detection or the prospect of gaining power over another individual or organization (Back et al., 2019; Edwards et al., 2022; Goldsmith & Wall, 2019). An impulse to make a joke can motivate digital dating abuse and cyberbullying (Reed et al., 2021).
Unethical video gameplay has been recognised as an entry point for digitally dependent offending. Wall (2017) identified a four-step pathway from video game cheating and delinquent modding to low-level hacking such as password stealing, disabling other players’ computers, and more serious offences such as DDoS or data theft. This trajectory from deviant gaming to criminal hacking is supported across relevant industries, including law enforcement (Goldsmith & Wall, 2019; National Crime Agency UK, 2017) as well as machine learning researchers, game developers and cybersecurity firms (Heubl, 2020; Hughes et al., 2019; Palmer, 2020). Severity escalation has been described using a video gaming paradigm applied to hierarchies within hacker groups, with youth facing either self-directed or peer pressure to “level up” by completing bigger and riskier hacks (Aiken et al., 2016). 

Methods of Detection
A popular explanation for the rapid increase in cybercrime overall is the opportunity to offend without detection, given that traditional methods of detection are less effective in the digital world and that technology evolves at a pace difficult for law enforcement to match in the traditional track and pursue model (Al-Khater et al., 2020). In a study of 51,059 students in Years 7-9, 25.2% of those who admitted hacking reported ever being detected (Lee & Holt, 2020).Private messaging apps such as WhatsApp are encrypted and, consequently, are fertile ground for cyberbullying and digital dating abuse (Aizenkot, 2020). Social media users spreading aggressive messaging or hate speech including online extremism or radicalization can fight automatic violation monitoring by using vague language to escape detection, asterisks or other characters such as “killn******”, intentionally misspelling words or avoiding hashtag use to ensure text will not be detected as quickly by algorithms (Nienierza et al., 2021; Weimann & Masri, 2020). Law enforcement can and do request data directly from social media platforms. Some offer dedicated units such as Meta’s Law Enforcement Response Team (LERT), which provides data from Facebook and Instagram (Fassler, 2020; Franceschi-Bicchierai, 2020; Meta, 2022). However, the declining use of Facebook and Twitter among youth (Ohannessian & Vannucci, 2021) combined with movement to encrypted platforms represents a challenge to law enforcement pursuit. 
Within video gaming, both the game Minecraft and the chat platform Discord employ a two-level approach, where bots identify threats or bullying language in chats that are forwarded to a human moderator (Du et al., 2021). Responses to cheating from video game developers range from permanent bans to creative ways of publicly disciplining the player. The Steam platform uses VAC-banning to remove users with their usernames made public to “name and shame” (Blackburn et al., 2012). Rockstar Games, the developer of titles such as the Grand Theft Auto and Max Payne series, uses a “Cheater’s Pool” where identified cheaters are relegated to isolated servers. In contrast, other game companies contain scripts to destroy a cheater’s online avatar or otherwise identify them to other players (Reed, 2016). Blackburn et al. (2012) used a web crawler to mine data from the publicly available list of VAC-banned Steam screen names to track cheaters’ behaviour following a ban. This technique is a precursor to the machine learning and simulated neural network learning used more recently to identify cyberbullying, DDoS attacks and follow users’ data patterns to identify IP addresses and real-time locations (Al-Khater et al., 2020). The use of gaming screen names has shown potential as an investigative tool in practice as well as research. In late 2021, a collaborative investigation between US and Canadian law enforcement successfully identified a teenager suspected of a $46 million cryptocurrency theft by their subsequent purchase of a rare video gaming username (Marotta, 2021).
Machine learning shows promise as a detection tool but is limited by external reach into third-party proprietary data. While Steam publicises banned players, and Facebook now releases data under subpoena, availability and cooperation vary by company. This was recognised by Pastrana et al. (2018), who recommended using machine learning as an early identification model of cyber-actors likely to progress to criminal offending who could be disrupted through education, as an alternative to the track and pursue model for cyber deviance. A subsequent study built upon Pastrana et al.’s model with natural language processing, clustering and predictive techniques to suggest which game cheaters were most likely to progress to more serious offences (Hughes et al., 2019). Machine learning may also be useful in the digital harm category. A study of 4,180 human-reviewed posts by youth aged 12-17 years on a mental health peer support forum recommended machine learning as a potentially effective method of automatically detecting suspected digital dating abuse (Razi et al., 2020). In a perspective paper on the future of technology-assisted policing, the consulting firm Deloitte described virtual patrols where machine learning could assist cybercrime units by identifying digital areas worthy of surveillance and using artificial intelligence to recommend evidence-based strategies (Mirkow & Gelles, 2018). 

Legislation and Police Perspectives
Recent legislative changes and police perspectives on cybercrime investigation were reviewed. Both the UK and Australia recently updated legislation to allow greater leeway for “investigative hacking” by law enforcement, recommended as a way of cybercrime detection with the potential to disrupt crime before its commission, particularly where the dark web is involved (Davies, 2020; Richards, 2021). Three categories of warrants or powers provided under the recently passed Surveillance Legislation Amendment Identify and Disrupt Bill 2021 (Cth) allow the Australian Federal Police (AFP) and Australian Criminal Intelligence Commission (ACIC) to engage in data disruption, covert network surveillance and account takeovers. While the bill is aimed at federal investigations, Schedule 3 of the bill defines relevant offences to include serious state crimes with a federal aspect, which may facilitate collaboration between state and federal agencies. 
Despite the evolution of sanctioned tracking and disruption methods, the ability of law enforcement to attract and maintain qualified investigators remains a challenge. Inspectors in England and Wales suggested increased cybercrime education for all officers, noting that traditional investigative units lacked staff with the requisite technical knowledge to appreciate the severity or the likely criminal pathway that minor infractions might follow (Lee et al., 2021). Australian officers and analysts identified a brain-drain of qualified staff moving to the private sector, suggesting how to attract and keep talent lay in providing additional professional development education, given the short shelf life of effective techniques and the rapidly evolving nature of offending (Harkin et al., 2018). A study of police, cybersecurity expert and civilian perspectives on digital crime in Australia revealed that the readiness of law enforcement to address and investigate digital criminal activity was related to their level of exposure to previous cybercrime cases as well as their knowledge or awareness of the types of digital activity (Cross & Holt, 2021). Limited resources and concern over increasing moral panic or cyber hysteria were offered to explain reluctance among surveyed Canadian officers to engage with youth perpetrators of digital harms such as cyberbullying (Broll & Huey, 2015). However, Canadian criminologist Popham (2018) argued that minor deviant actions online can generate systemic negative impact over time in addition to potentially escalating, suggesting that digital harms should be addressed and not normalised. 
Methods of Intervention
A majority of reviewed sources recommended addressing juvenile digital deviance with a combination of educational and automatic prevention. Sina Weibo, the Chinese equivalent to Twitter, uses language management to block posts with bullying content (Li, 2019); however, this only stops delivery. An educational program in Spain led to significant decreases in cyberbullying (Garaigordobil & Martinez-Valderrey, 2015). Social learning from peers was found to have a suppressive effect on adolescent media piracy (Burruss et al., 2019), as was learning a behaviour was wrong through education (Choi et al., 2017). Surveyed Belgian youth aged 12-18 years suggested education as the best way to prevent online sexual harassment (Van Royen et al., 2015). Others recommend including digital dating abuse and sexting in sexual education classes (Dolev-Cohen & Ricon, 2020; Quayle & Cariola, 2019). Following a string of charges laid against students participating in a recent #DeviousLicks TikTok challenge, an innovative school principal in Kentucky responded by issuing an alternate #PositiveVibes challenge for her students with rewards for videos of good deeds posted (Knight & Endale, 2021).
The concept of teaching digital citizenship beginning in primary school was raised by Madigan et al. (2018) to capture students before they started using smartphones to communicate with peers. The delivery of wrap-around cultural education, including parents, healthcare providers, law enforcement and religious organisations, is a common recommendation (Balajanov, 2018; Chen et al., 2021; Choi et al., 2017; Dolev-Cohen & Ricon, 2020). Such programs could address both situational crime prevention through target hardening, which includes teaching young people how to avoid becoming victims of cybercrime and warning of the risks and consequences of perpetration (Brewer et al., 2019). As a way of emphasising the slippery slope from digital harm to digital crime, Marcum and Higgins (2019) recommended an education program be co-designed by schools and law enforcement, delivered by officers in class. A recent finding that young people who commit digitally assisted or digitally dependent offences may concurrently exhibit pro-social online behaviour (Weulen Kranenbarg et al., 2022) supports the recommendation to enhance education about the differences between harmful and positive digital activities. In Australia, the eSafety Commissioner (2021) has begun to offer online education modules for use in early childhood and primary and secondary schools. However, data on usage and effectiveness has not been collected in the age group of interest, suggesting an opportunity for program evaluation and refinement. Finkelhor et al. (2020) examined twelve digital citizenship programs aimed at young people around the world, recommending against a one-size-fits-all program in favour of focused modules on particular areas of interest, for example, considering cyberbullying and sexting separately from hacking and online fraud. It may also be helpful to consider gamification of new educational modules. Gamified education is beginning to show efficacy in driving adolescent behaviour change in areas such as health and sexual education (Haruna et al., 2021; Patricio et al., 2020).
A further opportunity is to emphasise the use of technology for positive purposes and encourage at-risk teens to consider ethical hacking, also known as “white-hat” hacking, with potential careers in cybersecurity instead of falling into cybercrime (Goldsmith & Wall, 2019). This type of intervention could also target curious “green-hat” hackers motivated by skill development (Sobers, 2020) before they attempt malicious access. In collaboration with the UK National Crime Agency (2017), the international cybersecurity firm CREST recommended identifying and proactively intervening with video game hackers and cheaters on the pathway from deviant to criminal acts. They emphasised the promotion of legitimate uses for hacking skills to young people, with identified potential intervention points (CREST, 2015), including booths at video gaming events (Cox, 2016) and a Cyber Choices diversional campaign with age-appropriate material for under-12’s and ages 12-17 years (National Crime Agency UK, 2020). Nearly every preventative measure reviewed emphasised the need for cross-industry collaboration for a consistent message from all authority figures.


Implications for Future Research
	Further research into the perpetration of digitally displaced offending is needed to shape educational programs and prevent youth offending within this contemporary landscape. This would assist law enforcement agencies in identifying appropriate areas of focus with regards to prevention, distruption and reduction strategies for addressing youth offending. This may be best accomplished with a large-scale student survey covering all three areas of digital offending. To date, there is no known international survey/dataset with the proposed level of scope, albeit the British Crime Survey examines online victimisation in ages 10-15 years (Office for National Statistics, 2021), and the International Self-Report of Delinquency Study examines traditional offending with a focused section on digitally dependent activities only (ISRD-3 Working Group, 2013). 
A further gap in the understanding of youth digital offending, as identified by Weulen Kranenbarg (2022), is the prevalence of co-offending in the digital space among youth peers, which also need to be consideres in future research.  
There is also scope for preventative education to be delivered to students commencing in primary school and continuing through high school, folded into the national curriculum, in particular within subjects concering Health/Physical Education and Digital Technologies, this has been recognised in Australia for example by the Australian Curriculum Assessment and Reporting Authority (2021). 
There is also futher consideration needed with regards to whether categories of crime and harm should be separated, as seperation may suggest that defining digitally assisted and digitally dependent crime within the educational modules, and pathways from digital harm, may be beneficial. Finally, the relationship identified in the UK between digitally dependent crime and delinquent video game behaviour, may be a particular pathway of interest. 	Comment by Philip Birch: I have tried to reword this, but I cannot work out what the point is trying to make.  I don’t think it makes sense – can we check

Conclusion

While the perspective of some law enforcement agencies and researchers within this review indicated that digital harms should not be criminalised (Broll & Huey, 2015; Harper, 2019), it is also important to recognise the pathway into more serious offending (De Fazio et al., 2020; Goldsmith & Wall, 2019; Popham, 2018). Empowering cybercrime units to engage in investigative hacking may shrink the gap between rapidly evolving youth criminal methods and law enforcement, potentially involving partnering with federal agencies under new legislation (Surveillance Legislation Amendment (Identify and Disrupt) Bill 2021, Cth). Education as prevention and encouragement to use technological skills in positive ways may have a reductive effect. Educational prevention programming may disrupt or deter cross-platform offenders. Redirection programs might concentrate on encouraging potential digitally dependent offenders to develop their skills toward careers in information technology or cybersecurity. Existing programs aimed at bullying and dating abuse might be amended to incorporate the digital landscape, with the concept of digital citizenship emphasized. Further, education to law enforcement has been identified as an unmet need, the remediation of which could result in greater knowledge and willingness to investigate digital criminal activity.
Implications for Policy and Practice
· Increased research within the psychological and criminological fields to specifically explore digital offending among youth.
· A need to advocate for legislative change to empower cybercrime units to engage in investigative hacking where targeted and appropriate.
· To recognise the pathway from digital harm into more serious offending with education to law enforcement. The identified relationship between delinquent video game behaviour to digitally dependent crime may be a particular pathway of interest.
· Develop preventative education that can be delivered to students commencing in primary school and continuing through high school, folded into national or state education standards. Topics could focus on prevention in younger years, and redirection as youth mature and develop their digital skills.
· Build on existing educational programming targeting bullying or dating violence could be amended to more fully include the digital arena and emphasise the harm in both online and in-person perpetration.
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