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Abstract. Web-based chatbots provide website owners with the bene-
fits of increased sales, immediate response to their customers, and insight
into customer behaviour. While Web-based chatbots are getting popu-
lar, they have not received much scrutiny from security researchers. The
benefits to owners come at the cost of users’ privacy and security. Vul-
nerabilities, such as tracking cookies and third-party domains, can be
hidden in the chatbot’s iFrame script. This paper presents a large-scale
analysis of five Web-based chatbots among the top 1-million Alexa web-
sites. Through our crawler tool, we identify the presence of chatbots in
these 1-million websites. We discover that 13,392 out of the top 1- mil-
lion Alexa websites (1.58%) use one of the five analysed chatbots. Our
analysis reveals that the top 300k Alexa ranking websites are dominated
by Intercom chatbots that embed the least number of third-party do-
mains. LiveChat chatbots dominate the remaining websites and embed
the highest samples of third-party domains. We also find that 721 (5.38%)
web-based chatbots use insecure protocols to transfer users’ chats in plain
text. Furthermore, some chatbots heavily rely on cookies for tracking and
advertisement purposes. More than two-thirds (68.92%) of the identified
cookies in chatbot iFrames are used for ads and tracking users. Our re-
sults show that, despite the promises for privacy, security, and anonymity
given by most websites, millions of users may unknowingly be subject to
poor security guarantees by chatbot service providers.

Keywords: Web privacy · Web-based chatbot · Chatbot.

1 Introduction

A Web-based chatbot (or bot) is a computer program interacting with users via
a conversational user interface that simulates a conversation with a human user
⋆ This research is supported by the Australian Government Research Training Pro-

gram Scholarship.
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via textual methods [36]. Web-based chatbots offer improved customer services
and efficiently manage human resources [31, 35]. For example, a website owner
performs customer acquisition tasks (such as new customer queries or after-sales
services) through customer service (or sales and marketing) personnel. As the
business gets bigger and busier, the traditional way of interacting with online
customers gets choked up, resulting in an increased waiting queue. Besides, the
customer service representative may not be available around the clock. Web-
based chatbot provides a website owner with the benefits of increased sales,
immediate response to their customers’ queries and insights into customers’ be-
haviours. While Web-based chatbots are getting popular, they have not received
much scrutiny from security researchers. The benefits of chatbots can come at
the cost of privacy and security threats. Third-party domains and cookies inherit
these threats, which might be built into the script. These domains and cookies
can be used to track users and provide personalised advertisements. There has
been a plethora of work done based on the security and privacy issues of a com-
plete website [19, 23, 34]. However, to our knowledge, no research study focuses
explicitly on Web-based chatbots’ privacy and security issues.

While Web-based chatbots are getting popular and come with several bene-
fits, as mentioned above, their advantages inherit several disadvantages. Firstly,
consumers are concerned about their privacy and security [35]. Despite the re-
markable improvements in Web-based chatbots being able to mimic a human
conversation, they are vulnerable to the Reconnaissance, and Man-in-the-Middle
attacks [14]. Secondly, since the chatbot is a computer program, it does not have
its own identity or emotions like an actual human. Customers often tend to make
connections during conversations, which is lacking when engaging with chatbots.
The lack of personality in chatbots and their inability to make an emotional con-
nection is a concern for some customers. Finally, a Web-based chatbot is still in
its infancy since natural language processing is not the core competency in chat-
bot applications and is still in the development phase [35]. Web-based chatbots
are prone to common communication errors; therefore, companies and organisa-
tions are cautious in using them to avoid brand damage.

Although several studies have taken place to study chatbots in general, none
of them covers their security and privacy comprehensively. There has been ex-
tensive research on the security and privacy issues of websites. However, to the
best of our knowledge, we did not find any study that focuses on the iFrame com-
ponent of the Web-based chatbot for the same issues. Despite the assurances for
privacy, security, and anonymity given by the websites and privacy policies, users
are victims of personally identifiable information (PII) leakages [21]. Similarly,
by using chatbot services, users may inadvertently be exposed to privacy and
security risks [34].

In summary, the contributions of this paper are as follows.

1. We present the first large-scale study of security and privacy issues in chat-
bots on Alexa top 1-million popular websites [6]. We detect 13,392 (1.58%)
websites leveraging web chatbots for customers’ interaction. We release our
data and scripts for future research.
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2. We analyse the 13,392 (1.58%) websites for the type of chatbots and analyse
the coverage of the detected chatbots. We find that 21.78% of the chatbot
websites belong to the non-IT business category, while the percentage of In-
formation Technology (IT) chatbot websites is 16.16%, and shopping with
5.89% is the third most dominant category. We also analyse the security and
privacy issues of our dataset chatbot websites. We explore the chatbot web-
sites and find that 5.38% of them are still using the insecure HTTP protocol,
where an alarming 12.9% of the websites ranking >500k still transfer their
visitors’ data in plaint-text. This result shows that non-IT business, IT and
shopping websites are more vulnerable among the most popular websites
than other categories.

3. Our analysis illuminates that chatbots have a disproportionate use of cookies
for tracking and essential or useful functionalities. We discover 5,396 cookies
in 2,110 websites leveraging Drift chatbot. 5,113 (94.62%) and 283 (5.24%)
of the cookies are used for Tracking and essential functionalities, respectively.
On the other hand, 2,185 websites rely on Hubspot for the provision of chat
services via a total number of 15,829 unique cookies with 79.35% (12561) for
tracking, while the rest are essential cookies.

4. We identify the top 10 third-party domains embedded in the iFrames of each
web-based chatbot. The most common third-parties are well-known opera-
tors, for example, googleapis, cloudflare, w3, and facebook. These operators
are imported by 39.67% (5361), 15.43% (2085), 6.1% (822), and 3.35% (453)
web-based chatbots, respectively.

The rest of this paper is organised as follows: In Section 2, we present concepts
and terms related to web tracking and services. We present our methodology
(Figure 1) for web-based chatbot detection and data collection in Section 3. In
Section 4, we analyse our chatbots in the top 1-million Alexa websites and present
our findings, such as the presence of chatbots on websites, tracking cookies, and
third-party domains. Section 5 presents the related work while we conclude our
work by presenting the gaps with some future directions in Section 6.

2 Concepts and Terms

We begin by introducing the general concepts and terms used in the paper.
Advertising and tracking domain: The advertising and tracking domain

(or tracker) is the URL of an entity embedded in a web page. The purpose
of a tracker is to re-identify a user’s visit on the web page again for loading
custom themes or analytics (first-party tracking) or to re-identify a given user
across different websites for building the user’s browsing profile or providing
personalised advertisements (third-party tracking).

iFrame: An iFrame or inline Frame is an HTML document embedded within
an HTML web page. The purpose of an iFrame is to display embedded HTML
contents from a different web page into the current web page. The contents
of iFrames can be videos, maps, advertisements, chatbot services, and tracking
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components like cookies and JavaScript codes. Hence, besides providing utilities
and services, iFrames can also be used for third-party tracking.

Cookie: A cookie (or HTTP cookie) is a text file stored on the user’s device
by the web browser. The content of a cookie is in plain text format. A cookie
is generated by the web server (of a web page) and is sent back from the user’s
device to the web server at each subsequent visit by the user. A cookie can
store shopping carts, theme preferences of the user, or the user’s authentication
status. Cookies generated by third-parties via iFrames can be used for third-
party tracking. Section 4.2 discuss different types of cookies in detail.

3 Chatbot Detection Methodology and Dataset

We begin by presenting our methodology, over-viewed in Figure 1 for detecting
chatbots employed in the top 1-million Alexa websites. We then characterise our
dataset.

Fig. 1: Overview of our crawling and analysis methodology: We manually inspect the
top 100 Alexa websites for chatbots to identify chatbot services and to construct key-
words list for automatic detection of chatbots in the top 1-million Alexa websites. We
then perform an analysis to categorise websites and analyse security and privacy issues.
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3.1 Discovering Chatbots

Using Selenium Web Driver, we develop an automated web crawler to automate
analysed websites’ visiting and rendering process. We implement a crawler frame-
work to increase our chatbot coverage and maximise the number of detected
chatbots. We begin by discovering web-based chatbot services on the Alexa top
1-million websites. To this end, we find the difference between a normal website
and the website with a chatbot service. We manually inspect the first Alexa top
100 websites for potential web chatbot services. Typically, websites implement
chatbot services in iFrames; therefore, we explicitly focused on the iFrame of the
chatbot on these 100 websites. The keywords include: ‘chat widget ’, let’s chat,
drift-widget, ‘chat now ’, and ‘chatbot ’. While we acknowledge that our keywords
list is not exhaustive to include chatbots on non-English language websites, we
do consider our method for chatbots as a lower-limit on the number of chatbots
on the top 1-million Alexa websites.

Next, we crawl through the chatbot websites and extract their chatbot iFrame
cookies only instead of the whole website since we are specifically interested in
the security and privacy issues of the web-based chatbots. We then analyse the
embedded third-party domains in each of those chatbots. To extract the third-
party domains, we only check the contents of the iFrame of a chatbot instead of
the complete website’s DOM. Overall, we find 13,392 (1.58%) chatbot websites.

Issues and Limitations. For chatbot websites, once a website renders ul-
timately, the chatbot icon is found at the bottom right corner of the screen.
Sometimes, the chatbot is not visible on the respective website mainly due to
one of the following reasons: (i) the chatbot is only available during specific office
hours, and (ii) the chatbot is offline/hidden as the developers may be working
on it.

3.2 Data Augmentation

Next, to analyse the coverage of chatbots on various websites, we aim to cate-
gorise the Alexa top websites. There are several databases and tools available and
website categories stored. However, due to its popular utility among researchers,
we use crawling techniques on Fortiguard website classification tool [4] to gather
this information. The websites that return errors while rendering in the first
phase are manually labelled. This way, we label the category of each chatbot
website in our dataset (13,392 websites). The top 10 categories by frequency of
occurrence are depicted in Figure 2. These ten categories comprise 74.9% (10,028
websites) of our dataset. We find that most of the chatbot websites are used by
non-IT Business and IT category websites. Although all five chatbots are preva-
lent, Intercom chatbot is the preferred choice for these two categories. We also
observe that chatbots are not a popular choice among Games, and Government
& Legal Organizations related website owners.
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Fig. 2: Categories of chatbot websites in the top 1-million Alexa websites.

3.3 Dataset

We present a comprehensive analysis by breaking the dataset into parts, with
each part having 10,000 websites to get an in-depth measurement of our study.
Based upon the keywords (cf. § 3), we run our crawler that detects chatbots on
3.5% of the analysed websites. To check the accuracy of our crawler, we manually
label the first hundred Alexa ranking websites and perform manual testing on
them. We learn that our model is 61% accurate. The reason is that there are
several possible ways to write a website script, and using the keywords alone is
not an optimum solution.

Finding a common script, or tag among all of them is not possible. However,
we find some unique keywords/tags/elements. Figure 3 shows the iFrame of
a chatbot website www.synology.com. It has a tag id=’chat-widget-container’,
which can be used to filter the LiveChat chatbot websites. Similarly, we select
five chatbots: LiveChat, Drift, Intercom, Tidio and Hubspot based on their
frequencies of occurrence in the top 10k Alexa ranking websites. Overall, our
crawler identifies 13,392 chatbot websites from Alexa top 1-million websites.

Table 1 summarises our findings. We observe that the Intercom chatbot is
the preferred choice for the most popular set of websites (top 300k) followed by
LiveChat for the next tier of Alexa ranking websites. Overall, Intercom chatbot
is found on 29.88% of them, LiveChat on 26.37%, Drift as well as Hubspot on
15.70%, and Tidio on 12.36% only.

Based on the above findings, in the first round, we crawl the top 10k websites
and render their DOMs. After optimising our crawler, we can filter all chatbots
with 100% accuracy.

We also search for the top Web-based chatbots by using different keywords
over the google search. We find chatbot rankings and reviews on the websites
in [5, 9, 10, 18, 32, 33, 39] (accessed in Feb 2022). We choose the top three chat-
bots. After selecting MobileMonkey, Aivo, and Pandorabots from the blogs and
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Table 1: Frequency (and percentage) of chatbot services amongst the Alexa top 1-
million websites. Highlighted trends show Intercom chatbot is the preferred choice for
the most popular set of websites followed by LiveChat which is also the preferred choice
for the next tier of popular websites.

Chatbots # Total (%)

Alexa Rank Drift LiveChat Hubspot Tidio Intercom

1-100K 613 (0.61%) 433 (0.43%) 205 (0.21%) 81 (0.81%) 933 (0.93%) 2,265 (2.27%)
100K-200K 451 (0.45%) 611 (0.61%) 364 (0.36%) 185 (0.19%) 749 (0.75%) 2,360 (2.36%)
200K-300K 407 (0.41%) 586 (0.59%) 388 (0.39%) 342 (0.34%) 676 (0.68%) 2,399 (2.40%)
300K-400K 295 (0.30%) 573 (0.57%) 409 (0.41%) 364 (0.36%) 527 (0.53%) 2,168 (2.17%)
400K-500K 149 (0.15%) 433 (0.43%) 303 (0.30%) 286 (0.29%) 424 (0.42%) 1,595 (1.60%)
500K-600K 65 (0.07%) 347 (0.35%) 158 (0.16%) 218 (0.29%) 272 (0.27%) 1,060 (1.04%)
600K-700K 51 (0.05%) 337 (0.34%) 138 (0.14%) 125 (0.13%) 180 (0.18%) 831 (0.83%)
700K-800K 45 (0.05%) 142 (0.14%) 70 (0.07%) 4 (0.004%) 149 (0.15%) 410 (0.41%)
≥ 800K 26 (0.05%) 69 (0.15%) 67 (0.14%) 50 (0.11%) 93 (0.20%) 304 (0.64%)

Overall (1-million) 2,102 (0.25%) 3,531 (0.42%) 2,102 (0.25%) 1,655 (0.20%) 4,002 (0.47%) 13,392 (1.58%)

Fig. 3: An example of an iFrame enabling a typical chatbot service on a website.

reviews, we run our automated scraper for the top 200k websites and find only
two chatbots belonging to MobileMonkey, four chatbots to Botsify, and zero for
both Aivo and Pandorabots. Therefore, due to their insignificant presence, we
do not consider them in our analysis further.

As a second attempt, we manually re-analyse the top 100 websites and find
two relevant chatbots (SF-chat and SnatchBot) and search for them over the
top 10k websites using an automated script. For Salesforce chatbot, we only
find it to be on their own websites, for example, cloudforce and exactforce. On
all other top 10k websites, we do not find any other websites having either
of these chatbots. Seven hundred twenty-nine (729) websites do not render in
the first phase, and they are analysed again in the second attempt (we learn
that rendering chatbot websites take longer than our previous timeout). We
also manually analyse the 100 chatbots from 100,000 to 100,100 range and find
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three chatbots only, i.e., (i) Drift, (ii) Intercom, and (iii) eLum1 . Drift is
already included in our study, Intercom is found on numerous websites (after
initial automated crawler verification), and eLum is not found anywhere else
since it is a private custom chatbot. Moreover, please note that social-media
related chatbots like Facebook messenger are not valid since they require human
interaction and are not automated. Therefore, we do not include them in our
analysis. For the rest of the study, we use only five chatbots, which are Drift,
Hubspot, LiveChat, Tidio, and Intercom.

4 Exploring Web Chatbots

4.1 Analysis of HTTP Chatbot Websites

To check whether a website uses HTTP, our crawler defaults to communi-
cating with the site over HTTP by simply concatenating the "http://" or
"http://www." string with the hostname provided in the Alexa data. Once the
crawler receives a final response and does not redirect the client requests from
HTTP to HTTPs, it is marked as HTTP. We also check the websites that have
errors by manually inspecting each one and discover that such websites are very
few. The main reason for the errors is that they do not exist anymore (something
that Alexa should take care of as it is not updated). The trend in the Figure
4b shows that less popular websites are less secure. The percentage of websites
that use HTTP version increases for websites ranked > 500K. The percentage is
calculated from the number of HTTP chatbot websites (Figure 4b) and the total
number of chatbot websites in each of the 100K category (Table 1). Overall, We
find that 721 (5.38%) out of 13,392 chatbot websites still use the insecure HTTP
version.
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Fig. 4: (a) Breakdown of third-parties found in web-based chatbots. (b) Number (and
percentage) of web-based chatbots using insecure HTTP websites in top Alexa websites.

1 https://eluminoustechnologies.com
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4.2 Analysis of Cookies

The online ecosystem is composed of a large number of organizations engaging
in tracking user behaviour across the web [15]. This is accomplished by various
techniques, including tracking cookies, pixel tags, beacons, and other sophisti-
cated mechanisms. Below, we provide an overview of the most common cookies.

Identification Cookies These cookies can track visitors’ conversations and inter-
actions with a website. The customer service representative uses such informa-
tion to offer better service. It is challenging to learn about any old chat with the
customer without these cookies.

Tracking Cookies These are the most common cookies used now to track user
behaviour, user information and visits to a website.

Performance and Functionality Cookies These cookies are used to enhance the
performance and functionality of a website but are non-essential to their use.
However, certain functionalities like videos may become unavailable, or the login
details are required every time a user visits the website.

Conditional Cookies These cookies may be written onto a website since they
depend on using a specific feature of a website.

Marketing Cookies These are account-based marketing cookies used to identify
prospects and personalise sales and marketing interactions.

Analytics and Customization Cookies These cookies are used to determine the
effectiveness of marketing campaigns. Website owners use them to collect limited
data from end-user browsers to enable them to understand the use of their
websites.

Advertising Cookies These cookies collect information over time about users’
online activity on the websites and other online services to customise online
advertisements.

The details about all cookies used on every chatbot can be read on their
website [2, 22,27–29].

Drift According to Drift, the primary reason it uses cookies is to track user
interactions with the visited website. It also uses cookies to customise products
to the need of a customer. Drift claims that the data is never sold or sent to
third-parties. Instead, it is used in their platform to allow for more personalised
and specific messaging [27].

Hubspot According to Hubspot, it uses cookies to track users who visit a
Hubspot chatbot website. These cookies keep track of visit counts and informa-
tion about the sessions (such as session start timestamp). When the Hubspot
software is run on a website, it leaves behind these cookies to help Hubpost
identify the users on future visits [22].
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Table 2: Distribution of cookies across Web-based chatbots.

Categories of Cookies

Chatbots Essential Tracking & Analytics Ads & Marketing Total

Drift 283 (5.38%) 5,113 (94.62%) - 5,396
Hubspot 3,268 (20.65%) 12,561 (79.35%) - 15,829
Intercom 8,942 (47.08%) 6,620 (34.85%) 3,433 (18.07%) 18,995

Total 12,493 (31.06%) 24,294 (60.4%) 3,433 (8.54%) 40,220

LiveChat We search for LiveChat cookies manually by inspecting several web-
sites. We do not find any tracking cookie in our manual search. To confirm, we
inquire from the LiveChat support team to ensure that none of the cookies is
used for tracking purposes. The support team confirmed the same. The LiveChat
chatbots automatically save and store two essential cookies on the user’s device
when a user visits a website with LiveChat widget [28]. The two essential cookies
are as follows:

__lc_cid (customerID) This is a functional cookie that LiveChat account ser-
vice uses. The purpose of this cookie is to verify the identity of a customer
created.

__lc_cst (customerSecureToken) This is also a functional cookie that LiveChat
account service uses to identify a user, for example, name, IP address, and ge-
olocation.

Tidio According to Tidio, it uses cookies to maintain, improve and customise
the user experience. Additionally, the cookies are used to remember the visi-
tor’s choice, such as language preference. Tidio claims to collect information,
including PII, and assures that it will be used by them only. We cannot find any
evidence of Tidio cookies on any of the websites using their chatbots, nor can
we find any information about what cookies are used on their website [29].

Intercom According to Intercom, its chatbot writes “first-party” cookies only
and assures that its cookies are strictly private and confidential. The purpose of
these cookies is to identify users and keep track of sessions. Intercom states that
it uses two cookies only [2]; however, this claim is contradictory to our findings
discussed below

Findings/Discussion To distinguish between a first-party and a third-party
cookie, we consider any cookie with the same name as the respected chatbot as
a first-party. We also consider the cookies that chatbot service providers have
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Table 3: Distribution of top ten third-parties embedded in the iFrames of Web-
based chatbots.

Third-party Domain Drift LiveChat Intercom Tidio Hubspot Total

w3.org 742 5 0 6,501 813 8,061
googleapis.com 28 3,502 0 1,537 282 5,349
cloudflare.com 2,063 1 0 0 10 2,074
facebook.com 0 0 0 0 453 453
gstatic.com 0 0 0 0 268 268
youtube.com 0 0 0 0 174 174
google.com 0 0 0 0 172 172
vimeocdn.com 0 0 0 0 171 171
doubleclick.net 0 0 0 0 166 166
rlets.com 0 0 5 0 0 5
other domains 0 19 0 7 3,872 3,989

Total 2,833 3,527 5 8,045 2,053 20,791

mentioned on their websites as first-party. We declare any other cookie as a third-
party. We find a total number of 2,110 websites using Drift. From these, a total
of 5,396 cookies are discovered. 5,113 (94.62%) of them are used for Tracking,
and 283 (5.24%) are essential cookies. Hubspot is used on 2,185 websites, which
have 15,829 cookies. 12,561 (79.35%) are tracking, while the rest are essential
cookies. Intercom chatbot websites are 4,037, generating 18,995 cookies, out
of which 52.92% are either tracking, advertisement or marketing cookies, while
47.08% are essential cookies for functionality. No cookies are found on either
LiveChat or Tidio chatbots. More than two-thirds of the discovered cookies are
used for tracking or advertisement purposes.

4.3 Analysis of Third-party Domains

We parse the URLs from the chatbot iFrames, extract the second-level do-
mains using tldextract2, and compare them with the respective website.
If they match, it is declared a first-party domain; otherwise, it is stated
as a third-party domain. For instance, we extract googleapis.com and
drift.com domains from the iFrame of Drift chatbot embedded in the land-
ing page of https://www.drift.com. Given that googleapis.com does not match
with drift.com, our method labelled googleapis.com as third-party whilst
drift.com as first-party.

Figure 4a depicts, and Table 3 lists the top 10 third-party domains embed-
ded in the iFrames of chatbots. We observe that all chatbots rely on third-party
services such as W3, Google APIs, and Cloudflare for iFrame templates, fonts,
and hosting and storing content, respectively. We observe that only one third-
party domain (rlets.com) is found on the Intercom websites. Since Intercom

2 https://pypi.org/project/tldextract/
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dominates the top 300k Alexa websites (52% of total web-based chatbot web-
sites), suggesting that the top websites do not rely much on advertising and
analytical services revenues funnelled from chatbots. On the other hand, less
popular websites generate 99.9% of the top ten third-party domains. Hubspot
based websites have the most variety3 of third-party domains, making it the most
vulnerable. One hundred forty-five different third-party domains are present in
Hubspot websites.

5 Related Work

To the best of our knowledge, no prior work has been done to address the
privacy and security risks of cookies or third-party scripts embedded in web-
based chatbots. Previous work has analysed PII leaks via advertisements and
third-party scripts on various domains such as Facebook [7, 8, 16, 38], mobile
eco-system [20,24,26], and web forms [37].

There are security and privacy risks associated with chatbots [17,30]. In finan-
cial chatbots, Bhuiyan et al. proposed a chatbot leveraging a private blockchain
platform to conduct secure and confidential financial transactions [11]. Chatbots
have also been developed to remove sensitive information from the conversation
before passing it to its NLP engine [12]. Meanwhile, threats on the chatbot’s
client-side (such as unintended activation attacks and access control attacks)
and network-side (such as MITM attacks and DDoS attacks) have been studied
in the literature [40]. Bozic et al. conducted a preliminary security study on an
open-source chatbot to identify XSS and SQLi vulnerabilities [13]. Their work
did not find any XSS and SQLi vulnerabilities and was limited to analysing only
one chatbot. No prior work has been done to study the iFrames of Web-based
chatbots and to determine the types of cookies embedded. In this paper, to fill
the gap, we study the prevalence of five chatbots in Alexa top 1-million web-
sites and analyse the chatbot cookies and third-party domains embedded in the
iFrames of chatbots.

6 Conclusion and Future Work

In this paper, firstly, we have presented the difference between websites with and
without chatbots. We have found the keywords to detect chatbots on the anal-
ysed websites. We have also manually inspected the top 1,000 websites to validate
chatbot detection. Secondly, we have designed and implemented a crawler tool
that systematically explores and collects DOMs from the top 1-million Alexa
websites. We have discovered that a subset of 13,392 (1.58%) of these websites
use our five selected chatbots. We have found the frequencies of these chatbots in
ten different categories and discovered that non-IT business websites had used
21.78% of them. Our analysis has revealed that the top 300k Alexa ranking
websites are dominated by Intercom, while LiveChat dominates the remaining
3 Drift=3, Livechat=10, Hubspot=145, Tidio=4, Intercom=1
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chatbot websites. We have also found that 5.38% of the chatbot use insecure pro-
tocols to transfer users’ chats in plain-text. Our results show that, despite the
promises for privacy, security, and anonymity given by the majority of the web-
sites, millions of users may be unknowingly subject to poor security guarantees
by chatbot service providers on the same websites.

In our future work, we aim to extend these findings to the distribution of
third-party domains and trackers in categories of web-based chatbots websites.
This will help analyse and identify the dependence of chatbot websites on adver-
tising and analytical services. Another area to explore is whether any chatbot
websites render content that it does not directly load. Informed by the study
by Ikram et al. [25], this work can be extended to analyse the dependency web-
resources chains of the chatbots. Finally, our work analysed chatbots imple-
mented in iFrames. Chatbots might also be served via new web frameworks such
as React [3] and Angular [1], and in such cases, our data collection methodology
needs update to capture chatbots implemented via such frameworks.
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