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Abstract: Drug recall is a critical issue for manufacturing companies, as a manufacturer might face
criticism and severe business downfall due to a defective drug. A defective drug is a highly
detrimental issue, as it can cost several lives. Therefore, recalling the drug becomes one of the most
sensitive issues in the pharmaceutical industry. This paper presents a blockchain-enabled network that
allows manufacturers to effectively monitor a drug while in the supply chain with improved security
and transparency throughout the process. The study also tries to minimize the cost and time sustained
by the manufacturing company to transfer the drug to the end-user by proposing forward and
backward supply chain mathematical models. Specifically, the forward chain model supports drug
delivery from the manufacturer to the end-user in less time with a reliable transport mode. The
backward supply chain model explicitly focuses on reducing the extra time and cost incurred to the
manufacturer in pursuit of recalling the defective drug. Moreover, a real-time implementation of the
proposed blockchain-enabled supply chain management system using the Hyperledger Composer is
done to demonstrate the transparency of the process.

Keywords: Product Recall, Pharmaceutical Industry, Supply Chain, Blockchain, Hyperledger
Composer.

1. Introduction

Blockchain is a distributed ledger technology that is decentralized, unlike existing relational
databases, which means each participant is connected to other participants with no governing
authority. The data or transactions are stored in blocks that are time-stamped and contain an address
of the previous block, such that data cannot be altered. When a miner adds a new block, it is reflected
in the entire blockchain network [1]. In the blockchain, a "smart contract,” introduced in 1997, is
defined as a computer program that can execute any transaction among peers when predefined
conditions are satisfied [2]. The smart contract is executed without third-party intervention and helps
in paperless transactions and automated logs [2], [3]. A consensus algorithm is a protocol for joint
agreement between all parties/nodes within the network on the present state of the ledger. Many
consensus algorithms have already been developed, such as Proof of Work (PoW), Proof of Stake
(PoS), Proof of Capacity (PoC), and many more [4]-[8].

Based on the participants of the network, blockchain networks can be classified into three
different types: (i) public, (ii) private, and (iii) consortium. Anyone can join the network in a public
blockchain, but accessing the data is time-consuming [9]. Many advanced schemes have been
proposed to reduce this access time in the public blockchain network[10]. In a private blockchain, a
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single authority or trusted third party acts as a central authority in the network, i.e., the network is
centralized by the members of that single organization and no one from outside the organization. Thus
this type of blockchain indirectly becomes a centralized network. A consortium blockchain is a semi-
private blockchain network where a single organization is not the central authority in the network;
instead, a consortium of like-minded organizations forms the authority in the network, which provides
decentralization in a network similar to a private blockchain.

During its infancy, blockchain technology was used only for cryptocurrencies [11]. However,
nowadays, blockchain technology is applied in various domains, such as healthcare [12], voting
systems, anti-money laundering systems, original content creation, secure data, secure multimedia,
secure healthcare applications [13]-[20]. In particular, the application of blockchain technology has
become very popular in supply chain management, and numerous startups have already been
developed for coffee, diamond, and seafood supply chains, among many others. As a concerning
issue, the pharmaceutical sector consistently deals with companies that produce fake drugs that can,
unfortunately, be fatal. The existence of fake drugs in the pharmaceutical sector is possible only due
to an obscure supply chain management, which results in deficiency or surplus availability of drugs.
While many solutions have been proposed to improve consumer visibility and automation in the
pharmaceutical supply chain [21], [22], the product recall problem remains unsolved in the current
supply chain management. Product recall is the process of recollecting defective goods (whether a
batch or whole production) from the supply chain hierarchy when there is a manufacturing defect,
incorrect labeling, safety issues, or the product has exceeded its shelf life. Product recall is divided
into three classes. The most critical is class one, which contains drugs that can cause severe health
effects and eventually lead to death. Class two contains drugs that have a possibility of causing severe
health effects but are not lethal. Class three is for milder drugs that are not likely to cause severe
health issues but could replace drugs for treating a disease [23]. Drug recalls generally increase
expenses because the companies have to replace the products and pay for the losses incurred by the
consumers [24]. This incurs loss for the manufacturer due to reimbursement for recalled products and
unavailability of the drug for the consumer. Currently, pharmaceutical companies use Radio
Frequency ldentification (RFID) to tag drugs [25] that may cause issues in the market. However,
RFID tags have high implementation costs [26] and require complex procedures [27]-[29]. Moreover,
the current recall strategies in the traditional supply chain system are tremendously time-consuming
due to the obscure nature of the system.

This work proposes a blockchain-enabled supply chain as a novel solution to effectively
manage both the forward and backward supply chain. The forward chain works integrate blockchain
with the traditional forward chain for drug supply, and the backward chain focuses on the supply
chain management in case of a drug recall. In the proposed supply chain, every entity keeps data in
their private data store, then the hash of this data is stored as a transaction in the blockchain network.
Each transaction is time-stamped and linked so that all transactions are immutable, which supports a
secure and transparent supply chain. The significant contributions of this paper include:

e A transparent and autonomous pharmaceutical supply chain management system is proposed,
including a product recall by using blockchain technology.

e In the proposed model, the time and cost of supplying drugs to the end-user are minimized for
the manufacturing company.

e A real-time implementation of the proposed scheme is presented using the Hyperledger
Composer to show the efficiency of the proposed model.

The rest of the paper is divided accordingly. Section 2 discusses the preliminary studies.
Section 3 describes the proposed scheme in detail. Section 4 presents the results and discussions of the



proposed scheme. Finally, Section 5 concludes this paper and suggests potential research areas for
applying the proposed scheme.

2. Preliminary Studies

This section explores the literature on solving problems in the healthcare and pharmaceutical
sectors using blockchain. Further, it explains the problems and current solutions in the pharmaceutical
and supply chain industries.

2.1 Literature Review

Recent advances in blockchain technology have allowed researchers to use this decentralized
system in almost every domain, not only cryptocurrencies. One such beneficial use of the blockchain
is in the healthcare and pharmaceutical industries. Healthcare companies move forward with the
advancing technology from collecting and analyzing patient data to offering personalized services.
However, until recently, these industries had not seen much as to what blockchain technologies can
do. Numerous researches in the past decade have allowed blockchain to integrate with other
technologies to offer highly technical services to patients. One such study by Abdellatif et al. [30]
combines edge computing and blockchain to discover probable epidemics, remote monitoring of
patients, and fast responding services. Further, it provides a secure method to remotely share and
access medical data among the stakeholder healthcare entities.

Hastig and Sodhi [31] have used the same blockchain network for the supply chain
traceability of two contrasting domains - cobalt mining and pharmaceutical. The proposed blockchain
solution can handle different business requirements dynamically. However, some of the business
requirements remain the same across different industries, like analyzing market trends, improving
sustainability, increasing operational efficiency, stopping illegal industrial practices, and improving
supply chain operability. The tracking system proposed would flag the cobalt from suspicious mines.
This suspicion is indicated because the particular mine produces a certain amount of metal. If it
exceeds that amount, it indicates mineral mixing. Similarly, the model could be used to identify false
drugs in the supply chain.

Mattke et al. [32] have also discussed a blockchain solution, "MediLedger"”, to identify
counterfeit drugs as an enterprise solution. The study proposes using "benevolent dictator,” which
means that a "kind" central authority can manage the blockchain on behalf of the pharmaceutical
company as it could be a liability to them. To address the scalability issues, they suggest storing the
verification of the transaction rather than the transactions themselves. It also uses a zero-knowledge
algorithm to cater to the data privacy of the users. The algorithm was used initially in the Zerocash
cryptocurrency to protect the identity of the payer, the payee, and the amount paid [33]. The algorithm
allows users to store the sensitive transaction data to their private node and verify the transaction on
the public ledger so that the other users can verify the transaction's sanity without actually decoding
the transaction.

Stafford and Treiblmaier [34] have emphasized the need to securely store the medical and
health records of the patients by proposing a blockchain-based network to store such records securely.
The study uses a ground-theory approach to develop a blockchain system and concludes with a
qualitative analysis of electronic records from the United States of America's patients. The interviews
were based on the ground theory approach meaning the first interview might point out to some other
relevant interviewee and build a chain of subsequent comparative interview analyses.

Alketbi et al. [35] have devised a blockchain solution for investigative analysis of
pharmaceutical drug recall. The study includes a stage of Out-of-Specification (OOS) and Out-of-
Trend (OOT) analysis for the recalled drugs. As the name suggests, these investigation stages lookout



for any specification that the drug was missing from the original thought idea. If any other drug salt is
curing, the same problem has overtaken the existing drug salt usage trend, respectively. The study
also incorporates quality issues detection, which includes an intensive analysis in the lab, including
testing the batch and its raw materials, comparing the batch to the previous batches to identify OOS
samples, etc.

Alketbi et al. [36] have tried to explore the applications of blockchain for the government
sector. The government of Dubai has set up a Global Blockchain Council, a public-private partnership
entity that allows the government to partner with private companies to develop blockchain solutions.
One such application of the council is the Emirates Integrated Telecommunication Corporation.
Similarly, the government of the UK approved a fin-tech startup company to support the government
with blockchain solutions, and later in 2018, approved Blockchain-as-a-Solution (BaaS). One of the
most popular techniques used prior to blockchain for securing the pharmaceutical supply chain is
called Auto-ID developed at the Massachusetts Institute of Technology (MIT) [37]. This technology
provides two most needed dimensions for supply chain security, i.e. instant verification of any drug at
any location and a robust track-and-trace system. This is achieved primarily through the use of RFID
tags backed with Electronic Product Code (EPC). Auto-ID technology uses EPC as a pointer for drug
information stored in a remote database, which is much more efficient than bar codes that do not
allow remote information retrieval. Each unique EPC further had a corresponding file written in
Physical Markup Language (PML) and saved in a different PML server. Finally, to map the EPC to a
named drug Object Name Service (ONS) based on Domain Name System (DNS) is used.

Sylim et al. [38] have developed a Distributed App to detect fake and/or below-the-standard
drugs in the distribution network. The developed blockchain network uses five nodes: i) the Food and
Drug Administration (FDA), ii) manufacturer, iii) wholesaler, iv) retailer, and v) consumer. The
network runs on the Swarm distributed file system. There are two prototypes in Ethereum and
Hyperledger Fabric in this scheme, and further proposes to use Delegated Proof of Service (DPoS) or
Practical Byzantine Fault Tolerance (PBFT) consensus mechanism in the Ethereum network instead
of the currently used PoW because of their excellent scaling capacity.

Dwivedi et al. [39] have developed a logic for smart contract and consensus mechanism
specific to the pharmaceutical supply chain. The directed graph-based architecture of the smart
contract includes six states and six actions. States 0 to 4 represent the supply chain stakeholders like
manufacturer, warehouse, retailer, pharmacist and end-user. State 5 represents a dead state. The
actions include purchase, supply, demand, delivery, no action and violation. This scheme also
performs key management in smart contracts, making the system robust against security attacks.

Tseng et al. [40] have proposed the use of the G-Coin blockchain network for drug supply
chains. This is a digital gold currency based on blockchain technology and is robust specifically
against the “double-spend” attack. Double spending refers to using the same resources already being
used to mine a block in the blockchain, thus allowing the attacker to “double-spend” their resources.
In addition, the authors have used the PoW consensus mechanism along with the G-Coin architecture.
They have also proposed a continuous surveillance model instead of the traditional “inspect-and-
examine” model for counterfeit drug supply.

Table 1 shows the analysis of the existing survey that reveals the major problems faced by the
healthcare and pharmaceutical industries. However, there lacked some studies on the product recall
issues from the manufacturer's perspective. Drug recall should not always be thought of as a negative
for the manufacturer. Sometimes, the manufacturers recall back the drug for quality improvement
even though it might not be lethal, incurring the cost for the sake of better quality products. This can
sometimes have a positive impact on the company's reputation [24]. So, there is a need for an
effective solution that can help manufacturers reduce their costs and increase their reliability. While



being able to curb supply chain malpractices, which often go unnoticed as assumed by the company,
they incur the loss.

Table 1: Theoretical analysis of the existing literature

Study Domain Technique Used Description
Abdellatif et. | Healthcare A combination of | Discovering probable epidemics, remotely
al. [30] restricted-fully monitoring patients and fast responding
restricted service. Provides a secure method to
blockchain with | remotely share and access the medical data
edge computing among the stakeholder healthcare entities.
Hastig and | Cobalt mining | Consortium Proposes traceability in different industry
Sodhi [31] and blockchain supply chains based on some business-
pharmaceutical critical factors which are the same across
supply chain different domains.
Mattke et. al. | United States | Private Uses the concept of "benevolent dictator",
[32] pharmaceutical permissioned i.e. a "kind" central authority that manages
supply chain blockchain with | the blockchain on behalf of the
proof of authority | pharmaceutical  company.  Addresses
consensus scalability  issues by storing the
mechanism verification of the transaction rather than
the transactions.
Stafford and | Medical Data | Consortium The study uses a ground-theory approach
Treiblmaier | Storage blockchain to develop a blockchain system and
[34] concludes with qualitative analysis on the
electronic records from the United States
of America's patients.
Wu and Lin | Pharmaceutical Consortium Performs an investigative analysis of the
[35] Recall blockchain  based | pharmaceutical drug recall. The study
on component- | includes a stage of Out-of-Specification
based smart | (O0OS) and Out-of-Trend (OOT) analysis
contract for the recalled drugs.
Alketbi  et. | Government Blockhain-as-a- Studies current  blockchain  solutions
al. [36] Sectors Service model implemented in the government sectors.
Sylim et. al. | Pharmaceutical Distributed  App | Develops two instances of blockchain in
[38] Supply Chain based on Ethereum | Ethereum and Hyperledger Fabric with
and  Hyperledger | DPoS or PBFT as the consensus
Fabric with DPoS | mechanism among the nodes. The nodes
or PBFT consensus | include the FDA of the US, manufacturer,
mechanism wholesaler, retailer and consumer.
Dwivedi et. | Pharmaceutical Directed graph- | Develops a smart contract algorithm based
al. [39] Supply Chain based architecture | on directed graphs with six states and six
for smart contracts | actions. It Performs  strong  key
management in smart contracts, making
the system robust against security attacks.
Tseng et. al. | Pharmaceutical G-coin blockchain | Makes use of the G-coin blockchain
[40] Supply Chain architecture architecture to provide robustness against

“double-spend” problem in drug market,
which uses PoW as consensus mechanism.

Through the mathematical models developed in this study, the manufacturers can estimate the
costs and time that the whole supply chain is going to take and store them in their private ledger
hidden from the rest of the stakeholders in the supply chain. Finally, once a supply chain cycle
finishes, the manufacturer can have a “robust” auditing strategy for the cost and time efforts made

versus the outstanding efforts that should have been made.




2.2 Pharmaceutical Industry: Problems and Current Solutions

A new drug takes around 8-10 years of research and testing before it is available to the public.
While the time commitment of later stages, such as pre-clinical research and clinical trials, can be
reduced in the face of a pandemic like COVID-19 [41], the time required for a preliminary study
varies unprecedently. A typical drug lifecycle is shown in Figure 1, in which the initial stage, i.e.,
drug study, is marked in blue. Pre-clinical research involves verifying the toxicity level of the drug
under consideration and an animal testing stage. A clinical trial consists of three phases that a drug
must go through before becoming available to the market. Then monitoring phase is performed to
analyze the drug's consequences after releasing it to the public.

Post- Pre-
release clinical
monitoring research

Drug Life Cycle

Launch
and
Marketing

Bulk
Manufactu
ring

Figure 1: Drug life cycle

Effect of the socio-economic factors also poses a challenge as the healthcare costs are likely
to increase with an increase in populations. Reasons for drug failure include the preliminary design of
the storage and manufacturing areas and poor survival potential of the microorganisms from a
microbiological perspective [42]. The continuous outbreak of new viruses, such as SARS CoV-2
(popularly known as COVID-19) (2019), Ebola (2014), Rotavirus (2008), and Marburg Virus (2000),
have forced the pharmaceutical sector to upgrade its supply chain system to improve the reachability
and visibility of drugs for treatment to end-users.

2.3 Supply Chain Management

The supply chain is a complex network of numerous stakeholders responsible for supplying
the market with products that consumers later expend. Such stakeholders, including manufacturers,
warehouse units, distribution centers, logistics, and pharmacies, work together directly or indirectly to
obtain and process the raw materials and ship the processed material to consumers [43]. This system
can also be termed the management of inter-business chains [44]. A supply chain responsible for
supplying consumers exists for all types of products, from food, pharmaceutical, and textile supply
chains to construction, chemical, and any other Fast Moving Consumer Goods (FMCG) supply
chains.
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Figure 2: Traditional supply chain

Figure 2 illustrates the process involved in a traditional supply chain. Several processes,
including the flow, must be optimized in a supply chain, such as reducing the total cost of making the
product, minimizing the product's delivery time, and maximizing the reliability of the logistics at the
same time [45]. In the vehicle routing problem, vehicles are responsible for meeting the global market
demands following the optimal route, i.e., low cost and high reliability [46]. Since vehicles perform
both the delivery and collection of the product, the problem is if a vehicle travels on more than one
route. The main aim of the problem is to determine a minimal travel distance while fulfilling the
market needs. Another constrain is that consumer demand is never static and consistently changes
with time [46]. Numerous other problems lead to delayed processes in the supply chain and eventually
deteriorate the industry's backbone. Therefore, a blockchain-enabled supply chain has been developed
to solve these issues, as discussed in the next section.

3. Proposed Work

A novel drug supply chain management system based on blockchain technology is proposed
in this paper considering the product recall problem. The proposed drug supply chain assumed that
there are enough distributors in an area. So, cargo ships, airplanes and trains are not required to
deliver drugs from distributors to the pharmacies. However, delivery trucks are enough to distribute
the drugs. The proposed work entertains the stakeholders within a country only. Cross-border trades
are not considered here. Third-party warehouses are not considered and assumed that manufacturers
store all the products in their own warehouses. Two mathematical models have also been proposed
that enable a manufacturer to calculate overall costs, time efforts, and the reliability of their
transportation modes on different routes for both the forward and backward chains. The mathematics
is stored privately by the manufacturer in its private copy of the ledger. In case of a probable fraud,
the transactions from the mathematical models and the transactions performed in the blockchain can
be compared, allowing the manufacturer to trace the defaulter easily. The requirements of the
presented method are given below:



= One of the prime requirements of this study is that all the stakeholders need to migrate to the
blockchain-based ERP systems from the currently used traditional centralized ERP systems,
which are managed individually at the stakeholder level.

= The blockchain environment requires network consensus for every step, which needs
dedicated systems with high-end hardware components. It must support a quick resolution in
case of a recall.

= The developed blockchain model is a prototype, where a single node for every category of
entity is created by the admin node, i.e. manufacturer (in this case). However, there can be
multiple nodes for every stakeholder category. They can customize the access permissions for
the blockchain network with the admin to control all the activities.

3.1 Pharmaceutical Sector Supply Chain

A framework for a sustainable supply chain must include a method to identify the most
suitable supplier, manufacturing, and warehousing sites and evaluate the environmental and economic
impact of different supply chain designs [47].
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Figure 3: Proposed supply chain with a product recall for the pharmaceutical sector

The proposed transparent pharmaceutical supply chain, including the product recall phase, is
shown in Figure 3. The illustrated supply chain includes both forward and backward supply chains.
The forward chain works in its regular fashion with the change of ownership until it reaches the
consumer, then transitions to the recall procedure. Specific steps and procedures must be followed
when there is a possibility of recall. For instance, if a defective drug is recognized, the recall
procedure is initiated to return the corresponding drug to the manufacturer. In this process, the
manufacturer checks its database to determine the number of defective drugs available on the market
then commences the recall process. The distributor collects the defective drugs from the pharmacy
and forwards them to the manufacturer through the warehouse. Once all defective drugs are returned
to the manufacturer, the procedure ends [23]. The proposed supply chain implements a blockchain



network to maintain transparency, whereby blockchain supports the forward and backward chains to
increase the manufacturer's control over the drugs. Each entity, i.e., Manufacturer, Warehouse,
Distributor, and Pharmacist, is a blockchain network member, which maintains a record for each unit
of the drug.

Figure 4 presents the application of blockchain in the pharmaceutical supply chain paradigm.
Every participant in the network maintains their own set of local databases that contain information
about the drug and its relation to the organization. Hashes of all data are stored locally in the
blockchain for two purposes: (i) to improve privacy and (ii) to tackle the scalability issues [48].
Hashing can be done with different algorithms, such as Message Digest 5 (MD5) [49], Secure Hash
Algorithm (SHA) [50] family of hashing algorithms, New Technology LAN Manager (NTLM)
algorithm [51], DNA based encryption [52], attribute-based encryption [53], among others. This
presented work uses SHA256 [54] as a hashing algorithm in the network. A blockchain network is
maintained to store all the transactions, including the hashes. This enables all entities of the network
to verify the concerned transaction’s hash following the previous hash to visualize the current status of
the process without seeing the actual transaction.

Each participant in the supply chain maintains their own data storage ledger with complete
information about the products and transactions. A raw product supplier stores the amount of product
delivered to the manufacturer, the quantity ordered, quantity recalled if any, cost per unit product,
transportation, and all other costs involved in the exchange process. Similarly, the manufacturer stores
the quantity they delivered, the quantity they received, quantity recovered due to recall or lost during
transportation, different costs involved, product expiration, and quantity ordered by the warehouse.
Warehouses, distributors, and pharmacies perform a similar mechanism to maintain their own sets of
databases or ledgers that is not visible to others involved in the blockchain; only the relevant
information is shown on demand. In addition to this, the manufacturer stores the total costs, time
commitments, and the reliability factor of their transport calculated using the mathematical models in
its private data storage. This is done so that the manufacturer doesn't incur unnecessary costs and
delays in a compromised network. Every company conducts internal and external auditing sessions
half-yearly or yearly, where these metrics are made as a base and the actual incurred costs and time
efforts are analyzed. Since every transaction in the supply chain is stored publically over the
blockchain, the manufacturer, on its level, compares the statistics and quickly finds out the defaulter
without him knowing as the audit data is kept private.

3.2 Forward and Backward Supply Chain Management

Herein, two mathematical models are proposed for the forward supply chain and backward
supply chain to develop a blockchain network focusing on product recall. It was assumed that all
participating entities are within the same country, so only a domestic manufacturing unit, its
warehouse(s), distributors, and pharmacies are considered. In the forward supply chain, the
manufacturer develops a specialty drug in its manufacturing unit, then the batches of that drug reach
the warehouses via different modes of transport. Then, the drug moves from the warehouses to
different distributors who have ordered that specialty drug. Since the distributors may be located far
from the warehouse, cargo planes are used as the transportation mode for this exchange of drugs,
which are much more feasible than delivery by trucks better for shorter distances. The next stage of
transfer is from the distributors to the pharmacies (independent and hospital pharmacies are
considered as a single entity in this study). For this exchange, delivery trucks are used as the mode of
transportation because it is assumed that there are enough pharmacies within a city, in other words,
within shorter distances, as mentioned above. In the case of a product recall, the manufacturing
company is responsible for recollecting all the faulty batches of the drug. This process is initiated by



invoking a message publically that the manufacturer M has decided to recall drug d with batch no. b.
After the pharmacies, distributors, and warehouses identify the corresponding stock in their
inventories, a contract order is placed with sellers who have that particular batch and need it to be
recalled. The seller verifies this claim in their inventory and initiates the recall mechanism by clearing
out the inventory and reimbursing the buyers. This process is repeated until the manufacturer has
received all defective drugs from the warehouses. Ultimately, the manufacturer decides what to do
with the recalled product once the process is completed. The whole process is explained
mathematically using various notations explained across Tables 2-8.
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Figure 4: Supply chain using blockchain technology

Let M be the set of a manufacturing unit, W the set of warehouses, D the set of distributors, P
the set of pharmacies, t be specific time point, d the drug under consideration, T the transport type
by Truck, T, the transport type by cargo airplane, r the set of routes in a forward chain and r' the set
of routes in the backward chain for the subsequent work.

Multiple costs are involved in the whole network, which ensures the flow of a product from
one level to another in the supply chain. These costs are crucial for the manufacturer to have an idea
of what value they are losing from the recall to develop business strategies accordingly for the future.
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Table 2: Parameters involved in ordering cost and inventory cost

Notations Descriptions
0Cty, OClp, . .

ocs, Ordering cost from one level to another at time t¢.

0Q{yma Order quantity of drug d by warehouse W to manufacturing unit M at time t.

0QL5wq4 Order quantity of drug d by distributor D to warehouse W at time t.
0Q5,, Order quantity of drug d by pharmacy P to distributor D at time t.
ICy Inventory holding cost of drug d at manufacturing unit M at time t.
ICly Inventory holding cost of drug d at warehouse W at time t.
Ict, Inventory holding cost of drug d at distributor D at time ¢.
ICt, Inventory holding cost of drug d at pharmacy P at time t.

CShm» €Sk, CSLp, | The current stock of drug d available at the manufacturing unit, warehouse,

CStp distributor, and pharmacy, respectively.

Total ordering costs in the network =
D)) OCh - 0Qhua) + D > (0Ckp. 0Qbwa) + ). > > (0Cky - 00kpa)
M W t w D t D P t
1)

Since there are multiple manufacturers, warehouses, distributors, and pharmacies, the costs
from all these entities are added. The total ordering cost is calculated by multiplying other factors as
shown in Eq. (1) using parameters from Table 2.

Total inventory cost in the network =
D, D UCha- CSia)+ ), ) UGy CSlu)+ ) D UGk CSip)+ ) D (ICkq. CSEp)
M t w t D t P t

)
The inventory cost of a unit quantity of drug and the current stock of the drug are multiplied,

and then all the values are added to calculate the total inventory cost as shown in Eq. (2) using
parameters from Table 2.

Table 3: Parameters involved in fixed cost, production cost and back-ordering cost

Notations Descriptions
FCY ,FCl, , FCk, | Fixed cost involved in Manufacturing unit, Warehouse, Distributors and
FC} Pharmacy at time t (includes salaries of employees, interest on loans, etc).
PCty, Production cost of drug d at the manufacturing unit M at time ¢.
BOCk4 Back Order cost for drug d at the manufacturing unit M at time t.
BQl, Backorder quantity of drug d at manufacturing unit M at time t.
Total fixed cost in the network = Z Z FCh + Z z FCY + z Z FCh + Z Z FC§
M t w t D t P t

@)
In Eg. (3), the total fixed cost includes the fixed costs and that is to be sustained by the bearer.

This cost can be the cost of electricity, water, corporate bills, and paying salaries to the employees
using the parameters listed in Table 3.

Production cost = Z 2 rcty,
t

M

(4)
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The production cost is the cost of producing the drug d for the manufacturer, which is shown
in Eq. (4), also calculated using the parameters from Table 3.

Back ordering cost = z z(BOC,\t,,d . BQL)
Mt

Q)

Backorder cost in Eq. (5) refers to the cost of the quantity of the drug that the buyer rejects
due to quality issues. This can be calculated by multiplying the unit quantity back-ordering cost and
the total back-ordered quantity. These parameters are also listed in Table 3.

Table 4: Parameters involved in delivery and purchasing cost

Notations Descriptions

DCYwa Delivery cost of drug d from manufacturer M to warehouse W at time t.

DClypy Delivery cost of drug d from warehouse W to distributor D at time ¢t.

DCpy Delivery cost of drug d from distributor D to pharmacy P at time ¢.

DO, Delivered quantity of drug d by manufacturing unit M to warehouse W at time

t.

DQYpy Delivered quantity of drug d by warehouse W to distributor D at time t.

DQ%py Delivered quantity of drug d by distributor D to pharmacy P at time t.
PurClwq Purchasing cost of drug d from manufacturer M to warehouse W at time t.
PurClpg Purchasing cost of drug d from warehouse W to distributor D at time ¢.
PurChp, Purchasing cost of drug d from Distributor D to pharmacy P at time t.
Pur(t A p_urchased quantity of drug d by warehouse W from manufacturing unit M

wMd at time t.

PurQhy 4 A purchased quantity of drug d by distributor D from warehouse W at time ¢.
PurQb,, A purchased quantity of drug d by pharmacy P from distributor D at time t.

Total delivery cost in the network

= >3 > OChwa - DOiwa)
M W t

£ 3 (DCypa- DAlypa) + ). > > (DChog - DQhpa)
W D ¢t D P ¢t

(6)

The delivery cost in Eq. (6) is calculated by multiplying the delivery cost per unit quantity
and the total delivered quantity to the buyer, then these values are added. The parameters are listed in
Table 4.

Total purchasing cost in the network =
Z Z Z(Purcl\t/le . PurQfyuq) + z Z Z(PurCﬁ,Dd . PurQhyq) + Z Z Z(PurCﬁPd . PurQppq)
M W t w D t D P t

(7)

The total purchasing cost is calculated in the same way as the delivery cost. Here, the product
of purchasing quantity and the purchasing cost per unit quantity of drug is added. This cost is
calculated by using Eqg. (7) using the parameters from Table 4.
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Table 5: Parameters involved in transportation cost and reliability loss

Notations

Descriptions

6MW! 5WD' 6DP

Distance from manufacturing unit M to warehouse W, warehouse W to
distributor D and distributor D to pharmacy P respectively.

¢T uantity of drug d delivered by transport type T from manufacturing uni
- Quantity of drug d del dbyt ttype Ty f fact tM
Mwd to warehouse W at time ¢.
tTa Quantity of drug d delivered by transport type T, from manufacturing unit M
Mwd to warehouse W at time ¢.
¢T uantity of drug d delivered by transport type T from warehouse W to
- Quantity of drug d del dbyt ttype Ty f h Wt
wDd distributor D at time ¢.
¢T uantity of drug d delivered by transport type T, from warehouse W to
a Quantity of drug d del dbyt ttype T, f h Wt
wDd distributor D at time t.
T uantity of drug d delivered by transport type T from distributor D to
- tity of drug d del dbyt t type Ty from distributor D t
DPd pharmacy P at time t.
TCtrMw Transportation cost of drug d with transport type T from manufacturer M to
MwadTr warehouse W on route 7y, 'mw at time t.
TCtrmw Transportation cost of drug d with transport type T, from manufacturer M to
MWaT, warehouse W on route 1y, at time t.
TCtwp Transportation cost of drug d with transport type T from warehouse W to
WDdTt distributor D on route 7y, at time ¢.
TCtrwp Transportation cost of drug d with transport type T, from warehouse W to
WDdAT 4 distributor D on route ry,, at time t.
TCtroP Transportation cost of drug d with transport type T from distributor D to
DPATt

pharmacy P on route rpp at time t.

FcY ,FC,  FCh

Fixed cost involved in Manufacturing unit, warehouse, and Distributors at time
t (includes salaries of employees, interest on loans, etc).

ap" Reliability rate of transport Ty on route .
g Reliability rate of transport T, on route iy, .
an? Reliability rate of transport T, Tt on route ryyp.
a;‘j’“ Reliability rate of transport T, on route ryp.
a;ﬁp Reliability rate of transport T on route rpp.

Total Transportation cost in the network =

Z Z Suw [(Z Z Z Z ﬁnt/,TVTyd Z TC:,,TVI%VTT

™MW

£ QDD ) Baba - ), e,
M W t Ty

T™™Mw

v ; Z S [(Z Z 2 2 Burka Z TGt

WD

DPRRLADACTREDYRI N DRI RS
W D t Tyh

TWD D P D P t Tr rDP

(8)

Eqg. (8) calculates the total transportation cost by multiplying the quantities delivered by
different vehicle types and the per-unit transportation cost. The sum of these transportation costs is
multiplied by the distance between the buyer and seller units to calculate the total transportation cost.
The variables used to calculate this cost are listed in Table 5.
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Total reliability loss =

ZstWKZZZZﬁ,@% @ . FCh)
+<ZZZZ% R RG) 1) D 0w Q) ) ) Bt FCi)
t W D t

Tr
+(ZZZZﬁ5VT§d af? . FCly )]+ZZ%M22223£§2 ajor . FCH)
W D t Tgx D P D P t Tt

(9)

The reliability loss is calculated by Eq. (9) for the loss incurred due to the lack of reliability of
different shipping modes. Suppose that the drug requires a delivery vehicle to have a critical
temperature range, but it fails to do so. This is considered a reliability loss and is calculated by
summing up the multiplied amount of drug quantity delivered by the particular vehicle type. The
reliability factor ranges between 0 and 1 and the fixed cost is involved here. The reliability is
calculated using the parameters described in Table 5.

Finally, the total end-to-end cost in the forward chain is the cost involved in a drug reaching
from the manufacturer to the pharmacy, which is given in Eg. (10). It is calculated by adding the
different costs determined in Egs. (1) to (9).

The total end-to-end cost in the forward chain =
Total ordering cost + Total inventory cost + Total fixed costs + Total Production cost
+ Total Back — ordering cost + Total delivery cost
+ Total Purchasing cost + Total Transportation cost
+ Total Reliability loss

(10)
Table 6: Parameters involved in delivery time
Notations Descriptions
iy Travel time from manufacturing unit M to warehouse W on route ry,,, with
MWrMw transport T
Ta Travel time from manufacturing unit M to warehouse W on route ry,,, with

MWrMw transport Ty.

Tr Travel time from warehouse W to distributor D on route ry,,, with transport

TWDTWD TT'

T4 Travel time from warehouse W to distributor D on route 7y, with transport

TWDTWD TA'

Tg};rDP Travel time from distributor D to pharmacy P on route rp With transport Tr.
tTr Quantity of drug d delivered by transport type T from warehouse W to
wMd manufacturing unit Mat time t.
tTa Quantity of drug d delivered by transport type T, from warehouse W to
wMd manufacturing unit M at time t.
tTr Quantity of drug d delivered by transport type T from distributor Dto
bwd warehouse W at time t.
tT o Quantity of drug d delivered by transport type T, from distributor D to
bwd warehouse W at time ¢.
tTr Quantity of drug d delivered by transport type T from pharmacy P to
PDd distributor Dat time ¢.

X A variable ranging between 0 and 1
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Total delivery time =

z Z Z (Z IBIIE/ITVT/d Z TMWrMW)

Mw

Y YN O B D )t DD DY BB Y Ty
M W Tq t MW W D Tr ¢ —

£ D D DO Bitba D om0, D D Bova D by
W D T, ¢ 5 5

TwD Tr t Tpp

11)

The total time for an end-to-end delivery is given in Eqg. (11), which includes the delivery
time from the seller to the buyer using different shipment types. This can be calculated by multiplying
the quantity of drug delivered by the particular vehicle type and the delivery time that the particular
vehicle took using the specified route explained in Table 6.

wiva * Buiva = DQuwa (12)
tT tT
wha * Bwba = DQiypa (13)
tT
ppa = DQbpa (14)

The quantity of drugs delivered by a particular vehicle type is represented by S. There are two
different modes of transportation, so these are added to obtain the total drug quantity delivered
represented by DQ. These relationships are described in Eqgs. (12) to (14). Parameters are listed in
Table 5.

T T
;/17\:1(1 + .B;/f\}d =X DQI?/IWd (15)
tT ¢T

pwa ¥ Bowa =X DQyypa (16)
;T)Td = X-DQppy 17)

Similarly, the quantity of the drug being recalled is shown in Egs. (15) to (17). The quantity
that can be recalled should be less than the quantity delivered to the buyer on order. This is managed
by the variable y, which has a value between 0 and 1 because the recalled drug should be lesser than
or equal to the quantity delivered to the buyer. This indicates the percentage of drugs recalled from
the delivered quantity initially. All the variables used in these equations are explained in Table 6.

Inventory cost at manufacturer due to recall =

Z z E(Iczf/ld . (CSéM + X-DQf/th))
M we
(18)

The manufacturer has to bear extra inventory costs due to product recall presented in Eq. (18).
This is calculated by adding the recalled quantity to the current stock of the manufacturer. This sum is
multiplied by the inventory cost per unit drug to yield the extra inventory cost incurred to the
manufacturer. The variables used in the equation are explained in Tables 2 and 4.
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Table 7: Parameters involved in delivery cost due to recall

Notations Descriptions
DCirya Delivery cost of drug d from warehouse W to manufacturer M at time t.
DClwa Delivery cost of drug d from distributor D to warehouse W at time ¢.
DCEpy Delivery cost of drug d from pharmacy P to distributor D at time t.
DO E)elivered quantity of drug d by warehouse W to manufacturing unit M at time
DQYw Delivered quantity of drug d by distributor D to warehouse W at time t.
DQ5py Delivered quantity of drug d by pharmacy P to distributor D at time t.
TCtrwM Transportation cost of drug d With_ transport type T from warehouse W to
WMadTr manufacturer M on route 1y, at time t.
TCtrwm Transportation cost of drug d with transport type T, from warehouse W to
WMdT 4 manufacturer M on route ry,,, at time t.
TCtoW Transportation cost of drug d V\_/ith transport type T from distributor D to
bwdrr warehouse W on route rpy, at time t.
TCtrow Transportation cost of drug d V\_/ith transport type T, from distributor D to
bwaT s warehouse W on route 1y, at time t.
TClTPD T'ran_s.portation cost of drug d' with transport type T from pharmacy P to
pDdTr distributor Don route r;,p at time ¢.

Delivery cost due to recall =

ZZZ(DCIEVMd X-DQiyma) + Z ZZ(DCEWd X-DQpwa) + ZZZ(DC};M X- DQppa)
MWt W Dt D P T 1)

The cost incurred to the manufacturer due to the delivery of a recalled drug is given in Eq.
(19). It is calculated by adding the multiplied amount of recalled drugs and the drug delivery cost per
unit quantity. The variables are listed in Table 7.

Transportation cost due to recall =

DD 0w QD Bt Y. TG
M W M W t Tr

TwMm

tT t
F QDD D Bira- D TC )]
M W t T4

TwMm

+ZZ6WD [(ZZZZB},% ZTC;?;;VTT
w D w D t

Tow

+(2222ﬁ£a}“d ZTC;?AL/)SZTA
W Dt Ta

Tpw

YD QI Y Bl Y T
D P D P t Tr

(20)

In Eqg. (20), the transportation cost owing to the drug recall is presented, which is calculated in
the same way as the transportation cost is calculated for the forward chain. However, the recalled
guantity is a fraction of the actual quantity delivered. The variables are taken from Tables 5, 6 and 7.
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Total Recall cost =

22 220Gk @S+ XD
£33 (0 X D)
+ ME% tZ(DCBWd % DQbwa) + Z Z Z(Dc;m % DQbpa)
¥ gi - [(Z ; > Z Bovmna - Z TCWQT

'wm
tT t
+ (Z Z Z Z Bwhid - Z chmhgm
M W t T, r'wMm
+ Z Z Swp [(Z Z Z Z BETvT/d Z TCtDr\R/vc\llTT
W D W D t I'pw
tT t
+ <Z Z Z Z Bovaa - Z TCH )]
I'pw
n Z Z o (Z Z Z Z i - ). TChERn,)
D P I'pp

(21)

The total cost depends upon the costs incurred in both the forward and backward chains. The
backward chain cost, i.e., recalled cost includes the materialistic loss the company has to incur in
terms of providing the reimbursements or exchanged products. The total cost involved in recalling the
product is calculated by Eq. (21). This is calculated by adding costs determined by Egs. (18) to (20).

Table 8: Parameters involved in recall time

Notations Descriptions
iy Travel time from warehouse W to manufacturing unit M on route 7y, with
WMrwm transport T
Ta Travel time from warehouse W to manufacturing unit M on route 1y, With
WMrwm transport Ty.
Tr Travel time from distributor D to warehouse W on route 1y, with transport
TDWTDW TT'
T4 Travel time from distributor D to warehouse W on route 75, With transport
TDWTDW TA
T,f{,rPD Travel time from pharmacy P to distributor D on route rpp with transport 7.
Recall time =
ZZZ(Z Blj}wﬂ’z/;d - Z T;VTMTWM)
M W Tt t TWM
T T T T
F DD DO Bitta- D W)+ DD D Bt D Thiyrp)
M W Ty t TWM w D Tr t rDw
tT, T tT T
+ Z > Z(Z Bt D W)+ D D D O Bt D Tibry)
D Tgx TDw D P Tr t rPD

(22)

Eqg. (22) indicates the time required to complete the recall procedure, collecting the recalled
drug from the pharmacy level to the manufacturer's end. The variables are taken from Tables 6 and 8.
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The total cost and time involved in the pharmaceutical supply chain, including the cost and
time in the forward chain and the extra cost and time due to the drug recall, are given in Eqg. (23) and
Eq. (24).

Total cost = Total end — to — end cost in the forward chain + p * (Total Recall Cost)

(23)

where the total end-to-end cost is given in Eq. (10), the total recall cost is determined in Eg. (21), and
u is a Boolean variable (0 or 1) to indicate whether a drug recall is involved in the network or not.

Total time = Total delivery time + u * (Total Recall time) =

Xum ZWZTT(Zt If/ITI/IT;d . Zrmw TMWrMW) + Xm ZWZTA(Zt &Tvﬁd ZrMW TICII‘I‘/I/rMW) +
z:W z:D z:Tr(z:t ﬁI;/ng eru TWDTWD) + 2:W z:D ZTA(Zt 'Blfl;})qd ero TWDrWD) +
%02 Zre e Bopa - Zron Toprpp) + WEm Zw ZreCe Bumra - Zrw Wharyn) +
Y 2w 21, e B - v Tistrn) + 2w 20 212 Bovra - Zrow Towrpy) T

ZWZD z:TA(Zif [t)’lr/l}qd z:7‘DW TDWTDW) + ZD ZP ZTT(Zt Igg;i z:TPD TPDrpD)}
(24)

Similarly, the total time involved in the network is calculated by summing the total delivery
time and the total recall time. This is done by summing up the Egs. (11) and Eqg. (22). Eq. (24) gives
the total time involved in the forward chain and the backward chain. The occurrence of the backward
chain depends upon the occurrence of the recall procedure denoted by .

4. Performance Analysis
This section discusses the performance analysis of the proposed scheme.
4.1 Experimental Setup

The Hyperledger Composer [55] was used to develop the blockchain-based network on a Dell
Optiplex 7050 MT desktop with Linux Ubuntu 20.04 (Focal Fossa) as an operating system, 9th
Generation Intel Core i3-9100 Processor (3.60 GHz), 32GB RAM, and 2TB HDD. The Hyperledger
Composer contains a unique set of necessary files for the blockchain network to run an application
[56]. For testing purposes, SOLO was used, which requires a single ordering node. During production,
SOLO can be easily replaced with Kafka [57] to enable multiple ordering nodes in a chain. Here, the
admin, i.e., the local system, also acts as an ordering node.

4.2 Results and Discussion

The Hyperledger contains an object-oriented modeling language file (CTO file) that is
responsible for declaring the assets, transactions, and rules to be followed in the blockchain network.
In the experiment, 'Drug’ is the asset, which is under consideration and uniquely identified by a string
variable, i.e., 'drugld’. A drug has multiple fields, such as name, batch number, description, quantity,
and the current owner in the supply chain. There are multiple participants in this network, which are
defined in the CTO file in Table 9.
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Table 9: Participants in the network

Participant Property Object type of property

Drug drugld String

name String

batchNo String

description String

itemCondition | Function

guantity Double

owner Instance of the abstract

function ChainMember

ChainMember Id String
(RawProductSupplier, Manufacturer, Warehouse, | name String
Distributor and Pharmacy extends this class) email String

address String

accountBalance | Double
Warehouse centigrade Double

capacity Double

In the network, the ChainMember is identified by a string variable 'ld". There cannot be any
other participant with the name 'ChainMember', however, this participant can be used as a reference
class for other participants in the network. All other participants can inherit all the properties of
ChainMember along with the properties defined specifically for a particular participant. As shown in
Table 9, the 'RawProductSupplier', 'Manufacturer', 'Warehouse', 'Distributor’, and 'Pharmacy’' inherit
properties of 'ChainMember' and 'Warehouse' declares other parameters like ‘centigrade’ and
‘capacity’, denoting the temperature and capacity of the warehouse, respectively.

The Hyperledger Composer also uses the ACL file, which is responsible for setting up the
read and write privileges for different participants in the network. As shown in Figure 5, the rules
within the ACL file are used to define all reading, or viewing, and writing privileges in the network,
where the network admin has the privilege to access all the system resources, but participants in the
network can only read the system resources. The entire processing of the blockchain network is coded
in a JavaScript file named 'logic.js'. All the works are executed based on the functionalities defined in
this file. In the 'payOut’ function, the account balance and the quantity are checked. If these values are
validated, the amount and quantity from the sender are reduced and then added to the receiver's
inventory. Finally, the ownership of the drug is transferred from the sender to the receiver.

ALL
"org.hyperledger.composer.:
ce: "org.hyperledger.composer.
ALLOW

5 the system"
ser, system, Participant"

Figure 5: Privileges in the ACL file
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Table 10 shows the entities of the test environment, which includes participants and
transactions in the network. The first participant is the manufacturer 'Abbott," which contains all the
required fields mentioned in the CTO file, like 'ld,' 'email,’ 'address," and 'accountBalance'. Similarly,
one record for each participant is created to show the entire working process of the supply chain. A
drug with the id 'Drugl' and name "Anafortan™ is created and includes the batch number, drug
description, item condition, quantity, and the current owner to show its movement in the forward and
backward chains.

Table 10: Entity in the test environment

Entity Property Value
Manufacturer | class org.example.mynetwork.Manufacturer
Id M1
name Abbott
email manu@abbott.com
address class: org.example.mynetwork.Address
Country: India
accountBalance | 1,000,000
Drug class org.example.mynetwork.Drug
drugld Drugl
name Anafortan
batchNo Batchl
description Camylofin 25 mg + Paracetamol 300 mg
itemCondition | class: org.example.mynetwork.ltemCondition
conditionDescription:” ”
status: GOOD
guantity 10,000
owner resource: org.example.mynetwork.Warehouse#W1
Transaction | class org.example.mynetwork. TransferDrug
drugld resource:org.example.mynetwork.Drug#Drugl
newowner resource:org.example.mynetwork.Distribution#D1
shipment resource:org.example.mynetwork.shipmentBatch#Sh2

Table 10 also indicates that the current owner of Drugl is Warehouse W1, which can be seen
in the 'owner' label in the 'Drug’ asset. Here, a transaction to transfer the drug within the network from
one participant to another is shown. Each of the transactions in the drop-down list has a separate
function in the 'logic.js' file, where a transaction is executed to transfer a drug from Warehouse W1 to
Distributor D1. When the transaction is completed, the ownership of the drug is automatically
changed in the 'Drug' asset from Warehouse W1 to Distributor D1, as shown in Table 11.

Figure 6 displays the transaction history, which never gets deleted from the blockchain
network, and each action in the supply chain is logged. The creation of every participant, asset, and
the submitted transaction is always available. Further details of each transaction can be seen by using
the 'view record' option shown to the right of each transaction. It can be seen that all the transactions
are executed by the admin. Considering that the main purpose of this proposed scheme is to provide a
solution for the drug recall supply chain, this blockchain consists of a super-node called ‘admin' that is
allowed all privileges to ensure the recall process is optimized. The proposed solution can be
implemented with different nodes in action using 'Apache Kafka," as stated above.
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Table 11: Updated attributes after drug transfer

Entity Property Value
Drug class org.example.mynetwork.Drug
drugld Drugl
name Anafortan
batchNo Batchl
description Camylofin 25 mg + Paracetamol 300 mg
itemCondition class: org.example.mynetwork.ltemCondition
conditionDescription: *“ ”
status: GOOD
guantity 10,000
owner resource: org.example.mynetworkDistributor#D1
OrderContract | class org.example.mynetwork.OrderContract
orderld Ord1
buyer resource:org.example.mynetwork.Pharmacy#P1
seller resource:org.example.mynetwork.Distributor#D1
expectedArrivalLocation | resource:org.example.mynetwork.Location
globalLN: 110007
Address
class: org.example.mynetwork.Address
country: India
payOnArrival True
arrivalDateTime 2020-07-T05:14:25.902Z
guantity 100
paymentPrice 2,000
@ localhost:8080/test v In O @
Distributor
Date, Time Entry Type Participant
Manufacturer
Pharmacy 2020-07-27, 16:30:39 TransferDrug admin (NetworkAdmin) view record
RawProductSupplier
T 2020-07-27, 16:28:56 AddParticipant admin (NetworkAdmin) view record
ASSETS 2020-07-27, 16:25:39 TransferDrug admin (NetworkAdmin) view record
Drug
ordercontract 2020-07-27, 16:24:01 AddAsset admin (NetworkAdmin) view record
shipmentBatch

ACTIONS

All Transactions

Figure 6: Transaction history of all the events in the supply chain

Since the order contracts enable the viewer to see all details about a drug, including its owner,
transparency is maintained in the system. Suppose that Pharmacy P1 places a contract with Distributor
D1, then the asset 'OrderContract’ is invoked. The order contracts also show information about the
buyer, seller, arrival location, a Boolean entry payOnArrival, arrival date, quantity ordered, and
payment price made for the total order, further contributing to the system's transparency. After an
order is placed, it is the responsibility of the seller to create an order and to add the contract, i.e.
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transaction, into the blockchain network. The order and shipment contract is created by the seller, as
shown in Table 12.

Table 12: Updated attributes after delivery to pharmacy

Entity Property Value
Drug | class org.example.mynetwork.Drug
drugld Drugl
name Anafortan
batchNo Batchl
description Camylofin 25 mg + Paracetamol 300 mg
itemCondition | class: org.example.mynetwork.ltemCondition
conditionDescription: “ *
status: GOOD
guantity 10,000
owner resource: org.example.mynetwork.Pharmacy#P1

(@ =0 localhost:8080/test e v IO @ =

Submit Transaction

Recall

O Optional Properties

Figure 7: Transaction recall under execution

All transactions that have been shown up to this point are executed in the forward chain, thus
drug recall has not yet been considered. The backward chain concerns the recall process, which is
executed using the 'RecallDrug' function that provides similar functionalities to the TransferDrug'
function, except that it includes the reverse flow of a drug from a pharmacy to the manufacturer. As
shown in Table 13, 'Drugl' is currently possessed by Pharmacy P1, for which a transaction to recall
the drug requires the shipment Id as the input. A corresponding transaction log is demonstrated in
Figure 7.

When the transaction is executed, it is logged in the transaction history, shown in Figure 6
and the ownership of drug 'Drugl’ is changed from Pharmacy P1 to Manufacturer M1 in Table 13.
Thus, the drug recall process on the pharmacy level is completed. This procedure can be executed at
each level, i.e. Pharmacy, Distributor, etc., to recall the drug. If a company wants to know that
whether the drug is faulty before it reaches the pharmacy, the drug recall can be initiated starting with
the distributor before it goes deeper into the supply chain. This process is iteratively repeated until the
manufacturer collects all faulty drug units from every entity involved in the supply chain. Finally, the
manufacturer conducts investigative analysis for recall and audits to ensure that the backward chain

22




reflects the actual costs and time that were supposed to be. In standard cases, the auditing for the
forward chain goes as usual (yearly or half-yearly) using the mathematical model developed for the
forward supply chain. For the sake of simplicity, only a single unit of each supply chain participant
has been considered in this study.

Table 13: Updated attributes after drug recall

Entity Property Value
Drug | Class org.example.mynetwork.Drug
drugld Drugl
Name Anafortan
batchNo Batchl

Description Camylofin 25 mg + Paracetamol 300 mg
itemCondition | class: org.example.mynetwork.ltemCondition

conditionDescription: ““ “
status: GOOD
Quantity 10,000
Owner resource: org.example.mynetwork.Manufacturer#fM1

4.2.1 Results

It is vital to gauge the performance of a solution. This subsection explains the results obtained
after a thorough analysis of different factors.

The performance of the proposed technique was further compared with three state-of-the-art
techniques in terms of query transaction, invoking transaction, total latency, and throughput. The
query transaction latency and transaction invoking latency represent delays in the process and
invoking the transaction. The query transaction is computed as the delay to execute a transaction on
the server, while the time taken to initiate the transaction is considered as the transaction invoking
latency. The total latency represents the total delay in performing a transaction and it is computed by
adding the query transaction and transaction invoking latency; all latencies are measured in seconds.
The throughput exhibits the number of transactions executed per second. The analysis was performed
by considering different scenarios and varying the number of users from 100 to 5000 to show the
scalability of the proposed strategy.

—&— Proposed

=& |amil et al. [22]
304 %" TEeng et al. [40]
=% Abbas et al. [58]

35 A

25 1
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Latencyis)
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0 1000 2000 3000 4000 5000
Number of Users

Figure 8: Comparison of latency in query transaction
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Figure 8 presents a comparative analysis of the proposed strategy with previously reported
methods in terms of the query transaction latency for an increasing number of users. It can be seen
that the average latency increases with the number of users. For instance, the average delay was
estimated to be 1.5 s, when the number of users was around 5000 and was, only 0.1 s for 100 users.
Our strategy reduced the latency in query transactions by 31.7% compared to the other state-of-the-art

techniques.
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Figure 9: Comparison of latency in invoking transaction

Figure 9 shows the comparison of latency for invoking a transaction with different numbers
of users. It can be observed that transaction invocation time remained almost the same as the number
of users increased. Moreover, our proposed strategy reduced the transaction invocation time compared
to the techniques proposed in other studies.

—&— Proposed

—8— Jamil et al. [22]
51 —e— Eeng et al. [40]
—&— Abbas et al. [58]
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Number of Users

Figure 10: Comparison of the total latency for different number of users

Figure 10 presents the comparison of total latency, including the invoking transaction latency
and processing transaction latency. It can be observed that the variation in total latency is similar to
the variation in query transaction latency with different numbers of users. This is because invoking
transaction latency is independent of the number of users, which explains the results in Figure 9.

Figure 11 illustrates the results for the throughput, measured in Transactions Per Seconds
(TPS), for different numbers of users. It is apparent that the throughput increases as the number of
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users in the network increases, which attributes to the enhanced data flow when there are more users.
Specifically, more than 500 transactions were executed per second when 5000 users were
simultaneously active, thus demonstrating the effectiveness of the proposed strategy. Moreover, our
technique yielded a 12.4% improvement compared to the scheme of Abbas et al. [58].
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Figure 11: Throughput analysis for different number of users

Table 14: Comparison of the proposed scheme with state-of-the-art techniques

Attributes Jamil etal. [22] | Tsengetal.[40] | Abbaset al. [58] Proposed
Consensus Selected Complete Random Random
Mechanism Participants Participants Participants Participants
Drug supply
. Drug SL_JppIy Drug supply chain Drug Sl.Jpply chain
Working chain chain
management management and
management management recall
Efficacy High Low High Very High
Network Type Permissioned Permissionless Permissioned Permissioned
Recall x x x v

Table 14 compares the proposed scheme with state-of-the-art techniques regarding efficacy,
recall, network type, working and consensus mechanism. The scheme proposed by Jamil et al. [22]
performs the consensus mechanism on the selected participants of the network and exhibits high
efficacy. Abbas et al. [58] have used the consensus mechanism on the randomly selected participants.
In contrast, the scheme suggested by Tsend et al. [40] applies the consensus mechanism to all the
participants of the network. The efficacy of the proposed scheme is very high, i.e. better than all the
other state-of-the-art techniques due to the drug recall and blockchain implementation. The proposed
scheme implements the recall procedure, which is not implemented in any of the state-of-the-art
techniques. The results suggest that the proposed scheme effectively implements the recall procedure
in the blockchain-based supply chain management and achieves high efficiency by using random
participants for the consensus mechanism.

5. Conclusions and Future Works
The menacing presence of fake drugs in the pharmaceutical market can lead to dangerous side

effects that can cause health issues and even death. This work proposes a novel blockchain-based
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supply chain process that effectively implements drug recall for the pharmaceutical sector.
Importantly, this strategy supports secure and transparent transactions that benefit every stakeholder
in the supply chain process by allowing the manufacturer to quickly identify a fake drug, which
usually goes unnoticed in the traditional supply chain process. The proposed strategy achieves
effective drug recall, the incorporated forward and backward supply chain management systems
reduce costs and time with increasing transportation reliability. The models also play a vital role in
conducting financial audits. The manufacturer could easily identify the defaulter (if any) as all the
transactions are publicly stored over the blockchain network. The Hyperledger Composer was utilized
to implement the proposed scheme, revealing that it can be easily applied in the pharmaceutical
sector. The maximum and average latency and throughput were further analyzed by varying the
number of users from 100 to 5000. Compared to existing state-of-the-art techniques, the proposed
strategy improved average throughput by 12.4% and reduced query transaction and invoked
transaction latencies by 31.7% and 1.7%, respectively, further confirming the proposed technique's
effectiveness. The scope of this study is limited to domestic business, i.e. all the participating
stakeholders must be within a country. However, it could be extended to cross-trade business with
business entities spanning across the world. To avoid extra storage costs and spaces, manufacturers
tend to outsource the warehousing to a third party. Thus, the warehouse becomes a separate entity and
can create security issues. A novel consensus algorithm can be developed in the future to process all
transactions of the pharmaceutical sector automatically.

References

[1] M. Crosby, P. Pattanayak, S. Verma, and V. Kalyanaraman, “BlockChain Technology:
Beyond Bitcoin,” in Applied Innovation Review, 2016, no. 2, pp. 6-19.

[2]  N. Szabo, “Formalizing and Securing Relationships on Public Networks,” vol. 2, no. 9 SE-
Articles, 1997, doi: 10.5210/fm.v2i9.548.

[3] Y. Chang, E. Iakovou, and W. Shi, “Blockchain in global supply chains and cross border trade:
a critical synthesis of the state-of-the-art, challenges and opportunities,” Int. J. Prod. Res., pp.
1-19, 2019, doi: 10.1080/00207543.2019.1651946.

[4] M. Castro and B. Liskov, “Practical Byzantine Fault Tolerance and Proactive Recovery,” ACM
Trans. Comput. Syst., vol. 20, no. 4, pp. 398-461, 2002, doi: 10.1145/571637.571640.

[5] M. Jakobsson and A. Juels, “Proofs of Work and Bread Pudding Protocols(Extended
Abstract),” Secur. Inf. Networks, pp. 258-272, 1999, doi: 10.1007/978-0-387-35568-9_18.

[6] S.King and S. Nadal, “PPCoin: Peer-to-Peer Crypto-Currency with Proof-of-Stake,” pp. 1-6,
2012.

[7] H. Watanabe, S. Fujimura, A. Nakadaira, Y. Miyazaki, A. Akutsu, and J. J. Kishigami,
“Blockchain contract: A complete consensus using blockchain,” in 2015 IEEE 4th Global
Conference on Consumer Electronics, GCCE 2015, 2015, pp. 577-578, doi:
10.1109/GCCE.2015.7398721.

[8]  P. Sharma, M. D. Borah, and S. Namasudra, “Improving security of medical big data by using
Blockchain technology,” Comput. Electr. Eng., vol. 96, p. 107529, 2021, doi:
https://doi.org/10.1016/j.compeleceng.2021.107529.

[9] S. Namasudra, “Data Access Control in the Cloud Computing Environment for
Bioinformatics,” Int. J. Appl. Res. Bioinforma., vol. 11, no. 1, pp. 40-50, 2020, doi:
10.4018/ijarb.2021010105.

26



[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

S. Namasudra and P. Roy, “Time saving protocol for data accessing in cloud computing,” IET
Commun., vol. 11, no. 10, pp. 1558-1565, 2017, doi: 10.1049/iet-com.2016.0777.

L. Zhu, C. Chen, Z. Su, W. Chen, T. Li, and Z. Yu, “BBS: Micro-architecture benchmarking
blockchain systems through machine learning and fuzzy set,” in 2020 IEEE International
Symposium on High Performance Computer Architecture, HPCA 2020, 2020, pp. 411-423,
doi: 10.1109/HPCA47549.2020.00041.

H. M. Ali, J. Liu, S. A. C. Bukhari, and H. T. Rauf, “Planning a secure and reliable IoT-
enabled FOG-assisted computing infrastructure for healthcare,” Cluster Comput., vol.
0123456789, 2021, doi: 10.1007/s10586-021-03389-y.

S. Namasudra and G. C. Deka, Applications of Blockchain in Healthcare. Springer Nature
Singapore Pte Ltd., 2021.

X. Zhao, R. Li, and X. Zuo, “Advances on QoS-aware web service selection and composition
with nature-inspired computing,” CAAI Trans. Intell. Technol., vol. 4, no. 3, pp. 159-174,
2019, doi: 10.1049/trit.2019.0018.

S. Li, G. Wang, and J. Yang, “Survey on cloud model based similarity measure of uncertain
concepts,” CAAIl Trans. Intell. Technol.,, vol. 4, no. 4, pp. 223-230, 2019, doi:
10.1049/trit.2019.0021.

P. Malarvizhi KUMAR et al., “Clouds Proportionate Medical Data Stream Analytics for
Internet of Things-based Healthcare Systems,” IEEE J. Biomed. Heal. Informatics, vol. PP, no.
c, p. 1, 2021, doi: 10.1109/JBHI.2021.3106387.

B. MiiBligmann, H. von der Gracht, and E. Hartmann, “Blockchain Technology in Logistics
and Supply Chain Management - A Bibliometric Literature Review from 2016 to January
2020,” IEEE Trans. Eng. Manag., vol. 67, no. 4, pp. 988-1007, 2020, doi:
10.1109/TEM.2020.2980733.

J. H. Lee and M. Pilkington, “How the Blockchain Revolution Will Reshape the Consumer
Electronics Industry,” in IEEE Consumer Electronics Magazine, 2017, vol. 6, no. 3, pp. 19-23,
doi: 10.1109/MCE.2017.2684916.

S. Farshidi, S. Jansen, S. Espana, and J. Verkleij, “Decision Support for Blockchain Platform
Selection: Three Industry Case Studies,” IEEE Trans. Eng. Manag., vol. 67, no. 4, pp. 1109-
1128, 2020, doi: 10.1109/TEM.2019.2956897.

W. Grather, S. Kolvenbach, R. Ruland, J. Schutte, C. F. Torres, and F. Wendland, “Blockchain
for Education: Lifelong Learning Passport,” in Proceedings of the 1st ERCIM Blockchain
Workshop 2018, Reports of the European Society for Socially Embedded Technologies, 2018,
pp. 1-8, doi: 10.18420/blockchain2018_07.

W. Chien et al., “The Last Mile: DSCSA Solution Through Blockchain Technology: Drug
Tracking, Tracing, and Verification at the Last Mile of the Pharmaceutical Supply Chain with
BRUINchain,” Blockchain Healthc. Today, pp. 1-28, 2020, doi: 10.30953/bhty.v3.134.

F. Jamil, L. Hang, K. H. Kim, and D. H. Kim, “A novel medical blockchain model for drug
supply chain integrity management in a smart hospital,” MDPI Electron., vol. 8, no. 505, pp.
1-32, 2019, doi: 10.3390/electronics8050505.

D. Sadhna and U. Nagaich, “Drug recall: An incubus for pharmaceutical companies and most
serious drug recall of history,” Int. J. Pharm. Investig., vol. 5, no. 1, pp. 13-19, 2015, doi:
10.4103/2230-973x.147222.

E. T. Cheah, W. L. Chan, and C. L. L. Chieng, “The corporate social responsibility of

27



[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

pharmaceutical product recalls: An empirical examination of U.S. and U.K. markets,” J. Bus.
Ethics, vol. 76, no. 4, pp. 427-449, 2007, doi: 10.1007/s10551-006-9292-1.

D. C. Wyld and M. A. Jones, “RFID is no fake: The adoption of radio frequency identification
technology in the pharmaceutical supply chain,” Int. J. Integr. Supply Manag., vol. 3, no. 2,
pp. 156-171, 2007, doi: 10.1504/1JISM.2007.011974.

R. M. Alguliyev, R. M. Aliguliyev, and L. V. Sukhostat, “Efficient algorithm for big data
clustering on single machine,” CAAI Trans. Intell. Technol., vol. 5, no. 1, pp. 9-14, 2020, doi:
10.1049/trit.2019.0048.

M. Attaran, “RFID: An enabler of supply chain operations,” Supply Chain Manag. An Int. J.,
vol. 12, no. 4, pp. 249-257, 2007, doi: 10.1108/13598540710759763.

S. Namasudra, “Fast and Secure Data Accessing by using DNA Computing for the Cloud
Environment,” IEEE Trans. Serv. Comput., p. 1, 2020, doi: 10.1109/TSC.2020.3046471.

R. Chakraborty, G. Verma, and S. Namasudra, “IFODPSO-based multi-level image
segmentation scheme aided with Masi entropy,” J. Ambient Intell. Humaniz. Comput., vol. 12,
no. 7, pp. 7793-7811, 2020, doi: 10.1007/s12652-020-02506-w.

A. A. Abdellatif, A. Z. Al-Marridi, A. Mohamed, A. Erbad, C. F. Chiasserini, and A. Refaey,
“SsHealth: Toward secure, blockchain-enabled healthcare systems,” IEEE Netw., vol. 34, no.
4, pp. 312-319, 2020, doi: 10.1109/MNET.011.1900553.

G. M. Hastig and M. M. S. Sodhi, “Blockchain for Supply Chain Traceability: Business
Requirements and Critical Success Factors,” Prod. Oper. Manag., vol. 29, no. 4, pp. 935-954,
2020, doi: 10.1111/poms.13147.

J. Mattke, A. Hund, C. Maier, and T. Weitzel, “How an enterprise blockchain application in
the U.S. Pharmaceuticals supply chain is saving lives,” MIS Q. Exec., vol. 18, no. 4, pp. 245—
261, 2019, doi: 10.17705/2msge.00019.

E. Ben-Sasson et al., “Zerocash: Decentralized anonymous payments from bitcoin,” Proc. -
IEEE Symp. Secur. Priv., pp. 459-474, 2014, doi: 10.1109/SP.2014.36.

T. F. Stafford and H. Treiblmaier, “Characteristics of a Blockchain Ecosystem for Secure and
Sharable Electronic Medical Records,” IEEE Trans. Eng. Manag., vol. 67, no. 4, pp. 1340-
1362, 2020, doi: 10.1109/TEM.2020.2973095.

X. Wu and Y. Lin, “Blockchain recall management in pharmaceutical industry,” Procedia
CIRP, vol. 83, pp. 590-595, 2019, doi: 10.1016/j.procir.2019.04.094.

A. Alketbi, Q. Nasir, and M. A. Talib, “Blockchain for government services-Use cases,
security benefits and challenges,” 2018 15th Learn. Technol. Conf. L T 2018, pp. 112-119,
2018, doi: 10.1109/LT.2018.8368494.

R. Koh, E. W. Schuster, I. Chackrabarti, and A. Bellman, “Securing the Pharmaceutical
Supply Chain,” pp. 1-19, 2003.

P. Sylim, F. Liu, A. Marcelo, and P. Fontelo, “Blockchain technology for detecting falsified
and substandard drugs in distribution: Pharmaceutical supply chain intervention,” JMIR Res.
Protoc., vol. 7, no. 9, pp. 1-13, 2018, doi: 10.2196/10163.

S. K. Dwivedi, R. Amin, and S. Vollala, “Blockchain based secured information sharing

protocol in supply chain management system with key distribution mechanism,” J. Inf. Secur.
Appl., vol. 54, 2020, doi: 10.1016/j.jisa.2020.102554.

28



[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]
[50]

[51]

[52]

[53]

[54]

[55]

[56]

J. H. Tseng, Y. C. Liao, B. Chong, and S. W. Liao, “Governance on the drug supply chain via
gcoin blockchain,” Int. J. Environ. Res. Public Health, vol. 15, no. 6, 2018, doi:
10.3390/ijerph15061055.

H. T. Rauf, J. Gao, A. Almadhor, M. Arif, and M. T. Nafis, “Enhanced bat algorithm for
COVID-19 short-term forecasting using optimized LSTM,” Soft Comput., vol. 25, no. 20, pp.
12989-12999, 2021, doi: 10.1007/s00500-021-06075-8.

E. Underwood, “Ecology of microorganisms as it affects the pharmaceutical industry,” in
Pharmaceutical Microbiology, 6th ed., Blackwell Sciences, 2008, pp. 339-354.

B. M. Benita, “Supply chain design and analysis: Models and methods,” Int. J. Prod. Econ.,
vol. 55, pp. 281-294, 1998, doi: 10.1016/S0925-5273(98)00079-6.

C. M. Harland, “Supply Chain Management: Relationships, Chains and Networks,” Br. J.
Manag., vol. 7, pp. S63-S80, 1996, doi: 10.1111/j.1467-8551.1996.tb00148.x.

F. Goodarzian, H. Hosseini-Nasab, J. Mufiuzuri, and M. B. Fakhrzad, “A multi-objective
pharmaceutical supply chain network based on a robust fuzzy model: A comparison of meta-
heuristics,” Appl. Soft Comput., vol. 92, pp. 1-52, 2020, doi: 10.1016/j.as0c.2020.106331.

Y. Marinakis and A. Migdalas, “Heuristic Solutions of Vehicle Routing Problems in Supply
Chain  Management,”  Comb. Glob.  Optim., pp. 205-236, 2002, doi:
10.1142/9789812778215_0014.

Y. S. Low, I. Halim, A. Adhitya, W. Chew, and P. Sharratt, “Systematic Framework for
Design of Environmentally Sustainable Pharmaceutical Supply Chain Network,” J. Pharm.
Innov., vol. 11, no. 3, pp. 250-263, 2016, doi: 10.1007/s12247-016-9255-8.

S. Namasudra, G. C. Deka, P. Johri, M. Hosseinpour, and A. H. Gandomi, “The Revolution of
Blockchain: State-of-the-Art and Research Challenges,” Arch. Comput. Methods Eng., vol. 27,
no. 3, pp. 1-19, 2020, doi: 10.1007/s11831-020-09426-0.

R. Rivest, “RFC1321: The MDS5 Message-Digest Algorithm.” 1992, doi: 10.17487/RFC1321.

D. Eastlake and P. Jones, “RFC3174: US Secure Hash Algorithm 1 (SHAT1).” RFC Editor,
USA, 2001.

P. Oechslin, “Making a faster cryptanalytic time-memory trade-off,” Int. Assoc. Cryptologic
Res., vol. LNCS 2729, pp. 617-630, 2003, doi: 10.1007/978-3-540-45146-4_36.

S. Namasudra, R. Chakraborty, A. Majumder, and N. . Moparthi, “Securing multimedia by
using DNA based encryption in the cloud computing environment,” ACM Trans. Multimed.
Comput. Commun. Appl., 2020.

S. Namasudra, “An improved attribute-based encryption technique towards the data security in
cloud computing,” Concurr. Comput. Pract. Exp., pp. 1-15, 2017, doi: 10.1002/cpe.4364.

R. Martino and A. Cilardo, “Designing a SHA-256 processor for blockchain-based loT
applications,” Internet of  Things, vol. 11, p. 100254, 2020, doi:
https://doi.org/10.1016/j.i0t.2020.100254.

T. Blummer et al., “An Introduction to Hyperledger,” The Hyperledger White Paper Working
Group. The Hyperledger White Paper Working Group, pp. 1-33, 2018.

E. Androulaki et al., “Hyperledger Fabric: A Distributed Operating System for Permissioned
Blockchains,” Proc. 13th EuroSys Conf. EuroSys 2018, vol. 2018-Janua, pp. 1-15, 2018, doi:
10.1145/3190508.3190538.

29



[57] J. Kreps, N. Narkhede, and J. Rao, “Kafka: a Distributed Messaging System for Log
Processing,” in NetDB’11, 2011, pp. 1-7.

[58] K. Abbas, M. Afaq, T. A. Khan, and W. C. Song, “A blockchain and machine learning-based
drug supply chain management and recommendation system for smart pharmaceutical
industry,” MDPI Electron., vol. 9, no. 852, pp. 1-31, 2020, doi: 10.3390/electronics9050852.

30



	Elsevier required licence
	Blockchain Pharma Revised (1)



