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Cyber threats have risen as a result of the growing usage of the Internet. Organizations must have effec-
tive cybersecurity policies in place to respond to escalating cyber threats. Individual users and corpora-
tions are not the only ones who are affected by cyber-attacks; national security is also a serious concern.
Different nations’ cybersecurity rules make it simpler for cybercriminals to carry out damaging actions
while making it tougher for governments to track them down. Hence, a comprehensive cybersecurity

Keywords: policy is needed to enable governments to take a proactive approach to all types of cyber threats. This
Cybersecurity study investigates cybersecurity regulations and attributes used in seven nations in an attempt to fill this
Policy research gap. This paper identified fourteen common cybersecurity attributes such as telecommunication,
Cyberspace network, Cloud computing, online banking, E-commerce, identity theft, privacy, and smart grid. Some na-
lr{frastr}ucture tions seemed to focus, based on the study of key available policies, on certain cybersecurity attributes
glecc’flercigon more than others. For example, the USA has scored the highest in terms of online banking policy, but
Threats Canada has scored the highest in terms of E-commerce and spam policies. Identifying the common poli-

cies across several nations may assist academics and policymakers in developing cybersecurity policies.

A survey of other nations’ cybersecurity policies might be included in the future research.

© 2022 The Author(s). Published by Elsevier Ltd.
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1. Introduction

Almost every nation now relies heavily on the digital sec-
tor. In cyberspace, which refers to the virtual world of comput-
ers, the free-flowing information around the network in comput-
ers is a topic of fascination (Libicki, 2021). The growing usage of
the Internet and cyber-based technologies for nearly everything
has resulted from the fast growth of information and communi-
cations technology (ICT) and the worldwide digital transformation
(Eriksson and Giacomello, 2022). Citizens, organizations, and gov-
ernments are the primary users or actors in cyberspace. The grow-
ing popularity of Cloud computing, ICT, internet of things (IoT), and
smartphones has led to a new ecosystem of human-technology in-
teraction (J. Lippert and Cloutier, 2021).

Cyber threats have risen as a result of the growing trend
of digitization and excessive reliance on the digital world
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(Mohan et al., 2020). The risk posed by cybercriminals who use
cyberspace for their gain by exploiting people’s information, prop-
erty, operations, and other digital assets is known as a cyber
threat (Paananen et al., 2020). Governments’ increasing reliance
on the Internet for essential state services (e.g., E-government ser-
vices, etc.) has made it an appealing target for cybercriminals
(Mishra et al., 2022). Cyber threats are motivated by a variety of
factors, including the collection of sensitive information, harm to
a country’s sovereignty, ideological grounds, or other state-level
crimes (Roshanaei, 2021). Because of the exponential rise of online
activities, more hackers, cybercriminals, and terrorists can target
valuable assets and critical social and governmental infrastructures,
posing a threat to cyberspace security and stability (Gandhi et al.,
2011). Critical infrastructure is the target of the most prevalent
and disruptive cyber-attacks (Anwar and Mahmood, 2018). Regard-
less of the form of cyber threats, prompt and adequate response
policies are essential (Ibrahim et al., 2020). As a result, Cybersecu-
rity (CS) may be of national or worldwide concern (Hatcher et al.,
2020). CS is defined as a set of security concepts, policies,
tools, guidelines, risk management techniques, best practices, and
training that may be utilized to secure an organization’s cyber
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Table 1
List of abbreviations used in the article.
Abbreviation Definition Abbreviation Definition
ACSC Australian Cyber Security center FISS Fraud Intelligence Sharing Systems
APRA Australian Prudential Regulatory Authority GDPR General Data Protection Regulations
BIC Bank Identifier Code HIPAA Health Insurance Portability and Accountability Act
CAN-SPAM Act Controlling the Assault of Non-Solicited Pornography IASP Internet Access Service Provider
and Marketing Act
CASL Canada’s Anti- Spam Legislation ICT Information and Communications Technology
CCA Controller of Certifying Authorities IEEE-SA IEEE Standards Association
CISP Cyber Information Sharing Partnership IoT Internet of Thing
CMA Communications and Multimedia Act ISAC Information Sharing and Analysis Centers
CNCI Comprehensive National Cybersecurity Initiative ISM Information Security Manual
CNII Critical National Information Infrastructure ISMF Information Security Management Framework
CPA Consumer Protection Act IT Act Information Technology Act
CRPL Consumer Rights Protection Law NCSS National Cyber Security Strategy
CSIRT Cybersecurity Incident Response Teams NEP National Encryption Policy
CS Cybersecurity NIS Network and Information Security
CPR Cyberspace Policy Review NCSP National Cyber Security Policy
DoS Denial of Service PIPEDA Personal Information Protection & Electronic Documents Act
EC3 European Cyber Crime center PPP Public-Private Partnership
EISA Energy Independence and Security Act SAFE Security and Freedom through Encryption
ENISA European Network and Information Security Agency SERC State Electricity Regulatory Commission
ESIGN Electronic Signature in Global and National SGA Smart Grid Australia
Commerce Act
ETA Electronic Transactions Act SWIFT Society for Worldwide Interbank Financial Telecommunications
EU European Union TA Telecommunication Act
Fire Firefox for Incident Reporting UECA Uniform Electronic Commerce Act
FISMA Federal Information Security Management Act UETA Uniform Electronic Transactions Act

environment and assets (ITU 2022). To mitigate risks and vulner-
abilities, CS employs a variety of policies. Due to rising rates of es-
pionage, loss of key information, and hostile cyber-activity, practi-
cally all governments want safe cyberspace (Buja, 2021). However,
traditional methods of practicing CS are insufficient (Graham et al.,
2016). Holistic policies for the CS system across the nation, across
ecosystems, and in its infrastructure are required (Libicki, 2021).

The lack of a credible CS policy has caused many companies
in many nations to fail to counter cyber-attacks (K. Lippert and
Cloutier, 2021). This study was inspired by this reality. Cyber-
attacks have been more common in recent years, forcing several
governments to implement legislation and regulations to enhance
their CS (Khan et al., 2022). For example, one of the most essential
steps to enhance CS is the implementation of the general data pro-
tection regulations (GDPR) in Europe (The-European-Parliament-
Council 2016). Despite these attempts, identity theft, data breaches,
account takeover, and other cyber-attacks are on the rise every
year (Dalal et al., 2022). The main reason for this is that each
country has its own set of policies. Given this heterogeneity, it is
very costly and difficult for organizations to comply with all poli-
cies (Mishra et al., 2022). The lack of a generally acknowledged and
clear definition of cyber hazards is the biggest impediment to forg-
ing a worldwide consensus on CS (Wu and Irwin, 2016). To better
comprehend the arc of CS policies and to overcome the variety of
CS policies, this paper focuses on identifying and exploring the use
of the fundamental attributes that influence the development of CS
policies in various nations. There is a scarcity of research examin-
ing CS policy, and hence, this paper addresses this gap by answer-
ing the following research question.

RQ: How do different nations implement CS policies to address
critical CS attributes?

In this paper, previous studies, research publications, and pub-
licly available policy documents are evaluated and assessed com-
prehensively across seven nations: Malaysia, Australia, the USA,
China, Canada, India, and the European Union (EU). This was essen-
tial to investigate how these governments handle key CS aspects
such as policy process, policy information, cyber threats identifi-
cation, and policy instruments. The following are the major con-
tributions of the paper: To begin, this paper explores the different

laws and regulations and their purposes developed in these na-
tions. This was essential to identify the common attributes of CS
deployed in different nations. This will not only assist nations in
improving their CS policies in the future, but it will also serve as
a useful benchmark for comparing CS policies in various nations.
Moreover, this paper identified a set of essential CS attributes that
meet the current requirements to protect cyber-activities. These
attributes include telecommunication, network, Cloud computing,
E-commerce, online banking, smart grid, consumer rights, cyber-
crime, national encryption, privacy, identity theft, digital signature,
data security, and spam. These findings will assist academics and
policymakers in paying close attention to the attributes that are
crucial for the formulation of CS policy frameworks. Also, the find-
ings will assist new scholars and policymakers in ICT-growing na-
tions in broadening their perspectives to improve CS.

Table 1 summarizes the abbreviations that appeared in this ar-
ticle. The rest of this article is organized as follows. Section 2 pro-
vides the background of the study and highlights the related work.
Section 3 details the methodology used to conduct this research
followed by Section 4 where results are presented, and the re-
search question is addressed. Section 5 discusses the findings, lim-
itations, and future directions, and Section 6 concludes this article.

2. Background and related work

This section provides background information and literature on
the research problem. First, the reasons for investigating the se-
lected nations are discussed. Then, we’ll highlight the rising cyber-
crimes, factors impacting the rate of cybercrimes, and the role of
governments in improving CS.

2.1. Selection of nations

The nations selected in this study have suitable cyberspace
security legislations. Furthermore, these countries have sufficient
data for cyber-security concerns and policies. Therefore, their poli-
cies can serve as a model for developing a complete strategy. The
selection process was due to the following reasons.
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e The USA has a large number of Internet users. The majority
(more than 300 million) of the population has access to the
Internet, and this number is steadily rising (Statista 2022). Be-
cause this country’s internet economy is worth a trillion dollars,
it has a well-developed cybersecurity strategy (Chukwu and
Idoko, 2021).

e The EU is comprised of some of the world’s wealthiest and

most industrialized nations, where the majority of the people

use the Internet. The Internet is utilized for a wide range of
purposes, and as a result, they confront a variety of security
risks. Accordingly, cybersecurity policy is also highly compre-

hensive (Laurer and Seidl, 2021).

Australia has more than 20 million internet users, a huge stu-

dent population, and millions of visitors each year. It indicates

that Australia’s cybersecurity regulations influence a large num-

ber of individuals, and the country is working to develop a

faultless strategy for all types of Internet users (Miralis et al.,

2022).

With over 30 million (88 percent) Internet users, Canada is yet

another developed country that has been subjected to several

significant cyber-attacks, and as a result, it is one of the most

cybersecurity-aware nations (Shaykevich, 2019).

China has the most Internet users (more than 1 billion) of any

country on the planet (Statista 2022). The largest E-commerce

corporation in the world, without an adequate policy, a large
number of individuals will be unable to utilize a variety of in-

ternet services (Wei, 2020).

India is the world’s second-largest Internet user (more than 600

million) nation (Statista 2022). Even though the internet pene-

tration rate is modest when compared to other nations, it is
among the fastest-growing IT industries in the world. It also has
multiple laws addressing various cybersecurity concerns; hence

it was chosen (Kethineni, 2020).

Malaysia is among Asia’s quickest growing economies. In com-

parison to other Asian nations, it has a fairly high rate of

Internet subscribers. In Malaysia, more than 30 million of

the population use the Internet (Statista 2022). Many experts

have engaged in producing Malaysia’s cybersecurity regula-
tions; as a result, Malaysia has been chosen for examination

(El-Muhammady, 2021).

There are a few additional nations with a substantial number
of Internet users and well-developed infrastructure that were not
chosen for a variety of reasons. South Korea and Japan, as examples
of these countries, have a huge number of Internet users, how-
ever, the available cybersecurity materials are written in Korean
and Japanese, respectively, hence it was not included in our study.
Because the policies of the United Kingdom are encompassed by
the policies of the EU, there is no need to describe them individu-
ally. Moreover, there was no need to include EU members individu-
ally; as a result, countries like Denmark were left off the list. New
Zealand was also excluded due to its small Internet users’ num-
ber, due to its tiny population. Singapore is not featured in the list
since there is relatively little information regarding its cybersecu-
rity policies available online.

2.2. The rise of the cybersecurity crimes

Cybercrime has become the most significant and severe con-
cern, especially during the COVID-19 pandemic, according to
(Lallie et al, 2021). When it comes to cybercrime, the issue
isn’t whether it can target national infrastructures, private busi-
nesses, or people. Hadi-Janev and Bogdanoski (Hadji-Janev and
Bogdanoski, 2015) define it as how equipped the public and gov-
ernment institutions are to rapidly notice and control the harm.
The Internet has evolved into a parallel type of existence and living
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today (Lloyd, 2020). The growing use of the Internet and online ex-
change of information is seen to be the primary cause of the rise in
cybercrime. Traditionally, antimalware, and antivirus solutions are
the principal choice to prevent cybercrimes (Libicki, 2021). How-
ever, the intricacy and variety of today’s cybercrimes have out-
grown the capabilities of traditional malware programs. As a re-
sult, the CS community considers the development of more novel
and effective malware defensive systems to be a pressing issue
(Mishra et al., 2022).

Cross-border cyber threats are being addressed in a variety of
ways. Depending on the nature and scope of the crime, many
nations have implemented different ways to combat it. In Jang-
Jaccard and Nepal (J. Jang-Jaccard and Nepal, 2014), new attack
approaches resulting from rising technology such as cellphones,
Cloud computing, social media, and critical infrastructure were ex-
amined. Hackers pose a threat to an organization’s information
resources’ security. The key situational elements that induce in-
formation security policy breaches were found by Johnston et al.
(Johnston et al., 2016). Anwar and Mahmood (Anwar and Mah-
mood, 2018) highlighted several current cyber-attack-related trans-
gressions. Limiting cyber-attacks on companies and governments
requires effective information sharing and coordination during in-
cident resolution. Because the limited known methods for pre-
venting cyber-attacks were insufficient, the information sharing
and analysis centers (ISAC) and cybersecurity incident response
teams (CSIRT) developed innovative techniques for reporting and
coordinating incidents. Also, Firefox for Incident Reporting (Fire)
was established to organize incident information exchange with
CSIRTs consistently throughout the incident resolution process
(Libicki, 2021). In addition, the fire included capabilities for se-
cure communication, sensitive information labeling, real-time in-
teraction with handlers and analysts, and a database of stakeholder
points of contact (Bahuguna, 2015). Maghu et al. (Maghu et al,,
2014) reviewed many studies and identified strategies for dealing
with escalating cyber risks. All of the research cited above con-
centrates on individual aspects of cybercrime and does not suf-
ficiently address the complexities of building a holistic CS strat-
egy. This study builds on prior research on the theoretical founda-
tions of this multifaceted subject, demonstrating that the need for
a complete approach to CS policy creation may be realized through
a series of phases, each focusing on a distinct aspect.

2.3. Factors impacting the rate of cybercrimes

With the increasing frequency of cyber-attacks in recent years,
policymakers and governments all across the world continue
to raise concerns (Muhammad and Kandil, 2021). Cyber threats
are a worldwide and national concern that transcends borders
(Paananen et al., 2020). One cause for the rise in cyber threats
is that CS policies are not established with a global view in
mind. Understanding other nations’ tactics is critical to put the
ever-changing CS landscape into context. Furthermore, most na-
tions’ CS policies place a strong emphasis on the larger pic-
ture, such as national security, health care, and national defense
(Rajaretnam, 2020). The issue emerges when smaller units are
overlooked, such as when the human aspect of CS is neglected. Be-
cause of this lack of interest in individuals, state actors can easily
handle the various security requirements of people in this context.
The use of cyberspace for national security has a detrimental in-
fluence on global CS. To tackle this difficulty, CS policy should be
strong enough and concentrate on personal information protection
(Cavelty, 2014). Recognizing the human dynamics of CS is critical
for analysts to expand their knowledge.

There is a severe lack of qualified experts as well as academic
programs in the context of CS (Dalal et al., 2022). Various na-
tions, like New Zealand and the USA, see this as a human capital
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issue (ICLG 2022). Fourie et al. (Fourie et al.,, 2014) examined the
severity of the problem and its many aspects. They provided an
examination of cyber-attack data collected by a CS research cen-
ter, as well as instances and actual solutions from New Zealand.
Oltramari et al. (Oltramari et al., 2014) concentrated on the pre-
requisites for developing a model of CS analyst decision-making.
They focused on the knowledge representation and cognitive com-
ponents of such a model by merging ontological and cognitive
architectures in a crossbred-modeling framework while present-
ing the primary features of such a model. In this sense, the cog-
nitive world, as well as the physical or digital domain, charac-
terize cyberspace (Maung and Thwin, 2017). As a result, CS has
evolved into a complex subject that needs scientific knowledge
in terms of experimentally tested as well as theoretically based
models (Roshanaei, 2021). Interferences with behavior change are
ubiquitous in areas of human-computer interaction, but they are
uncommon in the discipline of computer science. Coventry et al.
(Coventry et al.,, 2014) offered strategies for collaborating with or-
ganizations to create social interferences. This strategy combines
designing features with a set of behavior modification goals to help
the researchers to collaborate to find a collection of nudges that
may encourage optimal behavioral practice. They explained how a
structured method was successfully used in the creation of a nudge
to alleviate uneasy behaviors related to wireless network selection
(Coventry et al., 2014).

Muhaya and Bakry (Muhaya and Bakry, 2010) investigated the
variables that are necessary for different nations’ national secu-
rity strategies. The nations surveyed were the USA, Malaysia, Aus-
tralia, Canada, and China (Muhaya and Bakry, 2010). Graves et al.
(Graves et al., 2016) looked at how the empirical difficulties of
incorrect perception were overcome, imprecise data, and missing
data might impact and occasionally hurt politicians’, corporations’,
and people’s security decision-making procedures. They also inves-
tigated how these instances may be used in the context of national
security. Between 2009 and 2011, Luiijf et al. (Luiijf et al., 2013)
examined and contrasted 19 The national cyber security strategy
(NCSS). USA, UK, Australia, Canada, France, Spain, New Zealand,
Japan, Estonia, Germany, Czech Republic, Lithuania, India, Roma-
nia, Luxembourg, South Africa, Uganda, and the Netherlands were
among the nations involved (Luiijf et al., 2013). This study provided
insight into the shared methods and flaws as well as recommenda-
tions to aid nations in the development of their NCSS. The entire
technique for security-informed safety and hazard assessments was
the emphasis in (Bloomfield et al.,, 2016). All of the studies men-
tioned above illustrated the factors that contribute to an increase
in cybercrime, but none of them offer guidance on how to create
effective CS policies to combat these crimes.

2.4. The role of governments in preventing cybercrimes

Governments are now attempting to enhance their preparations
to combat these cyber-attacks. Governments must create dynamic
means to counter these threats due to the pace and nature of
technology (Lloyd, 2020). The appropriate role of nation-states in
Internet administration and strengthening global CS was exam-
ined by Shackelford et al. (Shackelford et al., 2015). Governments
are attempting to protect their vital infrastructure. Various nations
have varying cyberspace legislation, underlining the need for cit-
izens to find comprehensive solutions (Shackelford et al., 2015).
As a consequence, the worldwide goal is to achieve a general
agreement about the future of Internet administration and pro-
mote CS. A collection of nations collaborated to create the NCSS.
Although each of these NCSS plans to define the same set of CS
risks, the national emphasis points and techniques differ signifi-
cantly (Shackelford et al., 2015). This does not imply that govern-
ments are solely responsible for CS policies due to their detrimen-
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tal impact on critical infrastructure protection. Carr (Carr, 2016) re-
viewed several works on the private-public interaction in dealing
with problems in national CS plans. The researchers discovered a
significant disparity between the private and public estimates. The
private sector has a reluctance to take responsibility or bear obli-
gation for national CS (Carr, 2016). Governments’ efforts to man-
age national CS raise challenges about how states may promote
their security in the digital age (Manwaring and Hanrahan, 2019).
Communities cannot grow unless a government can guarantee safe
and dependable digital connectivity. As a result, more than a hun-
dred nations have devised national CS defense policies to address
CS threats (Libicki, 2021).

3. Research methodology

The research design is a combination of literature review and
comparative analysis (Tranfield et al., 2003). The method for ac-
quiring research data is divided into two phases. The first phase is
doing an information search using academic resources and the In-
ternet. The second phase is doing a focused search of security and
government websites. The data is acquired using the literature re-
view process. It draws on all accessible literature (such as journals,
conferences, and white papers) to find answers to the research
question. Exploratory, descriptive, and explanatory techniques are
the three types of literature study methodologies. To find answers
to questions involving "what" and "who," an exploratory research
approach is utilized (Alzoubi and Gill, 2021). The explanatory ap-
proach, on the other hand, provides the "how" and "why" answers.
The descriptive approach is used to investigate and describe a phe-
nomenon or a series of occurrences. The literature study approach
was chosen because it aids in the collection and investigation of
data in the context of research. It also aids in the integration of
qualitative and quantitative data, which is necessary when dealing
with complex phenomena and doing in-depth studies (Alzoubi and
Gill, 2020; Zainal, 2007). This study compares CS policies using a
mix of these techniques. This was essential to determine how each
nation’s CS policy prioritizes cyber risks, as well as the responsibil-
ities of agencies, departments, and governments in each nation in
addressing CS challenges. Because this is a fast comparison study,
it gives a picture of the current era and is entirely dependent on
data from open-source materials. All of the information and data
may be traced back to their sources.

4. Results
4.1. Cybersecurity policies in selected nations

This section covers how distinct attributes in CS policies in dif-
ferent nations were chosen, as well as why these nations were
chosen. The common attributes of CS in seven nations are com-
pared to see how these nations are dealing with CS concerns.
The threats of CS are always changing, and the stakes are enor-
mous (Calderaro and Craig, 2020). Governments that concentrate
their efforts on the most important attributes of CS may be bet-
ter able to prevent cyber-attacks, reduce their damage, and bet-
ter safeguard their enterprises, residents, and key infrastructure
(Rajaretnam, 2020). Table 2 summarizes the differences and sim-
ilarities in the development of the CS policies among selected na-
tions. The elaboration on them is discussed in the following sec-
tions.

4.1.1. Cybersecurity policies in USA

The current CS strategy is an upgrade of president Bush’s
comprehensive national cybersecurity initiative (CNCI) in 2008.
Obama’s administration placed CS policy among the nation’s pri-
orities, implementing the cyberspace policy review (CPR) in 2009
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Table 2

Differences and similarities in the cybersecurity policies among selected nations.
Comparators USA EU Australia Canada China India Malaysia
Reasons for development Infrastructure protection Cyber E-commerce

threats Infrastructure Infrastructure Infrastructure Infrastructure
protection protection protection protection
Priority ingovernment Major infrastructure Top ten Top ten Top seven Highest Top three Top ten
priority

Cyber force Proposed No No No Yes Proposed No
Implementation No Yes Yes Yes Yes Yes Yes
Open, secure cyberspace Yes Yes Yes Yes Yes Yes Yes
Agencies involvement Yes Yes Yes Yes Yes Yes No

Table 3

Cybersecurity regulations and purposes in USA.
Law/Act Purpose

Cybersecurity Act of 2015, Cybersecurity Enhancement Act of 2014, National Cybersecurity Protection Act

of 2014, Cybersecurity Workforce Assessment Act, CNCI
Cyber Privacy Fortification Act of 2015
Identity Theft and Assumption Deterrence Act
USA Anti-Terrorist Laws and International Business & Trade Creation of CSI ports

Electronic Signature in Global and National Commerce Act (ESIGN), Uniform Electronic Transactions Act

(UETA)- adopted by 48 states

Payment Card Industry Data Security Standard (PCI DSS), HIPAA, the Sarbanes-Oxley Act, FISMA, and

Children’s Online Privacy Protection Act of 1998
Protecting Cyber Networks Act
Telecommunications Act of 1996
Data Security Act and Breach Notification Act
SAFE ACT, Secure Public Networks Act

Federal Trade Commission Act, Federal Food, Drug, and Cosmetic Act, Fair Debt Collection Practices Act,

Cybercrime (Le and Zamora, 2018)

Privacy (Baadsgaard, 2022)
Identity theft (Sabol, 1999)
E-Commerce (Odoyo, 2010)
Digital signature (WhiteHouse 2022)

Cloud computing data security (Baadsgaard, 2022)

Network security (Harrop and Matteson, 2014)
Telecommunication (WhiteHouse 2022)

Data security (Le and Zamora, 2018)
Encryption (Spitzer, 2014)

Consumer rights protection (FTC 2022)

Fair Credit Reporting Act, Truth in Lending Act, Fair Credit Billing Act, and the Gramm-Leach-Bliley Act

EISA of 2007
CAN-SPAM Act 2003

Energy (Westhoff, 2008)
Assault of non-solicited pornography (Kigerl, 2009)

(WhiteHouse 2022). In CPR, 10 short-term and fourteen mid-term
activities are specified. The USA administration used September
11th as a springboard to enhance the cyber threat by encompass-
ing significant infrastructure and handling it as if it were a public
safety issue. The essential CS infrastructure was then established in
February, focusing on developing a framework for reducing cyber
threats (WhiteHouse 2022). Government intervention in CS policy
and public-private partnership (PPP) in the USA is a self-regulation
optional responsibility. Because certain elements of CS legislation
overlap with other laws, it is not yet fully stated. The USA gov-
ernment is attempting to shift from optional to compulsory regu-
lations (Baadsgaard, 2022). Table 3 summarizes the cybersecurity
laws and acts and their purposes in the USA.

4.1.2. Cybersecurity policies in EU

Europe is well ahead of the rest of the world in terms of CS
innovation. The EU’s organizational structure is a cooperative actor
attempting to establish itself as a strategic player in a linked world.
Other actors around the globe, on the other hand, are attempting
to shift global concerns to address several security-related chal-
lenges that necessitate sophisticated and progressive steps to se-
cure their existence (Gijrath et al., 2018). The necessity for CS has
grown as the number of online assaults has increased. The kind
and frequency of hostile intrusions into cyberspace nowadays vary.
It becomes imperative to investigate the EU’s plans or measures for
preventing cyber-attacks (Van der Meulen et al., 2022). In 2013, the
EU issued a CS policy as well as a proposal for a network and in-
formation security (NIS) Directive, recognizing the threat of cyber-
crime. The European Cyber Crime center (EC3) assists in the pro-
tection of European citizens and businesses by assisting criminal
surveys and raising awareness of emerging trends in cyber-attack
operations (Sarma, 2022). In the EU’s legislation, information secu-
rity was highlighted as a critical concern, highlighting the possible
hazards connected with the extensive use of ICT. Information se-

curity may be used to safeguard and avoid threats, as well as to
make it easier for users to comply with certain legal obligations
(Fuster and Jasmontaite, 2020). Table 4 summarizes the cybersecu-
rity laws and acts and their purposes in the EU.

4.1.3. Cybersecurity policies in australia

For two reasons, the Australian government views the CS as a
critical policy topic. The first is concerned with the human im-
pact and financial cost of cybercrime on Australian persons and
enterprises (Manwaring, 2009). The second reason is that the cy-
ber threat has a significant impact on ICT because of the high lev-
els of reliance that Australians have, both communally and person-
ally on ICT[80]. Accordingly, the australian cyber security center
(ACSC) developed the information security manual (ISM). Borgman
et al. (Borgman et al., 2015) interviewed people with officials
of several government departments to determine whether cur-
rent methods are enough for implementing ISM and sorting data
for the relevant South Australian government organizations. They
identified the major topics that the South Australian state should
look into in the stages of the information security management
framework (ISMF) that have been done by other Australian states
(Rajaretnam, 2020). In 2009, the Australian government released
its CS strategy. In addition, the Australian federal government has
suggested and put forward several regulations for recognizing, in-
vestigating, regulating, and punishing crimes and illegal behaviors
in cyberspace. Furthermore, Australia’s public institutions, govern-
mental, and non-governmental organizations have played an im-
portant role in protecting CS while also lowering the prevalence of
cybercrime (Miralis et al., 2022). Table 5 summarizes the cyberse-
curity laws and acts and their purposes in Australia.

4.14. Cybersecurity policies in canada
Bailetti et al. (Bailetti et al., 2013) stated that they created
an engine consisting of five structures: a project society, an
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Table 4
Cybersecurity regulations and purposes in EU.
Law/Act Purpose
CISP, ENISA Cyber protection (Murdoch, 2021)

EU’s Data Protection Directive

Criminal Code

Use of FISS and SWIFT Laws, and Safe Harbour

Electronic Commerce Directive 2000

EU Directive for Electronic Signatures (1999/93/EC), EU VAT Directive
Data Privacy Directive and the future of EU Cloud computing

NIS Directive

Telecommunications Act

EU Data Protection Regulation 2018

EU Data Protection Regulation

Data Protection Directive, European General Data Protection Regulation 2014
Directive (2002/58/EC) on Privacy and Electronic Communications

Directive 2001/77/EC, Directive 2003/54/EC, Green Paper 2005, Directive 2006/32/EC, COM (2007) 723

Privacy (Birnhack, 2008)

Identity theft (Faure, 2017)

Online banking (Fuster and Jasmontaite, 2020)
E-commerce (Lodder and Murray, 2017)
Digital signature (Pappas, 2002)

Cloud computing data privacy (Kontargyris, 2018)
Network Security (Katulic, 2018)
Telecommunication (Vogelsang, 2015)

Data security (Goddard, 2017)

National encryption (Goddard, 2017)
Consumer rights (Weatherill, 2013)

Electronic communication (Gijrath et al., 2018)
Smart grid (Iqtiyanillham et al., 2017)

final. Directive 2009/72/EC, Conclusions of the European Council 2011. Commission Recommendation
on Preparations for the Roll-out of smart metering systems (C/2012/1342), EC standardization mandate
for smart meters (M/441) EC standardization mandate for electric vehicles, (M/468) EC standardization

mandate for smart grids (M/490)

Table 5
Cybersecurity regulations and purposes in Australia.

Law/Act

Purpose

TA 1997, Cybercrime Act 2001, Broadcasting Services Amendment (Online Services) Act

Cybercrime (AustralianHomeaffairs 2022)

1999, Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022

Australian National Privacy Act of 1988 (amended 2014, Enhancing Privacy Protection Act
2012 (Privacy Amendment), Australian Prudential Regulatory Authority (APRA),

Australian Government Agencies Privacy Code 2017

Criminal Code Amendment (Theft, Fraud, Bribery, and related offenses) Act 1999, Financial

Transaction

ETA 1999, Capital Territory - ETA 2001, New South Wales- ETA 2000, Northern Territory-

ETA 2000, Queensland- ETA 2001
E-Payments Code
2015 Cloud Computing in Australia market report
Cybercrime Act
Telecommunications Act 1979 (Interception and Access)
Privacy and Data Protection Act 2014
Cybercrime Act 2001
Spam Act 2003
Australian Consumer Law
Green Energy Act

Privacy (Bennett Moses et al., 2019)

Identity theft (Kyriakakis, 2007)
Electronic transaction (Webb, 2007),

E-payment (White, 2007)

Cloud computing data security (Manwaring and Hanrahan, 2019)
Network security (Chan et al., 2003)

Telecommunication (Nicholls, 2012)

Data security (Watts and Casanovas, 2019)

National encryption (Brookes, 2022)

Spam (Manwaring, 2009)

Consumer rights (Malbon and Nottage, 2013)

Green energy (Haidar et al., 2015)

Table 6
Cybersecurity regulations and purposes in Canada.

Law/Act

Purpose

PIPEDA 2000, PIPEDA 2005, Protecting Canadians from Online Crime Act 2014
PIPEDA

PIPEDA 2005 (S-4), An Act to amend the Criminal Code
E-Payments Code, SSL, Chip and Pin policy

Uniform Electronic Commerce Act (UECA), PIPEDA 2000
National Defense Act

Telecommunications Act

Canadian State Council Directive No. 273

Criminal Code’s Lawful Access Powers

Spam Act, CASL 2014

CPA 2002, S.0. 2002

Green Energy Act

Online security (Jaar and Zeller, 2008; Lukings and Lashkari, 2022)
Privacy (Jaar and Zeller, 2008), Cloud computing data security (Phillips, 2018),
Identity theft (Jaar and Zeller, 2008)

E-payment (King, 2012)

Digital signature (Weiland, 2001)

Network security [(Bell, 2006), 2006]

Telecommunication (Frieden, 2005)

Data security (Phillips, 2018)

National encryption (Perrin, 2009)

Spam (Shaykevich, 2019)

Consumer rights (Piché and Saumier, 2018)

Green enrgy (Streich, 2010)

ecosystem, an exterior community, an organization, and a stage,
in order to boost the performance and ability of Canadians. Re-
source flows, strategic aim, organizational consensus, and gover-
nance bind these structures together. This engine is expected to
boost the number of Canadian enterprises expanding abroad into
CS markets, which may be called a new vision for the national cy-
ber security policy (NCSP) [(Bell, 2006), 2006]. Canada is now re-
garded as one of the most digitally advanced nations in the world,
with nearly all official and commercial entities relying on the Inter-
net. It is reasonable to conclude that the CS’s issues are mostly tied

to the state of the ICT sector (Phillips, 2018). Table 6 summarizes
the cybersecurity laws and acts and their purposes in Canada.

4.1.5. Cybersecurity policies in china

China is in a similar situation as Canada. China has made
significant development in ICT, but as a new consumer of
these technologies, it is still a long way behind established na-
tions (Feng, 2019). China is not in a high position in terms
of CS policies, but it will overcome this difficulty soon. This
is quite likely to happen if China’s interest in CS policy grows
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Table 7
Cybersecurity regulations and purposes in China.
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Law/Act

Purpose

Draft Cybersecurity Law (July 2015), draft Network Data Security Management Regulation 2021
Antiterrorism Law (effective January 2016), National Security Law (July 2015)

CRPL

Criminal Code Network Security Law

BIC

Chinese E-Commerce Law

Electronic Signature Law of the People’s Republic of China

China’s Cloud Computing Regulations

Network Security Law

Telecommunications Regulations of the People’s Republic of China

Regulations on the Administration of Commercial Encryption, State Council Directive No. 273

China Consumer Protection Law (Amendments 2014)

Amendment of the Renewable Energy Law (2009), State Electricity Regulatory Commission (SERC)

Online security (Huld, 2022)

Terrorism (Chen and Sun, 2021)

Privacy (Swartz, 2007)

Identity theft (Feng, 2019)

Online banking (Austin, 2018)

E-commerce (Huang and Li, 2019)

Digital signature (Wang and Wang, 2005)
Cloud computing data security (Parasol, 2018)
Network security (Parasol, 2018)
Telecommunication (Subsorn and Limwiriyakul, 2012)
National encryption (Fujikawa, 2013)
Consumer rights protection (Wei, 2020)
Renewable energy (Brown et al., 2018)

Table 8
Cybersecurity regulations and purposes in India.

Law/Act

Purpose

IT Act 2000 (amended 2006 and 2008)

Privacy Protection Bill

Act 2000 (Section 66C - Punishment for identity theft)
CPA 1986 S.43A of the Indian Technology Act 2000, IT Act
IT Act 2000

CCA

IT Act 2000

Telecom Regulatory Authority Indian Act-1997

PPB

IT Act 2000, NEP 2015

CPA 1986 and National Consumer Disputes Redressal Commission

IEEE Standards Association (IEEE-SA)

Online security (Sumanjeet, 2010)

Privacy (Rajvanshi and Singhal, 2016)
Identity theft (Kethineni, 2020)
E-commerce (Prasad et al., 2016)

Digital signature (Sumanjeet, 2010)

Cloud computing data security (Srikanth and Dhanapal, 2011)
Network security (Dalei and Brahme, 2014)
Telecommunication (Kumar et al., 2018)
Data security (Patel and Conners, 2008)
National encryption (Mohanty, 2019)
Consumer rights (Patidar, 2013)

Smart grid (DSCI 2022)

(Subsorn and Limwiriyakul, 2012). China is committed to Inter-
net development and has achieved significant progress. China also
works to create cyberspace that is secure, accessible, friendly, and
helpful (Feng, 2019). Kshetri (Kshetri, 2013) proposed a catego-
rization, classification, and typology of cybercrime in China, which
may be useful in deciphering cybercrime organizations and pos-
sible offenders’ structures, personal traits, manners, and outlines.
They could provide a comprehensive overview of the key features
of cybercrime in China. Table 7 summarizes the cybersecurity laws
and acts and their purposes in China.

4.1.6. Cybersecurity policies in india

In the area of CS policies, India is an example of a nation that
lacks comprehensive plans. Cyber-attacks cause significant harm
and put vital infrastructure at risk (Prasad et al., 2016). The poor
distribution of fundamental skills required in a knowledge-based
society is certainly due to a shortage of development in the ICT
industry, which inhibits tapping the yet-untapped inventive poten-
tial of huge young Indian people resources (Bilbao-Osorio et al.,
2014). In July 2013, India’s government released the NCSP, which
outlined 14 objectives, including improving critical infrastructure
security and training 500,000 skilled CS professionals in five years.
The NCSP is a key component of the nation’s PPP efforts to improve
the CS scenery (Kshetri, 2013). Table 8 summarizes the cybersecu-
rity laws and acts and their purposes in India.

4.1.7. Cybersecurity policies in malaysia

Malaysia adopted ICT as a tool for growth, increasing the us-
age of digital information systems in the industry, government,
and the private sector (Wahid et al., 2021). However, cybercrime
has put digital information systems in danger, particularly in
the critical national information infrastructure (CNII). As a result,
Malaysia’s NCSP was established to safeguard the CNII from the
threats it faces (El-Muhammady, 2021). The government and busi-
nesses’ role in responding to cybercrime, the function of cyber

laws, and their collaboration with traditional law to combat cy-
bercrime, which is on the rise in Malaysia, are debated in Binti's
study (Binti Mohamed, 2013). The fact that crimes increase ev-
ery year prompted a lot of concern among the public and the
administration (Binti Mohamed, 2013). It is difficult to prevent
these crimes in Malaysia due to a lack of staff and technology (EI-
Muhammady, 2021). To be able to combat attacks like DoS, actual
mechanisms for preventing and detecting cybercrime activity on
all networks are required (Wahid et al., 2021). Table 9 summarizes
the cybersecurity laws and acts and their purposes in Malaysia.
Fig. 1

4.2. Attributes of cybersecurity policy in selected nations

It is not just the responsibility of IT to create efficient fire-
walls and security solutions; it is also the responsibility of rele-
vant officials to enact specific regulations to make cyberspace safer
(Carr, 2016). There is a scarcity of knowledge about common at-
tributes that are crucial for the creation of CS policy (Mishra et al.,
2022). This section discusses the identified attributes of CS poli-
cies across selected nations. It’s worth noting that the attributes
that influence CS policies aren’t fixed and need to evolve to ad-
dress the changing CS landscape. Further, some of the attributes
could be common across different situations compared to more
situation-specific specialized attributes. For instance, privacy is a
generic attribute whereas spam could be related to an email or
messaging capability. With the advancement of business and tech-
nology needs, these attributes may change and new attributes may
emerge (Murdoch, 2021). For example, because Cloud computing
services were not generally accessible a few years ago, there was
no unified policy in place, but it has since grown out to be the
most in-demand innovation in cyberspace (AlAhmad et al., 2021).
Similarly, as technology advances, cyberspace becomes more com-
plicated, thus a well-organized and comprehensive security policy
is critical (Mishra et al., 2022). The current analysis has the ben-
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Table 9
Cybersecurity regulations and purposes in Malaysia.
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Law/Act

Purpose

National Cybersecurity Policy
PDP Act 2010

Digital signature Act 1997
Cloud Computing Laws

CMA 1998

NCSP, TA 1950

PDP Act 2010

Telecommunications Law, Internet Access Service Provider (IASP)
National Consumer Disputes Redressal Commission, CPA 1999

ASEAN Smart Grid Congress

Online security (Patrascu, 2018)

Privacy, identity theft (Shahwahid and Miskam, 2015)
Digital signature (Saripan and Hamin, 2011)

Cloud computing data security (Patrascu, 2018)
Network Security Laws (Hussein, 2000)
Telecommunication (Abdullah et al., 2018)

Data security (EI-Muhammady, 2021)

Spam (Wabhid et al., 2021)

Consumer rights (Yusoff et al., 2012)

Smart grid (Brown et al., 2018)

Stage-I
Internet, Academic Material

Stage-II

Government Resource,

Literature Study

websites, Police documents,

Security departments

Country’s cyber-security
policy, roles of government,

departments, and agencies

Comparative Analysis

Fig. 1. Research methodology.

efit of compiling a list of attributes that have a major influence
on CS policy and are common across many nations. Telecommu-
nication, network, Cloud computing, E-commerce, online banking,
smart grid, consumer rights, cybercrime, national encryption, pri-
vacy, identity theft, digital signature, data security, and spam, are
among the fourteen common attributes identified in the literature,
as shown in Fig. 2.

These attributes may help and guide policy improvement be-
cause a policy does not have to work for all stakeholders in
all scenarios (Rosenzweig and Lieberman, 2012). All or some
of these attributes can aid nations in developing a global or
region-level multi-nation CS strategy, which is critical in reducing
cyber-attacks and establishing safe global cyberspace or ecosys-
tem (Knapp, 2009). These policy attributes may not only make cy-
berspace safer, but they may also impact a nation’s economy, as
marketers actively monitor various aspects of each nation’s CS pol-
icy (Goddard, 2017). The relevance of these attributes among the
selected nations is discussed in the next section. The common at-
tributes of CS in seven nations are compared to see how these na-
tions are dealing with CS concerns.

4.2.1. Telecommunication policy

Telecommunication is among the earliest actions in cyberspace,
and it has undergone several adjustments as ICT advances and
telecommunication infrastructure changes (Sampigethaya et al.,
2011). Acts like the National CS Policy and Telecommunication Act
(TA) (Crandall, 2005) are examples of regulation on this subject.
These statutes ensure that every network operator follows ade-
quate security procedures, does not harm the state in any man-
ner, and offers greater service to all customers (Laurent, 2021).
In the USA, the telecommunications legislation protects customer
data under computer protection and provides it mandatory for
businesses to deal with data theft concerns as a result of greater
competition. The NCSP, as well as Malaysia’s TA of 1950 and the
EU’s Telecommunications Act, establish policy efforts by changing

infrastructure and enacting stronger national control laws. They’'ve
devised an integrated information system strategy in which the
corporations will exchange transaction details with government
enforcement authorities and will conduct frequent monitoring.

By dividing the duties of government and organizations in
telecommunications data protection, the Chinese TA, the Australian
Telecommunications (Interception and Access) Act, and the Indian
Telecom Regulatory Authority Indian Act-1997 operate on a sim-
ilar framework. The Australian Telecommunications Interception
and Access Act prohibits unauthorised access to protected informa-
tion. To address analogous challenges, Canada has enacted a sim-
ilar telecommunications legislation. Because telecommunications
are among the earliest cyber services, its rules are well-developed
and standardized in comparison to other cyber services’ regula-
tions. Almost every nation has a telecommunication statute that
is nearly identical to the others. New inventions such as 5 G are
increasing the consumer experience, but they are also requiring
revisions to the communications legislation. Because sophisticated
technologies have expanded the number of clients and the sensi-
tivity of their actions, telecommunication services security has be-
come more important than ever (Chen and Sun, 2021).

4.2.2. Network policy

A hacked network can pose a major threat not just to the peo-
ple of a nation but also to the state, according to network security
regulations (Buchanan, 2011). Telecom firms must secure their sys-
tems against all types of cyber threats, including phishing, Worms,
Viruses, and other similar threats (Wilson, 2014). Even terrorist
acts can be carried out via a network that has been agreed upon
(Li et al., 2018). Acts like the Protecting Cyber Networks Act, Cyber-
crime Act, and National Defense Act are the consequence of reg-
ulation in the field network in nations like the USA and Canada
(Lloyd, 2020). The security of equipment in any network is deter-
mined by the network operators’ standards. The EU has issued di-
rectives to give regulatory policy guidelines for network security,
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Telecommunication

Data Security

Digital Signature

Identity Theft

Privacy

National Encryption

Attributes Impacting
Cybersecurity Policy
Development

Cloud Computing

E-Commerce

Online Banking

Smart Grid

Consumer Rights

Cybercrime

Fig. 2. Attributes impacting CS policy development.

and other nations are functioning under their own rules. The Aus-
tralian Cybercrime Act identifies scams by establishing personally
identifiable alarm and credit file verifying systems, which are com-
parable to Malaysia’s Communications and Multimedia Act (CMA)
1998, which identifies scam actions by clarifying network iden-
tities and notifying regulatory authorities of fraudsters’ identities
(Srinivas et al., 2019).

India’s IT Act of 2000, Protecting Cyber Networks Act of the
USA, Canada’s National Defense Laws, and China’s Network Secu-
rity Law all operate under network security protection by identi-
fying various points of safeguard such as children’s online privacy,
phishing, access to data and DoS, concealing and demolishing data
secured on networks (Parasol, 2018). These nations’ legislations en-
able data protection networks; however, most nations, including
Australia, the USA, Canada, and the EU, fall behind in providing IoT
security, such as collecting personal data in a safe network loca-
tion.

4.2.3. Cloud computing policy

The security of data in Cloud computing is especially impor-
tant since many individuals and organizations depend on the
Cloud (AlAhmad et al., 2021). Although Cloud computing has many
advantages, its security is difficult to provide owing to its dy-
namic nature and relatively limited architecture (Casagran, 2016).
To make Cloud computing safe, digital instruments are necessary,
and the Data Signature Act is employed to accomplish this pur-
pose (Lloyd, 2020). This act requires every service provider to pro-
vide a sophisticated digital signature mechanism to secure each
customer’s data in any Cloud. Users of Cloud computing services
are likewise protected under the Data Privacy Act (Kumar et al.,
2018). In the same way that computer security events necessitate
extensive legislation to safeguard user data, Cloud-based data se-
curity necessitates comprehensive and complex laws. The Health
Insurance Portability and Accountability Act (HIPAA), the Sarbanes-
Oxley Act, and the Federal Information Security Management Act
of 2002 (FISMA) are all used to keep Cloud computing safe in the

USA. In the EU’s Data Privacy Directive and Chinese Cloud com-
puting regulations, data protection Cloud computing legislation is
linked to global perceptions, and strict rules (including not trans-
mitting a user’s private data from one country to another without
that user’s permission) are imposed.

The Australian National Privacy Act of 1988, as well as
Malaysia’s Cloud Computing Laws, ensure data protection by pro-
hibiting organizations from disclosing private data for direct mar-
keting purposes. The Controller of Certifying Authorities (CCA) in
India, on the other hand, has built a specialized infrastructure-
based tool to encrypt data. The Indian authorities are merging dig-
ital signature codes with Cloud computing to reduce fraud risk.
The Personal Information Protection & Electronic Documents Act
(PIPEDA) of Canada gives users additional power and allows them
to manage their Cloud-based data and report fraud to the appro-
priate regulatory authorities. Companies in Canada, like those in
the USA, Australia, and Malaysia, must protect user data by obtain-
ing agreement from consumers before moving data from one plat-
form to another. The entire system is responsible for Cloud secu-
rity. Any flaw in any aspect of the system might expose the entire
system (Alshammari et al., 2021).

4.2.4. E-Commerce policy

The increase in online purchasing provided by the E-Commerce
Law has elevated E-commerce to a whole new level. People like
the convenience of online buying platforms, but they are also a
source of sensitive information theft (Badotra and Sundas, 2021).
According to local rules, any firm with E-commerce capabilities
must utilize an allowed payment option (Gijrath et al.,, 2018). E-
Payment Codes give guidance to e-commerce businesses, although
they are not as widely used as they are in the banking industry
(Hartono et al., 2014). Privacy rules, on the other hand, provide a
certain amount of protection in this area of cyberspace (Villa et al.,
2018). To safeguard E-commerce related business transactions, In-
ternational Business and Trade Creation of CSI ports and Anti-
Terrorist Law have been adopted in the USA. Also, Australia, the EU,
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China, Canada, and India support E-commerce transactions through
legislation such as Australia’s Electronic Transaction Act 1999, the
EU’s E-Commerce Directive 2000, China’s E-Commerce Law, and
Canada’s Secure Sockets Layer (SSL).

There are no laws in Malaysia that enable E-commerce; instead,
businesses are supplied with a secure digital portal via which they
may receive and send free payments online (Tan and Lee, 2021).
This network in Malaysia is a powerful and secure system for se-
curing transactions and lowering fraud risk to a greater level. The
protection provided by EU law is strict since it establishes unified
requirements for customers and businesses while also establishing
a secure connection (Badotra and Sundas, 2021). Similarly, the se-
cure connection gateways technique is used by the USA to com-
bat fraud, although it has a different EU structure. In India, the
S.43A of the Indian Technology Act, 2000 and Consumer Protec-
tion Act (CPA) 1986 give compensation to organizations that fail to
secure data, which is a legal gap that allows for fraud (Basu and
Jones, 2003). E-commerce regulations in India and China, both of
which have large populations of Internet users, are similar in that
their rules emphasize user protection by adopting anti-terrorism
legislation to protect the E-commerce sector (Min et al, 2015).
User protection is critical under E-commerce regulations, and it is
the responsibility of both users and service providers to achieve
this protection (Huang and Li, 2019). This is a long shot because
customers can utilize services according to their preferences, but if
they’re held accountable, fraudsters will have a tougher time suc-
ceeding, and users will demonstrate responsibility while using any
E-commerce service (Persadha et al., 2015).

4.2.5. Online banking policy

Online banking is the way of the future in the banking in-
dustry. Every transaction on any platform should be secured
(Chaimaa et al.,, 2021). Laws requiring the usage of line encryp-
tion push every bank to do so efficiently. Every bank and finan-
cial institution is required under the E-Payment Code to take ad-
equate precautions to safeguard transactions on their digital plat-
forms (Chukwu and Idoko, 2021). These regulations and laws make
it mandatory for every financial firm to utilize branch link cryp-
tography, firewalls, and digital certificates for customers to have
a secure online banking service (Kiljan et al.,, 2016). In the USA,
India, and Malaysia, online banking is accompanied by a govern-
ment regulation requiring firms to use IT security measures such
as antivirus and firewalls to secure data. The policy also encour-
ages businesses to develop data-protection software. In contrast to
the EU, where Safe Harbor, society for worldwide interbank finan-
cial telecommunications (SWIFT) Laws, and fraud intelligence shar-
ing systems (FISS) have been designed to safeguard retail banks
from fraud, the USA has no dedicated forensic investigation strat-
egy (Srinivas et al., 2019).

In addition, E-Payment Codes are being produced in Australia,
which identify the methods by which contract terms between
clients and banks should be defined. To limit the threat of false
transactions between local and foreign nations, China has devised
a similar code-related regulation, to move money, known as bank
identifier code (BIC) (Binding and Purnhagen, 2011). In Canada,
there are no clear regulations regarding online banking; instead,
Chip and Pin policy (i.e., a cryptic chip card) is used to enable
digital verification and payment, and everyone should follow this
technique to avoid being a fraudster (Albrecht, 2018).

The strategy for a safe online banking procedure is heavily in-
fluenced by a nation’s internal dynamics (Kiljan et al., 2016). As
a result, the laws in each of the seven nations are highly varied.
Certain nations, such as Malaysia and India, are focusing on en-
cryption, while software and tools are used in the USA to protect
communication (Chukwu and Idoko, 2021). The existence of well-
established legislation for online banking suggests that it is a crit-
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ical aspect of Internet security policy. Since hacking and invading
tactics are also evolving, present software and tools may not es-
tablish a safe setting for online banking in the future; thus, it is
suggested to continuously enhance policies following the growing
number of cyber technologies (van de Weijer et al., 2019).

4.2.6. Smart grid policy

Smart grids are among the uses of computer systems, and they
fall under the cyberspace umbrella since they employ a digital
communication mechanism to monitor and regulate energy sup-
ply (Wang et al., 2015). The safety of these grids is guaranteed
by the nation’s security laws. Several nations employ the Grid En-
ergy Act to safeguard grids and people from harm caused by these
grids (Anwar and Mahmood, 2018). The Energy Independence Act
encourages the development of smart grids, while the IEEE stan-
dard organization works to maintain the high reliability and safety
of smart grids (Gunduz and Das, 2020). Smart grids enable govern-
ments to track and regulate their electricity production, transmis-
sion, and delivery. These grids have become increasingly popular
across the world. Apart from Malaysia, each of the six nations in-
volved in this initiative has legislation in place to protect the digi-
tal data utilized in the electricity supply system. The energy inde-
pendence and security act (EISA) of 2007 in the USA contain more
information regarding the use of renewable resources than it does
about the security of digital data. This law lacks specificity when it
comes to user data security.

The ASEAN Smart Grid Congress in Malaysia had a similar prob-
lem in that it offered thorough security, like technical studies
and site inspections, but it did not provide specifics on how to
use digital security in smart grids. While, Canada’s Green Energy
Act, Australia’s Smart Grid Australia (SGA) policies, China’s Amend-
ment of the Renewable Energy Law (2009), and the EU’s Directive
2001/77/EC, Directive 2006/32/EC, COM (2007) 723 final and Di-
rective 2009/72/EC, provide detailed mechanisms for enacting leg-
islation and protecting data to reduce fraud claims. These nations
are implementing changes in energy structure and information sys-
tems that will safeguard information. Furthermore, the EU’s EC
standards requirement for electric cars (M/468) is very successful
in preventing fraud through the usage of vehicles that employ en-
cryption techniques to protect customer data. India’s smart grids
are likewise protected by IEEE standards.

4.2.7. Consumer rights policy

Consumer rights protection law (CRPL) is a law that protects
consumers’ rights as technological improvements and the nature
of products and services change (Miedema, 2018). Cyber service
users have several rights. These clients have a right to privacy,
and service providers must make reasonable efforts to preserve
that right (Chin and Yusoff, 2016). In any event, the personal in-
formation of clients must not be disclosed to any unauthorised
party (Kerber, 2016). It is the duty of the governments to enact
appropriate anti-spam legislation and take serious steps to en-
sure secure cyberspace as well as the responsibility of the service
providers to safeguard their systems (McIntosh, 2015). Consumer
rights are protected by legislation in China, the EU, the USA, Aus-
tralia, Canada, Malaysia, and India. Consumer rights rules in the
EU and China are quite similar to the privacy laws outlined above,
in that companies are prohibited from misusing personal informa-
tion without the agreement of consumers. The CPA 1986 in In-
dia and the National Consumer Disputes Redressal Commission in
Malaysia use the Prima facie approach for identifying and prevent-
ing fraud and preserving consumer rights via accusations, while
the Malaysian CPA 1999 has applied a service charge on goods and
services that are involved in developing technical innovations for
consumer safety in an attempt to lessen the unfair trade of private
information and the liabilities will be carried by the consumers.
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The USA, on the other hand, has thorough legislation to protect
consumer rights, such as the Fair Debt Collection Practices Act, the
Federal Food, Drug and Cosmetic Act, and the Fair Credit Reporting
Act, which distinguish between data threats of each customer to
offer a safe infrastructure. The CPA of 2002 was enacted in Canada
and is still in effect today to safeguard customers’ rights.

Most nations employ these two laws to safeguard consumer
privacy and data security; as a result, most nations utilize these
two laws to defend consumer rights; however, Australia and the
USA have more successful customer laws. They have a statute in
place to safeguard customers from any type of fraudulent conduct
by any individual or organization that might negatively impact the
customer experience. Food, medicines, bills, and loans are all in-
cluded. It is suggested that conventional consumer rights legisla-
tion be combined with regulations protecting consumer rights in
cyberspace (Miedema, 2018). Sharing and spreading deceptive ma-
terial is also a breach of consumer rights, but enforcing the law
to prevent content sharing, particularly in this social media age,
is difficult. Customers’ rights should be protected without compro-
mising their right to free speech, according to a policy that should
be created (Idowu, 2019).

4.2.8. Cybercrime policy

The Computer Security Act prohibits any individual or organi-
zation from hacking into the computers of another company or in-
dividual. Previously, the Draft Computer Security Act (Draft CS Act)
was employed to keep computers safe (Walton et al., 2021). There
are additional provisions in the IT Act to decrease computer secu-
rity events (Lloyd, 2020). As a result, researchers have arrived at
a solution to keep attackers away from computer clients (Wu and
Irwin, 2016). Without tackling computer security breaches, CS is
insufficient. Computer security breaches are protected by legis-
lation in the USA, Australia, Canada, China, and India. The Cy-
bersecurity Act of 2015, Cybersecurity Enhancement Act of 2014,
National Cybersecurity Protection Act of 2014, and Cybersecurity
Workforce Assessment Act have all been passed in the USA to com-
bat computer security risks. China is tougher because it has an
anti-terrorism statute that applies to computer security breaches.
To combat computer security incidents, Australia is relying on out-
dated legislation, the TA 1079. Australia, like Canada, has enacted
privacy legislation for this reason.

In contrast, the European Network and Information Security
Agency (ENISA) was established in the EU to monitor computer se-
curity vulnerabilities and give scenario measures to resolve them.
The Malaysian National Cybersecurity Policy, for example, focuses
on resolving computer security concerns such as fraud, harmful
code, hacking, and DoS attacks. In this sense, fraud investigation is
a significant component in whole states, and rules are developed
by particularly addressing hackers, with vulnerabilities decreased
via the use of preemptive instruments for national consumer se-
curity (Patrascu, 2018). Draft China’s Cybersecurity Law (effective
July 2015) and Antiterrorism Law (effective January 2016) are now
being drafted in order to provide precise security rules and reduce
the risk of cyber-attacks in the country. IT laws are utilized in India
to deal with computer security issues. Because it incorporates mul-
tiple other qualities such as data security, network security, and
privacy, computer breach of security is among the most problem-
atic traits (Bennett Moses et al., 2019).

The Cyber Protection Act, which includes the Information Tech-
nology Act (IT Act), the Privacy Protection Act, and the Elec-
tronic Document Act (Buja, 2021), guarantees fundamental protec-
tion to all users in cyberspace. Calderaro and Craig (Calderaro and
Craig, 2020) stated that the primary goal of law in this sector is
to ensure that no organization or individual harms other societies,
individuals, states, or organizations in any way. The objective is to
provide a safe atmosphere for everyone while maintaining a good
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quality of service (Haddad and Binder, 2019). The findings show
that each of the seven nations supports CS legislation drafted by
national governments. The Chinese safeguard management and the
EU’s safeguard management are functioning at roughly the same
process for protecting against CS at federal levels, such as devel-
oping applications and network paralysis for Trojan attacks and
hackers. The Australian Telecommunications Act of 1977 places re-
strictions on telecommunication that applies punishment against
hackers for wrongdoing. The act process in China is particularly
powerful since it includes all types of phishing strategies and data
hacking before anybody thinks of doing fraudulently. As a result,
the CS policy process is successful across all nations since each
government governs telecommunication channels through a con-
trolled infrastructure, lowering the dangers and hazards connected
with data hacking. Compared to the USA, Australia, India, and
China, the security within the Canadian Electronic Documents Act
(PIPEDA) 2000 and Personal Information Protection and ETA 2006
of Malaysia can be considered as limited as it opposes any extraor-
dinary measures that may be taken in the event of a problem.

The regulations of all these nations demonstrate the disparity in
their cyber-protection legislation. Australia’s stance has not altered
in a long time. It continues to rely on late-nineteenth-century
broadcasting and telecommunications legislation. India’s telecom-
munications laws were revised in 2008, although it is still out-
dated. The EU’s Cyber Information Sharing Partnership (CISP) is,
on the other hand, more current. For CS, these rules take advan-
tage of real-time data exchange. Other nations should take note of
improved legislation, regulations, and mechanisms to improve the
security of their cyberspace. To strengthen the data exchange sys-
tem, it is suggested that communication between different private
industries and government departments be improved (NCSC 2022).
Several regulations can aid in improving communication by requir-
ing relevant businesses and authorities to provide information that
can aid in improving CS (NCSC 2022).

4.2.9. Encryption policy

Any nation’s encryption policy defines regulations for protecting
virtual data and securing public and private networks (Dizon and
Upson, 2021). Wang et al. (Wang et al., 2016), define this policy
as a government’s desire to preserve all communications networks.
For this reason, nations adopt several legislations and acts, such as
the IT Act, the Data Protection Regulation, and the Secure Public
Networks Act (Laurent, 2021). These acts apply to all service sup-
pliers in the telecommunications and Internet sectors (Dizon and
Upson, 2021). In the USA, strict encrypting data laws have been
implemented under the Security and Freedom through Encryption
(SAFE) Act, which mandates that every 15 days, the governmen-
tal regulatory body conducts an assessment of encryption technol-
ogy and determines the degree of anonymity. The Chinese Regu-
lations on the Administration of Commercial Encryption, on the
other hand, have accomplished an industrial-based policy under
which a cryptographic chip will be connected to smartphones and
computers, reducing the risk of fraud by encrypting data at the
point of generation rather than waiting 15 days (Segal, 2016). The
IT Act of 2000 and the NEP of 2015 in India are deemed inade-
quate since they demand encrypted data to be stored for 90 days,
increasing the risk of hacking and criminal activity (Prasad, 2022).
Canada’s State Council Directive No. 273, Australia’s Cybercrime Act
2001, and the EU Data Protection Regulation have established a
worldwide method to encrypt the data, with the ministry having
the right to alter it. However, there is a need for encrypting data
legislation in Malaysia, as no rules have been formed yet.

A worldwide encryption standard can assist to enhance encryp-
tion efficiency in all nations; however, since a big quantity of data
has already been encrypted, it is exceedingly hard, making it im-
possible for any company to modify its encryption policy unex-
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pectedly. The national encryption regulation is essential for under-
standing how a nation safeguards its cyberspace (Devi, 2019). It is
advised that service providers establish a policy that allows them
to readily encrypt data while still providing acceptable security to
consumers, and identity-based encryption is one approach to do so
(Chatterjee and Sarkar, 2011).

4.2.10. Privacy policy

People have the right to privacy in cyberspace, and the Pri-
vacy Protection Act and Civil Law Act are sufficient to preserve
everyone’s basic privacy (Relyea, 1986). However, several techno-
logical challenges are related to cyberspace, necessitating particu-
lar legislation to define and offer individuals the best possible pri-
vacy (Laurer and Seidl, 2021). Data Protection Reform is the con-
sequence of efforts to ensure that all users have enough privacy
(Neama et al., 2016). These revisions also make it illegal for any
entity to breach people’s privacy in the name of security without
their consent or a compelling justification (Yee, 2006). Each of the
seven nations has its privacy protection statute, but these laws are
aimed at various types of protection. For example, the USA’s Cyber
Privacy Fortification Act of 2015 and India’s Privacy Protection Bill
impose fines on companies that fail to provide the necessary secu-
rity level to clients, such as prison or a fine, whereas China’s CRPL
creates a backdoor for the purchase and sale of counterfeit goods.
Public and private regulations include Canada’s PIPEDA, Malaysia’s
PDP Act 2010, Australia’s Privacy Act 1988, and the EU’s Data Pro-
tection Directive. The EU’s privacy law is seen as acceptable, and it
functions under a user-as-owner mechanism, making it a particu-
larly designed statute for personal information.

Australia is still employing the 1988 Privacy Act. Malaysia’s PDP
Act is also being used to safeguard privacy. In Malaysia, the same
rule is used to combat identity theft. Similarly, Canada has the
same PIPEDA law that deals with privacy and identity theft. Be-
cause of the disparity in people’s awareness, privacy regulations in
all of these nations varies significantly. In comparison to Malaysia,
China, and India, EU and USA privacy rules are relatively rigorous.
It is difficult for all nations to safeguard privacy while allowing law
enforcement agents sufficient access to data for the investigation
of various CS (Cole et al., 2017). The current cyber applications and
innovations also allow the service provider to monitor the user’s
location, making enacting a proper privacy regulation more diffi-
cult (Yang et al., 2020). It is suggested that society experts, po-
lice agencies, and cyber providers meet to address privacy issues
in order to develop more thorough and effective privacy legislation
(Tsesis, 2019).

4.2.11. Identity theft policy

Identity theft is one of the most serious cybercrimes, since it
may generate a slew of societal problems as well as national se-
curity concerns (van de Weijer et al., 2019). Because identity theft
on social networks is fairly easy, it is hard to protect against iden-
tity theft in certain circumstances and apply appropriate punish-
ment (Hoffman and McGinley, 2010). A lot of legislation work
has been done in the sector. The Theft and Assumption Deter-
rence Act prohibits anybody from impersonating another person
for any reason (Steel, 2019). Identity theft is also prohibited by
the Personal Information Protection Act, the Electronic Document
Act, and the Privacy Act. Due to the nature of some cases of iden-
tity theft, the Criminal Code may be used (Hoffman and McGin-
ley, 2010). Identity theft is safeguarded in the EU by a criminal
code formed via coordination between national and territorial au-
thorities, but liberalization is still needed to prevent identity theft
at both the personal and institutional levels. The Australian Crimi-
nal Code Amendment Act 1999, Malaysia’s PDP Act 2010, Canada’s
PIPEDA 2005 (S-4), the USA’s Identity Theft and Assumption Deter-
rence Act laws, and the Chinese Criminal Code Network Security
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Law all provide regulations to lessen the probability of forgery to
a larger extent (van de Weijer et al., 2019). Each nation supports
legislation to safeguard against identity fraud, and the provisions
of the USA and Indian laws appear to be successful since they pro-
vide support via precise bans and punishments (Steel, 2019).

The EU, Australia, Canada, and China all have regulations that
are fairly similar when it comes to identity theft. India does not
have a complete regulation regarding this trait; however, its IT Act
of 2000 contains a provision that defines any entity that imitates
another entity’s identity in cyberspace to be a criminal. PDP data
protection regulations can also include this characteristic; as a re-
sult, Malaysia only has a PDP statute in place to address iden-
tity theft (Shahwahid and Miskam, 2015). Although many nations
have comparable laws against identity theft, a complete code is
still needed since many Internet users create profiles on various
social networking platforms using the names of different individu-
als. Until somebody submits a report, the law does not take effect
(Kethineni, 2020). Furthermore, social media companies do not go
into great depth to confirm the identities of their members since
doing so would limit their user base, and there is no regulation
requiring them to do so. Clients are often hesitant to reveal per-
sonal information for fear of identity theft. It is necessary to work
to resolve this problem through law and advanced technologies
(Hoffman and McGinley, 2010).

4.2.12. Digital signature policy

The existence of a digital signature alone is insufficient to pro-
tect digital data. Somani et al. (Somani et al., 2010) suggested that
digital signatures be complex enough to keep data safe. In some
nations, the Electronic Signature Act requires all relevant author-
ities to build an electronic signature system that not only pro-
tects data but also identifies persons (Somani et al., 2010). Finan-
cial transactions are also protected by these signatures. The Digital
Signature Act and the IT Act are two pieces of legislation on this
subject (Lloyd, 2020). The digital signature policy was established
to assist minimize the danger of identity fraud, and each of the na-
tions mentioned supports the legislation to help reduce the risk of
fraud. The ETA 2001 and the ETA 2000 are two effective Australian
statutes in this area (Webb, 2007). The Electronic Signature Law
of the People’s Republic of China creates a private network among
two parties in communication, allowing people residing far apart
to validate each other’s identities and reducing the risk of fraud.
The data protection is secured under EU legislation by issuing user
certificates and generating e-signatures that identify the signatory
before performing the transactions, according to the EU Directive
for Electronic Signatures (1999/93/EC). This technique is less dan-
gerous, and the IT Act 2000 in India encourages the same type of
technique in which P2P communication is assured, resulting in the
development of a secure link.

All of these nations’ policies on digital signatures are quite sim-
ilar, although Malaysia lags since it still follows the 1997 digital
signature statute. The USA, the EU, Australia, Canada, and India
all have legislation in place to ensure that the digital signature
level is high enough. Because no infrastructure or regulation allows
the creation of digital signatures of individuals, digital signatures
are largely employed by large businesses. The fundamental prob-
lem here is that digital signatures may be replicated with extreme
accuracy, making them subject to security threats (Hatcher et al.,
2020). Every nation’s CS strategy should promote the deployment
of innovative, user-friendly technologies to make this cyberspace
more valuable and secure.

4.2.13. Data security policy

Another important shared trait in CS is the Data Security Act,
which covers both public and private data (Idowu, 2019). All users
can access and utilize public data, but only legitimate users can
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obtain and use personal information (Kumar et al., 2018). A vast
amount of people’s sensitive information may be stored in busi-
ness enterprises. This information must not be misused in any
way (Laurent, 2021). In many nations, the personal data protec-
tion (PDP) Act protects users’ data, while the Data Security and
Breach Notification Act prevents any organization or individual
from acquiring and using data belonging to another organiza-
tion or individual without proper authorization (Crandall, 2005).
Data protection requirements are included in data security legis-
lation (Lallie et al., 2021). All nation’s data protection regulations
vary depending on their population, GDP, and public awareness
(Kumar et al., 2018). The USA Data Security Act and Breach Noti-
fication Act have made recommendations for educating small and
big businesses about data protection and developing nonbinding
best practice tools for online transactions. Deceptions will be rec-
ognized in this situation by keeping watch on the operations of the
firms, and data use will intervene in the event of any illegal activ-
ity. The Australian Privacy and Data Protection Act 2014 requires
businesses to offer customers data security measures and obtain
their agreement before releasing personal data; else, businesses
would violate confidence (Watts and Casanovas, 2019). Compara-
ble permission regulations have been enforced on firms under In-
dia’s PDP Bill and Canada’s Criminal Code’s Lawful Access Powers,
in addition to disk imaging in India and compliance agreement in
Canada. China, although being a developed country, has no explicit
data protection legislation. To address data protection challenges,
the EU has well-developed provisions under its data protection leg-
islation (Laurer and Seidl, 2021).

Various regulations, such as the crimes act, can be utilized to
tackle data breaches in China, but a suitable policy to safeguard
the data of businesses and individuals is required. Data protec-
tion is one of the aspects of CS policy that has received signifi-
cant attention recently; as a result, all major nations, including the
USA, Australia, and the EU, have updated data security rules and
regulations. Because data security is linked to privacy in certain
ways, privacy laws can be used to address data security issues in
some instances. This, maybe, is one of the reasons why China does
not have data security legislation (Feng, 2019). Authorities may not
have grasped the distinction between data privacy and security.
Data privacy and data security must be defined and classified in-
dependently so that a unique regulation may be designed to make
digital data safer (Idowu, 2019).

4.2.14. Spam policy

Spam is defined as electronic messages that include unso-
licited material and are sent to a large number of recipients
(Alzoubi et al., 2021). Dunham and Bradshaw (Dunham and Brad-
shaw, 2004) state that spamming is mostly used to promote low-
quality or unlawful items. Spam degrades the experience for users
and disseminates offensive material to the public. Furthermore,
spamming is also utilized for hacking; consequently, spamming re-
quires particular laws (Laurent, 2021). To do this, the Spam Act
is applied (Beardwood and Stern, 2014). The IT Act also includes
anti-spam provisions. In several nations, the Directive on Privacy
and Electronic Communication is also used to combat spam in cy-
berspace (Kigerl, 2015). Except for India, where no law has been
formed to decrease spam operations, nations such as China, the
EU, the USA, Australia, Canada, and Malaysia have established pol-
icy provisions for spam acts. The Controlling the Assault of Non-
Solicited Pornography and Marketing Act (CAN-SPAM Act) of 2003
in the USA decreases the risk of fraud by prohibiting the use of
false topic lines in product marketing to clients. Every marketing
communication is scrutinized against a set of guidelines to ensure
that customer information is not misused. Businesses in the EU,
on the other hand, are subject to the Directive (2002/58/EC) on
Privacy and Electronic Communications, which imposes a flat price
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for electronic communication. Likewise, China’s Anti-Spam law and
Canada’s anti-spam legislation (CASL) 2014 provide a safe market-
place by notifying enterprises in detail of regulatory requirements
and infractions. For this CS issue, Australia has comparable spam
legislation.

Spamming goes undiscovered because of several CS difficulties
as well as because customers have come to view spamming as one
of the unavoidable consequences of using the Internet and have
become unconcerned about it. In a nation like India, the lack of a
well-established anti-spam law demonstrates the authorities’ stu-
pidity. Although improved knowledge of spamming and filtering
software has lessened the impact of spam, thousands of Internet
users throughout the world are still affected by this security prob-
lem. Telling the difference between spam and mass marketing is
a hard task. The legislation prohibiting intensive distribution may
elicit a response from businesses. It is suggested that a standard be
developed to identify spamming, as well as a regulation that pro-
tects customers from spam while enabling businesses to market
themselves freely (Shaykevich, 2019).

5. Discussion

This study intends to address the research questions: How do
different nations implement CS policies to address critical CS at-
tributes? RQ was answered in Section 4.1 and Section 4.2. Four-
teen common CS attributes that influence CS policy framework for-
mation were identified and analyzed on how the seven nations
(the USA, the EU, Canada, Australia, China, India, and Malaysia) ap-
proached these traits. These attributes are telecommunication, net-
work, Cloud computing, E-commerce, online banking, smart grid,
consumer rights, cybercrime, national encryption, privacy, identity
theft, digital signature, data security, and spam. While these at-
tributes are self-contained, interdependencies between these at-
tributes can be further specified for a specific context. In this sec-
tion, the implications of the findings, the limitations of this study,
and future directions are also discussed.

5.1. Overall evaluation

The CS threat has escalated to such a degree worldwide that
removing it has become quite challenging. On the other hand, Na-
tion’s measures have helped to regulate this issue to some level.
Every nation is not subjected to the same amount of danger. While
there is no standard for evaluating cybersecurity policies, most re-
cent research and professionals in the industry (e.g., (GCSCC 2022;
Dutton et al., 2019; Naseir, 2021; Collett, 2021; Nakhli, 2022;
ENISA 2022; GFCE 2022; UNODA 2022)) have identified common
factors that should be examined for successful policy implementa-
tion. The description for each of the eight factors used to evaluate
the cybersecurity policy is summarized in Table 10.

For rating cybersecurity policy factors, the simple additive
weighting (Fishburn, 1967) technique is utilized, which is probably
the most popular and well-known approach (Pipyros et al., 2018).
The overall score of a policy is calculated using this technique as
the weighted total of the factors utilities or scores. Each factor
is assigned a normalized weight, and the total weight should be
equal 1. For the sake of this study and owing to a lack of research
that gave such an evaluation, we have assigned the same weight to
each of the eight factors (i.e., 0.125), even though various factors
may be valued differently in different nations. For example, cer-
tain countries, such as China, impose some cybersecurity attributes
while others, such as Canada and the USA, do not, for some poli-
cies like network and e-commerce policies. The evaluation values
for each cybersecurity attribute revealed in this study are summa-
rized in Table A1 - Appendix A. The scores of each policy among
the seventh nations are depicted in Fig. 2. It is important to note



A. Mishra, Y.I. Alzoubi, MJ. Anwar et al.

Table 10

Computers & Security 120 (2022) 102820

Cybersecurity evaluation factors description.

Factor

Description

Infrastructure

Knowledge and awareness

Frameworks and models
Standards and regulations
Management

Evolution policy
Specialization

The capability of the country to design and implement a cybersecurity policy, as well as to improve its cybersecurity
endurance by bolstering its cyber defense, incident management, equipment, skills, and ICT protection assets.

Knowledge and abilities examine policy quality, affordability, and adoption by individuals, government, and businesses. It
also has to do with cybersecurity awareness campaigns, expert training, and formal cybersecurity educational materials,
among other things.

Create and maintain procedures, tools, and operations for collecting, analyzing, and using state, data, and summary from
other disciplines in order to set up tactical operating cybersecurity situations.

Adopt and create national laws and standards relating to cybersecurity, both direct and indirect, with a focus on regulatory
standards for cybercrime-related statutes and applicable regulations.

Manage a cybersecurity program that includes a planning process, administration, and cybersecurity operations that are
aligned with the country’s strategic priorities and the threat to national infrastructure.

Cybersecurity policy should be adaptive, evolving, and tailored to meet new problems and requirements.

Professional team that is tasked with maintaining a certain cybersecurity act or law.

Enforcement Applying punishment or penalties for firms or individuals not following anti-cybercrime laws and regulations.

1
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Fig. 3. Cybersecurity factors simple additive weighting.

here that the purpose of such an evaluation is not to suggest that
one country is better than others. Rather, it is about demonstrating
an approach to analyzing and scoring the various attributes. These
should not be taken as an official ranking of countries.

According to Fig. 3, in terms of adopting the most effective reg-
ulations for online banking (0.875), identity theft (1.0), national en-
cryption (0.875), and consumer rights (0.875), the USA leads the
way (van de Weijer et al., 2019). In terms of identity theft (1.0)
policy, India, on the other hand, is tied with the USA. In terms of
E-commerce (0.875) and spam regulations (1.0), Canada came out
on top (Shafgat and Masood, 2016). Because the EU and China have
different legislation and security measures in place to combat cy-
bercrime, they received the highest scores (1.0). In addition, the EU
has the highest scored policies in terms of data security (1.0), pri-
vacy (1.0), and smart grid (1.0) (Shackelford et al., 2015). Further-
more, China has the highest network policy score (1.0). Telecom-
munications (1.0) and digital signatures (1.0) policies may all be
modeled after Australia’s regulation. Malaysia received the highest
ranking in terms of Cloud computing policy (1.0).

Table 11 compares and contrasts the merits and disadvantages
of various CS strategies in the nations examined. Because the
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USA has so many large companies with many customer records,
the country’s financial markets are the most vulnerable to data
breaches. Despite its leadership in online banking, identity theft,
national encryption, and consumer rights policies, telecommuni-
cations (0.75) policy required updating to its regulations, network
(0.875) has no special laws, and Cloud (0.75), privacy (0.875), and
e-commerce (0.625) policies are not properly managed even after
policy creation due to the availability of large datasets (Kurt, 2015).
The smart grid (0.625) in the USA has not been upgraded in the
previous few years, it is vulnerable to cyber-attacks. Also, the cy-
bercrime (0.875) policy, despite its comprehensive measure, fol-
lows a self-governance approach. Moreover, digital signature (0.75)
and spam policies (0.75) do not have special laws, and data secu-
rity (0.875), despite using modern techniques, lax enforcement.

In four policies, however, the EU came out on top: smart grid,
privacy, data security, and cybercrime. Due to outdated laws, weak
regulations, or a lack of specific legislation, it received a 0.75 in
all telecommunication, network, E-commerce, online banking, en-
cryption, and identity theft policies. Telecommunications (1.0) and
digital signature (1.0) policies scored highest in Australia. To safe-
guard Cloud computing (0.875), E-commerce (0.75), online banking
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Identity Theft

Digital Signature

Data Security

Spam

USA and India
have highest
score (1.0)

Multiple laws
used

Modern policy
and very
effective

Several laws
used

Only criminal
code is used, no
special law

Electronic
signature
directive, needs
upgrading
Highest score
(1.0) - most
advanced

Well-developed
infrastructure
used

Personal
protection laws,
no special law

Highest score
(1.0) - special
law

Privacy laws are

used

Special spam act

Only criminal
code is used,
no special law

Multiple laws,
no special law

Personal
information
protection
policy
Highest score
(1.0) - special
law

Only criminal
code is used, no
special law

Private
infrastructure is
used

No special laws

Old regulations
which were used
for email
protection

USA and India
have highest
score (1.0)

Same IT Act of
2000 is also
used here

Personal data
protection,
needs
modification
No special law

Table 11
Evaluation of cybersecurity policies among selected nations.
Attribute USA EU Australia Canada China India Malaysia
Telecommunication Laws require Old act Highest Special act Special laws Old laws Old laws
modification score@@(1.0) -
special law
Network Special laws Special cyber-crime laws National Highest score IT act is used Using old acts
directives, its are used defense act is (1.0) - special
policy is still used, no law
lagging special law
Cloud Several laws Under-developed Several laws Personal Global Providing Highest score
used policy used protection perspective infrastructure (1.0) - special
policies policy through CCA law
E-Commerce Anti-terrorist Electronic Electronic Highest score Specific law No specific law No
law Commerce Transaction Act (0.875) - comprehensive
Directive 2000 1999 special law law
Online Banking Highest score Only FISS is used Developed No Bank identified Focus only on Focus only on
(0.875) - e-payment codes comprehensive codes encryption encryption
special law laws
Smart Grid No special Highest score No special law No special law, Renewable Follows some ASEAN is used
laws, EISA (1.0) - special green energy energy laws are IEEE standards to get
provides some law act is used used directions
guidance
Consumer Rights Highest score Developed law in General Special law but amended its laws Old laws Old law of1999
(0.875) - 2014 consumer law it requires in 2014 to is in practice
special law amendment improve them
Cybercrime Most EU (ENISA) and PIPEDA, no EU and China IT act is used, Different
comprehensive China have Telecommunication policy for (anti-terrorism no special law regulations, no
laws - CNCI highest score law (old) emergency law) have support for
(1.0) with situation highest score emergency
multiple laws situation
Encryption Highest score Data protection No special laws Global Industrial based Special laws Basic criminal
(0.875) - SAFE act mechanism in policy but ineffective codes are used
policy its policy
Privacy Punishment Highest score Privacy act of Personal data Consumer punishment Personal data
but policy (1.0) - special 1988 - not good protection protection law but ineffective protection used
need law enough currently has loopholes
improvement

Personal
protection
laws, no
special law
Its lagging
with old laws
of 1997

Personal
information
policy

No special
laws. TA is
used

(0.75), and CPAs, Australia, like the EU, has developed a closed con-
nection between corporations, governments, individuals, and sup-
pliers by imposing rules that match national demands (Turner and
Stough, 2020). Since it relies on self-governed procedures for on-
line banking (0.5), data security (0.75), and network security rather
than top-down authority, Canada faces a similar degree of hazard
as the USA [46]. In contrast to the USA, Canada’s E-commerce CS
policies (0.875) are effective because they are continually upgrad-
ing CS standards at the national level and providing institutions
with enough infrastructure for securely sharing data.

According to the Law 360 research, China is pursuing effective
policy steps to reduce CS dangers to a greater level. China scored
highest in terms of network and cybercrime policies. China estab-
lished new national security legislation in 2016 that includes Cloud
computing (0.875), network, online banking (0.75), E-commerce
(0.75), and telecommunications (0.875) under data localization
processes, whereby data will not be transmitted for retention to
international jurisdiction. In this regard, before proceeding with
the cross-border data transfer, the companies must first obtain ap-
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proval from government officials and satisfy the data transfer reg-
ulation. Other attributes, such as identity theft (0.75), spam ac-
tions (0.625), and smart grid (0.75), are not included in this policy,
therefore it is recommended that the government issue a new no-
tice to cover these areas (Stratford and Luo, 2016). Furthermore, ac-
cording to Binding and Purnhagen (Binding and Purnhagen, 2011),
CPAs in China and the EU are similar due to the implementation of
national plans.

In Malaysia, extensive ICT infrastructure investment and re-
sulted in leading in terms of Cloud computing. The government
has boosted its investment in this area to ensure the efficient use
of online banking (0.625) (Goi, 2005). Malaysia is recognized as
the first nation in Southeast Asia to pass CS legislation, and it
has prioritized network infrastructure (0.875), E-commerce (0.75),
and Cloud computing (1.0) in its policy objectives. Malaysia’s CS
policies are mostly related to national defense and public health,
which are beyond the scope of this paper, and Malaysia is still seen
as less competitive than Canada and India, for instance, when it
comes to dealing with CS concerns (Carroll and Kellow, 2021). The
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Indian identity theft policy scored the highest along with the USA
identity theft policy, due to the strict regulations applied. However,
other policies such as telecommunication, network, online bank-
ing, smart grid, cybercrime, and data security indices scored 0.625
for each, since they rely solely on minimal high levels and no spe-
cial laws have been developed, and major organizations have failed
to apply these standard established rules, resulting in a loss of
competence in policy regulations (Devi, 2019). In China, India, and
Malaysia, which have many Internet users who are unaware of the
hazards, identity theft (scored 0.75) and spam scams (scored 0.625,
0.75, 0.75, respectively) are highly frequent. The countries’ financial
situations also motivate the people in these nations to engage in
criminal activities. Within the CS threat scenario for the EU, Aus-
tralia, and Canada, ransomware is among the most common risks.

As a result, it can be concluded from recent the above assess-
ment and discussion that CS policy implementation in the USA and
EU are highly effective in stopping threats since they cover a wide
range of features under a particular law and are backed up by a
robust development infrastructure (Shackelford et al., 2015). China
may come second but need further consolidations in the cyberse-
curity policies. Even though India, Australia, and Canada are be-
coming more powerful nations on the global stage, they still need
to concentrate on effective policy execution (Manwaring, 2009).
Furthermore, specific policies of countries such as Malaysia and
Canada perform better, but on comparison criteria, the countries
must work harder to get a comparative benefit (Shafqat and Ma-
sood, 2016).

5.2. Implications

The identified attributes are crucial for CS policy since they
encompass the majority of CS challenges (Mishra et al., 2022).
The results of this study suggests that it is critical to solve these
concerns since hi-tech attacks cost billions of dollars every year
(Paananen et al., 2020). Security and data privacy are the trendi-
est problems in CS, particularly in industrialized countries with
a large number of international corporations (Tsesis, 2019). For
over a decade, CS policies have had legislation governing data pri-
vacy, security, telecommunications, spamming, and network secu-
rity, which are critical because they boost user confidence, which
leads to a growth in the number of users and economic prospects
(Al-Garadi et al., 2016). It is critical to have a telecommunication
attribute to maintain communication services safe (Kiljan et al.,
2016). These attributes are still important for CS policies, but mod-
ern features like Cloud computing security, smart grid, and e-
commerce have also become important. The smart grid’s ability to
monitor and regulate electricity generation, protection, and distri-
bution is critical (Gunduz and Das, 2020). The Cloud computing at-
tribute is important for CS policy because it shows that the policy
is evolved enough to maintain CS in the present-day (Tissir et al.,
2021). Encryption, digital signatures, and online banking are all
crucial features for safe transactions.

Some nations’ policies scored more than others in managing
some attributes. This means that while a nation’s policy cannot
be called the best, it may be argued that a nation has the most
effective (according to this study evaluation) policy for a specific
application. The findings demonstrate that when it comes to CS,
each nation has its unique set of strengths and shortcomings. Ev-
ery nation’s cyberspace is vast, and there are several security chal-
lenges linked with it. Accordingly, only a large firm with vast re-
sources can maintain CS. Furthermore, CS mandates that the au-
thority monitors cyber services so that any data breach may be
investigated and security vulnerabilities assessed. Accordingly, the
federal government and cyber service providers play a critical role
in policy creation. Cyber service providers state what level of legal
protection their services require. Every government also establishes
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a dedicated federal agency or initiative to assess the present situa-
tion and do research on different causes of CS across the world to
make policy suggestions. The Networking and Information Technol-
ogy Research and Development Program, for instance, in the USA,
presents a CS road map.

CS is about more than just solid policies and firewalls; CS is
also about apprehending criminals. Law enforcement agencies are
responsible for ensuring the dominance of the law and enforcing
it in reality. Because one institution cannot monitor all rules, the
nature of cyber risks fluctuates. As a result, the structure of regu-
lations also varies significantly. Some risks are the responsibility of
local governments, while others are the responsibility of the fed-
eral government. In the USA, the Federal Bureau of Investigation
maintains a CS division that investigates cyber threats on a local
level for each state police department. Other nations, such as Aus-
tralia, Canada, India, Malaysia, China, and the EU, have police de-
partments that enforce the law.

Risks to each nation vary due to a variety of variables such
as geographic constraints, foreign policy, and political conditions.
Ranking of cyber risks is done by looking at past cyber risk in-
cidents. Cyber risks are also prioritized by different governments
based on their frequency. If a nation faces higher dangers of spam-
ming and privacy violations than other risks, these risks will be
prioritized (Shaykevich, 2019). The estimated financial damage in
the event of cyber risks may also be used to prioritize risks. If a
cyber threat has the potential to inflict significant societal disrup-
tion or financial damage, nations will devote greater resources to
combating it (Manwaring and Hanrahan, 2019). Based on the find-
ings of this study, we can argue the following recommendations in
order to enhance CS architecture.

The CS policy should be adaptable, allowing the state to en-
hance it as technology improves. It is advised that all nations
examine the policies of other nations to get inspiration and in-
corporate topics relevant to their setting. This method can aid
in the creation of a complete and successful policy. Also, the
growing information-sharing mechanism under the cyber pro-
tection act should promote communication between all govern-
mental and private sectors.

In terms of digital signatures, any government must embrace
this technology in order to protect digital material. Improved
technology and legislation that encourages consumers to pro-
vide their identities, increasing meetings between decision-
makers and service providers; society leaders lead to more
worldwide appropriate privacy rules are all needed to combat
identity theft.

Network security laws have to be improved in several nations,
such as the EU, India, and Canada, where IoT security rules fail
to collect private data securely. With the growing number of in-
ternational data protection rules, including a policy that allows
service providers to offer sufficient security for users and sim-
ply data encryption can be effective solutions.

Currently, differences in telecommunication infrastructure
across different nations make telecom service security a key
concern. As a result, nations must assist each other in improv-
ing the efficacy of the communication infrastructure to find a
solution.

The publication of data privacy and consumer rights is a major
concern, particularly in the social media space; as a result, a
new strategy that protects consumer rights and privacy is an
effective solution.

5.3. Limitations

Even though this study accomplished its aims and notwith-
standing all of the time and effort put into its preparation, it has
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certain inescapable limitations. Due to time and fund support re-
strictions, no questionnaire was employed and no interviews with
specialists from other nations were undertaken. Interviews with
certain specialists in a few nations may aid in the development of
a more comprehensive list of common CS attributes. Incorporating
more prevalent attributes might lengthen and complicate the study
process. Furthermore, to obtain information on various policies of
chosen nations, only publicly available papers of selected nations
were used. Some nations’ most recent papers were not accessible
on their official websites. In India, for example, there was no pa-
perwork accessible for the spam act statute. Similarly, the policy
of national encryption in Malaysia was not accessible, which may
hide various laws and procedures to safeguard cyberspace. In ad-
dition, although this study utilized a rigorous method to analyze
each policy, all factors were given equal weight. Different policies,
on the other hand, maybe prioritized or weighted differently in
each country.

Only seven nations were analyzed. There are several additional
nations with well-developed IT infrastructure and big populations
of Internet users. South Korea and Japan, for example, have around
115 million web users. More than 90% of the people in these two
nations utilize the Internet. Because official documents and poli-
cies, in these nations, were only available in South Korean and
Japanese languages, it was not feasible to investigate their CS poli-
cies without the help of an experienced translator, which might
result in time and financial issues. Finally, the research’s analysis
and findings are qualitative, which makes it prone to bias, another
drawback of this study.

5.4. Future directions

Based on the analysis of CS policies in the seven nations. With
the aid of this study, a nation can establish a suitable CS policy,
but the research may be expanded in numerous areas to achieve
extra insights. Here are some possible future research directions in
this domain.

e In order to study other related attributes of CS policy, it is
essential to analyze the CS policies of other nations with a
high number of IT users and well-developed IT infrastructure.
Other nations’ research may reveal new cybercrime strategies
and procedures, which can aid law enforcement authorities in
combating comparable cybercrime in their nations. Since ana-
lyzing the policies of a wide number of nations would take a
significant amount of time and money, a suitable sponsor will
be necessary for such a study to yield more insightful results.
The findings of this paper can make a significant contribution
to future research projects of this kind.

Because cyberspace is always expanding and the technologies
linked with it are developing, the problems for CS are also
growing. Simple measures can aid in the current fight against
cybercrime and CS concerns, but they may not be suitable in
the future. It is necessary to design a more dynamic policy that
can be implemented over time and allows authorities to make
swift modifications. An advanced study should be performed to
identify a mechanism to build a dynamic policy (Graham et al.,
2016). The TA of the USA is an example of such a policy. It was
created in 1996 and is still functioning with all contemporary
telecommunications systems and technology.
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« Differences in national policies also contribute to certain cyber-
crime. For example, a hacker residing in a nation with lax or no
policies against breaches or hacking might attempt to infiltrate
a network or hack a system. A universal CS policy might help
all Internet users throughout the world have a better experi-
ence. To determine how a worldwide policy may be formed,
substantial research is required. It is feasible for a nation to
adopt policies that safeguard not just its cyberspace but also
prohibit persons within its borders from hurting the cyberspace
of other countries in any way. It may even help to strengthen
international relations (Carroll and Kellow, 2021). This work can
serve as a foundation for developing such policies or doing ad-
vanced research for this goal.

6. Conclusions

Since cybercrime has the potential to jeopardize national secu-
rity, it is critical to combat these crimes decisively. To combat cy-
bercrime, there should be well-established policies, as well as the
identification of critical CS traits so that a comprehensive policy
can be devised. A variety of stakeholders contribute to the devel-
opment of a CS policy, but the government is the driving force be-
hind the policy’s creation and modification. This study examined
current literature, research papers, websites, blogs, and other pub-
licly available materials in order to compile a list of common at-
tributes that are significant in the establishment of CS policy. The
study investigated and contrasted the CS policies of seven nations
(the USA, the EU, Australia, Canada, Malaysia, China, and India), as
well as how each attribute is addressed.

Fourteen common features were identified as critical for decent
CS policies as a result of our literature review. While establishing
a CS policy, every government may consider these attributes. Ev-
ery nation, it has been reported, has its method of securing its cy-
berspace. Their priorities change depending on the economy, polit-
ical climate, and user awareness. The general public and corporate
groups exert significant pressure in this area. This paper demon-
strates how difficult it is to create a policy that addresses all of the
issues. The policies of other nations may be used to help national
CS policy. The first step toward establishing safe cyberspace is to
design a comprehensive CS policy. This study serves as the founda-
tion for a country’s attempts to eradicate all CS hazards; as a result,
every government should have a department dedicated to devel-
oping and accessing its policies. Without a comprehensive policy
for all CS attributes, any nation’s cyberspace cannot be protected.
Cyberspace can become safer if all nations agree on common at-
tributes and adopt a worldwide strategy for the CS.
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All factors were given an equal weight of 0.125. The eight fac-
tors used in this evaluation are extracted from (Shackelford et al.,
2015; Binding and Purnhagen, 2011; van de Weijer et al., 2019;
Devi, 2019; Shafqat and Masood, 2016; Kurt, 2015; Turner and
Stough, 2020; Stratford and Luo, 2016; Goi, 2005; Carroll and Kel-
low, 2021).
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Table A1
Cybersecurity attributes factor evaluation.

Telecommunication

Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v
Frameworks and models v v v v - v v
Standards and regulations v v v v v — —
Management v v v v v - -
Sustainable process — — v — v — —
Specialized department v v v v v v v
Enforcement — — 4 v v v v
Total 0.75 0.75 1 0.875 0.875 0.625 0.625
Network
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v 4 v v v v
Frameworks and models v v v v v v v
Standards and regulations v v v — v — v
Management v - (%4 v v (4 v
Sustainable process v v v v v - -
Specialized department v — — — v — v
Enforcement - v v - v v v
Total 0.875 0.75 0.875 0.625 1 0.625 0.875
Cloud
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v 4 v v v v
Frameworks and models v v v v v v v
Standards and regulations v - v v v - v
Management (4 v v (4 - (4 v
Sustainable process v v 4 v v v v
Specialized department - - - - v - v
Enforcement — — v v v v v
Total 0.75 0.625 0.875 0.875 0.875 0.75 1
E-Commerce
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v v — v v — -
Management — — v v — v v
Sustainable process — v — v v — —
Specialized department v — v v — — v
Enforcement — v v - v v 4
Total 0.625 0.75 0.75 0.875 0.75 0.625 0.75
Online banking
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v — v — v — —
Management — v — v — v v
Sustainable process v v — — v — —
Specialized department v — v — — — —
Enforcement v v v - v v v
Total 0.875 0.75 0.75 0.5 0.75 0.625 0.625
Smart grid
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v - v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v 4
Standards and regulations — v — — v — —
Management (%4 (4 [%4 (%4 v (%4 v
Sustainable process — v v v v - -
Specialized department v v — — - — —
Enforcement - v v v v v v
Total 0.625 1 0.75 0.75 0.75 0.625 0.625

(continued on next page)
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Table A1 (continued)

Telecommunication

Factor USA EU Australia Canada China India Malaysia

Consumer rights

Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v — — — — — —
Management v v v v v v v
Sustainable process v - v - - - -
Specialized department v v — v v v v
Enforcement - v v v v v v
Total 0.875 0.75 0.75 0.75 0.75 0.75 0.75
Cybercrime
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v v — — v — —
Management v (4 [ v v - v
Sustainable process v v — — v v v
Specialized department v v v v v — -
Enforcement — v v v v v v
Total 0.875 1 0.75 0.75 1 0.625 0.75
Encryption
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v - - - - - -
Management 4 v v v v v v
Sustainable process v v v v v v v
Specialized department v — — — - — -
Enforcement — v v v v v v
Total 0.875 0.75 0.75 0.75 0.75 0.75 0.75
Privacy
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations — v — v — — v
Management v 4 4 v v - -
Sustainable process v v — — — v v
Specialized department v v v v v v —
Enforcement v v v v v v v
Total 0.875 1 0.75 0.875 0.75 0.75 0.75
Identity theft
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v — — — — v —
Management v v v v v v v
Sustainable process v v v v v v v
Specialized department v — — — — v —
Enforcement v v v v v v v
Total 1 0.75 0.75 0.75 0.75 1 0.75
Digital signature
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v — v v v v —
Management v (4 (%4 (4 v v v
Sustainable process v — v v v - -
Specialized department — v v — - — —
Enforcement - v v v v v v
Total 0.75 0.75 1 0.875 0.875 0.75 0.625

(continued on next page)
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Table A1 (continued)
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Telecommunication
Factor USA EU Australia Canada China India Malaysia
Data security
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v 4
Standards and regulations v v — v — — —
Management v v [%4 (4 v (4 v
Sustainable process v 4 v v v - v
Specialized department v v — — — — —
Enforcement - v v - v v v
Total 0.875 1 0.75 0.75 0.75 0.625 0.75
Spam
Factor USA EU Australia Canada China India Malaysia
Infrastructure v v v v v v v
Knowledge and awareness v v v v v v v
Frameworks and models v v v v v v v
Standards and regulations v v v v — — —
Management v (4 — v v (%4 v
Sustainable process v v v v — v v
Specialized department - - v v - - -
Enforcement — v v v v v v
Total 0.75 0.875 0.875 1 0.625 0.75 0.75
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