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Abstract

Unfavorable events (e.g., natural disasters or man-made attacks) that occur on the mainland
can affect the reliability/resiliency of power system networks. Such events may cause load demand—
generation imbalance, total power outage, and partial power outage, thereby damaging the electrical
infrastructure and incurring a high economic loss. A power outage is defined as a loss of load
connectivity or absence of electrical connection between the generation or distribution stations and the
consumer end. The utility grid plays a significant role in the power flow from generating station to the
prosumer end. However, during a highly disruptive event, a utility grid may be unable to supply power
to end-users because of component failure. To solve this problem, a power system at the local stage

must manage the needs of local load demand.

The evolution of the technology that governs the utility grids are causing severe issues in
disruptive events, thereby necessitating the concept of resilience. The increased frequency of disasters
results in increased power system failures and recovery costs, making the system unreliable and non-
resilient. Hence, the formation of microgrids (MGs) and multi-MGs (MMGs) can prevent total power
outages and support the social economy and flexible energy management scheme. Besides, deploying
MMGs with renewable energy sources is ideal because of affordability, decarbonization, supply
security, and resiliency. On the other hand, concerning the series of outage events and long-term
events, mobile services such as crews and mobile energy storage devices are crucial, which can quickly

recover the critical load according to the priority, thereby reducing the impacts on the system.

Furthermore, the increasing frequency of extreme events has increased power outages
worldwide, including in Australia. Thus, a resilient infrastructure must be constructed to reduce power
system damages and benefit the social and economic impacts. Considering the above concerns, this
thesis contributes to the modern power distribution system resiliency study with four manifolds: (a)
significance of distributed energy resources on resilience, (b) resilience quantification framework in
the wake of extreme events, (c) resilient control-based multi-microgrid scheme against threats, and (d)
novel resilient energy market framework considering the microgrid outage conditions. Each technical
chapter verifies its framework using various scenario studies, and enhancement of resilience is also
illustrated. Finally, this thesis offers an approach to the resilient power distribution system considering

sustainability, energy security, and energy equity.
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Keywords:

Keywords: Active distribution system; Multi-microgrid; Transactive energy; Resilience; Withstand -
Recover - Adapt- Respond (WRAP).

Active distribution system (ADS): ADSs are the distribution networks of power system which plays
a key role to control the parameter of distributed generations (DGs) like generators (renewable or non-
renewable based sources), loads, and storages (fixed and mobile). Besides, it coordinates the power

flow (active and reactive) and controls the voltage and fault levels.

Multi-microgrid (MMG): It is an interconnection of a microgrid in a single platform through a tie
switch. It is also called coupled microgrid, networked microgrid, and interconnected microgrid. To

improve reliability and resiliency, the contribution of MMGs is significantly high.
Transactive Energy (TE):

Defined by, Gridwise council, *“ a system of economic and control mechanisms that allows the dynamic
balance of supply and demand across the entire electrical infrastructure using value as a key operational

parameter”.

The smart grid evolved as an emerging technology in the power system in which the energy trading
services can take place and the prosumer plays a major role in buying and selling the power. This
technology is called TE, where prosumers trade energy economically. In the TE framework, two major

factors are considered, control and economic operation.

Resilience: The word resilience originates from the Latin word resilio, which means to “spring back.”
However, the dictionary meaning indicates that this term refers to the capability to recover immediately
from disruptive events. Moreover, resilience could be hypothesized to refer to high-impact, low-
possibility events. The main idea behind resilience theory is not merely to battle all-natural disasters
but also to have immediate recovery operational measures. For low-probability and extreme events, the

post-disruption stage is considered vital.
Withstand - Recover - Adapt- Respond (WRAP):

= Withstand refers to the ability or the resistance of the system against high-disruptive events.

= Recover is relevant to the rapidity of the system, which can be measured after the event hits the
network.

= Adapt related to the interdependencies and resourcefulness, which are mainly focusing on the
extensibility of the system during the events.

= Respond makes reference to predictability, which relates to reliable forecasting and precise

decision-making to battle against extreme events.
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CHAPTER 1

INTRODUCTION

1.1. Background study

The research on power system resilience is getting considerable attention in the research
community due to the increase in natural disasters and cyber-attacks across the globe, and the power
system must be reconfigured to a resilient infrastructure with the help of the new generation of
technologies. The electric power system is considered the backbone of modern society. Thus, its
operation should be safe, reliable, and efficient to maintain stability in terms of social and economic
aspects [1, 2]. Although component failures occur due to atmospheric conditions or their haphazard
nature, power systems are planned and designed on the basis of N-1 security criteria to address power
system vulnerability [3]. However, the frequency of extreme events has been increasing over the
decades, thereby increasing power outages; this phenomenon indicates that the design is poorly
equipped for extreme eventualities of a bulk power system and level of severity [4, 5]. Therefore,
preparing for unexpected events should be prioritized. Resilient power systems can continuously supply
electricity even after the occurrence of natural disasters [6]. Understanding resilient power systems,
specifically in terms of their risk, safety, and reliability, is a major task [7]. Several smart technologies
have been used to enhance grid reliability and resilience in previous decades, for example, smart grid,
microgrid (MG), and multi-microgrid (MMG). Resilient power systems mainly provide a reliable
power supply to consumers during and after disrupted events [8]. Moreover, the increasing frequency
of disruptive extreme can result in the loss of non-robust electricity infrastructures and components
directly related to critical economic losses, information technology-related services, water supply,
medical services, and security. Obviously, these services cannot be executed without electricity. Hence,
several aspects must be considered in the design of electrical infrastructures, and the existing system

must be renovated and transformed into a robust one to withstand a large range of possible events.
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In the new global economy, the modern power system has become essential owing to its reliable
and efficient operation. Considering a huge investment is required to build an electrical infrastructure,
the recovery cost is extremely high if this infrastructure collapses, which will directly impact the
economy [9, 10]. These philosophies can suitably deal with the acknowledged disruptive events in an
entire power system infrastructure. Power system networks are designed under the N-1 security criteria
to address unpredictable events. However, the increasing frequency of natural disasters and cyber-
physical attacks has led to remarkable challenges to the electricity structure in the modern era [4]. This
situation indicates a need to understand the various characteristics of the power outage in different
environments. Over the past decade, the majority of the studies on power outages have emphasized the
analysis of reliability and sustainability. To understand the reliability concept, two important factors
that should be considered are adequacy and security [11]. Adequacy refers to the uninterrupted power
supply that will continuously provide light on facilities to end-users. Security is the capability to
withstand unexpected disruptions, such as sudden power loss caused by component failure and bad
weather. Furthermore, the continuous exploration of enhancing a sustainable, safe, and robust power
system has resulted in the continuous development of complex and large-scale power system networks
[12]. The normal operation of a power system becomes abnormal due to unpredictable and turbulent
conditions. Thus, system design may need extremely high safety provisions considering natural
disasters and uncontrollable faults. However, only minimal attention has been provided to the concepts
of robust systems in early planning stages that consider all probable failure modes. Consequently,
increasing attention has been given to resilience study to withstand system complexities and
unpredictable failure modes.

The word resilience originates from the Latin "resilio", which means to “spring back” [13]. The
dictionary meaning indicates that this term refers to the capability to immediately recover from
disruptive events. It identifies that extensive planning and operating level is taken to decrease the
susceptibility to unexpected events. Although various definitions of “resilience” have been suggested,
Holing et al. defined it as the perseverance of systems and their capability to resist, perturb, and uphold
identical interactions among people and state variables [14]. The theories of resilience have enlightened
significantly in various domains such as finance, engineering, socio-ecological, safety, and

4
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infrastructure [15, 16].

In the power system context, resilience is related to the capability to continuously maintain power
supply even after highly disruptive events, such as a hurricane, tornadoes, tsunamis, earthquakes, and
cyber-physical attacks [17]. Over the past decade, most studies on power systems have emphasized
reliability and resiliency. Therefore, the current study aims to investigate the key issues of reliability
and resiliency. Such essential factors as robust structures, cost-efficiency, reliable power supply, and
smart networks can reconfigure a power system to be resilient and supply power to prosumers without
any interruptions. For the first time, the UK Energy Research Center and Power Systems Engineering
Research Center defined resilience and distinguished it from reliability [18]. Furthermore, the UK
Cabinet Office stated that resilience includes reliability and encompasses resistance, severance,
restoration, and action [19]. In 2018, the US Federal Energy Regulatory Commission defined resilience
in terms of the bulk power system as “The capability to endure and curtail the degree of enormity and/or
period of disruptive actions, which comprises the three main factors such as absorb, adapt and recover
from extreme events, and other severe technical faults” [20].

The electric power system is considered as the backbone of modern society. Thus, its operation
should be safe, reliable, and efficient to maintain stability in terms of social and economic aspects [21,
22]. Although component failures occur due to atmospheric conditions or their haphazard nature, power
systems are planned and designed on the basis of N-1 security criteria to address power system
vulnerability [17, 23]. However, the frequency of natural disasters and man-made attacks has been
increasing over the decades, thereby increasing power outages; this phenomenon indicates that the
design is poorly equipped for extreme eventualities of a bulk power system and level of severity.
Therefore, preparing for unexpected events should be prioritized. Resilient power systems can
continuously supply electricity even after the occurrence of natural disasters. Understanding resilient
power systems, specifically in terms of their risk, safety, and reliability, is a major task [24, 25]. In
previous decades, several smart technologies have been used to enhance grid reliability and resilience,
for example, smart grid, microgrid, and multi-microgrid. Resilient power systems mainly provide a

reliable power supply to consumers during and after disrupted events [26].
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Table 1.1 Major power outages [27]

Year Customers affected Location Cause
(million)
15 Chile Earthquake
2010 0.25 Washington DC, USA Storm
30000 homes Northern Ireland Winter weather
3.2 Texas, USA cold weather
2011 53 Brazil System failure
9 Chile Equipment failure
2012 400 India System failure
20 Istanbul, Turkey System failure
8 USA High winds
0.5 Canada System failure
2013 1.5 Turkey Substation failure
0.25 Queensland, Australia Cyclone
100 Bangladesh Grid failure
2014 100 Egypt System failure
20 South Africa Technical difficulty
140 Pakistan Technical fault at a power station
2015 70 Turkey Grid failure
0.23 Ukraine Cyberattack
10 Kenya Monkey entered a power station
2016 1.7 Australia Tornados
3.5 Puerto Rico Severe weather
1 USA Wind storm
2017 6.68 Taiwan Equipment failure
1.8 UK Storm
10 Brazil Transmission line failure
2018 2.95 Japan Damage to the coal-fired thermal power
station
0.6 BC, Canada Wind storm
32 Venezuela Generation-load imbalance
2019 48 Argentina, Uruguay and Operative error
Paraguay
100 Java Island System failure
6.8 Kalimantan, Indonesia Thunderstorm
2020 4.3 Texas, USA Tornados
10 Mumbai, India Technical difficulties
200 Pakistan Frequency drop
2021 10 Jordan electrical line interruption
0.52 Melbourne, Australia Wind storm
140 Bangladesh Grid failure
2022 1.1 Ontario, Canada Peak winds
1.5 Kyrgyzstan Grid failure

Moreover, the increasing frequency of disruptive extreme can result in the loss of non-robust
electricity infrastructures and components directly related to critical economic losses, information
technology-related services, water supply, medical services, and security. Evidently, these services
cannot be executed without electricity. Hence, several aspects must be considered in the design of

electrical infrastructures, and the existing system must be renovated and transformed into a robust one
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to withstand a large range of possible events. Table 1.1. present the number of people affected by power
outages from 2010 to 2022 across different countries. Fig. 1.1 illustrates the people affected in Australia
due to power outages. Fig. 1. shows the various events from 2010-2022 that caused these power
outages. As can be seen, the major percentage of power outages is caused by equipment failures and

natural disasters.

Australia poweroutages

2000

1700

1500

1000

500

People affected (thousands)

2007 2011 2013 2016
(Bushfires) (Cyclone) (Cyclone) (Tornados)

Fig. 1.1 Major power outages across Australia (Source Ausgrid)

B Equipment failure

m Matural disaster

. m Cyber attack
= Supply shortage
M Vandalism

m Others

Fig. 1.2 Causes of power outages [17]

On the other hand, the world has observed the stunning transformations of electrical infrastructures
in terms of reliability, sustainability, and resiliency over the past few decades. This perception led to
the “light on” facility system design that already possesses reliable and sustainable grids and is now
aiming at reaching a resilient one [28]. While a reliable grid pertains to the “/ight on” phenomenon
during normal operating conditions, a sustainable grid refers to meeting the necessities of current

scenarios without conceding the capability of the future energy market to meet the specific
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requirements. Besides, a resilient grid refers to the notion of keeping the light on during and after
highly disruptive natural events. Noteworthy, such changes should happen in both aspects of the
planning and operation of the grid to reach a network that has the ability to maintain the continuity of

supply after severe events.

1.2. Motivation

Over the past few decades, the frequency of disasters has been increasing. Due to that, electric
infrastructure has been affected significantly, directly impacting human life and the social economy.
Therefore, there is a need for breakthrough technologies that can be incorporated into the power
system, which can predominantly anticipate any extreme events and could be the key strategy of the
power system resilience. Although the resilience study is not new, standard quantification indices and
enhancement techniques still need more attention. The following are the challenges that need to be
addressed to improve the resiliency of active distribution systems (ADSs).

e Severe power outages caused by high-disruptive events (shown in Table 1.1, Figs. 1.1, and 1.2)
e Millions of customers affected due to blackouts.

e Very high restoration cost of the power system due to extreme events.

e Dependence on customer requests for fault/outage detection.

e Optimization-based crew scheduling.

e Improper utilization of distributed energy resources and tie-switches.

e Lack of training and awareness.

e Lack of mobility resources, e.g., mobile energy storage, mobile substation, etc.

e Energy market model considering extreme events and cyber-threat issues.

1.3. Research aims and objectives

1.3.1 Research hypothesis

The power system resilience could be hypothesized to refer to high-impact, low-possibility

events. The main idea behind resilience theory is not merely to battle all-natural disasters but also to
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have immediate recovery operational measures. For low-probability and extreme events, the post-

disruption stage is considered vital.

1.3.2 Research aims

This research is focused on the quantification of ADS resiliency with the following aims.
Aim1:  To establish a new framework as an approach to assess how active distribution
systems are functioning in the context of resilience.
Aim 2:  To develop novel resilience evaluation indices through reconfiguration planning and

operation towards the enhancement of active distribution system resiliency.

1.3.3 Research objectives

The following objectives have been accomplished with the above aims:

Objective 1: Investigate a new modeling approach to the active distribution system
considering the resilience factor against extreme operating conditions.

Objective 2: Propose and validate a novel resilience quantification and enhancement
framework through MMG and mobile storage units.

Objective 3: Design and implement a resilient frequency control-based isolated MGs scheme
in ADS considering extreme operating conditions.

Objective 4: Develop a resilient energy market model concerning extreme event

consideration and cyber-threat issues.

The abovementioned research objectives are achieved in this thesis and are presented in
Chapters 3, 4, 5, and 6, respectively. The summary of the contribution of each chapter is also discussed

in Section 1.4.

1.3.4 Research significance and innovation

This research can contribute to a better understanding of the major attributes of the resiliency
of the ADSs. With the development of the resilience evaluation index, the study can lead to future
research on resiliency for power system engineers who are willing to pay attention to the measurement

of resiliency. Further, additional studies support the formation of MMGs during the events; this may



Chapter 1: Introduction

permit putting into practice a resilience-enhancing strategy in ADSs. More importantly, this study can
help the power system engineers diversely: (a) a resilience quantification framework can help to
measure the resilience indices, (b) a cyber-resilient control-based ADS framework can support the
power system due to grid failure, which will run in an isolated mode, and (c) a novel transactive energy
framework can promote the prosumers to participate in the energy market, which is resilient against
cyber-attacks.

The above studies are the signification of a resilient system framework which is dealing with
minimizing the power system damages and thefts, increasing human lives comfortability (by reducing
the power interruption), and finally, the economic benefits to the society (applicable for both

prosumers and consumers).

1.4. Contributions and thesis organization

1.4.1. Key contributions

The key contribution of this thesis is outlined as follows.

= In the first attempt, a renewable-based interconnected ADS is designed using the IEEE 33-
bus test system. Four MGs are considered in the proposed test system, and each MG comprises
solar energy and storage units. The proposed model has been simulated with a different
scenario, such as a traditional system (no renewable energy), with PV and storage units and
optimal allocation of PV units. In addition, two different operating conditions are
demonstrated, with and without considering the emergency loads. In this study, an existing
resilience index as energy-not-supplied (ENS) is measured under single and double phase to
ground fault conditions, which signifies the network’s capability and the number of customers
affected. It is reported that better placement of MG units reduces the ENS, which is certainly
called high resilience. As far as the emergency load is concerned, it is vital when the system
faces extreme events that can lead to power outages and eventually affects human lives. Thus
to evade the power system failure, it needs to be resilient, and ENS should be low, which has

been demonstrated in Chapter 3.
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In the second attempt, a novel resilience quantification framework is developed, where four
major attributes of resilience are defined with their evaluation indices. These attributes have
a significant value because when a system experiences an extreme event, it is critical that the
system must have a withstanding capability, speed recovery, adaptability in nature, and
preventive actions for future events. With this consideration, a framework called WRAP is
developed, which is a combination of withstand (W), recover (R), adapt (A), and prevent (P)
elements from quantifying the resiliency of the system against extreme events. Further,
resilience enhancement techniques are employed through MMG placement and mobile energy
storage units. The IEEE 33-bus test system is considered with single and multiple fault cases
to validate the proposed framework. Each study has been categorized into four types of
scenarios according to resource availability. Moreover, in an emergency situation, mobile
energy storage plays a key role in supporting the critical load and enhancing the load
restoration against extreme events. The various case studies demonstrated that better
reconfiguration planning in terms of resource allocation, availability of mobility services, and
placement could significantly enhance the resilience characteristics of ADS, as seen in
Chapter 4. Further, the proposed framework has been compared and reported using historical

data to reduce the impact on the economy substantially.

In the third attempt, a resilient-control-based isolated MG is designed. In the last few decades,
the penetration of renewable energies has been increasing, which is more challenging as it
deals with uncertainties. On the other hand, cyber-attacks are also increasing, which needs
more attention. With these two considerations, Chapter 5 presents a resilient-control-based
frequency regulation scheme of isolated MGs against cyber-attacks and uncertainties. As
noted, the frequency is a very sensitive parameter of the power system; if it deviates from the
rigid limits, it could face a power system collapse or blackout. Thus, controlling the system's
frequency during the transient condition or any extreme events is vital. In this study, different
control methodologies such as conventional PID and fuzzy logic-based PID controllers are

employed and compared in light of frequency regulation against unfavourable events and

11
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uncertainties. Finally, the proposed model is validated through a real-time simulation

platform, such as OPAL-RT.

= In the fourth attempt, a novel resilient energy market model concept is discussed, combining
the control principle and economic operation. Nowadays, the developed countries utilize an
energy market to deal with supply shortages and an energy-economic model for the prosumers
and customers; the framework is otherwise called transactive energy (TE). However, a better
pricing mechanism is always a major concern, which is proposed in Chapter 6. On the other
hand, the increase in extreme events also affects the energy market, which can be collapsed,
incurring a high economic loss. To address the extreme event challenges in the energy market,
this chapter considers the outage condition, and a restoration approach is also presented.
Indeed, the TE structure needs a digital platform to do the trading activities, where plenty of
transactions are carried out, which increases the vulnerability of the system. Eventually,
cyberpunk can disrupt trading activities in the TE model, which leads to a security collapse.
To secure it, a recent breakthrough technology such as Blockchain is used in this study.
Further, the proposed model has been validated through various case studies, with and without
TE and with Blockchain-enabled TE. Two extreme event conditions are employed: MG
outage and cyber-attacks. With these two considerations, the proposed method shows a better
defensive capability and, finally, shows that a significant amount of energy costs have been

saved compared to the traditional system, and a secure platform is ensured.

1.4.2. Thesis organization

The thesis is organized as follows. Chapters 1 and 2 review the background study, literature,
and concepts related to resiliency of ADSs. In addition, the research challenges, questions, gaps, and
theoretical framework are discussed. Chapter 3 studies the importance of distributed energy resources
for the resiliency of the ADSs. The incorporation of renewables and storage units into the ADS and
their placement are vital, which is demonstrated in this chapter. Chapter 4 proposes a novel resilience

quantification and enhancement framework which is validated under various operating conditions. The

12



Chapter 1: Introduction

importance of building a resilient system is also discussed through the “Prevent” element of the WRAP

framework, and it is seen that the outage cost can be saved significantly. Chapter 5 presents a resilient

frequency regulation scheme of isolated MG against cyber-attacks and uncertainties. Further, a novel

TE model is developed under the concept of resilience in Chapter 6, where a cyber-attack-based event

is applied, and the Blockchain has been implemented to defend it. Finally, the conclusions and future

works of this thesis are discussed in Chapter 7.
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Chapter 2: Literature Review

CHAPTER 2

LITERATURE REVIEW

Over the past few decades, natural disasters and other unforeseen events have been
increasing, which increases the frequent power outage across the globe. In addition, the power systems
are designed with reliability principles, i.e., security and adequacy. With these principles, the power
system can only cope with high-probability and low-impact events, mostly known failures. Moreover,
power system infrastructure is unremarkably affected and can be restored within a reasonable time
with less impact on society and the economy. However, catastrophic events increased in the past few
decades, highlighting the concern for reliability principles [1]. The evidence includes major
catastrophic events, such as Hurricane Sandy and Katrina, Japan earthquake, Ukraine cyber-physical
attack, and other major events reported in [2-4]. These events affected millions of people and caused
energy infrastructure damages, significantly impacting lives and the economy. Thus, to ensure a
reduced impact on the economy against power system damage and energy security, the distribution
system should be resilient in dealing with four major attributes: withstand, recover, adapt, and prevent
(WRAP) [4].

In the power system context, resilience deals with low-probability and high-impact (HILP)
events. Hence, to minimize the consequence of HILP events, the migration/ modernization of the power
system is necessary [5]. However, extreme events, such as natural disasters or cyber-attacks, are mostly
affecting the distribution system. Therefore, the power system planner should emphasize distribution
system modernization, where the integration of distributed energy resources (DERs) is vital. Over the
past few decades, the utilization of DER has increased remarkably; it has achieved a milestone for
microgrid (MG) and smart grid technology. With these technologies, the distribution system can rapidly
restore the load (according to priority) after a HILP event, thereby enhancing the distribution system's
resiliency [6, 7]. As far as HILP event is concerned, the concepts of reliability and resilience are vital.

The detailed discussion about reliability and resilience and its comparison are as follows.
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2.1. Resilience concept

2.1.1. Reliability and resiliency

In the power system domain, reliability and resilience are two important factors that must be

considered while designing a new structure or renovating an existing one. These two terms are often

considered the same, but they differ in terms of probability and effect. Although extensive research

has been conducted on these issues, considerable uncertainty remains related to their relationship. The

main distinguishing characteristic between reliability and resiliency is high-probability and low-impact,

and low-probability, and high-impact events, respectively, as shown in Fig. 2.1, and other key

characteristics are highlighted in Table 2.1.
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Fig. 2.1 Reliability versus resiliency (Source: Author)
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Fig. 2.2 Resilient system (Source: Author)
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Table 2.1 Reliability versus resiliency characteristics

Factor Key Reliability Resiliency
v

Probability of faults High Low

Impacts of events Low High

Process or system Static Dynamic

Objective of concerns

Consumer interruption time

Consumer interruption time
and infrastructure recovery

predictability

time
Restoration time Low High
Number of faults High Low
Levels of events High Low

Targeted loads for
restoration

All connected loads

Critical loads

Duration of outages

Short duration

Long duration

evaluation indices

index (SAIDI), system average
interruption frequency index (SAIFI),
customer average interruption duration
index (CAIDI), customer average
interruption frequency index (CAIFI),
energy-not-supplied (ENS)

Scenario Controllable fault, overload, short Hurricane, earthquake,
circuit, maintenance Tsunami, tornado, ice-storm,
cyber-physical attack
Level of Predictable Un-predictable
predictability
Needed devices for Using Flexible alternating current Robust design, mobile diesel
compensation transmission system (FACTS), filter, generator (DG), MG
solid-state transformer, load formation, repair crews,
forecasting, smart grid black start capabilities, tree
trimming, underground
cables
Performance System average interruption duration Need to be addressed

Despite some studies that have been conducted with a minimal scientific understanding of the

definition of resilience, the significance of this concept is broadly similar to reliability. Therefore, the

term resilience can refer to withstanding any extreme event, responding immediately to restore and

adapt to unexpected events, and finally preventing future occurrences. The four factors of resilience are

illustrated in Fig. 2.2.
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Note that resilience has a close relationship with other concepts, such as vulnerability and
robustness. The term vulnerability is defined by Holmgren et al. as “the collection of properties of an
infrastructure system that may weaken or limit its ability to maintain its intended function, or provide
its intended services when exposed to threats and hazards that originate both within and outside of the
system’s boundaries” [8]. The term robustness refers to the system that maintains or holds its system
infrastructure (distribution system) unharmed against extreme events and threats [9]. Both factors
measure resilience; for example, a more vulnerable system can be called less resilient, while a robust
(increased robustness) system can be treated as a better resilient system. Indeed, in this thesis, various
factors are considered to measure resilience in different steps, such as withstand, recover, adapt, and
prevent. Withstand factor is likely considered as the system's robustness; for example, if the system has

a better withstanding capability, the system is more robust, and vice versa.

100%— XS e cccnnsses
— w .
= @ Resilience
:; s Triangle
2 5 &
2 x
o -
c ~
=}
L
Robustness |}
0 -
Time

Fig. 2.3 Resilience triangle [11]

2.1.2. Resilience characteristics

Notably, research studies focusing specifically on the resilience curve are evidently lacking.
Researchers draw an extensive range of sources and describe the different ways in which the resilience
state can be obtained. Several studies have reported the resilience triangle, in which two different states
are presented [10-12] and shown in Fig. 2.3. Furthermore, a systematic understanding of each stage of
the resiliency operation and resilience trapezoid is studied in [11, 13, 14]. The resilience trapezoid is
the detailed analysis of the resilience state during disruptive events through Phases I, II, and IIL. In

Phase-1, the event hits the network, and the state goes into a disruptive phase. Emergency coordination
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is needed to survive the load demand in Phase II. Lastly, restorative action can take place in Phase 111
to reach the normal operation state.

In Fig. 2.3 and Fig. 2.4, the authors of [11] present the two expressions in terms of robustness and
rapidness. Robustness can be defined as permeable capability by measuring the least percentage of
functionality. Rapidness refers to the capability to attain prioritized objectives in a given time frame
to encompass threats and evade further disturbance. Thus, the resilience performance level can be
estimated as a function of robustness and rapidness [11]. To enhance the resilience characteristics,
corrective planning-operational measures are key areas that can facilitate the shifting of the resilience

level with a short restoration time to reach a normal operating condition, as shown in Fig. 2.5.
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Moreover, the significance of Fig. 2.5 can be explained as the area of the trapezoid is inversely
proportional to the resilience level of the system, which can further be treated as the resilience
enhancing characteristics. Besides, the resilient system denotes the time required for emergency
coordination and restoration is relatively less, and a low disturbance effect should be there. As far as
the resiliency of the system is concerned, the system should restore as quickly as possible to minimize
the recovery cost and reduce its vulnerability of the system. With these objectives, the performance

level is presented in the resilience performance curve.

2.1.3. Resilience study in various contexts

This section generally reports concerns with the overall vision of resilience in various
contexts. Numerous studies have explored the factors influencing resilience [10, 15-18]. The
probabilistic resilience study with different weather conditions is proposed in [16]. The application of
artificial neural networks in the resilience analysis evolved to match load shedding in response to the
failure probability with their load profiles is discussed in [17]. Substantial analysis and discussion of
resilience metrics are presented in [15], which focus on endurance and recovery time. Subsequently,
Ref. [18] proposes several resilience metrics considering past threat experiences and the future
probability of threats for a complex power system network.

Several possible solutions related to the resilience metrics are discussed in [19-21]. Moreover,
Ref. [20] analyzes the resilience metric estimation of a dynamic power system considering energy
storage devices, renewable energy sources, and demand-side management. The strategy of enhancing
resiliency is presented in [21], which discusses the association between disaster organization members
and critical infrastructure that is crucial in a power system. On the other hand, Ref. [19] reports the
major limitations of the preliminary analysis considering the sustainability of low-income households.
A clear understanding of the hardening measure and guiding principle for the migration of present
distribution systems (DSs) to MGs is presented in [22]. Retrospectively, the hardening and operational
measures toward the distribution resiliency scheme are discussed in [23]. Meanwhile, Refs. [24] and
[25] report the major power outages and their consequences worldwide and identify the improved

strategy of DS resiliency against storms. Moreover, Refs. [26-28] investigate the differential study and
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remedial action in response to floods, storms, earthquakes, and other weather-related catastrophes. A
future projected plan is outlined to indicate the subtle distinctions between reliable DSs and resilient

grids. The benefits of each research and development practice are also discussed in [29].

Broad classification

Planning Operation Planning-operation
Harde.nlng. Optimization Coordination
Coordination Coordination Restoration
Vulnerability measure Restoration .
Reconfiguration
Resource allocation Vulnerability measure Resilience quantification
Restoration Operational awareness
Reconfiguration Security and protection
Repair crew

Fig. 2.6 Broad classification of a power distribution system in the resilience context

Moreover, Ref. [30] identifies major contributing factors for the defensive planning of DSs to
enhance grid resiliency. A broad perspective is outlined in [31], which holds the view of cyber-
physical attainment in the power system (PS) resilience context to address natural disasters. Energy
regulators and infrastructure planning bodies are examined in [32, 33] to understand the climate
adaptation strategy on resiliency. A recent study by [34] involves various classifications of resilience
in the power system context. The study related to the planning-operational measure of active
distribution system (ADS) in the resilience context is classified through various means, as depicted in
Fig. 2.6. In fact, this figure shows the proposed structure of Section 2.2. The summary of this section
is illustrated in Table 2.2.

Table 2.2: An overview of the resilience-dependent factors

Category i L s.t udy Contributions Year Ref.
(overview)
Hardenin A brief discussion of hardening measures
& for the metamorphosis of present DSs to | 2007 [22]
measure
future MGs
A detailed discussion of distribution
Hardening system resiliency in contrast with 2010 [23]
guidelines protection, hardening, guidelines, and
Hardening innovations.
overview Hardening The key area of distribution resiliency
. . . 2014 [35]
operation toward hardening, and operational
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distribution system.

measures.
Hardening A brief discussiop of enhancem;nt
enhancement strategy by hardempg and smar.tc.amng 2017 [36]
strategy power S}./st?ms for improved resiliency
characteristics.
Blackout A concise summary of blackouts against
summary natural catastrophic events that lead to | 2014 [24]
power outages.
Reporting  major  power  outages
Outages and worldwide and their impact on pole
Blackout study impacts structure and also discussing robust pole | 2007 [25]
P structures to enhance potential actions in
response to future storms.
Protection against Report.ing a flood-related stud}{ and
flood remedial action from the perspective of | 2011 [26]
substation protection.
Protection against Listing various weatheir— anq storm-
storm related blackouts worldwide, their causes, | 2012 [27]
and the corresponding remedial actions.
. . Outlining the study of power system
Weather-related E;Stfcjz;l?ezgamﬁ resilience against.earthquakes using a | 2015 [28]
study two-ph~ase stochas‘qc method. .
Climate Providing an overview of the key function
. of microgrids and examining the
adaptation o 2017 [32]
strategy resﬂlency among energy Tegulators and
infrastructure planning bodies.
Future development plan report toward
Grid reliable DSs to sustainable and resilient 2015 [29]
transformation grids and the need for research and
Future projection development. - -
Defensive Presentmg comprehenswe planning to
planning of DSs improve the resiliency of power systems | 2015 [30]
against highly disruptive scenarios.
DERS withstand Key concepts of PS resilience in terms of
Cyber-physical . cyber-physical attainment to address
based study against extreme unfavorable events and leveraging by 2016 [31]
events
DERs.
Energy Outliniqg the modeling frgmewgrk of
infrastructure energy infrastructure regarding resilience | 2019 [33]
Resilience outlook.
framework and General understanding of resilience and
taxonomies Classification its classification in the context of the | 2018 [34]
power system.
Framework Optimization framework for resilient 2022 [37]

2.2. Active distribution system

Council on Large Electric Systems (CIGRE) introduced the concept of the active distribution

network (ADN) in 2008. ADN is the combination of DERs, suchlike generators, loads, and storage,

where control action can take place through the distribution system operators (DSO) [38]. However,

in 2012, the understanding of ADN has extended to the ADS [39] because of the increase in penetration
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of DERs. Further, the definition and structure of ADS have been developed by IEEE and CIRED,

presented in [40, 41].
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Fig. 2.7 Active distribution network (Source: Author)

Over the past few years, there has been a huge transition from conventional distribution networks
to ADNs, which implies that the integration of DERs is monitored actively in a coordinated way to
enhance DERs utilization. Besides, ADSs are not only considered as simply distribution grids but also
a combined system comprising DERs, load demand, storage, and active networks, as shown in Fig.
2.7.

As far as ADS is concerned, MG/multi-microgrid (MMG) is part of this, which greatly enhances
the resilience characteristics by proper utilization of DERs and other ancillary devices. The short
description of MG and MMG are as follows.

A. Microgrid

Microgrids are projected as future power networks that offer clean and cost-effective power to the

prosumer. In a microgrid, power-sharing between sellers and buyers is a point-to-point system

combined as an isolated energy system, as shown in Fig. 2.8. These isolated power sources have been
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combined to cater to the energy need of standalone communities referred to as a microgrid. If there is
a surplus of energy generation, then microgrids become self-sufficient and work independently.
Therefore a microgrid is essentially a small power system consisting of several isolated power
generating stations [42]. Microgrid configuration needs adequate control and management, which
provides many more advantages to the beneficiaries, such as more reliability, flexibility, and better
power quality combined with less generation cost. Furthermore, surplus energy is generated from the
microgrid, which shows the energy involved is not equal to the energy consumed by the individuals,
and thus the remaining energy will be sold to a utility company, and similarly when there is a shortage
of energy can be bought from the utility company. However, when the generated energy from homes
is delivered with the help of alternating current (AC) lines, it will destabilize the power systems.
Further, this problem will be overcome by storing the generated power in local storage systems. This
method also has many limitations as storage of energy for a 24 hours consumption will require some
large-sized batteries [43].
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Fig. 2.8 Microgrid structure (Source: Author)
B. Multi-microgrid
MMGs are occasionally called interconnected microgrids, and networked microgrids (shown in
Fig. 2.9) can be stated as a couple of microgrids organized in extensional closeness with a
corresponding energy management system for collaborative support and power exchange. Recent

years have seen an increasing number of published studies on MMG. In [44], a self-governing
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operation of coupled microgrids with AC common bus was pioneered. For smart distributions, coupled
microgrids through utility feeders in [45] and direct current (DC) link-based robust interconnected
microgrids [46] were addressed. Furthermore, standalone island-based microgrids were presented, in
which the focus was on a coordinated dispatch scheme for power balance with different disruptive
events [47]. The application of MMGs to enhance the automated control of the distribution system
under blackouts was demonstrated in [48], in which microgrids were considered to meet the demand
of the external loads through least switch operations. The self-healing strategy of networked
microgrids with an economic dispatch plan was presented in [49], in which the surplus energies in
each unit were accumulated to satisfy the power demands. Despite enabling energy restoration, MMGs
can also contribute to international frequency regulation through supplementary control loops [50].
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Fig. 2.9 Schematic layout of the multi-microgrid (Source: Author)

In-depth analysis and discussion of the communication between coupled microgrids and
distribution system operators were presented by [51, 52]. The preceding studies presented provide
evidence that the coordination of networked microgrids is a large time-scale operation. However,
microgrids cannot provide the exact feasible solution for a reliable power system owing to practical
constraints. Thus, rapid power exchange during transient stability operation of interconnected
microgrids can be suggested. Resilient infrastructure is necessary to maintain the dynamic stability of
MMGs, although this concept has recently been a challenge.

The most important distinguishing feature of MMGs is the rapid power-sharing capabilities
between the interconnected distributed generators. However, a standalone microgrid can also be

attained in tandem through voltage or frequency control in a centralized or decentralized manner [53,
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54]. More recent attention focused on the extension of a single microgrid to MMGs to avert standalone
failure and reduce communication overhead [55, 56]. A resilient MMG is also a current trend of

research.

2.2.1. Resilience-based ADS planning approaches

Before the occurrence of unfavorable events, such as natural disasters and man-made attacks, some
planning actions must be implemented in accordance with weather scenarios to prepare for and
minimize the consequences of forthcoming catastrophes [57]. The step includes hardening, resource
allocation, coordination, reconfiguration, restoration, and repair crew planning schemes for disastrous
hazards and responses. Pre-planning strategy in ADS is significantly beneficial in minimizing the
adverse effects of catastrophes [58, 59], enhancing the effectiveness of network recovery, reducing
the restoration cost, and improving the resilience of ADS. The summary of ADS planning methods is

presented in Table 2.3.

A. Distribution system hardening

Hardening measures refer to physically improving electric infrastructure to minimize its
vulnerability to interruptions. Among all the steps, hardening DS is one of the supreme effective plans
to decrease the susceptibility of PS [60]. Hardening DS is generally implemented through
undergrounding or strengthening the structure materials, such as poles, substations, and distribution
lines. However, the hardening is expensive. Therefore, numerous studies have been conducted to make
cost-effective hardening decisions. Meanwhile, Ref. [61] proposes the Benders—decomposition (BD)
model with the worst-case interdiction study, which provides the hardening decision. The defender—
attacker—defender (DAD) technique is introduced in [62] and used to withstand the critical
infrastructure against man-made attacks, which shows that the DS component is susceptible to the
attack until and unless hardened or protected. The modeling of the optimal and hardening-based MMG
structures of DSs with reference to N—k events is explained in [63], where the BD method is used. The
objective is to reduce the hardening cost of DSs. In [64], the reconfiguration planning and DER
islanding mode are demonstrated through a tri-level DAD model. Through the DAD model, cost-

effective hardening decisions with respect to the majority of dreadful attacks are presented. Thereafter,

26


https://www.powerthesaurus.org/strengthening/synonyms

Chapter 2: Literature Review

the DSO, in addition to considering the uncertainties of renewable energies like wind [65, 66], solar
[67], etc., will execute all desirable remedial schedules to recover the DS after the attack happens.
Zhang et al., demonstrates the defense strategies of hardening against typhoon disasters [68]. Overall,
the preceding studies have revealed that hardening planning must be undertaken to minimize the power

system damage.

B. Resilience-based coordination of MGs

Coordination is one of the significant components of the DS planning stage. The main objective
of this type of planning is to organize or manage the system through the improvement of control units
(i.e., centralized or decentralized), improved fault detection, energy scheduling, power reserve, and
interconnected MGs. A wide range of studies has described coordination planning as follows. A single
and double bus partition-based DC MG is studied in [69], where authors mainly focus on components
(for instance, during the drop-outs due to solar/wind sources) survivability through controlling the
range of loads. In addition, energy exchange cost is considered as the objective function for
minimization through a neighborhood optimization algorithm, while this resilience enhancement
scheme shows the self-sustainability of DSs. In [70, 71], a distinct test network is studied through
centralized and decentralized MMG structure considering flexibility, reliability, and resiliency. The
purpose of the current study is to reduce the overall cost of DSs using a decentralized algorithm with
a proper energy management strategy. A dynamic MG structure has been proposed in [72], which
examines the self-healing strategy during unfavorable events considering DERs and random load
change. One of the main concerns of the dynamic MGs is reliability maximization. Therefore, the
power disturbance can be minimized even during and after the fault. Active multi-loop control with
the design principle of MG has also been established to show the critical area of DSs, like optimal
fault isolation, energy balance, and power quality improvement [73]. An appropriate energy
management scheduling of DSs can reduce costs and improve resiliency through dual-mode the
property, such as stand-alone and grid-connected mode; this concept has been examined and tested
through an analytical model presented in [74]. Recent trends in DS planning have led to the

proliferation of MG formation to withstand disruptive events and immediate restoration of facilities
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regarding critical load restoration [75]. The power reserve is one of the most intense requirements
during disastrous events to manage power failure. In [76], a mixed-integer linear programming (MILP)
method is employed to maintain the power balance in DSs. Thus, the coordination planning scheme

particularly involves an energy management strategy during extreme events.

C. Vulnerability measures

The term vulnerability is related to instability or risk. System vulnerability can be defined as a
system’s inability to cope with a disturbing situation, restrict the impact, and restore and stabilize after
the event [77]. Vulnerability depends on weather conditions, which often differ from one region to
another, and the most critical events are identified as wind storms, lightning, and ice storm [78].
Moreover, the vulnerability analysis of PS using reliability and the hazard-based scheme is introduced
on account of high voltage levels [79]. The consequence of extreme wind events in the DS is
investigated with reliability indicators in [80].

In [81], different system conditions are analyzed, apart from weather-related conditions, and
measured in the reliability indices. A comparative analysis has been performed considering the risk
studies from different states using quantitative reliability indexes. The key purpose of [81] is to provide
an optimal allocation of manpower and system components in ADS, which could be preferred for DS
planning as preparedness and security measures based on weather forecasts. A sequential attack
scenario-based study is proposed to identify the vulnerable nodes and point out the priority of removal
for the robust system design, reduce the complexity of the network, and minimize power outages [82].
In [83], the DAD model is employed to improve grid survivability with the objective of minimal load
shedding. Column—constraint generation-based algorithm is applied to provide the optimal solution
for the protection planning of ADSs, which significantly enhances system resilience against terrorist
attacks. In [84], a bi-level mathematical formulation is developed to identify the vulnerable
components, where multiple attacks are applied with less computation time used, and consequently,

the results show improved reliability and resiliency response.

D. Resource allocation

During and after a catastrophic event, DS resources are generally restricted and difficult to supply
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because of the affected transportation link. Hence, the functioning of the system recovery action relies
on available resources with good quality and surplus quantity [85]. Thus, pre-event resource allocation
significantly affects the pro-activeness of system recovery and is a crucial phase in disaster promptness
in DS. Several types of resource allocation are reviewed in [86], where three optimization paradigms
are likewise discussed (e.g., tactical method and short- and long-term strategic frameworks). The
framework in [86] can support the power system components to detect and dispatch mobile units and
effectively recover from power outages. In [87], the triangulation model is applied to find the key
issues influencing resource accessibility in post-event reconfiguration states. Moreover, various
factors, such as rules, policy, regulations, and transfer, have been deliberated, which immensely
influence the practicability and exertion of resource allocation. A combined simulation optimization
method is explained in [88], which schedules an energy restoration network. Thereafter, the
simulation-based model is introduced to assist emergency loads during high-disruptive events. This
model also enables the disaster response-based system to maximize operational capacity [89].
Furthermore, a planning procedure using a proactive network decision enabling tool considering the
unit commitment problem has been demonstrated to reduce the overall cost [90]. This solution can
facilitate the reduction of the outage time, minimize the service interruption cost, and maximize the
critical load supply in response to disasters or man-made attacks. Additionally, demand response units
can perform a significant role in such situations, which have attracted less attention in this regard [91-

94].

E. Restoration planning

Restoration planning is a crucial phase of a resilient power system. This phase is enacted when
disaster hits the network (i.e., post-disruption stage), and a major blackout occurs, thereby resulting in
damage to the distribution network. Therefore, immediate restorative actions should be planned by
using resource allocation in ADS. The allocated resources are used to restore emergency loads not
supplied in the DS promptly. However, a part of load restoration is served directly through allocated
uninterrupted power supply facilities by DGs, MGs, and charging stations for recovery [95]. The

critical issue of DS restoration has been investigated in numerous studies, particularly on identifying
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the restoration order of loads after a system blackout [37, 96, 97]. In [88], a power restoration planning
scheme is pioneered through an integrated simulation approach, which aims to reduce the workforce
cost and minimize customer interruption time. Workforce planning is related to the “right” repair
crews in the “right” moment and “right” location to achieve the organizational goals [98].

A slow coherency theory is developed in [99] to minimize the power outage by the use of black-
start capabilities of island operation to reduce transient oscillation. A black-start restoration model is
presented in [100]. In [101], a novel key area in the restoration framework is defined through mixed-
integer programming (MIP) to minimize load curtailment and maximize the functional capacity.
Recent studies have examined the restoration planning methods in the form of transportable storage
units with MG scheduling, specifically to respond to eventualities, reduce the interruption cost, and

maximize the reliability of DSs [102].

F. Reconfiguration planning

In ADS, expansion planning extensively focuses on the efficiency, reliability, and financial
sustainability of power transfer to prosumers [103-105]. However, such a focus has predominantly
been on the claim of disastrous events. Hence, reconfiguration planning related to resilience in
response to natural disasters and man-made attacks has been considered an emerging research trend.
Besides, the enhancement of resilience against disasters has become a key economic factor in reducing
damage to power systems, reducing recovery costs and providing reliable power supply to the end-
users, which is crucial for distribution planning. Several approaches are used to reconfigure DS in
terms of new installation of power system components, such as energy storage units, on-site DG units,
smart transformers, fault protection devices, and integration of renewable energies [106]. MMG
formation is also part of the reconfiguration phase. In [107], an energy storage-based grid
reconfiguration of ADS is proposed, with voltage magnitude deviance as an objective function through
the BD model. Moreover, Ref. [107] concludes that infrastructure deployment and grid reinforcement
should be developed for optimal operation. In [108], a two-phase reconfiguration planning framework
is established through MMG formation to achieve a resilient structure. Moreover, the research

mentioned above has shown that resilience quantification can benefit planning engineers to validate
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control actions, relate various reconfiguration techniques, and improve effective control actions to
evade blackout in response to extreme weather conditions. A probabilistic framework for ADSs to
achieve a resilience structure based on on-site generation premises, such as solar and wind generation,
is demonstrated in [109]. Its objective is to enhance grid survivability against unfavorable events and

accelerate the restoration period.

Fig. 2.10. Repair crew allocation (Source: Author)

G. Repair crew planning

Repair crew planning in ADS can enhance system reliability during and after disastrous events.
Various factors are considered in crew planning, such as immediate crew actions, decreasing failure
rates, and specific protective measures [110]. For the planning stage, the deployment of the repair crew
needs particular modeling of the maintenance practice in ADSs. For maintenance endeavors, DS is
divided into various regions or control zones, with each allocated to a repair crew [111], as shown in
Fig. 2.10.

The repair crew resources include individuals, tools, spare parts, and trucks, which are important
for the restoration of ADS. After an event, the crew starts the repair process in the order of maintenance
received from control centers or distribution operators, and it can be done either manually (customer
call) or automatically identifying the system failures.

Therefore, the repair process in each zone is a queuing process. Hence, the input is the sequence

of element faults, which cause power disruptions that should be addressed by the crew. The output
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result is power restoration. This process depends on the quantitative and qualitative terms of the

logistical resources from a system performance perspective. Such logistical resources are restricted

and must be sensibly coordinated to follow the step of element failures to attain reasonable outage

times. Traditionally, the repair process of ADS is not modeled. However, several studies have modeled

the repair process with various procedures. In [112], a queuing theory-based repair model and

stochastic point method are established to reduce outage time and maximize reliability. A synthetic

model to optimally dispatch the crew in ADS is investigated in [113]. Short- and long-term tactical

models have been demonstrated to give the optimal placement of crew during catastrophes [86].

Table 2.3: Resilience-based planning methods of ADSs

Area of o Techniques/ Objective
study Contribution Model | function Year |Ref
Addressing the plan on hardening measures and
improving grid security in relation to the |Interdiction Cost 2004 |[84]
identification of vulnerable components |algorithm minimization
L through the IEEE reliability test system.
5 Optimal solution with a sensible time toward Grid
g the enhancement of grid survivability during |DAD model disruption 2014  |[83]
> unfavorable events. minimization
B Building a sequential attacking model and its |Sequential Power outage
g resilience analysis in response to various attack |attack minimizati (;gn 2014 |[82]
% scenarios. procedure
> o
Demonstrating a vulnerability analysis to help S;?;:iermg Reliabilit
operators make decisions, which enhances weather maximiza};ion 2012 |[81]
distribution reliability, security, and flexibility. scenarios
BD method
Modeling of optimal hardening structure and |with the Hardening
%D MMG formation scheme of DSs on account of |iterative cost 2017  |[63]
g N—k events. relaxation minimization
% process
%0 Reporting the enhancement scheme of DSs Load
_§ through reconfiguration planning and DER |DAD model curtailment 2018 |[64]
g islanding with a tri-level DAD model. minimization
T
Introduceing a novel defense strategy for fj)eecelrsll((j):nt Resilience 2022 |[68]
distribution system against typhoons. th EI:)ory improvement
. . o Energy
Introducing single and double bus partitioning- .
based DC microgrids to enhance the unit’s I(:Ietll‘(fl}; it;(;?iloolfd 22;::1ange 2014  |[69]
,5 survivability, self-sustainability, and control. P N
. minimization
B é Contrasting a case study of centralized and de-
S g centralized control-based MMGs to show |Decentralized |Overall cost 2015 |[70]
© ‘2 |adaptability, suitability, reliability, and |algorithm minimization

resiliency of the grid.
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Outlining a brief discussion of a centralized and g;éltrahzed Load
decentralized model of two neighboring MGs . curtailment 2015 |[71]
. o decentralized S
and measuring the stability of MMGs. minimization
approach
Proposing a dynamic microgrid structure to Reliabilit
enable the self-adequacy during extreme events |MC method maximiza};ion 2016 |[72]
considering stochastic load and DERs.
Demonstrating the design principle and active
multi-loop control of MG for good fault |Analytical Power extract
. . . (peak power) [2016 |[73]
isolation, energy balance, and power quality |models maximization
management.
Energy management scheduling of grid- Eggi:rlrlleddmg eE;lfggg .
connected and stand-alone modes, which points p & 2018 |[74]
. - down cost
out the operation costs and resiliency. . o
techniques minimization
Aiming to manage the power shortage during
the events with the incorporation of power |MILP 2019 |[76]
reserve facilities.
Formulating the MG formation plan to quickly .
restore the critical load against extreme |MILP rl;lc;i?rggle:ttilgn 2018 |[75]
disruptions.
Developed a two-phase reconfiguration . .
00 planning model for MMGs to achieve a cost- Pre-location Loaq kaW 2016 |[108]
8= effective and resilient structure theory maximization
= '
=
% Establishing a probabilistic model of DS Moment-
g considering the integration of solar and wind . Total cost 2018
8 enereies o] vability and reduce th based design imizati [109]
= gies to improve survivability and reduce the minimization
?D restoration period.
=)
§ Total cost
& Proposing grid reconfiguration planning of and energy
ADS by means of energy storage devices and |BD model storage 2018 |[107]
aiming to reduce the cost and voltage deviation. install cost
minimization
Introducing workforce planning for outage Inteer Workforces
management to minimize the cost and consumer o & ammin cost 2012 |[88]
0 interruption time. progr € | minimization
.g
§ Defining a key area of the load restoration Load
a model to maximize the functional capacity of |MIP curtailment 2014 |[101]
.5 critical infrastructures. minimization
s
S Distinguishing the overall system cost and Overall cost
&"3 reliability between transportable storage |MILP minimization 2019 |[102]
systems and fixed storage units in MMGs.
Addressing the minimization strategy of Cone Restoration
blackout using black-start capabilities in oeTammin path 2022 |[100]
response to eventualities. progr & optimization
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Demonstrating short- and long-term
%’J tactical models for the optimal dispatch of |Goal Damage cost 1998 |[86]
repair crew into the location before and |programmin minimization
P progr g
% during events.
g The optimal designing of crew actions . D
o]
E.:) regarding failed units and the aims for g:;zlrlmg rl?leal)lc?rl:;itzion 2008 |[112]
'g reliability measures. y
& Introducing a synthetic model for optimal Svnthetic Unserved
dispatch of crews in ADS for service m};rilel energy 2019 |[113]
restoration. minimization
N Disaster-
g Introducing a simulation-based model to |response Operational
ot E‘ support critical loads in optimal DSs |network- capacity 2014 |[89]
§ g* during catastrophic events. enabled maximization
&‘3 8 environment
= - - — -
S Defining a proactive de01§1on—enabl1ng Stochastic Restoration
= tool for the efficient restoration of DSs to |;.
< TG . . linear- cost 2015 |[90]
minimize the overall cost incorporating rogrammin minimization
with unit commitment challenge. progr &

2.2.2. Resilience-based ADS operation

During unfavorable events, such as natural disasters or man-made attacks, operational activities
should withstand and optimally coordinate system operation with minimal vulnerability and the lowest
restoration time. To obtain an improved understanding of the operational activities against
catastrophes, various methods have been described, such as optimal operation, coordinated operation,
restoration, vulnerability measures, operational awareness, and software-defined actions. Moreover,
in the case of operational activities during the events in the DS, these actions can extensively improve
the resilience characteristics, which further re-establish the power system for the prosumers. The
operational activities of the ADS operation considering the resilience are discussed as follows, and the

summary of this section is presented in Table 2.4.

A. Optimal operation

The optimal operation of DS significantly impacts the overall cost, which is in the form of
operational cost minimization during the events. Optimal operation preferably manages the load
demand and generation balance to meet the continuity of the supply for the prosumers and particularly
for emergency loads. Moreover, this operation includes unit commitment, generation scheduling,
optimal dispatch, and optimization algorithms. A large and growing body of research has investigated
this area. In [114], a scheduling model of MG to ascertain self-sustainability during the events through

34



Chapter 2: Literature Review

a feasible islanding method is demonstrated. In recent years, a proactive scheduling and stochastic
programming-based optimal power flow (OPF) model has been established through a load curtailment
minimization approach during events [115, 116].

Moreover, this model considers renewable sources to highlight socio-economic benefits. In [117],
a proactive operation scheme has been developed through a Markov process to minimize the
probability of failure against extreme events. In this regard, MG-based studies have been presented,
which mainly focus on operation cost minimization through a hierarchical control scheme [118], graph
theory [119], linear programming (LP) [120], and robust optimization [121] in response to various
catastrophes. The optimal operation method by means of a voltage and frequency minimization model

is also demonstrated to improve system stability and resiliency [122].

B. Coordinated operation

In the case of operational actions, the coordination activity plays a key role in managing the power
system operation through centralized/decentralized control practice, grid-connected/stand-alone mode
[123], single-/multi-agent approach, and the integration of renewable energy sources (RESs) [124]. In
[49, 125-127], the decentralized control-based operation is established to minimize the operation cost
of interconnected MGs. The same primitive cost minimization technique is applied using mixed-
integer bi-level programming, considering the MMG structure [128], a consensus algorithm for self-
healing operation [129], MIP for proper coordination between MGs [130], and robust optimization for
islanding feasibility and proactive operation in [131, 132], respectively. To ensure the power supply
to the critical or emergency loads, a priority load maximization model is introduced in [133-136]
through an agent and linear programming methods by means of MG and MMGs. To extend the service
continuity to emergency and non-emergency loads, load curtailment minimization techniques are
pioneered through a Markov—Monte Carlo (MMC) model [137], and a fuzzy logic control technique
[138] considering the MMG formation. Furthermore, a recovery model is established to minimize the
power outage duration in response to highly disruptive events [139]. A probability model is formulated
in [140] through the Naive Bayes technique for the maximization of forecast probability by means of

MG energy management strategy. In spite of all these methods, the coordinated operation is also
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concerned with power system stability, which is discussed in [141], and demonstrates the multi-agent-
based DSs through active energy-sharing units. A reliability assessment concerning various outage
management schemes is generalized in [142]. Note that these operational activities can enhance

resilience characteristics through proper coordination.

C. Restoration operation

The resilient operation, particularly during the restoration period, is essential to minimize power
outages during highly disruptive events. Several extensive cross-sectional studies of therapeutic
actions have been conducted for rapid and optimal system recovery. In the restoration phase, the
maximization of a list of priority loads is a major concern, which is formulated through different
algorithms, such as mixed-integer non-linear programming (MINP) [143-145] and the linearized
distribution flow model [146, 147]. The list of priority loads considers the optimal switching operation
and MMG formation against natural disasters. Furthermore, the list of priority loads is used to stabilize
dynamic performances with different fault scenarios during restoration [148].

An optimal dispatching model considering the storage units and DERs is introduced in [149],
which mainly focuses on the maximization of restored energy through MINP. A defensive islanding
procedure has been adopted to restore DS and immediately minimize load shedding [142]. In [150],
crew member deployment with on-site generation unit dispatching schemes for service restoration is
presented. To estimate the accessibility of MG for recovery considering RESs, dispatchable DERs are
reported in [151]. The energy cost should be minimized during the restoration phase. Therefore, Ref.
[152] established an optimization model to maximize the energy capacity in response to extreme

weather conditions.

D. Vulnerability measure

Power system failure means that an electric infrastructure sustained considerable damage, which
directly impacts the socio-economic life of people. Thus, the vulnerability of the component and
system must be analyzed to cope with any eventuality. Various studies have investigated the
vulnerability analysis to detect the infirmity of DSs, and then the improvement of survivability and

resilience are also presented [153-155]. In [156], the graph-theory-based model is used to measure the
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vulnerability of interdependent electric infrastructure. A machine learning algorithm is applied to
predict the power outage and components’ state for vulnerability measure evaluation in [153-155]. An
outline of fundamental methods to assess the vulnerability in the power system is recently discussed

in [157].

E. Operational awareness

Given the practical constraints of modern DSs, DSOs have to cope with various challenges to
sustain reliable supply. Hence, establishing and updating a necessary situation awareness (SA) is a
strategic factor in maintaining this reliability, although it is a complex process because of the various
factors that regulate its formation in the energy control center. Therefore, operational awareness is
definitely needed to support human operators. In [158], the Markov model is used to minimize the
probability of man-made errors by enabling executive decisions in response to power outages.
Similarly, advanced visualization procedures are applied in [159] to minimize the probability of failure
using relevant alertness of power outages. The main concern of [158, 159] is to maintain system

reliability through operational awareness activities.

F. Security and protection

The continually increasing installation of protection devices in DSs has prompted particular phase
tripping orders at the distribution phase [160]. Accurate phase preference denotes the capability of
protective relays to detect faulty phase(s). Conversely, many control algorithms have been developed
to improve the efficiency, reliability, and resiliency of the system. Therefore, the components and the
entire system should be protected during the operation to significantly reduce outage duration and
enhance DS resilience in response to catastrophes. In [161-163], a software-based network is discussed
to maximize reliability and reduce the communication cost after considering the software enabling
technology to reach a better and more secure control of DSs’ operation. Moreover, an inverter
interfaced-based algorithm is introduced and integrated with DERs to minimize fault current during
the operation [164].

Furthermore, security against intentional attacks and redundancy have been programmed in [165]

through the geometric progression rule to minimize the probability of destroying DSs. Moreover, a
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decision model also plays a vital role in the security and protection of DSs during the operation. Only

Refs. [166, 167] have endeavored to study the protection by employing a decision model to minimize

the investment and operation costs against disruptive events. On the other hand, the digital revolution in

the energy sector has resulted in many advanced technologies and an exponential increase in transactive

energy mechanisms, where the internet of things (I0T) and Blockchain concept are pivotal, which could

help improve the distribution system resilience. A few recent studies have demonstrated the role of the

internet and Blockchain in resiliency, which can be seen in [168-171].

Table 2.4: Operational study of ADSs

independent operation of MGs.

Areas of o Techniques | Objective
study Contributions /Model | function Year |Ref
Introducing a scheduling model of hybrid Minimization of
MGs to ensure survivability during events by - overall cost 2017 |[114]
means of feasible islanding during events
Formulating the OPF during catastrophic Proactive Load
events to reduce the adverse effects of schedulin curtailment 2018 [[115]
flooding on DSs. £ minimization
Presenting proactive operation schemes of |Markov .
DSs to minimize load failure because of |process and E;?Ef:lhty of 2017 |[117]
highly disruptive events. MINP
Modelling and analysis of DC-MG to provide Hierarchical
improved energy management capability and Operation cost
: . . control S 2014 |[118]
2 economic operation of DSs compared with scheme minimization
A AC-MG.
B Identifying the socioeconomic benefits of
.5 MMGs through a developed mathematical |Stochastic Minimization of 2016 |[116]
= model incorporated with RESs and electric |programming |load curtailment
§ vechicle (EVs) in DSs
= Utilizing graph theory-based methods for the
E optimal operation of MGs considering
g microturbine and energy storage systems Graph theor Minimization of 2017 |[119]
(ESSs) and addressing the energy p Y operation cost
management strategy to operate DS in
normal and self-healing modes
Modelling and analysis of MG considering Minimization of
electric springs to enhance the stability of B changes in 2018 |[122]
DSs against intermittent renewable sources voltage and
frequency
Developing an optimal energy management T
framework to minimize operational cost in |LP Mlnlmlzatlon of 2018 |[120]
operation cost
the presence of ESSs
Descrlb%ng the 1mperat1v'e formulatlon of MG Robust Minimization of
for optimal programming in response to S . 2019 |[121]
. . . optimization operation
islanding modes against extreme events
Decentralizing controlled operation of |Decentralized Minimization of
3 MMGs through coordinated actions bi-level . 2016  |[125]
g . techni operation cost
g 3 que
BB Reporting distributive MMGs to realize Agent Maximization
=) E-‘) oqe . . .
S & resilient autonomous power DSs using the algorithm of priority load 2011 |[134]
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Investigating the optimal and self-healing

Minimization of

operation of MMGs via energy management - . 2016 |[49]
. . . operation cost
techniques in a decentralized manner
Establishing a robust distributed reg.ulat}on Distributed -
scheme to manage power flow considering Stability
) control 2016 |[127]
ststic synchronous compensator scheme enhancement
(STATCOM) and ESSs
Modelling of decentralized DSs, which Minimization of
comprise a non-linear assumption, capacity |Decompositio |operational and 2017 |[126]
extension, N-1 security, and long-term |n algorithm installation
operation costs
Pioneering a three-phase MGrecovery model |Linear Minimization of
after disruptive events to balance the DSs relaxation . 2018 |[139]
outage duration
Comprehensive architecture of MMGs for Monte carlo
reliability assessment with various outage 1 2018 |[142]
management tactics (MC) mode
Designing a paradigm for examining the
resilience indices of the power grid |Multi model Minimization of
integration with MMGs in the wake of |(MM)MC load curtailment 2017 |[137]
extreme events
Designing disruption as an event of s
intentional attacks on MMGs by taking the Mlxed INEEEr |\ 1inimization of
. . . bi-level linear . 2015 |[128]
interconnection of electrical structures and . operation cost
. programing
natural gas into account
Focusing on the energy management strategy naive baves Maximization
of MG on the basis of renewable energy (NB) mo}(/iel of forecast 2016 |[140]
prediction and battery state of charge (SOC). probability
Proposing a dynamic formation of MGs to T
. Maximization
maintain power supply of emergency loads |MILP . 2016 |[129]
L ; of priority load
after an inevitable accident
Proposing a generalized framework of outage
management practices in MMGs for Minimization of
appropriate  coordination among MGs MILP the overall cost 2016 [130]
through model predictive control and DSO
Developing a metamorphic framework of
MMGs for optimal operation and o
: Consensus Minimization of
autonomous strategy to coordinated self- aloorithm operation cost 2016 |[129]
healing operation through an established & p
cybernetic system and a control algorithm
Introducing a fuzzy logic control (FLC)-
based model of MG considering ESS units, Minimization of
which follows the management commands |FLC . 2017 |[138]
. . . load curtailment
for proper scheduling and operation in
normal and non-normal conditions.
Highlighting the benefits of MMGs for load Maximization
restoration and coordination mechanism in | MILP of priority load 2017 |[135]
consideration of intermittent loads and DERs P Y
Establishing an effective management
st?ategy for MGs to withstand intense LP model Max1.rn1’zat10n 2018 |[136]
windstorms to  protect vulnerable of priority load
components
Pioneering regulated multi-agent-based DSs Minimization of
to stabilize frequency and voltage deviation |Stochastic changes in
through proportional active energy sharing |programing voltage and 2018 |[141]
units frequency
Offerm'g'determmlstlc technlques inresponse |p o Minimization of
to fragility curves to achieve the proactive Y . 2019 |[132]
optimization operation cost

operation of DSs
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Presenting a scheduling model of MGs that

made attacks

basis models

with different

took the islanding feasibility ~and |ROPUSL Minimization of |, ¢ |3y
survivability of emergency loads into account optimization operation cost
Proposing a comprehensive mathematical Maximization
model for load restoration by means of |MINP foriority load 2016 |[143]
optimal switching operation in ADS o1 priorityfoa
Providing a  detailed mathematical |Linearized Maximization
formulation of MMGs to restore critical loads | distribution foriority load 2017 |[146]
during natural disasters low ol priority foa
Modelling of a resilient MG operation taking Maximization
account of a master—slave-based DER |MINP . 2017 |[144]
application. of priority load
Establishing dynamic MGs to provided Maximization
uninterrupted supply to critical loads |MINP foriority load 2016 |[145]
immediately after events hit the network ot priority foa
Formulating an optimal dispatchable model Maximization
A considering DERs, and control switches. MINP of restored 2018 |[149]
e energy
2 Providing an integrated solution on the basis . L
= of a decision-making tool to improve Qenerahzed Max1.m1‘zat1on 2017 [[147]
g situational alertness and survivability linear model of priority load
c Developing an enhancement strategy of DSs | Defensive Minimization of
2 through defensive islanding to address severe |islanding- load sheddin 2016 |[172]
£ wind contingencies algorithm &
@2 Exemplifying the repair crew and restoration |Randomized Minimization of
22 operations of DSs after unfavorable events |adaptive total outace 2012 |[150]
through  multiple-vehicle and on-site |vehicle &
generation to reduce recovery times decomposition
Describing a service restoration scheme
incorporated with RESs, dispatchable DERs Minimization of
and ESSs and introduced a continuous |MM load curtailment 2016 |[151]
operating time to estimate the accessibility of
MG with limited source
Measuring the stability and dynamic T
performances of MGs in the process of LP model g/f[‘a?ir(l)lrliztatig: d |2018 |[148]
restoration with regard to different fault p Y
states
Pioneering an optimization model of MGs to
maximize energy capacity during an Minimization of
emergency in response to disruptive events MM energy cost 2018 1[152]
Discussing two models, namely, network and
functional, as interfaces to various DSs and
performance evaluations correspondingly for | Graph theory - 2010 |[156]
measuring the vulnerability of bulk
° interdependent electrical infrastructures
3 Presenting a predictive model of DSs to .
2 . - Machine
o determine component states for vulnerability learnin Outage 2017 |[153]
i measures through the machine learning metho dg prediction
= algorithm to address extreme incidents
= Proposing an outage prediction paradigm .
5 . . . Machine
E through machine learning technique to learning Outage 2017 |[154]
§ identify vulnerable components against method prediction
forthcoming hurricanes
Performing a wvulnerability comparison |Topological Measuring
analysis of two models to measure the |and power grid 2014 |[155]
effectiveness of DS operation under man- |betweenness vulnerability
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attack intensity
>, |Providing a brief description of SA, man- Minimizing the
g 2 made errors, operatlongl d601§10n enabling, MM probability of 2013 |[158]
S ., |and the MM for proactive SA in response to man-made
g a;g power system outages errors
& 5 Presenting a brief synopsis of .relevapt Advanced Mlmm%z.anon of
2 |alertness of power outages and its main | . .7 probability of
] . . . visualization . 2013 |[159]
sources to provide operators with an efficient failure data
L SR o procedures
provision in maintaining system reliability
Maximizing software-based programming to
enable the networks to identify and respond | Software- Maximization 2017 |[161]
to failures and obstruction during the run |based network | of reliability
period of MG operations.
Presenting a software-enabled architecture
for M.G. . operations  to ut1.11.ze global Software- Maximization
perceptibility, programmability and e 2016 |[162]
. . based network | of reliability
enhanced controllability for  security
implications
Presenting  fast-powered  reinforcement C
Minimization of
models between MMGs through a software- | Software- .
. . . communication [2018 |[163]
enabled algorithm to improve efficiency, |based network
L o - cost
reliability, flexibility, and resiliency
,S Formulating a new control algorithm for a |Inverter Minimization of
3 fault protection interface DER 2018 |[164]
2 fault current
S model
3 Providing optimal solutions for resource |Geometric Minimization of
8 allocation in view of redundancy and security |progression destruction 2015 |[165]
«E‘ against intentional threats rule probability
5 Designing a two-level stochastic model for |Progressive C
2 . . . . Minimization
n DSs in response to hardening decisions |hedging . 2016 |[173]
. . =S investment cost
against catastrophic consequences optimization
Forn.lulagt.lg a resiliency-cut index to ensure Robust Minimization of
survivability of emergency loads after events S . 2018 |[167]
. optimization operation cost
hit the network
Demonstrating the digital revolution in the |column-and- Securit
energy sector to improve the security and |constraint Y 2021  |[169]
o . enhancement
resilience. generation
Presenting a blockchain-enabled energy Security and 2021, |[168
system considering the distribution system | - resilience 2022’ 170]’
resilience improvement

2.2.3. Resilience-based ADS planning and operation

The distribution system planning-operation is an increasingly complex and information-
intensive procedure. Thus, seeking perceptibility across the continuum of power supply has expanded
over intermittencies, updated technology expenses, price signals, response sensitivities, and
socioeconomic impact. However, deployment and allocation of novel breakthrough technologies
suffer from many issues that differ by means of technology and critical function in the power delivery

system. The electricity power supply has been continuously and highly reliable for the last few decades
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because of enhanced expansion planning and the uninterrupted power supply of DSs across the globe.
In the event of natural disasters or other unfavorable occurrences, the operation of power systems may
fail to achieve desired reliability. Hence, planning-operation schemes should consider several possible
adverse events that demand a more resilient electric infrastructure.

During these events, the planning-operation phases play crucial roles in disaster concerns, which
require simultaneous resource and crew allocation, restoration, and coordinated planning-operation
schemes to make some decisions about the optimal operation of the power system. It also facilitates
the reduction of restoration time after low-power system damages. The study of these schemes is

described as follows, and the summary of this section is presented in Table 2.5.

A. Coordination

In the resilience planning-operation procedures of DSs, coordination, which is also called energy
management, plays a vital role. Changes experienced in energy management methods of DSs over the
past decade have become unprecedented, thereby enhancing the resiliency of power systems. Various
models have been employed to coordinate some components of the power systems in the planning-
operational phases. In [174], a scenario decomposition-based algorithm is introduced to minimize
power outage considering transportable on-site generation facilities in pursuance to installation and
proper allocation before and during events. Moreover, the preparedness index is a major concern in
the study of resilience against eventualities in enhancing the performance of DSs and minimizing load
curtailment. Given these objectives, Ref. [175] established a linear approximation model to maximize
the preparedness index through MMG in response to hurricane events. To maximize load pickup, Ref.
[144] proposed a master-slave operation of DERs and crew routing. By contrast, Ref. [176] suggested
a DER dispatch. However, MMG formation has been regarded recently as one of the key survival

factors to resiliency, which is discussed in [173].

B. Restoration
In the restoration phase, planning can be implemented by properly allocating storage units and
crew members, identifying vulnerable components and mobile generation units, and using islanding

mode [177-179]. These methods can restore the system immediately. Conversely, the same units are
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used in the operational phase during events to recover the system from low distribution system damage
with minimal recovery time. Numerous studies have intended to explain the restoration planning-
operation of DSs in view of resilience. In [180], a sectionalized MMG for the optimal operation of
DSs is proposed to minimize costs during outages. The importance of sectionalized MMG is that it
can cope with highly disruptive events and is capable of isolating the section individually when DSO
predicts the consequences. To further discuss this concept, Ref. [181] proposed a deterministic and
stochastic model to spring the DS back to normal operation after events. In [155], a network
partitioning method is introduced to maintain the continuity of electricity supply in the context of
planning-operational movements. To maximize restored energy during events, a mathematical

formulation has been developed through MINP, as presented in [182].

C. Reconfiguration

Reconfiguration is an increasingly important area in DS resilience because reconfiguration
planning and rapid operation should be conducted during events to immediately address the outage.
The majority of the current studies on reconfiguration particularly focus on minimizing the overall and
life cycle costs. To enable the optimal operation of DSs during events, thermal stability and reliability
are major factors that should be assessed, in which DSs should be designed and operated accordingly
[183]. Apart from the aspects mentioned above, enhanced voltage profile, low power loss, and load
adjusting should also be considered, as described in [184]; it introduced a power electronic-based
module that re-establishes performance using a soft-open point framework. Note that the geometric
progression rule is applied to minimize the destruction probability of DSs and address issues in

redundancy and security against intentional threats [165].

D. Resilience quantification
To measure the performance of the DSs, resilience quantification plays a crucial role in decision-
making in the cases of load switching, DER allocation, and crew position. Accordingly, Ref. [185,
186] concentrates on the distinctive metrics of resilience in the perspective of system design, extreme
weather, and repair crew, which aims at maximization of sensitivity. In [187], a quantitative model for

resilience estimation and preventive measures is developed in the face of windstorms. This model

43



Chapter 2: Literature Review

mainly aims to minimize the probability of failure. Furthermore, a multi-criteria-based decision-

making model is pioneered through the graph and pre-location theory to reduce switching operations

and maximize load operation [108]. One of the most significant discussions in the study on resilience

quantification is that various quantifications can introduce a new resilience index, which can further

improve reliability and resiliency characteristics.

Table 2.5: Planning-operational method of ADSs

Area of S Techniques |Objective
study Contributions /Model |function Year |Ref.
Establishing an optimal planning strategy for an
emergency load restoration using transportable |Scenario Minimization
on-site generation facilities in accordance with |decomposition |of power 2018  |[174]
pre-positioning and practical constraints to reduce |algorithm outage
c outage during emergency operations
g —
b= Presenting a multi-objective oriented architecture |Linear E/f[‘iﬁgmlzauon
-_g to enhance the effective preparedness of MMGs |approximation 2019 |[175]
I . . . preparedness
S and cope with forthcoming hurricanes model index
@) - -
Proposing a novel load restoration scheme of the . S
. o - Mixed integer |Maximization
MG to improve the reliability and resiliency of .
. second order of critical load 2017 |[144]
DSs through master-slave DERs during natural .
. cone method pickup
disasters
Proposing a co-optimization model for crew
routing, system reconfiguration, and DER Maximization
dispatch to enrich the DSs from outage under MILP of load pickup 2018 \[176]
disruptive events
Enhancing strategy of MMG formation for Minimization
survival in extreme events in terms of critical |MILP 2018 |[173]
. . of MG scale
service restoration.
Proposing the extensive structure of a distribution . M1n1m1za}t1on
: . . Rolling- of operation
system via two modes of operation in relation to .
) . . . horizon cost and 2015 |[180]
sectionalized MMGs for optimal restoration of an . N
algorithm maximization
outage
of profit
Designing a deterministic and stochastic model of |Probabilistic
DSs on account of component failure during |and Minimization
. . S 2018 |[181]
events and spring back to normal operation deterministic of overall cost
.5 approach
s
S Using network partition-based techniques for N;rtt‘;ioorrlf Minimization
3 survival after a power disruption in terms of P of restoration  |2018 |[188]
~ . . method .
planning-operational movements time
Developing a successive service restoration Maximization
model of DSs and MG§ using DERs as well as MINP of total 2018 |[182]
formulating a mathematical power flow model restored
energy
Introducing mobile resource based ancillary |Mixed-integer Resilience
services of distribution system for resilience |quadratic . 2022 |[177]
. improvement
enhancement. programming
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Addressing the thermal stability and reliability
measure of wind-based plants with FACTS |Coffin— Minimization 2017 |[183]
- functionality in MGs to provide optimal operation |manson model |of overall cost
2 and better assessment of DSs.
£ Developing a network reconfiguration planning
?n . . Soft-open- Optimization
= scheme with power electronic modules to enhance . .
= . points of the life 2016 |[184]
5] voltage profile, lessen power loss and adjust load .
3 . ) paradigm cycle cost
S during operation
Providing optimal solutions for resource |Geometric Minimization
allocation in view of redundancy and security |progression of destruction {2015  |[165]
against intentional threats rule probability
Proposing new resilience metrics with |Dynamic L
. . Sl . Maximization
corresponding estimation approach considering |bayesian e 2018 |[185]
. . of sensitivity
- the system design, catastrophe, and repair crews |networks
2 Introducing a quantitative model to estimate DS . Minimization
LR op . Degradation .
2 9O resilience and approach to preventive measures of failure of 2019 |[187]
ol . . model -
=g against windstorms. probability
70
L = . .- . . . o
X & Intrpducmg resilience quantification techniques Monte Carlo Resﬂlence 2002 |[186]
against extreme events improvement

2.3.

Challenges and key issues

Over the past few decades, power system engineers have been successfully established as

reliable power systems. However, presently, attention is increasing towards the resilient power system,

which is a significant challenge to the energy sector as natural disasters and cyber-attacks are

increasing. The followings are the main challenging areas which are needed to be addressed.

The abovementioned problems are to be addressed with the following research questions.

The integration of DERs, automatic reclosures, and ancillary devices are increasing the

complexity of the network, which is affecting the recovery process.

After catastrophic events, improper crew scheduling can significantly affects the system

recovery.

Reconfiguration operations during the events with their inconvenient connectivity status

can lead to total or partial damage to the system.

Inaccurate disaster prediction can be a cause of immense economic loss and take more

time to restore.

What are the major attributes with their resilience evaluation indices to define the

resiliency of an active distribution system?
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e How can maneuvering the crews take place to minimize the consequence of events?

e How should resilience evaluation indices be involved in active distribution systems
performance and be incorporated within a resilience evaluation framework as a means to
have a quantitative assessment?

e What are the decision-making tools to give the quantifiable formation on account of
resiliency?

e  What is the required information to solve the resiliency problem under extreme operating

conditions?

The following key issues are identified as the research gaps which could be addressed in this study:

e The resilience in ADS with all these four factors (withstand, respond, adapt, and prevent)
has never been investigated in power system resilience.

e The resilience evaluation indices have not been established yet to show the resiliency of
the system.

e The enhancement of ADS resilience through MMG is still to be explored, considering
extreme events.

e Several energy market studies have been performed to show the cost-effectiveness of
the system; however, a resiliency study is yet to be developed to secure the transactive
energy platform.

Based on the literature review, a research gap has been identified, and with that aim, a novel

framework for resilience quantification and enhancement method of ADS is proposed, discussed as

follows.

2.4. Research methodology

This section presents the research methodology in detail. It starts with a basic concept of the
research and literature review on account of resilience. Thereafter, the effect of events on MMGs
will be investigated through the simulation results. System development and system reconfiguration

will likewise be performed. Lastly, the proposed system will be validated using Hardware-in-Loop
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(e.g., OPAL-RT), and the results will be compared with the existing system. Finally, the flow of the
research methodology is presented.

In the current era of green energy, solar power (photovoltaic (PV)) and wind power-based
renewable power generation systems are widely used worldwide because of their broad range of
applications. With green energy, the resiliency of the system will be enhanced by the formation of MG
and MMG. The current study proposes a novel technique in which the interconnection of a green
microgrid, called MMG, is developed. Further, a WRAP model is established to measure the resiliency
of MMG. Finally, the proposed study will run through the real-time simulator, i.e., OPAL-RT, for the
validation of simulation results. The detailed framework and proposed concepts are discussed as

follows.

24.1. WRAP model

In the restructured power systems, power producers are migrating from bulk units to small-scale
ones (e.g., microgrids and multi-microgrids). This type of structure helps to provide excellent energy
management capabilities, improves the reliability of response to disruptive events, and enhances

resilience characteristics.

mmmm)> Resilient power systemn >
W4 R _Ad _P4

Recove'r'jb ‘ Adapt “wi' ‘ Preveniﬁp
v

\/

Rapidity

Survibability Adaptability Predictability

Low energy-not-supplied Fast recover means low Stable performance in Reliable forecast to
outcome recovery time during, and post events Prevent future system damage

Fig. 2.11 WRAP flow diagram (Source: Author)

As an illustration, microgrids are used to enhance the automated control of distribution systems
under blackouts [48] and to meet the demands of external loads through the least switch operations. The
self-healing strategy of networked microgrids with an economic dispatch plan was presented in [49],
in which the surplus energies in each unit were accumulated to satisfy the power demands. Aside from
energy restoration, microgrids can also contribute to international frequency regulation through
supplementary control loops [56]. Refs. [52, 55] presented an in-depth analysis and discussion of the
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communication between coupled microgrids and distribution system operators. Increasing attention
has been focused on the extension of a single microgrid to interconnected microgrids to avert standalone
failure and reduce communication overhead [109, 114]. In addition, a resilient power system is a current
research trend. The WRAP elements need to be considered to enhance the severity of resilience, and a
robust electrical infrastructure must be constructed to solve the issue of resilient characteristics. WRAP
can lessen the vulnerability of power systems while maintaining their stability. The concept of the
WRAP flow diagram is depicted in Fig. 2.11. The proposed WRAP model is a novel approach for the
quantification of resilience, where each factor, such as withstand, recover, adapt, and prevent, has a
significant meaning. These four attributes have never been investigated in a single framework as means

of resilience measure.

A. Withstand

Withstand is concerned with the system's preparedness, reinforcement, and robustness against
extreme events that are not considered in the traditional system design. Different risks, events, and
hazards are estimated in terms of reliability. In addition, training and mandated maintenance programs
must be conducted to improve the survivability and sustainability of the power system. Survivability
indicates that power systems should withstand disruptive natural events with minimal damage,
whereas sustainability refers to the continuity of energy supply to the end-users during and after the
occurrence of extreme events [172, 189]. Moreover, skilled engineers should offer a series of
intelligence exchange programs regarding technological advancement and new protective measure
schemes to improve resiliency. Some research studies have consistently shown that these factors
emphasize the improvement of power system resiliency.

To measure the withstand element, the system’s redundancy, prevention, and key maintenance
operation should be assessed. Moreover, to measure the significance of this element, “energy not
supplied” [190] can be taken as a resilience evaluation index, which indicates the volume of energy to
customers lost due to faults or failures on the network. The power system should be designed to cope
with disruptive natural events and/or manmade attacks, which consequently minimizes the resilience

evaluation index (e.g., energy not supplied) and enhances reliability and resiliency.
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B. Recover

Power system recovery has been attracting increasing attention because of the significant
dependence of all social and communication networks on electricity, so a delay in electric power
system recovery may lead to immense economic losses. Therefore, the recovery stage is concerned
with the rapid restoration of a system. Various mechanisms, such as reserve scheduling, black start,
crew member deployment, on-site generation units, and island operations, are used to recover the
power system [113]. During the black start, the grid can restore the operation without relying on
superficial networks to recover from total or partial load curtailment. More crew member deployment
is a good solution to decrease the restoration time and is also important for vulnerable components
[99]. In the past decades, on-site generation facilities have significantly increased to restore the
distribution network and provide load supply during emergencies.

In this phase, two attributes are considered: rapidity and vulnerability. Rapidity refers to the speed
of recovery, while vulnerability signifies the weak units of the system. Moreover, the resilience
evaluation indices of this phase are time and cost of recovery; the effectiveness of the system is verified

when the system is restored within a short time at a low cost.

C. Adapt

To adapt the distribution system to recognize the stabilized performance during and after an event,
one of the most significant schemes, i.e., reconfiguration planning, must be taken into account.
Besides, numerous factors should be considered in customizing the power system network, including
restructuring, policy change, smooth functionality units, emerging hazard assessments, and periodic
reviews [101]. These factors can reconcile the system against unfavorable events. Today, power system
reconfiguration is important due to the increasing number of disasters and man-made attacks. Small-
scale power systems are now preferred over large-scale ones because microgrids, which is an example
of the former, can reduce the total outage of the mainstream grid by means of self-healing mode. In
addition, the enhancement of resilience indices has become a key economic factor that can reduce power
system damage and recovery cost and provide a reliable power supply to the end-users, which is crucial

for distribution planning [191]. Several components can be installed to reconfigure distribution systems,
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including energy storage units, on-site distributed generation units, smart transformers, and fault
protection devices. Furthermore, the integration of renewable energy sources and multiple microgrid
formations are also parts of the reconfiguration phase.

Interdependency and resourcefulness are taken as the attributes of the adapt phase. However, the
most distinct element of this phase is the controller (centralized/decentralized), involving a
minimization technique that can smoothly tune and mitigate the transients of the power system [192].
In addition, the frequency and voltage deviations can also play a crucial role during the events, and they
have to be stabilized by controlling the renewable sources and flexible alternating current devices. More

importantly, this phase signifies the stability of the system during the events and eventually enhances
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Fig. 2.12 WRAP outline
D. Prevent
To prevent power system disruption, several measures, such as reliable forecasting, review of
previous power outages, interventions, utilization of good quality components, and preparations for
future attack scenarios, are considered [158]. In addition, many different factors, such as identifying
vulnerable units, arranging protective units, decision-making tools, and risk reduction methods, should

be considered to precisely predict approaching events and prevent power system damages caused by
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disasters [153].
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A detailed disaster study has greatly influenced the assessment of attributes [193]. Considering the

previous data, the upcoming catastrophe can be predicted, and the system should be prepared according

to these scenarios. Thus, crew member deployment, on-site generation facilities, disconnection of less

vulnerable components, and easy access to emergency loads must be planned properly. Several studies

that investigate the pre-event strategies against disaster in the power system context have been carried
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out [85, 113, 194].

Based on the discussions mentioned earlier, the response of the power systems to inevitable attacks
in terms of resilience is a great concern. Therefore, power systems should be prepared for all kinds of
unfavorable events through anticipation and decision models [195]. Hence, WRAP must be considered
to form a resilient MMG. These four elements can enhance MMG resilience, lessen vulnerability, and
maintain power system stability. The detailed concepts of WRAP, along with the resilience evaluation
index and major attributes, are shown in Fig. 2.12.

In this framework, the four elements are used to measure the robustness, rapidity, and probability
of response against disruptive events. Moreover, the pre, during, and post-event planning and
operational activities of power systems in the WRAP framework have been speculated, as shown in
Fig. 2.13.

The parameters in the initial attempt include the number of buses, loads, generations, and zones.
To start with withstand phase of the WRAP scheme, the minimization technique can be used to
minimize the energy that is not supplied as a resilience evaluation index. This approach signifies the
robustness of the system after the events. If its performance is poor, then the reconfiguration of the
network is needed to improve the resilience characteristics.

Furthermore, the time and cost of recovery can be measured to show the optimal operation of the
power system. Meanwhile, a multi-objective optimization method, which can automatically tune the
gains of the controller and DER allocation parameters, can be adapted to improve the optimal operation
and stabilize the system throughout the events.

Thereafter, a prediction model can be used to predict upcoming events to prepare for and respond
to catastrophes. Notwithstanding, this framework aims to provide a conceptual framework to measure
the resiliency of the power system. In addition, the use of the WRAP procedure in power systems

minimizes the damages and restoration costs and improves its withstanding capabilities.
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2.5. Summary

This chapter thoroughly reviews the resilience research of ADS in various perspectives. The
literature clearly states that the ADS resilience study is essential in terms of planning and operational
activities. ADS resilience is an emerging area of research for the short and long-term improvements of
electric infrastructures. Building a resilient system can greatly reduce power outage costs, help to boost
the global economy, and minimize life threats that can enhance customer satisfaction.

Moreover, this review study presents the various resilience approach of ADS, which are discussed as
follows.

e First, various weather-related scenarios, hardening overviews, taxonomies, and plans are

summarized.

e Second, planning, operational, and planning-operational studies of resiliency are reviewed.

e Third, the major contributions, models used, and objectives of the literature are also presented

in tabular form.
With this review study, knowledge from the following perspectives may be obtained.
e How can special planning schemes be implemented to enhance the resilience of
distribution systems?
e  What are the actions required to obtain the optimal operation of resiliency?
e  What planning-operation frameworks and measures are required for the immediate
recovery and response during/after an event?
On the other hand, the research questions, challenges, and gaps are searched out from the
literature. Further, to deal with the challenges and fill out the gaps, a novel resilience framework (such

as WRAP) is presented, and the significance of its attributes is also discussed thoroughly.
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CHAPTER 3

SIGNIFICANCE OF DISTRIBUTED ENERGY
RESOURCES ON ACTIVE DISTRIBUTION SYSTEM
RESILIENCE

3.1. Introduction

Nowadays, the power system is experiencing frequent power outages across the globe due to
increasing natural disasters and cyber-attacks and owing to the fact that the power system was designed
with reliability principles, i.e., security and adequacy. With these principles, the power system can only
cope with a high-probability and low-impact event, which mostly involves known failures. Moreover,
it doesn't affect considerably on power system infrastructure, which means it can be restored within a
reasonable time with lesser impacts on society and the economy. However, in the past few decades,
catastrophic events have been increasing, which remarks on the concern of reliability principles [1].
The evidence can be seen with major catastrophic events such as Hurricane Sandy and Katrina, Japan
earthquake, Ukraine cyber-physical attack, and other major events that are reported in [2-4]. With these
events, millions of people are affected, and energy infrastructure is damaged, significantly impacting
the economy and life threats. Thus, to ensure a reduced impact on the economy against power system
damage and energy security, the distribution system should be resilient, which deals with four major

attributes in a single framework: withstand, recover, adapt, and prevent [4].

In the power system context, resilience deals with low-probability and high-impact (HILP)
events. Hence in order to minimize the consequence of HILP events, the migration or modernization of
the power system is of utmost need [5]. Moreover, extreme events like natural disasters or cyber-attacks
are mostly affecting the distribution system. Therefore, the power system planner should emphasize
modernizing the distribution system; for that, integrating distributed energy resources (DERs) is vital.
Over the past few decades, the utilization of DER has been increasing significantly, which is achieved

as a milestone for microgrid (MG) and smart grid technology. With these technologies, the distribution
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system can quickly restore the load (according to the priority) after the HILP event, which enhances the

distribution system's resiliency [6, 7].

The importance of MG technology is treated as a promising solution for load restoration in the
face of extreme events, and their interconnection (multi-microgrid) to the distribution system is further
pursued as a resilient-based design [8]. The addition of a microgrid into the distribution system can be
called an active distribution system (ADS). Indeed, the primary objective of ADS is to minimize load
fluctuation and to maximize the reliability of the system. However, the ADS also deals with the source
of resilience, as the number of DERs are connected to it [9]. Further, to enhance the resiliency of the
ADS, the MG with the optimal placement of tie-line (TL) and mobile storage unit is also the great

importance for fast load recovery.

In recent decades, the reconfiguration of the distribution system is increasing to improve the
resourcefulness of the system, which plays a significant role against HILP events. In doing so, the
system can have the self-sufficient capability (e.g., with the use of more renewable penetrations) [10],
creates an alternative path for restoration (e.g., installing TLs) [11], and emergency services (e.g.,
mobile energy storage and crew member) [12, 13]. Moreover, resourcefulness is not only important for
the HILP event, but also it can help during emergency and maintenance services. Several attempts are
made to show the better resilient characteristics of ADS through MG and multiple-microgrids (MMGs).
In [14], the adaptive formation of MG with a mobile resource is used to meet the critical load demand
in extreme events. Similarly, the interconnected MG is presented in [8], where the two important types
of load are considered, such as an integrated gas and power distribution network. The main aim was to
improve the preparedness of the MG to minimize the load curtailment in the face of hurricane-based
disasters. In recent years, few other studies have introduced tremendous solutions for the enhancement
of ADS resiliency through the MG/MMG approaches, which are reported in [15-19]. On the other hand,
to increase the resourcefulness of the ADS further, several recent studies have investigated MG/MMG
with energy storage (fixed and mobile) [12, 20], an optimal connection of tie-lines [11, 21], workforce

deployment [13, 22], and robust control strategies [23, 24].

As discussed above, resourcefulness aims to have self-healing capability, which is also the main
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objective of the resilient-based design. With this objective, and concerning the catastrophic events, as
high-impact and time-intensive, the ADS can restore the load in the shortest possible time to minimize
social threats and the economy. More importantly, critical loads such as health institutions, IT offices,
important headquarters, gas and water networks are the first responders, which must be restored
promptly to minimize the risk. However, it is possible that the ADS should have better resilient planning
and operational schemes. Thus, in the planning stage, such as before the event, DERs are to be installed
optimally where the power loss is taken as an objective function. Besides, the number of TLs can be
connected optimally to recover the critical load as an alternative path. It can be called a planning and
expansion planning strategy. Further, in the operation stage, such as after the event, according to the
fault location, TL can be used to restore the critical load with minimum time and cost. This phase is
otherwise called reconfiguration planning and operation. These objectives measure resilience
performance through energy not supplied (ENS) and energy loss. Note that in this chapter, resilience is

only focused on power grid restoration.

3.2. Mathematical modelling

The distribution system is considered an important section of the power system, which must
be well-planned and have a flexible structure. Generally, the power generating stations are located far
from the distribution systems (DSs). DSs are mostly of the radial type of network, where several small
generation units can be installed to improve system reliability and resiliency. Notwithstanding, during
disruptive events, the upstream grid might not be able to supply power to the end-users. Therefore,
small generating units are needed to be installed to significantly contribute to the critical and non-
critical loads. A DER unit can form an island, which can take a challenge to meet the load demand per
the DER power availability. Noteworthy, during the events, the distribution network has to be
transferred from a centralized control mode to a decentralized control mode through tie-switches,
sectionalizers, and circuit breakers, to provide isolation from the upstream grid and form an islanding
mode. In this study, four photovoltaics (PVs) units are installed along with four distinct islanding
modes, and each unit has a specific capacity.

The ENS can be formulated with two main categories of consumers: first, consumers should
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consider the switching time (i.e., the time taken to form the islanding mode), and second, consumers
experience the rate of failure and repair time.

The ENS can be expressed by (3.1) while considering each state of generation and load [25]:

Npr
ENS = 2/11 Li (trpr + tSWC) Z PJ
i=1 JEQ; G-

where

Np; : Number of branches

A;: Failure rate of branch 7 (f /km yr)

L; : Length of a branch i (km)

P; : Demand power of the ™ load

trpr : Fault repair time (hours)

towe - Switching time (hours)

Q;: The set of buses located at upstream of branch i

In this case study, four PV units are installed along with four distinct islanding modes, and each
unit has a specific capacity. In the estimation method of ENS, the output of the DER power can be
formulated as (3.2), which is the prerequisite to forming an island. In addition, it is assumed that the
power loss of the grid equals 5% of the hourly total load demand of the network.

Pp 2 Pioaa + Pioss (3.2)
where Pp¢, Pioaq, and Pj,ss are the DER power, active power load (exist in the island mode), and
network power loss.

There are many indices that can be used to measure resilience, but ENS measurement has some
consequential meaning, which is explained as follows. The significance of the ENS index is: it reflects
the number of customers affected due to the event, which should be minimized; it needs prompt action
to reduce the impact on life threats. Thus, in this study, the system has been reconfigured, and restoration
is done by using the ENS index.

On the other hand, the resilience of the system on account of a catastrophic event can be

estimated as the reciprocal of the system’s loss performance [26], which can be defined as (3.3). In this
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case, a loss means the amount of generated power is not available to the test system. Hence, the loss

can be estimated as (3.4)

Resilience = — (3.3)
Loss = % (3.4)

where, Py and P,,;,, are the total load and active load in the system after the event, respectively.

3.3. Results and discussion

In this section, a resilience study is carried out and applied to an IEEE 33-bus system. The
findings from this study provide two contributions to the current literature, i.e., firstly without
assuming the emergency load in Study 1; and secondly with the consideration of emergency loads in
Study 2. On the other hand, in Study 3, the resilience of the system on account of a catastrophic event
is estimated, which is the reciprocal of the system’s loss performance.

In Study 1, four different scenarios (such as no PV, with PV, considering PV power increase,
and optimal allocation of PV units) are discussed. However, in Study 2, three different scenarios (i.e.,
no PV, with PV, and optimal allocation of PV units) are presented. The incorporation of DERs like
PV and wind can migrate the system infrastructure from a conventional to a resilient system. Thus, a
conventional system is taken as the base case, and three more cases of study are conducted in the
course of a resilient system as follows. In this study, ENS of DS is considered as a resilience index
after an extreme event. The presence of PV units can extensively reduce this index because of the
proximity of generation sites and load centers. The formulation of the ENS is discussed and estimated

as follows.

3.3.1. Study-1

In this study, the four types of scenarios are portrayed. Scenario-2 considers a base case where no
DER unit is considered, and then four PV units are installed in scenario-2. In scenario-3, PV power is
increased, and finally, the optimal allocation of the PV unit is addressed in scenario-4. Moreover, the
single fault and double phase to ground fault are applied to the test system, and ENS is calculated.

However, this test system does not consider an emergency load.
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A. Scenario-1: Base case

In this scenario, the conventional operation of the grid is considered as the base case where no
DER is incorporated, as illustrated in Fig. 3.1. Moreover, the single fault and double phase to ground
fault events are applied to the system, and then the ENS is calculated as a performance index. During
the single fault, the ENS is a constant value during the operational horizon because no backup unit
(e.g., DERSs) is incorporated into the system, and the ENS profile is shown in Fig. 3.2. Similarly, the

performance of ENS by the application of double fault is shown in Fig. 3.3.
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B. Scenario-2: PV unit set-up

In this scenario, four solar units with a capacity of 100 kW, 200 kW, 500 kW, and 1 MW are
installed at buses 10, 18, 22, and 32, respectively, to make the system resilient, as shown in Fig. 3.4.
Further, it is observed that after applying the DERs to the 33-bus system, the ENS of the proposed
system is reduced in comparison with the conventional network, can be seen in Fig. 3.5. As noted,
such a decrease gives a better situation to the end-users during the contingency period.
Notwithstanding, during the peak hours of load demand, the ENS value is also minimum because solar
power has its highest generation and is able to meet the major part of the load demand. Further, the

performance of the ENS is depicted in Fig. 3.6 in response to the double fault.
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C. Scenario-3: PV power enhance

Considering the four PVs in the 33-bus system, let us increase the output power of four PV units
to 200 kW, 400 kW, 1 MW, and 2 MW, respectively, at the bus locations shown in Fig. 3.7 the ENS

performance is assessed.
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Fig. 3.7 Single-line diagram of IEEE 33-bus distribution network with PV power enhance
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It is clear that using the proposed approach, the ENS value is reduced, which means that the system
is more resilient than the above scenarios with the single fault inclusion, as shown in Fig. 3.8. In
addition, the double fault is applied to the system, and the ENS performance is measured, as shown in
Fig. 3.9. A comparison of the findings with those of other scenarios above confirms the better result,
which means it can supply more power during the faults. It is clear that from Scenario-3, the DER
capacity also plays a key role in minimizing the ENS of the system.

D. Scenario-4: PV optimal allocation

It is more important to note that the proper DER allocation can achieve increased system reliability
and resiliency as well as reduced operating costs during the contingencies. Let us study the optimum
location of DERs, which shows the optimal value of ENS in this scenario. The Swarm Robotics Search
& Rescue (SRSR) [27] optimization method is applied here to optimize the location of PVs. In an
initial attempt, the single fault is applied, and the optimum location of the PVs is shown in Fig. 3.10,

and the ENS performance is shown in Fig. 3.11.
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Fig. 3.10 Optimal location of PVs considering the single fault

Further, the double fault is applied, and the ENS performance is shown in Fig. 3.12, and the
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optimum location of the PVs is depicted in Fig. 3.13. Finally, the comparison characteristics of ENS

in the case of double fault is shown in Fig. 3.14, which reveals that there is a significant performance

improvement compared with Scenario-1 to Scenario-3.
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3.3.2. Study-2

In response to unfavourable events, the consideration of emergency loads (e.g., first responders)
is also a part of resiliency to minimize the life at risk. For that, there is a need for DERs to maintain
the power supply to critical loads such as health institutions, financial institutions, process industries,
communication centers, etc. Hence, in order to make a priority level, this case study includes four
emergency loads in a 33-bus system. The emergency loads are considered on buses 16, 20, 24, and 31.
In this test system, three scenarios are considered, including the base case, with PV units and the

optimal allocation of PV units.
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Fig. 3.17 Single-line diagram of IEEE 33-bus test system considering the emergency load
A. Scenario-1: Base case
In this scenario, the base case refers to the conventional operation of the system, where no DER
is incorporated. Moreover, the single fault and double fault are applied to the system, and then the
ENS value is calculated as a performance index. The ENS for a single fault is shown in Fig. 3.15,

while Fig. 3.16 shows the ENS for a double fault event.
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B. Scenario-2: DER set-up

This scenario considers the four solar units (1MW, IMW, 1.5 MW, and 2MW) incorporated into

the 33-bus test system at bus locations 13, 18, 23, and 28, respectively, respectively as shown in Fig.

3.17. The ENS of the proposed system is reduced compared to the conventional system. As can be

seen, the DERs could help to reduce the load curtailment of the system. Further, the performance of

the ENS is depicted in Figs. 3.18 and 3.19 in response to the single fault and double fault, respectively.
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C. Scenario-3: PV optimal allocation

The objective of this scenario is to minimize the ENS considering the emergency loads; hence,
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the optimal allocation of the PV unit is presented, where the result shows a lower value of ENS and
better management of the PV unit to the emergency loads. The swarm robotics search & resecue
(SRSR) optimization method is applied here to optimize the location of PVs. In an initial attempt, the
single fault is applied, and the optimum location of the PVs are shown in Fig. 3.20, and the ENS
performance is shown in Figs. 3.21 and 3.22 in case of a single fault and double fault. It is noted that
the ENS is greatly reduced as compared to the other two scenarios, which means that the system
reliability and resiliency is enhanced. Finally, the comparison characteristics of ENS in the response
of the double fault of Test Network 2 is presented in Fig. 3.23. This study sets out the aim of assessing
the importance of PV in a conventional system on account of resiliency, indicating the transformation
from the traditional to the modern power system through the integration of DER units. More
importantly, the ENS is directly related to the load curtailment, with the lower ENS value meaning

that less load curtailment is needed.

3.3.3. Study-3

The catastrophic events that hit a network could inevitably need a prolonged period of recovery
time and high recovery costs. In addition, the system generation loss increases, which further decreases
the resiliency. Therefore, the system should be planned to have low loss and high resilience. To this
end, installing DERs and their placement can play a crucial role in reducing generation loss and
increasing the system's resiliency. With these objectives, Study-3 presents four different scenarios, as
follows.

A. Resilience and loss measure

The resilience can be estimated in the range of zero (no resilience) to infinity (maximum resilience).
Zero resilience refers to a system that does not have the coping capacity to recover the load after the
events, which means the system is completely collapsed. On the other hand, infinity resilience refers to
the system that can recover all the loads after the event [26].

In this study, PV units are taken as DER sources to show the resiliency of the system in the face of
a double phase to ground fault. Moreover, the limitation of the PV unit is that it can only supply power

when there is solar insolation available, e.g., from 8 am to 5 pm. With this assumption, if a fault happens
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during this time, the system can meet the load demand partially or fully according to the available
capacity. As shown in Fig. 3.24 (a), the resilience is increased by PV installation, power increase, and
optimal PV allocation. The resilience and loss can be measured by assuming that the maximum PV
capacity is reached at 1 pm. Accordingly, loss and resilience values are estimated and presented in Figs.

3.24 (b), and (¢), respectively.
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Fig. 3.24. Resilience and loss characteristics of the proposed system

3.4. Summary

This chapter contributes to enhancing active distribution system resilience by properly allocating
energy sources and increasing the generation capacity. Further, the system's resilience has been
compared by measuring the indices, such as ENS and energy loss, with and without optimal allocation
and power increment. It is noted that the optimal location of resources has greatly enhanced the
resilience characteristics. The case study demonstrates the importance of DERs and their optimal

placement in ADS. It has been tested through the IEEE 33-bus system with and without the
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incorporation of PV units. This study is presented with the following conclusion and limitations.

Initially, the incorporation of PV units into the distribution system is presented, which shows
that the value of ENS is decreased. Indeed, the reduced value of ENS demonstrates better
resilience characteristics. Given this objective, study-1 and study-2 are simulated separately

through a Matlab environment, without and with considering the emergency loads.

Secondly, energy loss and resiliency are formulated, which states an inverse relationship
between them. In fact, it is demonstrated that the energy loss is decreasing while the resilience
factor is conversely increasing. The study reveals that adding DERs like PV units becomes

crucial for making the system resilient and, accordingly, load restoration can be enhanced.

This case study is based on the PV units but is not limited to PV only; other DERs like wind,
fuel cell, microturbine, and storage units can be added to enhance the system resiliency. On
the other hand, solar power during peak hours is considered here; however, extreme event can
happen at any time of the day, when only solar energy might not be feasible to restore the load.
Thus, from a practical perspective, considering the uncertainties is vital, which can be

addressed in the future.
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CHAPTER 4

ACTIVE DISTRIBUTION SYSTEM RESILIENCE
QUANTIFICATION AND ENHANCEMENT THROUGH
MULTI-MICROGRID AND MOBILE ENERGY STORAGE

The functional capability of the active distribution network is continually challenged by extreme
weather and unforeseen events. A complete resilience quantification framework is required to test the
resilience of a distribution system. With this objective, a framework for demonstrating resilience
enhancement through the utilization of multiple microgrids (MMGs) and mobile energy storage in
extreme operating conditions is developed in this chapter. In the proposed framework, four resilience
indices, such as withstand, recovery, adapt, and prevent (WRAP), are introduced. Withstand index
signifies the coping capability after the event, where the microgrid (MG) plays a vital role. The recovery
index measures the restoration after the event ends through the system reconfiguration using MG, tie-
line, and mobile energy storage. The adapt index shows the stability of the system before and during
the events. Finally, the prevent index suggests how different resources are important and responsible
for fast recovery and minimizing consequences. A WRAP framework, as a resilience quantification
framework, is formulated in this study, and the corresponding indices are quantified and enhanced
through the MMG and mobile energy storage. The IEEE 33-bus system is considered for this study, and
simulation is performed with different scenarios and measured resilience indices. It is found that
appropriate reconfiguration through the use of MMG, tie-line, and mobile storage can remarkably

enhance the distribution system's resilience.

4.1. Introduction

Current power distribution systems experience frequent power outages across the globe due to
increasing natural disasters and cyber-attacks. In addition, the power systems are designed following

reliability principles, i.e., security and adequacy. With these principles, the power system can only cope
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with a high-probability and low-impact event, mostly the known failures, where it is unremarkably
affected and can be restored within a reasonable time with lesser impacts on energy end-users. However,
in the past few decades, catastrophic events increased, significantly impacting end-users where the
reliability-based design can not ensure stable operation [1]. The evidence includes major catastrophic
events, such as Hurricane Sandy and Katrina, Japan earthquake, Ukraine cyber-physical attack, and
other major events reported in [2-4]. These events affected millions of people and caused energy
infrastructure damages, significantly impacting lives and the economy. Thus, to ensure a reduced impact
on the economy against the power system damage and energy security, the distribution system should
be resilient in dealing with four major attributes: withstand, recover, adapt, and prevent (WRAP).

In the power system context, resilience deals with low-probability and high-impact (HILP)
events. Hence, power system decentralization is necessary to minimize the consequence against HILP
events, particularly in the distribution system [5]. In order to obtain a decentralized system, the
microgrid (MG) and smart grid technology are vital, where the integration of distributed energy
resources (DERSs) plays a key role. Subsequently, the interconnection of microgrids termed as MMG is
further pursued as a resilient-based design [6]. With the help of such technology, the distribution system
is termed an active distribution system (ADS). In addition, optimal reconfiguration and mobile services
are greatly important for fast load recovery as well as resilience enhancement of the ADS.

In recent decades, extensive studies have been conducted to improve the power system's
resilience, including the ADS. On the other hand, various resilience index has been proposed to quantify
the system performance. As noted, four factors are extremely important for resilience studies such as
WRAP. The detailed discussion can be seen in Section 4.3.3, where each factor and its relevance have
been explained. Moreover, each factor of WRAP has significant value, and to enhance it, several
methods have been used, as reported in [6-16].

In [6, 7], the importance of renewable energy penetrations in ADS has been discussed in terms
of MG and MMG technology. The main aim was to increase the self-healing capability that refers to
the withstand of the system. Secondly, Refs. [8-10] addresses the restoration techniques and their
enhancement strategies through optimal reconfiguration of resources such as tie-lines and mobility

services (mobile energy storage and crew member [11, 12]). Further, to enhance the adaptability of the

82



Chapter 4: Active Distribution System Resilience Quantification and Enhancemenet through Multi-Microgrid and
Mobile Energy Storage

system, a graph theory approach has been developed using algebraic connectivity and betweenness
centrality, as reported in [13, 14]. Finally, preventive planning is a major concern, which can reduce the
future power outage by assessing past experiences through probability measures, as discussed in [15,
16]. All four factors are combined in this study to introduce a resilience quantification framework such
as WRAP.

Notably, various resilience quantification frameworks have been developed, such as RRRA
(resourcefulness, recovery, robustness, and adaptability) by Abbasi et al. [13], where the authors have
proposed 4 indices and considered only the black start unit using a large battery to restore the load.
However, sometimes the disaster magnitude is very high, and a number of lines can be disconnected,
thus, the same operation might be affected. Considering the above issue, we have presented the
resilience quantification framework as well as the enhancement technique through reconfiguration and
mobile storage units in the wake of single and multi-fault analysis. In Ref. [20], Panteil et al. developed
FLEP (fast, low, extensive, promptly), and this study has focused on transmission networks using
fragility modelling. According to the tower condition, the FLEP can be measrured. In [14], Srivastava
et al., have developed the resilience indices through the graph theory approach, and the enhancement
of resilience is ensured by switching operation.

However, in this study, the resilience enhancement is achieved by using reconfiguration and
mobile storage units. Apart from the above indices, a few others studies has been carried out to quantify
the resilience indices such as degradation, restoration efficiency, and MG resilience index [21],
resilience achievement worth [22], expected energy curtailment [23], grid recovery index [24], sub
resilience index [25], grid resilience metric [26], severity risk index [27], and a few more are reported
in [28, 29]. Due to increasedcyber-attacks from the last few decades [30], authors in [31, 32] presented
the cyber-physical power system to monitor the microgrid resiliency. However, those indices do not
reflect the whole process of the event (pre, during, and post). Although a few studies have contributed
to the resilience indices, all do not have the same test case and scenarios, e.g., studies are considered on
high wind storm, ice storm, cyber-attacks, single line or multi-line failure, and on the other hand, either
the indices are considered for transmission or distribution systems. However, our model is for

expansion planning and operation in an active distribution system using reconfiguration and mobility
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services to enhance the system resilience. In addition, we have applied the multi-fault scenarios where
the grid outage is taken into consideration, and then the critical load has been restored through the multi-
microgrid and mobility service approach. In a nutshell, this chapter has significant value in terms of
resilience quantification framework, enhancement techniques, and load recovery in an expansion
planning and operation stage while considering the grid-connected and grid outage conditions.The main
contributions of this study are as follows.

e A two-stage programming model is proposed on account of resiliency in ADS. In stage I, a normal
operational scheme is implemented to minimize operating costs. In stage II, an unforeseen event
is applied, and the critical loads are restored to normal operation, where maximizing the critical
load restoration is considered an objective function.

e Furthermore, the resilience quantification framework, such as WRAP, is developed to measure
the system’s resiliency.

e The proposed strategy considers the optimal allocation of MG and tie-line (TL) to minimize the
load curtailment. In addition, mobile storage units (MSU) is allocated optimally as an emergency
source to enhance the resiliency of the system.

e This proposed approach is a complete solution for planning and operational scheme through the
WRAP framework, where all four attributes, such as withstand, recover, adapt, and prevent stages,
are well defined and measured to show the resiliency of the ADS.

e The prominent feature of the proposed WRAP framework is tested through the IEEE 33-bus test

system with different scenarios.

4.2. Proposed resilience quantification framework

As noted earlier, the WRAP framework, where four significant factors are used to show the
resiliency of the ADS in terms of coping capacity after the HILP event, rapid recovery through
available resources, measured stability during and after the event, and preventive measurement. The
short description of the WRAP framework with its objective and proposed index is presented in Fig.

4.1. The four major attributes of resilience are shown in Fig. 4.2, representing how the resources are
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responsible for the system performance level. The detailed discussions of the characteristics of the

WRAP framework are as follows.

( Resilience attributes W ( Objectives W ( Measurement W
2
Withstand Increasing self-healing c apacity through Withstand index
resources to endure with HILP events Ry
Recover Critical load restoration using MMG. TL, Recovery index
ecover and MSU R,
Adapt Maintaining the vol.tage. stabilit.y and Adaptability
enhanced short circuit capacity index %,
//'
) Preventing the power system collapse Preventive index
Prevent -.k concerning to social/economic value Rp

Fig. 4.1 WRAP framework and measurement indices (Source: Author)

Fig. 4.2 shows the system performance according to the event period, such as pre, during, and
post. The pre-event is the normal operation, i.e., before ty,; from t4s to ts, is the during-event; from
tge 1O t, is the post-event, and then comes the normal operation. From ¢4 to t,.., the system operator
should consider the four main factors concerning the system’s resilience within the event period.
Moreover, these factors can show the resiliency of the system by utilizing a number of resources. For
instance, the contribution of MG can enhance the system resiliency and serve more loads after the event,

which is considered a withstand phase.
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Fig. 4.2. System performance curve with four major attributes to resilience (Source: Author)
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The fault occurs at t;5 and can continue for a few minutes or hours. During that time, if the
system does not have any other resources except grid supply, it might fail to supply all the critical loads
(CLs), resulting in system collapse. However, if the resources, such as MGs, are available, then they
can supply the CLs, which are connected inside the MG. On the contrary, the CLs, which are outside
the MG, cannot be supplied if the grid fails. Moreover, the system can withstand some of the CLs during
the events to minimize the impact of an event, represented as 1 and 2 (in the blue circle) in Fig. 4.2.
After ty,, the restoration process begins. However, switching the topology or DERs into operation
requires considerable time. Thus, it can be started from t,; and end up to t,.. Moreover, the restoration
can be performed when alternative resources or paths are sufficient because the same path may not have
the grid supply to satisfy the load if a fault occurs between the lines. Thus, during that period, the DERs
with TLs can partially or fully satisfy the load demand. With this objective, less restoration time is
required than usual, as shown in Fig. 4.2 (A and B). Here, B considers the traditional system, which
requires a longer time to restore the loads. Moreover, the recovery is divided into three phases: ¢, d, and
e. During the c-phase, the restoration is conducted through the reconfiguration technique. However,
sometimes, due to multiple events, it cannot restore all the CLs. Thus, MSU is added, and it requires a
few minutes to reach the load center presented as d-phase. Then, the remaining CLs can be recovered
through MSU, presented as e-phase.

Furthermore, as far as adaptability is concerned, sufficient resources, including DERs, storage,
and alternative paths, such as TLs, can increase the flexibility of the system. This finding implies that
the system can quickly switch from one point to another towards load recovery, indicating that the
system could follow better resilient characteristics, presented as I in Fig. 4.2. Finally, the system
operator should always consider the assessment of impact after the event; it helps to minimize the total
system collapse in the forthcoming event, which is the prevent phase.

To prevent future events, the system should be hardened, a decentralized network should be
designed, and a better prediction strategy should be used. In addition, to reduce the outage duration, the
recovery time should be fast. This condition can be obtained by system reconfiguration using TL and
DERs, as well as the adaptive formation of MG and mobile services, such as MSU, mobile substations,

crews, and mobile de-icing devices. Considering this design, the system can eventually be robust, and
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the power loss and outages can be reduced. A detailed discussion of introduced WRAP indices is

presented in the following section.

4.3. Resilient system formulation

4.3.1. Objective function

This section deals with problem formulation, such as objective functions, system constraints,
and resilience indices. The objective is to minimize operational costs and maximize critical load
restoration while satisfying operational constraints and ensuring radial operation. Equations (4.1) and

(4.2) present the objective function of operational cost and maximization of critical load pickup,

respectively.
min 4.1
teT Z Gl |+ Z CaPar |+ Z Cp Py |+ ch P |+ Z CyDpt
rER d€eD bEB LEL he€H
N M . 4.2)
max ZZ PC}L,k
j=1 k=1

4.3.2. System constraints

For each MG and at each timeslot, the sum of the total generated power by DER and diesel
generator (DG) units, charging/discharging power of battery energy storages (BESs), and curtailed load
must be equal to the total load expressed in (4.3). The ramping up and down of the DG unit limits is
expressed in (4.4), (4.5), and (4.6). The curtailment of load demand must not increase the total load, as
expressed in (4.7). In storage unit constraints, the permissible charging/discharging limits of power are
expressed in (4.8) and (4.9) with state-of-charge (SOC) limits in (4.10), and simultaneous
charging/discharging of the storage unit should be avoided; the constraint can be written as (4.11). Eq.
(4.12) represents the relationship between SOC and charging/discharging power.

DRt Y Pt Y (B BN = Y Blpy - Pl Vit “
reR; deD; beB; leL;

PP™ < Py, < PP Vg, t,i (“44)
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Pdi,t_ Pé,t—1 < Rygq Vg, t,i
Pii-1 Pé,t < Rpgq Vg, t,1
OSPltl<P7i"Lt Vg t,i
0 < B < §LSMRIY™Y, 555" € {0,1} Vp,t,i
0 < pYIS < ghdispilismax sidis € (0,1} v, t, i

Ej"™ < Eb, < Ep'™* Vg, t,i
S+ st =1 Vg, t,i
b= r (APRORES )

where

B = Index of energy storage units

D = index of DG units

H = Index of MSU units

L = Index of loads

N = Index of disaster scenario considered

M = Index of number of loads pick up by DGs for each scenario
R = Index of renewable DG units

C, = Operation cost of battery, b

C4 = Unit generation cost of DG d

Cy, = Transportation cost of MSU m per kM

C;= Load shedding cost of load [

C,. = Unit generation cost of renewable generation unit r

D= Distance traveled by MSU h in kMs

EMn EMAX — Minimum/maximum energy stored in battery b
E, . = Battery SOC at time instant ¢

P, = Active power generation by battery b

PC]L . = Critical load of " load point restored after j* extreme event
P4 = Active power generation by DG d

pIn /pmax — Minimum/maximum active power by DG d

P, = Power output of cost of the generator, g after the event

P; = Load curtailment, [ after the event

4.5)

(4.6)

4.7)

(4.8)

(4.9)

(4.10)

@11

(4.12)
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P, p,; = Total load demand at load point [
P,.= Active power generation by PV

At = Timeslot duration

Pgh (be?‘max) /Pt Pbc’itis'max )= Charging/discharging power (limit)

4.3.3. Resilience index

The performance of the ADS is evaluated by the proposed resilience quantification framework,
such as WRAP. Withstand and recovery indices have the same unit, such as kilo-watt-hour (kWh), and
the other two indices, such as the adapt and prevent index, have no unit. The value of these indices
depends on the capacity of the system and restoration time (how fast restoration takes place). There is

no particular range in these indices except the adaptability index, which ranges from 0 to 1.
A. Withstand

Withstand refers to the coping capacity of the system after the event. It indicates whether the system
is completely collapsed or partially collapsed. The system can be a total outage when the grid supply is
unavailable and no additional generation unit is available in the system. However, the system with
DERSs can cope with extreme events and minimize outages. The withstand index (Ryy) can be measured
by Eq. (4.13) as follows:

Rwi = (Peri — Pero) X (tae — tas) (4.13)
where
Pc;; = Critical power available after the addition of MG in kW
P10 = Critical active power available at the end of the event as a reference in kW
tge = Disturbance end time in hour
tgs = Disturbance start time in hour

This index measures the withstanding capability, sometimes called survivability, which can be
shown after the events. If the system is able to survive extreme events, then the system can have better-
withstanding ability, and critical service interruption can be minimized. With this consideration, this
index shows the withstanding capacity in kWh. If it affects the system's survivability in the wake of

extreme events, then the system reconfiguration can be done, and load recovery takes place. The fast
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recovery can enhance resiliency.
B. Recover

The recovery index (Rg) measures the restored energy after the event, as expressed in Eq. (4.14).
Different resources, such as PV, BES, TL, and DG, are used to restore the critical load in the recovery
process. In addition, if it still fails to recover all the critical load, then MSU can be used.

Rpj = (PgL,j — Pcp0) X (trs,j+1 — trsj) (4.14)
where
PgL, ; = Critical active power available after restoration step j
P¢ o = Critical active power available at the end of the event as reference (without any resource)
j = Steps for critical load recovery
t,.s = Restoration start time
tys,j = Restoration end time after j th step

This index refers to the recovery phase of the resilience framework. Once the event hits the network,
the immediate action is the recovery through tile-line arrangement, mobile energy storage service, diesel
generator, and island connection. In fact, priority-based restoration is always preferred to avoid a large
impact on critical services and the economy. Each step of the recovery process is switched from one
service to another, such as til-line, MMG arrangement using island connection, mobile energy storage,

etc.
C. Adapt

The stability of the system can be measured through its short circuit capacity (SCC), followed by
voltage stability index (VSI), called adaptability index (R,), expressed in (4.17). The incorporation of
DER is vital to increase the resiliency of the system; however, it affects the SCC of the distribution
network. Moreover, the SCC is highly dependent on the voltage magnitudes of the distribution network
buses [31]. Thus, the SCC can be considered a VSI for the system, which represents the capacity of
loads that can be served by the network [32, 33]. The significance of the SCC, i.e., a high value of short-
circuit capacity, indicates that the network can serve more loads. Conversely, low short-circuit capacity

indicates that the network is weak to support loads.
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As a matter of resilience, the main aim is to serve more loads within a stability limit. Therefore,
this index can show the system’s stability before, during, and after the HILP event.

The short circuit capacity S{. is obtained by (4.15), followed by (4.16).

s Eong (4.15)
sc,j Zgh,j
g 25} (1+sin@}) (4.16)
sc,min,j Eth
. NEus . (4.17)
_ _ sc,min,j
Raj = VSl =47 Z <Sl—>
bus 727 sc,j
where

Ef, ; and Z};, ; are Thevenin voltage and impedance of bus / at the /" stage, respectively.

SLi_ j and (2)5- are the apparent power magnitude and power factor angle of bus i at the ;™ stage,

respectively.
VSI;; is the VSI at the /" stage.
S;C_mm_ ; 1s the minimal short circuit capacity.
The adaptability index defines by the voltage stability index and short circuit capacity. The

adaptable system can operate in any scenario, and the voltage deviation should be within the limit. If it

deviates from the large value, then the system can be treated as less stable or collapse.
D. Prevent

Finally, the preventive measure can be considered from a few outage histories. Two parameters are
crucial to prevent future power outages, such as failure rate and outage duration; these parameters
should be reduced. Thus, the system’s robustness and responsiveness should be improved by MMG,
reconfiguration, and mobile services. The consequence of power outages in terms of life threats, outage
cost, and loss of load can be minimized. The preventive index is expressed in (4.18). The lower value

of Rp can signify that the system follows better resilient characteristics.
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N;
Rp; = Z(‘Pi X Plost;) (4.18)
i=1

where
W; = Total outage duration in i failure
Pyose i = Total power lost in i failure
N = Number of failures

Prevent index is crucial for future studies, where the total outage time and the number of failures
are taken to measure. By reducing the number of failures or outage duration can significantly enhance
resiliency. On the other hand, preventive measures can remarkably save costs, which is discussed in

section 4.4.

4.4. Case study and results

To assess the proposed resilience framework, the developed model is applied to the IEEE 33-
bus ADS, which comprises four MGs, four TLs, and three MSUs. The total load of the test system is
3715 kW+ j2300 kVAR. Among 33 buses, 10 buses are considered critical load connected buses, as
shown in Fig. 4.3. The MG includes the PV, DG, BES units, and load; the available capacity is presented
in Table 4.1. The power required for critical load restoration is 1560 kW+ j1285 kVAR. Furthermore,
the critical bus data are shown in Table 4.2. In the planning stage, four TLs are placed optimally as
Bg — B,1(T;), Bg — B15(T3), Bas — By9(T3), and Byg — B33(T,). In addition, the MSUs are placed
optimally as By, By,, and By3 and can travel in accordance with the restoration requirement. Two
different studies, such as single and multiple fault analyses, are conducted. Each study has three
scenarios with different combinations, such as without resources (WR), DERs, and reconfiguration
(REC). In WR, only grid power denoted as G, is used to satisfy the load demand, and in DERs, PV,

DG, and BES are used. Finally, in REC, TL and MSU in addition to DER resources, are used to satisfy

the CL demand.
Table 4.1 System data
MG PV (MW) BES (MW) DG (MW) MSU (MW)
1 0.5 0.4 0.2
0.5 0.25 0.2 0.25x3=0.75
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3 1 0.5x2=1 0.25x2=10.5
4 1 0.35x2=0.7 02x2=0.4

Table 4.2: Critical load data

Bus Bus data MG
(kW +j kVAR)

1 4 120 +3j80 -
2 7 200 +3j100 -
3 8 200 +3j100 -
4 10 60+ j20 -
5 14 120 + 380 1
6 18 90 + j40 1
7 21 90 + j40 2
8 24 420 +3j200 3
9 27 60+ j25 -
10 30 200 +j600 4

Total 1560+ j1285

4.4.1. Study 1: Single-fault scenario

If an extreme event occurs and line Ls is out (as shown in Fig. 4.3), the restoration is performed

according to different scenarios, as follows.
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:
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L1.....L32 Branch
Fig. 4.3 IEEE 33-bus active distribution system
A. Scenario I: Disaster occurs at time 2.00 (PV power = 0 and SOC = 0.9)
Although the grid is available after the event, it can only restore the critical loads such as CL;, CL7,

and CLg, but other CLs cannot be restored because the remaining system is outage after Ls. However,

with the installation of DERs and formation as MG, they can switch to islanding mode when necessary.
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All MGs are in islanding mode after the events, and the critical loads inside the MG can easily be
restored. However, the PV is unavailable in this scenario, and some CLs can be restored through BES,
as presented in Table 4.3. On the contrary, using REC, the grid supply can be fed directly to CLs through

TL and restore all the CLs. Tables 4.3 and 4.4 present the participation of available resources and

restoration paths, respectively.

Table 4.3: Available resources corresponding to CL recovery

G PV BES DG CL recovered Open switch
WR v X X X CL,, CL7, CLs, Ls
DERs v X v X CL], CL5, CL@, L5, L]z, Loas
CL7, CLs, CL1o
REC v x X X All Ls, T2, T3, T4
Table 4.4: Participation
PV DG BES MSU Total load CL served
(MW) (MW) (MW) (MW) served (MW) (MW)
DERSs X 0.2 1.95 X 2.79 0.98
REC X 0 0 X 3.715 1.56
Table 4.5: Resources and restoration path for CL recovery
CL G MG TL MSU Recovery path
CLl v X X Bi-Li-L,-L3-By
CL, v v x Bi- Li- Lig -- Log - Ti-L7-Bs
CLs v v x Bi- Li- Lig -- Lo - T1—Bs
CL4 v v x Bi- Li- Lig-- Lao -T1—Ls - Lo- Bio
CLs x MG, x x Bis-Lis-Bis
CLs X MG; X X Bis-Lis-Lis-Li7- Big
CL, x MG; X X Bao - Lao— Bas
CLg X MG3 X X By
CLo v x x x Bi- Li- Lig -- Lo -T1—L7- Le- Los— Las- By
CL1o x MGy X X B3z - Ls1- Lao — Bao

B. Scenario-II: Disaster occurs at time 14.00 (PV = available and SOC = 0.2)

In this scenario, the PV power and grid are available to restore the CL after the event. The WR case
is the same as scenario 1. In the DER case, all MGs are switched to islanding mode, and the loads
connected to MGs are restored. However, the CLs outside the MG, such as CL;, CL3, CL4 and CLo,

cannot be restored. Although the CL;is outside the M@, it has been restored due to the available grid

power.
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Table 4.6: Available resources corresponding to CL recovery

G PV | BES DG CL recovered Open switch
WR v X X X CL,, CLs, CLs, Ls
DERs v v X X CL,, CLs, CLs, CL, Ls, Lo, Log
CLs, CL1o
REC v v X X All Ls, L2, Los, To, T37 T4

Furthermore, using REC mode, the MG-connected CL is able to restore itself, and the grid

power through TL restores CL outside the MG. Tables 4.6, 4.7, and 4.8 present the resource availability,

participation of different resources, and restoration paths, respectively.

Table 4.7: Participation

PV DG BES MSU Total load served CL served
(MW) (MW) (MW) (kW) (MW) (MW)
DERs 2.6 X X X 2.79 1.04
REC 2.6 X 3715 1.56
Table 4.8: Resources and restoration path for CL recovery

CL G MG TL MSU Recovery path
CL, v X X X Bi-Li-L>-L3s—By
CL, v X v X Bi- Li- Lig -- Lyo - Ti—L7+— By
CL; v X v X Bi- Li- Lig - Lao - T1—Bs
CL, v X v X Bi- Li- Lig - Loo - Ti—Ls — Lo — By
CLs X MG X Bis-Lis-Bis
CLs X MG X X Bis-Lis-Lis-Li7- Bis
CL, X MG X X B2o - Lyo— Bay
CLg X MG3 X X By
CLo v x x x Bi- Li- Lig -- Loo - T1—L7— Le— Los— Los— By
CLio X MG, X X B3y - Lsi- Lao— Bso

C. Scenario III: Disaster occurs at time 14.00 (PV = available, and SOC = 0.9)

This scenario is relatively similar to scenario II. If the grid and PV power are available, then the

other resources are not required. The MG-connected CL can restore itself, and other CLs can be restored

through grid power using TL. Tables 4.9, 4.10, and 4.11 present the detailed analysis of scenario III.
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Table 4.9: Available resources corresponding to CL recovery

G PV | BES DG CL recovered Open switch
WR | vV X X X CL;, CLy, CLsg, Ls
DERs v v X X CL], CL5, CL@, L5, L]z, Los
CL7, CLs, CL1o
REC | v v x x All Ls, L1, Las, T2, T3 Ty
Table 4.10: Participation
PV DG BES MSU Total load CL served
(MW) (MW) (MW) (MW) | served (MW) (MW)
DERs 2.6 X X X 2.79 1.04
REC 2.6 X X X 3.715 1.56
Table 4.11: Resources and restoration path for CL recovery
CL G MG TL MSU Recovery path
CL, v X X X Bi-Li-L,-1L3;—Bs
CL: v x v x Bi- Li- Lis —Lig — Lo - T1—L7— By
CL; v x v x Bi- Li- Lis— Lig—Lao - T1—Bs
CL, v x v X Bi-Li-Ligs—Lio—Lao- Ti—Ls—Lo—Bio
CLs X MG; X X Bis-Lis-Big
CLs X MG; X X Bis-Lis-Lis-Li7- Big
CL, X MG> X X Bao - Lao— Bai
CLsg X MG; X X B
CLo v X X X Bi-Li-Lig—Lig—Lao - Ti—L7— L~ Los—
Loe— Bas
CLyo X MG, X X B3z - L31- Lao — Bao

Remark: If the grid is less vulnerable and is a single-fault event, then the grid can supply the
CL through TL. Moreover, the capacity of BES can sometimes be insufficient to satisfy the demand,
and MG can use the grid power to restore the load. If the grid power and PV generations are available,
then the storage power shouldn’t be used to be kept for an emergency purpose. Thus, the MG’s operation
cost can be reduced. DG can also be used when necessary. Usually, it is not preferred due to the high
operating cost. Moreover, the MSU is not required to travel in such type of event as long as the CL
cannot be restored through any combinations (G, TL, BES, and PV). The final restored network is
shown in Fig. 4.4. After the fault happens at Lg, a number of loads can be disconnected; therefore,
network reconfiguration is required. Firstly, tie-lines are used to recover the load; the restored network
can be seen in Fig. 4.4. (a). Further, if MGs are used with tie-lines, the total load can be restored, and

the final restored network is shown in Fig. 4.4. (b).
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Fig. 4.4. Final restored network (Study-1) (a) Grid with TL (b) Grid, MG, and TL

4.4.2. Study 2: Multiple faults scenario

If a high disruptive event occurs and three lines, such as L, Ls, and L, are out (shown in Fig. 4.5),

then the restoration can be performed according to different scenarios.

A. Scenario I: Disaster occurs at time 2.00 (PV = 0 and SOC = 0.9)

During multiple faults, the grid power to the network is zero because the fault occurs at L;.
Therefore, in the case of WR, the restored CL is zero. In case 2, with the incorporation of DERs, the
PV power is zero according to the scenario. However, some critical loads are restored using BES and
DG, i.e., 920 kW. Furthermore, reconfiguration techniques are applied with four TLs placed optimally,
as shown in Fig. 4.5, and the optimal placements of MSUs are 10, 22, and 23. The remaining critical
loads (CL,, CL,, CL3, CL4, and CLo) are restored through MGs and MSUs. The MGs and MGy have

increased the capacity through DG and restored critical loads, such as CLiand CLo, respectively.
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Fig. 4.5. IEEE 33-bus active distribution system with multiple faults

In addition, the MSUs are then moved to locations B7, Bs, and By, for the restoration of CL,, CLs,

and CL4. For CL,, a MSU can travel from B3 to B7 and then recover CL,; for CL3, other MSUs can
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stravel from B2, to Bs and recover CLo; for CL4, an MSU is in the same place as per the optimal location.
The restored network of scenario-I is shown in Fig. 4.6 (a). Besides, the open switch location,
participation, and recovery paths are presented in Tables 4.12, 4.13, and 4.14, respectively.

Table 4.12: Available resources corresponding to CL recovery

PV BES DG MSU | CL recovered Open switch
WR X x X x - Ly, Ls, Ly
DERs v v v X CL5, CL@, CL7, Li, Ls, L7, Lo, Los
CLg, CL1o
REC v v v v All Li, L4, Ls, L7, Ls, Lo, Lio,
L1, Las, To, T3, T4

Table 4.13: Participation

PV DG BES MSU Total load CL served
(MW) (MW) (MW) (MW) served (MW) (MW)
DERs x 0.85 1.95 X 2.48 0.92
REC X 1.3 1.95 0.75 3.175 1.56

Table 4.14: Resources and restoration path for CL recovery

CL MG TL MSU Recovery path
CL; MGs; x X Bos- Los- Lo - Ls — By
CL; X X v MSU; - B4

CL; X X v MSUs- B,

CLs X X v MSU; - Bg

CLs MG, x X Bis-Lis - Bus

CLe MG, X x Bis-Lis-Lis - Li7- Bis
CL, MG, x x Bao - L2o— Bai

CLs MG; x x Bas

CLy MGy X X B3> - Lsi....- La7— By
CL1o MG, x x Bs2 - Lsi- Lao — Bso

B. Scenario II: Disaster occurs at time 14.00 (PV = available and SOC = 0.2)
As shown in Tables 4.15 and 4.16, considering WR, the entire system is blackout as the grid fails.
In addition, no resources are used to restore the loads after the events. By using DERs, and according

to the scenario, the PV power is available, but SOC is 0.2. The maximum critical load can be restored

using PV and DG.
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Table 4.15: Available resources corresponding to CL recovery

G PV BES DG | MSU | CL recovered | Open switch
WR x X X x x - Ly, Ls, Ly
DERs X v X v X CL5, CL(,, CL7, Li, Ls, L7, Lo, Los
CLg, CL1o
REC X v X v v All L1, Lz, L4, L5, L7, Lg, L9,
Lio, Li2,To, T3, T4
Table 4.16: Participation
PV DG BES MSU Total load CL served
(MW) MW) MW) MW) served (MW) (MW)
DERs 2.4 0.45 0 X 2.48 0.92
REC 2.4 0.65 0 0.5 3.36 1.56
Table 4.17: Resources and restoration path for CL recovery

CL MG TL MSU Recovery path

CL; MGs3 X Bos- Losz- Loz - L3 — By

CL; - X v MSU; - B7

CL; MG T, X Boo- Loo - T1 — Bs

CL, MG; X v MSU; - Bio

CLs MG, X X Bis-Lis—Bus

CLs MG, x x Bis-Lis-Lis-Li7—Bis

CL, MG; X X B2o - Lao- Bay

CLg MG3 X X By

CL9 MG4 X X Bss - Ls1....- Ly7- By

CLyo MG, x X B3z - Lsi - Lso- Bao

Furthermore, in the REC case, the capacity of MGs is increased through DG, and critical loads,
such as CL,, are restored. Similarly, with the increased capacity of MGy, the critical loads CL,and CLo
can be restored. In addition, the MSU is then moved to the locations, such as B, for the restoration of
CLs. For CL4 no travel is required because an MSU is in the same place as the optimal location. For
CL,, the MSU at bus By, can travel to B;. CL3can be restored through T; using MGo. The final restored
network can be seen in Fig. 4.6 (b), and Table 4.17 shows the responsible resources and path for

restoration.

C. Scenario III: Disaster occurs at time 14.00 (PV = available and SOC = 0.9)

As reported in Tables 4.18 and 4.19, considering WR, the entire system is blackout as the grid fails.

In addition, no resources are used to restore the loads after the events. In case 2, and according to the
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scenario, the PV power is available, and SOC is 0.9. The critical load, i.e., 920 kW, can be restored
using PV and BES restoration operation, as shown in Table 4.20, and the restored network is shown in
Fig. 4.6 (c¢). Furthermore, the RECON technique increases MG capacities through BES, and restoration
operation is performed, as discussed in Table 4.20.

Table 4.18: Available resources corresponding to CL recovery

PV BES DG | MSU CL recovered | Open switch
WR X X X - L1, L5, L,
DERs v v X CLs, CLs, CL, | Ly, Ls, L7, Li2, Lis, Lo, Log
CLs, CLjo
REC v v x x All Li, Lo, L4, Ls, L, Ls, Lio, Lis,
L, T3 Ty
Tables 4.19: Participation
PV DG BES MSU Total load CL served
(MW) (MW) (MW) (MW) served (MW) (MW)
DERs 2.4 X 0.7 X 2.48 0.92
REC 2.4 X 1.4 X 3.55 1.56
Table 4.20: Resources and restoration path for CL recovery
CL MG TL MSU Recovery path
CL: MGs3 x x Bos- Las- Loz - L3 - By
CL, MG, X X B3z- Loo....Los - Le- By
CL; MG; T, X Boo- Lo - T1 —Bs
CL, MG, T, X Bis - To — Lo- Bio
CLs MG; X X Bis—Lis- Buy
CLs MG, X X Bis-Lis- Lis- Li7- Bis
CL, MG, X X Bao - Lao— Bas
CLg MG3 X X By
CL9 MG4 X X Bss - L3 ....- Ly7- Byy
CLy MGy x X B3z - La1 - Lao- Bso

Remark: In the event of multiple faults, DG and MSU’s participation is vital for restoration.
The emergency resources are integrated because DG is highly expensive, and the recovery time
becomes higher using MSU because the grid supply fails and the load point cannot be reached through
TL. However, life threats and critical services should be considered. On that premise, resourcefulness
is extremely important during multiple event scenarios. All the CLs can be restored using

reconfiguration techniques. On the contrary, as reported in Tables 4.12, 4.15, and 4.18, the number of
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open switches is more in multiple fault scenarios than in a single fault. Thus, line switching is also
important to manage priority-based restoration.

After multiple faults, a maximum number of loads are disconnected; therefore, critical load
restoration is extremely urgent, and so network reconfiguration is required. Firstly, MGs with three
mobile energy storage units are used, but still, a number of loads are disconnected (Fig. 4.6. (a)).
Secondly, tie-line, MGs, and mobile energy storage are used to restore the load. Here, all the loads can
be restored; however, mobile energy storage can increase the cost and recovery time (Fig. 4.6. (b)).
Finally, the capacity of the energy sources is increased, and with tie-line, all the load can be restored in

a short span of time (Fig. 4.6.(¢c)).
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Fig. 4.6. Final restored network (Study-2) (a) Scenario I, (b) Scenario II, (¢) Scenario III

4.4.3. Performance comparison with resilience index

This section evaluates four resilience indices corresponding to three scenarios. Each index has
its own significance, reported in a tabular form, along with the improvement values.

During the event, the contribution of DERSs is pivotal because the grid might fail to supply the
CLs. Thus, the CLs should be restored as quickly as possible. Table 4.21 shows the Ry, value, which
indicates that the CL is available after the event. According to scenarios I, I, and 111, the availability of
resources can withstand the system in the wake of extreme events.
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Table 4.21: Withstand capacity and its improvement

Case-1- Single fault
Scenario Ry (MWh) Coping capacity increased (MW)
I 0.35 0.98
I 0.41 1.04
I 0.41 1.04
Case-2- Multiple faults
I 0.83 0.83
11 0.92 0.92
I 0.92 0.92

Further, it has been compared with WR and DERs; the coping capacity is increased using DERs.
Scenarios II and IIT have the same value because the PV power is available in both cases; thus, sufficient
energy can restore the CL as per the feasibility. In this case, TL and MSU are not considered. The grid

is unavailable under multiple faults; thus, with DERs, the system can restore the maximum loads inside

the MGs.
Tables 4.22: Recovery and its improvement
Case-1- Single fault
Scenario | Resource Rr(MWh) | CL restoration improvement (MW)
I G+tMG 0.01603 0.98
G+MG+TL 0.03348 1.56
I G+tMG 0.017056 1.04
G+MG+TL 0.06417 1.56
I G+tMG 0.017056 1.04
G+MG+TL 0.06417 15.6
Case-2- Multiple faults
G+tMG 0.0382 0.92
I G+MG+TL 0.069 1.38
G+MG+H+TL+MSU | 3.96 1.56
G+tMG 0.05038 1.1
I G+MG+TL 0.06318 1.30
G+MG+TL+MSU | 3.30 1.56
I G+tMG 0.0115 0.92
G+MG+TL 0.02896 1.56
G+MG+TL+MSU - -

Recovery phase starts from t,. In an initial attempt, the grid and MG can restore the CLs.
However, these resources cannot restore all the CLs, and then TL is used with grid and MG. In the
single-fault analysis, MSUs are not required because, through TL, all CLs can be restored, as shown in
Table 4.22. On the contrary, in the multiple faults, the reconfiguration of the system is crucial, and

MSUs are used, as reported in Table 4.22. Moreover, the restoration improved using a combination of
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resources. In Scenario III, MSUs do not participate because the available PV power and BES can restore
all the CLs through TL.

As far as adaptability is concerned, the system should be stable irrespective of the event that
could happen in the network. On the other hand, the voltage should be in the limiting range to avoid
system collapse. Thus, the voltage stability index is measured in this study, presented in Table 4.23,
corresponding to various scenarios.

Table 4.23: VSI, and its improvement

Case-1- Single fault
Scenario R4 (pu) Stability improvement (pu)
I 0.7764 0.1159
11 0.7653 0.127
111 0.6148 0.2775
Case-2- Multiple faults
I 0.8745 0.8745
11 0.7597 0.1148
111 0.6012 0.2504

Table 4.23 presents the VSI and its improvement using different resource combinations. It can
be seen that the worst value of VSI is 0.8923, which is taken as the reference, and the best value of VSI
in this study is 0.6012, considering the critical load recovery. Accordingly, the stability improvement
has shown in percentage. As noted in scenario III considering multiple faults, the stability is reached
maximum because all the CL has been restored through MG and TL, where MSU is not required.

Tables 4.24: Prevent and reduced impact

Case-1- Single fault
Scenario Resource Rp(MWh) Reduced impact
I WR 1.86 -
G+MG+TL 0.6 67.75%
il WR 1.86 -
G+MG+TL 0.522 71.94 %
I WR 1.86 -
G+MG+TL 0.522 71.94 %
Case-2- Multiple faults
WR 9.36 -
I G+MG+TL 0.66 93.58%
G+MG+TL+MSU 0.189 97.98 %
WR 9.36
I G+MG+TL 0.4810 94.86 %
G+MG+TL+MSU 0.2764 97.04 %
I WR 9.36
G+MG+TL 0.647 93.08 %
G+MG+TL+MSU - -
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To prevent future power outages, past experience and outage data are critically important. The
system operator should analyze the outage data to prepare for future events. The impact of the power
outage mainly depends on the failure rate (a;) and outage duration (¥;). To minimize the failure rate,
the system should be hardened; that is, a decentralized network and better prediction strategy should be
formed. On the contrary, to reduce the outage duration, the recovery should be faster, and this condition
is possible through system reconfiguration using TL and DERs, and the adaptive formation of MGs and
mobile services, such as MSU, mobile substation, crews, and mobile de-icing devices.

In the proposed system, the outage duration is minimized using different resources. The
minimization of the failure rate is out of the scope of this study. In this case, the line repair is 2 hours
for each traditional system after the event ends, and after the reconfiguration, the system follows the
exact recovery time from the simulation. Table 4.24 shows the preventive index and reduced impact in
terms of percentage.

Table 4.25: Major power outages in 2020

SINo. | Event Date Duration (hours) Loss (MW) | affected customer

1 01/17/2020 4.75 87 67864

2 02/17/2020 8.08 91 70000

3 03/16/2020 69 165 110800

4 08/14/2020 27.75 1680 > 500000

5 08/16/2020 34.56 1580 > 500000

6 08/18/2020 7 917 >200000

7 09/05/2020 3.28 986 > 200000

8 09/7/2020 42.73 610 172000

9 09/27/2020 20.83 337 102267

10 10/25/2020 51.46 1218 370000

11 12/17/2020 0.416 35 170000
Total 202.05 7706

The measured data of the preventive index represent a single failure in 24 hours. However, to
verify the importance of the preventive index, a and ¥ should be changed. Thus, outage history data
are obtained from [34], representing the California power outage data. The state of California has one
of the topmost frequent power outages in the united states. In 2020, the major power outage across
California was 11, as shown in Table 4.25. The evaluation of Rp with different @ and ¥ is discussed as
follows. Tables 4.26 and 4.27 present the preventive index with constant and reduced failure rates,

respectively.
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e Total duration of power outages in 2020 (¥) = 202.05 hrs

o Total loss of power due to outages in 2020 = 7706 MW

e Total number of failures (N) = 11.

o Asper Eq. (4.18), the value of Rp; = 219189.3 MWh

Table 4.26 presents the prevent index for constant failure rate (N =11) and different ¥. The

outage duration is reduced (assume recovery is faster). Furthermore, considering the reduced failure
rate, the prevent index is reduced, as shown in Table 4.27. As far as the reduced preventive index is
concerned, it directly impacts the outage cost. According to the United States Department of Energy,
outages cost an average of about $18 billion to $53 billion per year in the United States. So, boosting

the power system's resiliency is essential.

Tables 4.26: Constant failure rate Table 4.27: Reduced failure rate
S1 No. Y (hours) Rp(MWh) SI No. N Rp(MWh)
1 1/4 109594.6 1 9 156496.4
2 1/3 73063.1 2 6 120177.3
3 1/2 54797.32 3 3 12533.53

The outage cost can be estimated by viewing the values from Tables 4.26 and 4.27. For
example, the outage cost can be calculated as: loss of load (MWh) x value of loss of load ($/MWh)
Let us consider N =11, ¥ =202.05, loss of load = 219189.3
outage cost = 219189.3 X 4000 = $876,757,200 (Assumed value of loss of load (VOLL) = 4000)

By considering Table 4.26 and Table 4.27, the outage costs are $219,189,280 and $50,134,120

It is noted that a significant amount of cost can be saved by designing a resilient system.

4.5. Summary

This chapter presents a novel resilience quantification framework, WRAP, to design a resilient
ADS in the wake of extreme events. With the WRAP framework, the coping capacity, fast recovery,
system stability, and preventive measure are quantified during and after the event, and the enhancement
of these indices is also discussed. Moreover, the resiliency of the system is measured with a different

scenarios (in terms of event time and resource availability), where the available resources are utilized
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optimally. Furthermore, MSU is added, and its participation is vital for critical load restoration with
multiple fault scenarios. The result of the applied test system has proven that resourcefulness is the prior
requirement in the context of resilience; it can minimize the catastrophic consequences of an extreme
unfolding event. This study is limited to a single renewable source, such as PV. However, in future
research, the integration of more renewable, ancillary devices, and hardening plans can be considered
to enhance the robustness and fast recovery of the system. Furthermore, better prediction techniques
using machine learning can be applied to minimize future damages for preventive measures. The
proposed framework can provide a better planning and operation scheme, which can be applied to the

standard test system to quantify the resilience characteristics and compare them with existing studies.
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Chapter 5: Resilient Control-based Frequency Regulation Scheme of Isolated Microgrids Considering Cyber
Attack and Parameter Uncertainties

CHAPTER 5

RESILIENT CONTROL-BASED FREQUENCY REGULATION
SCHEME OF ISOLATED MICROGRIDS CONSIDERING
CYBER ATTACK AND PARAMETER UNCERTAINTIES

Cyber-physical attacks and parameter uncertainties are becoming a compelling issue on load
frequency control, directly affecting the resilience (i.e., reliability plus security) of the microgrid and
multi-microgrid systems enabled by the internet of things and the 5G communication system. A resilient
system aims to endure and quickly restore system transients in the face of extreme events. Therefore, it
is critically important to have a resilient system to evade total system failure or blackout to make them
attack-resilient. With this objective, this chapter presents a resilience-based frequency regulation
scheme in a microgrid under different operating conditions like step and random load changes and wind
speed patterns. Furthermore, a cyber-attack model is considered in the problem formulation. To protect
against the cyber-attack and parameter uncertainties in the system, different control schemes such as
conventional proportional-integral-derivative (PID), type-1 fuzzy PID, and type-2 fuzzy PID are
employed, and their robustness characteristics are compared through various performance indices.
Besides, the proposed control schemes are validated through a real-time simulation environment, i.e.,
OPAL-RT. As noted, the proposed type-2 fuzzy PID-based controller provides the most

significant improvement in the dynamic performance for frequency regulation compared to

that of the others under cyber-attack and uncertainties.

5.1. Introduction

Over the past few decades, extreme events like natural disasters and cyber-attacks have been
increasing, eventually impacting the power distribution system infrastructure [1]. Consequently, the
power system blackout occurs, which affects social and economic activities. As traditional power

networks are largely interconnected systems, they are also affected by cyberattacks [2]. The past decade
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has seen the rapid development of power system reconfiguration, where the main aim was to convert
them from bulk power networks to small-scale networks like microgrids (MGs), and smart grids [3].
Further, MGs can be changed to the islanded mode under fault/attack conditions, supplying the local
loads through MG connection [4]. Thus, the deployment of MGs as isolated systems can enhance system
resiliency in response to extreme operating conditions such as natural disasters, cyber-attacks, etc. As
cyber-attacks have been increasing in the past decades, the power system reconfiguration is also
migrating rapidly, like MG, multiple-microgrids (MMGs), and smart grid structure. Thus, a cyber-
resilient power system is increasingly important to evade the power system failure which is addressed
in this chapter.

In the modern power distribution system, the concept of MG is crucial where distributed energy
resources are the key players. However, the integration of intermittent sources like solar and wind could
inevitably impact system stability and, in certain instances, it leads to power failure. Moreover, due to
intermittencies, such as solar insolation and wind speed, and in addition to the incorporation of power
electronic devices into the MGs, the frequency profile can be significantly changed, which is the leading
cause of power failure. Thus to ensure a reliable power supply, the participation of electric vehicles
(EVs) and energy storage devices could be the solution for meeting the load demand requirements and
help in frequency stabilization [5].

As far as the MG and smart grid technology are concerned, they become more reliable and
secure by employing information, communication, and control technologies (e.g., internet-of-things,
5G communication systems, etc.) that enable data-exchange information. However, due to the open
wireless intrusion interface, hackers can easily falsify the signals transmitted via vulnerable units (e.g.,
remote terminal units); consequently, the system's stability disrupts, resulting in cyber threats [6].
Moreover, the hacker can inject malicious data at the load point, generation point, breaker, or controller
point. This leads to a mismatch in the generation and load demand, resulting in frequency instabilities
and power outages [7]. In the past two decades, there have been continuously increasing hacking attacks
across the globe. Examples of cyber-attack are in Iran’s nuclear power station due to the StuxNet virus
and in Ukraine due to KillDisk malware, as presented in [8] and [9], respectively. Thus, serious security

challenges need to be adopted in the energy sector. Concerning these challenges, more recent attention
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has focused on the provision of cyber-resilient through different control schemes, and robust design
approaches are discussed as follows. In [10], the cyber-physical resiliency metric is proposed, where
the Ukraine cyber-attack is taken as the case study. The work in [11] emphasizes the detection and
mitigation scheme of cyber-physical attacks on load frequency control (LFC) with area control error
(ACE) as an objective function. Further, the denial-of-service attack models are presented in [12, 13],
where the event-triggering approach is considered to defeat the attack on the LFC system. Cheng et al.
[14] introduced an additional secondary control loop for LFC, considering the denial-of-service attack
model.

Furthermore, to ensure a reliable and stable grid, LFC's contribution is momentous, where
generator collaboration and a multi-area system through tie-line are established. However, on the verge
of cyberattacks, they might fail to control the frequency [15]. Many secure control strategies are
introduced to ensure the cyber-resilient-based LFC. However, the existing models have not considered
the parameter uncertainties along with a cyber-attack model, which is addressed in this chapter.

This study aims to elucidate a type-2 fuzzy logic control-based resilient frequency regulation
scheme of isolated MGs under parameter uncertainties and cyber-attack. It can help power system
engineers to understand the scenarios intuitively and the importance of proper control actions according
to the available information (such as frequency, load data, generation data, etc.) to ensure resiliency.
The key contributions of this chapter are as follows.

e Presenting a cyber-resilient frequency regulation scheme for isolated MGs considering cyber-
attack, variation of solar insolation, and wind speed patterns.

e Quantifying the cyber-attack model's impact with different uncertainties on the frequency
deviation of isolated MGs using three control methods.

e Studying the stability of the proposed system through the frequency domain approach and
statistical analysis.

e Finally, validating the proposed system through the real-time simulation platform using OPAL-

RT to show the effectiveness of the proposed controller with regard to resiliency.

The remainder of the chapter comprises five sections. This chapter begins with the introduction
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section, followed by the system modeling in Section-5.2. Thereafter, the simulation results are discussed
in Section-5.3. Further, the extension of simulation work is validated through a real-time platform,

presented in Section-5.4. Finally, Section-5.5 gives a brief summary of this chapter.
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Fig. 5.1. Cyber-physical system (Source: Author)

5.2. System configuration and modeling

5.2.1. Microgrid model

In this work, an interconnected microgrid is considered a physical system, and the sensory
network is termed a cyber system, as shown in Fig. 5.1. This study aims to show the microgrid's
robustness as a means of the cyber-resilient system to evade the power system blackout and provide a
stabilized frequency deviation profile considering the uncertainties and cyber-attack. With this
objective, the proposed system is designed with two renewable sources such as PV and wind, two storage
units (flywheel energy storage devices (FESS) and battery energy storage systems (BESS)), an
aggregated electric vehicle, along with a diesel generator (i*" control area LFC scheme can be seen in
Fig. 5.2). Besides, the distributed management system is employed in the control center to coordinate
the MG data and communicate the state information. Further, the sensory network is used to receive the
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signals from the output (i.e., frequency signal), and then it gives a command to the actuator to change
the generation accordingly to minimize the load demand-generation imbalance through set points,
which can be done by the controller with tuned values. An attack model is considered in this work,
which can change the area control error that could significantly lead to a change in the frequency
deviation. Consequently, the system goes into an unstable zone. However, the countermeasure is taken
to evade the system failure, and the frequency deviation is forced to zero or a negligible value through
different control actions.

The detailed modeling of the proposed system is as follows.

The wind power is modeled with (5.1) and (5.2) [16]. Eq. (5.1) represents the electric power
output (Py,) from the mechanical power, and Eq. (5.2) signifies the power output according to the wind
speed (W) in relation to the rated (W,4teq), CUt-in (Wyr—in), and cut-out wind speed (Weye—out)s
where p, A;,Cp,Ws, and Prgreq are the air density in kg/m3, blade swept-area in m?, power

coefficient, wind speed in m/s, and rated wind power in kW, respectively.

1 5.1
?W=§><pxc/lsx€pxw§ -1
( 0, Ws < Weye—in OF Ws > Weyr—out
- <Pratedr Wrateda = Ws = Weyt—out
W) 0.01312w¢ — 0.04603w? + 0.3314w? + (5.2)
3.687w3 — 51.1w? + 2.33w;, + 366 else

The PV system comprises a combination of series and parallel cells to provide the required
voltage and current. The PV panel output depends on the solar insolation, which is a non-linear
relationship with the PV current. Accordingly, the PV output (Ppy) can be presented in (5.3), where
7,0, A, 04, Ppy are the PV array conversion efficiency, solar insolation in kW /m?, area of
measurement in m?, and ambient temperature in °C, and PV output in kW, respectively.

Ppy = [1—10.005 (6, + 25)]n X @ X A, (5.3)

The equivalent EV model [17] is considered in this study, where a number of EVs are charged
at an EV fast-charging station, i.e.,, vehicle-to-grid is not considered. The total capacity of the
aggregated EVs can be estimated in (5.4) and expanded in (5.5), where the control time period is

sampled by A t, t represents a sampled time period, Pgy (t) denotes the total charging power at the
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station, Ny, (t) is the number of connected EVs charging at this station at time t; Pgy 5, is the average
charging power at each charging point of this station (e.g., 50~150kW), initial numbers of charging
EVs at time t; is represented as Njy;(to); newly connected EVs at time ¢ are as Ny, i (t), and the
number of disconnected EVs is symbolized as Ny, oue ().
Pev () = Neon(t) X Pey_iny (5.4)
Neon(t) = Neon(t = 1) + Neon_in (£) —Npru_oue (£)
= Nini(to) + Zict,+1(MNeon_in () = Mty 1)) (5:5)
Assume that each EV is charged roughly the same time duration at this station with the same
charging power Pgy iny,, and denote this averaged charging time as kAt (e.g., 30 minutes). Then the
amount of energy charged at time interval t is calculated as follows.
Epy(t) = Neon(t) X Ppy_iny X kAt
Further, a storage device such as FESS stores the kinetic energy and the energy density, i.e.,
W, is given in (5.6), where 0, = 0,, (I X w2, ). This design concept was modeled through a rotating
flywheel rotor, which stores mechanical energy and then converts it into electrical energy. Eq. (5.7)
gives the flywheel's kinetic energy, followed by (5.8) representing the maximum stored energy value.
In (5.6)-(5.8), the parameters are the radial tensile stress (o;.), material density (o,,), circular path
radium (/), spinning angular speed (w,,), flywheel shape (Xr), flywheel volume (V), angular velocity
(wpp), inertia (7), and maximum tensile stress (0 gy ). Besides, the BESS and diesel generator are
also incorporated into the system for load balancing, nullification of harmonics, and further improving

the emergency voltage/frequency profile.

1 (5.6)

Wyor = EX:KFXO-r
1 (5.7

Wegss = 5 X T X wpy
(5.8)

1
WrEgss Max = 2 X Kp XV X 0 max
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Fig. 5.2. i*" control area LFC scheme (Source: Author)

The self-healing microgrid system is modeled in this section by implementing the wind, PV,
EV, BESS, FESS, and the load unit as shown in Fig. 5.2. It is represented in (5.9)-(5.13) as the linear

state-space model in (5.9)-(5.10), followed by (5.11)-(5.13).

x(t) = Ax(t) + Bu(t)+ W(t) (5.9)
y (t) = Cx(t) + Du(t) (5.10)
xT(0) = [APpy APy APy APry APgpss APrpss Af] (5.11)
W) = [AP, Bl (5.12)
y(t) = Af and u(t) = [Auy Augy]” (5.13)

where x,u,y, W are the state, control input, output and disturbance variables; A4, B, C, D are the state,
input, output and feedthrough matrices; Py, Ppy, Pw, Psv»> PrEss » Priss » and Py, represent the diesel
generator, solar, wind, electric vehicle, FESS, BESS, and load dynamics, respectively; B, denotes the
cyber-attack signal, regarded as the disturbance to the system, which can be X, in Fig. 5.2 or a random
cyber-attack pattern; Auy and Augy represent the control input to the diesel generator and EV,

respectively; The symbol A denotes the change of variable from its nominal value; f is the frequency.
The total generation of the system (P;) can be presented as in (5.14), and then the balance
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between generation and load demand (A%,) can be expressed in (5.15). In (5.14), Prgss and Prgss can
be positive or negative, indicating storing or releasing the energy, respectively. The power balance
equation of the LFC system can be presented as (5.16), followed by the system transfer function in
(5.17). Then, the tie-line power change is represented in (5.18) [18, 19]. Finally, the objective function

(obj) of the proposed system as an error function, i.e., ACE; (t), is represented in (5.19).

Pe =Pw +Ppy + Pey + Pa + Press + Press (5.14)
A‘(Pe:?G_?L (515)

AP, 1
Af = —=2¢ (5.16)

Ms+D
Gove = AF 1 (5.17)
S99 T AP, Ms+D
N N (5.18)
Afptle Z A‘(Pt:ll]e = z ATLJAfl - z ATijAfij
j=1rj¢l j=1,j¢i
]¢z
where T3, D, and M signifies the synchronizing coefficient, equivalent damping constant, and

equivalent inertia constant of the system; ASDtiie and )V are the tie-line power flow exchange and the

number of areas that are interconnected in the system, respectively.

(5.19)
ACE; (t) = Bibfi(t) + z 0 AR (8)

j=1j=%i
where ©;; = Py; /Py denotes the area capacity factor, P; and P,; are the power capacities of the i-th
and j-th areas, correspondingly, and ACE is the area control error.

The first term of (5.19) denotes per unit (p.u.) values in terms of frequency bias parameter
(B in pu/Hz) and area frequency (Af; in Hz), where i is the index of the area. The second term denotes
the p.u. values of exchange power in terms of the area capacity factor (p.u.) and tie-line power (p.u.).

Further, the dynamic model of an individual system can be expressed as follows in (5.20 - 5.24) [20].

1
Af () = Aﬂ%(t) +=— Aprw(t) 36 L AP () +— i L AP - 70, APu(0) = —Afl ©o 020

. 1 1 5.21
AP, (t) = ﬁAudi(t) - ﬁAdei @® :21)
L L
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APpy(£) = = A, (1) = - APy (1) (522)

. 1 1 5.23

AP () = =— AW (0) = 7 APy () G2
wi wi

(5.24)

. 1 1
APgy, (8) = 7 Mgy - 7 AP evi(t)
EVi

EVi 14

5.2.2. Cyber-attack

In the last few decades, the risk and severity of cyber-threat phenomena have considerably increased
in the power system sector [21]. Moreover, in an LFC system, two critical parameters, i.e., frequency
and tie-line power, are significantly important and potentially targeted by hackers. Through
communication channels, the hacker can falsify these parameter values to make the system more
vulnerable. Moreover, the attack can be made through the cyber layer or the physical layer (system or
plant), where data-exchange information or other communications are being handled. Considering the
cyber layer attack can be a data integrity attack or denial of service attack [13, 22]. On the other hand,
considering the physical layer's attack, the load can be changed to make the frequency unstable via an
internet-based or direct approach termed a resonance attack [7]. Under the data integrity attack, the
hacker can

« replace the measurement value termed as replay attack;

» falsify the actual signal, known as a false data injection attack;

« cancel the effect of attack by estimating the system's output, and then subtract it from estimation

reading known as a covert attack.

Further, a false data injection attack is classified into two types: extraneous attack and scaling attack,
as discussed below.

i.  Extraneous attack: In this type of attack, the measured value (M,q,) is the addition of
actual value (M y¢t,q;) and disturbance signal (X,), as given in (5.25). The disturbance
can be signum, sinusoidal, ramp, step, or random signal.

Miea = Macruar + Xa (5.25)
il.  Scaling attack: The actual value of measurement can be multiplied by the attack

parameter, as in (5.26).
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Miea = K X Moctuar (5.26)

where, K, is the scaling attack constant.

In this chapter, the extraneous attack is considered in two forms; one is the cyber-attack pattern-
1 (X,), as expressed in (5.27) and shown in Fig. 5.3(b), and the other one is cyber-attack pattern-2 as a
random signal presented in Fig. 5.3(c), which can be placed before the actuator. These two attacks are
considered in this work, and for counterbalance, a secondary controller is employed, designed through
the fuzzy logic approach. The attack input of pattern-1 is given as X, where the y; is the system output
as a function of frequency (Af). The given cyber-attack model (X, (t)) is taken from [7], where it was

applied at the load point; however, it is applied at the sensor point in this study.

For instance, let the output signal generated from a signal generator be a sine wave with a delay
component of 0.25. Further, a simple Matlab program can be embedded in the system to make a new
signal referred to as a cyber-attack in this study, as shown in Fig. 5.3 (a-b). With the cyber-attack signal,

Eq. (5.19) can be modified as (5.28).

@ function X 1 =fen{y 1)
1y 150 B
X=1
elseX=-1

e
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end
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Fig. 5.3. Cyber-attack signal generation (a) Simulink model of signal generation, (b) Cyber-attack signal
pattern-1 generated from Simulink model, (c) Cyber-attack signal pattern-2 as a random signal
X, (t) = —0.3 x sign (y;(t — 0.25)) (5.27)
. (1, p>0
sin ) ={y' 20,

ACE , (0= BARD + ) ayhPLO) + X (0

jETj#i

(5.28)

where X, (t) is the cyber attack signal in (5.28).
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Generally, the LFC system has been studied with the presumption of load deviation, which is
very frequent. However, far too little attention has been paid to the cyber-attack on the LFC system.
The issue has grown in importance in light of major power outages due to cyber-attack such as Ukraine
and Iran power plant attacks. Therefore, this study considers the cyber-attack as well as the load
disturbance on the LFC system. To distinguish the level of fault, whether the system is affected by load
change or due to a cyber-attack, the cumulative-sum (CUSUM) based detection scheme is applied in this
study. The CUSUM checks the threshold value, either it is greater or lower, through the routine
calculation of the difference between the current sample and the preceding sample. During steady-state,
the sample difference is presumed to be zero or fixed [23]. However, in the wake of events, either load
deviation or cyber-attack, the deviation in frequency and the corresponding CUSUM will be dramatically
high, which is discussed as follows. Egs. (5.29) and (5.30) denote two complementary signals as current
samples required for disturbance detection.

Dy =38, (5.29)
Dp_1=—38p (5.30)
where S, denotes the sample value of the signal at £ time.

Using the signals mentioned above, the two-sided CUSUM assessment is estimated as in

(5.31) and (5.32).

Ge_current = max(Gp 1_current + D =D, 0) (5.31)

G preceaing = max(G 1 preceaing + Dp-1 = D,0) (5.32)
where Gy and D signifies the test statistics and drift parameter, respectively; Gp cyrrent and
Gt precedaing are the CUSUM test value of the current and preceding signal with and without the
inception of fault.

In this case, if the cyber-attack happens, the G, value will exceed the threshold value (H'), as

given in (5.33). It is noted that the value of H ought to be ideally zero.

Gk _current > H or g&preceding > H (5.32)
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Fig. 5.4. CUSUM for cyber-attack detection
As shown in Fig. 5.4, the output signal is sampled, where both steady-state and disruptive events
are taken. It is revealed that when the load changes by 10% or 15%, the CUSUM value is lower than the
threshold. However, with cyber-attack, it increases significantly and exceeds the threshold value that is

selected based on the comparison of estimated CUSUM in different scenarios.

5.2.3. Control methods

As noted, frequency stabilization is vital to evade grid failure, and the regulation can be made
through primary and secondary control. The primary control is the local control with a faster timescale
through automatic feedback action, e.g., the governor and the secondary controller can be used to a
wider network with a slower timescale through quasistatic control action. However, on the verge of a
cyber-attack, the hacker can falsify the signal to mismatch the load demand-generation value, leading
to an unstable grid or blackout. To this end, the secondary controller is vital and a promising solution
to avoid grid outages. The following sub-section discusses the secondary controllers, such as PID, type-

1 fuzzy PID, and type-2 fuzzy PID, which are modeled and tested through the proposed system.

A. Method-1: PID controller

PID controller is a simple and effective control scheme that has made a milestone and is best suited
for industrial use [24]. The output of the PID controller in the time-domain can be expressed as (5.34),

where w(t) is the control signal, and correspondingly, e(?) is the error signal.

de(t) (5.34)

dt

u(t) = Kye(t) +?Cife(r)dr+.‘Kd
0
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The role of the PID gains are: proportional gain (X,) responds to error response to disruption;
integral gain (X;) minimizes the steady-state error, and derivative gain (¥;) responds to transient
behavior. However, this simple PID controller could not meet the frequency stabilization in the wake

of extreme events. Therefore the, advanced control methods are needed, discussed as follows.
B. Method-2: Type-1 Fuzzy

The type-1 fuzzy-PID (T1FPID) controllers are widely used in control methods since traditional
controllers are less efficient and more sluggish. Unlike the traditional controllers, which are premised
on the basis of a linearized mathematical model, the fuzzy logic approach attempts to determine the
control outputs directly from the measurements by the operators or users. Several studies have been
attempted in LFC; for example, Bevrani et al. applied the fuzzy logic control scheme in LFC
considering the wind power fluctuation and successfully minimized the system frequency and tie-line
deviation [25]. In [26], the Fuzzy PI controller is used and compared with the traditional PI controller,

showing better frequency regulation characteristics.

ACE]
—'[K_e]—l.
ol 4 Fuzzy Outputo

Fuzzy rule Fuzzy
input based  controller

T

(a) (b)
Fig. 5.5. TIFIPD structure (a) Block diagram, (b) Membership function

The structure of TIFPID is presented in Fig. 5.5 (a), where three main stages are included:
fuzzification, rule base, and defuzzification. Further, the proposed fuzzy logic membership function
(MF) of input and output is shown in Fig. 5.5 (b). The input of FIPID is ACE and ACE* (which is a
derivative function of 4CE), and out of fuzzy is Us. Further, the control output of fuzzy is the input of
the PID controller, and then the output of the T1FPID controller is U.f and the output of fuzzy control

(Uy) is the function of K., and K¢, such as Ur = f7,.(K, ACE, K., ACE™), where K, and K, are the

scaling parameters, and ff, is the function of the fuzzy logic system.
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C. Method-3: Type-2 Fuzzy-PID controller

Although the type-1 fuzzy has an excellent control characteristic, it is less significant in an
unstructured environment because it cannot control linguistic uncertainties. Thus, to overcome the
T1FPID limitation, the type-2 fuzzy PID controller (T2FPID) is adopted in this chapter, which offers
higher-degree-of freedom accomplished by the footprint of uncertainty. Indeed, the type-2 fuzzy
controller is designed with two inputs, which are mostly used; however, some authors have developed
a single input type-2 fuzzy controller (SIT2FC), which gives enhanced control performance and simple
design [27]. This controller's main objective is to minimize system frequency fluctuation, and
consequently, the error can also be decreased.

t 0 (5.35)

0

U = Ky | Kpr2vo + Ky f Vo dt + Kyt .
0

Reference Measured U

Self tuning l
control action

= FOU coefficient tuning

= Control signal

Error =g
—{ ke |

g

PID controller coefficient |
(Hopras 3G yrar K72

(a) SIT2FC structure (b) Triangular MFs of SIT2FC
Fig. 5.6. Type-2 Fuzzy system

A traditional PID controller is cascaded to the T2FPID, shown in Fig. 5.6 (a), and Fig. 5.6 (b)

represents the membership function. The input scaling factor k, normalizes the input and is defined

1 . . . . .
ask, = , where e, 4, denotes the maximum error. Since the error is the frequency deviation, which

max

will go through the scaling factor, it is converted into another factor as the input to a SIT2FC, i.e., gy.
Further, the control action is denoted as u,, is regulated through the output of the controller, symbolized
as vg. Thus, the control action can be expressed as in (5.35), where k,, = k! is the output of the scaling

factor and X, , X; and X are the gain of the PID controller.
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5.3. Case study and results

5.3.1. Simulation results

This section presents the transient analysis of the interconnected microgrid considering the step
load, random load, and considering uncertainties like solar insolation, wind speed, and cyber-attack. In
addition, three control methods are employed, such as conventional PID (CPID), T1FPID, and T2FPID
controllers, and finally, the comparison characteristics are analyzed to identify the better controller. The
interconnected MG system is simulated through the MATLAB/ Simulink environment, and the
parameters of the system are presented in Appendix 5.A.

This study aims to show the system's resiliency based on various operating scenarios and
malicious data injection, which can be seen by frequency deviation. As far as the frequency deviation
is concerned, the frequency range limitation is + 0.5 Hz (49.5 to 50.5) for 50 Hz; beyond this value, the
system can collapse. Hence, the frequency fluctuation should be in the range in which the system's
objective function can be minimized, as given in (5.34). On the other hand, cyber-attacks are increasing,
which must be taken into account to design a resilient system. With this objective, this chapter gives a
resilient system solution of a microgrid for minimizing the frequency deviation as a consequence of
cyber-attack and uncertainties. In this study, the parameters are taken as per unit (p.u.) values except
for wind speed (W), which is in the range from 3 to 20 m/s. During normal operation, the total power
of each MG is 1.0 p.u. Moreover, the proposed system is simulated through different control methods,
and the gains of the controller are presented in Table 5.1. By doing so, the frequency change
characteristics are shown with different scenarios, illustrated as follows.

Table 5.1: Controller gains

Controller Kp K, Ky

CPID 1.464 0.575 0.123
TIFPID 1.673 1.402 0.481
T2FPID 0.974 0.946 0.784
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A. Scenario-1: Step load change and cyber-attack

In this scenario, the continuous step load change with a cyberattack such as an extraneous attack is
considered. During the simulation, the wind speed is allowed to £ 5 % in continuous steps of the rated
value of 12 m/s. The load, solar, and cyber-attack patterns are presented in Fig. 5.7 (a), (b), (c),
respectively. In response to the aforementioned signal, the frequency deviation response is presented in
Fig. 5.7 (d). It is noted that the proposed T2FPID controller provides better performance as compared
to the other controllers, with a cyberattack and variations in solar insolation, wind speed as well as load.
Consequently, the system's objective function, i.e., ACE; ,, (t) in addition to peak overshoot, settling
time, and the statistical indices such as variance and standard deviations, are reduced, and frequency

change within the reasonable limit is achieved, as presented in Table 5.2.
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Fig. 5.7. Pattern and performance of scenario-1

B. Scenario-2: Continuous step change in wind speed and cyber-attack

This scenario holds the same solar profile, and the cyber-attack pattern is followed (as in scenario-
1) with continuous (Fig. 5.8 (a)) step change in wind speed, as well as load, is allowed to change in step
with £ 5 % of the rated value of 1 p.u. The system is then simulated, and the frequency deviation

characteristics and performance index are presented in Fig. 5.8 (b) and Table 5.2, respectively.
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Fig. 5.8. Pattern and performance of scenario-2

It is noticed that the frequency deviation of the system is minimized with continuous step load
change and cyber-attack through the control actions. However, the T2FPID controller shows a better
response than other controllers, as noticed from the indices given in Table 5.2.
C. Scenario-3: Random change in load and cyber-attack

Further, the load (pattern-1 and pattern-2) and cyber-attack patterns are changed as random
functions, as shown in Fig. 5.9 (a-b) and (c), respectively. The solar insolation and wind speed patterns
are varied in steps within = 5 % of the rated values of 1000 W/m?and 12 m/s. Here, the main aim is to
show how the frequency is affected in response to a random change in load and malicious data injection

with uncertainties.

With reference to Fig. 5.9 (a-b) and (c), the corresponding frequency change characteristics are
illustrated in Fig. 5.9 (d) and (e), respectively, and the performance indices are given in Table 5.2. It is
observed that the proposed T2FPID controller provides robust performance with lower performance

indices like peak overshoot, settling time, integral square error (ISE), variance, and standard deviation.
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Fig. 5.9. Pattern and performance of scenario-3

D. Scenario-4: Random change in wind speed and cyber-attack

Finally, the wind speed pattern-1 and pattern-2 given in Fig. 5.10 (a, b), and cyber-attack patterns
same as Fig. 5.9 (c) are changed in random, correspondingly. The solar insolation and load patterns are

varied in steps within + 5 % of the rated values of 1000 W/m?and 1 p.u., respectively.
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Fig. 5.10. Pattern and performance of scenario-4

Furthermore, two types of wind patterns are considered, as shown in Fig. 5.10 (a) and (b), and the
respective frequency performances are depicted in Fig. 5.10 (d) and (e). Here, the frequency deviation
is affected in response to a random change in wind speed and malicious data injection due to cyber-
attacks. It indicates that the T2FPID controller can efficiently handle the frequency instabilities,
showing robustness in reducing the indices such as peak overshoot, settling time, ISE, variance, and
standard deviation, as reported in Table 5.2. Besides that, each generation's sources share the load
efficiently according to the availability to stabilize the system frequency.

E. Scenario-5: Change in cyber-attack magnitude

The aim of this study is to show the system's resiliency against cyber-attack. As noted, the
magnitude of a cyber-attack is significant because it can lead to the system collapse either fully or
partially. The large cyber-attack could severely impact a system's performance, resulting in obliterating

a system’s stability. Considering the different magnitude of cyber-attack, this study has revealed the
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degree of tolerance of the proposed controller and its effectiveness in terms of transient responses. With
reference to (5.27), the magnitude of the cyber-attack signal has been increased to 0.4 and 0.5, and the
simulation is carried out. The variation of the magnitude of cyber-attack has substantially affected the
optimal frequency regulation characteristics, as can be seen in Fig. 5.11. It is observed that with the
magnitude of 0.3 and 0.4, the system can cope with the event; however, beyond this value, the system
could not have better performance. Fig. 5.11(a) represents the simulation results, whereas Fig. 5.11(b)

validates the result through a real-time environment.
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Fig. 5.11. Impact of the variation of the cyber-attack magnitude on frequency deviation in IMG

5.3.2. Real-time validation using OPAL-RT

The real-time hardware-in-the-loop (HIL) environment study is presented in this sub-section
through the OPAL-RT simulator to validate the simulation results, as discussed above. The OAPL-RT
and RT-Lab system architecture is shown in Fig. 5.12 (a), and the flow of validation starting from the

Matlab model to HIL validation is also demonstrated in Fig. 5.12 (b). The real-time simulator, which is
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used for this study, is OPAL-RT 5142. The host PC specification is Windows 7, 32-bit, Xilinx v10.1,
and Matlab 2016b version. In addition, OPAL-RT’s adapter board supports distributed processing,
which operates faster with inbuilt FPGA. It delivers 2.6 GBits full duplex rates.

The OP 5142 board's main task is to infer the Simulink model into the target that integrates the
FPGA in RT-Lab. With this, the real-time simulation can be done through a cluster to make it faster
and more distributed execution.
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Fig. 5.12. Real-time study using OPAL-RT
The deviation in frequency for scenarios 1, 2, 3, and 4 are displayed in Fig. 5.12 (c), (d), (e),
(f), (g), and (h), respectively. In Fig. 5.12 (c-h), the aqua color represents the PID control-based
characteristics, while the purple and coral color characterizes the optimized-based PID control

characteristics. It is observed that the frequency deviation is minimum using the proposed T2FPID

controller compared to the other two under scenarios 1, 2, 3, and 4, respectively.

5.3.3. Performance analysis using statistical parameters

In this subsection, the performance of the T2FPID, T1FPID, and CPID is tested in terms of the
eigenvalue and damping factor. The eigenvalue analysis between the above controllers is done using
mathematical modeling under different operating scenarios and is presented in Table 5.3. The system
state matrix (A) is obtained from the state-space modeling of the power system, and then the
eigenvalues and damping ratios are evaluated. To augment the validation, a comparison of different
techniques is plotted in Box and whisker plot, as shown in Fig. 5.13 (a). The Nyquist and Bode plots
are displayed in Fig. 5.13 (b) and (c) represent different controller’s stability performances. As noted,
eigenvalue analysis and stability plots justify that the proposed T2FPID shows better frequency
stabilization characteristics as compared to the FPID and PID controllers under different operating
scenarios. In addition, the controller’s performances are illustrated in Fig. 5.14 in terms of peak
overshoot, variance, standard deviation, and ISE, which are the reflection from Table 5.2. It is noted
that the proposed T2FPID controller offers reduced overshoots, deviation, and error, as can be seen in

Table 5.2. In addition to checking the system’s stability, eigenvalue and damping ratio are measured in
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different scenarios, and it is observed that the proposed T2FPID controller provides a more negative
value of eigenvalues and higher damping ratios, reported in Table 5.3. By measuring various
performance indices in this study in the face of cyber-attacks and uncertainties, the proposed T2FPID
provides a better and faster response. As far as the resilience concept is concerned, if the system
responds quickly with reduced overshoot, deviation and error, the system can be treated as robust and
resilient, which has been done by the T2FPID controller. Thus, this study states the resilience-control-
based frequency regulation scheme using an adaptive fuzzy controller approach.

Table 5.2: Performance indices using different techniques

Controller % peak overshoot Variance Stapdgrd ISE
deviation
Scenario-1:
PID 2.04e-03 3.27e-03 3.52e-03 4.38e-03
T1FPID 1.27e-03 2.18e-03 2.56e-03 3.33e-03
T2FPID 0.32¢e-03 1.49¢-03 1.71e-03 2.84e-03
Scenario-2:
PID 1.24e-02 3.11e-03 3.18e-03 5.56¢e-03
T1FPID 0.87¢-02 2.04e-03 2.56e-03 3.33e-03
T2FPID 0.22e-02 1.25e-03 1.48e-03 1.37e-03
Scenario-3:
PID 2.15-03 3.11e-03 4.58e-03 4.78e-03
T1FPID 1.07¢e-03 2.20e-03 2.56e-03 2.34e-03
T2FPID 0.38¢-03 1.49¢-03 1.16e-03 0.98e-03
Scenario-4:
PID 4.47e-03 5.51e-03 3.18e-03 5.38e-03
T1FPID 2.69e-03 3.38¢-03 2.60e-03 3.51e-03
T2FPID 0.92¢-03 1.21e-03 1.08e-03 1.13e-03

Table 5.3 Eigenvalue and damping ratio analysis

coolrjgi?ﬂ)r:lgs Methodology Eigenvalues Damping ratios
PID -3.4532+j6.3217 0.4527
Scenario-1: T1FPID -5.1463+; 7.3554 0.4836
T2FPID -6.4858=+j 8.5791 0.6395
Scenario-2: PID -4.2674+j 5.6725 0.3021
T1FPID -6.6738+j 6.9681 0.4581

133




Chapter 5: Resilient Control-based Frequency Regulation Scheme of Isolated Microgrids Considering Cyber
Attack and Parameter Uncertainties

T2FPID -7.1258+ j 7.8249 0.6042
PID -4.2261+j5.6465 0.3869
Scenario-3: T1FPID -5.8782+j 6.7586 0.5821
T2FPID -7.1168+ j 8.5883 0.7839
PID -5.2369+ j6.6786 0.3869
Scenario-4:
T1FPID -7.3508+ 8.8286 0.5470
T2FPID -8.0842+ j 8.5704 0.7149
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5.4. Summary

This chapter focuses on modeling and validating resilience-based frequency regulation schemes
for isolated microgrids under different operating scenarios. The following key conclusions are drawn
by comprehensive simulation and real-time HIL testing. Firstly, the model is simulated with step load
change, step wind speed, and solar pattern. Secondly, random changes in load, random wind speed, and
solar patterns are considered and simulated. Thirdly, the cyber-attack model is incorporated and tested
through three different control methods, where T2FPID shows better regulation and holds improved
resiliency characteristics with reduced error. Further, real-time HIL testing is performed through the
OPAL-RT simulator, and it is revealed that the HIL results follow the simulation results, and the
proposed controller (i.e., T2FPID) played a significant role in showing the robustness of the system.
Finally, various performance indices and system's stability are characterized by the percentage of peak
overshoot, variance, standard deviation, ISE, eigenvalues, and stability curves, such as Nyquist and
Bode plots.

This study is limited to sensor attacks only, and isolation/disconnection of the system after the
attack is not considered. In addition, if a false data injection attack can strike the entire communication
system of MG, the whole system can be collapsed; as such, there is a need for an advanced method of
control mechanism which can cope against false data injection attacks on the communication system.

These will be studied further.
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Appendix 5.A: System data

Rating:

PV =30 kW;

Wind = 100 kW;

EV =70 kW,

DG = 100 kW;

FESS =45 kW,

BESS =45 kW

Pri = P2 =200 kW

Other parameters:

Tw =158 Tpy=1.88; T5= 88, 5= 0.1 s; Tgpss = 0.1 8; Tpgss = 0.1's
8ag = 0.001 puMW/s; gy = 0.04 puMW

Kggss = -0.003; Krgss =-0.01; M =0.4; D = 0.003
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CHAPTER 6

RESILIENCE-DRIVEN SCHEME IN MULTIPLE
MICROGRIDS WITH TRANSACTIVE ENERGY SYSTEM
USING BLOCKCHAIN TECHNOLOGY

In concern of energy trilemma such as energy security, energy equity, and environmental
sustainability, the electric infrastructures are significantly developing the manifold avenues for
decentralization, decarbonization, and digitalization. Over the years, the growth of decentralized power
systems using distributed energy resources is increasing rapidly, bringing new prospects for local
energy trading concerning economic and control operations in a single framework called transactive
energy (TE). However, considering the uncertainties due to renewable energy sources has remained a
potential challenge for the energy market operator. Thus, to triumph over the challenges, this chapter
proposes a novel TE framework with resiliency consideration. On the other hand, cyber-attacks are an
increasing concern, which impacts digital platforms, such as energy digitization. Considering this,
homomorphic Blockchain technology is applied to secure the TE platform against cyber-attacks. To
show the leveraging capabilities, this chapter considers various case studies in the wake of high-
disruptive events such as microgrid outage conditions and cyber-attack. The result shows that the
proposed TE framework enhances the microgrid benefit and guarantees optimal trading performance.
In addition, empowering Blockchain realizes that the security of the system is vital for the TE system
when it faces data tampering or any external attacks. The effectiveness and feasibility of the proposed

system are evaluated by cost, benefit, and probability of success.

6.1. Introduction

Over the past few decades, power distribution systems are undergoing a significant change due
to the increase in renewable energy penetrations and energy storage. This change has played a key role

in distribution system modernization and remarkably switched the mindset of customer choices from
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consumer to prosumer. Prosumers are the end-users who also have their own generations; thus, the
surplus power can be fed to the upstream grid. Nowadays, the smart grid evolved as an emerging
technology in the power system in which the energy trading services can take place, and the prosumer
plays a major role in buying and selling the power. This technology is called transactive energy (TE),
where prosumers trade energy economically [1].

Several studies on the TE scheme have focused on different pricing mechanism strategies to
achieve economical operation and customer benefits. For example, a TE control mechanism with the
double-auction market is introduced in [2], which coordinates the internal electrical equipment of
commercial buildings. A day-ahead TE model is proposed in [3] to manage the operation and
participation of the distribution system operator in the wholesale market. The active participation of
distributed energy resources through residential consumers is modeled via a multi-agent-based TE
scheme [4]. The cost-benefit studies of the TE scheme through various scenarios are reported in [5, 6].
In addition, a few other studies cover the TE market based on bidding mechanisms according to
consumer priorities [7, 8]. Indeed, the developed TE schemes have great potential to provide better
opportunities for the future energy market, but the pricing mechanism and incentive schemes still need
attention. On the other hand, the function of the TE system could suffer from a higher degree of
complexity in fostering the stakeholder objectives of the market [9]. Notwithstanding, the TE system
needs to take care of stakeholder's malicious and inattentive trading action, which would obstruct the
trustworthiness of market operations and, subsequently, cause instability in the active distribution
system. In addition, privacy leakage is another challenge in the TE system that stakeholders should
avoid. A Blockchain-based TE system has recently shed new light on overcoming the abovementioned
issues [10].

Furthermore, in the TE scheme, a large amount of information, including bids, offers, and
energy availability, are exchanged, and it could face huge challenges in the face of a cyber-attack. Thus,
the Blockchain-enabled TE scheme is vital to secure the transaction and critical information.
Considering the above challenges and issues, power system researchers have initiated Blockchain

applications in the TE system in the last few years, which are discussed in [10-12]. Moreover, these
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studies are only early-stage designs and frameworks, which still need to be explored more.

In today’s world, Blockchain is one of the emerging technologies and has great potential to
drive comprehensibility and profitability through a high level of security concern. It has far-reaching
appeals in financial services, public sectors, and media industries, but now it is also the emergence of
technology in the energy sector to transform the ongoing energy market operation. Blockchain is a
growing list of files, classed as blocks that are connected to each other through cryptographic signature,
and each block includes a hash function, timestamp, and transaction data [13]. Recently, the application
of Blockchain through Ethereum has reached a milestone in terms of transactions due to its faster
operation [14]. It enables a definitive and trusty computation using smart contracts. In reference to this
operation, the application of Blockchain sheds light on energy system security, as evidenced through
executing multiple data verification and secure market-based transaction for the peer-to-peer energy
markets [15]. It creates a decentralized database where data are stored chronologically with a crypto
signatory as an individual secret key, which cannot be tampered. A recent study in [16] elucidates the
significance of a secret key, otherwise called a data authentication key, through homomorphic
encryption-based Blockchain technology. As far as the data authentication key is concerned, it is
explicitly used for securing transaction data through ciphertext. The ciphertext is a text which has two
forms, encryption cipher, and decryption cipher. The plaintext is encrypted initially, and data can be
transferred from one node to another, and then it transforms the ciphertext to plaintext through

decryption using secret keys.
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Fig. 6.1 Three-level Blockchain-enabled TE architecture
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On the other hand, the cyber-physical power system has already marked a breakthrough in the
energy sector, and further implementation of Blockchain can be a remarkable change [17]. Thus, three
layers of energy market structure have begun, such as power level, control level, and service level,
which are considered in this study, as shown in Fig. 6.1. The physical infrastructure, such as grid supply
and multi-microgrids, is considered in the power level. Each microgrid (MG) comprises energy storage
units and renewable generation (including PV and wind). Greater divergence of the load profiles of
MGs is assumed, and the energy exchange is made through MG to MG and MG to grid. All the
information and communication devices are put into practice at the control level to regulate the bids,
offers, and supply-demand profiles. This level enables the TE mechanism to ensure the operator
benefits. To enable the TE scheme, the decision of pricing mechanism is not only the key but also needs
a secured data exchange platform. Thus, a trading model through Blockchain is implemented at the
service level to secure the platform.

The proposed TE framework considers three factors: economical operation with a better pricing
mechanism scheme, resiliency, and security concerns. In the TE framework, multiple MGs are
considered with high penetration of renewables, such as PV and wind, and to support the load during
an emergency, battery storage is used in each MG. Further, the extreme event is considered to show the
resiliency of the system and restore the critical load through MG sharing and grid supply, where MG
outage condition is assumed. Moving further, homomorphic Blockchain technology is applied to secure
the transaction against cyber attacks. To sum up, the main contributions of this chapter are as follows:

o A novel TE framework is presented in this study to address two critical issues of the energy
market, i.e., energy optimality and privacy assurance.

« For energy optimality, this study considers a new pricing mechanism using the TE framework.
To this end, different operating scenarios are discussed, and the energy costs and benefits are
analyzed.

o Further, secure energy trading is done by Blockchain-empowered technology to ensure privacy

assurance.
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« Regarding resilience facts, the proposed framework developed a defensive mechanism against
high-disruptive events, such as MG outage conditions and false data injection (FDI) attacks.
« Finally, an extensive evaluation of the attack-defensive capability of Blockchain technology is

illustrated in terms of success probability.

6.2. System model

This section presents the proposed system model for a TE system, which can be applied to any
multi-MG system. Each MG comprises a combination of PV, wind, and battery storage systems as a
clean energy generation. In the proposed TE system, energy trading occurs between MGs and the power
grid, as shown in Fig. 6.2 (a). The generation from PV and wind can be used in the TE scheme and
storage requirement or sent back to the upstream grid. Indeed, there are two ways to trade the energy
within the TE system, such as MG to MG and MG to grid. This condition will arise when the generation
is not sufficient to meet its own load demand, and the required energy can be received from other MGs
or the upstream grid, as shown in Fig. 6.2(b). Notably, the main aim of the TE scheme is to reduce the
dependence on the upstream grid, and optimal trading can be made among neighbor MGs. On the other
hand, it is a great platform for dynamic energy balancing, and subsequently, through market interaction,
the overall energy cost of MG can be minimized. Moreover, the main focus of the TE scheme exhibits
two major factors: economic and environmental. From the economic point of view, the TE system has
a low energy cost provider platform, whereas the environmental aspect denotes energy generation
through renewable-based sources [18]. Thus, the TE framework is becoming more popular as it realizes

the economic and environmental goals through the TE scheme.

Bilateral Energy Trading platform

| Main grid \jarket operator Lﬁd TQSJ [ e ].'Qi |"P_ }:‘ij_
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(a) Operational framework (b) Multi-Microgrid TE topology
Fig. 6.2 TE structure
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6.2.1. Objective function

The objective of the proposed TE system is to minimize the total energy cost of each MG, which is

expressed in (6.1), while satisfying the operational constraints (6.2-6.15).

Min (Cy,Cyy e C; ) (6.1)
G = (e i €N
where C’itj ($) is the energy cost at time ¢, with Citj > 0 indicating the obtained energy cost and C’fj <0

the delivered energy cost.
6.2.2. Constraints

A. Generation-load balance

At every time t, the amount of generation should be equal to the consumption expressed in (6.2) to

maintain the electricity balance.

Pwit +Prvic +Pric =Prpic + Pgie ViV (6.2)
where Pyy ; + is the wind power generation in i™ MG at time t
Ppy ;¢ 1s the PV power generation in i™ MG at time t
Pk ; ¢ is the net power injection in i MG from other MGs/grid through TE market at time ¢
P3 ;¢ is the charging /discharging rates for battery storage in i™" MG at time t (positive is charging,
negative is discharging);
P, p,i¢ is the load demand in ™" MG at time t.

B. PV constraints

Poyic < Apyi Npy " Gy (6.3)

where
Apy; = size of the PV panel in i™h MG
npy = efficiency of the PV panel

Sy, = solar radiation at time t
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C. Wind turbine constraints

(0, Wse < Wey; or Wy > Wi,
3
Pwr ¢t max * < > ’ W@ui < Wse < Wy

]PW]R,t,max WIR,i < Ws,t < W(E(D),i

]P)W,i,t =9

(6.4)

where

Py, = wind turbine output in i*" MG at time t

Pyyg imax = rated wind power in i MG at time t

W Wy Wer,» and Wy, = predicated, rated, cut-in, and cut-out wind speeds in i™h MG at time t,
respectively.

D. Battery storage constraints

(6.5)

E
S0C;1 = SOCip + V.€ET,i €N

S0C™"™ < SOC;;41 < SOC™™ V. € T,i €N (6.6)

E. = {r’B,CPB,i,tAt if Pg;r >0
Bt Py At/ Ngq if Pg;r <0
6.7)

P3;; € [-Pg, Pzl V,€ T,i EN (6.8)
where SOC; ; is the battery state-of-charge for MG i at time t
SO iji" and SOC™™* are respectively battery minimum and maximum SOC for MG i
E3 ; is the battery capacity for MG i
P is the maximum battery charging/discharging power of MG i which is positive
At is the time interval
nz,c and g 4 are charging and discharging efficiency, respectively.
T =[1,2,.. T]land N =[1,2 .. N].

E. Power grid constraints

Eq. (6.9) defines active power generation and Egs. (6.10-6.12) represent the apparent power,
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voltage, and angle limit.

P (Ve ®ir) + Prpie = P Vi, Vt (6.9)
Sime(Vies @) < ST Vi, Vj, vt (6.10)
yrin < v, < Vnex Vi, Vt (6.11)
-n< @, <1 Vi, Vt (6.12)
where
m] (Vl D, t)/ = active power injection/production at i™" node at time t
ginJ

Sij, t(Vlt, @, t) = apparent power between nodes i & j at time ¢t

S = maximum apparent power

V,¢/®,: = voltage/phase angle at i* N hode at time ¢

Vit jpitax = minimum/maximum voltage magnitude

F. Load demand profile

In this proposed system, each MG has a different load profile, and 30% of its load is considered
as the critical load. Accordingly, the minimum level of resilience should be 0.3. Hence, considering the
resiliency, the load constraint should be p,,; = (1 — B)P 5, where P Z%tfd is the rated load demand
profile of MG is; B is the percentage of non-critical load. This means the minimum load can be served

if an extreme event happens. In this study, B is taken as 70% or 0.7. Assume that the demand profile in

™ MG is expressed as (6.13), and the actual demand is expressed as (6.14).

Prp = [[PLD.l Pip - PLD,N] (6.13)
Pl = BPp, (6.14)
where

P, p is the demand profile of MG
P,p,; and P[5 ; are the actual demand and non-critical load of MG i, respectively

B is the percentage of non-critical load
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G. Resilience measure

As per the load demand profile expressed in (6.14), the critical load must be met irrespective of
extreme event conditions. So the resiliency (‘R) of the system can be measured as (6.15)

Prec (6.15)

R =
PTL

R canbe the 0.3 <R < 1; Py, & Pry are the recovered load and total load of outage MGs.

6.3. Transactive energy framework

This section presents the TE modeling and pricing mechanism. In the proposed TE model, five
MGs and the main grid have been considered for energy trading. Moreover, the market operator is
operating all the trading actions optimally as per the load demand and time (on-peak, mid-peak, and

off-peak). The energy exchange (M;; ;) of multi-MG system can be defined as (6.16).

(6.16)

where M;; is the energy trading amount between MG i and MG j (i # j) or between MG i and upstream
grid (i = j), with a positive sign indicating MG i buying energy and a negative sign indicating MG i
selling energy. The net power injection in i MG from other MGs/grid through TE market at time ¢ is
defined in (6.16),

(6.17)

N
Pgic = Z Mij,t/At
j=1

Mije,  Mije =0

where M; e =13 Myt , My, <0 and a;; is the power loss percentage.
1—aU ’

Assume B is a physical transfer contract specifying that the customer receives energy from TE

market at a price €2. This price is calculated as the average value of a reference price related to the

G

contract, denoted by €7, and the pool price CF. Indeed, the pool prices depend on the time interval ¢,
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and the final price of the trading energy through the bilateral contact is defined by G?j,t, expressed in

(6.18). Further, the cost can be calculated using the bilateral price, and energy quantity is presented in

(6.19).
( G2 +ch
| L i%],
62, =] ? (6.18)
ij,t I(gzanzr i=j, MU >0 .
k@gegl i=j, M;<0
N
ch=) chmMbac, ter
j=1 (6.19)
where €}, (§/kWh) is the transaction price of MG at time #; €7, ($/kWh) is the buying price from the

upstream grid at time £, €% ($/kWh) is the selling price to the upstream grid.
The cost is stated in (6.20), which depends on the trading hours, such as on-peak, mid-peak,

and off-peak time, and the relation is expressed in (6.21).

CF = [6F ], ¢ €T UT™ U TS (6.20)
Chon > Chpia > Clypp, tO" € TO, Mid @ Tmid toff g TS (6.21)

where TO", T™4, TS are the sets of the on-, mid-, and off-peak time.
Further, the energy cost is calculated in a different form, either obtained or delivered, and

from MG to MG and MG to the main grid, as discussed in (6.22).

(M xGgy i=j, Mj;=0
My x G i=j, My <0 (6.22)
cij = p Yo . ,
My % (Q:ij.t + 7>' M;; =2 0,i # j (obtained)
Mij B Co . .
L 1- a_,@gc + M Qi — Mij7 M;; <0,i # j (delivered)
ij

where €y (8/kWh) is the generation cost coefficient; €, ($/kWh) is the utilization cost coefficient of
each transaction, which is the benefit of market operator paid by the seller and buyer evenly; a;; is the

power loss percentage.
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In this calculation, the following assumptions have been taken.

The trading can be done through MG to MG or MG to Grid,

The trading price ($/kWh) is dynamic according to time (on-peak, mid-peak, and off-peak);

The purchasing price from the grid is greater than the TE trading price ((ngir > (giBj,t);

The selling price to the grid is less than the TE trading price (€3¢} < (Eg-’t);

The seller will pay the extra cost due to power loss; The market operator benefit will be
calculated as per the amount of energy transactions. The price will be paid by the receiver and

delivery side (half-half), as they are using the network, such as network utilization fees.

Further, the benefit of the market operator is calculated as (6.23). It uses the power network to trade

the energy, in which the utilization fee is considered for each transaction.

N N
€
CBuo.t =Z Z |Mij,t|x7

i=1 j=1,i#]

(6.23)

where Cg,,, + is the market operator benefit at time ¢.

—— Energy flow Multi-Microgrid with TE system Blockchain and smart contract
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Fig. 6.3 Energy trading approach on Blockchain-enabled TE platform (Source: Author)
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Algorithm 6.1: Blockchain-enabled TE trading algorithm

—_

Initialization

2: for MGi=1,N do

3: With a homomorphic encryption algorithm, MG i generates a public key K,,,, as the digital
signature receipts and private key KK, as the digital signature to confirm the transaction.
Then, they are stored in the Blockchain ledger.

4: end for

5: for MGi=1,N do

6: MG i solves an optimization problem to minimize the total cost (min C;). MG i obtains
the optimal energy trading quantity M;;(t) with MG j (j # i) and the Grid (j = i).

7: end for

8: fortimestept =1,T do

9: for MG i=1, N do

MG i generates the proposed optimal trading quantity M;;(t) with MG j using public-

key KK, The information is sent to the Blockchain.

10: end for
11: The Blockchain miner is responsible for verifying the transactions that are delivered by each MG.
{ if M;j = —Mj;, verification passes, process the transaction
else, verification fails, ignore the transaction

The verified transaction will generate a new block and enter the Blockchain. The balance
transfer will be automatically triggered for verified transaction.

12: end for

6.4. Blockchain implementation

Blockchain defines that the data or transactions are structured in blocks, and then it links with
each other like chains stored in cryptologic hash keys from one block to another, followed by the
consensus protocol among the Blockchain network. It brings up a top-notch technological solution for
data security in terms of transparency, verifiability, and immutability. Notably, in the Blockchain,
consensus protocol and smart contracts are the great players who drive the technology into a resilient
system, which are described below.

Blockchain technology is an emerging trend nowadays and picked considerable attention in the
TE market. A few authors have introduced this concept into the energy sector and mentioned as the

internet of energy (IoE), which facilitates the decentralized network where all the energy trading can
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take place [19, 20]. With the rapid growth of smart devices in the power system, it is argued that the
energy sectors are getting ready for the digital revolution [21]. However, this revolution cannot be
fulfilled with the centralized TE market scheme, which needs a better arrangement for data exchange
solutions. On the other hand, prosumers are showing a keen interest in participating in the TE market.
However, they are unwilling to participate due to complex structures, poor pricing mechanisms, and
reduced incentive schemes. Further, moving towards a decentralized energy system is the main aim of
the energy transition, which can increase the penetration of renewable energy sources to enhance
sustainability. With all the considerations mentioned above, blockchain technology can help the energy
sector through a decentralized platform with digital technology. With this technology, peer-to-peer
energy trading can be done quickly, smartly, and securely [22]. In addition, using this technology,
several applications have successfully emerged, such as electric e-mobility, energy democratization,
demand-response schemes, smart metering, smart grid management, automation of green certificate
issuance and carbon trading, etc. [23, 24]. In this chapter, blockchain technology is applied in the TE

energy market to secure the platform in the face of cyber-attack.

6.4.1. Consensus protocol

The consensus protocol plays a critical role in establishing the trusted path through transaction
verification. Moreover, the consensus protocol deals with verification and validation followed by the
linking from an old to a new block in the distributed ledger, shown in Fig. 6.3. This mechanism expels
the role of central authorities in dealing with data authentication, and, eventually, it manages peer-to-
peer without any intermediatory. The implementation of the consensus protocol is to verify and validate
the transaction in each stage; however, it is critically important in the final stage as the authentication

of the private key is required to start the trading process. The procedure is discussed in Algorithm 6.1.

6.4.2. Smart contract
A smart contract defines a handshake between seller and buyer established by a digitally signed

computer. According to the energy requirements, the operator is responsible for automatically

performing the trading action in each period. The seller and buyer could respond to the bids and offers
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generated by the market operator regarding energy quantity and price. Then, the parties will validate
the contract, which is the price and quantity of energy exchanged by all the peers in the TE market.
Once it achieves the optimal pricing, the energy exchange can be done. In a smart contract, three
components will be written in the agreement: energy quantity, trading price, and trading time (on-peak,
mid-peak, or off-peak time). The trading price is not constant, and it depends on the time of transfer.
There will be two ways of action: for example, MG; receives M;; quantity of energy from MG;,
thereafter, the MG; will transfer the C;; dollars to MG; as per the quantity of energy received. Indeed,

the payment will be automatically executed and updated through ciphertext.
6.4.3. Homomorphic encryption scheme

In this scheme, the plaintext and ciphertext are denoted as Q and X, encryption and decryption
functions are stated as € and D, and public and private keys are specified as Ky, p, and Ky p,,
respectively.

Plaintext = Q = {Uy, Uy, Uz ..... Uy}

Ciphertext = X = {1, %3, %3 ..... X}

Key=K={%q,#,, %3 ..... £n}

The function f is called a homomorphic when it follows (6.24).

E(fluy, ty, o uy)) = f(E(uy), E(uy), .. E(1,,)) (6.24)

The implementation of the homomorphic encryption method is to verify and validate the
transaction in each stage. This method is categorized into four steps: key generation, data authentication
(encryption and decryption function) and transaction confirmation.

Firstly, it starts with the key generation, formed according to the number of nodes (sender as a
source node and receiver as destination), which are different from each other. Secondly, node
identification means identifying the parties who wish to trade with each other. Then the nodes of the
parties must go through the authentication (homomorphic encryption/ decryption) stage. Further, the
TE nodes use the secret keys to get the authentic response. If the authentication fails, the trading can’t

be done, and it will be assumed that there is a privacy leakage or any form of attack. Once the
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authentication is passed, trading (both energy and payment) can be executed automatically based on the
smart contract. After the confirmation of the transaction, a new block will be created in the Blockchain,
and the same process will go on.

Let us assume each MG has its own beneficiary account with a balance of {b;, b,, bs ..... b, }.
With this account balance, the ciphertext can be defined as (X([h)l),X([b)z), ...X([b)n)), and then the
miner can easily estimate E(f(uy, 4y, .....uty)) by f(E(wy),E(uy), ...E(w,)), where n is the
number of blocks.

When the energy supplier M; intends to transfer energy as per the need by M,, M; commences
the transaction to the Blockchain. Assume that the energy available in M; is R; and the energy trading
that M; wants to transfer to M, is U, . Then the secured energy trading actions can be performed through
the homomorphic encryption scheme in three steps are discussed as follows [16].

Step-1: Key generation: Assume that there are two random prime numbers chosen by M; and M,
such as 3; and v;, i = 1,2 ... and compute Z; and KK;, defined in (6.25), and (6.26), respectively.
Ly = 3;-v (6.25)
Ki=LG;— 19, —1),1=1.2.. (6.26)
Again, M; and M, choose another integer randomly as g; = R;2, i = 1,2..., which must satisfy (6.27).

G(M 7 ) =1 (6.27)
Z; )T

where Z is the modulus, K is the key, L and G are the lowest common multiple and greatest common

factor, respectively, R, is the set of integers that is lower than Z? and Ry is the set of integers co-

prime with Z2. Let the public and private keys of M; and M, be stated as (6.28) and (6.29).
Kpum, = (Z1,81), and K.y, = Ky (6.28)

Kpum, = (Zz,82), and K,y py, = K, (6.29)

Step-2: Encryption phase:
In this stage, data encryption is done through ciphertext. The sender (M;) randomly chooses

the encryption parameter such as B,y € Rz . Then it encrypts Uy by Kpy p, = (Zl, gl) to derive the
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ciphertext, expressed in (6.30). Further M; selects another encryption parameter randomly as B, €
R7 , and then it encrypts Uy, by Kpy p, = (ZZ, gz) to derive the ciphertext, expressed in (6.31).

Xy =& (u1):91u1-91u21 mod Z% (6.30)
Xoy = Ez(uz)zgzuz-gzuzz mod Z% (6.31)

The above two ciphertexts are derived from the randomness of P with the same energy
transaction ‘U, and then it can be decrypted with the same U. Thus, M; needs to prove to the miner that
the plaintext data of the ciphertext X;¢;, X7, are equal.

Step-3: Decryption phase

The ciphertext is the encrypted text that needs to be decrypted using a private key to validate

the transaction and energy transfer. Suppose that Z; = Z, and private keys for M; and M, are IK; and

K,, and the decryption can be done using (6.34).

Uy = DXiy) = —F;é?(:):::j;; mod Z (632)
where F(a) = alz;l, U; = U,=U. In this case, the below properties are to be followed [25].
Property-1: VU1, U, € Ry

D (E(U,) . £(U,) modZ?)= (U, + U,) mod Z (6.33)
Property-2: VU € Ry

D (E(W* mod7Z? ) =AU mod Z (6.34)

Step-4: Transaction confirmation

As per the aforementioned process, the homomorphism of the cryptographic system is used to
certify the miner that the ciphertexts X;4, and X,;, comprise the identical plaintext records, and then it
validates the authority of the transaction, which ensures trading security. The detailed discussion of the

authentication process is summarized as follows.
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Authentication process

1.
1.1
1.2
1.3
1.4

1.5

1.6

2.1
2.2

23

Initialization:

Take [ as the safety parameter

M, generates random number p;

Estimate U, + p;, where 1 <1< J

Assume Q5 = E1(p; ) , Qa5 = E,(p; )

where1 <i< g

Addition of homomorphic by the public key (M,).
Uy =Xy +9u, 117

Addition of homomorphic by the public key (M,).
Uy =Xy + 902,151

Process:

M, sends the required parameters to Blockchain,
Miner sends a string Z to M4, E; € {0,1}

When M, receives E,

if =0,
M, sends p; of Q4; ,9-;, and PBy;, B,; to miners.
lf E]'l = 1,

M, sends U, + p; of Uy, Uy; and
By + Bii By + By; to miners.

When verification is passed, miners accept the transaction; otherwise, decline the

transaction.

6.5. Results and discussion

In this section, the verification of the proposed TE framework is presented with four different

scenarios: such as, Case-1 is the base case where no TE framework is considered; in Case-2, the

proposed TE framework is implemented; in Case-3, the TE framework with MG outage condition is

investigated; and finally, in Case-4, the Blockchain technology is applied to show the effectiveness of

the system through the premise of success probability using various FDI attack.
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Fig. 6.4. Cost comparison in Case-1

In the proposed model, the market operator maintains the energy balance of the whole system
through optimal energy trading between MGs and grid supply. The main objective of this framework is
to minimize the overall energy cost and helps to benefit each MG in terms of selling surplus energy to
other MGs or Grid, which are illustrated in Figs. 6.4 - 6.6. Three time-of-use periods are considered in
this simulation, on-peak (6-9 hrs, and 18-21hrs), mid-peak (10-17hrs), and off-peak time (22-5 hrs),

and prices are also varied accordingly.
6.5.1. Case-1: Base case (without TE framework)

In this case, the load demand has been met through the MG's own generation and grid supply.
The interconnection of MGs is not taken into consideration here. As can be seen from Fig. 6.4, the cost
of most MGs (MG1, MG3; MGy) is high (Fig. 6.4 (a)) at the on-peak compared to mid-peak and off-peak
time, and subsequently, the overall cost is also high at the on-peak time (see Fig. 6.4 (b)). In this case,

the MGs only trade the energy with the grid, and the cost of trading energy can be seen in Fig. 6.4 (c).
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Fig. 6.5. Cost comparison in Case-2

6.5.2. Case-2: With TE framework

In this case, the proposed TE framework has been implemented, and the overall energy cost as

well as each MG’s benefits is optimized. As can be seen from Fig. 6.5, the cost of each MG is high (Fig.

6.5 (a)) at the on-peak compared to mid and off-peak time, and subsequently, the overall cost is also

high at the on-peak time (see Fig. 6.5 (b)). The trading energy cost between the MGs can be seen in Fig.

6.5.(c). It is noted that, compared to Case-1, the energy cost is reduced significantly in Case-2, as

illustrated in Fig. 6.5.
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Fig. 6.6. Cost comparison in Case-3
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6.5.3. Case-3: With TE framework and resiliency consideration

This study considers the resilience-based approach where two MGs are taken as outage
conditions. As per the load demand profile based on (6.14), a minimum of 30% of the load needs to be
served, as it is considered a critical load, and then the minimum level of resilience (0.3) can be
maintained. With this objective, energy trading has been done with the healthy MGs and the main grid.

It can be observed that the proposed TE framework achieves the minimum resilience level and
restores the critical load optimally. As shown in Fig. 6.6, the overall cost of the TE system cost is

considerably higher than Case-2, but it is smaller than Case-1, even considering the extreme events.
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Fig. 6.7. Cost comparison and resilience characteristics
In addition to the above analysis, the cost comparison with Case -1 & 2 and Case-1 & 3 are
depicted in Fig. 6.7 (a) and (b), respectively. It is observed that using TE technology in the existing
system can save $325.6M. While considering the resiliency in the TE system, it saves $46.69M. Fig.
6.7 (c¢) demonstrates the cost versus resilience, which needs to be a tradeoff. The minimum resilience
30% is considered here as it is assumed as the critical load. The resiliency can be improved, but the cost
would be very high due to MG outage conditions. During the event, the available MG has no sufficient
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capacity to meet all the load demand; eventually, the unmet demand can be bought from the grid, which

increases the cost significantly, as can be seen in Fig. 6.7 (c).
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Fig. 6.8. Cost comparison in Case-4
6.5.4. Case-4: With TE framework and Blockchain

There are many types of attacks possible in the TE system by cyberpunk; however, the FDI attack
is well known. The FDI attack can be shoot into the system by three ways of data falsification, such as
at the sender side (prior to data transfer), the transmission path (data in transmission), and the receiver
side (after the data are received) [26]. This can be done using the meters used in the network or falsifying
the control center's data. All the FDI attacks are considered in this study with and without the application
of Blockchain as scenario-1 and scenario-2, respectively. Indeed, to show the effectiveness of security
operations using the homomorphic-based Blockchain technique against FDI, the success probability of
an attack is estimated. In scenario-1, the FDI attack is applied to the TE system, and it is observed that
the cost of each MG and the overall cost is exceptionally high, which can be seen in Fig. 6.8. Since the
energy cost is remarkably high, which does not meet the objective of the proposed TE framework, it
needs to be revamped through advanced technology. With this concern, state-of-the-art technology such
as Blockchain is applied and studied in scenario-2. While considering the security operation against the
attack, the probability of success illustration is vital, showing the attack-defensive mechanism of the

proposed system, which is discussed as follows.
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Fig. 6.9. Probability of successful attacks comparison

Let us assume there are 105 sensors used in the TE system to collect the data, such as voltage,
current, frequency, power, etc. With these 105 sensors, there are 105 X (105 —1)/2 = 5460
communication channels established, as derived in [27]. The cyberpunk can hack the sensor data and
try to steal critical information to launch a fruitful attack. Therefore, the probability of a successful
attack is measured in this study with and without Blockchain technology. The same concept of
successful attack probability is used in [27]. In scenario-1, it is assumed that the TE system has no
private key for each node, and then the cyberpunk has made the attack on K communication channels.
In scenario-2, it is assumed that each transaction has a secret key with encryption and decryption
techniques, and then the FDI attack is applied. Further, a Monte Carlo method is used to generate
random draws to show the best comparison in terms of short to long variation (in this study, increasing
the number of communication channels is considered). The success probability of scenarios 1 and 2

with various K (attacked communication channels) values in [1, 1500] is presented in Fig. 6.9.
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Moreover, in Fig. 6.9 (a), it is reported that the probability of success decreases as the number of
sensors that need to be hacked increases. The data manipulation has been done through communication
channels with steps such as 5% to 100% of K value, where K has been set to 100, 500, 1000, and 1500,
respectively, for comparative analysis. On the other hand, Fig. 6.9 (b) reveals the attack-defensive
capability using Blockchain, reducing the probability of success. In this graph, the natural logarithm is
taken on the y-axis, only to show the better comparison characteristics, as the probability of success is
very low (< 0.1).

Further, the overall probability is measured by considering the scenario where the system is
assumed to be very weak with the successful attacking probability for the attacker in the range of [0.9,
0.99], and the probabilities of all three ways of data falsification (sender side, transmission path, receiver
side) are assumed to be equal. In addition, uncertainty is considered here, which is the combination of
the probability of cyberpunk in three ways of attack. As shown in Fig. 6.10, the number of sensors that
need to be hacked (h) and uncertainty are considered variables, and it is observed that when a cyberpunk
has a definite proportion of falsification data with fewer sensors, the overall probability of success is
high, as can be seen in Fig. 6.10 (a), whereas, with the Blockchain in scenario-2, the overall probability
of success is low, as shown in Fig. 6.10 (b). Moreover, with fewer sensors, the probability of successful
attacks is higher, as it is easy to duplicate the data in the sensors and channels. It is noticed that a
Blockchain-enabled TE system provides a highly secure platform for trading energy as well as payment

operations.
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Fig. 6.10. Overall probability of successful attacks and its defensive capability

As noted, Blockchain technology prevents several malicious attacks and reduces many associated
risks. Besides, it has the desirable features of decentralization, autonomy, immutability, verification,
fault tolerance, auditability, and transparency. These features are possible as they deal with smart
contract and cryptographic methods such as public and private key generation. It helps to create a proof-
of-work mechanism where all authentication can be trusted to finalize the trading process. Trading
activity fails if the attacker tries to steal the information or change some signal/data. Therefore, the
probability of success of the attack from the attacker's point of view is low. With this technology, the

whole transaction of the system can be secure and resilient.

6.6. Summary

This chapter presents a Blockchain-empowered TE framework for improving privacy
preservation and energy security against cyber threats. The proposed scheme greatly enhances the
overall energy cost-saving, and each MG benefits from using the bilateral trading pricing mechanism.
In addition, implementing Blockchain into the TE system shows a remarkable achievement when it
faces cyber-attacks. Various operational case studies are demonstrated with the inclusion of extreme
events such as MG outage conditions and FDI attacks, and in both cases, the proposed system has shown
its defensive capabilities. The effectiveness of the proposed system is verified with resiliency versus

cost trade-off in Case-3 and probability of successful attacks in Case-4.
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In a nutshell, the Blockchain-enabled TE framework has a renowned interest in this chapter,
where the various distinguishing characteristics appealing to the current needs of the energy market
have been shown. The results outlined that the proposed TE platform provides better economical
operation to the operator and energy providers. In addition, with the Blockchain, the whole system can
be regarded as a promising solution for economic and secure operations for the TE scheme.

An efficient decentralized-based TE scheme with a large-scale system in future work will be studied.
In addition, the breakthrough of Blockchain with more favorable features is to be implemented in the
TE scheme, such that it could follow the industrial revolution in the energy sector. On the other hand,
under extreme events, Blockchain-related cyberinfrastructure has a risk of being damaged. The

willingness of the MG operators in damaged areas to participate in the TE market will be studied further.
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CHAPTER 7

CONCLUSIONS AND FUTURE WORKS

7.1. Conclusions

This thesis is concerned with the resilience framework for ADS with various enhancement
techniques. In spite of the fact that the resilience consideration is widely adopted in the energy sector,
the robust design of ADS still suffers some issues with reference to the quantification framework,
enhancement methods, cyber-security, and energy market participation. To address the
aforementioned issues, various resilient strategies should be studied subject to extreme event
conditions, including transmission line outages, microgrid outages, and cyber-attack. Along with this,
today's energy markets are undergoing a significant transformation where digitalization is crucial.
However, it creates a vulnerable path for the attacker that needs to be taken care of. Motivated by this
concern, a novel TE framework should be developed where security will be the primary concern using
emerging technology. The following are the concluding remarks of each chapter.

In Chapter 2, a comprehensive literature review is presented on various planning and operational
scheme of ADS on account of resiliency. It also outlines several frameworks for resilience
quantification and enhancement approach with their respective conditions. From the state-of-the-art
literature, it has been found that four factors, such as withstand, recover, adapt, and respond, are
significantly important and considered major attributes of resilience, which are discussed in detail.

In Chapter 3, the importance of distributed energy resources in ADS on account of resiliency is
presented. The resilience study in this chapter is validated by measuring an index as ‘energy-not-
supplied’ in the presence of renewables and storage units and their optimal location. This index
signifies the number of customers affected due to the supply shortage, and to reduce it, proper
allocation of the DER is vital. On the other hand, the case study verifies the performance with various

approaches, where the appropriate resource allocation method has remarkably enhanced the resilience
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characteristics.

In Chapter 4, the study has contributed to two manifolds: (a) introducing a resilience quantification
framework; (b) a resilience enhancement approach through MMG arrangements and mobile energy
storage placements. This study concludes that the quantification of resilience is vital, and thereafter,
various approaches can be attempted to show the resiliency of the system. Fostering the development,
the optimal reconfiguration technique using MMG and mobile energy storage has been applied, where
the resilience indices are measured and compared with the enhancement value. In addition, the value
of resilience is also illustrated in terms of failure rate, outage time, and economy, which have been
examined through real-time data. With this examination, the outage cost will be exceptionally high if
the failure rate is not reduced. Moreover, due to high-disruptive events, some towers and/or
transmission lines get abolished, where power flow is not possible even though the system has ample
resources. In such a case, the role of the mobile storage unit is significant since it is movable and can
go to the desired location to meet the load demand, which can greatly enhance the resilience
characteristics, save lives, and saves the economy.

In Chapter 5, the role of isolated MG by considering the parameter uncertainties and cyber-attack
is presented. As noted, the decentralized power system plays a key role in remote area power supply,
where the grid connection would not be possible, and an isolated MG can be the best way. Indeed,
frequency is a sensitive parameter of the power system, which needs to be within rigid limits
(£ 2.5 % deviation); otherwise, the system can face a blackout. On the other hand, there are many
mediums that compel the frequency change, which can be a sudden load change and parameter
uncertainties due to intermittent energy sources. Nowadays, external attacks, such as hackers, can
inject false signals, which can largely affect the system's performance and frequency, and it’s not easy
to defend with a traditional control method. With this concern, a resilient control strategy is
implemented through an adaptive fuzzy PID controller, which can deal with non-linearities and cyber-
attacks. Evidently, the proposed control method upholds the frequency support to evade the power
system failure and offers better dynamic response. Further, the proposed model with different control
methods has been tested through a real-time simulation platform, such as OPAL-RT. It also gives a

satisfactory performance, and finally, it shows the system validation.
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In Chapter 6, a novel concept of the TE framework is introduced where two factors are considered
important: resiliency and security. The empirical finding in this study offers a realization of the energy
market in a better approaching way through a competitive pricing scheme. In an initial attempt, the
TE framework is compared with a traditional system, and it is observed that the energy cost is saved
significantly. Secondly, the proposed system is simulated under two MG outage conditions, showing
that the minimum level of resilience has been achieved and the overall energy cost is lower than the
traditional system, which means the TE system can cope with extreme events. The investigation has
moved further to cyber-attack-related issues, as the number of transactions and information are in a
public forum, which makes the system vulnerable to cyber attacks. In such an instance, the hacker can
easily falsify the transaction data that needs to be secured, which can be mitigated by using an
authentication key through Blockchain technology. Through Blockchain, encryption and decryption
methods are employed where two keys are essential to initiate and finalize the transaction, such as
public and private keys. To show the performance of the Blockchain against attack, the probability of
success is measured, and surprisingly, it has an implausible effect on the TE system, as it defends
against the cyber-attack signal. The interesting fact of this study is that the proposed TE framework
can be assured of a paradigm shift in the energy market scheme, which can cope with extreme events
and deal with security issues. More importantly, it can lead to a far more cost-effective system, which

verifies the main aim of the TE platform.
7.2. Future works

This thesis develops and validates various resilience frameworks with their respective scenarios.
Further, this research can be put forward in several directions as follows:
¢ Incorporating communication system into resilience framework: The proposed resilience
framework incorporates only the electrical sources in the assessment; however, the
telecommunication system needs to be integrated into the framework, as it is extremely
important to the smart electric infrastructure.
e Technological advancement: With the advancement of technology in the energy sector, the

proposed models can be extended to assess the impact of smart/micro-grids, EV integrations,
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static/mobile energy storage devices, variable generations, etc., on resilience performances.

e Test with a large-scale system: The developed frameworks in this thesis used small-scale
networks, i.e., 5-bus and IEEE 33-bus test systems. However, a large-scale system will be
preferred for further studies to show the functionalities and capabilities of the proposed
framework.

o Integrating different types of cyber-attack models into the proposed system: The cyber-
attack model used in this thesis is only the false data injection attack; however, a more
complicated attack model can be employed to show the robustness of the proposed
frameworks.

e Behavioral science strategy for the energy market: The proposed TE framework only
considers the customer benefit in terms of price and security. However, consumer decisions
and behavior potentially contribute to energy efficiency, which should be added to the

framework to enhance the resilience of the smart distribution system.
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APPENDIX

I. Resources and funding authority

MATLAB is a design and programming tool, which is a licensed package toolbox provided by
University of Technology Sydney (UTS) with an updated version (2021), which is used to perform
simulation through Simulink design from the control system and sim power system toolbox and coding
from the main MATLAB window. Besides, microsoft visio is a licensed tool provided by UTS, which
is used to draw the diagrams in the thesis. Furthermore, one of the most powerful devices, such as
OPAL-RT, is provided by the UTS to do the real-time simulation, and finally, it has been used to
validate the model for the betterment of publication.

Further, this work is truly supported by the UTS through scholarship and the HDR research fund.

II. Research ethics and integrity statement

The proposed research project is purely computational. This project does not involve physical
contact, environmental clearance, or machinery testing. Hence, ethical clearance is not required for

this research.
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