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ABSTRACT

Deep Reinforcement Learning for
Artificial Intelligence-enabled Autonomous Penetration Testing in

Cyber Security

by
Hoang Khuong Tran

Penetration Testing (PT) is the set of methods used to enhance the security of a net-
worked system by exploiting potential vulnerabilities. It is the practice of simulating
attacks on computer systems, networks, or web applications to test their security and
identify vulnerabilities that an attacker could exploit. Penetration testers use vari-
ous tools and techniques to probe the defenses of a system and uncover weaknesses.
These methods require significant time and resources for training and execution.
There is a shortage of skilled professionals to deal with the increasingly complex
cyber security landscape. Conventional approaches in penetration testing require
threat model of the target network to gain context to the exploits and vulnerabili-
ties. These requirements present intractable challenges for penetration testing tools

in dealing with rapidly changing network software and attack dimensions.

Artificial intelligence (Al) and reinforcement learning (RL) can potentially be
used in penetration testing to automate certain tasks and improve the efficiency of
the testing process, such as identifying targets, generating attack strategies, and
adapting to changes in the target system. Al-enabled PT has been under research
in recent years due to the insurgence of new deep learning advances in which RL is
considered an appropriate learning framework to develop such applications thanks to
its capability in learning a sequential decision-making process without any labelled
dataset through interacting with the environment. For example, an Al-powered

tool could analyse the network architecture and system configurations and suggest



potential attack vectors based on this information. An RL system could learn from
previous testing experiences and use this knowledge to adapt to new situations and

improve its performance over time.

However, there are multitudes of challenges in using RL to develop an automatic
penetration testing application. The main challenges are the large and structured
configuration of the state space and action space which are unconventional in typical
deep RL works. Other challenges include the partial observability, the scarcity of

rewards and the stochastic dynamics of the environment.

This research aims at understanding the technical challenges presented by an au-
tonomous penetration testing application and developing novel Deep Reinforcement
Learning (DRL) frameworks to deal with two problems of scalable autonomous PT,
which involve the complexity of the action space and the state space. By leveraging
the recent advances in Multi-Agent Reinforcement Learning (MARL) paradigm, we
re-formulate the conventional approach of using a single-agent DRL into a multi-
agent learning framework, enabling the decomposition of the complex and struc-
tured action space into manageable sub-modules each of which is controlled by a
DRL agent. The agents are trained cooperatively to develop PT policies under
two different representations of the action space: a large and discrete action space
and a multinomial parameterised action space. We introduced two new frameworks
called Cascaded reinforcement learning agents for large discrete action spaces and
Multi-agent reinforcement learning for parameterised action spaces for each of the

aforementioned action space representations.

The complexity of the state space representation in autonomous PT consisting
of the non-visual and binary-valued description of the cyber networks, the highly
stochastic state transition probability coupled with the sparsity of the reward sig-
nals makes it challenging for DRL algorithms to learn in such application. We
adapted Hierarchical Reinforcement Learning (HRL), a multi-layer learning ap-
proach wherein the high-level layer is trained to assign different sub-goals to the
lower level, which in turn learns a primitive policy to achieve the given subgoals.

This integration of HRL into the MARL training is innovative and can be devel-



oped into a more general framework for handling complex problem space in different
domains. The subgoal learning is facilitated by using the Successor Representation
(SR) as it enables the learning of a state abstraction under environment with sparse
or no reward. All the proposed approaches can be integrated end-to-end to develop

an Al-enabled autonomous penetration testing application.

Dissertation directed by Distinguished Professor Chin-Teng Lin
Australian Artificial Intelligence Institute (AAII)
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