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ABSTRACT

For a network trained on in-distribution (ID) samples, test samples could be out-of-
distribution (OOD) that are drawn from distributions different from that of ID samples.
Accordingly, OOD detection aims to identify OOD samples in test phases. The main
challenge lies in that a network could provide high-confidence predictions for OOD
samples, which indicates that the network cannot distinguish ID and OOD samples.
The main causes of the high-confidence issue include limited ID and unavailable OOD
samples in training processes. One strategy to enhance the detection performance of a
network is to make the outputs more sensitive to OOD samples, i.e., the network tends
to provide high- and low-confidence predictions for ID and OOD samples, respectively.

Improving the OOD sensitivity for a network requires to address a series of im-
portant problems and challenges: (1) Penalizing OOD samples with high-confidence
predictions can improve the OOD sensitivity. Accordingly, how to generate specific
OOD samples for a network? (2) If partial OOD samples are observed, how to involve
them in the retraining process to balance the ID generalization and OOD detection? (3)
If OOD samples are unavailable, how to fine-tune a network with augmented ID sam-
ples to improve the OOD sensitivity? (4) If modifying the network is not allowed, how
to learn an auxiliary network to capture the OOD-sensitive information for the network?

This thesis systematically studies how to effectively solve the aforementioned is-
sues with experimental and theoretical support. Due to the significant difference be-
tween ID and OOD samples, it is essential to consider the data characteristics and data
correlations that statistical methods can model. Accordingly, this thesis attempts to in-
corporate statistical methods into deep neural networks to improve the OOD sensitivity.
Specifically, this thesis proposes four novel methods to address these issues. The main
ideas include inferring an implicit generator based on the Shannon entropy to generate
high-confidence OOD samples, constructing adaptive supervision information for OOD
samples to minimize the disruption for learning to classify ID samples, exploring the
data space around ID samples to construct the vicinity distributions for OOD samples,
and utilizing an auxiliary network to explore the discarded OOD-sensitive information

in ID samples according to information bottleneck theory.
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CHAPTER 1

Introduction

In this chapter, we briefly introduce the background of out-of-distribution detection,
related challenges and questions, thesis contributions, and finally show the framework

of the entire thesis.

1.1 Background

Deep neural networks (DNNs) have demonstrated a significant generalization ability
when the independent and identically distributed (i.i.d.) assumption is satisfied [1, 2, 3].
This assumption indicates that training and test samples are drawn from the same
distribution, i.e., in-distribution (ID). However, in real-world scenarios, test samples
may come from different distributions differing from that of ID samples, i.e., out-
of-distribution (OOD). An undesirable situation is that networks tend to make high-
confidence prediction [4] on test samples with semantic shift [5], i.e., OOD samples, as
shown in Fig. 1.1. This over-confidence phenomenon on OOD samples makes DNNs
fail to know whether test samples are OOD, which can limit its adaption and cause se-
rious OOD issues [6, 7]. Therefore, improving the ability to distinguish ID and OOD
samples, i.e., the OOD sensitivity of a network, is a significant concern for DNN robust-
ness and Al Safety [8]. To evaluate the OOD sensitivity of networks, the considered task
OOD detection aims to identify the test samples that are semantically different from the
training ID samples and should be rejected to belong to the known classes.

The cause of the over-confidence phenomenon lies in the significant difference be-
tween ID and OOD samples [10]. Specifically, in the training phase, only limited ID
samples are observed, and OOD samples are unavailable. Accordingly, DNNs only
learn to assign high-confidence predictions to the observed ID samples, which indi-
cates that the predictions for OOD samples are uncertain. It indicates that some OOD
samples could receive unexpected high-confidence predictions in the test phase, which
causes that networks cannot distinguish between ID and OOD samples. Due to the
significant difference between ID and OOD samples, it is essential to consider the da-
ta characteristics and data correlations to improve the OOD sensitivity of DNNs. One

interesting and challenging direction is to incorporate statistical methods into the pow-



Fig. 1.1 Heat map of prediction confidence.

The embedding results are constructed by t-SNE [9]. Red points correspond to training
ID samples. Yellow regions correspond to high confidence for predictions, while blue
regions correspond to low confidence. The trained network assigns high-confidence
predictions on samples located in the regions outside the training ID samples, i.e.,
OOD samples. It shows the network does not discriminate between ID and OOD
samples. The figure is best viewed in color.

erful DNNs. The main insight is that statistical methods, extracting information from
data, to consider the complex data characteristics and data correlations that are sensitive

to OOD samples in the training process of DNNs.

1.2 Research Questions

For a pretrained network learned from a training ID dataset, to improve its OOD sensi-
tivity, we retrain or fine-tune the pretrained network by incorporating statistical method-
s. When statistical methods meet OOD detection, we consider a series of research ques-
tions in this thesis. Penalizing OOD samples with confidence predictions can improve
OOD sensitivity because OOD samples are expected to have low confidence predic-
tions. However, OOD samples are usually unavailable in the training phases. Accord-
ingly, the first research question is how to generate specific OOD samples with high-
confidence predictions for a given network. Suppose OOD samples can be obtained
from real-world datasets or generated by other generative models in training phases.

In that case, the second research question that should be considered is how to balance



ID classification and OOD detection. This is because ID classification performance is
the major concern of the pretrained network. If the balance issue can be addressed,
we can improve OOD sensitivity while maintaining ID classification capacity by us-
ing generated OOD samples when real-world OOD samples are unavailable. However,
generating OOD samples by training generative models is expensive. Accordingly, the
third research question is how to improve the OOD sensitivity by exploring augmented
ID samples rather than OOD samples. If improving OOD sensitivity can be achieved
by exploring the information from ID samples and applying the information to retrain
or finetune the network, the fourth research question is how to construct an auxiliary
network for a given pretrained network to explore the OOD-sensitive information with-
out modifying this network. The detailed research questions and the corresponding

outcomes are presented below.

e How to generate network-specific OOD samples for fine-tuning a pretrained net-
work? Limited training ID samples without OOD samples cause distributional
vulnerability, i.e., the trained network makes uncertain predictions of OOD sam-
ples. One possible speculation is that the distributional vulnerability is ID sample-
based network-specific. This is because altering training data results in different
network parameters [11] and different networks generate various distributions of
data representations [12]. To reveal and patch the distributional vulnerability of
a network, one idea is to fine-tune the network with OOD samples drawn from
a specific OOD generator, which makes it sensitive to the distributional vulnera-
bility. However, the relevant methods [13, 14] without considering data and net-
work characteristics cannot generate specific OOD samples with semantic shift
and high-confidence predictions. They define OOD samples according to prior
knowledge without targeting the distributional vulnerability, misaddressing the
distributional vulnerability of the given network. Such methods cannot explore

most high-confidence OOD samples specific to the network.

e How to balance the ID classification and OOD detection when OOD samples
are involved in the retraining process? One straightforward idea to address the
over-confidence issue is to introduce extra samples from other datasets as OOD
to restrict the network behavior. Since the introduced OOD samples are label-
free, their supervision information is usually determined manually based on prior
knowledge, which is then applied in the training process. However, this approach
sacrifices the classification accuracy because the artificial supervision informa-
tion (i.e., manual labeling per prior knowledge) incorporated on OOD samples is
independent of ID samples. Specifically, the OOD supervision information exclu-
sive to ID samples could interfere with the ID classification process. For example,

the artificial supervision information could be defined as an extra class [15] for



all OOD samples drawn from different distributions. Forcing all OOD samples to
share the same class leads to an extra hyperplane that regards ID samples located
between different OOD samples in the data space as OOD, which further decreas-
es the classification accuracy. In addition, the artificial supervision information
could be a class probability vector drawn from a flat distribution [16]. The class
probability vector is associated with an OOD sample by an extra regularizer with-
out changing the number of classes. This method could improperly change the
class distribution due to the artificially-incorporated class probability vectors. Al-
so, the regularizer strictly independent of the ID samples affects the classification

capacity since it makes networks less attentive to learning from ID samples.

How to improve OOD sensitivity by retraining with augmented ID samples? Ac-
cording to the learning rule of empirical risk minimization [17, 18], a pretrained
network is learned by minimizing the average error over the independent and i-
dentically distributed ID samples. To address the over-confidence issue in the
pretrained network, the empirical risk minimization principle should be extended
to consider OOD samples in the training process, i.e., going beyond the conven-
tional IID assumption for training and test samplings. Specifically, one straight-
forward idea is to fine-tune the pretrained network with generated OOD samples
if no extra real-world OOD samples are available [16]. OOD samples are relative
to an ID dataset, e.g., an OOD sample for an ID dataset could be ID for other
ID datasets, and an ID sample could be OOD for other ID datasets. Therefore,
it would be appropriate to tailor OOD samples for a given ID dataset per its data
characteristics. Accordingly, we explore the related but different samples around
training ID samples in the data space, i.e., finding the augmented ID samples [19]

that can be treated as OOD samples.

How to design an OOD-sensitive auxiliary network for a pretrained network
with retraining and fine-tuning? We argue some fundamental causes of the over-
confidence issue in a pretrained network include: (1) the learned label-discriminative
representations from the pretrained network focus on capturing the ID input-label
mapping, while (2) the network overlooks or weakens the learning of distribution-
discriminative representations that can distinguish ID and OOD. This argument
can be explained by the information bottleneck principle [20] of learning a trade-
off between input compression and its label prediction. As a result, pretrained net-
works only or mainly learn label-discriminative representations from the training
inputs strongly related to the labeling but discard complementary distribution-
discriminative representations that may be weakly related to the labeling but
strongly coupled with the label-discriminative representations. Both label- and

distribution-discriminative representations contain labeling information for an ID

4



sample. However, an OOD sample with even weak labeling-sensitive informa-
tion may hold distribution-discriminative representations corresponding to other
labels or even none of any labels and still receive a high-confidence prediction
from a pretrained network. Therefore, the label-discriminative representations
are sufficient for the classification task but insufficient for OOD detection, and
the labeling consistency between label- and distribution-discriminative represen-
tations could distinguish ID and OOD samples. Differing from the retraining
and fine-tuning methods that modify network parameters, we explore an auxil-
iary network which captures the distribution-discriminative representations for a

pretrained network to improve OOD sensitivity.

1.3 Thesis Contributions

This thesis systematically studies the above four research questions about improving

OQOD sensitivity and makes the following contributions.
o Fine-tuning Discriminators by Implicit Generators (FIG) (resubmitted to TPAMI)

1. An implicit generator is proportional to the negative entropy of the output

probabilities from a pretrained network without extra training costs.

2. A sampler based on the Langevin dynamics efficiently draws high-confidence

OOD samples from the implicit generator.

3. Aregularizer based on the design principle of the implicit generator encour-

ages high entropy of the generated OOD samples.
o Supervision Adaptation (SA) (submitted to TPAMI)

1. To improve the network OOD sensitivity and minimize the OOD interfer-
ence in classifying ID samples, we reveal a form of adaptive supervision
information for OOD samples by measuring the relationship between ID
samples and their labels in the mixed data space containing ID and OOD

samples in the lower bound of the mutual information.

2. To further improve the classification accuracy, we estimate the adaptive su-
pervision information by measuring the data relations between OOD and ID
samples with the same class by resolving several binary regression problem-

S.

3. To balance the network generalization ability on ID samples and the detec-
tion capacity on OOD samples, we combine the lower bound on the mutual
information in the mixed data space and the estimated supervision informa-

tion of OOD samples and then simplify the combined result.

5



e Learning from Cross-class Vicinity Distribution (LCVD) (submitted to TNNLS)

1. According to the mutual information maximization, we derive a generic ex-

pected risk for optimizing networks on ID and OOD samples.

2. Given an ID dataset, we construct the cross-class vicinity distribution to gen-
erate its corresponding augmented ID samples that can be treated as OOD

samples.

3. We improve the discriminability of a pretrained network by fine-tuning it
with the generated OOD samples according to the generic empirical risk of

the generic expected risk.
e Dual Representation Learning (DRL) (submitted to TNNLS)

1. Taking the information bottleneck principle, we reveal that learning a label-
discriminative representation by a pretrained network alone may not suffi-
ciently capture all labeling information of an ID sample. There may exist a
complementary distribution-discriminative representation capturing the re-

maining labeling information.

2. We infer the information bottleneck principle to learn the complementary
distribution-discriminative representations. Accordingly, we train an auxil-
iary network owning the same backbone as the pretrained network to inte-
grate multiple intermediate representations different from a label-discriminative
representation into the corresponding complementary distribution-discriminative

representation.

3. By exploring the different informativeness properties of ID and OOD sam-
ples, the label and distribution-discriminative representations are combined

to form OOD scores for distinguishing ID and OOD samples.

1.4 Thesis Outline

This thesis systematically studies the underlying problems behind OOD detection and

provides the solutions with provable guarantee. This thesis is organized as follows:
e Chapter 2 reviews the related work.
e Chapter 3 introduces FIG generating network-specific OOD samples.

e Chapter 4 introduces SA balancing the ID classification and OOD detection when

OOD samples are involved in the retraining process.
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e Chapter 5 introduces LCVD exploring the augmented ID samples to improve
OOD sensitivity.

e Chapter 6 introduces DRL training an auxiliary network to learn distribution-

discriminative representations that can distinguish ID and OOD samples.

e Chapter 7 concludes this thesis and presents the challenging future work.

Fig. 1.2 Thesis Structure.

The organization of this thesis is presented in Fig.1.2.




CHAPTER 2

Literature Review

OOD detection [6] aims to detect whether a test sample for a network is drawn from
an ID or OOD. The OOD detection performance is applied to evaluate the OOD sen-
sitivity of networks. This problem is related to outlier detection [21], which detects
whether some training samples (rather than test samples) deviate from the majority.
Another related setting is the open-set recognition [22], which trains a network to as-
sign test samples not belonging to any classes in the training set to an extra unknown
class, while OOD detection does not involve extra unknown classes. In this chapter, we
first introduce different kinds of OOD detection methods, including post-hoc detection
methods, confidence enhancement methods, and out-of-distribution exposure methods.
Then, we introduce the statistical methods for network analysis. Finally, we introduce

the evaluation metrics.

2.1 Post-hoc Detection Methods

Post-hoc detection methods aim to design an OOD detector to distinguish ID and OOD
samples according to the outputs from a trained network/discriminator without modify-
ing the training procedure and objective. This property is essential for applying OOD
detection methods in real-world environments because retraining or fune-tining a pre-
trained network could be expensive. The baseline method [6] designs a threshold-based
detector to distinguish the two kinds of samples according to maximum probabilities
represented by softmax outputs [23], and the basic assumption is that a trained network
tends to provide high confidence prediction for ID samples or vice versa. However,
this assumption does not hold in general cases, and OOD samples could have high soft-
max scores due to the unavailable OOD samples in the training process. Specifically,
OOD samples are unavailable and not be considered in the training process. There-
fore, the predictions for OOD samples are uncertain, which indicates that some of them
could have high confidence. To improve this baseline, an Out-of-DIstribution detector
for Neural networks (ODIN) [24] adds negative adversarial perturbations to inputs to
make ID and OOD samples more distinguishable and applies temperature scaling to

the softmax function to make trained networks more sensitive to OOD samples. An



OOD sample could be assigned with high confidence prediction because it is mapped
to the feature representations of ID samples, causing feature collapse [25]. Therefore,
to improve the above softmax-based detectors, another set of detectors model the out-
put distributions of various network layers. For example, MahalLanoBis (MLB) [26]
combines the Mahalanobis distance calculation with input preprocessing to measure
the OOD score according to the feature representations from different network layers.
Based on ODIN and MLB, Deep Residual Flow (DRF) [27] leverages an expressive
density model by normalizing flows to calculate the residual flows of each layer and
each class for a test sample. Gram Matrix (GM) [28] calculates the OOD score by iden-
tifying feature correlations between activity patterns from all layers and the predicted
class. An energy-based detector [29] applies the negative energy function in terms of the
denominator of the softmax activation for OOD detection, and the log of the confidence
in the Baseline method is a particular case of the negative energy function. Although the
post-hoc detection methods can be efficiently applied to pretrained networks, the OOD
sensitivity of pretrained networks cannot be improved, which causes the OOD detection
performance heavily depends on learned knowledge in the pretrained networks. This
thesis explores any other line of research to improve OOD detection performance, i.e.,

improving network OOD sensitivity.

2.2 Confidence Enhancement Methods

Confidence enhancement methods aim to improve the discriminability of a pretrained
network by modifying the training procedure or objective. Based on ODIN, DeConf-C
(DCC) [30] trains an OOD scoring function according to the divisor structure of class
probability confidence and searches for the adversarial perturbation magnitude with on-
ly ID samples. Bevandic et al. [31] propose a two-head model to predict a uniform
distribution of OOD samples. Blum et al. [32] propose a novel approach to separat-
ing ID and OOD samples by training a logistic regressor to aggregate the negative log-
likelihoods of embeddings from all layers. Deep Gambler (DG) [33] sets a threshold for
networks in the training phase, and the network abstains from making a prediction when
the confidence is lower than the predetermined threshold. Based on the experimental
observation that the OOD detection performance declines as the number of ID classes
increases, MOS [34] groups training ID samples according to label concepts. However,
the taxonomy of the label space is usually unavailable, and applying K-Means clus-
tering on feature representations and random grouping to divide the ID dataset cannot
ensure that the samples in a group have similar concepts. The confidence enhancement
methods improve OOD sensitivity by involving OOD prior knowledge in training pro-
cesses and objective functions. However, the two strategies of modifying networks can

significantly affect the main task performance of networks. Therefore, this thesis ex-



plores learning an auxiliary network to capture the OOD information from training ID

samples for a pretrained network without modification.

2.3 Out-of-distribution Exposure Methods

Out-of-distribution exposure methods aim to involve OOD samples in the retraining
or fine-tuning process to improve the OOD sensitivity of a pretrained network. The
OOD samples can be collected from other real-world datasets or generated by genera-
tive models. By applying the real-world samples drawn from the distributions that are
different from the ID as OOD samples, outlier exposure [35] randomly selects an OOD
sample for each ID sample and enlarges the gap between the log probabilities of the
pair of ID-OOD samples by a margin ranking loss. The prior network [16] penalizes
OOD samples by mapping their predicted distribution to a dense Dirichlet distribution
in the Kullback-Leibler divergence. Considering the data characteristics of OOD sam-
ples, MIXUP [13] trains a network with samples obtained by linearly combining two
randomly selected ID samples where the weights are drawn from a beta distribution.
When the weights are approximately equal to a half, the generated samples can be con-
sidered OOD because the target vector combining two one-hot vectors with two almost
equal weights has low confidence. In addition, considering the network characteristics,
the adversarial samples [36] generated by back-propagating the gradient of the cross-
entropy w.r.t. the input to a trained network are applied to retain the network, whose
basic idea is to extend an input by pushing it to the decision boundary. Instead of ma-
nipulating data samples, the joint confidence loss (JCL) [37] extends the above idea
to the distribution perspective with a model-specific GAN-based generator producing
samples on the low-density boundary of ID samples and encouraging the target vec-
tors of the generated samples to satisfy a uniform distribution. Instead of generating
OOD samples, Self-Supervised Learning (SSL) [38] augments an ID sample by ro-
tating it 0°,90°, 180°, 270°, respectively, and learns the rotation angles and the labels
of augmented ID samples simultaneously. Applying the same augmentation method,
the Contrasting Shifted Instances (CSI) [39] treats the original and augmented ID sam-
ples as positive and negative samples in a contrastive loss, respectively. The OOD ex-
posure methods improve OOD detection by sacrificing ID classification performance.
Accordingly, this thesis explores an interesting and challenging issue: can we balance
ID generalization and OOD detection when partial OOD samples can be involved in
training processes. Although several efforts consider generating OOD samples when
real-world OOD samples are unavailable, the generated OOD samples are obtained ac-
cording to prior knowledge of OOD samples, which indicates that the generated OOD
samples cannot reveal the main cause of the high-confidence issue for a pretrained net-

work. Therefore, this thesis considers developing specific OOD samples for a given
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pretrained network or a training ID dataset.

2.4 Statistical Methods for Network Analysis

We introduce some statistical methods for network analysis that are applied in the re-
search work in this thesis. In information theory, the Shannon entropy [40] of a random
variable measures the average level of uncertainty. Extending to more than one vari-
able, Mutual information (MI) [41] is a quantity of measuring the relationship between
random variables. Based on mutual information, the information bottleneck princi-
ple [20] finds a tradeoff between the compression of input and the prediction of its
label for network learning. Accordingly, the process of extracting label-related infor-
mation from inputs to learn the corresponding representations can be interpreted from
the information-theoretic view [42]. Differing from the previous methods focusing on
measuring variable correlations, vicinity distribution enlarges the support of the training
distribution to explore the samples around the training samples in the data space. The
exploration of statistical methods for improving OOD sensitivity is rare. The research

works in this thesis can enrich the literature community on OOD detection.

2.5 Evaluation Metrics

Area under the receiver operating characteristic curve (AUROC) [6, 24, 43] is used to e-
valuate the detection performance of OOD samples. AUROC is a threshold-independent
metric that can be understood as the probability that an ID sample has higher prediction
confidence than an OOD sample. Precisely, AUROC is calculated as the area under
the ROC curve, which presents the trade-off between true positive rate (TPR) and false
positive rate (FPR) across different decision thresholds. The larger AUROC is, the bet-
ter the OOD detection performance is. Thus, the random method owing a 1/2 AUROC
score is the worst. Apart from AUROC, the true negative rate at 95% (FPR95) [24] and
Detection are also applied to evaluate the OOD detection performance. FPROS5 indi-
cates the probability that an OOD sample is declared to be an ID sample when the true
positive rate is 95%. Detection indicates the misclassification probability when the true
positive rate is 95%.

Accuracy (ACC) is used to measure the classification of ID samples. Harmonic
mean of AUROC and ACC is used to verify the comprehensive performance about
classifying ID samples and detecting OOD samples. ECE [44] uses the difference in
expectation between confidence and accuracy to measure calibration. A network is

considered calibrated if its predictive confidence aligns with its misclassification rate.
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CHAPTER 3

Revealing Distributional Vulnerability of Discriminators by Implicit

Generators

3.1 Motivations

For a pretrained discriminator which contains a pretrained network and a linear classi-
fier, Fine-tuning discriminators by implicit generators (FIG) aims to improve its OOD
sensitivity by fine-tuning with discriminator-specific OOD samples. Limited training ID
samples and unavailable OOD samples cause the distributional vulnerability, this vul-
nerability leads to high-confidence predictions for OOD samples. One possible spec-
ulation is that the distributional vulnerability is specific for a discriminator. In light
of the above speculation, the following three research questions must be answered to
explore distributional vulnerability and improve the OOD sensitivity of a given discrim-
inator: (1) How to design a specific OOD generator for a discriminator? Training an
extra generator for OOD samples is usually expensive [45, 46, 47]. Also, the generator
must be related to the given discriminator to generate specific OOD samples, making
it harder to design the generator. (2) How fto efficiently sample high-confidence OOD
data from generators? OOD samples with low confidence and which misaddress dis-
tributional vulnerability could mislead the fine-tuning process, and the inefficiency of
generating samples results in a significant bottleneck in the fine-tuning. (3) How to ap-
ply the generated OOD samples to patch the vulnerability? The discriminator should
be regulated as OOD sensitive to prevent the corresponding generator from generating
high-confidence OOD samples. This requires the regulating method to be contrastive to
the design principle of the corresponding generator.

We propose an approach of FIG to address the above challenges. For a pretrained
discriminator learned from an ID dataset, we create its implicit generator with the same
parameters as the discriminator without extra training, which is used to generate OOD
samples'. The underlying insight is that FIG learns an OOD-sensitive discriminator by

making it difficult to draw OOD samples from the corresponding implicit generator.

The same ID dataset is used in both learning the pretrained discriminator and fine-tuning it with the
OOD samples generated by its corresponding implicit generator.
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Specifically, the implicit generator is proportional to the negative entropy of the output
probabilities from the pretrained discriminator. The principle behind this construction
method is that an OOD sample with high confidence prediction has a low entropy of
class probabilities according to the Shannon entropy [48]. The constructed implicit
generator is energy-based [49], and the samplers based on the Langevin dynamics [50]
can be applied to draw samples from energy-based models effectively. After generating
OOD samples, according to the construction principle of the implicit generator, we
penalize them by flattening the class probabilities to make the discriminator sensitive to
OOD samples.

3.2 Fine-tuning Discriminators by Implicit Generators (FIG)

We assume that ID samples (x;,y;) are i.i.d. drawn from an unknown distribution
p(x,y), where x € R is a D-dimensional input and y € R is a label, D; is the
ID training dataset containing /N ID samples. As a typical machine learning setting,
a C-class classification problem uses a parametric neural network fy : RP? — RC
to map each input x to a C-dimensional output vector (fp(x,1),..., fo(x,C)), and
a softmax output is applied to parameterize a categorical distribution for each output

vector. Specifically, for class y, we estimate the probability p(y|x) by:

exp fo(x,y)
yelc) ©XP fQ(Xa y/) ’

o (y|x) = > (3.1
and gg(y|x) is a pretrained discriminator learned from the ID training dataset X; with
the parameter 6. In general, classification tasks learn parameter # by maximizing the
objective function [E, . log ¢s(y|x). However, in practice, only limited ID samples
following p(x, y) are used to estimate the probability gy(y|x), which causes the vulner-
ability of the pretrained discriminator gg(y|x). Specifically, OOD samples are unavail-
able in the training phase. It causes that the predictions for unknown OOD samples are
uncertain, and some OOD samples could have high-confidence predictions. Therefore,

a critical step is to reveal where the vulnerability is before patching it.

3.2.1 Implicit Generator

A pretrained discriminator gs(y|x) may provide high maximum softmax probabilities
for some OOD samples due to distributional vulnerability. According to the definition
of the Shannon entropy [48], we know that the entropy values of high-confidence OOD

samples are low. Accordingly, we define the entropy of a sample x as

Hys(C) = = _ qolylx)log gs(y|x). (3.2)

y€[C]
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The range of Hy (C') is (0, log C]. Inspired by the joint energy-based model JEM) [51],
which infers a density model for inputs by re-interpreting the logits obtained from net-
works, we construct an implicit generator gy (x) for the discriminator g (y|x) by assum-

ing that the generator is proportional to the negative entropy, i.e.,
qo(x) o< —Hy(C) + ¢ = G(x), (3.3)

where a constant ¢ > log C' (C' > 0) is added to ensure that the probability gs(x) is
proportional to a non-negative value. Based on the negative entropy, the samples drawn
from G should have high-confidence predictions without necessarily having the same
discriminator outputs as ID samples. Therefore, FIG tends to generate OOD samples
with distributional shift from training ID samples and high-confidence predictions. In
JEM, the density model is inferred by re-interpreting the logits and marginalizing the
label without constraints on the logit outputs. Therefore, the samples drawn from JEM
are unnecessary for high-confidence predictions, and JEM tends to generate samples
similar to ID samples to ensure that they have the same logit outputs. In summary, the
negative entropy enables an implicit generator to generate OOD samples compared to
JEM which generates ID samples.

However, sampling from G is intractable because we cannot construct an analytic
expression of the probability distribution gy(x) based on GG(x). Recall that the entropy
value of a high-confidence OOD sample is expected to be low, its G(x) thus should
be large. Accordingly, we specify a tractable probability distribution by exploring the
upper bound of G(x).

Assuming h(x) = 3 (o exp fo(x,y') and substituting Eq. (4.15) and Eq. (3.2)
into Eq. (3.3), we have

cx) =Y eXp{(e)Sc, Y Jog engfS,y) L
vl (3.4)

. Zye[(}} f0 (X7 y) exp f@ (Xv y) 1 expc
B h(x) T

To form a tractable bound, we set an upper bound on the second term of the last equality
in Eq. (3.4) using inequality: log(z) < % +log(a) — 1 for all 2, a > 0, which is derived
from the basic logarithm inequality log(1 +y) < y, fory > —1by assumingy = 2 — 1,

and obtain the following inequality,

exp ¢ exp ¢
h(x) = h(x)a(x)

log +loga(x) — 1= —————F. (3.5)

We obtain the above equality by setting a(x) as Euler’s number e because the inequality
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holds for any choice of a(x) > 0. Substituting Eq. (3.5) into Eq. (3.4), we have

G(X) < ZyE[C’} fG(X, y) eXIi)lL(][igX, y) + eXp(c . 1)

-1

3.6
> peic) €D fo(x,y) (3.6)

S 01 Jo(%,y) €D fa(x, ) + exple — 1)

-~

2A(x)

= |exp | log

To further obtain a tractable bound of G(x), we need a lower bound on A(x). According
to the Jensen’s inequality and inequality [41] 55 < log(1+ ) < zforallx > —1,

respectively:

log Y~ exp fo(x,y) > > folx,y), 3.7)

y€[C] y€[C]

and

log | > fo(x,y) exp fo(x,y) + exp(c— 1)
y€e[C] (3.8)
< Z f9(X7 y) exXp f9<X7 y) - eXp(C - 1) + 1.
y€[C]

Substituting Eq. (3.7) and Eq. (3.8) into A(x), we have

Ax) > 3" folx,y) (1= exp fo(x,y)) — (1 — exp(c — 1)).
YE[C] 3.9

J/

Therefore, we obtain the upper bound of GG by substituting Eq. (3.9) into Eq. (3.10):

G(x) <exp (—Ep(x) + (1 — exp(c — 1)))
(x)

=exp (—Eg X ) - exXp (eXp (C - 1) - 1) (3.10)
_exp (—Ey(x)) o
Tow (—Eabc)dx

where [ exp (—Ep(x’)) dx’ is a normalizing constant and

d = /exp (—Ey(x'))dx" - exp (exp (¢ — 1) — 1), (3.11)

is a constant which is greater than or equal to zero and is independent of x. Recall that
qo(x) x G(x), instead of directly solving G(x) which is intractable, according to the

upper bound Eq. (3.10), we take a tractable gy(x) by dropping the constant ¢, resulting
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exp (— Eo(x))
Toxp (— o)) X

Therefore, we obtain the generator gy(x) from the given discriminator gy (y|x) without

Go(X) ox (3.12)

retraining, and ¢p(x) has the same parameter 6 as gy(y|x). Thus, gs(x) is the implicit

generator of the pretrained discriminator gy(y|x).

3.2.2 Langevin Dynamic Sampler

We cannot easily draw samples from gy(x) because we do not have an analytic ex-
pression for gp(x), which needs to integrate [ exp (—Ey(x’)) dx’ with respect to x'.
However, gy(x) is an energy-based generative model [49] where Ej(x) is the ener-
gy function. Relying on Markov chain Monte Carlo (MCMC) [52] methods, random
walk or Gibbs sampling [53] can be applied, but both of these have long mixing time.
To solve this challenge, Langevin dynamics [50], which uses the gradient of the ener-
gy function, can draw high-dimensional samples efficiently for energy-based models.
Following the sampling method for energy-based models [54], we apply the Langevin

dynamic sampler for the implicit generator gy(x) and have

- € -
Xy =Xy 1 — éVer(thl) + z,
z, ~ N(0,¢ - 1), (3.13)

i0 ~ pO(X)7

where po(x) is an uniform distribution ¢(—1, 1), € is a decayed step-size, and I is an
identity matrix. The theoretical results provided by Welling and Teh [50] guarantee that
X7 is a sample generated from the distribution defined by the energy function as the

number of iterations 7' becomes infinite and the step-size ¢, is close to zero, that is
X1~ X~ qp(x)(e, » 0and T — o0). (3.14)

According to Eq. (3.13), the optimization of Langevin dynamics can be treated as find-
ing a local optimal solution X from a posterior distribution that minimizes the energy
function Ejp(x). In this aspect, Langevin dynamics is similar to stochastic gradient de-
scent [17]. However, one clear difference between them lies in that Langevin dynamics
injects noise into the parameter updates, which ensures that the trajectory of the param-
eters will converge to the whole posterior distribution rather than just the point with the
highest posterior probability. Beyond that, Langevin dynamics is significantly different
from the projected gradient descent method [55] applied in adversarial learning, where
the former finds a local optimal point, but the latter finds a saddle point for a min-max

problem.
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Note that, Fjy(x) could be infinite because the large output value fjp(x,y) in Ep(x)
can lead to the infinite exponential value exp fy(x, y). Hence, instead of using Fy(x) to

construct the implicit generator gy(x), we apply the modified version

Byx) = 30 S0 (1 e P2, o

y€[C]

where c is a constant to narrow fy(x,y). The step-size ¢, is updated by

€G4+L = €7 (3.16)

where v is the decay rate, and L is the decay period. Following the process of gen-
erating adversarial samples [36], only the direction information is adopted to update
the generated sample. This trick can improve sampling efficiency and avoid exploding
gradients. We also clip the updated samples to the range [—1, 1] to ensure consistency

with the normalized input samples, i.e.,

%, = clip (sat_l . %sign(vxﬁg(it_l)) Yz, 1, 1) . (3.17)

In practice, it is impossible and unnecessary to generate OOD samples by following
the theoretical results proposed by Welling and Teh [50] to run Eq. (3.17) an unlimited
number of times, as shown in Eq. (3.14). The prediction confidence for OOD samples
is expected to be low, and only high-confidence OOD samples should be penalized to
patch the distributional vulnerability. We thus only need to explore the high-confidence
OOD samples to reveal the distributional vulnerability and ignore the low-confidence
OOD samples. Therefore, we stop the iteration Eq. (3.17) until the confidence score
of a generated OOD sample converges. The Langevin dynamic sampler (LDS) for
generating an OOD sample is summarized in Algorithm 1.

Note that we find the confidence score of a generated OOD sample can converge for
a small maximum iteration 7' € [10, 100], which means that the step size ¢, does not
need to change to pursue high OOD detection performance. However, more iterations
are required to generate visually meaningful images for visualization where the step-
size should be adjusted to guarantee convergence. We further discuss the effect of the
number of iterations 7" on the visualization experiments.

Accordingly, we can reveal the distributional vulnerability of a given discriminator
by sampling discriminator-specific OOD samples in terms of Eq. (3.17). We expect that
all OOD samples have low prediction confidence, while the existence of vulnerability
makes it impossible. Note that ID samples also have high confidence predictions and
low entropy. Based on the assumption for implicit generators which are proportional

to negative entropy, the generated samples per Eq. (3.17) can also be ID. We assume
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Algorithm 1 Langevin Dynamic Sampler (LDS)

1: Input: discriminator gy (y|x)

2: Initialize Xg ~ U(—1,1), €9, 7, L

3: while not converged do
z; ~ N (0, ¢ - I) R
X; = clip(X;1 — §sign(ViEy(Xy-1)) + 24, —1, 1)
€i+L = € 7Y

end while

: Output: x;

AN A

that most drawn samples are OOD because ID samples have limited classes while the
generated samples are diverse. Different from the generative adversarial network [56]
that learns from training ID samples to generate real-world objects, the implicit genera-
tor inferred from a pretrained discriminator aims to reveal its distribution vulnerability.
Therefore, the OOD samples drawn from the implicit generator are required to have
high confidence and differ from ID samples, which, however, unnecessarily correspond
to real-world objects. According to the negative entropy principle of implicit gener-
ators, the generated samples have high-confidence predictions and are not necessary
to satisfy the same distribution as training ID samples. The visualization results pre-
sented in Fig. 3.3 and Fig. 3.5 verify that the generated samples have high-confidence
predictions and semantic shift [S]. Therefore, the generated samples are almost OOD.
Furthermore, even if some generated samples follow the ID, they will not affect the

patching of the distributional vulnerability, as discussed in the next section.

3.2.3 Confidence Penalty on Out-of-distribution Samples

Due to distributional vulnerability, the predictions by a pretrained discriminator for
OOD samples are uncertain. Some OOD samples thus have unexpected high-confidence
predictions. Therefore, the high-confidence OOD samples from an implicit generator
can be applied to reveal the distributional vulnerability of the corresponding pretrained
discriminator. Accordingly, a natural suggestion to patch this vulnerability is to penalize
the OOD samples by flattening their class probabilities. Because the implicit genera-
tor depends on the corresponding pretrained discriminator, we can improve the OOD
sensitivity of the pretrained discriminator by making it difficult for the corresponding
implicit generator to generate high-confidence OOD samples. Specifically, an implicit
generator is proportional to negative entropy to ensure that the generated OOD samples
have high confidence predictions, and we correspondingly penalize these OOD samples

by encouraging them to have large entropy, i.e.,

max Epx,) 108 6o (y[x) — Egy ) Z[] q0(y'[x) log go(y'[x). (3.18)
y' e[’
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Algorithm 2 FIG: Fine-tuning Discriminators by Implicit Generators

1: Input: pretrained discriminator gy (y|x),
OOD percentage K,
learning rate p
2: repeat
3:  Draw b ID samples from D;
4:  Draw b - K OOD samples from LDS(gy(y|x))
5:  Estimate objective function: £(6)
6:  Obtain gradients: VoL (0)
7. Update parameters: 0 = 0 + uVyL(0)
8: until convergence
9: Output: fine-tuned discriminator ¢y(y|x)

After updating parameter 6, we obtain an updated discriminator. Also, we can derive
a new implicit generator and obtain the newly generated OOD samples for the next it-
eration. We learn parameter 6 iteratively until the implicit generator barely generates
the OOD samples with high confidence predictions. Although some of the generated
ID samples are also encouraged to have flat class probabilities, the rest of the gener-
ated OOD samples can still patch the vulnerability, and the dominated cross-entropy
maintains the classification ability of the discriminator. In an extreme case where all
generated samples are ID, the objective function Eq. (3.18) degenerates into the neural
network confidence penalty method [57], which has empirically been demonstrated to
improve the generalization ability.

We apply the stochastic gradient descent (SGD) [17] optimization algorithm to es-
timate the gradient of the objective function Eq. (3.18). For the ID training dataset D;
containing N ID samples, we draw N - K samples from the implicit generator gy(x)
to construct the OOD training dataset Dy, where K € [0, 1] is a hyper-parameter in-
dicating the percentage of the generated OOD samples. In line with the idea of Monte
Carlo [58], we estimate the objective function Eq. (3.18) by

LO) =% D logawuilx) — 7 >, Y w¥/xo)loga(y/|xo).

(x1,91)€D1 y 'c[C] x0€Do

(3.19)
Algorithm 2 summarizes the process of FIG to patch the distributional vulnerability of a
pretrained discriminator with the OOD samples generated by its corresponding implicit

generator.
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3.3 Experiments

In this section, we demonstrate FIG effectiveness?

in comparison with the existing
methods to detect OOD samples. Furthermore, we analyze the sensitivity of hyper-
parameters in the LDS and the objective function of FIG. Also, we analyze the trans-
ferability of the generated OOD samples, i.e., OOD samples drawn from an implicit
generator of a discriminator cannot be applied to patch the vulnerability of other dis-
criminators with different network architectures. Finally, we present the visualization
results to confirm that the generated OOD samples can effectively train OOD-sensitive

discriminators.

3.3.1 Setup

The ID datasets for pretraining and fine-tuning discriminators are SVHN [59], CI-
FAR10 [60], CIFAR100 [60], and MinilmageNet [61]. The number of classes in these
four datasets are 10, 10, 100, and 100, respectively. We follow the standard data aug-
mentation practice for training samples. Specifically, we apply Resize(256) and Ran-
domCrop((224,224)) to the samples in MinilmageNet and RandomCrop(32, padding=4)
and RandomHorizontalFlip() to the samples in the other three datasets.

To test OOD detection performance, the corresponding test samples of an ID train-
ing dataset are treated as ID, and the samples from the other four real image datasets
are treated as OOD. The OOD datasets used are LSUN [62], TinyImageNet [63], Cal-
tech256 [64], and COCO [65]. When the ID training dataset is MinilmageNet, we also
treat the test samples from CIFAR10 and CIFAR100 as OOD samples. Because OOD
samples come from distinct datasets with varying input sizes, following the method-
s proposed in ODIN [24], we resize or crop each OOD sample to maintain the same
size as the ID samples. (r) and (c) represent resized and randomly cropped samples,
respectively. For a fair comparison, following the setup of the baseline and state-of-the-
art methods [6, 24, 30, 27, 37, 28], validation datasets are unavailable to validate the
hyper-parameters because OOD detection should consider the detection performance
on diverse OOD samples that are unobservable in the validation phase.

Four advanced neural network architectures, namely ResNetl8 [1], VGG19 [66],
ShuffleNetV2 [67] and DenseNet100 [68], are used to create the discriminators. In the
pretrained phase, their learning rates start at 0.1 and are divided by 10 after 100 and
150 epochs, and all networks are trained for 200 epochs on the training sets with 128
samples per mini-batch.

If not specified, the FIG setup is as follows. The same ID dataset is used to train

and fine-tune pretrained discriminators. The fine-tuning process uses the learning rate

2The source codes are available at: https://github.com/Lawliet-zz1/FIG.
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Table 3.1 FIG: OOD detection performance of pretrained and fine-tuned discriminators
with diverse detectors.

Each value represents the average AUROC across eight OOD datasets, including LSUN(r),
LSUN(c), TinyImageNet(r), TinyImageNet(c), Caltech256(r), Caltech256(c), COCO(r) and
COCO(c). All the values are in percentage, and the boldface values represent relatively better
detection performance.

Baseline ODIN MLB DRF GM
Pretrained / Fine-tuned (FIG)

ResNet18 92.1/98.5 939/988 948/97.5 93.8/98.5 87.6/98.6
VGG19 92.0/98.1 92.8/984 92.6/97.2 92.8/98.2 91.3/98.5
ShuffleNetV2 96.7/98.8 98.1/99.3 93.1/964 97.0/98.8 98.2/994
DenseNet100 91.3/97.6 92.8/97.7 954/96.8 91.4/974 77.9/96.2
ResNet18 91.2/95.0 923/958 91.5/943 91.7/95.0 91.0/95.6
VGG19 88.2/92.2 89.0/92.8 88.5/90.5 89.0/92.9 89.0/92.3
ShuffleNetV2 88.7/92.1 91.4/952 89.5/92.7 87.2/91.4 90.4/94.7
DenseNet100 90.8/94.9 90.0/94.2 91.4/93.9 91.5/93.2 90.9/94.8
ResNet18 82.6/89.3 84.6/90.2 80.5/87.7 71.2/744 80.4/87.0
VGG19 76.1/82.7 789/84.6 77.4/843 78.4/82.8 723/81.3
ShuffleNetV2 74.4/81.4 83.2/86.2 79.7/82.8 80.8/86.4 81.4/90.2
DenseNet100 83.0/93.1 86.3/934 83.5/939 75.0/78.1 72.7/85.5

in-dist network

SVHN

CIFAR10

CIFAR100

1 = 0.001 which is equal to the final learning rate in the pretraining phase. For the
modified energy function Eq. (3.15), we set the constant ¢ = 5 because this value is
sufficient to ensure that the exponential value is within the computer numerical range.
For the LDS, following the suggestions of Welling and Teh [50], we set the step-size
initialization €y = 0.1, the decay rate v = 0.9, and the decay period L = 100. We set
the OOD percentage K = 0.1 to balance the effectiveness and efficiency according to
prior knowledge. We further discuss the effect of /& in Section 3.3.4.

3.3.2 Incorporating OOD Detectors into FIG

We incorporate diverse state-of-the-art OOD detectors into a pretrained discriminator
and its fine-tuned discriminator. The pretrained discriminator is learned from a training
ID dataset, and its corresponding fine-tuned discriminator is obtained by fine-tuning the
discriminator with the OOD samples generated by its implicit generator.
We incorporate five different OOD detectors, the baseline [6], ODIN [24], ML-
B [26], DRF [27], and GM [28], into FIG. The baseline [6] directly defines the maxi-
mum softmax output value from a discriminator as the OOD score without any hyper-
parameters. For ODIN [24], we select the temperature in {1, 2, 5, 10, 20, 50, 100, 200, 500, 100}

and the perturbation magnitude of 21 evenly spaced numbers starting from 0 and end-
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ing at 0.004, and the best results are reported. For MLB [26], we tune the magnitude of
noise in {0, 0.0005,0.001, 0.0014,0.002, 0.0024, 0.005, 0.01,0.05,0.1,0.2}. For a fair
comparison, we add the scores from different layers without training a logistic regres-
sion on a validation OOD dataset in MLB. For DRF [27], the magnitude of noise is
0.05 for CIFAR10 and SVHN and 0.0025 for CIFAR100. For GM [28], the order of
computing feature correlations falls in the set {1, ..., 10}.

We summarize the results in Table 3.1, which shows that a fine-tuned discriminator
achieves a significant improvement (1.22% to 23.49%) over its corresponding pretrained
discriminator. Specifically, the discriminator fine-tuned by FIG achieves significant de-
tection performance for both the detectors that apply the softmax outputs and the feature
embeddings from network layers. This shows that FIG can improve the OOD sensitivity
of a pretrained discriminator and alleviate the feature collapse problem [25]. According
to the learning principle of FIG, the fundamental reason for its OOD detection im-
provement is that the distributional vulnerability of a pretrained discriminator has been

effectively patched by the samples generated by its corresponding implicit generator.

3.3.3 Comparison Results

To verify the quality of the OOD samples generated by the implicit generators, we
compare FIG with five state-of-the-art methods that retrain or fine-tune pretrained dis-
criminators, namely Gaussian (GS) [14], MIXUP [13], adversarial (AD) [36], joint con-
fidence loss (JCL) [37], and DeConf-C (DCC) [30]. For a fair comparison, following
the setup of the state-of-the-art methods [37, 28], we apply the embedded detector based
on ODIN [24] for DCC and the baseline detector [6] for the other compared methods to
calculate the OOD scores without loss of generality.

The settings of all the compared methods are the same as their original. To use
samples drawn from the Gaussian distribution as OOD samples in GS, we adopt Al-
gorithm 2 to fine-tune the pretrained discriminators for a fair comparison. Specifically,
we replace the OOD samples drawn from the Langevin dynamic sampler with Gaus-
sian noise samples in Algorithm 2. As for MIXUP, the mixing coefficients that control
the interpolation strength between sample pairs are drawn from Beta(1, 1) for all ID
datasets. When using adversarial samples as the generated OOD samples in AD to re-
train the pretrained discriminators, we set the perturbation magnitude as 0.1 and the
weights of both the cross-entropy loss and the adversarial objective function as 0.5.
Another advanced method JCL retrains a pretrained discriminator with a generative ad-
versarial network (GAN) [56] and encourages the softmax probabilities of generated
samples to satisfy a uniform distribution. For JCL, we use mini-batch size 128 and
regularization coefficient 1 of the Kullback-Leibler (KL) divergence term for SVHN,

and the two hyper-parameters are 64 and 0.1 respectively for the other three training ID
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datasets. For DCC, we adopt the cosine similarity in the scoring function and search for
the adversarial perturbation magnitude with only ID samples.

The OOD detection results on SVHN, CIFAR10, and CIFAR100 are displayed in
Table 3.2. Comparing all the methods, we observe that FIG does not achieve the best
OOD detection performance on some ID and OOD dataset pairs. Lee et al. offer a
possible explanation, i.e., the distribution of a specific OOD dataset does not effectively
cover all tested out-of-distributions [37]. We thus verify the effect of FIG on different
test OOD datasets, and FIG inevitably reduces the effect on some OOD samples in or-
der to pursue the overall OOD detection improvement. Compared with GS, FIG obtains
significant improvement (5.69%). We thus verify that the generated samples from the
implicit generators are not simple high-confidence noise but informative images that
can reveal discriminator vulnerability. For all neural architectures, compared with the
other state-of-the-art methods, we find that FIG achieves the best OOD detection perfor-
mance with an average of 3.29%, 5.34%, and 9.01% AUROC improvement on the three
training ID datasets, SVHN, CIFAR10, and CIFAR100, respectively. We also perform
experiments on a larger resolution dataset MinilmageNet, and the results are presented
in Table 3.3. FIG achieves the most significant average AUROC value across all the test
OOD datasets with an average of 10.56% AUROC improvement over the other state-of-
the-art methods. Therefore, FIG is applicable for high-resolution samples. As a result,
FIG achieves the best OOD detection performance. This is because the generated OOD
samples of FIG are specific to the ID training dataset and network architecture. The
data characteristics indicate that the generated OOD samples can be applied to patch
the vulnerability of a pretrained network to improve OOD sensitivity.

The harmonic means of AUROC and accuracy are shown in Table 3.4. Although
JCL and DCC achieve significant performance in detecting some OOD samples, as
shown in Table 3.2, the corresponding harmonic means are close to the baseline method
which only applies a pretrained network without modification. The results indicate that
the two methods significantly sacrifice the classification ability to improve the OOD
sensitivity. However, FIG achieves the most significant harmonic means on all ID train-
ing datasets, which indicates that FIG finds the best balance between classifying ID
samples and detecting OOD samples. The reasons are two-fold: (1) OOD samples of
FIG are generated from the implicit generator of a given pretrained discriminator; (2)
fine-tuning the pretrained discriminator with the specific generated OOD samples will
not seriously disturb the learning process of classifying ID samples.

In general, our FIG can improve the OOD detection performance and maintain high
ID classification accuracy. We recall the diverse vulnerability of discriminators with d-
ifferent architectures to understand the reason behind this. Hence, OOD samples gener-

ated by particular generators cannot correspondingly address the discriminator-specific
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vulnerability. FIG patches the vulnerability of a pretrained discriminator to improve
OOD detection performance by the generated samples from its implicit generator, and
the implicit generator knows what kind of samples are OOD for the pretrained discrim-
inator. These conclusions also explain why FIG can balance OOD detection and ID
classification performance after being fine-tuned on the generated OOD samples. The
OOD samples are data- and network-adaptive, which enables the pretrained discrimi-

nator learn the knowledge from the ID samples with less interference.
Table 3.3 FIG: OOD detection performance for networks learned from MinilmageNet.

The value for an OOD dataset indicates its corresponding AUROC presented as a
percentage, and the values for “Ave.” indicate the average AUROC across all the test
OOD datasets. Boldface values represent a relatively better detection performance.

Out-of-dist GS MIXUP AD JCL DCC FIG
CIFARIO(r) 87.2 81.7 80.8 83.1 93.8 93.9
CIFARIO0(r) 84.8 795 76.8 80.2 91.6 925
Caltech256(r) 77.9 787 635 751 832 84.6
Caltech256(c) 809 792  82.1 842 850 89.8
COCO(r) 78.0  80.1 63.3 76.5 8277 84.6
COCO(c) 81.0 819 826 857 852 89.9
Ave. 81.6 80.2 748 80.8 86.9 89.2

Table 3.4 FIG: Harmonic means of AUROC and accuracy.

Boldface values represent a relatively better balance between classifying ID samples
and detecting OOD samples.

In-dist Pretrained GS MIXUP AD JCL DCC FIG

SVHN 47.1 485 474 477 48.0 477 48.7
CIFAR10 46.6 46.7 462 449 458 468 47.5
CIFAR100 39.9 39.7 394 359 389 405 41.2

MinilmageNet 38.8 386 390 365 373 393 40.0

3.3.4 Hyper-parameter Analyses

This section empirically shows the impact of the OOD percentage K on the proposed
FIG method. We test the effect of K by setting it to 0,0.01,0.1,0.4,0.7,1 respec-
tively. We show the widespread applicability and stability of the hyper-parameter K
on CIFAR10, SVHN, CIFAR100 with network architectures Resnet18, VGG19, Shuf-
fleNetV2, and DenseNet100 in terms of AUROC. Note that when KX = 0, FIG only
applies training ID samples to fine-tune discriminators without generating OOD sam-

ples.
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Fig. 3.1 FIG: Effect of the OOD percentage K.
Each point refers to an average AUROC score on the eight OOD datasets, including
LSUN(r), LSUN(c), TinyImageNet(r), TinyImageNet(c), Caltech256(r),
Caltech256(c), COCO(r) and COCO(c).

The results of verifying K are shown in Fig. 3.1. We observe that increasing the
OOD percentage K can improve the detection performance, and the detection perfor-
mance diminishes when K is sufficiently large (K > 0.1). However, having a large
K with performance reduction is acceptable. Recall that an implicit generator depends
on a pretrained discriminator, and the pretrained discriminator is updated by the OOD
samples generated by the implicit generator. According to the design principle, implicit
generators generate low-entropy samples that could be ID or OOD samples. We assume
that most drawn samples are OOD because ID samples have limited classes while the
generated samples are diverse. When K is sufficiently large (KX > 0.1), more gener-
ated ID samples are encouraged to yield low-confidence predictions in the fine-tuning
phase, which is contradictory to the expectation that a pretrained distribution should
assign high-confidence predictions for training ID samples. Specifically, a large set of
the generated samples contain more generated ID samples, which causes bias in the
estimated gradients of the entropy in the objective function, and the dynamic implicit
generator makes the biased estimation more serious. Therefore, a small OOD percent-
age such as K € [0.01,0.1] is a better choice for FIG. Hence, we apply K = 0.1 to

balance the effectiveness and the efficiency by default.
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ResNet18

VGG19

Student

ShuffleNetV2

DenseNet100

Training ResNet18 VGG19 ShuffleNetV2 ~ DenseNet100 Trained
Teacher

Fig. 3.2 FIG: Transferability of the generated OOD samples between two discrimina-
tors.

Each student is the discriminator in the objective function, and each teacher is the
discriminator used to infer the implicit generator in the Langevin dynamic sampler.
The training and trained teachers are initialized randomly by pretrained discriminators.
Both training and trained teachers are continuously updated as the pretrained
discriminators change. The teachers named by network architectures are randomly
initialized, and their parameters are fixed during the learning process of students. A
value in the colored boxes represents the percentage of AUROC improvement over the
pretrained discriminator with the same student network architecture, and lighter colors
reflect better results. For all columns except the first and last, diagonal entries
correspond to answer A1, and off-diagonal entries correspond to A2. The entries in the
first column correspond to A3.

3.3.5 Transferability Analyses

In FIG, the OOD samples are drawn from the implicit generator of a pretrained dis-
criminator. The generated OOD samples are then used to patch the vulnerability of the
discriminator. We analyze the transferability of the generated OOD samples to verify
that (1) the implicit generator should be updated as the corresponding discriminator is
updated; (2) OOD samples drawn from an implicit generator of a discriminator cannot
be applied to patch the vulnerabilities of other discriminators with different network
architectures; (3) FIG is not suitable for randomly initialized discriminators.

The discriminator following the Langevin dynamic sampler (LDS) and the discrim-
inator in the objective function Eq. (3.18) can be treated as a teacher and a student,
respectively. Therefore, a discriminator which learns from training ID samples is a stu-
dent learning without teachers, and a discriminator trained by FIG is a student learning
with a teacher. The teacher teaches the student how to find the vulnerability, and the
student who receives the knowledge from the teacher then knows the previously un-
known (i.e., the vulnerability). The teacher already has some knowledge of the network
structure if the teacher is pretrained, and the teacher and the student learn from each
other as the discriminator used in LDS is updated. Accordingly, we analyze the teacher

from different perspectives and ask the following three questions:

e Q1: What if the teacher stops learning from the student? This corresponds to

applying a fixed discriminator to infer an implicit generator in each iteration.
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e (Q2: What if the expertise of the teacher mismatches that of the student? This
corresponds to generating OOD samples according to a discriminator to patch

the vulnerability of other discriminators with different architectures.

e (Q3: What if the teacher does not yet have enough knowledge or experience but
still learns from the student? In this situation, the discriminator is trained from
scratch, and the implicit generator is updated according to the training discrimi-

nator before each epoch.

To answer these questions, we design the following experiments and the results are
shown in Fig. 3.2. We run FIG in terms of different teacher-student pairs on CIFAR10.
We evaluate the improved performance over the baseline with the same network ar-
chitecture as the student on detecting different OOD samples, including LSUN(r), L-
SUN(c), TinyImageNet(r), TinyImageNet(c), Caltech256(r), Caltech256(c), COCO(r)
and COCO(c). In summary, the following findings address the above questions.

e Al: Similarly, we fix the discriminator in LDS and ensure this discriminator and
the discriminator in the objective function have the same network structure. If
pretrained discriminators are fixed in LDS for each iteration in the generation
process, the detection performance will be worse than when the on-the-fly dis-
criminators are used to infer implicit generators. The main reason for this is that
vulnerability is dynamic as refining discriminators leads to new vulnerabilities,
and this dynamic property requires the implicit generators to be updated continu-

ously.

e A2: We replace the regularly updated discriminator in the LDS input with a fixed
discriminator that is diversified with different architectures. These teachers have
to be fixed because only the gradients of students are calculated in FIG, and the
gradients for teachers are not available. When students and teachers have dif-
ferent architectures, the OOD detection performance generally declines since the
generated OOD samples from a network do not match the vulnerabilities of net-
works with different architectures, which means that the generated OOD samples

are model specific.

e A3: We replace the discriminator in the input list of Algorithm 2 with a randomly
initialized discriminator and use the same training setup as the baseline where the
discriminator is trained for 200 epochs, and the learning rates start at 0.1 and
are divided by 10 after 100 and 150 epochs. It is important to give knowledge
to teachers as we find fine-tuning a pretrained discriminator can achieve better
performance than retraining a new one. This is because the capable discriminators
deduce reliable implicit generators, which guarantees the right direction to patch

the vulnerability.
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Fig. 3.3 FIG: Confidence and energy.
Each point indicates an average value of confidence or energy on the training ID
dataset or a generated OOD dataset.

According to the transferability analyses, we apply FIG on a pretrained discriminator
and continually update the pretrained discriminator and the corresponding implicit gen-

erator.

3.3.6 Visualization of the Results

The generated OOD samples from the implicit generators can be applied to train OOD-
sensitive discriminators because these OOD samples have high confidence and are reli-
able and specific. This is verified by visualizing the change in the confidence and energy
along the fine-tuning process, the embedding results, and the content and classes of the
generated samples. The network architecture is Resnet18, and the training ID datasets
are CIFAR10 and SVHN.

3.3.6.1 Confidence and Energy

We analyze FIG from the confidence and energy perspectives, respectively. We visual-
ize the changes in confidence and energy on both training ID samples and the generated
OOD samples along with the fine-tuning of the discriminators. For the OOD confi-
dence, FIG should encourage low scores since the OOD sensitivity of discriminators
can be improved by making it difficult for the corresponding implicit generators to pro-
duce OOD samples. For the OOD energy, the implicit generators should have high
values according to the design principle.

The results are reported in Fig. 3.3. We find that ID samples maintain high-confidence
scores and stable energy values. For the generated OOD samples, the confidence scores
are close to one in the preliminary stage which then drop continuously. It is increasingly
difficult for implicit generators to generate OOD samples since samples with a higher

energy are explored as iterations increase. Although the energy of the generated OOD
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Fig. 3.4 FIG: Embedding results.
The black diamonds indicate the generated samples, and the colored circles represent
the test ID samples.

samples is higher than that of the ID samples, the distribution of the prediction probabil-
ity vectors is approximate to a uniform distribution since the confidence scores are close
to 0.1 = 1/class-number on the training dataset CIFAR10. Therefore, we conclude that
implicit generators can produce high-confidence OOD samples in the preliminary stage,

which then fails after the vulnerability is patched.

3.3.6.2 Embedding Visualization

Fig. 3.4 presents the embedding results of test ID samples and the generated samples
from a pretrained discriminator and a fine-tuned discriminator presented by t-SNE [9].
We randomly sample 10% of the test ID samples and draw 1,000 samples from the im-
plicit generators, and only the samples with confidence scores over 0.9 are plotted. The
results show that the vulnerability exists in the pretrained discriminators because numer-
ous OOD samples with high confidence are located in the external range of ID classes,
and the vulnerability is commendably fixed after being fine-tuned by FIG because fewer
ID samples can be drawn from implicit generators. As a result, the embedding result-
s of the pretrained discriminators substantiate that high-confidence OOD samples can
be drawn from its implicit generators. The embedding results for the fine-tuned dis-
criminators verify that FIG effectively applies the generated OOD samples to patch the

vulnerability.

3.3.6.3 Content and Class

Fig. 3.5 visually shows the 100% confidence OOD samples corresponding to different
predicted classes. To generate visually meaningful images from implicit generators,
we set an extensive maximum iteration number 7" = 10,000 in LDS. We then coun-
t the predicted class probabilities of the generated samples according to the outputs
from the corresponding pretrained discriminators. We observe that different network
architectures on different ID training datasets respond differently to the generated OOD

samples and result in various predicted class distributions. For example, on CIFAR10,
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Fig. 3.5 FIG: Generated OOD samples from implicit generators.
The value on top of each image represents the percentage of generated samples for the
class (column) by the network (row). Each word in the horizontal direction and vertical
direction represents a network architecture and a class name, respectively.

31



the implicit generator based on ResNetl18 more likely generates samples for the class
Cat while the generator based on VGG is more likely to generate samples for the class
Truck. Furthermore, the generated samples on CIFAR10 and SVHN are quite different,
even though the network architectures are the same. We thus verify that OOD sam-
ples drawn from implicit generators are discriminator-specific as different pretrained
discriminators show distinct vulnerabilities. In general, various sources of vulnerability
lead to diverse OOD samples, and it is essential to consider the specific OOD samples

when patching the vulnerability of a pretrained discriminator.

3.4 Summary of This Chapter

In this Chapter, we propose a method of fine-tuning discriminators by implicit gener-
ators (FIG) to improve the OOD sensitivity of a given pretrained discriminator, which
tackles the main challenge of generating discriminator-specific OOD samples. Specifi-
cally, we reveal the distributional vulnerability by the corresponding implicit generator
inferred from a pretrained discriminator without extra training costs, draw OOD sam-
ples from the generator by a Langevin dynamic sampler, and patch the distributional
vulnerability by penalizing the prediction confidence of these generated samples. We
empirically demonstrate that FIG outperforms the existing methods in detecting OOD

samples.
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CHAPTER 4

Supervision Adaptation Balances In-distribution Generalization

and Out-of-distribution Detection

4.1 Motivations

A network can improve OOD sensitivity by penalizing OOD samples, i.e., encouraging
OOD samples to have low-confidence predictions. However, OOD samples are usually
unavailable in training phases. Accordingly, chapter 3 discusses how to generate specif-
ic OOD samples for a given network by inferring its corresponding implicit generator.
The OOD samples from real-world datasets or drawn from generative models should
be provided labels if they are available in the training process. Although it is easy to
provide manually-determined labels for OOD samples, the manually-determined labels
cannot precisely describe the introduced OOD samples and could disrupt the learning
process of classifying ID samples. To balance ID classification accuracy and OOD de-
tection performance, the main challenge is to make the OOD samples adaptive to ID
samples by designing adaptive supervision information for OOD samples. Therefore,
an important requirement of the adaptive supervision information is to separate OOD
from ID samples, which minimizes the impact of OOD samples on learning classifying
ID samples.

Furthermore, to better ensure the above balance between ID generalization and
OOD detection performance, we expect to improve the accuracy while pursuing high
OOD detection performance. The adaptive supervision information can achieve this tar-
get if it can associate OOD samples with specific aspects of the data space (i.e., specific
areas outside the coverage of ID samples), which makes ID samples with different la-
bels more separable [69]. Note that the adaptive supervision information aims to make
OOD samples compatible with ID samples, which ensures that ID and OOD samples
can be mapped to different areas in the data space by networks. It further minimizes the
impact of OOD samples on learning classifying ID samples. We thus have to explore
the relationships between ID samples and between ID and OOD samples, which leads
to that the supervision information can address the above two challenges: (1) adapt-

ing OOD samples to ID ones; and (2) making ID samples with different labels more
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distinguishable.

According to the above discussion, this chapter manages the above challenges by
introducing a supervision adaptation (SA) method to balance ID generalization ability
and OOD detection capacity. Based on the assumption that there are no OOD samples
in the data space, the traditional cross-entropy loss for ID samples is derived by mutual
information maximization [41]. To understand the uncovered area of ID samples, we
consider extending the mutual information maximization to mixed data space which
contains both ID and OOD samples. Accordingly, we infer a lower bound of the mu-
tual information measuring the dependency between ID samples and the corresponding
labels in the mixed data space. Furthermore, we apply a tractable optimization problem
over a parameterized discriminator to replace the intractable conditional distribution
within the bound. This lower bound shows that the form of supervision information
for OOD samples is the negative probabilities of all classes. To estimate the supervi-
sion information, we further improve the generalization ability by exploring the data
relationships between ID and OOD samples. The main idea [69] is that applying an
OOD dataset as a reference can make different classes of ID samples more distinguish-
able. Specifically, we solve a binary regression problem to separate OOD samples from
a class of ID samples. We obtain a compact objective function of the SA method by
simplifying the combined results of the lower bound on the mutual information and the

estimated OOD supervision information.

4.2 Supervision Adaptation (SA)

The objective function is obtained from the two components mixed space mutual infor-
mation (MSMI) and multiple binary cross-entropy (MBCE). MSMI and MBCE reveal
the form of the supervision information of an OOD sample and estimate the supervision
information, respectively. The objective function of SA is obtained by computing the
lower bound of the combined results of MSMI and MBCE.

4.2.1 Problem Statement

Let x be a sample feature vector and y be a label. Let P;(x) and Pp(x) denote in-
distribution and out-of-distribution respectively. Accordingly, P(x) = (1 — €) P;(x) +
ePo(x) represents a mixture distribution of ID and OOD samples where € is a compo-
nent parameter controlling the proportions of ID and OOD samples in the mixed data
space. Because only ID samples have ground-truth labels, label-free OOD samples
should not change the label distribution. We thus further assume the label distribu-
tions in the ID samples and the mixture data are the same, i.e., P;(y) = P(y), the

join distributions of the two random variables x and y for the ID and the mixture dis-

34



tribution are the same, i.e., P;(x,y) = P(x,y), and the marginal distribution of x is
Pr(x) = fozl Pr(x,y) = 25:1 Pr(y|x)Pr(y), where K is the number of classes.

SA trains a parameterized discriminator Qg (y|x) with an ID dataset D! and an OOD
dataset DY to estimate the conditional distribution P(y|x) in the mixed data space. 6
denotes the model parameter. We focus on the following research question: given a
sample drawn from the mixture distribution P(x), can the discriminator Qy(y|x) deter-
mine whether the sample follows the out-of-distribution Py (x) and accurately assign a

label to this sample if it is drawn from the in-distribution P;(x)?

4.2.2 MSMI: Mixed Space Mutual Information

SA characterizes the supervision information by exploring the data relationship between
samples and labels in the mixed data space. The underlying idea is that an ID sample
is strongly associated with its corresponding label, while an OOD sample is weakly
coupled with any classes. Because of the weak couplings between classes and OOD
samples, it is difficult to define the supervision information of OOD samples. We thus
implicitly infer the supervision information of OOD samples by strengthening the as-
sociation between ID samples and their labels in the mixed data space. This makes the
networks aware of OOD samples and minimizes the OOD interference in classifying
ID samples.

Mutual information (MI) is a quantity used to measure the relationship between
random variables. Traditional approaches [48] assume that the data space only contains
ID samples. They approximate the conditional distribution of label y given sample x in
MI by a parametric discriminator. This assumption mismatches the complex situations
where OOD samples exist. We thus extend MI to the mixed data space and measure the

dependence between ID samples and its labels in the mixed space by

I(X;Y) = Epxy) {log %’y()y)} = Ep,(x,) {log %} : 4.1)

The data distribution in the traditional MI only considers ID samples. Differing from

that, the distribution P(x) in the mixed space MI is a mixture distribution of ID and

OOD samples. Note that only ID samples have the ground-truth labels, and the class

distributions of OOD samples are unavailable. We can thus only explicitly measure the

relationships between ID samples and their labels in Eq. (4.1). Furthermore, we can

implicitly derive the supervision information of OOD samples by maximizing Eq. (4.1)
by the mixture distribution P(x), which adapts OOD samples to ID samples.

For an observed sample drawn from the mixture distribution P(x), it could be an

ID sample linked to a label or a label-free OOD sample. According to the mixed space

MI, we aim to estimate the conditional distribution P(y|x) by learning a parametric

35



discriminator QQy(y|x) to maximize Eq. (4.1). Calculating the MI is challenging due to
the unaccessible underlying distributions. However, computing the gradients of a lower
bound [70] on MI concerning the parameter  does not require directly estimating MI.
To establish a lower bound on mutual information, we factorize MI and introduce a
tractable discriminator (y(y|x) to approximate the unknown conditional distribution

P(y|x), and we have

I(X;Y) = Epxy) log } Ep,xEp, ) [log Pr(y)] 4.2)
= Epyey) 1g P } (4.3)
[ Pr(x, y)@e(yIX)
= Ep,(xy) |log P ) Qo (y]) ] H(y), (4.4)
(4.5)

where H(y) = —Ep,(,) [log P;(y)] € [0,log K] is the entropy of variable y. According

to the Bayes’ theorem and the assumption P(x,y) = P;(x,y), we have

Px,y) P (x, y).

Due to the nonnegativity of the entropy H (y) and Eq. (4.6), we have
I(X;Y) >E 1 _ By
) Z P (x,y) [ 0og QQ (y‘X)] + IEP](x,y) log P(X)QQ (y‘X) (47)
:]Epl(x’y) [log Qo (y\x)] + Ep(y|x)P( |:log Qe(gjr;))} 4.8)
=Ep, (xy) [log Qo(y[x)] + Epwx) [Dxe (P(y[x)[|Qo(y[x))] . (4.9)
(4.10)

In the above, the last equality is attributed to the Kullback-Leibler divergence. By

retaining the terms that relate to Qs (y|x), we can obtain the objective function of MSMI,

K
Lysmi(0) =Ep, (x,) [log Qo(y|x)] + FEpx) Z —P(y|x)log Qo(ylx)| , (4.11)

y=1

where [ is a hyper-parameter controlling the strength of restriction on the outputs of
ID and OOD samples. The estimate of the first term requires the ground-truth la-
bels of ID samples. The second term represents the form of the supervision infor-
mation of both ID and OOD samples, i.e., the negative probabilities of all classes
[—P(1]x),...,—P(y|x), ..., —P(K|x)]. Accordingly, ID samples need two different

kinds of supervision information (i.e., ground-truth labels and the negative probabili-
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ties of all classes), and OOD samples treat the negative probabilities of all classes as
adaptive supervision information. Therefore, the supervision information also restricts
the behavior of Qy(y|x) for ID samples for no adverse effects on their classification.
The reason is that, if the data space only contains ID samples, i.e., P;(x) = P(x), the
objective function Eq. (4.11) degenerates into the confidence penalty [57], which has

empirically been proved to improve the generalization ability.

4.2.3 MBCE: Multiple Binary Cross Entropy

By strengthening the association between ID samples and their labels, the supervision
information [—P(1|x),..., —P(y|x),...,—P(K|x)] adapts OOD samples to ID sam-
ples. This strategy makes the networks aware of OOD and minimizes the OOD inter-
ference in classifying ID samples. However, providing this supervision information of
OOD samples in the training process is impracticable due to the unknown conditional
distribution P(y|x) of OOD samples. Accordingly, we assume that OOD samples differ
from ID ones in terms of being affiliated with respective classes and estimate the super-
vision information by exploring the data relationships between ID and OOD samples.
The estimated supervision information makes ID samples associated with different la-
bels more separable.

Note that the parametric discriminator (QQy(y|x) is applied to estimate P(y|x) for
predicting a label to a given sample. Accordingly, Qy(y|x) can be reformulated to
specify the adaptive supervision information for OOD samples. For instance, the tradi-
tional method applies the standard softmax function to Qy(y|x) in estimating P;(y|x).
However, this method cannot estimate P(y|x) because it ignores the data relationship-
s between ID and OOD. It thus fails to make OOD samples adaptive to ID samples,
which consequently misleads the learning process of correctly predicting labels for ID
samples.

To further improve the ID classification accuracy, we separate different class of ID
samples [71]. Specifically, we formulate (QQy(y|x) to estimate the supervision infor-
mation of OOD samples and approximate the conditional distribution of the MI in the
mixed data space. Precisely, we form K binary regression problems where K is the
number of classes where each binary regression problem is for the corresponding set of
ID samples with the same label against all OOD samples. We then integrate all the K
problems to obtain a compact expression of Qy(y|x).

To estimate the conditional distribution P(y|x) by the parameterized discriminator

Qo(ylx),

x :PI(va): PI(va)
) = TRy T U9 YR, Pixoy) + eFolx) *12)

However, it is infeasible to design Qy(y|x) to estimate P(y|x) according to Eq. (4.12)
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because estimating P(x) requires the probability P;(x,y) which is unknown for OOD
samples. To avoid this problem, we firstly rewrite Eq. (4.12),
P[(X,y> PI(Xay)+P(X>

QG(y’X) = P[(X, y) + P(X) P(X) ’ (413)

and estimate the following density ratio [72] by an auxiliary function D(x, y),

PI(X7y)
P(x) + Pr(x,y

y = D(x,y) = o(logp(x,y)) (4.14)

where o(s) = 1/(1 + exp(—s)) is the sigma function and ¢(x,y) is the normalized
output by the softmax function
exp (fo(x,9))

P = S b G )

(4.15)

where fj is a parametric neural network which maps each sample x to a K-dimensional
output vector (fp(x,1),..., fo(x,y),..., fo(x, K)), and each fy(x,y) represents the
classification score of the corresponding class.

Substituting Eq. (4.14) into Eq. (4.13), we have

Qo(ylx) :% = exp (log %)

=exp (07" (D(x,y))) = exp (¢ (o (log p(x,9))))
=exp (log p(x,y)) = ¢(x,y).

(4.16)

The third equality of Eq. (4.16) is due to the property about the sigma function o~ (s) =
log(s/(1 — s)). We thus end with a simple and elegant expression Qy(y|x) = ¢ (X, y).
Although this expression is the same as that in the traditional method, its meaning is
different. This is because it is an intermediate result in solving the auxiliary func-
tion D(x,y) in Eq. (4.14) rather than the target in the traditional objective function
max Ep, x,) [log ¢(x,y)]. Specifically, solving D(x,y) to estimate P(y|x) causes a
specific Qy(y|x), and this estimation process is a component of optimizing the objec-
tive function Eq. (4.11), which trains Qy(y|x) to approximate P(y|x).

However, deciding the expression for QQ(y|x) leads to the question of how to ad-
dress D(x,y). We know that the density ratio D(x,y) is the probability that a given
sample x is sampled from P;(x,y) in the mixture distribution P(x). Accordingly, the
problem of estimating this density ratio is transformed into a binary classification prob-
lem [73]. For each binary classifier, the samples from the joint distribution P;(x,y)
are positive while those from the mixture distribution P(x) are negative. For calcu-

lating the loss for negative samples, we require to access the label distribution of the
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mixture distribution P(x) due to the density ratio D(x,y). However, the label distri-
bution of OOD samples in the mixed data space is unknown. Therefore, we assume
the label distribution P(y) of the mixture distribution P(x) is consistent with P;(y).
This assumption avoids the disturbance of OOD samples in classifying ID samples by
misleading the label distribution P;(y). According to the logistic regression [74], the

density ratio D(x, y) is trained by maximizing the following objective function MBCE,

Luc(0) =Ep;(xy) [log D(x,y)] = Ep, ) Epe [log (1 = D(x,9)))]- (4.17)

To understand this objective function, we rewrite the first term according to the product

rule of probability and have,

Ep,(y) [Ep,xiy) 10g D(x,y)] — Ep [log (1 — D(x,y)))]] -

Accordingly, the objective function integrates multiple binary regression problems where
each binary cross-entropy loss is applied to a corresponding problem. The number of
binary cross-entropy losses is equal to the number of ID labels. Each binary cross-
entropy loss is applied to distinguish ID samples from the conditional distribution
P;(x|y) and the samples from the mixture distribution P(x). The OOD samples shared
among different binary regression problems can be treated as a bridge to make ID
samples with different labels more separable [69], leading to an improved ID classi-
fication ability. Note that these binary regression problems have the same paramet-
ric neural network f,. Therefore, we can optimize their binary cross-entropy loss-
es in the integrated loss Eq. (4.17). We obtain the estimated supervision informa-
tion [—P(1|x),...,—P(y|x),...,—P(K|x)] for OOD samples and the expression of
Qy(y|x) by solving the objective function. We can obtain a discriminator Qy(y|x) by
optimizing D(x, y) in Eq. (4.17). However, the discriminator should actually be learned
from Eq. (4.11) for maximizing the mutual information between ID samples and their
labels in the mixed space. This is because Eq. (4.17) is a constraint involving the data
relationships between ID and OOD on Qy(y|x) in Eq. (4.11).

4.2.4 The SA Algorithm

The learning process of the proposed SA method is summarized in Algorithm 3. SA
takes advantage of MSMI and MBCE to achieve a balance between ID classification
and OOD detection. The objective function MSMI reveals the form of required OOD
supervision information, which aims to make networks aware of OOD and minimize
their interference in classifying ID samples. Furthermore, the objective function M-
BCE presents the method to estimate the supervision information and expression of the

parametric discriminator in MSMI to improve the generalization. Therefore, MSMI and
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Algorithm 3 Supervision Adaptation (SA)

1:

2
3:
4

A

repeat

Sample {(x{, 1), -- -, (Xjs, yi,)} from Pr(x, y)

Sample {(x¢),..., (x%)} from Pp(x)

Estimate objective function:

N | M o0 MK

Lsa(0) = 37 D logplxp, ) + 5 D D (Pr() — 9. 9)) log ol y)
m=1 n=1 Ly=1

Obtain gradients VoLls 4(0) to update parameters 6
until convergence
: Output: discriminator Qy(y|x)

MBCE are complementary. To take advantage of MSMI and MBCE, we combine these

tw

of

0 components to obtain the objective function for SA.
To apply the adaptive supervision information [—P(1|x), ..., —P(y|x), ..., —P(K|x)]
OOD samples to train a discriminator Qy(y|x) and design the specific Qy(y|x) by es-

timating the supervision information, we linearly combine MSMI and MBCE because
MBCE can be regarded as a constraint on Qy(y|x) in MSMI,

(1 — Oé)ﬁMI(tg) + Oé,CMBCE(Q) (418)

where o € [0, 1] is a combination parameter to balance the impact of the two compo-
nents. Combining Eqs. (4.13), (4.16) and (4.18), we have

(1 = @)Ep, () [log 0(x.y)] (1 = @) BEpo) | D p(x,y) log (. y)

(&

=A N Y _
~ (4.19)
QB x 108 0105 9%, )] —EpinEr, ) log (1 — olog o(x, )]

-~

::C =D

However, the complex objective function Eq. (4.19) causes the high cost of calculat-

ing the gradients for optimization. To simplify the above function, we first obtain the

following lower bound,

o(x,y) ]

p(x,y) + 1
=Epi(xy) [l0g p(x, )] = aLp (xy) [log (p(x,y) +1)]
>Ep, (xy) [log p(x,y)] — alog2,

A+ C=(1—-a)Ep,(xy) [logo(x,y)] + aEp,xy) {log
(4.20)
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where the first equality is due to the property of the sigma function

o(logs) = ,$>0 4.21)

s+1

and the first inequality holds since ¢(x,y) € (0, 1]. Also, we have the following lower

bound,

B + D Z - (1 - Oé)ﬁEp(x)

> p(x,y)log p(x, y)]

)
+ aEpx) Ep, y) [log (¢(x,y) + 1)] (4.22)

> (aPi(y) — (1 - a)Bp(x,y))log p(x, y)] ,

Y

>Epx)

where the first inequality holds owing to Eq. (4.21) and the second inequality holds
since log(z) is a monotonically increasing function. To obtain a compact result, we
assume [ = «/(1 — «) without loss of generality. Substituting Eq. (4.20) and Egq.
(4.22) into Eq. (4.19), we obtain the objective function of the SA method,

Ls4(0) =Ep, (xy) [log o(x,y)] + aFp(x)

D (Pi(y) = o(x,y)) log p(x, y)] ,

(4.23)
where P(y) is an ID class probability which can be estimated by exploring ID samples
in experiments. From the derived result Eq. (4.23), we observe that the adaptive super-
vision information for a given OOD sample with respect to class y is P;(y) — ¢(x,y)
after combining MSMI with MBCE.

Recall that P(x) = (1 — €)P;(x) + ePp(x) is the mixture distribution of ID and
OOD samples, accordingly, to apply the stochastic gradient descent (SGD) optimization
algorithm to estimate the gradient of the objective function Eq. (4.23), we assume

the mini-batch size for mixed data is B which includes M = (1 — ¢)B ID samples
{(x{,91).- -, (xk,yx)} and N = eB OOD samples {(x7), ..., (x)}-

4.3 Experiments

We demonstrate the effectiveness of the proposed SA method using four network archi-
tectures, two ID datasets and eleven OOD datasets. Specifically, we compare the SA
method with several state-of-the-art methods, analyze the effect of parameters, run a set

of ablation study experiments, and make a qualitative analysis.
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Table 4.1 SA: OOD detection performance.

Each value indicates the average AUROC score on the eleven OOD datasets, and the boldface values indicate the relatively better OOD detection performance.

ID dataset . EC/UF/PN/OE/SA
Network Baseline
Measure TinyImageNet LSUN CelebA
ResNet18 91.4 96.4/96.4/96.5/95.0/98.1 96.9/96.8/96.8/96.2/98.9 94.2/95.1/91.1/91.0/96.1
CIFAR10 VGGI19 89.3 95.4/953/954/929/92.4 96.6/96.5/96.5/94.9/96.4 93.8/92.5/95.8/89.2/90.7
AUROC MobileNetV2 879 95.3/95.8/94.8/93.9/94.6 96.2/96.3/96.2/95.9/97.6 86.4/92.7/91.2/90.6/92.8
EfficientNet 91.3 94.9/94.7/94.7/92.5/95.2 96.0/96.6/95.9/95.1/97.1 91.6/93.6/91.2/90.0/94.5
ResNet18 80.1 91.5/92.3/92.9/89.0/93.0 93.6/93.7/94.0/93.5/96.4 86.3/88.6/88.8/87.3/92.1
CIFAR100 VGG19 72.0 87.8/89.5/89.7/86.7/89.4 91.6/922/94.0/922/94.4 85.2/86.1/86.6/84.0/86.9
AUROC MobileNetV2 726 87.0/90.4/90.7/88.3/87.7 92.3/91.7/93.1/93.7/92.8 81.9/79.4/85.2/83.9/83.3
EfficientNet 74.2 86.8/89.8/91.1/87.2/89.9 90.3/92.9/92.9/92.7/94.1 84.8/81.4/85.0/83.5/86.5

Table 4.2 SA: Classification accuracy (compared with retraining methods).

Each value indicates the ACC score on the corresponding test ID dataset, and boldface values indicate the relatively better classification performance.

ID dataset . EC/UF/PN/OE/SA
Network Baseline
Measure TinyImageNet LSUN CelebA
ResNetl8 95.0 94.7/95.0/94.9/94.9/95.1 95.0/94.7/95.0/94.9/95.1 95.2/952/95.0/94.9/95.3
CIFAR10 VGG19 93.5 93.3/93.8/93.4/92.7/93.6 93.5/93.5/93.4/93.2/93.7 93.1/93.2/93.3/93.5/93.5
ACC MobileNetV2 91.3 91.0/91.5/91.2/90.7/91.7 90.8/91.5/91.2/91.1/91.6 91.0/91.6/91.0/91.3/91.7
EfficientNet 90.6 89.8/90.1/90.1/90.2/90.1 90.2/90.5/90.2/89.6/90.7 90.1/90.5/90.1/89.9/90.3
ResNetl8 71.7 77.71718171.3/77.6/78.6 78.0/71.5/717.1/76.5/78.6 713/71.0/77.4/71.3/79.0
CIFAR100 VGG19 71.4 71.5/71.77171.5/72.0/73.0 71.3/71.6/72.1/71.5/72.7 71.5/71.7/71.2/71.5/72.3
ACC MobileNetV2 712 70.1/70.4/70.5/70.8/71.4 70.8/70.9/70.3/70.6/72.2 69.6/70.0/70.7/69.9/71.1
EfficientNet 69.1 68.8/68.9/69.1/68.7/70.8 68.8/69.0/68.7/69.2/69.6 69.2/68.0/68.1/68.4/70.3
4.3.1 Setup

We introduce the network architectures incorporated into different OOD detection meth-

ods, the ID and OOD datasets for experiments, and the evaluation metrics.

4.3.1.1 Network Architectures and Datasets

To verify the general applicability of the proposed SA method for different neural ar-
chitectures, we apply it to four advanced convolutional neural networks ResNet18 [1],
VGG19 [66], MobileNetV2 [75], and EfficientNet [76]. All networks are implemented
in PyTorch trained in a single GPU. The setups of all networks follow the setups used
in FIG method.

Networks are trained to classify two ID datasets CIFAR10 and CIFAR100 [60].
The OOD datasets include SVHN [59], iSUN [77], LSUN [62], TinyImageNet [63],
CelebA [78], VisDA [79], Caltech256 [64], PASC [80], COCO [65], Gaussian, and
Uniform. For an OOD dataset used in the training phase of the SA method, according
to the definition of mixture distribution P(x), the number of OOD samples required in
the training process is #training ID samples X ¢, and the rest OOD samples are used
to test the OOD detection performance. For an OOD dataset unused for training, the

whole dataset is applied to test the OOD detection performance.

4.3.2 Comparison Results

We compare the proposed SA methods with methods of improving OOD sensitivity and

methods of improving generalization. We aim to verify that the SA method can achieve
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a competitive ID classification accuracy while also pursuing a high OOD detection per-

formance.

4.3.2.1 Comparison Methods of Improving OOD Sensitivity

We compare the performance of the baseline, extra class (EC) [15], KL with the uni-
form distribution (UD) [37], prior network (PN) [16], outlier exposure (OE) [35], and
our proposed SA method in terms of measures ACC and AUROC. For a trained model,
we calculate ACC on the ID test dataset corresponding to its ID training dataset. Fur-
thermore, by adopting maximum softmax output as OOD scores, we report the average
AUROC across eleven OOD datasets, namely, SVHN, iSUN, LSUN, TinylmageNet,
CelebA, Caltech256, VisDA, PASC, COCO, Gaussian, and Uniform.

The baseline method applies a pretrained network which is optimized from a cross-
entropy loss on a training ID dataset. The rest methods retrain the network on a pair
of an ID dataset and an OOD dataset. For the EC method, we add an extra class to
the OOD dataset. For UD [37], PN [16] and OE [35], we apply the setups suggested
in their corresponding papers, respectively. Specifically, for UD, we select the regular-
ization coefficient for the KL divergence with the uniform distribution among {0.1, 1}.
The best OOD detection performance and the corresponding classification accuracy are
reported. For PN, we set 1 for the hyper-parameter of the dense Dirichlet distribution
for OOD samples. For OE, we set the regularization coefficient 0.5 to a margin ranking
loss on the log probabilities of ID and OOD samples. For SA, we set « = 0.2 which
achieves a trade-off between the high OOD detection performance and the high classi-
fication accuracy. For fair comparisons, the component parameter € of OOD samples is
0.05 for all considered models.

The comparison results of the OOD detection performance are summarized in Ta-
ble 4.1. We find that the methods introducing an OOD dataset to training processes can
significantly improve the OOD detection performance over the baseline method. SA
achieves the best results in most cases and competitive performance in the remaining
situations. The average rank of SA 1.91 across all the neural architecture and OOD
dataset pairs. The reason is that the OOD datasets restrict networks to make certain
and low-probability predictions for samples differing from ID samples. Specifically,
the adaptive supervision information of OOD samples in SA can sufficiently describe
OOD samples, which causes that more valuable information behind an introduced OOD
dataset can be utilized to recognize other unobserved OOD samples.

The comparison results of the classification accuracy are summarized in Table 4.2.
Compared with the baseline method, all the other methods except SA can improve the
OOD detection performance by sacrificing classification accuracy. SA method performs

even better on classifying ID samples with its average rank 1.12 across all the neural
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Table 4.3 SA: Classification accuracy (compared with generalization improvemen-
t methods).

The SA method is trained with the TinyImageNet OOD dataset, and the other methods
focusing on improving the generalization performance are trained without any OOD datasets.
The boldface values represent the relatively better classification performance.

Network Baseline / GS / MIXUP /LS / Tf-KD / SA
Measure CIFAR10 CIFAR100
ResNet18
95.0/94.7/95.8/95.1/952/95.1 77.7/76.5/78.2/78.8/79.0/78.6
ACC
VGG19
93.5/929/94.3/93.3/93.2/93.771.4/70.4/72.8/72.8/72.4/72.7
ACC
MobileNetV?2
91.3/90.8/91.3/91.2/91.0/91.6 71.2/69.1/68.6/71.0/71.6/72.2
ACC
EfficientNet
ACC 90.6/89.9/88.9/90.6/89.3/90.7 69.1/67.7/66.2/69.0/69.1/69.6

architecture and OOD dataset pairs. This is because that the manually-determined labels
for OOD samples mislead the label distribution to corrupt the training data and make
networks less attentive to classification tasks. Furthermore, SA applies the supervision
information of OOD samples to improve the generalization capacity. Specifically, the
supervision information minimizes the OOD interference in classifying ID samples and
makes ID classes more distinguishable. Compared with the state-of-the-art methods
involving OOD datasets in the training process, SA achieves a balance between the

generalization capacity for ID samples and the detection performance for OOD samples.

4.3.2.2 Comparison Methods of Improving Generalization

To demonstrate the significant classification improvement by involving OOD samples in
SA, we further compare SA with other methods without involving extra OOD datasets.
Recall that the SA learning with OOD samples is for increasing the OOD sensitivity of
discriminators. The improvement of SA on classification accuracy is a by-product. The
comparison methods include the baseline, Gaussian noise (GN), MIXUP [13], label
smoothing (LS) [57], and the teacher-free knowledge distillation (Tf-KD) [81]. For all
the methods, we follow the setups suggested in their corresponding papers, respectively.

The experimental results are presented in Table 4.3 and Table 4.4. The two tables
show that SA obtains average 8.52% and 26, 76% improvements across all the neural
architecture and OOD dataset pairs over the baseline method on the datasets CIFAR10
and CIFAR100, respectively, which indicates that the involved OOD datasets signifi-
cantly improve the network ability to distinguish ID and OOD samples. Other methods

mainly focusing on improving generalization are less capable of detecting OOD sam-
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Table 4.4 SA: OOD detection performance (compared with generalization improve-

ment methods).

The SA method is trained with the TinyImageNet OOD dataset, and the other methods focusing on improving the generalization

performance are trained without any OOD datasets. The boldface values represent the relatively better OOD detection

Network
Test OOD
Measure

Baseline / GS / MIXUP /LS / Tf-KD / SA

CIFAR10

CIFAR100

SVHN
iSUN
LSUN
TinyImageNet
CelebA
Caltech256
VisDA
PASC
COCO

Gaussian

ResNet18
AUROC

Uniform

92.0/89.4/89.6/88.8/83.4/97.1
91.8/92.1/91.6/86.0/79.7/100.0
94.1/92.9/95.5/93.6/93.8/98.4
93.2/92.5/93.8/90.7/89.5/97.1
86.9/82.7/85.5/79.5/82.3/100.0
92.1/90.8/90.3/86.5/87.2/99.3
91.9/89.5/89.8/84.0/88.6/99.8
91.2/88.8/86.1/85.7/87.8/98.4
91.0/90.6/88.0/85.7/87.0/97.4
88.8/92.5/99.9/83.4/93.5/100.0
92.9/93.9/99.5/87.4/94.5/100.0

83.2/83.7/76.6/78.6/80.0/90.8
84.8/81.3/73.4/80.2/82.9/99.9
82.4/81.6/77.6/81.7/80.3/93.3
84.9/84.2/83.7/85.7/85.5/93.2
84.8/85.2/79.2/83.3/83.3/99.9
82.9/82.2/79.0/82.9/82.6/98.1
80.2/81.5/76.7/78.4177.7/99.6
81.1/82.0/78.4/83.7/81.6/93.3
82.9/81.6/80.5/83.1/82.1/92.2
57.1/70.8/98.2/85.8/66.0/99.9
76.5/82.3/98.7/89.3/77.6/100.0

SVHN
iSUN
LSUN
TinyImageNet
CelebA
Caltech256
VisDA
PASC
COCO

Gaussian

VGGI19
AUROC

performance. ]
Uniform

85.8/78.7/91.9/75.1/72.9/90.5
90.4/87.9/92.1/79.9/81.1/99.9
93.3/91.4/952/83.2/85.7/97.8
90.8/88.4/93.0/77.3/76.2/92.5
82.7/73.4/87.7/67.6/67.2/99.4
88.2/85.1/91.1/75.7/75.9/96.4
87.6/82.1/90.8/73.2/76.5/97.4
86.2/81.9/89.4/75.6/67.5/94.6
88.2/84.6/92.2/73.4/73.5/92.1
95.0/92.1/99.1/84.6/92.9/100.0
94.6/91.7/99.5/78.6/86.3 /100.0

72.4/76.2/80.2/73.3/73.0/84.1
59.4/68.4/74.5/68.0/64.0/99.6
759/77.6/80.9/71.0/77.0/92.8
77.0/78.0/81.8/76.5/74.9/89.1
76.4/79.1/82.1/74.1/76.5/98.2
75.5/176.4/79.9/73.9/74.0/95.7
75.41776.5/79.9/74.3/75.8/96.5
71.4/77.8/79.2/66.6/72.3/91.9
76.6/76.7/79.3/73.6/74.0/90.8
70.0/63.2/73.0/85.9/79.4/100.0
61.7/64.1/62.5/90.7/88.8 /100.0

SVHN

iSUN

LSUN

TinyImageNet
. CelebA
MobileNetV?2
Caltech256
AUROC .

VisDA

PASC

COCO

Gaussian

Uniform

86.1/84.2/89.6/85.8/87.3/96.4
89.7/90.7/90.4/88.9/89.1/99.6
91.6/89.2/89.7/88.4/88.3/97.8
90.5/89.6/90.3/84.5/85.6/94.4
88.9/84.5/85.8/83.6/83.6/99.4
89.9/88.0/86.4/86.0/86.3/97.5
90.9/86.5/85.9/86.5/85.8/98.4
88.4/84.6/88.3/83.7/84.8/97.6
89.8/88.2/86.9/85.4/84.0/96.4
76.2/82.3/90.7/89.1/90.8/97.3
84.6/86.0/96.2/87.4/85.7/99.2

722/749/749/77.4/81.5/87.8
71.8/65.8/62.1/75.6/75.2/98.2
76.3/72.8/73.9/76.3/79.5/86.1
80.8/78.3/81.5/81.9/79.6/86.7
77.7/81.2/78.7/80.1/80.8/98.5
75.4/758/74.6/717.2/76.9/94.9
76.0/80.1/74.7/75.2/77.3/96.8
71.4/752/73.4/73.2/75.8/88.4
71317176.0/759/71.9/717.7/90.1
56.2/55.7/89.4/85.4/20.7/99.1
63.2/63.7/93.9/84.4/32.8/93.9

SVHN
iSUN
LSUN
TinyImageNet
CelebA
Caltech256
VisDA
PASC
COCO

Gaussian

EfficientNet
AUROC

Uniform

90.7/88.4/83.2/87.5/87.3/94.8
92.3/89.4/90.4/88.6/84.9/99.4
89.9/88.4/86.1/84.2/83.3/96.7
89.9/88.9/88.6/83.7/84.4/93.2
87.6/85.2/80.5/77.5/78.3/99.1
89.0/86.7/83.9/84.0/83.9/97.5
89.3/87.1/82.7/83.4/83.0/97.4
89.0/86.4/86.2/83.3/82.4/97.9
89.9/87.7/86.1/83.1/82.9/97.4
97.9/89.3/96.1/98.4/69.4/97.6
99.0/88.8/95.7/98.5/83.0/96.8

71.8/78.1/73.1/79.3/79.5/88.8
72.6/71.7/82.3/75.4/73.6/99.3
74.4172.8/74.1/759/1717.4/87.7
76.4/75.6/77.9/76.7/75.9/89.5
78.0/80.7/79.1/79.3/80.2/99.0
76.7/7721753/171.4/77.0/96.0
79.7179.471752/171.91717.3/96.2
72.5/759/76.1/76.4/77.1/94.5
76.7/76.6/73.8/78.2/77.5/92.5
80.8/85.0/77.4/92.8/89.6/97.0
82.3/84.4/59.4/90.8/87.7/94.3
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Fig. 4.1 SA: The Effect of Component Parameter € (o = 0.2).

Each title includes the corresponding training ID dataset, training OOD dataset, and
network architecture. Eleven different OOD datasets are used to test the OOD
detection performance, and each broken line corresponds to a test OOD dataset. Each
point indicates an AUROC score on a test OOD dataset, and larger values are better.

ples than the baseline method. The main reason is that all methods lead to the decreased
confidence prediction on ID samples without any constraints to OOD samples, which
causes the boundary between the two kinds of samples is unclear.

Similar to the comparison methods, SA method also encourages ID samples to have
smooth output probabilities. However, SA tends to assign lower confidence predictions
to OOD samples by distinguishing ID and OOD samples according to the design prin-
ciple of the component MBCE. In terms of classification accuracy, the SA method is
competitive with the other compared methods and surpasses the baseline method by
0.22% and 1.26% on CIFAR10 and CIFAR100, respectively. The reasons for this phe-
nomenon are two-fold (1) the adaptive nature of the supervision information guarantees
that OOD samples will not disturb the learning process of classifying ID samples; (2)
applying an OOD dataset to separate ID samples with different labels promotes the

improvement further.

4.3.3 Effects of Parameters

We analyze the effects of the component parameter € and the combination parameter o
of SA in terms of ACC and AUROC.

4.3.3.1 Effect of the Component Parameter

We show the effect of the component parameter € by selecting it from 11 evenly-spaced
numbers starting from O and ending at 0.1 with o = 0.2 in Fig. 4.1. A larger ¢ yields

better OOD detection performance, and this effect diminishes when the component pa-
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Fig. 4.2 SA: The Effect of Combination Parameter o (¢ = 0.05).

Each title contains the information about the training ID dataset and the network
architecture. Solid lines and dotted lines correspond to the results of SA and the
baseline method, respectively. Each point in the first two sub-figures indicates an ACC
score on the test dataset corresponding to the training ID dataset, and each point in the
last two sub-figures indicates an average AUROC score on the eleven OOD datasets.

rameter is too large. However, the detection performance is sensitive to € as expected
when the models are trained on OOD datasets like CelebA and SVHN. This is because
simple samples without complex textures and shapes from the two datasets are quite
different from unrecognizable samples. In contrast, we also observe that small € (like
0.05) leads to a high OOD detection performance. Therefore, we conclude that training
the SA method with a complex OOD dataset can better improve its sensitivity to differ-
ent OOD samples. Furthermore, a simple OOD dataset used in the training process is

sufficient to guarantee a high OOD detection performance.

4.3.3.2 Effect of the Combination Parameter

The effect of the combination parameter « is shown in Fig. 4.2. The combination pa-
rameter « is selected from nine evenly-spaced numbers starting from 0.1 and ending at
0.9 with € = 0.05. The experimental results indicate that o € [0.1, 0.2] causes improved
ACC over the baseline for almost all ID dataset and network architecture pairs. Howev-
er, ACC cannot be improved on CIFAR10 with the network architecture EfficientNet.
The main reason is that it is difficult to improve the generalization ability of lightweight
models focusing on enhancing the test efficiency like EfficientNet on datasets with few
classes like CIFAR10 [76]. Furthermore, SA significantly outperforms the baseline in
terms of AUROC for any choice of a. This result verifies the rationality and feasibility
of learning with OOD samples to improve the network sensitivity to OOD samples. We

observe that SA achieves the best OOD detection performance when « is approximately
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Fig. 4.3 SA: Results of the Ablation Study.

Each title contains the information about the training ID dataset and the network
architecture. Each bar in the sub-figures on the left indicates the classification accuracy
on the corresponding test ID dataset, and each bar in the sub-figures on the right
indicates the detection performance for an OOD dataset. Higher bars are better.

equal to 0.5. However, a small o would be a better choice for a high OOD detection

performance because it can also improve the classification accuracy over the baseline.

4.3.4 Ablation Study

SA method is based on two components: MSMI and MBCE. The two components
reveal the form of the supervision information required for OOD samples and estimate
this adaptive supervision information in training OOD-sensitive networks, respectively.
We run a set of ablation study experiments to verify that both MSMI and MBCE are
complementary and indispensable.

In the experimental setup, MSMI optimizes the objective function Eq. (4.11) where
the adaptive supervision information P(y|z) is directly approximated by the paramet-
ric discriminator Qy(y|x). MBCE optimizes the objective function Eq. (4.17) to learn
D(x,y) and infers the discriminator QQy(y|x) according to Eq. (4.16). For a fair compar-
ison, following the discussion in Section 4.3.3, we apply component parameter ¢ = (.05

for all methods and the combination parameter o = 0.2 for SA method.
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The ablation study experimental results are shown in Fig 4.3. Networks obtained
by MBCE have poor classification accuracy. However, MSMI can achieve further im-
provement by combining with MBCE to derive the SA method. Therefore, considering
the data relationships between ID and OOD samples by MBCE when estimating the
supervision information in MSMI is necessary. Furthermore, MSMI achieves the best
results in terms of AUROC, which verifies the effectiveness of the adaptive supervision
information for OOD samples. The OOD detection capacity of MBCE is relatively low,
which indicates separating ID and OOD samples without considering the data relation-
ships between samples and labels is insufficient for learning OOD-sensitive networks.
Taking advantage of both MSMI and MBCE, the SA method has a similar OOD de-
tection capability to MSMI and a similar ID classification ability to MBCE. Therefore,
we conclude that MSMI and MBCE form a complementary solution to balance the ID
generalization capacity and the OOD detection ability.

4.3.5 Qualitative Analyses

To intuitively illustrate that the SA method can clearly distinguish ID and OOD sam-
ples, we consider the qualitative analyses of its prediction confidence trend, the final
prediction probability, and the feature distribution.

The prediction confidence trends of different test datasets are presented in Fig. 4.4.
For an ID test dataset containing correctly and wrongly classified samples, we evaluate
the average prediction confidence in each iteration for each test dataset. By increasing
the iteration times, the average prediction confidence of the SA correctly and wrongly
classified samples increases gradually, and an opposite trend is observed on all test
OOD datasets. However, the baseline increases the average prediction confidence on
the test OOD datasets as the same as the test ID dataset. Hence, the increasing gap in
the average prediction confidence between ID and OOD samples leads to that SA is
easier to distinguish between the two kinds of samples.

We show the final prediction probability of individual samples in Fig. 4.5. We ob-
serve that both the baseline and SA provide high confidence on the correct class for an
ID sample. However, SA is more sensitive to OOD samples than the baseline. This
because all class confidence of the three OOD samples are suppressed in SA compared
with that in the baseline.

We show the feature distribution in Fig. 4.6. We extract the output features of
test samples from the baseline and SA and obtain the corresponding embeddings by t-
SNE [9]. Recall that the number of classes of CIFAR10 is 10. For the baseline method,
only 9 classes can be clearly observed, and the remaining ones has severely overlap
with OOD samples. For SA, all 10 classes can be clearly observed. Accordingly, the
SA method can better distinguish ID and OOD samples.
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Fig. 4.4 SA: Prediction Confidence.

Each solid line represents the change of average prediction confidence of samples from
the corresponding test set over time. In the legend, ‘Correct’ and ‘Wrong’ indicate
correctly and wrongly classified samples, respectively, and the other names denote

different OOD samples.
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Fig. 4.5 SA: Inputs and Their Corresponding Prediction Probabilities.
The two models are trained by ResNet18 on CIFAR10, and the extra OOD Dataset
used in SA is TinylmageNet. The blue and orange bars represent the result from the
baseline and SA, respectively.
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Fig. 4.6 SA: t-SNE Visualization of ResNet18 Features.
The color of points indicates the datasets of the corresponding samples. ‘Correct’ and
‘Wrong’ indicate correctly and wrongly classified samples, respectively, and the other
names denote different OOD samples.

4.4  Summary of This Chapter

In this chapter, we propose a supervision adaptation (SA) approach to balancing the
classification ability of ID samples and the detection capacity of OOD samples when
OOD samples are available in the training process. SA solves the primary issue of defin-
ing the supervision information for OOD samples for adapting ID samples. We measure
the data relationships between ID samples and their labels in terms of the mixed space
mutual information to reveal the form of the supervision information. Furthermore, we
consider the data correlations between the two kinds of samples to estimate this super-
vision information in terms of multiple binary regression problems. For different neu-
ral architectures and diverse datasets, we empirically demonstrate that SA consistently
outperforms the baseline method in detecting OOD samples and achieves an improved

classification performance.
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CHAPTER 5

Out-of-distribution Detection via Cross-class Vicinity Distribution

5.1 Motivations

Chapter 4 discusses how to balance OOD detection and ID classification performance
when OOD samples are involved in training phases by constructing adaptive supervi-
sion information. When OOD samples from real-world datasets are unavailable, gen-
erated OOD samples drawn from generative models can be involved, as discussed in
Chapter 3. However, constructing generative models and sampling processes are usual-
ly expensive. Accordingly, we consider an orthogonal direction, i.e., improving OOD
sensitivity by exploring the information from ID samples. Specifically, we explore gen-
erating augmented ID samples from vicinity distributions [82, 13] of training ID sam-
ples. The augmented ID samples can be treated as data-dependent OOD samples for
the training ID dataset. However, data-dependent OOD samples cannot be drawn from
the vicinity distributions constructed by the standard methods [83], including horizontal
reflection, rotation and rescaling. These augmented samples can only be used as extra
ID samples and mapped to the same label as their original one to improve generaliza-
tion. The standard constructions usually assume that the samples from the same vicinity
distribution own the same label. Furthermore, they ignore the vicinity relations across
samples of different classes. Therefore, standard constructions cannot generate OOD
samples. In this chapter, we break down this barrier to construct a vicinity distribution
of an ID sample with involving the ID samples of other classes.

Accordingly, we propose a Learning from Cross-class Vicinity Distribution (LCVD)
approach to explore OOD samples related to a given ID sample according to the fol-

lowing insight:

An OOD input generated by mixing multiple ID inputs does not belong to

the same classes as its constituents.

To draw an OOD sample drawn from the cross-class vicinity distribution of a given ID
sample, we can linearly combine the ID sample with multiple ID samples associated
with other classes. We assume the ID sample no longer belongs to the original class

after being contaminated by those ID ones from other classes. The reason is that there
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is more than one class in the contaminated input (the generated OOD input). Therefore,
we encourage a network to make low-confidence predictions for samples located in the
regions outside the training ID samples. Accordingly, the generated OOD input can
be associated with a complementary label' [84] which could be any of the labels of its
constituents. To improve the network capacity of discriminating between ID and OOD
samples, we can finetune the pretrained network to reject the mapping between OOD

inputs and the corresponding complementary labels.

5.2 Cross-class Vicinity Distribution

5.2.1 Generic Expected Risk

We introduce a generic expected risk [85] which is used to train a network from both
ID and OOD samples. We define x and y as the input and label, respectively, and the
number of classes is /. Each ID / OOD sample corresponds to a ground truth label
/ complementary label. The marginal distribution of x, the marginal distribution of ¥,
and the joint distribution are P;(x), P;(y) and P;(x,y) for ID samples, respectively.
Similarly, we define Pp(x), Po(y) and Pp(x,y) for OOD samples. We assume both
ID and OOD samples share the same conditional distribution P(y|x) estimated by a pa-
rameterized network QD (y|x) with model parameter €. This is a mild assumption. This
is because the two kinds of samples share the same label space and P(y|x) depends on
the given input z. Further, estimating QQy(y|x) for ID and OOD samples can recognize
different classes of ID inputs and discriminate between ID and OOD samples. Recall
that mutual information [48] is a quantity which measures the relationship between ran-
dom variables. The mutual information for ID and OOD sample are defined as Z;(x; y)
and Zp(x; y), respectively.

The pretrained network focuses on measuring the relationship between a random ID
input and the corresponding ground truth label in the pretraining phase. Then, it focuses
on rejecting OOD samples in the finetuning phase to improve the OOD sensitivity.
Based on the definitions of ID and OOD samples, the mutual information of the two

kinds of samples should be enhanced and reduced, respectively. We thus have,
max  Z;(x;y) — Zo(x;y). (5.1

To maximize Eq. (5.1) and introduce Qy(y|x) to estimate P(y|x), we obtain the lower

!Contrary to the definition of ground truth labels, complementary labels indicate the classes a given
input does not belong to.
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bound of Z;(x; y)

Pr(ylx
Tr(x;y) =Ep(xy) {log M]

Pr(y)
- . Pr(y|x)Qo(y|x)
=Ep, (xy) {1 & Pr(y)Qo(y|x) ]

=Ep, (xy) [log Qo(y[x)] + D (Pr(x,y)[|Qe(y|x)) + H(Pr(y))

> / log Qo (y[x)dPr(x,y) + H(Pr(y))

5.2)

where the inequality is due to the nonnegative property of the Kullback-Leibler diver-

gence, and the the upper bound of Zp (x; y)

Po(y|x
Zo(x;9) = Epy(xy) [log M]

Po(y)
Po(ylx) (1 — Q9(9|X))]
Po(y) (1 —Qo(ylx))

By 108 (1 — Qo(y%)] + Eryoy) {log

= EPO (x,y) |:10g

Po(ylx) (1 — Qe(?ﬂx))]
Po(y)
(1- Qe(?ﬂx))}

<~ Epypu 108 (1~ Qoyp)] + Eryixy {mg o

< — Epyxy) 10g (1 — Qo(ylx))] — 1

s—Epo<x,y>[loga—@e(mx))]+Epoxy[ f } W) Pi(y))

— /log(l — Qo(y|x))dPo(x,y) + Ep, () {

(5.3)
where the first inequality is due to Pp(y|x) > 1; the second inequality uses the loga-
rithm inequality log(z) < % + log(a) — 1 for all z,a > 0; the third inequality is due
to Qy(y|x) > 0; the last is due to the nonnegative property of the Kullback-Leibler
divergence; H (-) is the entropy. Substituting Eq. (5.2) and Eq. (5.3) into Eq. (5.1) and
ignoring the constant terms, we obtain the generic expected risk for learning from both
ID and OOD samples,

R(0) = — / log Qo(y[x)dPr(x, ) + / log(1— Qo(yl))dPolxy). (5.4

The first term in R(0) is the expected risk for learning a pretrained Q(y|x) without
considering the OOD sensitivity. We finetune Qy(y|x) to improve the ability in dis-
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criminating between ID and OOD samples according to R(6).

5.2.2  Cross-class Vicinity Distribution
5.2.2.1 Empirical Distribution

Optimizing Qy(y|x) by minimizing R () is intractable because we usually cannot ob-
tain analytic expressions for P;(x,y) and Po(x,y). We can only access a training ID
dataset D; = {(x!,y!)}Y1,, where each sample (x!,7!) is assumed to be IID drawn
from the unknown Pr(x,y), and Ny is the number of ID samples. According to the vic-
inal risk minimization principle [82], we can approximate R(6) by replacing P;(x, y)
and Po(x,y) with the corresponding empirical distributions P;(x,y) and Po(x,y).
P;(x,y) and Po(x,y) are constructed by the corresponding vicinity distributions VZ

and VO based on the training ID dataset Dy, respectively,

Ny
- 1
PI(X7 y) = E Z Vl—(Xv y|Xz'Iu yf)u
=1
(5.5

Ny
1
Folx,y) = 5 > VO(x,ylx!y).
=1

To obtain the two empirical distributions (i.e., P;(x,y) and P(x, y)) for exploring
ID and OOD samples, we have to define the corresponding vicinity distributions (i.e.,
VZ and VO) measuring the probability of finding the virtual input-label pairs in the
vicinity based on a given ID sample (x',y!) drawn from P;(x, y). Note that Po(x, y)
is an empirical distribution for generating OOD samples, which are also built on the
ID samples as ]51 (x,y). This is because the samples outside the ID dataset could be
OOD, and the vicinity distribution finding the neighborhood around an ID sample could
explore the data-dependent OOD samples.

5.2.2.2 Dirac Delta Vicinity Distribution

In the pretraining phase, we only apply the ID samples to train a network without ex-
ploring the samples outside the training ID dataset. Therefore, the corresponding dirac

delta vicinity distribution for ID samples is defined as
VI(Xu y|X17 y]> - 5(X = XI: Y= yI)7 (56)

where ¢ is the Dirac delta function. However, the vicinity distribution VZ(x, y|x!, y!)
cannot be applied to find samples different from the ID samples, which causes uncertain
predictions for OOD samples and unexpected high-confidence predictions for some of

them.
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5.2.2.3 Cross-class Vicinity Distribution

We thus construct another vicinity distribution VO(x, y|x!, ) to explore OOD sam-
ples by considering the vicinity relations among the ID samples of different classes. A
pretrained network is taught to reject the OOD samples drawn from ﬁo(x, y), which
improves the OOD sensitivity. Considering the vicinity relations across ID samples of
different classes, we combine different classes of ID inputs to generate an OOD input.
However, it is difficult to determine the ground truth label for the OOD input. This is
because the input contains more than one label information. We constrain networks to
provide low-confidence predictions for inputs containing different label information for
improving the discriminability of ID and OOD samples. Consequently, determining the
complementary labels for the OOD input is easy, i.e., the ground truth labels of the ID
inputs. The construction method of the vicinity distribution of ID samples for exploring
OOD samples is based on the insight: an OOD input generated by mixing multiple ID
inputs does not belong to the classes of these ID inputs.

For a given ID sample (x!, y'), we firstly generate an OOD input x° by combining

x! with other M — 1 randomly-selected ID inputs {x!, ..., x{, |},
. M-1
X0 = M(xf + Z x!), (5.7)

the corresponding label set of the M selected samples is C'(M) = (Uﬁ;l yHuy! C

[K]. Recall that the number of classes of ID samples is /. We assume the number of
selected classes in C'(M) is K¢.

Theorem 5.2.1. With a high probability, the number of selected classes K is less than
K, which indicates the label set C (M) is nearly impossible to contain all the labels of
ID samples.

Proof. The problem of calculating the number of selected classes K¢ for M selected
ID samples and K classes is equivalent to calculating the number of allocation schemes
for M balls and K boxes where the boxes could be empty [86]. According to dynamic
programming [87], the number of selected classes K~ among the M samples satisfies
the following distribution,

d(M, K¢)

P(Kg) = ——2 ¢
(Ke) ST (5.8)

where

K¢
d(M,K¢) => d(M — K¢,i), M > K, 59)
=1 .

d(M,K¢) =0, M < K¢, d(M,1) = d(M, M) = 1.
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Fig. 5.1 LCVD: An illustration of the distribution over K~ when the number of classes
K and the number of selected samples M are equal to 10.
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Fig. 5.2 LCVD: An illustration of the probability of K- = K = 10 for different number
of selected samples M.

The distribution over K when M = K = 10 is presented in Fig. 5.1. When the
number of components in x° equals K = 10, the number of labels contained in x°
is K¢(Ke < K), and the highest probability corresponds to 4 different classes. The
probability of Ko = K = 10 for different number of selected samples M is presented
in Fig. 5.2, which indicates that the M selected samples can only contain all classes of

samples when M is extremely large M > 1000. [

According to Theorem 5.2.1, an OOD input x¢ integrating M different ID inputs
cannot contain all the label information with a high probability. The x© constructed by
linearly combining M ID samples of K¢ classes does not belong to the K classes, and

the complementary label set of x° is C'(M). For the constructed OOD input x°, the
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complementary label is randomly-selected from the complementary label set C'(M),

M—-1

y ~ o) = (| vHuy" (5.10)

i=1

From the vicinity distribution perspective, we draw the OOD sample (x°, ) from
an empirical distribution constructed by a vicinity distribution of the ID samples (x’, 3/)
which considers the vicinity relations among samples of different classes. According
to the input Eq. (5.7) and the complementary label Eq. (5.10) of the OOD sample, we
obtain the following cross-class vicinity distribution for exploring OOD samples based
on the given ID sample (x/, y!).

VO(x,ylx',y) =Eyr .. Eg B (x:xo,y:yo)} , (5.11)

XM—1

where x© and y© are constructed by Eq (5.7) and Eq (5.10), respectively.
We can obtain the two empirical distributions P (x, ) and Pp(x, y) by substituting
Eq (5.6) and Eq (5.11) into Eq (5.5) and have

= (5.12)
- 1
Po(x,y) = N ZEX{ By [6 (x=x%y=y9)].

Both empirical distributions are estimated by ID samples. The dirac delta vicinity distri-
bution VZ in P; (x,y) degenerates into a simple Dirac delta function without exploring
the samples outside the training dataset D. Conversely, the cross-class vicinity distribu-
tion VO in ﬁo(x, y) combines different classes of ID samples to find the OOD samples
outside D.

5.2.3 Generic Empirical Risk

In the pretrained phase, only ID samples are available, with P;(x,y) =~ f’l(x, Y), we

approximate the expected risk R (6) by the following empirical risk

Ny
R(O) ~ = log Qu(y!|x}), (5.13)
=1

and learn the pretrained network )y by minimizing Eq. (5.13) on ID samples. To
improve the OOD sensitivity of the pretrained network )y in the finetuning phase, we
consider a generic expected risk Eq. (5.4) introducing OOD samples for learning to

reject the mapping between the inputs and the corresponding complementary labels.
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Using P;(x,y) ~ P;(x,y) and Po(x,y) ~ Po(x,y), we approximate the generic

expected risk R (6) by the following generic empirical risk

Ny No
R(0) = R(0) = — > log Qo(yllx!) — Y log (1 - Qa(y?|x9)) (5.14)
i=1 Jj=1

where Np is the number of OOD samples drawn from ﬁo(X, y). Based on Monte
Carlo [58], we apply the stochastic gradient descent optimization algorithm [17] to
estimate the gradients of Eq. (5.13) and Eq. (5.14). The pseudo-code of the finetuning

procedure is summarized in Algorithm 4.

Algorithm 4 The pseudo-code of LCVD.

1: Input: pretrained network )y,
ID training dataset D = {(x!,y/)}
batch size b, learning rate p
2: repeat _
3:  Draw b; = b/2 ID samples from P;(x, y): {(x!,y/)}",
4: Draw bo = b/2 00D samples from Po(x, 1): {(x9, ij)}IJ’-‘;1
5:  Estimate the objective function:

Ny
=1

b[ bO
R(O) =—> logQo(y!Ix!) = log (1 — Qo5 x?))
i=1 j=1

6:  Obtain gradients: V,R(6)

7. Update parameters: 6 = 6 + uVﬂ%(@)
8: until convergence

9: Output: finetuned network Qg

5.3 Experiments

In this section, we verify the effectiveness of the proposed LCVD method. We com-
pare it with different OOD detectors and retraining methods in terms of OOD detection
performance and ID classification accuracy. Furthermore, we analyze the effect of the
number of selected ID samples M for constructing OOD samples, compare different
training mechanisms with the generated OOD samples, and run a set of ablation study

experiments about the inputs and labels of the generated OOD samples.

5.3.1 Setup

We adopt the ResNetl18 architecture [1] for all the experiments and implement it in

PyTorch. The network setups follow that used in FIG method. If not specified, we
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Table 5.1 LCVD: OOD detection performance (compared with four detectors).

All values are in percentage, and boldface values show the relatively better detection performance.

In-dist Out-of-dist Baseline ODIN MLB Energy LCVD
CIFAR100 87.0 86.0 858 86.5 89.7
CUB200 61.5 56.0 66.5 57.1 67.1
StanfordDogs120 68.0 649 724 669 70.7
CIFARIO OxfordPets37 62.9 60.2 653 61.6 66.6
Oxfordflowers102 88.1 87.5 889 87.3 90.4
Caltech256 86.0 864 852 85.6 88.2
DTD47 89.4 91.0 89.2 90.6 94.5
CcoCco 87.3 87.8 86.6 87.6 90.1
CIFAR100 92.6 927 947 935 94.3
CUB200 92.4 934 947 945 94.2
StanfordDogs120 92.6 932 942 940 94.8
SVHN OxfordPets37 92.8 93.6 942 943 94.7
Oxfordflowers102 95.3 96.3 94.8 96.7 95.3
Caltech256 91.2 91.8 945 924 93.6
DTD47 92.3 89.5 943 92.6 94.4
CcOoCcoO 92.6 929 9438 93.7 95.3
CIFAR100 84.3 858 84.1 83.9 90.3
CUB200 71.8 715 711 70.1 73.8
StanfordDogs120 65.3 63.6 620 64.0 67.1
Mini-Imagenet OxfordPets37 70.2 68.6 64.5 69.5 71.3
Oxfordflowers102 79.8 804 765 71.9 83.0
Caltech256 78.1 799 712 785 80.7
DTD47 72.5 739 76.1 71.9 82.7
CcOoCoO 78.5 792 739 719 79.7

randomly select M = 10 ID samples to construct an OOD sample in the proposed
method and finetune the pretrained network until convergence.

We can only access ID datasets to train networks in the training phase. In the test
phase, we evaluate the OOD detection performance on diverse real-world OOD dataset-
s and the test ID datasets corresponding to the training ones. The training ID datasets
used in our experiments to train neural networks include CIFAR10 [60], SVHN [59],
and Mini-Imagenet [63]. For data augmentation methods, we apply random cropping
and random horizontal flipping to CIFAR10 and SVHN and resizing and random crop-
ping to Mini-Imagenet. The test OOD datasets evaluating the detection performance
include CIFAR100 [60], CUB200 [88], StanfordDogs120 [89], OxfordPets37 [90], Ox-
fordflowers102 [91], Caltech256 [64], DTD47 [92], and COCO [65]. We resize the test

OOD samples to match the size of training ID samples.

5.3.1.1 Comparison with Detectors

We compare the proposed LCVD method with four OOD detectors, including the Base-
line [6], ODIN [24], MahalLanoBis (MLB) [26], and energy-based detector (Ener-
gy) [29], in terms of AUROC. All comparison methods follow the same setups as the

original ones. All the detectors utilize the outputs from pretrained networks without
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Fig. 5.3 LCVD: OOD detection performance (compared with retraining methods).
We calculate the average AUROC value of each comparison method across the eight
test OOD datasets. Each box is drawn over five random trials of a method. On each
box, the central mark indicates the median, and the bottom and top edges of the box
indicate the 25th and 75th percentile, respectively.
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Fig. 5.4 LCVD: ID classification accuracy.
A longer bar indicates a better classification result.

modifying the network parameters.

The comparison results are presented in Table 5.1. We observe that LCVD achieves
the highest AUROC values on 18 of 24 pairs of an ID dataset and an OOD dataset.
LCVD thus significantly outperforms the detectors on detecting OOD samples, which
is mainly achieved by learning to reject OOD samples. Specifically, LCVD improves
the OOD sensitivity of a pretrained network in the finetuning phase by rejecting the
generated samples that are data-dependent OOD samples with complementary labels

from cross-class vicinity distribution of ID samples.

5.3.1.2 Comparison with Retraining Methods

We compare the proposed LCVD method with five retraining methods, including Joint
Confidence Loss (JCL) [37], Joint Energy-based Model [29], MIXUP [13], Contrasting
Shifted Instances (CSI) [39], and Deep Gambler (DG) [33], in terms of AUROC. The

target of the retraining methods is to improve the OOD sensitivity of a given pretrained
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network by modifying its training process and objective function with extra knowledge.
The settings of all the comparison methods follow the original ones.

The comparison results are presented in Table 5.3. We evaluate the performance
of each method over five random trials. LCVD achieves averagely 5.54%, 1.70% and
2.87% improvement over the other state-of-the-art retraining methods in terms of AU-
ROC on datasets CIFAR10, SVHN, Mini-Imagenet, respectively. The results indicate
that LCVD can obtain the best performance. Furthermore, the performance gap of L-
CVD is within the narrow range [—0.4,0.2], which indicates that the performance of
LCVD is stable. Therefore, for a pretrained network learned from a training ID dataset,
the OOD samples drawn from the cross-class vicinity distribution of training ID sam-
ples can effectively improve the OOD sensitivity. This is because the generated OOD
samples are specific to the training ID samples, which can explore the outside ranges of
the training samples. The pretrained networks refuse to map data-dependent OOD in-
puts to the corresponding complementary labels, which indicates samples in the outside

ranges are encouraged to have low-confidence predictions.

5.3.1.3 Comparison of Classification Accuracy

We compare the proposed LCVD method with the pretrained network and the five re-
training methods in terms of classification accuracy. The pretrained network can repre-
sent the performance of the OOD detectors that do not modify the training process and
objective function.

The comparison results are presented in Table 5.4. We observe that CSI and MIX-
UP methods only outperform the baseline method on the two datasets. The reasons
include: (1) MIXUP is applied to improve the generalization by generating more ID
samples by convex combinations; (2) the rotated samples used in CSI are also ID sam-
ples. The traditional augmented ID samples aim to learn invariable features to improve
the performance of recognizing different classes of ID samples. We also observe that
the classification performance of LCVD is similar to the baseline method on CIFAR10
and slightly better on Mini-Imagenet. However, the rest methods achieve poor clas-
sification performance. Therefore, LCVD improves the OOD sensitivity significantly
by sacrificing only tiny classification accuracy. This is because LCVD generates OOD
samples by augmenting the training ID samples, and the adaptively generated samples

mildly affect the classification learning process.

5.3.2 Parameter Analyses

We analyze the affect of the number of selected ID samples M for constructing an
OOD sample. We select the value of M from {1, 5,10, 15,20}. According to Fig. 5.1

and Fig. 5.2, we observe that the selected ID samples cannot cover all labels with a high
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Fig. 5.6 LCVD: Effect of the number of selected ID samples M for constructing an
OOD sample.
Each point indicates an AUROC value, and each line represents an OOD dataset.

probability even if M = 20 on the three training ID datasets.

The generated OOD samples with different M are shown in Fig. 5.5. Note that when
M =1, the original training ID samples are regarded as OOD samples. When M = 5,
we observe the generated samples are still similar to the corresponding ID samples,
which indicates the generated samples tend to be ID. When M > 10, the generated
samples significantly differ from the corresponding ID samples, which indicates the
generated samples tend to be OOD. Furthermore, different ID samples lead to specific
generated OOD samples.

The experimental results are summarized in Fig. 5.6. We observe that the OOD
detection performance is enhanced with the increase of M. Furthermore, this increasing
trend diminishes when M is sufficiently large (e.g. M > 20). Combining tremendous
ID samples to construct an OOD sample is expensive. We thus apply M = 10 for LCVD

to balance efficiency and effectiveness. When M is small, the generated samples tend
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Table 5.2 LCVD: Effect of the retraining and finetuning mechanisms.

The results are the average AUROC value across the eight test OOD datasets. All values are in
percentage, and boldface values show the relatively better detection performance.

In-distribution retrain finetune

CIFARI10 81.77 82.16
SVHN 944  94.57
Mini-Imagenet 76.81  77.01

to become ID. The pretrained network rejecting these samples reduces the prediction
confidence for ID samples, which narrows the confidence gap between ID and OOD
samples. Conversely, when M is large, the generated samples tend to become OOD.
The pretrained network rejecting these samples increases the prediction confidence on

ID samples which enlarges the confidence gap between ID and OOD samples.

5.3.3 Training Mechanism

We analyze the effect of the two different training mechanisms, i.e., retraining and fine-
tuning, for the proposed method. The results are summarized in Table 5.2. We observe
narrow performance gaps between the two different mechanisms. Furthermore, the fine-
tuning method is slightly better (0.26% to 0.48%) than the retraining method. Recall
that both the pretrained network and the generated OOD samples depend on the training
ID dataset. Therefore, for rejecting OOD samples, the network should have acquired
knowledge about the ID samples. According to the learned knowledge, the pretrained
network can discriminate between the OOD samples. In contrast, the retrained network
decreases the prediction confidence in ID samples to narrow the confidence gap between
ID and OOD samples. It is because the OOD samples generated by mixing multiple ID
samples still contain the ID information. Therefore, we apply the finetuning mechanism

for LCVD to balance effectiveness and efficiency.

5.3.4 Ablation Study

To verify that the input linearly combining multiple ID samples and the corresponding
complementary labels are indispensable for generating effective OOD samples, we run

a set of ablation study experiments.

5.3.4.1 Diverse Out-of-distribution Inputs

For the generated OOD samples in LCVD, the inputs are replaced with Gaussian noise
and rotation of ID inputs [38] without changing the complementary labels to generate
the other two variants. The Gaussian noise and rotation inputs correspond to comple-

mentary labels. Therefore, the same objective function Eq. (5.14) is applied as LCVD
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Fig. 5.7 LCVD: Results of the ablation study.

(a) Replacing the inputs (that linearly combine multiple ID inputs) of the constructed
OOD samples in LCVD with other kinds of inputs. (b) Replacing the (complementary)
labels of the constructed OOD samples in LCVD with other kinds of labels. Each bar
indicates the average AUROC value across the eight test OOD datasets. A higher bar
indicates a better detection result.

to refine the pretrained network on the two variants. The comparison results of diverse
OOD inputs are summarized in Fig. 5.7a. We observe that rotation leads to the worst
result because the rotated inputs are still essentially ID, which should not be rejected by
the pretrained network. Gaussian obtains better results because Gaussian noise inputs
are OOD. However, Gaussian noise inputs are independent of the training ID samples.
Therefore, LCVD considers the relations among samples of different classes to generate

specific OOD samples and achieves the best result.

5.3.4.2 Diverse Out-of-distribution Labels

For the generated OOD samples in LCVD, without changing the inputs, the comple-
mentary labels are replaced with different pseudo labels, including ID Ground Truth
labels, Smooth ground truth labels [57], ground truth labels with Temperature [23],
and randomly selected label probability vectors from a Uniform distribution, to gener-

ate other four variants. The inputs of these four variants correspond to pseudo labels
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rather than complementary labels. Therefore, the objective function used to refine the
pretrained network on the four variants is the objective function Eq. (5.13) used in the
pretraining phase rather than the same objective function Eq. (5.14) as LCVD.

The comparison results of diverse OOD inputs are summarized in Fig. 5.7b. We
observe that LCVD obtains 1% improvement over the other generated OOD samples.
The main reason is that the other methods directly define the ground truth labels for
the OOD inputs. Because of the complexity of inputs, the defined ground truth labels
cannot precisely match the OOD inputs. In contrast, LCVD defines the complementary
labels for the OOD inputs. It is difficult to decide the ground truth labels. However,
based on the construction method of the cross-class vicinity distribution, it is easy to
determine the classes a generated OOD input does not belong to. LCVD thus indirectly
defines the learning targets for OOD inputs, which is more conservative and achieves
the best result.

5.4 Summary of This Chapter

In this chapter, we propose the Learning from Cross-class Vicinity Distribution (LCVD)
method which makes the first attempt to generate specific OOD samples by augmenting
ID samples. Considering the vicinity relations between samples of different classes, the
cross-class vicinity distribution of ID samples explores OOD samples. An OOD input is
generated by linearly combining multiple ID inputs corresponding to a complementary
label different from those labels of the constituent ID samples. We finetune a pretrained
network to reject the generated OOD samples drawn from the cross-class vicinity dis-
tribution of training ID samples, which improves the OOD sensitivity of the pretrained
network. Experiments show that LCVD significantly improves OOD detection than the
state-of-the-art methods on diverse ID and OOD datasets.
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CHAPTER 6

Label and Distribution-discriminative Dual Representation

Learning for Out-of-distribution Detection

6.1 Motivations

Chapter 5 discusses how to improve OOD samples by utilizing augmented ID samples.
Specifically, it constructs OOD samples by exploring the vicinity distributions of 1D
samples. Accordingly, we can further consider how to improve OOD sensitivity by
exploring the OOD-sensitive information from ID samples. Furthermore, Chapters 3,
Chapters 4, and Chapters 5 improve the OOD sensitivity of a given pretrained network
by retraining or finetuning. Accordingly, we consider applying an auxiliary network for
the pretrained network to explore the OOD-sensitive information from ID samples.
Many existing methods improve the OOD sensitivity of a pretrained network when
OOD samples are unavailable in the training process [6, 28, 37, 43], including pre-
trained and retraining methods. However, these methods ignore the complementary
distribution-discriminative representations. For pretrained methods, a pretrained net-
work is learned from ID samples without considering the predictions for OOD samples,
an OOD detector is then applied for the pretrained network without modification. The
OOD detector does not learn new knowledge from training ID samples, which caus-
es the OOD detection performance to be heavily dependent on the knowledge about
label-discriminative representations learned by the pretrained network [93]. To address
this issue, retraining methods improve the OOD sensitivity of a pretrained network
by retraining it with extra prior knowledge about OOD samples [37, 38, 39, 30]. Re-
training methods restrict the output distribution of the network to encourage high- and
low-confidence predictions on ID and OOD samples, respectively [16]. However, re-
training methods rely heavily on prior knowledge about OOD samples, which indicates
that they may not be applicable to unknown OOD samples. Therefore, the existing
pretrained and retraining methods suffer from limited OOD detection performance. To
address the limitations of the two methods, we explore OOD-sensitive representations
from ID samples and distinguish ID and OOD samples according to the different infor-

mativeness properties.
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We propose a dual representation learning (DRL) approach to learn both label-
and distribution-discriminative representations, which explores the different informa-
tiveness properties of ID and OOD samples. For the generality and flexibility of DRL,
we assume a pretrained network, focusing on learning the label-discriminative repre-
sentations to classify ID samples, is given. We apply an auxiliary network to learn the
complementary distribution-discriminative representations corresponding to the label-
discriminative representations. Accordingly, the pretrained network is trained solely
on ID samples, while the auxiliary network is trained on both ID samples and the
corresponding label-discriminative representations from the pretrained one. The pre-
trained and auxiliary networks have the same backbone, and their target is extracting
label-related information from inputs to learn representations. However, the label- and
distribution-discriminative representations of the two networks are strongly and weak-
ly related to labeling, respectively. To verify the properties of the two representations,
for a given ID sample, we set a restriction to ensure that its distribution-discriminative
representation is significantly different from its label-discriminative representation and
sensitive to the same label.

An implicit constraint is incorporated into the auxiliary network, integrating multi-
ple intermediate representations into a complementary distribution-discriminative rep-
resentation. An intermediate representation less similar to the label-discriminative rep-
resentation is given a higher weight. After obtaining the auxiliary network depending
on the pretrained network, DRL averages the softmax outputs of these two represen-
tations and calculates an out-of-distribution score (OOD score) for each test sample.
Therefore, the OOD scores are then used to distinguish ID and OOD samples for OOD

detection. The learning process is summarized in Fig. 6.1.

6.2 Dual Representation Learning

6.2.1 Learning Principle of Label-discriminative Representations

The information bottleneck principle [20] measures a tradeoff between the compression
of input and the prediction of its label. The mutual information [48, 94] measures the
shared information between variables. Therefore, for a network, the learning process of
extracting label-related information from inputs to learn the corresponding representa-
tions can be interpreted from the information-theoretic view [42].

Given a dataset X’ and its label set )/, an ID sample x contains all the information
about its corresponding label y. The information bottleneck limits the information to
provide a prediction y by compressing x to learn its label-discriminative representation
d. Therefore, the information of the label-discriminative representations D shares with

the labels ) should be maximized and the information between D and the inputs X
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Fig. 6.1 DRL: Learning process.

It includes: (1) learning a pretrained network on training ID samples for
label-discriminative representations; (2) learning an auxiliary network on training ID
samples and their corresponding label-discriminative representations for
distribution-discriminative representations; and (3) calculating the OOD scores by
combining these two representations.

should be minimized, i.e.,
maxZ(D;Y) — BpZ(X; D), (6.1)

where Z(+; -) refers to the mutual information, and Sp controls the trade-off between
learning more information from the labels )’ and retaining less information of the orig-
inal inputs X for learning label-discriminative representations D. Specifically, Z(D; ))
determines how much label information is accessible from the label-discriminative rep-
resentation, and Z(X’; D) denotes how much information the label-discriminative rep-
resentation can acquire from the original input.

Note that x contains all the information of d because d is a representation learned

from x. Therefore, we have
Z(X;Y) =L(X,D; Y), (6.2)

where Z(X', D; )) denotes the shared information between the labels ) and the union

of X and D. According to the chain rule [95] of the mutual information, we have,
I(X;Y) = I(D; Y) + Z(X; Y|D), (6.3)

where Z(X; Y|D), representing the shared information between X and ) given the
label-discriminative representations D, is greater than or equals 0. Accordingly, we
have Z(X';Y) > Z(D; ) ). Therefore, for an ID input x, its label-discriminative repre-

sentation d is insufficient for y because d does obtain all the information about y.
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Fig. 6.2 DRL: Constructing a distribution-discriminative representation.
A thicker black line indicates a larger weight or vice versa. A
distribution-discriminative representation consists of multiple intermediate
representations where an intermediate representation less similar to the
label-discriminative representation is given a higher weight.

Therefore, we assume there exists another representation for an ID sample x dif-
fering from the label-discriminative representation and containing the remaining infor-
mation about y, i.e., a complementary distribution-discriminative representation c. The
distribution-discriminative representations C' also satisfies Eq. (6.2) and Eq. (6.3) s-
ince c is also a representation of the input x. Accordingly, we can obtain the following

equation by simply replacing D in Eq. (6.3) with C,
(X)) =Z(C; V) + Z(X; YV|C). (6.4)

Since d is insufficient for selecting y and there is no shared information between c and
d, we thus assume Z(X; Y|D) = Z(C; Y) and have the following equation according to
Eqgs. (6.3) and (6.4),

(X;Y) = Z(D; ) + Z(C; V). (6.5)

Based on Eq. (6.5), both the label- and distribution-discriminative representation-
s corresponding to the same label co-exist for an ID sample. Furthermore, a label-
discriminative representation alone cannot contain all the label information of an ID
sample. Specifically, for ID samples, its label-discriminative representation and distribution-
discriminative representation are strongly and weakly related to labeling, respectively.
Note that an OOD sample with high-confidence prediction has a label-discriminative
representation which is sensitive to a label. However, its distribution-discriminative
representation can correspond to other labels or even none of any labels. Accordingly,
by exploiting the label-discriminative representations and exploring the distribution-
discriminative representations, we distinguish ID and OOD samples according to dif-

ferent informativeness properties.
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6.2.2 Learning Principle of Distribution-discriminative Representations

We present the information bottleneck principle of learning distribution-discriminative
representations. For an ID sample x, the pretrained network g, learns its label-discriminative
representation d to predict the label y based on the information bottleneck principle in
Eq. (6.1). Besides, the corresponding distribution-discriminative representation c also
contains the information about the label y because d is insufficient to contain all label
information, which indicates that C also follows the learning principle of Eq. (6.1).
Further, according to Eq. (6.5), there is no shared label information between the two
kinds of representations, i.e., the mutual information (D, C) is expected to be equal to
zero. However, in practice, it is impossible to separate the two representations entirely.
Based on Eq. (6.1), we thus minimize the amount of shared information I(D,C) and

have
maxZ(C;Y) — BeZ(X;C) — oZ(D;C). (6.6)

Similar to 8p, ¢ controls the amount of information propagated from X to C. A larger
Be leads to more information being extracted from X, which also indicates more label-
unrelated information will be extracted to reduce the overlap information between C
and ). Furthermore, « is a difference coefficient controlling the trade-off between ex-
tracting label-related information from the original inputs and enlarging the difference
between the label- and distribution-discriminative representations. A larger o causes to
less overlap information between D and C but less label information to be extracted, or
vice versa.

To find a restriction for learning distribution-discriminative representations accord-

ing to Z(D; C), we quantify this mutual information term and have
Z(D;C) = Epep) [KL (P(C|D)[|P(C))] (6.7)

where P(D), P(C) and P(C|D) denote the respective probability distributions, and
KL(:|-) represents the Kullback-Leibler (KL) divergence. However, measuring Eq.
(6.7) is intractable because we cannot obtain an analytic expression for P(C). Based on
the variational inference [96], we can solve this problem by using a tractable proposal
distribution [74] Q(C) to approximate P(C). Therefore, we have

Z(D;C) = Epp) [KL (P(CID)[|Q(C))] = KL(Q(C)[| P(C))
< Epp) [KL(P(CID)[Q(C))],

(6.8)

where the inequality is due to the nonnegative property of the KL divergence. Accord-

ing to Eq. (6.8), we know that the distribution-discriminative representations rely on
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the corresponding label-discriminative representations. Furthermore, the distribution of
distribution-discriminative representations P(C|D) should be close to the proposal dis-
tribution Q(C). However, we should decide ()(C) according to prior knowledge which
is expected to be similar with the unknown P(C). Therefore, it is hard to construct
an explicit constraint, e.g., regularizer, for the distribution-discriminative representation
learning due to the unknown proposal distribution )(C) in Eq. (6.8). The unknown pro-
posal distribution inspires us to find an implicit constraint to ensure that a distribution-
discriminative representation is complementary to its label-discriminative representa-
tion, i.e., a distribution-discriminative representation contains weakly label-related in-
formation discarded by the label-discriminative representation. The three sources of
mutual information Z(C; Y), Z(X;C) and Z(D;C) in Eq. (6.6) can be illustrated by a
loss function, a network, and a constraint, respectively. Both the loss function and the
network are not directly obtained from their mutual information terms. Specifically,
the loss function ensures that (1) the distribution-discriminative representations contain
label-related information; (2) the network compresses the information from inputs to
learn their representations because of the down-sampling nature. Therefore, based on
Z(D;C), we implicitly restrict that a distribution-discriminative representation differs
from its corresponding label-discriminative representation in the learning process. The
implicit constraint encourages the network to explore weakly related label information
because the strongly related label information has been explored by label-discriminative
representations D. Without considering this constraint, networks will explore the same
strongly label-related information in D from inputs to learn representations according
to maxZ(C;)Y) — 5ecZ(X;C). Because Z(C;)), Z(X:;C) and Z(D;C) in Eq. (6.6) are
implicitly modeled, it is unnecessary to explicitly set the hyper-parameters 5 and « in
Eq. (6.8).

6.2.3 Learning the Auxiliary Network

Following the information bottleneck principle in Eq. (6.6), we apply an auxiliary net-
work fy with an implicit constraint to learn a complementary distribution-discriminative

representation for its corresponding label-discriminative representation, i.e.,
c = fo(x,d). (6.9)

Directly modeling fp(x,d) by a network cannot ensure that d and c are different be-
cause it is difficult to design an implicit constraint for fy(x,d) due to the unknown
proposal distribution Q(C) in Eq. (6.8). We develop an indirect modeling method by
an implicit constraint. The basic idea is to decompose the distribution-discriminative
representation c into multiple intermediate representations where an intermediate repre-

sentation z(c) less similar to the label-discriminative representation d is given a higher
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weight w(c), as shown in Fig 6.2.

6.2.3.1 Decompose Distribution-discriminative Representations

We firstly decompose Eq. (6.10) into a linear combination,
c=> wic) zlc), (6.10)
i=1

We assume z;(c) is drawn from the Gaussian distribution N (uz(c), X z(c)) without
loss of generality. Inspired by the determinant point processes [97, 98] selecting di-
verse samples according to the kernel-based distance [99], we construct c by integrating
diverse intermediate representations {z;(c), ..., Z(c)} where an intermediate repre-
sentation z(c) less similar with the corresponding label-discriminative representation d
has a higher weight. Simulating the idea of the attention mechanism [100], the inner

product is adopted as the similarity metric. We thus define the weight w(c) as
w(c) =1—¢-z(c) xd. (6.11)

where € is a small perturbation coefficient to ensure that the weight is positive. Substi-

tuting Eq. (6.11) into Eq. (6.10), we obtain an implicit constraint on c,

c =E, [z(c) z(c) x d x z(c)}
o [2(c)] — € E, [(z(c) — pz(c))" x d x (z(c) — pz(c))]
—e-pz(c) xd x pz(c)
=pz(c) —e- (Xz(c) xd+ pz(c) x pz(c) xd).

6.12)

6.2.3.2 Estimate Distribution-discriminative Representations

According to Eq. 6.12, we can estimate a distribution-discriminative representation c
by estimating the expectation ;1z(c) and the covariance matrix ¥ z(c). We estimate
pz(c) by applying an intermediate network zy which maps an input x to the inter-
mediate representation expectation. i.e., zg(x) = pz(c). Note that f, and 2z share
the same parameter # since we indirectly construct fy by Eq. (6.10), Eq. (6.12) and
29(x) = pz(c). The indirect construction method considers the implicit constraint to
ensure that the distribution-discriminative representations differ from the correspond-
ing label-discriminative representations. However, the covariance matrix ¥z (c) is still
unknown. We can define the covariance matrix according to our prior knowledge. This
is because >z (c) which represents the dispersion degree of intermediate representation
z(c) does not play an important role in learning distribution-discriminative represen-

tations. Because the covariance matrix >p of ID samples can be easily estimated by
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the pretrained network gy and 2y and gy own the same network architecture, we assume

Y.z(c) = Xp without loss of generality.

6.2.3.3 Objective Function

Following the learning principle of label-discrimintive representations, we use the cross-
entropy loss to model Z(C;)) and assume h(-,-) is the softmax function. Therefore,

the loss function for learning distribution-discriminative representations is,

L(0) = —E(xy)~rx.y) log h(fo(x, 94(x)),y), (6.13)

where the implicit constraint is

fo(x,95(x)) = 2zp(x) — €+ (Zp x gs(x) + 20(x)" X 25(x) X g4(x)) . (6.14)

The parameter ¢ is fixed for learning the parameter ¢ in fy because gy is a pretrained
network. Based on Monte Carlo [58], we apply the stochastic gradient descent opti-
mization algorithm [17] to estimate the gradient of Eq. (6.13), where the batch size is
B.

6.2.4 Out-of-distribution Score

For an ID sample, both its label- and distribution-discriminative representations contain
information corresponding to the same label. For an OOD sample with high-confidence
prediction, its label-discriminative representation is sensitive to a label. However, it-
s distribution-discriminative representation is sensitive to other labels or even none
of any labels. Accordingly, the labeling information in the label- and distribution-
discriminative representations are complementary for ID samples while are inconsis-
tent for OOD samples. Therefore, we detect OOD samples by combining these two
representations. We get a softmax output of label y for input x by simply averaging the

softmax outputs of the two representations, 1.e.,

O(x, ) = 5h(Fo(%,96(%)). 1) + 3lga(x). 1) ©15)

We classify ID samples according to the softmax outputs {O(x, 1),...,O(x, K)}. Fol-
lowing the baseline method [6] of detecting OOD samples which uses the confidence

as the OOD score, we calculate the OOD score for input x by

S(x) = max O(x,y). (6.16)

1€[1,K]
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Algorithm 5 Dual Representation Learning (DRL)

1: Input: pretrained network g, perturbation coefficient €, covariance Yp, batch size
B

2: repeat

3:  Sample {(x1,¥1),.-.,(xp,yB)} from P(X,))

4:  Receive d; = g4(x;),Vi € [B]

5. Calculate ¢; = fy(xy,d;), Vi € [B]

6:  Estimate the objective function:

B
1
L(0) = =5 >_logh(e:, u1)
1=1

7:  Obtain gradients V,L£(6) to update parameters 6
8: until convergence
9: Calculate out-of-distribution score:

1 1
S0 = o (hte.s) + yhid))

10: Output: S(x)

Table 6.1 DRL: OOD detection performance (compared with pretrained methods).

All the reported values are averaged AUROC over five trials. The subscript values denote the standard deviation. The boldface values represent the relatively better detection

performance.

In-dist Method CIFAR100 CUB200 StanfordDogs120  OxfordPets37  Oxfordflowers102  Caltech256 DTD47 COCO
Bascline  87.0+0.o 61.5+0.4  68.0%0.7 62.9+1 7 88.1%0 6 86.0+0 2 89.4%15 87.3t01
ODIN 86.040 0 56.0%0.0 64.9%0 o 60.240 o 87.5%0.0 86.440 0 91.0400 878400
CIFARI0 Energy  86.5+0.0 57.140.0  66.9%0.0 61.6%0.0 87.3%0.0 85.6+0.0 90.640.0 87.6%0.0
Mahalanobis  85.8+0.1  66.5%0 1 72.4%+0 1 653401 88.9%0 o 852400 89.2400 86.6400
DRL 89.5£0.1 63.7%p.4 73.1%0.1 67810 2 91.2+¢ 1 88.04+0.1 926%p.1 892+
Baseline  84.7+02 71.840.4  65.6+0.7 70.441 7 79.5%0.6 78.2400 72.8%15 78.940.1
ODIN 85.8+0.0 71.5%0.0  63.6%0.0 68.6%0.0 80.4%0.0 798+0.0 73.9%0.0 79.2%0.0
Mini-Imagenet Energy 84.0+0.0 70.1%g.o 64.0%0.0 69.6£0.0 78.0%¢.0 78.5+0.0 71.9%0.0 78.0%0.0
Mahalanobis 84.14+¢g.1 77.1%+¢g.1 62.0+0.1 64.5+0.1 76.5+0.0 71.24+¢0.0 761%p.0 73.9%0.0
DRL 864+01 738404 673+0.1 722+0 2 814+0 1 798+0.1 745401 799+

where an ID sample is expected to have a higher score, whereas an OOD sample is
expected to have a lower score. The pseudo-code of the DRL training procedure is

summarized in Algorithm 5.

6.3 Experiments

In this section, we demonstrate the effectiveness of the proposed DRL method!'. We
compare DRL with pretrained, retraining and ensemble methods. Furthermore, we ana-
lyze the effect of the hyper-parameters in DRL, run a set of ablation study experiments,
and show the sensitivity of labeling information of label- and distribution-discriminative

representations.

'The source codes are at: https://github.com/Lawliet—-zz1/DRL
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Table 6.2 DRL: OOD detection performance (compared with retraining methods).

Each value is averaged across all eight OOD datasets. The symbol 1 indicates a larger
value is better, and the symbol | indicates a lower value is better. The boldface value
represents the relatively better detection performance.

Dataset Methods AUROC 1 FPR(95) | Detection |

JCL 77.5 73.9 26.7

CSI 79.2 67.8 24.6

CIFARI10 SSL 78.1 62.1 26.6
DeConf-C 78.4 64.8 25.9

MOS 77.8 68.2 27.5

DRL 81.9 65.0 22.5

JCL 72.8 86.5 32.0

CSI 75.2 85.9 29.9

Mini-Imagenet SSL 75.6 82.5 28.9
DeConf-C 75.3 85.8 29.7

MOS 75.3 86.3 29.1

DRL 76.9 83.2 28.3

6.3.1 Setup

We adopt the ResNetl8 architecture [1] for all the experiments and implement it in
PyTorch. The network setup follows that used in FIG. For the pretrained network,
we train it with a cross-entropy loss on an ID dataset. For the auxiliary network, we
adopt ¥ z(c) = Xp for constructing distribution-discriminative representations where
>p 1s the covariance matrix of label-discriminative representations of ID samples from
the pretrained network. For training ID datasets, we adopt CIFAR10 [60] and Mini-
Imagenet [63] to train neural networks. For data augmentation methods, we apply
random crop and random horizontal flip for CIFAR10 and resizing and random crop
for Mini-Imagenet. For OOD datasets, we adopt CIFAR100 [60], CUB200 [88], Stan-
fordDogs120 [89], OxfordPets37 [90], Oxfordflowers102 [91], Caltech256 [64], DT-
D47 [92], and COCO [65] to evaluate the OOD detection performance in the test phase.

6.3.2 Comparison Results
6.3.2.1 Comparison with Pretrained Methods

We compare DRL with different pretrained methods that utilize an OOD detector ac-
cording to the outputs from a pretrained network. All the compared methods do not
modify pretrained networks. The pretrained networks used in the pretrained meth-

ods are the same as that in DRL. The pretrained methods include the Baseline [6],
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ODIN [24], the energy-based detector (Energy) [29], and the Mahalanobis distance
(Mahalanobis) [26]. For a fair comparison, we add the scores from different layers
without training a logistic regression on a validation OOD dataset in Mahalanobis be-
cause the other compared methods do not access OOD samples in the training phase.
For the other comparison methods, the setups follow the same setups as their original
ones.

The comparison results are presented in Table 6.1. When the training ID dataset
is CIFAR10, DRL obtains the best OOD detection performance on seven of the nine
OOD datasets. Furthermore, when the training ID dataset is Mini-Imagenet, which is
a more complex dataset with more classes and higher resolution, DRL obtains the best
detection performance on six of the nine OOD datasets and achieves the second-best
detection performance on the rest three OOD datasets. Therefore, DRL outperforms
the state-of-the-art pretrained methods on both datasets. The reasons include: (1) The
pretrained methods can only access the label-discriminative representations that are on-
ly sensitive to labeling. (2) For a given pretrained network, DRL trains an auxiliary
network to explore the complementary distribution-discriminative representations that

are sensitive to OOD samples.

6.3.2.2 Comparison with Retraining Methods

We compare DRL with retraining methods in terms of AUROC, FPR(95) and Detection.
The retraining methods retrain a pretrained network to improve the OOD sensitivity
when OOD samples are unavailable in the training process. The retraining methods
include JCL [37], CSI [39], SSL [38], DeConf-C [30] and MOS [34]. The settings of
all the comparison methods follow the original ones. For a fair comparison, following
the grouping method in MOS, we use K-Means clustering on feature representations to
divide the training ID datasets into groups with similar concepts.

The comparison results are presented in Table 6.2. We observe that DRL achieves
significant improvement (4.74% on CIFARI10 and 2.06% on Mini-Imagenet) over the
other state-of-the-art retraining methods in terms of AUROC. Furthermore, DRL achieves
significantly improved performance (14.20% on CIFAR10 and 5.29% on Mini-Imagenet)
in terms of Detection. We also observe that DRL does not obtain the best results in
terms of FPR(95). However, its performance is close to the best one with a narrow gap
(2.9 on CIFARI10 and 0.7 on Mini-Imagenet). Therefore, the proposed DRL method
outperforms the state-of-the-art retraining methods on both datasets in terms of the t-
wo metrics. The results show that exploring distribution-discriminative representation-
s from information weakly related to labeling and integrating label- and distribution-
discriminative representations form an effective strategy to detect OOD samples. The

reason is that the distribution-discriminative representations coupled with the corre-
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Fig. 6.3 DRL: OOD detection performance (compared with ensemble methods.
The ensemble networks gradually increase independent pretrained networks with
randomized initialization, and DRL only owns two depent networks, i.e, a pretrained
and an auxiliary network. Each point indicates the average AUROC across all eight
OOD datasets.

sponding label-discriminative representations contain more label-related information
than any of them. The combined representation reduces the prediction confidence for
an OOD sample owning minimum labeling-sensitive information and enhances the pre-

diction confidence for an ID sample owning all the labeling information.

6.3.2.3 Comparison with Ensemble Methods

We compare DRL with ensemble methods integrating independent networks with dif-
ferent initialization parameters. Specifically, we utilize the traditional deep ensemble
method which combines the output predictions by averaging softmax outputs. Besides,
we apply the adversarial samples to the deep ensemble method [101]. Note that the tra-
ditional ensemble method degrades into the baseline method if the number of networks
is one. All the methods apply multiple networks to explore more information from the
ID samples to improve OOD sensitivity.

The comparison results are shown in Fig. 6.3. For the two ensemble methods, the
OOD detection is improved as the number of networks increases on both CIFAR10
and Mini-Imagenet datasets. Furthermore, considering adversarial samples for the deep
ensemble method results in improved and declined performance on CIFAR10 and Mini-
Imagenet, respectively. Therefore, DRL obtains the best detection performance on both
datasets, and the performance of the two ensemble methods is similar to that of DRL
when the number of networks is five. Accordingly, DRL only containing two dependent
networks outperforms the ensemble methods containing more independent networks.
The results guarantee that the proposed DRL method is different from the ensemble
method substantially. Further, DRL combines label- and distribution-discriminative

representations to fetch the OOD-sensitive information from training ID samples.
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Fig. 6.4 DRL: Effect of the perturbation coefficient e.
Each curve represents the detection performance on an OOD dataset, and each point
indicates the AUROC for the corresponding perturbation coefficient expectation e.

6.3.3 Parameter Analyses
6.3.4 The Effect of Perturbation Coefficient ¢

Based on Eq. (6.11), we use a small perturbation coefficient € to ensure positive weight
w(c). We also empirically guarantee that a small perturbation coefficient € is more
suitable for DRL. We select the value of the perturbation coefficient expectation € in
{0,0.0001,0.001,0.01,0.1}. Note that DRL becomes the deep ensemble method hav-
ing two independent networks when € = 0.

The experimental results are summarized in Fig. 6.4. We observe that increasing
e can gradually improve the detection performance. Furthermore, the effect is drasti-
cally reduced when ¢ is sufficiently large (¢ > 0.01). DRL thus is more likely to use
a perturbation coefficient that is small but larger than zero. According to the weight
w(c) measuring the dissimilarity between a label-discriminative representation d and
an intermediate representation z, ¢ is applied to ensure that w(c) is positive. How-
ever, a large € cannot satisfy the criteria. From another point of view, the expres-
sion of the distribution-discriminative representation c¢ in Eq. (6.12) is similar to ad-
versarial samples [36] where the coefficient e affects the portion of the perturbation
Yz(c) xd+ pz(c) x pz(c) x d on pz(c). Based on the idea of adversarial learning,
a small coefficient is sufficient to change the predicted label of a test sample. Similarly,
in DRL, a small ¢ is sufficient to obtain a distribution-discriminative representation c
significantly differing from the corresponding label-discriminative representation, and
a large € can lead to an unstable distribution-discriminative representation which cannot

capture the weakly label-related information from the training ID samples.
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Fig. 6.6 DRL: Results of the ablation study.

The three subfigures report the results of AUROC, Accuracy and ECE, respectively. D
indicates the label-discriminative representations from a pretrained network. C
indicates the complementary distribution-discriminative representations from an
auxiliary network. D + C indicates the combination of label- and
distribution-discriminative representations, i.e., the proposed DRL method.

6.3.5 The Effect of Covariance Matrix ¥z (c)

We empirically verify that DRL is robust to the selection of covariance matrix > z(c).
Furthermore, it is more suitable to use the covariance matrix >p estimated from label-
discriminative representations to construct the implicit constraint Eq. (6.14) for learning
the corresponding distribution-discriminative representations, i.e., Yz(c) = Yp. We
compare Yp with different covariance matrices X z(c), including the identity matrix
3.7, the Gaussian random matrix ¢, and the uniform random matrix >,.

The experimental results are presented in Fig. 6.5. We observe that the performance
gap ([80.7,81.9]) among the four different covariance matrices is not significant. This
represents that the covariance matrix ¥ z(c) does not play an important role in learning
distribution-discriminative representations. Besides, DRL is not sensitive to the choice

of ¥z(c). Specifically, the two random matrices g and Y, obtain relatively poor
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Fig. 6.7 DRL: Calibration results.
The confidence is equally divided into 20 intervals, and each bar represents the
expected accuracy of samples whose confidence values are in the same interval. The
red dotted diagonal indicates the perfect calibration.

performance, while the identity matrix achieves relatively better performance. It is be-
cause networks are more likely to decouple the features within an output representation.
Therefore, the identity matrix, assuming all features are independent, is more appropri-
ate than the two random matrices assuming random feature correlations. Adopting >p
achieves slightly better performance than >7. The reason is >p is obtained from the
pretrained network, and the pretrained and auxiliary networks own the same network
structure and are trained on the same ID dataset. Therefore, >.p is the most appropriate
estimation for ¥ z(c). Note that the covariance matrix only represents the dispersion
degree of representations. Therefore, assuming the pretrained and auxiliary network-
s have the same covariance matrix does not indicate their output representations are

drawn from the same unknown distribution.

6.3.6 Ablation Study

We run a set of ablation study experiments to guarantee that label- and distribution-
discriminative representations are indispensable for improving OOD detection perfor-
mance. Note that DRL contains a pretrained network and an auxiliary network where
the two networks learn label-discriminative representations (D) and distribution-discriminative
representations (C), respectively. Furthermore, DRL applies the combination (D +C) of
the two representations by Eq. (6.16) to detect OOD samples. Therefore, we compare
the combination with the two different representations in terms of AUROC, Accuracy
and ECE.

The results are shown in Fig. 6.6 and Fig. 6.7. They represent that solely ex-
ploiting the label-discriminative representations has a similar performance to solely
exploiting the distribution-discriminative representations. Specifically, the distribution-
discriminative representations obtain slightly better performance in detecting OOD sam-
ples but slightly worse performance in classifying ID samples than the label-discriminative

representations. This is because the distribution-discriminative representation of an ID
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Fig. 6.8 DRL: Heat maps of Grad-CAM for label- and distribution-discriminative rep-

resentations.

Red regions correspond to high scores for class, while blue regions correspond to low
scores. The figure is best viewed in color.

sample has information that is weakly related to its labeling, and the weakly label-
related information is more sensitive to OOD samples than the strongly-related infor-
mation in the label-discriminative representations. From Fig. 6.7, we know that the pre-
trained and auxiliary networks are poorly-calibrated generating highly over-confident
predictions. However, DRL is nearly perfectly calibrated. Therefore, considering both
label- and distribution-discriminative representations, DRL achieves better performance
on all metrics than any of the two components. DRL thus can take advantage of both
components, which indicates that label- and distribution-discriminative representations

are complementary to each other.

6.3.7 Visualization

We use Grad-Cam [102] to generate coarse localization maps that highlight the essen-
tial regions for learning label- and distribution-discriminative representations. Fig. 6.8
visually presents the heat maps of different classes of input samples on pretrained and
auxiliary networks. We observe that the two networks focus on different regions for
the same input sample. For instance, for the malamute, the pretrained network focus-
es on the head, but the auxiliary network focuses on the body. Based on the design
principles of the two networks, the pretrained network is trained without any restriction

on label-discriminative representations. However, the auxiliary network is trained with

82



an implicit constraint to ensure that the learned distribution-discriminative representa-
tions differ from the corresponding label-discriminative representations. Accordingly,
we know that the pretrained network is more likely to extract the strongly label-related
information from an ID sample to learn a label-discriminative representation (the head
information in the malamute). Therefore, the auxiliary network tends to extract the
weakly label-related information to learn a distribution-discriminative representation
(the body information in the malamute). Based on the presented experimental results
and the properties of the two networks, the pretrained and auxiliary networks extract
strongly and weakly label-related information from inputs to learn representations, re-
spectively. For an ID sample, the label- and distribution-discriminative representations

that correspond to the same label are complementary.

6.4 Summary of This Chapter

In this chapter, we propose a Dual Representation Learning (DRL) method which
combines both label- and distribution-discriminative representations to improve the
OOD sensitivity. From the modeling perspective, a pretrained network learns label-
discriminative representations that are strongly related to labeling, while an auxiliary
network learns complementary distribution-discriminative representations that are weak-
ly related to labeling. From the data perspective, the label- and distribution-discriminative
representations are complementary in labeling for an ID sample and correspond to d-
ifferent labels for an OOD sample. According to the different informativeness prop-
erties of ID and OOD samples, DRL distinguishes ID and OOD samples according
to the OOD scores estimated by integrating the two representations. We empirically
demonstrate that DRL more effectively detects OOD samples than the state-of-the-art

pretrained, retraining and ensemble methods across different datasets.
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CHAPTER 7

Conclusion and Future Work

In this chapter, we first conclude the entire thesis, and then show several interesting

future directions.

7.1 Conclusion

Limited training ID samples and unavailable OOD samples in the training process cause
that networks could provided high-confidence predictions for OOD samples. Therefore,
it is essential to consider the OOD detection performance of a pretrained network for
adapting to real-world applications and avoid serious issues. OOD detection suffers
from the following four important problems to address the over-confidence issue, and

this thesis has addressed these questions with experimental and theoretical guarantees.

e If OOD samples are unavailable, how to find the specific OOD samples that
owning high-confidence prediction and are with semantic shift for a pre-
trained network? In Chapter 3, we propose fine-tuning discriminators by im-
plicit generators (FIG) to improve OOD sensitivity of a given pretrained discrim-
inator which contains a network backbone and a linear classifier. FIG reveals
the distributional vulnerability by the corresponding implicit generator inferred
from a pretrained discriminator without extra training costs, draws OOD samples
from the generator by a Langevin dynamic sampler, and patches the distributional

vulnerability by penalizing the prediction confidence of these generated samples.

e If OOD samples are generated or obtained from real-world datasets, how to
involve them in the retraining process to balance ID classification and OOD
detection? In Chapter 4, we propose supervision adaptation (SA) approach to
define the supervision information for OOD samples to adapt OOD to ID sam-
ples. We reveal the form of the supervision information by measuring the data
relationships between ID samples and their labels in terms of the mixed space
mutual information. Also, we estimate this supervision information in terms of
multiple binary regression problems by considering the data correlations between

the two kinds of samples.
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o If drawing OOD samples from generators is expensive, how to finetune a
pretrained network with augmented ID samples to improve OOD sensitiv-
ity? In Chapter 5, we propose learning from cross-class vicinity distribution
(LCVD) method which makes the first attempt to generate OOD samples by aug-
menting ID samples. The cross-class vicinity distribution of ID samples explores
OOD samples by considering the vicinity relations between samples of different
classes. An OOD input is generated by linearly combining multiple ID inputs,
which corresponds to a complementary label different from those labels of the
constituent ID samples. Given a pretrained network, we can then finetune it to

reject such OOD samples drawn from the cross-class vicinity distribution.

e If retraining or fine-tuning are not allowed, how to learn an auxiliary net-
work to capture OOD sensitive information discarded by a pretrained net-
work? In Chapter 6, we propose Dual Representation Learning (DRL) method
combining both label- and distribution-discriminative representations to improve
the OOD sensitivity. From the modeling perspective, a pretrained network learns
label-discriminative representations that are strongly related to labeling, while an
auxiliary network learns complementary distribution-discriminative representa-
tions that are weakly related to labeling. From the data perspective, the label- and
distribution-discriminative representations are complementary in labeling for an
ID sample and correspond to different labels for an OOD sample. Based on the
different informativeness properties of ID and OOD samples, DRL distinguishes
ID and OOD samples according to the OOD scores estimated by integrating the

two representations.

7.2  Future Work

Although the methods proposed in the thesis have addressed some valuable questions

in OOD detection, some issues are still open and should be further investigated.

¢ Distinguishing the OOD samples with semantic shift and covariate shift: The
considered OOD detection task in this thesis focuses on detecting OOD samples
with semantic shift from training ID samples (e.g., OOD samples are drawn from
different classes) and, another related task OOD generalization task focuses on
predicting classes for OOD samples with covariate shift (e.g., OOD samples are
drawn from different domains with same classes). A reliable network should
provide predicted labels for OOD samples with covariate shift and reject OOD
samples with semantic shift. However, the gap between the OOD samples with

semantic shift and covariate shift is still unknown.
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e Improving OOD sensitivity from data perspective: The existing methods for
improving OOD sensitivity of a pretrained network focus on involving OOD pri-
or knowledge in the retraining or fine-tuning processes. The existing methods
require modifying the training procedure and objective, which indicates that they
improve OOD sensitivity from a model perspective. Recall that the main causes
of the over-confidence issue include limited training ID samples and unavailable
OOD samples. Therefore, improving OOD sensitivity from a data perspective is
more straightforward and effective because the data characteristics cause the over-
confidence issue. This motivates the future task of re-sampling and re-weighting

the training ID samples to amend the training distribution.

e Detecting OOD samples for tabular data: This thesis focuses on detecting
OOD samples for image data. When the OOD detection task comes to tabu-
lar data, the existing methods may not be applied. This is because tabular data
differing from image data own explicit and implicit feature correlations. For ex-
ample, a tabular instance with all values in normal ranges could be OOD due to
the rare feature correlation patterns. For adapting OOD detection methods to tab-
ular data, we should explore the feature correlations to capture the OOD-sensitive

information.
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