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ABSTRACT

Smart contracts, which are maintained on blockchain, are self-executing pro-
tocols designed to monitor and confirm the fulfilment of a contract’s terms. The
trustworthiness of these contracts is guaranteed by these protocols, which also ex-
cludes any intermediaries from the transactions. Blockchain is a modern technology
with rapidly expanding significance that is used in many applications, such as fi-
nancial transactions, smart cities, and share trading. Currently, users’ identities are
stored and managed by service providers using their centralized system. Identity in-
formation management is usually undertaken by the providers which raises concerns
about user privacy and trustworthiness. Blockchain technology has the potential
to enhance the identity management domain by eliminating the need for a trusted
intermediary. However, the advent of blockchain technology has led to new iden-
tity management concepts to tackle trustworthiness and privacy challenges, granting
users control over their information. Blockchain is suitable for situations requiring
both trust and transparency due to its inherent characteristics. Therefore, there is a
critical need to develop intelligent approaches to manage user identity information in
a reliable manner. Thus, we tackle this issue by providing a solution that combines
the mechanism of identity management with smart contracts based on blockchain
and the use of artificial intelligence.

We performed a systematic literature review to deepen our understanding of the
issues and solutions employed in addressing these challenges to identify the draw-
backs of the existing methods in the field of identity management. In the existing
literature, no solution has been proposed to manage user identities in a way that
guarantees data privacy and trustworthiness through the use of blockchain-based
smart contracts and artificial intelligence techniques. The use of blockchain based
on smart contracts has the potential to play a significant part in identity manage-

ment by improving transparency and privacy.



In this thesis, we develop intelligent approaches to solve the aforementioned
research issue. We integrate blockchain-based smart contracts with identity man-
agement to detect duplicate user identities while maintaining the privacy of the data
of these identities, thus multiple machine learning approaches are proposed to detect
duplicate users’ identities on top of blockchain. We also develop an early warning
system to generate alerts for users whose identities are nearing expiration. Further-
more, we propose an algorithm to intelligently compute the trustworthiness score of
a user’s identity based on the identity documents provided by the user, which are
stored safely, hence boosting confidence in the users’ trustworthiness score. Finally,
a software prototype is selected to validate the performance of the methods proposed

in this thesis.
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Chapter 1

Introduction

1.1 Introduction

Technological advancements have paved the way for communication between
users over the years. Such advancements facilitate the continuous success of in-
teractions between multiple entities. Typically, online services take place between
service providers and users, many of whom have not dealt with each other before.
Thus, trust concerns often emerge when users take the risk of dealing with service
providers before the service is even provided because the user is unable to verify that
the other party to a transaction will provide the desired services. Trust is crucial

for users in these situations.

When it comes to emerging technologies and how their data is handled and
stored, individuals have high expectations, particularly in terms of privacy and
trust, which are critical concerns. Concerns originate because sensitive and per-
sonal data is managed by personalized systems and stored in centralized systems.
In such systems, the data is being managed in a central fashion, where a central
authority controls all the transactions in this system in a centralized manner. Users
will be unwilling to engage in new services if challenges about data management are
not addressed in an appropriate manner. The users’ data could be tampered with
without their consent when it is stored in centralized systems. Therefore, privacy
and trust issues have become increasingly important to users when confronted with

new technologies (Crompton and McKenzie, 2010).



In today’s digital society which offers a wide range of online services, users’
identities are the cornerstone of any interactions that take place, hence managing
these identities properly is a crucial concern. Therefore, a system is needed to
manage user data and to identify users who wish to access multiple services. The
need to ensure the privacy of users’ data while also satisfying their requirements
for trust is a significant obstacle brought on by the increasing demand for user
data management. Furthermore, data privacy and users’ trust are at stake as a
result of the rapid growth of the internet. Users often have the impression that
they have no control over their information, according to surveys carried out by the
European Commission (El Haddouti and El Kettani, 2019). User identity systems
are the core of online service communication, which can span numerous sectors
that may share the same trust level. The process of establishing and managing
user information to gain access to services offered by service providers is known
as identity management (Warschofsky et al., 2011). Users’ data is managed by a
central authority in centralized systems; thus, the central authority has the ability
to access and alter user identity information. Thus, the problem with these systems
is that they are not able to provide adequate data privacy and trust. In addition, the
information could potentially be misused as a result of breaches in these systems.
Massive amounts of sensitive information have been exposed through various leaks,
and there have been allegations that information has been hacked and stolen. An
increasing number of sensitive and personal data have been compromised recently, as
documented by the Identity Theft Resource Center (Othman and Callahan, 2020).
In April 2021, it was discovered that personal data of over 533 million Facebook
users from 106 countries was exposed online. The data included phone numbers,
email addresses, and other details (Verge, 2021). It was reported that third-party
suppliers exposed the personal information of a large number people (Rana et al.,

2019). According to the 2021 Identity Fraud Study by Javelin Strategy and Research



(Buzzard and Kitten, 2021), identity fraud incidents in the United States increased
by 15% in 2020, reaching 1.4 million victims, and the estimated losses from identity
fraud amounted to $56 billion in the same year. A data breach occurred in Malaysia
involving the identity of more than 220 thousands organ donors in 2018 (Lim et al.,
2018). A recent announcement made by Medibank in 2022 stated that personal data
relating to Medibank customers’ memberships had been breached. The information
that was compromised included the users’ names, passport numbers, genders, dates
of birth, and other personal data (Medibank, 2022). Hence, it is imperative to

develop systems that are able to overcome these shortcomings.

Blockchain technology has gained significant attention due to its disruptive char-
acteristics, such as decentralization, distribution, and immutability. Thus, blockchain
represents the optimal solution to overcome identity management concerns and to
ensure systems are robust by granting users control over their identity (Lee, 2017).
Blockchain has the potential to mitigate these issues since the data are stored in
immutable, decentralized, and transparent records (El Haddouti and El Kettani,
2019). Hence, blockchain technology is an optimal solution to overcome identity
management concerns. Blockchain is an immutable ledger of transactions that is
shared between parties where mutual trust is not a prerequisite. In numerous appli-
cations including identity management, it is essential that irreversible data records
are developed, which is a key feature of blockchain networks due to its features of
transparency and decentralisation (Jacobovitz, 2016). Ethereum smart contracts
offer a higher level of robustness since they are executed once they meet certain
criteria. Stakeholders have the ability to implement self-executing contracts due
to the use of smart contracts, which removes the need for an intermediary to be
involved. Blockchain facilitates the establishment of trust between users since there
is no centralized authority that controls the data. Furthermore, the decentralized

nature of blockchain ensures data privacy by eliminating centralized data storage.



In addition, data immutability is guaranteed in blockchain because once the data
has been recorded, it cannot be tampered with except by practically impossible ma-
jority consent. There are significant benefits to be gained by integrating blockchain
technology with identity management to overcome many of the challenges associated

with user identity management.

1.2 Problem Statement

In light of the aforementioned explanation, it can be seen that identity manage-
ment plays a crucial role in our lives. In addition, the previous section provides an
overview of the problems that are associated with identity management. Various
approaches have been used in the past to advance identity management, but most
of these approaches are based on a centralised architecture. Centralized identity
management allows users to store their personal information on a single site. Sys-
tems relying on this architecture to manage users’ identities are vulnerable to many
issues such as the violation of users’ privacy, denial-of-service threats, and data mis-
use. Furthermore, users’ identities are managed by a central authority, thus users
have no control over their data and privacy. Hence, data owners must trust service
providers not to misuse their information. Furthermore, federated approaches share
information amongst several providers. However, the fact that the data is managed
by the service provider implies that users still do not have any control over their

own data, posing concerns about data privacy due to a lack of transparency.

Several concerns have emerged related to various aspects of identity management,
including trust and the privacy of personal and sensitive data. Identity management
concerns arise about individuals’ identities which contain sensitive data that should
be maintained and managed in appropriate manner. Additionally, unauthorized
third parties should not be able to access users’ personal information based on the

current regulations (Hansen et al., 2004). Consequently, identity management sys-



tems should be capable of providing users with reliable approaches to manage their
identities. Multiple studies have demonstrated that blockchain technology can po-
tentially enhance identity management. It is uncertain how service providers use
users’ data and what privacy and trust levels are used to manage users’ information.
The immutability of blockchain guarantees that data cannot be altered once it is
stored. Blockchain’s decentralized architecture ensures that there is no central au-
thority to control the data by eliminating the need for a third party and it removes
the potential for a single point of failure and its traceability ensures that users are
able to track any modifications to their data. Therefore, the trust between users
and service providers is strengthened by implementing blockchain technology.

This thesis focuses on finding solutions to issues that are associated with trust, the
privacy of data, and identity management. It details the first endeavour to use
smart contracts and blockchain to automatically generate alerts to users when their
identities are about to expire and to compute the trustworthiness values of a user’s
identity based on the identity documents submitted by the user. Additionally, it
is the first work of its kind to suggest an intelligent method that is built on top of
blockchain using smart contracts to detect duplicate user identities and ensure the

privacy of these identities.

1.3 Research Challenges

Identity management approaches have recently been developed through several
academic and business research endeavours that rely on centralised systems. How-
ever, centralized systems are vulnerable to misuse and thus do not meet the users’
requirements for their identities to be secure in a trustworthy environment. Despite
the fact that blockchain technology and its various applications have attracted a lot
of attention in a wide range of fields, to date little progress has been made in the

domain of identity management. Blockchain technology has been shown to have the



ability to build robust methods to overcome the drawbacks of centralized approaches
due to its decentralized nature, where no central authority can control the entire
system. These features make it an ideal solution to manage user identities. Fur-
thermore, users can manage their identity information in blockchain without having
to worry about illicit use, which enhances the robustness of user identity systems
through the combination of blockchain and identity management. The following key
challenges and gaps in the existing research on identity management were revealed

by the literature review:

1. There is a need for an intelligent model that integrates identity management
and blockchain-based smart contracts to identify duplicate user identities while

maintaining the privacy of these identities in a trustworthy manner.

2. There is a need for an intelligent method that can be used to develop a warning

system to alert users to impending user identity expiration.

3. There is a need for a method for computing the trustworthiness value of a user’s
identity based on the submitted identity documents which can be stored in an

immutable fashion.

In this thesis, we propose, build and implement robust blockchain-based identity
management methods that overcome the aforementioned shortcomings in the current
literature. These methods integrate blockchain, identity management, and machine
learning techniques. This research also develops an intelligent method to generate
notifications to users when their identities are about to expire and computes the
trustworthiness values of users’ identities. The scope of this research includes an
evaluation of several models that can be implemented to maintain the privacy and

trust of users.



1.4 Objectives of the thesis

The primary aim of this thesis is to build and assess intelligent methods using
blockchain technology for identity management. These solutions rely on artificial
intelligence since it is essential to comprehend the complexity of user identity data to
ensure it is managed in a reliable environment and to empower the existing identity
management techniques with intelligent approaches to handle user identity data in

a decentralized manner. The thesis aims to achieve the following objectives:

e To develop an intelligent method that combines blockchain-based smart con-
tracts and identity management to detect duplicate user identities and store

them in a trustworthy manner to guarantee privacy.

e To develop an early warning system which is an intelligent approach to produce

user-specific notifications based on blockchain.

e To develop an approach to calculate the trustworthiness score of a user’s iden-

tity based on the submitted identity documents on blockchain.

e To evaluate the proposed methods using a prototype.

1.5 Significance of the Thesis

Managing user identities on blockchain will result in enhanced user privacy, in-
creased trust between users and identity providers and will ensure the immutability
of the user identity data. Hence, the significance of the thesis is to tackle the obsta-
cles in the current research by presenting intelligent approaches for blockchain-based
identity management using machine learning and smart contracts. The significance
of the thesis can be divided into two categories, its scientific contribution and its

social contribution.



1.5.1 Scientific Contributions

1. This is the first research to propose an intelligent approach to address the
problem of detecting duplicate user identities on the top of the blockchain
while ensuring the privacy and immutability of users’ identities by combining

blockchain-based smart contracts and identity management.

2. This is the first research to propose the use of the personalized date-based early
warning system (EWS) to generate alerts for users based on the expiration date

of their identity in blockchain.

3. This is the first research to develop a method for computing the trustworthiness
score of a user’s identity based on single or multiple documents as a service

using smart contracts on Ethereum blockchain.

1.5.2 Social Contribution

1. Applying such intelligent mechanisms to manage data on a distributed plat-
form will increase and enhance the user’s trust in obtaining services provided
by service providers. Additionally, it will contribute to paving the way for the

development of trustworthy and robust identity management environments.

2. This research will assist service providers explain their benefits more precisely
and effectively. In addition, service providers can concentrate on other activi-

ties, which will ultimately lead to an improvement in productivity.

1.6 Structure of the Thesis

We built several methods that enable the implementation of smart contracts for
identity management on blockchain. These involve intelligent approaches for han-

dling user identity data in a reliable manner. The thesis comprises nine chapters



as illustrated in Figure 1.1 to achieve all the research objectives. Each chapter de-
scribes the methods proposed to achieve the objectives. This section provides a brief
overview of each chapter:

Chapter 1 presents a concise introduction to the field of research. The objectives of
this thesis are elucidated followed by a concise outline of the challenges that must be
overcome to achieve these objectives. We also present a summary of the significance
of the research in both the scientific and social realms.

Chapter 2 presents a systematic literature review of the current literature on ap-
plying blockchain in the field of identity management. This chapter highlights the
existing problems we plan to tackle and solve.

Chapter 3 describes the research problems that will be addressed. The research
questions and objectives are based on these problems. Furthermore, this chapter
provides definitions of the terminologies that are employed to describe the issues
discussed throughout the thesis.

Chapter 4 gives an outline of the suggested solutions to achieve the research ob-
jectives. It also discusses the methodology approach which was employed to address
the gaps and loopholes that were revealed in the literature review. In particular,
the design science research methodology was chosen as the model employed in this
endeavour.

Chapter 5 details the model developed to address Research Objective 1 which in-
corporates identity management, smart contracts, blockchain, and machine learning
techniques. This chapter explains how these components function and it also pro-
vides details on the experiments that were conducted.

Chapter 6 presents the EWS model that was built to alert users when their identi-
ties are about to expire. This chapter provides a detailed explanation of the intelli-
gent system, along with modelling the algorithm that will be used to determine the

expiration date of users’ identities based on the data stored on the smart contract.
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Chapter 7 presents the model that was developed to compute the trustworthiness
value of the user based on the provided identities, which are stored in the smart
contract. This model can be used to determine whether the user is trustworthy
or untrustworthy based on single or multiple documents. Furthermore, blockchain
ensures the immutability of the recorded values, which cannot be modified once it
has been recorded.

Chapter 8 explains how the prototypes that were constructed to address the re-
search questions posed in this research function. This explanation is conducted using
screenshots and is accompanied by appropriate and sufficient demonstrations.
Chapter 9 concludes the thesis by providing an overview of what has been accom-
plished and what further steps might be taken in the future to broaden the research

scope.

1.7 Conclusion

Blockchain technology is an emerging technology that provides a variety of fea-
tures, including building trust between users and service providers and ensuring
privacy for users. Users’ identities should be managed in a trustworthy manner by
leveraging the decentralization nature of blockchain technology. The objective of
the thesis is to build solutions that address numerous significant weaknesses in the
current literature. In this section, we presented the issue that is investigated in
this thesis. The intelligent models developed for identity management aim to ensure
users’ trust and the privacy of their identities using blockchain technology and smart
contracts. We stated the research problem and we discussed the challenges associ-
ated with the present identity management processes. The chapter also discussed
the scientific and social contributions that will be made as a result of this research.
An overview of the following chapters is also provided.

We conducted a systematic literature review of the relevant studies in the following
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has not been addressed in prior research.

chapter. The literature review confirms that the problem this research investigates
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Chapter 2

Literature Review

This chapter presents a systematic literature review of the existing research on the
use of blockchain technology in the realm of identity management.
This chapter comprises sections that have previously been published in (Alharbi and

Hussain, 2022).

2.1 Introduction

Due to the widespread use of the Internet, most traditional services such as e-
commerce and e-banking have moved to an online platform. Users must verify their
identity to access online application services using documents such as a passport,
driver’s license, birth certificate, etc. The term identity management refers to the
process of identifying, authenticating, and authorising an entity to access resources
(Zhu and Badr, 2018). The online applications store the users’ personal informa-
tion in a centralized fashion when users share their information to access services.
This information is controlled by central authorities who access user data without
the need for the user’s consent. Thus, users have no control over this information.
Centralised identity management systems which deprive users of the ownership of
their identity is a major concern (Alharbi and Hussain, 2021). Hence, a central
authority may exploit users’ trust, posing significant privacy and security concerns.
This raises concerns about identity theft that necessitates robust identity manage-
ment solutions. Thus, it is imperative to address these issues of identity. Efforts
are underway to decentralize identity management to alleviate the aforementioned

concerns.
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The advent of blockchain technology is paving the way for new opportunities for
resolving critical data privacy, security, and integrity challenges in identity manage-
ment (Ren et al., 2019). Over the last few years, blockchain technology has garnered
substantial attention from both industry and academia. The recent introduction of
blockchain and smart contracts as extensions of distributed ledger technology are
redefining business models and management in different use-cases including health-
care, the Internet of Things (IoT), and smart cities. The technology is known for
being a tamper-resistant and transparent ledger (Lu, 2019). Thus, it can be utilized
to link users’ claims to their identities, thereby preventing identity fraud in identity
management. Furthermore, blockchain is characterized by attractive features such
as immutability, decentralized nature, and traceability, making it ideal for use in
the identity management field. Blockchain technology has enormous potential in
the realm of identity management due to its advantages such as decentralization,

tamper-resistance, and transparency (He et al., 2015).

The main purpose of blockchain technology is to remove reliance on a third
party, leading to direct communication between users and stakeholders; therefore,
blockchain technology has emerged to establish trust between parties (Toth and
Anderson-Priddy, 2019). The intrinsic features of blockchain make it possible for
both parties to communicate with each other in a trustworthy and secure way,
without the need to disclose sensitive information. Blockchain technology can ensure
secure and trustworthy data exchange between users and stakeholders based on its
immutability and anonymity features (Casino et al., 2019). Blockchain can bring
great value to identity management by giving identity ownership to users. It has
become necessary to integrate identity management systems into one single system

for all stakeholders to achieve transparency, security, and immutability.

There are multiple studies in the literature which discuss the use of blockchain

technology in various fields, such as financial markets, the Internet of Things (IoT),
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smart homes, and healthcare (Polyviou et al., 2019), (Andoni et al., 2019), (Moniruz-
zaman et al., 2020), (Holbl et al., 2018). Several review articles have been published
on blockchain applications in the identity management domain (Kuperberg, 2019),
(Lim et al., 2018), (Ahmed et al., 2022), (Hariharasudan and Quraishi, 2022). How-
ever, no systematic literature review of recent research on blockchain-based identity
management applications has been conducted and no papers that address blockchain
technology in identity management applications in a systematic manner have been
published. We aim to overcome this shortcoming by providing a technical back-
ground in blockchain-based identity management applications which highlight recent
developments in the field. This study examines the recent research on blockchain-
based identity management and examines its strengths and shortcomings. The study
also highlights the existing identity management research challenges.

This chapter provides a systematic review of the state-of-the-art in the realm of
identity management using blockchain technology and systematically categorizes
blockchain-related research publications. The purpose of this study is to demon-
strate the potential use of blockchain in identity management and highlight the
obstacles and prospective directions of blockchain technology. We conducted a sys-

tematic literature review (SLR) on blockchain to provide valuable insights.

The contributions of this study are as follows:

It provides a brief review and analysis of identity management and blockchain

technology.

e [t discusses the benefits and drawbacks of the currently used blockchain-based

identity management solutions.

e [t investigates several identity management solutions based on blockchain tech-

nology.

e [t analyses identity management solutions using blockchain technology based
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on a variety of factors.

e [t examines the primary challenges associated with identity management so-

lutions in the context of blockchain technology.

e It analyses the SLR’s findings and makes recommendations for future research.

The rest of this chapter is organized as follows: Section 2.2 briefly reviews iden-
tity management and provides an overview of blockchain technology. Section 2.3
outlines the research methodology followed in this thesis. The study’s results and
a discussion of the existing work are given in section 2.4. A comparative analysis
and the shortcomings of the existing research are presented in sections 2.5 and 2.6.

Finally, section 2.7 concludes the chapter.

2.2 Preliminaries

This section provides the essential background for understanding the remainder

of the chapter, including identity management and blockchain.

2.2.1 Identity management

Identity management is a mechanism by which participants are validated, rec-
ognized, and authorized to access sensitive data (Domingo and Enriquez, 2018). In
the literature, identity management is often referred to as identity and access man-
agement. Identity management systems comprise three main components: a user, a
service provider, and an identity provider. These three parties are interconnected en-
tities: the user requests a service from the service provider, and the identity provider
is tasked with validating the user’s identity via the authentication protocol. The
traditional identity management approaches are effective for service providers but

ineffective for users, as they must remember numerous passwords to access various
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websites. In the literature (Ahn and Ko, 2007), (Birrell and Schneider, 2013), (Saty-
baldy et al., 2019), identity management can be classified into four main groups:

the isolated model, federated model, user-centric model,and centralized model.

Nonetheless, the centralized approach has been the conventional approach to
keep personal data. The key difficulty lies in guaranteeing that legitimate users
retain control over their identity details online when using a centralized approach
for identity management (Ferdous and Poet, 2012), (Kumar and Bhardwaj, 2018).
Such an architecture enables attackers to penetrate these systems and access user
information. Furthermore, a third party may violate the user’s trust which ele-
vates privacy issues. To overcome the concerns of centralized databases pertinent to
privacy issues, a decentralized identity management approach has been developed
to ensure the system is robust. The emergence of the new technology, known as
blockchain, helps users to use the internet without relying on a trusted third party
(El Haddouti and El Kettani, 2019). The major advantage of blockchain is its de-

centralized structure since all the network nodes are retained in the entire database.

2.2.2 Blockchain technology
2.2.2.1 OQOverview of blockchain

Blockchain was created by Nakamoto in 2008 (Nakamoto, 2008) and is a collec-
tion of interconnected blocks that store all transaction records. Blockchain works
by storing data in distributed ledgers that are disseminated across all computing de-
vices in a decentralized fashion. The blockchain structure is composed of a sequence
of blocks. The block comprises two major sections, the block header and the block
body. The block header contains a block version, Merkle tree, timestamp, and par-
ent block hash. The block body consists of a transaction counter and transactions.

Each block contains the prior block hash in the block header, thus it can be linked
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to one parent block only. This creates a connection between the blocks, resulting in
the formation of a chain of blocks. The series of hash operations forms an immutable
chain that can be traced back to the first block produced. The genesis block is the
first block on a blockchain and it does not have a parent block. The majority of the
network’s participants must reach a consensus and confirm each transaction before
it can be recorded in the public ledger. Data cannot be altered or deleted once it

has been entered.

Blockchain has particular features that make it attractive as a decentralized tech-
nology due to the fact that the ledger is not controlled by a central authority. The

following are some of these features:

e Decentralization: This is the essence of blockchain technology, as each node
maintains a record of all transactions, thereby eliminating the need for a central
authority. A central trusted organization should validate transactions causing
performance bottlenecks at the central servers. Unlike centralized systems,

blockchain eliminates reliance on a third party (Zheng et al., 2018).

e Transparency: Records are shared among all the participants in the blockchain.
Each participant in the network has the same obligations and permissions to

access permitted information (Atlam and Wills, 2019).

e Traceability: The blockchain employs timestamps to identify and record
each transaction, thereby reinforcing the data’s time dimension. This enables
the participant to maintain transaction order and to make the data traceable.
Thus, every transaction can be traced back to a certain time, making it easier

for participants to identify the parties involved (Omar and Basir, 2018).

e Trust: Data exchange between participants in the network does not require

mutual trust between participants because blockchain is deployed in a decen-
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tralized manner (Christidis and Devetsikiotis, 2016). Therefore, trust shifts

from a third party to the technology itself.

e Immutability: This feature ensures that any confirmed transaction cannot
be tampered with. Hence, the data is unaltered after being stored on the

blockchain.

e Anonymity: Every user on the blockchain has the ability to interact with
an established address. The system will not reveal the user’s true informa-
tion; nonetheless, participants will be able to access the encrypted transaction

information.

2.2.2.2 Smart contract

The notion of a smart contract was first introduced by Szabo (Szabo, 1997). A
smart contract is a computer program that is not executed until the relevant data
or action is received (Lu, 2018). A smart contract is a form of electronic agreement
of a legal contract between parties to the transaction. The goal of a smart contract
is to eliminate the need for a trusted intermediary. A smart contract includes ex-
ecution rules and execution logic. When the rule is satisfied, the execution logic is
performed automatically. Data is only released by a smart contract when certain
rules are satisfied. The availability of a smart contract in blockchain builds trust
among participants and automatically removes the need for a trusted third party.

Ethereum is the most popular blockchain platform for smart contracts.

2.3 Systematic Literature Review (SLR) Methodology

The primary objective of this study is to examine the existing literature in the
field of identity management within the framework of blockchain technology and to

identify critical research gaps that require further investigation in future studies. We
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survey the existing literature to identify the relevant issues, challenges, and solutions
in relation to blockchain-based identity management. We conducted an SLR to
accomplish this goal using the procedure outlined in (Kitchenham et al., 2010). The
SLR is an organized and systematic approach to defining, synthesizing, and selecting
recent literature related to the research objectives. This research comprises citation
and evaluation procedures to complement the basic SLR approach to ensure the

quality of the literature review.
The systematic approach involves the following steps (Kitchenham et al., 2010):
1. Data source selection and search strategies.
2. Inclusion and exclusion criteria.
3. Citation and inclusion decision management.
4. Final selection and quality assessment.

5. Data extraction and synthesis.

2.3.1 Data source selection and search strategies

Many sources have been explored to obtain an unbiased and comprehensive
perspective, including the main online databases. The following popular scientific

databases were used as source for this literature review:

1. IEEE Xplore (https://www.ieeexplore.ieee.org)

2. Elsevier ScienceDirect (https://www.sciencedirect.com)
3. SpringerLink (https://link.springer.com)

4. ACM Digital Library (https://dl.acm.org)

5. Google Scholar (https://scholar.google.com)
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These well-known scientific databases were chosen because they cover the related
literature. The papers reviewed were chosen from industry papers, qualitative and
quantitative studies, and scientific academic studies. Figure 2.1 shows the review
process at each stage and the number of papers identified. We used the Boolean
operator “AND” to search for relevant research using various combinations of items
from all of the search terms. The "OR” operator is used to connect similar terms to
ensure maximum coverage. The search statement is split into two major sections.
The first sub-section is composed of a collection of blockchain-related phrases. The
second sub-section contains a collection of phrases related to identity management.
As a result, the following search string is produced:

("blockchain” OR ”distributed ledger technology” OR "smart contract” ) AND ("iden-

tity” OR 7identity management”).

2.3.2 Inclusion and exclusion criteria

We include certain studies that are pertinent to blockchain-based identity man-
agement and its applications that meet a certain criterion. The following factors

were taken into consideration when deciding whether to include or exclude a study:

1. The paper must be relevant to the topic of blockchain and identity manage-

ment.
2. The study was conducted between 2017 and 2022.
3. The paper is written in English and the full content is available.
4. The article must have undergone a peer review process.

5. The paper must include empirical evidence relating to the use of blockchain

technology for identity management.



21

Stage 1

Electronic
Databases

N =142

Stage 2

Exclude studies on
the basis of Title
and Keyword

Stage 3

Exclude studies on
the basis of
Abstract

Stage 4

Y Y Y

Obtain selected
studies

T T T T
Tr T 1T T

Figure 2.1 : Literature Review Process

Therefore, the study excludes papers that either do not focus on blockchain and

identity management or meet the following exclusion criteria:

1. Duplicate studies.

2. Studies are not written in English.

2.3.3 Citation and inclusion decision management

At this stage, all 142 papers were exported to and stored in EndNote, where

we reviewed them using the search terms in either the title or the keywords. A

paper was selected if it contained at least two search terms; one from each section,

in either the title or the list of keywords; otherwise, the paper was not selected for
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the next filtration stage. The total number of selected papers was reduced to 61 by

conducting this filtering process.

2.3.4 Final selection and quality assessment

All abstracts were thoroughly examined to ensure their relevance before the paper
was included in the final stage. The articles with pertinent abstracts were selected
to go through to the next filtration stage; otherwise, the paper was excluded. The
total number of selected articles was reduced to 39 by carrying out this filtration

process. Table 2.1 describes the scientific assessment of the filtration process.

Filtration stage Method Assessment criteria

Search keywords from
First Filtration Search terms
scientific databases

Exclude studies on the Title = search term
Second Filtration
basis of titles Include else exclude

Exclude studies on the Abstract = relevant
Third filtration
basis of abstracts Include else exclude

Discusses Data rele-
Obtain selected pa-
vant
Final Filtration pers and critically ap-
Yes = accepted
praise studies
No = rejected

Table 2.1 : Scientific Assessment Process

2.3.5 Data extraction and synthesis

At this stage, the 39 papers were analyzed and their quality was ensured accord-

ing to the quality criteria suggested by (Dyba and Dingsgyr, 2008) as listed in Table
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2.2. The most relevant papers were selected after careful consideration.

An additional 19 articles were excluded at this stage by applying the criteria in
Table 2.2, leaving 20 articles for the final data review and synthesis to address the
objectives of the research. The final 20 selected articles were evaluated on the basis

of the quality criteria listed in Table 2.2.

Quality Criteria

1 Is the paper research based?

2 Are the aims of the research clearly stated?

3 Is the context adequately described?

4 Is the design framework appropriate to address the aims of the research?

5 Is the data analysis sufficiently rigorous?

6 Is there clear evidence for the findings?

7 Is the study validated or implemented?

Table 2.2 : Quality Criteria

2.4 Results and Discussion of Existing Work

The literature review reveals various technical challenges in the current blockchain-
based identity management systems. We grouped the papers according to the chal-
lenge each study is attempting to overcome. Thus, the papers are classified into
three subcategories for better presentation and to identify the natural affinity be-
tween them. This will enable us to organize the literature by grouping the papers
with related themes. The classification is based on the remaining reviewed articles
after the filtering processes. We divided the studies into three categories: (1) au-
thentication, (2) privacy, and (3) trust. The taxonomy of the technical issues that

blockchain encounters in the identity management sector is summarized in Table
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2.3. Figure 2.2a shows the percentage of the total number of publications in each
category. We found that most of the publications addressed the authentication issue.
The number of studies on blockchain-based identity management published per year
between 2017 and 2022 is shown in Figure 2.2b. According to our findings, more
pertinent articles were published after the year 2017, emphasizing the novelty of the
topic at hand. We observe that most of the papers were published in the years 2018
and 2019. 20% of the articles selected for review were published in 2020. Of these

challenges, the following stand out:

Category Papers

Authentication || (Juan et al., 2018), (Liu et al., 2019), (Zhou et al., 2019),
Odelu, 2019), (Othman and Callahan, 2018), (Xu et al., 2020),

Chen et al., 2021), (Lee, 2017), (Jamal et al., 2019)

Alsayed Kassem et al., 2019), (Rathee and Singh, 2021)

Mudliar et al., 2018), (Saldamli et al., 2019), (Faber et al., 2019),

Trust Stokkink and Pouwelse, 2018), (Buccafurri et al., 2018),

(
(
(
Privacy (Chalaemwongwan and Kurutach, 2018), (Rathee and Singh, 2022),
(
(
(
(

Hammudoglu et al., 2017), (Takemiya and Vanieiev, 2018)

Table 2.3 : Mapping of categories to respective publications

2.4.1 Authentication

As a decentralised distributed ledger, blockchain technology can act as a trust-
worthy decentralised authentication infrastructure. A number of research studies
have been conducted on blockchain-based identity management for authentication.
(Juan et al., 2018) presented an authentication model for a national electronic iden-

tity document based on blockchain. They discussed ways to address the security
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Figure 2.2 : Number of publications by category and year

issues that are encountered in Colombia’s current national identity document, such
as the protection of citizens’ information and the prevention of fraudulent trans-
actions. Such issues can be addressed by integrating blockchain with biometric
authentication technology using smart cards and leveraging the benefits of estab-
lished authentication methods such as biometrics and physical security to mitigate
the security concerns associated with identification documents. Hence, this helps
the government to verify a document and identify counterfeit documents.

(Liu et al., 2019) presented a model to preserve privacy to manage identity by inte-
grating biometrics and blockchain. A government-specified body gathers and stores
the user’s identity in the interplanetary file system (IPFS). A smart contract on
Ethereum governs the system’s access control. The system’s primary objective is to
enhance identity management while providing data security using smart contracts.
However, user registration at entry points is required to safeguard the system against
any data breaches.

(Zhou et al., 2019) presented a self-sovereign digital identity management framework
(EverSSDI) based on IPFS and smart contracts to develop a framework for decen-
tralized identity management. Users encrypt and maintain their personal data in

the IPFS system utilizing data hash fingerprints which are verified through a smart
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contract. Therefore, the user becomes the real and dominant owner of the identity
instead of merely proving their digital identity. However, in the authorization pro-
cedure, users must supply identity attributes to the service providers.

(Odelu, 2019) presented a novel biometrics-based authentication approach in which
the user’s identity is managed via a blockchain. The author conducted a thorough
security study of the protocol, proving it is resistant to known attacks. However,
the technique does not guarantee user anonymity or untraceability.

(Othman and Callahan, 2018) proposed the Horcrux protocol, a secure decentral-
ized authentication method which allows the end-users of a self-sovereign identity to
have control over accessing their identities through a biometric authentication that
is capable of ensuring the privacy of the user. The protocol relies on decentralized
identifiers and it is based on the concept of self-sovereign identity. They imple-
mented a decentralized biometric credential storage mechanism using a blockchain
to store decentralized identifiers.

(Xu et al., 2020) developed a blockchain-based identity management and authenti-
cation mechanism based on the redactable blockchain for mobile networks, where
users retain ownership over their identifying information. The blockchain stores le-
gitimate users’ self-sovereign identities and public keys, and the chameleon hash is
utilized to remove unlawful users’ data while leaving the block head unaltered.
(Chen et al., 2021) presented a decentralized identity management system and a
cross-domain authentication method based on blockchain with the objective of elim-
inating the authentication center’s single point of failure and increasing the cross-
domain authentication performance. The uniqueness of an identifier is determined
by the consensus mechanism of the consortium blockchain and anyone can request
identifiers. The system uses a one-way accumulator to ensure the validity of the
entity identity.

(Lee, 2017) introduced a blockchain-based solution for managing identity and au-
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thentication for mobile users and IoT devices. Their proposed approach is to gener-
ate and maintain blockchain identities as a service, without regard for interactions
or messages via the blockchain. The blockchain-based identities are only intended
to be used for decentralized authentication in this scenario. Thus, authentication
can be accomplished without having any preregistered users’ information.

(Jamal et al., 2019) presented a blockchain-based identity system for storing per-
sonal information. This solution makes use of blockchain features to ensure that
users are aware of who has access to their personal data. The system enables third

parties to access personal records while maintaining their immutability.

2.4.2 Privacy

Privacy is a major concern that is still being researched. Several privacy-preserving
techniques have been discussed in the literature. For example, (Chalaemwongwan
and Kurutach, 2018) developed a national digital ID framework based on blockchain
(NIDBC) to assist in enhancing a digital identity to a single sign-on for government
services. Moreover, they affirmed that privacy is preserved by allowing users to
control their data by granting permission for services to access their personal infor-
mation. Furthermore, due to the inherent nature of blockchain, the system is secure
since the data is distributed, which makes it difficult for attackers to attack data.
However, the service provider is still able to abuse users’ information.

(Rathee and Singh, 2022) proposed a blockchain-based self-sovereign identity man-
agement system. IPFS maintains users’ data whereas blockchain maintains the
content address of their data and the public key. Smart contracts that operate on
the blockchain perform the verification process. Third parties are not permitted to
access the data directly, which is exclusively accessible to the user. Data privacy is

thus ensured in this manner.
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(Mudliar et al., 2018) presented a model that utilizes blockchain technology to en-
able people to carry their national identity on their phones. Government employees
can verify a citizen’s national identity by scanning a barcode or QR code generated
automatically through the government site. The major benefit of this approach is
that communication between the government and the citizens is transparent.
(Saldamli et al., 2019) designed a system that uses Ethereum-based blockchain to
store an identity hash on blockchain. A data hash is created by IPFS and the cor-
responding hash is stored on Ethereum blockchain. Documents are approved for
verification of the identity by the user once the third party requests it. The user has
the right to share the document or reject it. Thus, personal data can be completely
controlled by the user with this system.

(Faber et al., 2019) proposed a conceptual design for a blockchain-based personal
data and identity management system that is human-centric and General Data Pro-
tection Regulation (GDPR) compliant. They presented a framework that is trans-
parent and gives data owners complete control over how their data is used. However,
this study is still conceptual and does not provide any technical specifics or perfor-
mance evaluation.

(Alsayed Kassem et al., 2019) presented blockchain-based identity management as a
means of securing personal data sharing across networks, and they emphasized the
importance of the blockchain and decentralized self-sovereign identities. Moreover,
the system allows users to retain their identities linked to specific attributes that
can be used by service providers to authenticate the user and provide their services
based on verified attributes. They attempted to leverage blockchain and its charac-
teristics as the backbone of identity management across all the realms. The result
of the security analysis demonstrated that it is possible to develop a secure and
resilient identity management system that can overcome the drawbacks associated

with centralized identity management systems.
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(Rathee and Singh, 2021) developed a blockchain identity management technique
based on the Merkle hash digests algorithm (MHDA) that allows data sharing with-
out being compromised by anonymous users. MHDA-based BIdM systems are ef-
ficient in terms of allowing users to maintain control over their identities and cre-
dentials. The blockchain’s feature of intervening conflict ensures the integrity of the

user’s data.

2.4.3 Trust

Trust is critical when developing identity management systems. Several tech-
niques have been proposed to provide identity in the context of mutual distrust. For
example, (Stokkink and Pouwelse, 2018) introduced a digital identity model based
on blockchain which builds on a generic provable claim model using zero-knowledge
proofs and the collection of third-party attestations of trust are required. The work
focused on a self-sovereign identity for the Netherlands and was part of an under-
taking by the government that provides identity within the context of a mutual
solution. They assert that their systems are suitable for general use, however, it is
not shown how the work integrates with existing I'T" applications.

(Buccafurri et al., 2018) suggested an architecture to integrate blockchain technol-
ogy with identity management via identity-based encryption to achieve the trust
level between users. They created a non-anonymous blockchain by binding a digital
identity with a public key, which can be used to define the author of the transaction.
(Hammudoglu et al., 2017) developed a biometric-based authentication mechanism
and blockchain storage. This enables the user to maintain personal information se-
curely, which can be accessed upon successful biometric authentication. It combines
a permissionless blockchain with identity and key attestation capabilities for use

with mobile phones. However, a fully accessible blockchain is used to store unen-
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crypted fingerprints, which compromises both security and privacy.

(Takemiya and Vanieiev, 2018) proposed a mobile application-based identity sys-
tem that leverages blockchain technology to establish a secure protocol for storing
encrypted personal data and sharing verified claims about personal data. The hash
values of a user’s personal information that has been encrypted using a crypto-
graphic key are broadcast on the blockchain in this system. It is developed on top
of the permissioned hyperledger ”Iroha blockchain”. The Sora mobile apps enable
users to produce a pair of encryption keys, insert and encrypt their data, and propa-
gate salted hashes to the blockchain. After this, users have the option of voluntarily
providing sensitive information to third parties such as institutions. The drawback
is that the system cannot achieve complete decentralization if the keys are stored

centrally.

2.5 Comparative analysis of the existing research

Based on the above comprehensive systematic literature review, we identified
three gaps and challenges in the work on managing user identity, based on blockchain
using artificial intelligence. The comparative analysis of the studies that touched on
the identified issues and the decision to work in these fields is shown in Table 2.4

and Table 2.5

2.6 Shortcomings of the existing literature on identity man-
agement based on Blockchain

The literature review identified various significant challenges in using blockchain
to improve user identity management. In light of the comparative analysis of the
existing literature review on blockchain-based identity management shown in Tables

2.4 and 2.5, we highlight the most significant shortcomings as follows:
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Core papers included in

the literature

Is this paper
relevant to

blockchain and

Is this relevant
to the analysis of

problems and so-

Has the pro-

posed frame-

work been devel-

identity =~ man- | lutions in related
oped /validated?

agement? fields?
(Juan et al., 2018) Yes Yes No
(Liu et al., 2019) Yes Yes Yes
(Zhou et al., 2019) Yes Yes Yes
(Odelu, 2019) Yes Yes Yes
(Othman and Callahan,

Yes Yes Yes
2018)
(Xu et al., 2020) Yes Yes Yes
(Chen et al., 2021) Yes Yes Yes
(Lee, 2017) Yes Yes No
(Jamal et al., 2019) Yes Yes Yes
(Chalaemwongwan and

Yes Yes Yes
Kurutach, 2018)
(Rathee and Singh, 2022) || Yes Yes Yes
(Mudliar et al., 2018) Yes Yes Yes
(Saldamli et al., 2019) Yes Yes Yes
(Faber et al., 2019) Yes Yes No
(Alsayed Kassem et al.,

Yes Yes Yes
2019)
(Rathee and Singh, 2021) || Yes Yes Yes

Table 2.4 : Comparative analysis of the existing research on blockchain-based iden-

tity management in the literature
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(Stokkink and Pouwelse,

Yes Yes Yes
2018)
(Buccafurri et al., 2018) | Yes Yes Yes
(Hammudoglu et al.,

Yes Yes Yes
2017)
(Takemiya and Vanieiev,

Yes Yes Yes
2018)

Table 2.4 : Comparative analysis of the existing research on blockchain-based iden-

tity management in the literature (continued)

e None of the existing literature has integrated blockchain and identity manage-
ment using artificial intelligence techniques to detect duplicate user identities

on top of blockchain.

e None of the existing literature has developed a personalized early warning
system to detect user identities that are about to expire to remind users to

renew them and obtain a benefit from the desired services.

e None of the existing literature takes into account how to compute the trust-

worthiness of user’s identity based on a single or multiple documents.

To address the aforementioned gaps in the research literature, in this thesis, we

develop comprehensive artificial intelligence-driven solutions on top of blockchain.

2.7 Conclusion

Blockchain is a developing technology that has the potential to revolutionize the
world of information technology, as an immutable ledger can be used in a wide va-

riety of applications. In this study, a systematic literature review was carried out
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Approaches for

Approaches

for using alert

Approaches for

Core papers included in || detecting du- computing the
systems for
the literature plicate identity reliability score
nearly  expired
management of an identity
identities
(Juan et al., 2018) No No No
(Liu et al., 2019) No No No
(Zhou et al., 2019) No No No
(Odelu, 2019) No No No
(Othman and Callahan,
No No No
2018)
(Xu et al., 2020) No No No
(Chen et al., 2021) No No No
(Lee, 2017) No No No
(Jamal et al., 2019) No No No
(Chalaemwongwan and
No No No
Kurutach, 2018)
(Rathee and Singh, 2022) || No No No

Table 2.5 : Existing research studies on identity management based on blockchain
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(Mudliar et al., 2018) No No No
(Saldamli et al., 2019) No No No
(Faber et al., 2019) No No No
(Alsayed Kassem et al.,

No No No
2019)
(Rathee and Singh, 2021) || No No No
(Stokkink and Pouwelse,

No No No
2018)
(Buccafurri et al., 2018) || No No No
(Hammudoglu et al.,

No No No
2017)
(Takemiya and Vanieiev,

No No No
2018)

Table 2.5 : Existing research studies on identity management based on blockchain

(continued)

to examine the use of blockchain technology in the identity management domain,
its challenges and future work. The study demonstrates that utilizing blockchain
in identity management has the potential to overcome the limitations of traditional
identity management systems. Blockchain research trends in identity management
indicate that it is mostly utilized for authentication, data sharing and data owner-
ship, but it is rarely employed for other purposes such as supply chain management.
According to our findings, the effort to apply blockchain technology to identity
management is accelerating. In addition, the use of blockchain ensures that iden-
tity ownership is controlled by legitimate users. However, certain challenges remain

unresolved and need more investigation. Future research directions in identity man-
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agement have been identified based on the findings, with an emphasis on resolving
concerns about the use of blockchain technology in areas such as identity modifica-

tion, key management, and the cost of blockchain technology.
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Chapter 3

Problem Definition

3.1 Introduction

This chapter outlines the research questions based on the systematic literature
review that was reported in the previous chapter. These questions contribute to

defining the research objectives, which are also outlined in this chapter.

3.2 Gaps in the Literature

We found the following gaps based on the systematic review of the existing

literature, as detailed in Chapter 2:

1. None of the existing literature integrated blockchain and identity management
using artificial intelligence techniques to classify data to detect duplicate user

identities and to maintain privacy of these identities on top of blockchain.

2. None of the existing literature has developed a personalized early warning
system to detect user identities that are about to expire to remind users to

renew them and obtain a benefit from the desired services.

3. None of the existing literature takes into account how to compute the trust-

worthiness of a user’s identity based on a single or multiple documents.

3.3 Definitions of Key Concepts and Terms

Definitions of the concepts and terms that are utilized throughout this thesis are

presented in this section.
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3.3.1 Blockchain

Blockchain does not rely on an intermediary to validate of transactions, thus a
blockchain is a decentralised ledger. A blockchain comprises of a series of blocks
and each block consists of a hash of the previous block, forming a chain of blocks

(Casino et al., 2019).

3.3.2 Smart Contracts

Smart contracts are a protocol that are designed to make the negotiation and exe-
cution of a contract more convenient for all parties. They enable the tracking and
execution of complicated agreements between parties without the need for human

intervention (Toth and Anderson-Priddy, 2019).

3.3.3 Identity Management

Identity management involves the measures used to verify a user to manage ac-
cess to services offered by various industries, including banking, finance, healthcare,

government, and online commerce (Dorri et al., 2017).

3.3.4 Ethereum

Ethereum is a distributed and open source platform. It provides a blockchain solu-
tion to construct a distributed application on top of blockchain (Peter and Moser,
2017). The feature that distinguishes Ethereum is that it connects smart contracts
and blockchain. Users can create their own code on top of the Ethereum platform,
allowing for the creation of customised applications. Ether is a cryptocurrency em-
ployed by Ethereum to make payments of blockchain transactions. Each Ethereum

user is individually recognised by an Ethereum address.
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3.3.5 Trustworthiness of User Identity

The trustworthiness of a given user’s identity is defined as a quantitative score that
expresses the reliability of the user’s identity. In other words, it reflects the extent

or degree to which the identity credentials claimed by the user are genuine.

3.3.6 Service Provider

The service provider is defined as the organization that supplies the service customer

with certain services.

3.3.7 Duplicate Detection

Duplicate detection is the task of finding instances that indicate similar entities in
the real-world from many sources. Data Matching, Entity Resolution, and Record

linkage are other terms for duplicate detection (Andoni et al., 2019)..

3.3.8 IPFS

The InterPlanetary File System (IPFS) is a decentralized file storage mechanism that
operates on a peer-to-peer system (Banerjee et al., 2018). It employs a distributed
hash table (DHT) to locate a file network. A content-addressed hash of the files is
produced locally by the IPFS to ensure that the hash is available in the network as

needed. A unique hash is assigned to each file stored in IPFS.

3.3.9 MetaMask

MetaMask is a browser extension that enables users to connect to the distributed
web. Rather than deploying the entire Ethereum node, it allows users to execute

Ethereum decentralised applications in their web browsers.
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3.3.10 Early Warning System

An early warning system (EWS) is a mechanism for producing and disseminating
useful alerts in a timely manner to help users take the necessary actions (Chaves
and De Cola, 2017). It can be used to warn users when their identities are about to

expire.

3.3.11 Machine Learning

Machine learning is an area of artificial intelligence which focuses on data ap-
plication and algorithms to simulate the way in which people acquire knowledge
(Mahesh, 2020). Complicated tasks can now be accomplished with the help of ma-

chine learning, which mimics the way people approach problem-solving.

3.4 Research Questions

The systematic literature review and the shortcomings reported in Chapter 2
reveal that the existing literature on employing blockchain in identity management
suffers from several gaps. To address these gaps, the main research question in this

thesis is as follows:

How can user identities be managed intelligently and efficiently

on blockchain?

The main research question can be broken into four research questions:

Research Question 1:

How to develop an intelligent and efficient method to detect duplicate
user identities on top of blockchain?

To achieve this objective, a model is built that combines smart contract Ethereum
blockchain with identity management. Blockchain and identity management are in-
tegrated to detect duplicate user identities and to store and maintain the sensitive

information of users. To identify duplicate user identities, a number of different
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machine learning methods are applied. Then, we manage the information of these
identities by employing both on-chain and off-chain approaches to maintain the pri-
vacy of users’ data. The data is encrypted before being uploaded to IPF'S. Once the
data hash is generated by the IPFS, the hash is encrypted before being recorded on
blockchain to ensure data privacy. Data privacy is a paramount concern when it
comes to personal data. Hence, sensitive information should be stored in a manner
that maintains its privacy. Since the data on blockchain is publicly available, users
are concerned about their personal and sensitive information. Consequently, there
is a need to develop a method to preserve a user’s private data. To address this
concern, we integrate blockchain, IPFS, and encryption approaches to preserve data
privacy which allows us to manage a user’s information in a reliable manner.
Research Question 2:

How to develop an intelligent approach to generate personalised alerts
regarding user identities?

The user’s identity is stored on blockchain along with essential information including
the expiration date. We develop a personalized early warning approach to alert users
when their identities are about to expire, based on the data stored on blockchain.
We developed a method whereby the user will receive reminders by email to take ac-
tion. The method is based on pre-determining a threshold value which allows users
to receive reminders within a specified amount of time in advance. This is achieved
through the development of a date-based early warning model utilizing blockchain
and smart contracts.

Research Question 3:

How to compute the trustworthiness score of a user’s identity based on
partial identity documents?

This objective is addressed by developing a method to compute the user’s trust-

worthiness score even if the user only provides partial documents. The user is not
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required to provide all the required documents, thus this partial identity is helpful in
many cases. If the user does not have all the required documents, this partial trust-
worthiness score enables users to obtain an identity without full trustworthiness.
Currently, there is no notion of a trustworthiness score based on partial documents.
The overall trustworthiness score will be stored on the Ethereum blockchain since
it is a reliable network, providing service providers with sufficient confidence in the
trustworthiness score of the users. A prominent characteristic of blockchain tech-
nology is that once the trustworthiness score of a user has been broadcast, it cannot
be altered. Based on these scores, different service providers can use them as a basis

for providing their services based on the level of trustworthiness of each user.

Research Question 4:

How to validate the proposed methods?

To achieve this objective, we develop a prototype by employing a suitable program-
ming language for each research question to test and validate the methods that have
been proposed. Furthermore, we utilize well-known evaluation metrics to validate
the outcomes of objective 1 and develop a prototype for managing the results. In

addition, the Ethereum Rospten network will be used to test the smart contracts.

3.5 Research Objectives

The following are the research objectives of this thesis to address the aforemen-
tioned research questions:
Research Objective 1:
Develop an intelligent and efficient method to detect duplicate user identities on top
of blockchain.
Research Objective 2:

Develop an intelligent approach to generate personalised alerts regarding user iden-
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tities based on the data stored in the blockchain.

Research Objective 3:

Develop an approach to compute the trustworthiness score of a user’s identity based
on partial identity documents to help service providers provide services to users
based on the trustworthiness score.

Research Objective 4:

Validate the developed approaches by implementing them as a prototype or proof

of concept.

3.6 Conclusion

This chapter presented the research gaps related to blockchain-based identity
management and the important concepts that are utilized in this thesis were dis-
cussed. It also presented the research questions that this thesis addresses and the
research objectives that are pursued and fulfilled through a systematic research ap-

proach.

The following chapter discusses the research methodology and outlines of the
proposed solutions. The methodology section demonstrates the steps needed to

achieve the objectives.
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Chapter 4

Research Methodology and Solution Overview

4.1 Introduction

This chapter discusses the research methodology that is utilized to address the
gaps identified by the literature review. It also outlines the proposed solutions and

describes how the research questions are addressed.

4.2 Solution Overview

This section overviews the methods proposed to integrate identity management

and blockchain.

4.2.1 Solution Overview for RQ1

The proposed method integrates blockchain with identity management to iden-
tify duplicate identities and then preserve the privacy of these identities using
blockchain-based smart contracts. The proposed method utilizes machine learn-
ing algorithms to detect identical identities in an intelligent manner. In addition,
we employ blockchain technology to maintain the privacy of a user’s information.

The method comprises the following four phases as shown in Figure 4.1:

First phase: After importing the two datasets, both of which have problematic
issues with the data, we undertake the data preprocessing step to ensure the ma-
chine learning algorithms become more accurate and faster, which contributes to
successfully building a machine learning model. We apply several techniques to ad-

dress these issues in an appropriate manner, such as handling the missing values,
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Figure 4.1 : Overview of the proposed method for duplicate identity detection

removing unwanted characters, tokenization, lemmatization, and feature scaling.
Second phase: We apply the indexing approach to divide the datasets into smaller
blocks. To calculate the similarities between two instances, we need to compare ev-
ery instance from one dataset with every instance in the other dataset. This could
result in an extremely large number of instances. Therefore, to reduce the execution
time, we apply the indexing technique to reduce the number of comparisons.
Third phase: We apply the classification method which includes training the data

and testing the classifiers. We apply several machine learning algorithms for classifi-
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cation to identify duplicate records, namely XGBoost, support vector machine with
four different kernels (linear, RBF, Sigmoid, and polynomial), decision tree, random
forest, deep neural networks, and K-nearest neighbors.

Fourth phase: We develop a data storage mechanism using off-chain storage IPFS
and on-chain storage blockchain Ethereum to provide an efficient mechanism for
storing the data. IPFS stores the data to avoid keeping a huge amount of informa-
tion in the blockchain and then the blockchain keeps the generated IPFS hash to
maintain the privacy of the user’s data. The data is encrypted before being stored
in IPF'S and also before being stored in blockchain to provide an additional level of

privacy for the data.

4.2.2 Solution Overview for RQ2

An early warning system (EWS) is designed to generate alerts and to make sug-
gestions before action is needed (Berg et al., 2005). A warning system is utilized
to provide users with alerts that inform them when the expiry date of the user’s
identity is imminent. This model is called the Early Warning Model (EWM) and
it is designed to alert users when their identities have almost expired, based on a
proactive approach and proactive action to renew their identities. The users re-
ceive alerts to take action. The system detects all the user identities stored in the
blockchain which has certain information attached, such as the expiry date of the
user’s identity and the notifications to be sent to the user when necessary. This
process is undertaken through the extraction of user identity information from the
blockchain layer; thus the identity information is checked to send alerts to users if
these identities expire based on the predefined value entered within a specific dura-
tion. The users set their preferred time frame for the alerts to be generated. These
values produce notifications that differ from user to user to notify users in a suffi-

cient time when their identity will expire to ensure that their identities are renewed
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at the appropriate time.

The EWM informs the user of the impending expiry of their identity when a thresh-
old value has been reached if the expiry time is less than the predetermined threshold
value. The EWM compares the expiry date with the current date. The user sets

the predefined threshold value and receives an alert by email.

Figure 4.2 depicts the three stages of the proposed EWM :

Stage 1: The EWM is triggered by the user or service provider and specifies a
predetermined value.

Stage 2: Blockchain uses the EWM algorithm to find identities using the predeter-

mined value.

Stage 3: The EWM generates alerts and sends them to the user.

Retrieve
EWM - Service
Algorithm - Provider
Activate

Send TX
Confirm TX

‘ Blockchain |

Figure 4.2 : Farly Warning Model

4.2.3 Solution Overview for RQ3

The basic relationship between service providers and users is trust-based rela-
tionships. The providers need to believe that the user with whom they are com-
municating is who they think they are (Mayadunna and Rupasinghe, 2018). We
selected several identity documents, such as passports, birth certificates, etc. to be

used in the development of the model. Each identity document has a specific weight
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following the personal identification system adopted by the Australian Government
(Australian Government, 2018). The user’s score is a numerical score on a scale of 0 -
100, where 100 denotes the highest possible trustworthiness and 0 denotes the lowest
possible trustworthiness. The service provider can use the trustworthiness score to
determine whether to proceed with the provision of a service. The trustworthiness
score also allows service providers to make individual confidence decisions. Differ-
ent service providers may assign different trustworthiness scores to a user’s identity
documents.

The method is based on assigning a certain weight for each user’s identity document.
Figure 4.3 illustrates the proposed model to compute the trustworthiness scores for
users. The overall scores are according to the number of user identities provided
by the user. If the user provides one identity, the user will obtain a specific score
based on the defined weights. Moreover, in the case of a user providing more than
one identity, the user can earn higher scores. The figure 4.3 shows that both the
user and the service provider have a role in providing identity information. The
user may submit their identity documents into the system. In this context, the
smart contract calculates scores based on the information provided by the user or
the service provider. The scores are computed by applying the predefined rules and
calculations programmed into the smart contract. After the scores are calculated,
they are stored on the blockchain. The blockchain is a distributed ledger technol-
ogy that ensures secure and immutable storage of data. Storing the scores on the
blockchain provides transparency and immutability, as the information cannot be

easily altered or tampered with.

4.2.4 Solution Overview for RQ4

The validation of objective 1: We inspect several supervised machine learn-

ing algorithms to detect duplicates of user identities. Accordingly, a precise and
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Figure 4.3 : The proposed model for user trustworthiness

appropriate model is selected.

Different quality measures (Christen, 2012) are adopted to evaluate the proposed
model, namely precision equation (4.1), recall equation (4.2), and F-measure equa-
tion (4.3). In addition, we assess the average time taken to detect duplicates. The

following equations are used to calculate these measures:

TP
Precision = ———— 4.1
recision TP T FP (4.1)
TP
= —— 4.2
Recall = 5 TN (42)

2 x Precision x Recall
F— = 4.
measure Precision + Recall (4.3)

Furthermore, we build a prototype to store the data on blockchain. We use
blockchain, smart contracts, IPFS, AES encryption, and React to develop the
proposed method. Then, we evaluate the model’s performance using Ganache

blockchain as a personal blockchain (Suite, 2016).

The validation of objective 2: React and smart contracts are utilized to build
the model and evaluate the model’s performance for validation purposes. Then, the

best performing model is selected using the following steps:
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1. Developing the model using React and smart contracts.
2. Inserting the data.
3. Measuring the model’s performance.

4. Choosing the best performing model.

The validation of objective 3: The model is built by combining React with

smart contracts. The validation procedure is undertaken using the following steps:

1. Uploading the documents and specifying the document type.

2. Assigning the weighting score for each document depending on its type. This

pertains to the document type that was previously specified.

3. Calculating the overall trustworthiness score of the user’s identity based on

the aggregate of these weighting values.

4.3 Research Methodology

In this study, we adopted the design science research methodology (DSRM)
(Peffers et al., 2007) to fulfill the research objectives. We develop a prototype
using DSRM, which is then tested to evaluate whether it achieves the study objec-
tives. The process of research and development is repeated until the objectives are
achieved. DSRM provides researchers with guidelines to conduct research on the
basis of principles, practices, and procedures needed in design science. Figure 4.4

provides an overview of the steps of DSRM.

DSRM is utilized to divide the proposed method into the following six phases:
Phase 1: Identify the problem: we identify the research gaps in the existing
literature in relation to managing the user’s identity in blockchain using artificial

intelligence.



Process iteration

v v

Y

Define >
objective and
solution

Identify the Literature
problem review

Design and

Evaluation Communication
development

Figure 4.4 : Design science research methodology (Peffers et al., 2007)

Phase 2: Conduct the literature review: we identify the gaps in the existing
state-of-the-art by conducting a critical review of these studies with respect to the

research problem and moving the research forward.

Phase 3: Define the research objective and propose a solution: The main
objective of this research is to develop a blockchain approach to manage user identity
based on artificial intelligence. To achieve this aim, we propose a blockchain-based
approach for identity management using machine learning methods to classify iden-
tities to address identity issues intelligently. The thrust of this research study is to
develop intelligent and efficient methods of managing user identities on blockchain.

Furthermore, we develop intelligent approaches to detect duplicate identities on top

of blockchain.

Phase 4: Model design and development: In this stage, we develop the artifi-
cial intelligence models using both blockchain and machine learning techniques that
correspond to the solution to research questions. The models developed are part of

the overall user identity management methodology.

Phase 5: Evaluation and testing: We assess the performance of the developed

models using several measures to answer research question 4.

Phase 6: Communication: the outcomes are submitted for publication in high-
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ranked conferences and international peer-reviewed journals.

4.4 Conclusion

In this chapter, we presented the methodological approach adopted in this thesis
to address the research objectives. The design science research technique was chosen
as the model to be applied. We also provided a general overview of the proposed
blockchain-based identity management methods and an overview of the solution for
each of the research objectives.

The next chapter describes the blockchain-based model for detecting duplicate user

identities on top of blockchain.
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Chapter 5

Identity Management Model based on the
integration of Blockchain and Machine Learning

5.1 Introduction

In this chapter, we discuss the process of developing a model which integrates
blockchain and identity management. Machine learning is used to detect user iden-
tities, while blockchain-based smart contracts are employed to guarantee the privacy
of identities. As a result of employing this approach, we are able to manage user
identities in a reliable manner. The model development process is divided into four
phases and each phase is discussed in detail in this chapter. Additionally, this chap-
ter details the implementation of the proposed solution to research question one and
the validation outcomes. We developed an identity management method based on

integrating blockchain-based smart contracts and machine learning approaches.

Most existing identity management systems are centralized, hence preserving
the privacy of users and their identity information is one of the most challenging
aspects for organisations to ensure privacy (Ghaffari et al., 2022), (Alharbi and Hus-
sain, 2021). Central authorities govern the management of identities in the current
identity management systems, hence the user has no control over the privacy of
their data. To overcome the concerns relating to the privacy of centralized systems,
a decentralized identity management approach is needed to ensure the system is
robust. The advent of blockchain enables users to use the Internet without hav-
ing to rely on a central authority (Alharbi and Hussain, 2022), (El Haddouti and

El Kettani, 2019). Blockchain removes reliance on a third party, as the system
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is entirely decentralized. Blockchain records are immutable and irreversible, pro-
viding users with transparency. The unique characteristics of this technology such
as immutability, decentralization, and traceability, make it an attractive solution
for identity management. According to the evaluation framework proposed by (Lo
et al., 2017), utilising blockchain for identity management is more suitable than
employing traditional databases due to the inherent characteristics of this technol-
ogy. When different data sources are combined, duplicate detection is one of the
most crucial tasks. Duplicate detection is the procedure of determining whether two
records represent the same entity in the physical world. The most recent findings for
duplicate detection are obtained using supervised machine learning methods (Dong
and Rekatsinas, 2018). In the existing literature, there is no comprehensive model
that takes into account the problem of detecting duplicate identities and manag-
ing these identities once they have been identified in a reliable manner. Therefore,
the model’s primary focus is to employ machine learning to detect identity duplica-
tion, and then to utilise a blockchain-based smart contract to manage the resulting
data. We conducted extensive experiments using several classification models and
blockchain-based smart contracts.

Off-chain and on-chain mechanisms can have different impacts on machine learning
outcomes depending on the context. Off-chain mechanisms refer to processes that
occur outside the blockchain network. They typically involve pre-processing steps,
data cleaning, feature engineering, model training, and evaluation. These off-chain
mechanisms play a crucial role in shaping the machine learning outcome. On the
other hand, on-chain mechanisms refer to executing machine learning processes di-
rectly on the blockchain network. This approach leverages the decentralized and
transparent nature of blockchain technology to enhance machine learning outcomes
in several ways, such as data privacy, transparency, and trust enhancement. How-

ever, on-chain mechanisms can also be slower and more expensive than off-chain
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mechanisms, as they require all of the data and computations to be stored on the
blockchain. The choice of whether to use off-chain or on-chain mechanisms for ma-
chine learning depends on the specific needs of the application. If performance is
the most important factor, then off-chain mechanisms are the best choice.

In this chapter, we propose an intelligent approach to address the problem of detect-
ing of duplicate identities on the top of blockchain. The work provides a comprehen-
sive identity management blockchain-based model that combines machine learning
methods with blockchain-based smart contracts to detect duplicate identities and
manage user identities effectively. Furthermore, this work compares the effectiveness
of various machine learning algorithms to examine the relationship between dataset
size and the performance of various supervised machine learning algorithms. More-
over, incorporating blockchain and IPFS enables data to be managed and kept in a
distributed fashion while maintaining the privacy of data. This is achieved by em-
ploying off-chain and on-chain storage methods that provide an immutable storage

mechanism and guarantee data privacy by encrypting the data.

The rest of the chapter is organized as follows. Section 5.2 describes the pro-
posed model and section 5.3 describes the experimental design of the evaluation.
Section 5.4 describes the results of the individual experiments and discusses the

main insights. Finally, Section 5.5 presents the conclusion.

This chapter is being reviewed by the International Journal of Web and Grid

Services for publication (Alharbi et al., 2023).

5.2 The proposed model

This section discusses the model that was employed in this study for detecting
and managing duplicate identities by utilizing machine learning and blockchain-
based smart contracts. The main objective of the model is to detect identities that

refer to the same-world identity and thus classify the records into matching or non-
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matching, and to additionally manage the identities in such a manner to maintain
the privacy of the personal data. The first step involves preprocessing the data
sources to address any issues that may arise in the data. The second step is to
implement the indexing technique to lessen the quadratic complexity of the data
comparison process by avoiding the need to compare all records from the two data
sources. The third step is to implement the feature extraction method to convert
the text data into numerical data. The fourth step trains and tests the models and
then evaluates these models. The final step is to store and manage the data on top

of the blockchain. The proposed model is presented in Figure 5.1:
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Figure 5.1 : Overview of the proposed method for duplicate identity detection
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5.2.1 Preprocessing

Preprocessing entails cleaning the data of any unwanted noise to improve data
quality, which is one of the most crucial phases in machine learning. The primary
objective of this phase is to prepare the data in such a way that it is appropriate to
construct the machine learning models. In most cases, there are numerous errors in

the data. Hence, we apply the following steps:

e Removing punctuation: Removing set of symbols and additional special char-

acters.

e Removing stop words: Stop words are the most frequently used words in a
language which are meaningless such as a, an, the, etc., thus these words hold

no significance in terms of differentiating between two documents.

e Lower casing: Shifting all words to lower case so input text is treated the same

way.

e Lemmatization: This step breaks down all the tokens into their base form

(lemma).

5.2.2 Indexing

It is challenging to compare records in a large dataset because of the huge number
of records. Furthermore, comparing every record from one source with every record
from another source requires complex computation which is the most expensive
stage in the duplicate detection process. As a result, the indexing approach is
applied to reduce the quadratic complexity of the matching process by avoiding
comprehensive comparisons of all records. The indexing mechanism is more effective
in the comparison process. In this stage, the data is split into blocks where each block

contains records that are deemed to be a potential match. The split is according
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to the blocking key which could be one attribute or a set of attributes. Records
with the same value of the blocking key are grouped together in the same block.
Thus, the comparisons will be executed between the record pairs that fall into the
same block only, which improves the computational efficiency. Different indexing
methods have been developed and the selection of the indexing technique depends on
the data properties (Christen, 2011). In this study, we use a blocking technique to
create the index blocks, where the keys from each record are placed into individual

blocks. Thus, this technique ensures that only similar records are compared.

5.2.3 Feature extraction

In this phase, it is necessary to extract some meaningful values from the data
so that machine learning techniques can use them as inputs. As a result, we ap-
ply the feature extraction technique to generate a feature vector from the cleaned
dataset. The words in the text are represented by the features. Machine learning al-
gorithm models operate on numerical data instead of textual data. Thus, the Term
Frequency-Inverse Document Frequency (TF-IDF) technique is utilized to transform
text into a numerical vector.

Tokenization, vocabulary creation, and encoding are the three steps that contribute
to achieving the objective of this stage. Each sentence is divided into tokens during
the tokenization process. During this process, the text is tokenized, which means
that each word is treated as a separate piece of data and transformed into a separate
token. The distinct tokens of each sentence are gathered and sorted alphabetically
before being added to the vocabulary in the vocabulary creation phase. The pro-
duced vocabulary is called a feature vector and each feature is represented by a
token in the vocabulary. After a vocabulary has been constructed from the whole
text, the number of times each word occurs in each sentence is computed. Every

sentence is given a unique numerical code in the encoding process that indicates
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the frequency with which each feature appears in that sentence. Thus, the feature
vector is obtained when performing these steps. As a result, the vocabulary in each
sentence is displayed in the feature vector, together with the frequency of each token
from the vector which appears in that sentence.

The TF-IDF technique counts the overall occurrence of a word in a document, which
is computed using equation (5.1) (Schiitze et al., 2008). The text is converted into

numerical form by employing the TF-IDF approach.
tf —idfway = Uf(wdy X idf(w.a (5.1)

where ¢ f(w,d) represents the number of times the word w appears in d documents,
while idf(w,d) represents the number of times the word w appears across all docu-
ments. The TF-IDF value for word w that appears in document d is computed using
equations (5.2) and (5.3), whereas ny denotes the overall number of documents used
for the training. The TF-IDF approach enables us to identify the document’s most

significant features.

1+ny

1df (w.ay = log ——— 5.2
) = log T = 2
. 1+ny
tf —idfwa, =tflog(——) + 1 5.3
= ity = ol 53

5.2.4 Classification

This stage involves training machine learning techniques utilizing the features
produced in the last step. The task of classifying record pairs based on their values
in the feature vectors into matching or non-matching is a binary classification task.
These features are employed to train machine learning algorithms. Every machine
learning model must have its parameter values adjusted to identify which parame-

ter is the best performing while training the model. Then, we test the model using
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the test data. We applied several supervised algorithms such as SVM with four
different kernels (linear, sigmoid, RBF and polynomial), XGBoost, KNN, deep neu-
ral networks, random forest, decision tree, and GBM. We trained the models using
scikit-learn (Pedregosa et al., 2011). The model’s performance is evaluated utilizing

the evaluation metrics.

5.2.5 Storing the data in blockchain

It is crucial to note that blockchain is not suitable for storing sensitive data as
it is copied across numerous nodes, leading to redundancy, and its immutability
contradicts with the GDPR’s (Regulation, 2016) right to be forgotten because data
saved on blockchain cannot be removed. Therefore, to overcome this issue, we pro-
pose storing users’ personal data off-chain and storing a hash data pointer to that
data on the blockchain.

In this phase, we use blockchain-based distributed off-chain storage for identity in-
formation using IPFS. The storage approach is immutable and content addressable.
We require a distributed storage to maintain the massive amount of user informa-
tion. IPFS stores the data in a manner that provides a unique hash for the data.
The generated IPFS hash is more efficient and requires less storage space than the
original data. The blockchain stores the generated hash which consumes less storage
space. The data quantity on the blockchain can be diminished because only the hash
values are recorded in the blockchain. Furthermore, data can be exchanged in an
anonymous manner because the hash does not contain any information that reveals
the user’s identity. Therefore, the off-chain storage approach uses content address-
able hashes to store the user’s information, while immutability is achieved through
the on-chain storage approach. The AES encryption algorithm is used to encrypt
the data before storing it on IPF'S. Thus, we stored the encrypted data in IPFS and

then the generated IPFS hash is encrypted and stored in the blockchain. Privacy
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could be ensured through combination of off-chain and on-chain mechanisms. Sen-
sitive data is stored off-chain in a secure location to protect users privacy by using
IPFS mechanism. When transferring data for off-chain processing, encryption algo-
rithm is employed to ensure secure transmission and prevent unauthorized access.
On-chain, we utilize encryption algorithm to secure data stored on the blockchain,
ensuring that only authorized parties holding the corresponding decryption keys can
access and decrypt the data. Consequently, sensitive data could be stored off-chain
and encrypted, while an encrypted hash of the data can be stored on-chain. This
approach enables authorized parties to verify the authenticity of the data without
accessing the actual data. We can maintain the privacy of the user’s identity by

applying this approach.

5.3 Experiments

The experiment setup for the model training and testing to detect duplicate
records and provide details of its performance is described in this section. We
describe the benchmark datasets that we employed in the experiment. Furthermore,
we provide more details of the evaluation metrics. In addition, the experiment of

storing data on blockchain is described.

5.3.1 Implementation

We perform the preprocessing task for the datasets which consists of the steps
described in section 5.2.1. Moreover, we implement the classifiers using the sklearn
library (Pedregosa et al., 2011). Additionally, we use Keras (Schanzenbach et al.,
2019) to train and test the deep neural network model. The negative instances
are generated by selecting one tuple from the positive instances and then randomly
selecting one tuple from the relation that is not a match for the positive example.

In this study, we use the Python programming language to build the classification
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model. To provide the most accurate predictions, we train the model using the
training test based on the target labels. We split the data into training and testing
sets; by specifying the test size as 33%, and the rest of the data as the training set.
We apply four popular evaluation metrics in the duplicate detection task which are
accuracy, recall, precision, and F-measure. The solidity programming language is
used to write the smart contract and Ganache personal blockchain to simulate the
blockchain implementation. Remix IDE was used to implement and test the smart
contract. IPFS provides the data storage layer for data storage and the data hash is
kept on the blockchain network. Metamask is used to interact with the blockchain

network. The AES algorithm is used to encrypt the data.

5.3.2 Datasets

We evaluate our proposed model using two popular benchmark datasets, namely
Scholar-DBLP and ACM-DBLP (Ké&pcke et al., 2010) as shown in Table 5.1 which
summarizes the datasets statistics. The datasets are publicly available and each
dataset consists of four attributes (title, authors, venue, and year) which are about
bibliographic domain and each dataset consists of two tuples to be compared. These
two tuples contain duplicate records. These datasets have several quality issues, such
as misspellings, missing values, etc. The dataset Scholar-DBLP contains 2,616 and
64,263 bibliographic records, respectively from DBLP and Google Scholar. The
dataset ACM-DBLP contains 2,616 and 2,294 bibliographic records, respectively
from DBLP and the ACM digital library. The objective is to identify whether
two records belong to the same publication based on title, author, venue, and year
attributes. We used an experimental approach where we selected data from multi-
ple datasets of various sizes. We randomly selected three small subsets from each
dataset. Small datasets are not explicitly defined in the literature (Dris et al., 2019).

Therefore, we extracted the subsets from the large datasets by generating 20%, 50%,
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and 80% of each dataset and then testing the models on these subsets as well as
the full datasets. The aim of this approach is to investigate the impact of various

dataset sizes on the performance of the classifiers.

DBLP | Scholar || DBLP | ACM

Records 2,616 | 64,263 || 2,616 | 2,294

Ground truth 5,347 2,224

Table 5.1 : Overview of evaluation benchmark datasets

5.3.3 Evaluation Metrics

We evaluate the classification models’ performance in the domain of duplicate
detection using four key metrics, accuracy, precision, recall, and F-measure. Several
machine learning techniques were evaluated against two large datasets. We carry
out an evaluation of the proposed duplicate detection method. To ensure that our
proposed model is performing efficiently and effectively, we provide details about the
evaluation metrics applied throughout the training and testing stages. We consider
match quality in the evaluation. We quantify the quality of our method in terms
of the perfect match result using the commonly used measures accuracy, precision,
recall, and F-measure. Table 5.2 presents the F-measures obtained by all the ap-
proaches at hand. It is evident that the proposed method outperforms the other
approaches on these datasets. We assess the classification models’ performance using
four commonly used metrics: accuracy, precision, recall, and F-measure. F-measure

is used as the primary measure.

5.3.3.1 Accuracy

Accuracy is the most frequently used metric to measure the classifier’s perfor-

mance (Manning, 2008). We need to calculate the percentage of instances classified



63

correctly to estimate the classifier accuracy. Accuracy is calculated as (5.4):

TP +TN
TP +TN +FP +FN

Accuracy =

5.3.3.2 Recall

Recall is defined as the classifier’s ability to identify all positive instances (Man-
ning, 2008). Recall is the fraction of correct matches predicted as matches. Recall
is calculated using (5.5):

TP

Recall = TP + FN (5.5)

5.3.3.3 Precision

Precision is a well-known evaluation metric in classification tasks. Precision is
the fraction of match predictions that are correct (Manning, 2008). Precision is
calculated using (5.6):

TP

Precision = ————— 5.6
recision = o5 (5.6)

5.3.3.4 F-measure

F-measure (also known as F-score) is the harmonic mean of precision and recall
(Christen, 2012) which is calculated as in (5.7). We utilize F-measure to assess the
performance of the classifiers. A higher F-measure value indicates the higher quality
of the classification.

2 x Precision x Recall
F_ — .
measure Precision + Recall (5.7)

5.4 Results and Discussion

The following sections present the experiment results for the classification mod-

els developed using both datasets and their respective subsets, as well as storing
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Scholar - DBLP ACM - DBLP
Classifier
20% 50% 0% 100% || 20% 50% 80% 100%
Linear SVM 96.43 | 99.18 | 98.24 | 98.86 | 99.65 | 99.20 | 99.17 | 99.07
Sigmoid SVM 81.07 | 69.54 | 82.29 | 75.68 || 67.06 | 87.77 | 80.84 | 78.02
RBF SVM 92.80 |96.98 | 96.81 | 97.33 | 99.41 | 98.75 | 99.08 | 98.68

Polynomial SVM 82.67 | 95.02 | 94.42 | 97.11 | 95.96 | 98.26 | 97.15 | 97.26

XGBoost 91.75 | 97.60 | 97.16 | 97.75 || 99.71 | 99.23 | 99.16 | 99.22

KNN 79.99 |197.02 |96.24 | 96.91 || 98.25 | 98.50 | 96.05 | 96.97

Deep Neural Networks || 93.67 | 98.47 | 97.80 | 97.88 || 99.28 | 99.05 | 98.58 | 98.82

Random Forest 97.14 | 98.90 | 98.61 | 99.17 || 99.14 | 98.78 | 99.08 | 98.91
Decision Tree 90.68 | 98.82 | 97.27 | 98.21 || 99.68 | 99.25 | 99.34 | 99.26
GBM 82.83 | 97.50 | 97.02 | 97.58 || 96.43 | 98.53 | 99.18 | 98.83

Table 5.2 : F-measure results of the classifiers

and managing data on blockchain. The experiments were conducted on a Jupyter
Notebook on a Windows 10 personal computer with CPU 1.90 GHz, Core i7 proces-
sor and 16.0 GB memory (RAM). The performance of the classification algorithms
is demonstrated in Figures 5.2 and 5.3 in terms of accuracy, precision, recall, and
F-measure. The x-axis in the figures indicates the dataset’s size. 100% indicates
that the full size of the dataset is used for training and testing the datasets, as
shown in Table 5.2, which presents the F-measure average values obtained from ten

iterations in all classifiers.

Each line chart consists of three segments, each of which represents the result
in three different scenarios for datasets of various sizes. The first segment in the
line charts ranges from 20 to 50. The change in the classifier’s performance occurs
when the dataset size increases from 20 to a larger dataset of 50. The line charts

range from 50 to 80 in the second segment, showing how the classifier’s performance
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changes when the dataset size increases from 50 to a much larger dataset of 80. In
the third segment, the range is from 80 to 100. This represents a key conclusion in
the chart, as it illustrates the differing results when the classifier was trained on a
full dataset 100 as opposed to training on a smaller dataset 80.

Numerous conclusions can be drawn from these figures. The majority of classifiers
exhibit a relatively similar performance when the training set size increases across
all four performance metrics. This can be observed by comparing the performance
of a single classifier against various performance metrics. In addition, the metrics
improve relatively on the full-sized Scholar-DBLP dataset, but the classifiers vary
in their performance with datasets of different sizes. In contrast, the performance of
all the classifiers for the ACM-DBLP dataset decreases across all metrics when the
dataset size increases. The most notable finding is that whenever the ACM-DBLP
dataset size increases, the performance of the GBM model improves. Furthermore,
the classifiers that perform the best across the datasets vary. When comparing
different classification algorithms, the results show that random forest and linear
SVM classifiers performed better than all the other classifiers on the Scholar-DBLP
dataset (Figure 5.2), while decision tree, XGBoost, and linear SVM outperform all
the other classifiers on the ACM-DBLP dataset (Figure 5.3). However, sigmoid
SVM is the worst performing classifier on both datasets for the majority of the
performance metrics. We evaluated the supervised SVM using four kernel methods
(linear, polynomial, sigmoid and RBF) and, as shown in Table 5.2, the linear SVM

kernel performed better than SVM classification and the other kernels.

A number of observations can be made regarding the classifiers’ runtime, as
shown in Table 5.3. On both datasets, decision tree and random forest are the fastest
performance classifiers regardless of the dataset size. In contrast, the deep neural
network classifier requires a far longer training time compared to other classifiers

on both datasets, making it the slowest classifier. It is noteworthy that the random
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forest and decision tree classifiers outperform the other classifiers on the Scholar-
DBLP and ACM-DBLP datasets, respectively, and both are the fastest classifiers.
Since random forest and decision tree are the most effective and efficient classifiers
on both the Scholar-DBLP and ACM-DBLP datasets, respectively, we can conclude

that dataset size and runtime will not have an impact on their performance.

Scholar - DBLP ACM - DBLP
Classifier
20% | 50% | 80% | 100% || 20% | 50% | 80% 100%
Linear SVM 1.02 |20.53 | 113.1 | 289.1 || 0.10 | 1.36 | 6.46 17.93
Sigmoid SVM 1.50 | 45.70 | 202.2 | 668.5 || 0.10 | 2.33 | 15.43 | 46.03
RBF SVM 1.26 | 31.97 | 189.7 | 436.2 || 0.10 | 2.20 | 15.27 | 36.23

Polynomial SVM 1.16 | 31.33 | 208.1 | 542.3 || 0.10 | 1.96 | 14.37 | 34.40

XGBoost 13.30 | 84.17 | 277.8 | 554.5 || 1.3 | 6.66 | 23.47 | 44.33

KNN 0.93 | 14.57 | 68.6 | 1394 || 0.10 | 1.43 | 6.00 12.50

Deep Neural Networks || 34.6 | 260.9 | 1056 | 1555 || 17.47 | 90.83 | 208.20 | 348.10

Random Forest 1.33 | 12.40 | 47.53 | 89.73 || 0.23 | 0.96 | 4.53 9.53
Decision Tree 0.43 1.26 | 4.06 11.17 || 0.03 | 0.13 | 0.46 0.83
GBM 33.67 | 115.5 | 200.1 | 270.5 || 1.40 | 3.46 | 6.00 7.93

Table 5.3 : The runtime of the models in seconds

The results of the study shed light on valuable information on the classifiers’
performance with datasets of different sizes. The classifiers’ overall performance
is determined by how closely the dataset resembles the original distribution, not
by its size. Our experiments demonstrate that the most robust classifier for various
dataset sizes is random forest and linear SVM, followed by decision tree, deep neural
networks, and XGBoost, while SVM with the sigmoid kernel is the least robust

classifier. A noteworthy observation is that a robust classification model for datasets
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of different sizes does not always mean that it performs optimally in comparison
to other models. This is demonstrated by the fact that while the random forest
and linear SVM models achieved the best performance regardless of dataset size
on the Scholar-DBLP dataset, they performed slightly worse on the ACM-DBLP
dataset. Overall, the percentage of duplicates identified is an important measure of
the effectiveness of a duplicate detection system. A high percentage of duplicates
identified means that the system is good at finding duplicate records, which can
lead to a number of benefits, such as improved data quality, reduced storage costs,

improved data analysis, and improved data security.

To avoid storing a huge amount of data on the blockchain, we used the off-chain
and on-chain mechanism to store the data. The identity provider is responsible for
uploading the file to the IPFS. The identity provider encrypts the file using the
AES symmetric algorithm before transmitting the file to the IPFS. IPFS stores the
encrypted file and generates the content-addressed hash and then sends it back to
the identity provider. The file can be retrieved from IPFS by utilizing the generated
hash. Subsequently, the file’s content-addressed hash is encrypted using AES and
is then kept in the blockchain by the identity provider who has the right to store
the data. Even if a user gains access to the stored data in blockchain, the user will
be unable to access the hash since the hash value itself is encrypted. Consequently,
encrypting the hash adds an additional degree of protection to the data. The action
is verified by the smart contract to ensure that it is being carried out by the owner’s
approved public address. The smart contract is designed to grant access to only the
contract owner. Thus, access control is restricted to the contract’s owner to store
the data in the blockchain. Data privacy can be ensured by applying access control.
Moreover, the data privacy is preserved using the AES symmetric encryption since
only the identity provider can decrypt the data and also only the data hash is

kept on blockchain. Furthermore, immutability is guaranteed since once a file is
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stored on the blockchain, it cannot be modified. The service provider is required to
provide the data hash that is recorded in the blockchain to fetch the data. Figure
5.4 illustrates the process of identity storage in our model. We successfully tested
the implementation of the smart contract using the Ganache personal blockchain

network.

Service Provider IPFS Blockchain
DEncrypt data
Store data
Generate hash
P Return hash
DEncrypt hash
Store encrypted hash N
P Extract encrypted hash
D Decrypt hash
Request data
Send data

«

D Decrypt data

Figure 5.4 : Sequence diagram for identity storage

5.4.1 Comparison with the state-of-the-art models

The effectiveness of the proposed method is compared with the state-of-the-
art methods once the results are obtained. The outcomes demonstrate that the
proposed model outperforms the state-of-the-art models on both datasets. Table
5.4 presents the F-measure findings of the proposed model along with the state-of-
the-art methods. The best result obtained by one of the methods is highlighted
in bold. The outcomes demonstrate that our method outperforms the previous
methods in terms of F-measure performance. We compare our model against four

methods. The four methods are as follows:
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1- Ditto (Li et al., 2020) is a supervised DNN model for duplicate detection which
is based on pre-trained matching entities based on language models. It enables the
injection of domain knowledge by highlighting relevant input information that may

aid in the labeling decision-making process.

2- DeepER (Ebraheem et al., 2018) is a DL-based model for duplicate detec-
tion which aggregates data entries into vector representations and performs binary
classification using a feedforward neural network based on the similarity of the two

vectors.

3- Gradient-based matching (Reyes-Galaviz et al., 2017) is a supervised model
that is capable of adjusting its structure and parameters according to similarity

scores derived from the similarity functions on various attributes.

4- Seq2SeqMatcher (Nie et al., 2019) is a deep learning-based model that aims
to effectively address the heterogeneous and dirty issues by modeling duplicate de-

tection as a token-level sequence-to-sequence matching task.

The results of our model along with the other four methods are shown in Table

5.4. For each dataset, the best result is displayed in bold.

Proposed
Datasets | DITTO | DeepER | A supervised gradient | Seq2Seq Matcher
model
Scholar
95.60 97.67 98.60 95.30 99.17
DBLP
ACM
98.99 98.60 98.10 98.90 99.26
DBLP

Table 5.4 : Comparison of the proposed model with state-of-the-art models
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5.5 Conclusion

In this chapter, we focus on integrating blockchain with identity management.
This research presents an intelligent method to resolve the issue of detecting du-
plicate identities on top of blockchain. The solution is based on a combination of
the machine learning approach and blockchain-based smart contracts. Furthermore,
this work combines machine learning techniques with blockchain technology to detect
duplicate identities and to manage and store identities in an immutable manner to
guarantee privacy. In addition, this work examines the relationship between dataset
size and the performance of machine learning algorithms. We conducted extensive
experiments using several classification models on two real-world datasets. Our find-
ings demonstrate that it outperforms the existing duplicate detection approaches on
the two benchmark datasets. Additionally, we conducted experiments to manage
identities on top of blockchain by encrypting the data using AES and uploaded it to
IPFS which generates the data hash. The generated hash is encrypted and stored
on the blockchain through the use of smart contracts. The experiments’ findings
indicate that the proposed model has the capability to identify duplicate identities
while maintaining the privacy of the users’ identities.

We describe the early warning system that is used to generate alerts for users in the

following chapter.
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Chapter 6

Blockchain-based method for generating
notifications for user identity expiration

6.1 Introduction

In this chapter, we discuss the process involved in developing a model to warn
users when their identities are about to expire. A user identity contains a large
amount of information, including its expiration date. Upon expiration, a user iden-
tity is considered invalid, and the user will be unable to use it to access or request
services. There are three phases in building this model, namely the user phase,
server-side phase and blockchain phase. In addition, we propose an approach to
notify users when their identities are about to expire based on the user information
stored on blockchain, which is a comprehensive solution to research objective 2. In
this chapter, we provide the outcomes of the validation and implementation of the
proposed method to answer the second research question. We develop an alert model
using blockchain and test the system using the following technologies to answer this

research question:

1. Blockchain: A blockchain, as explained in Chapter 2, is a distributed, repli-
cated ledger where each transaction carried out in the blockchain is copied
in every node of the blockchain, ensuring the irreversible modification of
records. It is nearly impossible to alter transactions that have been recorded
on blockchain since transactions are distributed across multiple nodes. In this
research, blockchain is used for storing and retrieving users’ identity infor-

mation. In addition, it retains the user identity information, the transaction
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actions and the most recent trustworthiness scores of the users’ identities and

provides feedback to the user interface.

. Metamask: This is an extension for the web browser that interacts with the
Ethereum network to run DApps in the browser rather than running the full
Ethereum node. It stores data related to the Ethereum wallet such as the
public address and private key. In this research, we connected React with

blockchain using the Metamask extension for Chrome.

. React: we use React to develop the front-end or the user interface.

. Python: is used to develop the REST-API.

. Ganache: is used as a private Ethereum blockchain environment which en-
ables the blockchain functionality to be locally emulated and to test the smart

contracts that have been published.

. Mailgun: Users are able to send and receive emails using the Mailgun service.
Additionally, Mailgun facilitates the process of incorporating email into current

applications.

. Solidity: Smart contracts can be built on Ethereum’s blockchain utilizing the

Solidity programming language.

. Smart contracts: A smart contract refers to a computer program that can
be performed on the blockchain to implement an agreement. The transaction
actions and reliability computations are performed automatically. After this,

the transaction actions and reliability score are broadcast to the blockchain.
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6.2 Generating notifications about the expiration of user
identity

This section discusses modelling and generating notifications about the expi-
ration of a user’s identity and delivering it to users to achieve objective 2 of this

thesis.

6.2.1 Solution Workflow

The proposed EWS model is implemented utilising smart contracts and Ganache
to develop a local virtual Ethereum blockchain. We utilized the Ganache Ethereum
network to achieve research objective 2 in this study. By using Ganache, we are able
to simulate the blockchain on a local machine. The information that is stored in
the network comprises the identity holder’s name, identity number, expiration date,
and email address.

This system is intelligent because it automatically generates notifications for users
and employs an algorithm to detect users’ identities have expired based on identity
information. Service providers are authorised to add user information and subse-
quently trigger the system to send notifications to users to remind them to take a
certain action, so the information that has been entered is reliable. Blockchain is
used to keep all of the information that is associated with an individual’s identity.
The immutability of the blockchain’s records ensures that the user identity infor-
mation can never be modified except with the consent of the majority. Figure 6.1

illustrates the proposed Intelligent Method for Generating Notifications.

Algorithm 1 is used to identify which users’ identities have expired and generate

alerts:

All the information related to users’ identities is stored in the blockchain. Each
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Figure 6.1 : Early Warning Model to alert users
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Algorithm 1 Pseudo-code for the early warning algorithm

1:

2:

Start: P

> P: Preferred Value

R for every user identity

Compare P with the current date

IF ( P <Current date value)

Activate the system and generate N

Else

Repeat the process

End

> R: Repeat

> N: Notification

service provider is allowed to activate the algorithm to send alerts to users. The

user identity expiration date is compared to the current date using the proposed

algorithm.

If the difference between the two dates is less than a predetermined

threshold value, the user is notified that their identity will expire within a certain

time. The threshold, which could be any number of days, is determined by the

user, for instance, five days in advance, which the proposed algorithm then employs.

Then, an email is sent to the user as a reminder.
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6.2.2 Generating Alerts for Users

We propose the following workflow to notify users about imminent expiration of
their identity information. Figure 6.2 depicts the workflow process. The following

steps are required to store new information and generate an alert:

1. Inserting new information: First, the service provider inserts new information
on the blockchain in relation to the identity of users, including the expiry date

and their email address.

2. Determining the preferred value: The preferred value, which can be any num-

ber of days, is determined by either the users or service providers.

3. Detecting an expired user identity: The proposed algorithm is applied to iden-
tify the user identities that are approaching expiration by comparing the ex-

piration date with the current date.

4. Generating notifications: Alerts are generated and delivered to the users via

email to notify them that their identity is about to expire.

5. Receiving emails: The users receive an email reminding them to renew their

identities or to take action.

6.3 Model Implementation

The primary objective for the prototype’s development is to emulate the model’s
operation which is based on the implementation of Ethereum smart contracts to
manage user identities. The objective is to assess the effectiveness of the model
described in section 6.2 in generating alerts for user identities that are about to
expire. According to the existing literature on identity management, one of the

significant issues is that service providers supply services to users when they present
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Figure 6.2 : The steps involved in generating warnings

a legal identity; otherwise, users are prevented from accessing facilities that demand
a legal identity (World-Bank, 2018). Obtaining a new identity could take some
time, as the process of granting an identity requires a thorough review of personal
information. Therefore, it poses an issue if the user identity expires before the user
can reissue an identity. For this reason, the model for warning users of impending

user identity expiration is proposed.

6.3.1 Steps for generating blockchain-based warnings

Figure 6.3 depicts the development of decentralized application (DApp) to gen-

erate notifications to users.

1. A smart contract, known as Remix IDE, is built in the development environ-
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ment utilizing the solidity programming language for interaction between a

smart contract and blockchain.
2. The smart contract is published for processing to Ganache.

3. The user interface of the prototype is designed using React to communicate

with the blockchain.
4. The information is added to React through the developed interface.
5. The information is stored on the Ethereum blockchain utilizing Metamask.
6. A server-side for tracking and checking the expiration date is set up.

7. The email delivery service Mailgun is integrated with the server-side.

Send TX
L

Front-end | Blockchain
J‘ Confirm TX

|
|
, Send,data
|
|
Reswlt
|
|

Figure 6.3 : Blockchain DApp for the proposed EWS model

6.4 Conclusion

In this chapter, we discussed the steps for generating notifications to users.
In particular, we discussed in a stepwise manner the processes involved in the
blockchain execution phase and in generating alerts to the users phase. In addition,

we presented an approach to generate alerts to users depending on the provided
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information using a smart contract. This proposed smart contract-based model for
generating notifications and reminding users about the imminent expiry of their
identities addresses the second research objective of this thesis. In this chapter,
we also proposed a simulation framework to validate the solution to the research
objective 2. The validation and implementation details related to this chapter can
be found in Chapter 8.

The next chapter discusses the steps involved in developing a model to compute the

trustworthiness score of users.
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Chapter 7

Blockchain-based Model for Computing the
Trustworthiness of a User’s Identity

7.1 Introduction

We design a solution that utilizes the identities provided by individuals to com-
pute the trustworthiness value based on the type of user identities. User identity
components combine to form a distinct entity. These components are inherited at
an individual’s birth. Establishing trust between users and service providers entails
undertaking certain computations to determine trustworthiness.

Mutual confidence is the cornerstone of the relationship between service providers
and their customers. We specified the user identity documents and assigned a specific
value for each. The documents selected and the values assigned to each document
are inspired by the personal identification system that is used by the Australian
Government (Australian Government, 2018). These values are converted to a per-
centage because we adopted a percentage scale in this model. The scale comprises
of numerical values ranging from 70" to 7100”. If the user provides all the identity
documents, they receive a 100 percent trustworthiness score, which is the highest
level of trustworthiness that can be achieved. If a user does not provide any identity
documents, they receive the lowest possible trustworthiness score which is 0 per-
cent. Otherwise, the user is given a trustworthiness value depending on the number
of user identity documents that are provided and the weight assigned to each. The
weights of the user identity documents that are used in this model are listed in

Table 7.1. Consequently, the user is not required to provide all identity documents
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to acquire a trustworthiness score as users can be given a partially verified identity
if they provide only some of the identity documents. A partially verified identity
allows users to access services even if they are unable to present all of the necessary
identification documents of identification. Users’ trustworthiness values are taken
into account by the service provider to assess whether or not to provide services to
the respective user. In some cases, service providers may set a specific level of trust-
worthiness and offer their services in accordance with the trustworthiness level of
each user. Service providers may have a varying level of trustworthiness depending
on the type of service that is offered to the user. Furthermore, each service provider
may adopt a different level of trustworthiness compared to other service providers.
As a result, service providers can utilize trustworthiness values to make individual

decisions about their customers depending on their trustworthiness level.

User Identity Documents | User Identity Weight
Passport 70
Birth Certificate 70
Citizenship Certificate 70
Driver Licence 40
Photo Identification Card 40
Student 1D 40
Government Employee 1D 40
Medicare Card 40
Credit Card 25
Marriage Certificate 25
Total Weight 460

Table 7.1 : Weighted User Identity Documents
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The trustworthiness value is calculated using Equations 7.1 and 7.2. All the trust-
worthiness scores are stored on blockchain which has immutable records. Therefore,
once the trustworthiness values have been recorded, they cannot be changed. When
calculating a user’s trustworthiness value, a threshold is used to determine whether
the user is trustworthy or untrustworthy. If the user’s score is above a predefined
threshold, the user is deemed a trustworthy user otherwise, the user is deemed an un-
trustworthy user. Alternatively, each service provider has the ability to individually
define their own threshold in a manner that is different from other service providers,
allowing for greater flexibility. The overall score is determined based on the number
of different types of identities that have been provided by the user. When a user
provides only one identification document, the user is given a low score depending
on the defined weights that have been assigned to that identity document. How-
ever, if a user provides several identity documents, the user will be given a higher

trustworthiness score.

7.2 Determination of the Trustworthiness Values of User

Identities

This section explains how we model and specify the current trustworthiness val-

ues for the user’s identity to address objective 3.

7.2.1 Solution Workflow

In this thesis, we simulated blockchain implementation utilizing the Ropsten
Ethereum network to achieve objective 3. The Ethereum platform is used and its
programming language is Solidity. We also use React to design the interactive user
interface.

The overall trustworthiness score is computed by aggregating the weights assigned to

each user identity document which has been submitted, and the system collects these
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weights automatically utilizing an algorithm which makes it an intelligent system.
Blockchain stores the trustworthiness score of the users, while the decentralized
application stores all the weights assigned to the user identity documents. The
trustworthiness score can never be changed except by majority consensus because
blockchain records are immutable. Figure 7.1 depicts the workflow of the intelligent
method for trustworthiness calculation.

The proposed algorithm for computing the user’s total trustworthiness score is:

(W1 +We+Ws+...+W))

Trustworthiness Score =
(n1+n2+n3+...+m)

x 100 (7.1)

ZV: %100 (7.2)

where W denotes the weight value allocated to each user identity and n denotes the

Trustworthiness Score =

sum of all users’ identity’ weights.

DApp is used to obtain all the weights. The trustworthiness calculation in equa-
tions 7.1 and 7.2 use previously stored weights. The trustworthiness value is linked
to each user in the system so the service provider is able to verify the overall score
for each user. The blockchain maintains the user identity with its associated infor-

mation, which include user identity type and identity weight.

7.2.2 Calculation Trustworthiness Score of User’s Identity

We propose the following workflow method to compute the trustworthiness score
after a new user identity has been submitted. Figure 7.2 illustrates the process for
computing the trustworthiness.

The following steps outline the process for calculating and storing the trustworthi-

ness value for a specific user:
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Figure 7.1 : Intelligent Method for Trustworthiness Calculation

(a) Submitting a new user identity document: The new user identity docu-

ment is inserted into the user’s list of documents.

(b) Determining the type of the newly added identity document to assign the

appropriate weight.

(¢) Retrieving the weight that was allocated to the user identity document

based on its type.

(d) Calculating the overall trustworthiness of a user: The overall trustwor-
thiness score of a user is calculated using the proposed algorithm taking

into account all of the users’ identity documents that have been provided.

(e) Providing the service provider with the overall trustworthiness score of

the user which is then stored on blockchain.
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(f) Obtain blockchain confirmation of the submission and publish the user’s

total trustworthiness score on blockchain.

Figure 7.2 depicts the flow of the preceding steps.

Submitting a new user identity

Y
( )

Specifying the user identity type

\. J/

Y
( A

Retrieving the predefined weights

\. J/

\4
( A

Computing the trustworthiness
score of user identity

\4

Submitting the user's
trustworthiness score to smart

L contract for storage )
\4
's \
Obtaining blockchain
confirmation for submission
. J
\ 4

Publishing the user's total
trustworthiness score

Figure 7.2 : An Overview of the Steps involved in the User’s Trustworthiness Score

Calculation
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7.3 Prototype Implementation

The primary objective in developing the prototype system is to simulate the
proposed model function, an intelligent model that manages user identity using
blockchain technology. The effectiveness of the method described in Section 7.2 is
evaluated by using the built prototype to calculate the trustworthiness score of the
user’s identity.

As discussed in Chapter 2, establishing trust between service providers and their
customers is challenging and is associated with identity management as discussed in
the current literature (Gefen, 2002). Service providers are facing growing challengs
to differentiate between users who are trustworthy and those who are acting mali-
ciously as a result of the increased prevalence of user identity fraud around the world
(Dellarocas, 2001). The integrity of users’ trustworthiness values can now be appro-
priately preserved using our intelligent solution that incorporates blockchain-based
smart contracts and identity management. Furthermore, our approach addresses
the core of the issue by presenting an efficient method for calculating the trustwor-

thiness score of a user’s identity.

7.4 Prototype Evaluation and Discussion

To achieve objective 3, we model and calculate the users’ trustworthiness value
using the proposed algorithm. Table 7.2 presents the trustworthiness scores of five
users based on the provided identity documents. The trustworthiness scores vary,
depending on the identity documents provided, indicating that the proposed method
successfully calculates the users’ trustworthiness scores. Using the blockchain-based
method to calculate the trustworthiness score has several benefits, including accu-

racy, trustworthiness, and security.
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Users | Trustworthiness Score
User A | 92%
User B | 96%
User X | 77%
User Y | 58%
User Z | 82%

Table 7.2 : Computed scores of users

7.5 Conclusion

This chapter presents a trustworthiness calculation method for a user’s identity
based on blockchain. The trustworthiness score that is calculated by the proposed
algorithm is used to identify the trustworthiness value of users. Users are classified
as trustworthy or untrustworthy depending on their trustworthiness score or by em-
ploying a predefined threshold as specified by the service providers. The proposed
method contributes to establishing greater confidence between providers and users
regarding user identities. In addition, we developed a simulation model as a method
of verifying the approach to achieve research objective 3. The findings of the valida-
tion and implementation process indicate that our approach is capable of computing
the total trustworthiness value of the users’ identity.

The following chapter will detail the functionality of the prototypes that we devel-

oped to achieve all the objectives outlined in this thesis.
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Chapter 8

Evaluation and Prototype Implementation

8.1 Introduction

In the previous chapter, we presented and discussed an overview of the pro-
posed solution for identity management based on blockchain technology to calculate
the trustworthiness score for a user’s identity. Based on the research solutions de-
scribed in chapters 5, 6, and 7, this chapter demonstrates the functioning of the
three different prototypes developed for each objective. In addition, we evaluate the
effectiveness of the machine learning models using popular measurement metrics.
We also illustrate the process of setting up the prototype in a step-by-step fashion,
which involves the setting up decentralized applications and the blockchain using
screenshots and figures. For all the prototypes, we choose Ethereum blockchain due
to its open source nature to construct decentralized applications with support for
smart contracts. Furthermore, it is supported by large communities including public
Ethereum test networks that are available for experimental purposes. We also use
the prototypes that we constructed to illustrate how the proposed models function
for storing users’ identities (section 8.2), for generating notifications (section 8.3)

and computing trustworthiness score (section 8.4).
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8.2 [Evaluation of the Performance of Machine Learning Tech-

niques and the Prototype for Managing Users’ Identities

This section details the implementation of the identity management method
which employs machine learning techniques to detect duplicate user identities and

manages these identities using blockchain technology.

8.2.1 Evaluation of machine learning performance

The performance of the classifiers is assessed using four common measures,
namely recall, precision, accuracy, and F-measure. The results of these metrics

are presented in sections 5.3 and 5.4.

8.2.2 Prototype for Managing User Identities

A decentralized application (DApp) is developed to manage users’ identities on
top of blockchain. Using Dapp, the file is uploaded to IPFS, and then a hash of
the uploaded file is recorded on the Ethereum blockchain. The purpose of DApp
is to utilize IPFS to upload files, after which Ethereum blockchain is used to keep
the hash of IPFS. A confirmation of the transaction is issued to the user from the
Ethereum blockchain after the IPFS hash has been broadcasted. The frontend is
developed utilizing React. Users who have the MetaMask added to the browser can
utilize this Dapp.

We use Ganache to run the private blockchain. Ganache generates private keys that
can be used to connect it with the MetaMask wallet. Then, Ganache is used to
deploy the smart contract to obtain its address. We design the user interface using
React as it is an interactive environment. Users interact with React by opening
the Chrome browser and entering a localhost to open the home page. The DApp

requires several settings to be input to be connected with IPFS and Ganache. Infura
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is used as the gateway to the IPFS node which is responsible for storing the data.
In this step, the Infura endpoint should be specified which is where we can connect
to upload or download files from IPFS. The AES encryption algorithm is used to

encrypt and decrypt the files.

8.2.3 Blockchain Configuration

The programming language known as Solidity was utilised in the creation of the
smart contract, and Remix IDE is a web-based editor used to write and compile
smart contracts. Figure 8.1 depicts the browser-based Remix IDE interface. There
are several libraries included with the Remix IDE development environment that
accelerates the development process. Smart contracts can be tested, debugged, and

deployed using Remix IDE.

v x BEW»00Q :

g o @t

. ©
oV

e«

»

Figure 8.1 : Remix IDE interface

The next step is to set up Ganache as a local Ethereum blockchain. Ganache
is used for operating a personal local blockchain so that smart contracts are tested,

compiled, and launched on a local blockchain simulator. Ganache enables the secure
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Figure 8.2 : The interface of Ganache for objective 1

testing and deployment of smart contracts in a secure environment. Thus, smart
contracts can be tested and deployed faster with Ganache. Figure 8.2 shows the

interface of Ganache with user accounts with 100 ETH as the balance available.

Ganache is executed during the implementation using Ganache-CLI, which is
a tool for the command line. We run Ganache using the Node Package Manager
(NPM) to start Ganache. The execution of Ganache through command-line with

user accounts is demonstrated in Figure 8.3.

In Figure 8.4, the smart contract that has been compiled is launched on Ganache.
The smart contract’s address is generated after the contract has been deployed. The
deployment on Ganache is demonstrated in Figure 8.5, which provides the details
of our deployment. In addition, it presents details such as the transaction hash,
the address of the smart contract, and the timestamp of the transaction that was

published on the blockchain.

The MetaMask extension for Google Chrome was added. MetaMask safely main-

tains the private key and the Ethereum address. MetaMask enables us to interact
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BEX npm run ganache - m| X

Microsoft Windows [Version 10.9.18363.2274]
(c) 2019 Microsoft Corporation. All rights reserved.

C: \WINDOWS\system32>cd C:\Users\ \Documents\IPFS\personal-data-store

C:\Users\ \Documents\IPFS\personal-data-store>npm run ganache

> personal-data-store@l.@.0 ganache
> node scripts/ganache.js

accounts
Oxfcbl256764bfa31@cfc9237c92255cfacabbee3c82c6ad4ed99a432a23512292
8x2b19dbbf4lecBbe2d711a701b5a2c4f0a753697ae9b2e537c96e833ebd25e17e
0x378930b604bb669852¢cc3e0257d17510ec30b3d12acbddlleca7faas2a7678¢ch
@xd943337f7e6dc5ala869e42df6T63c585905e38c9a95cedc62837e87226FbBc6
Bx76a32eecbead60de84257d90e7014d1e97d1ddfofbb4936906595118¢93d4921
©x93bf5de9fccddd919373564452ae46560547615abbb57261551de19ab3831f01
0xe472630480507510e2e26e858677b0cd3918095ee72426d2e66616bb9a306283
©xb37381c848e7454136c0e9b0706cadea8862c6db794799¢c7cc99ec2518c7bS86
oxd7331lac645adff46bf579a9d4bbedal2e3a2200487a6c6ec1608b644a70b5653
©xe235927e3c9c55c@865cb@cco9T4c9fcd8feesbd4c3Sec70b2a49a7fee53b5el

Ganache blockchain started

Figure 8.3 : Running of Ganache blockchain

EX C:\Windows\System32\cmd.exe — ] X

Microsoft Windows [Version 10.8.18363.2274]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\ \Documents\IPFS\personal-data-store>npm run deploy

> personal-data-store@l.8.6 deploy
> node scripts/deploy.js

Downloading compiler ©.8.3

Compiled 3 Solidity files successfully
PersonalDataStore deployed to: ©XEF4Bc2f9efe048838A3cb8898690dC99026c2717

\Documents\IPFS\personal-data-store>

Figure 8.4 : Compiling the smart contract for objective 1
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EX npm run ganache — O X

©x93bf5de9fccddd919373504452ae46560547615abbb57261551del19ab3831f01
©xed72630480507510e2e26e858677b8cd3918095ee72426d2e66616bb9a366283
Oxb37381c848e7454136c0e9b0706cadeas8862c6db794799¢7¢cc99ec2510c7bS86
exd7331lac645adff46bf579a9d4bbedal2e3a2200487a6c6ec1608b644a70b5653
@xe235927e3c9c55c0865cboccoof4cofcd8foosbasc39ec7ob2a49a7fees3b5el

Ganache blockchain started
eth_chainId

eth_estimateGas
eth_getBlockByNumber
eth_gasPrice
eth_getTransactionCount
eth_chainId
eth_sendRawTransaction

Transaction: @x5dcece2911865d1c49efd6463338a51bfe@bd464fdedd2156F9F8ade1963491F
Contract created: @xef4bc2foefee48038a3cb8898690dc99026¢2717

Gas usage: 447245

Block Number: 1

Block Time: Tue Oct @4 2022 14:36:16 GMT+1100 (Australian Eastern Daylight Time)

eth_chainId
eth_getTransactionByHash
eth_chainId
eth_getTransactionReceipt

Figure 8.5 : Smart contract deployment for objective 1

with blockchain via the browser and facilitate the signing of a blockchain transaction
in a secure manner. DApp can communicate with the Ethereum blockchain through
the use of MetaMask, which functions as a bridge.

As shown in Figure 8.6, the Ethereum account was connected successfully to the

Ganache blockchain.

DApp was developed as a web page utilising React to interact with the smart
contract. React offers an interactive user interface, enabling users to communicate
with the blockchain. We run DApp using NPM which opens the browser window
connected to localhost:3000. The React web page opens on the browser connected
to localhost or 127.0.0.1. Figure 8.7 depicts the graphical user interface (GUI) of

the prototype.

We set up the DApp settings using the Infura framework. Settings are required
before taking any action. Infura is used as a gateway that allows access to IPFS,
which is where the file are kept. The Infura endpoint is specified during the settings

process. Infura endpoint is where we can connect to IPFS to upload and download
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Figure 8.6 : Connecting Ethereum account to Ganache blockchain

Personal Data Store x4+

C  ® localhost:3000

&

Click or drag file to this area to upload

Files

Figure 8.7 : The DApp

o

2 % WM»0@ :

Settings

Infura Endpoint.

Infura Project 1D

Infura Project Secret

Encryption Key

Contract Address

interface for objective 1

96



97

C @ locahost3000 o2 x M»0@ :

Settings

rrrrr

Figure 8.8 : Settings of the DApp GUI

files. IPFS is used as distributed storage to store the uploaded files to minimize the
quantity of information that is kept on blockchain. The encryption key is utilized for
the encryption and decryption files that are uploaded and downloaded from IPFS

and the data that is extracted from the deployed contracts.

The following are the values that we defined for the settings, as shown in Figure

8.8:

¢ Infura Endpoint: https://ipfs.infura.io:5001

¢ Infura Project ID: The project id from Infura.

o Infura Project Secret: The project secret from Infura.
¢ Encryption Key: Chosen by the user.

¢ Contract Address: 0xEF4Bc2f9)fe048038 A3cb8898690dC99026¢2717

Once the DApp settings have been configured, we begin uploading files to the

DApp.
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A smart contract is designed to allow only the contract owner to interact with
the contract and upload files by establishing access restrictions based on the public
address. All the files and blockchain-stored information are encrypted using the
AES algorithm. Before storing the files on IPFS, DApp performs the encryption
process. After selecting a file for uploading, the encryption key is used to encrypt it.
Then, a request is made to store the encrypted content on IPFS to Infura. After the
file has been stored, IPFS provides a content identifier (CID) that can be used to
access and retrieve the file. The resulting encrypted string includes CID, file name,
and timestamp by invoking the "addData” function to make a transaction request.
Once the transaction has been successfully confirmed, a request to update the file
list is made. To extract the existing uploaded data from the smart contract, we
obtain the total number of files uploaded by calling the function "filesCount”. To
retrieve the encrypted string, we use the hash by calling ”dataFilesIndex”. After
the encrypted string has been retrieved, the string is decrypted using the encryption
key. Then, we can obtain the link to download the data from IPFS. By clicking on
the link of the uploaded file, a request is submitted to IPFS to download the stored
data. Then, the data can be decoded utilizing the encryption key and the file can

be saved locally after the decryption process.

AES encryption is employed to encrypt the files due to its functionality. IPFS
generates the hash of the file that is being recorded, and then the file can be accessed
by that hash. Then, the hash is encrypted utilizing the AES technique before being
stored on the blockchain. The AES encryption produces a hash value, which is then
recorded on the blockchain. Figure 8.9 depicts the file that was stored on the IPFS,
showing details about the recorded file, such as the file name, the timestamp, and

the transaction hash.

The data can be extracted from blockchain using the transaction hash to initiate
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Figure 8.9 : The file stored on IPFS

the download. Then, the data is decrypted using AES to obtain the IPFS hash.
Subsequently, the file is retrieved from the IPFS using the hash that was decrypted.
The downloaded file is then decrypted using AES by the encryption key which is

owned by the user who encrypted the file.

In this section, we described the working of the DApp to manage identities over
the blockchain. In the next section, we explain the working of the DApp in relation

to generating warnings as a reminder for users of their impending identity expiration.

8.3 Prototype for Generating Warnings for Users

This section presents screenshots to demonstrate the working of the DApp for
generating alerts when a user’s identity is about to expire. Figure 8.10 illustrates
how the components of DApp interact with each other. We use Remix IDE to
write and compile the smart contract. React is used to develop the DApp for this

work. The screenshot in Figure 8.11 shows the DApp interface which allows service



100

providers to enter a new user’s identity information. The service provider inserts a
new user’s identity through the frontend which includes information such as name,

identity no, expiry date, and email.

Send TX
7 .
Front-end |_ Blockchain
_) " Confirm TX

A

>

|, Send data

>
Result

y

REST API

Send Alerts

data

Figure 8.10 : The proposed model for generating warnings
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Figure 8.11 : The main interface for DApp for objective 2

Figure 8.12 depicts the main interface of Ganache which display 10 accounts with
100 ETH for testing purposes. We need to create a new account through MetaMask
by importing an account from Ganache to MetaMask using the private key of the
Ganache account. Figure 8.13 shows the account that has been successfully created
in MetaMask with the balance available. Then, we need to create a network using

the following settings:
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Figure 8.12 : Ganache main interface for objective 2
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Figure 8.13 : The new account created through MetaMask

o New RPC URL : http://127.0.0.1:7545 Or localhost:7545
¢ Chain ID: 1337

o Currency symbol: CPAY

The next step is to write the smart contract on Remix IDE and then, compile the
smart contract using Web3 Provider as the environment. Once the smart contract is

compiled, the Web3 Provider Endpoint is set to hittp://127.0.0.1:7545 as depicted in
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External node request

Note: To use Geth & reum.org, configure it to allow requests
from Remix(see Ge: er)

geth —http --hitp.o emix.ethereum.org

To run Remix & a local Geth test node, use this command: (see Geth s on Dev
mode)
geth —-http --http corsdomain="https-remix ethereum org" --htip.api
'web3 eth,debug personal,net --vmdebug --datadir
<path/to/local/folder/for/test/chain> -dev console

'WARNING: It is not safe to use the -—-http corsdomain flag with a wildcard: --
http.corsdomai
For more info: Rem

'Web3 Provider Endpoint
hitp//127.0.0.1:7545

Figure 8.14 : The endpoint settings

Figure 8.15 : Deployment of smart contract on Remix for objective 2

Figure 8.14. Then, the deployment of the smart contract is carried out on Remix to
obtain the contract address, after which the smart contract is successfully deployed,
as shown in Figure 8.15. After deploying the smart contract in Remix, it can be seen
in Ganache, as depicted in Figure 8.16. The transaction consumes a small amount of
Ether as a transaction fee which is offered by the Ganache test account. Figures 8.15
and 8.16 show that the transaction hash for the generation of the smart contract is

identical, indicating that the deployment of the smart contract was successful.

The REST-API is designed using the Flask framework and based on the Python
programming language which saves data in the local database. There are multiple
frameworks that can be used to build a REST-API, however for this project, we chose
the Flask framework due to its popularity and robustness to build the API server.
We develop the REST-API using Flask framework in Python to ensure real-time

data streaming. The REST-API is used to set up a local API endpoint to collect
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Figure 8.16 : Smart contract confirmation of deployment on Ganach

def transa eck() ¢
result = db_query( 5 FRO} i WHERE i )

nt (result)

for item in result:
current_time = datetime.now()
record time = datetime.fromtimestamp (item[ 1
current_id = item[

email = item[ 1']
name = item|[ e']
identity no = item[' t A |

if record_time < current_time + timedelta{days=EMAIL_NOTICE_DATE):
record_time_formatted = record time.strftime (%Y my
res = send_email (email, name, identity no, record time_formatted)

if res.status_code == 200:
sql = y i
val = {1, current_id)
result = db_query with_val(sql, val, commit=True)
print({datetime.now(), )

else:
# t (datetime.now(), ‘'error when sending ema

1t (res.content)

pass
if not result:
print (datetime.now(}, z T |

Figure 8.17 : The algorithm used to check expiry dates

the user’s input from the front-end. All newly created records are sent via API to this
server. In addition, it monitors and checks if any existing records in the database are
about to expire and if so, sends email alerts via Mailgun API. The database is used
to store information such as the expiration date and email address, which are used
for operational use only and are necessary for processing email notifications. The
key information is maintained on blockchain which is verified. Figure 8.17 presents

the algorithm that is used to check if the expiry date is imminent.
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Figure 8.19 : The API settings

Users are able to communicate by sending and receiving emails using Mailgun.
After creating an account on Mailgun, we connect Mailgun with the REST API
using the domain name and the private API key of the Mailgun account. Figures
8.18 and 8.19 illustrate the connection between the Mailgun service account and

REST APL

Then, REST API is run to enter the user identity information such as name,
identity No, expiry date, and email. After adding all the details, we click on ”Regis-
ter” button to invoke the MetaMask interface. Then, the information goes through
the confirmation process to register the transaction. Figure 8.20 presents the pro-
cess of adding the user’s details. Subsequently, the information is recorded on the
blockchain after confirming the transaction. Figure 8.21 shows the transaction con-
firmation process and Figure 8.22 depicts the wallet balance after confirming the
transaction. Once the transaction is confirmed, a notification is sent to the user and

is received by the registered email, as shown in Figure 8.23.
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Identity No

Figure 8.20 : Adding users’ information through DApp for objective 2

8.4 Prototype for Computing the Trustworthiness of the
Users’ Identities

This section details how the DApp functions for computing the trustworthiness
score of users’ identities. In this work, we use React Bootstrap, web3, Solidity and
the MetaMask Ethereum wallet. We use Remix IDE to write and compile the smart
contract using the Solidity language. Then, we deployed the smart contract on
Ropsten test net. We then created an Ethereum account on MetaMask to interact
with the Ropsten test network. The MetaMask wallet allows us to manage personal
accounts as well as the Ether funds that we need to pay for transactions. Figure
8.24 presents the account that has been created and the process of connecting the
account to the Ropsten network.

As shown in the Figure 8.24, the Ether is available in the account wallet which is
necessary to execute the transactions through blockchain. We got Ether through the
MetaMask Ether Faucet page to request Ether, as shown in Figure 8.25. As shown

in Figure 8.25, we requested many Ethers and successfully added them to the wallet.
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B® MetaMask Notification — O x

@ hitp:127.0.00:7545

. Account 3 . 0%ACa..£675

Mew address detected! Click here to add to your
address book.

http://127.0.0.1:3000

0xACQ...F675 : CHECK. DATA @

DETAILS DATA HEX
EDIT
Estimated gas ° 0.00812232
fee 0.005122 CPAY

Max fee: 0.00512232 CPAY

0.00512232

0.00512232 CPAY
Amount + gas fee  Max amount: 0.00512232 CPAY

Total

CUSTOM NONCE 4

Figure 8.21 : Confirmation request of the transaction for objective 2
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Figure 8.22 : The wallet balance after transaction confirmation

o Mailgun Sandbox post...@sandbox6f1a00beefda4835ae4b3a4ch83adebf. mailgun.orgvias.. 6:40 PM (2 minutes ago) Yy 4=
tome =

Your identity is about to expire.
Name: Mark

Identity No: 52901
Expire Date: 2022-08-20

Figure 8.23 : Notification advising that the email was received successfully
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Figure 8.24 : Connecting to the MetaMask account

& C @ faucet.metamask.io w

MetaMask Ether Faucet

faucet

address: 164397647
balance: 88684852.51 ether

user

address: undefined
balance:
donate to faucet:

Figure 8.25 : MetaMask Ether Faucet

React is used to build the interactive user interface to calculate the trustworthiness

score of the user.

Next, we installed the Node Package Manager (NPM) which comes with Node.js.

After we successfully connected the Ethereum account, we ran the web server using
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HOME SERVICE PROVIDER USER

Upload Score

SERVICE PROVIDER
USER

Figure 8.26 : Main page for DApp for objective 3

NPM to launch the DApp. The Chrome browser opens automatically on either
localhost or 127.0.0.1 to open the home page of DApp. The main page of the

prototype contains two options, Service Provider and User, as shown in Figure 8.26.

Service provider is responsible for uploading the user’s documents and submitting
these to blockchain while the user can view the obtained score based on the provided
documents. Figure 8.27 illustrates the process of uploading the documents which
includes a drop down list of different documents as suggested in section 7.1. During
the uploading process, the service provider selects the document type corresponding
to the uploaded document. Based on the document type, the weight value for the
document is retrieved. The weight for each document is assigned and is stored in

DApp, as shown in Figure 8.28.

After uploading the user’s documents that have been provided, we click on the
"submit” option. When we click ”submit”, the "upload” function is called from the
smart contract to calculate the overall trustworthiness score. Then, we go through

the confirmation process to register the transaction through the Ropsten network.
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Upload Documents HOME SERVICE PROVIDER USER

Choose File Test.docx

Choose File Test.jpeg

Choose File Test.jpg

Choose File Test.pdf

Choose File Test.jpeg

S

SUBMIT

ADD MORE

Figure 8.27 : The process of uploading documents to DApp

const {UPLOAD: .}
const { PBENDING: EREF }
const Docs_Score Map = + 70,
: o r r
. .

Figure 8.28 : The weight value for the documents
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HOME SERVICE PROVIDER U

ADD MORE
Pro Please wait

SUBMIT

Figure 8.29 : Request to confirm the transaction for objective 3

After confirming the transaction, it is recorded on the blockchain, as shown in Figure

8.29.

Once the transaction is confirmed, the algorithms is executed to calculate the
overall trustworthiness score. Figure 8.30 presents the algorithm for calculating the
trustworthiness score. Then, the user is redirected to the "user” page where the
calculated score is called by the ”getScore” function from the smart contract. The
overall trustworthiness score of the user is computed and reflected on the user’s
page. The user obtains the trustworthiness score based on the provided documents.
Then, the user’s score is published and stored in the blockchain. Figure 8.31 shows

the user’s trustworthiness score.

Only the user who built the smart contract is able to upload the documents so
the user can be recognized by their smart contract address. We run the prototype
using NPM to start the server and open the prototype on 3000 port on localhost.
Recording the trustworthiness score of user’s identity on blockchain ensures that the

trustworthiness score can never be modified due to the immutability of blockchain
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37 function upload(DocInfo[] memory inputDocs) public {
38 uint256 usrscore = @;

39 uint256 score = @;

48 bool isUpdate = false;

41 for(uint i = 8;i<inputDocs.length;i++){

42 score = score + inputDocs[i].score;

43 1

44 usrscore = score * 188 / totalScore;

45 for(uint256 i =8; i< userScores.length; i++){

46 (userScores[i].id == msg.sender)}{

47 userScores[i].score = usrscore;

48 isUpdate = true;

49

5@ }

51 (!isUpdate){

52 userScores.push({ScoreStruct(msg.sender, usrscore));
53 T

54

55

Figure 8.30 : Algorithm for computing the trustworthiness score

v - 8 x

L % BEM»Q

Upload Documents HOME SERVICE PROVIDER USER

Your Score Is: 82%

Figure 8.31 : The calculated score on the user’s page for objective 3
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records, except by majority consensus, hence, enhancing the service providers’ trust
in the trustworthiness score. The scores are reliable because the service provider is
only allowed to submit user identity documents. Therefore, storing the trustworthi-
ness score on blockchain strengthens trust between users and service providers and

establishes a trustworthy relationship between them.

8.5 Conclusion

This chapter details the functionality of the prototypes that were built to achieve
the objectives of this thesis. We explained the methodology and functioning of these
prototypes and we provided a thorough explanation of the prototype configuration,
which encompassed both the DApp and blockchain setups.

The next chapter concludes the thesis and provides suggestions for future research

work.



114

Chapter 9

Conclusion and Future Work

9.1 Introduction

This chapter concludes the thesis by presenting a synopsis of the research results
and making several recommendations for future research directions. This thesis
constitutes a pioneering effort in leveraging smart contracts for identity management
on blockchain. This is made clear in Chapter 2, which presents the results of the
systematic literature review and a comprehensive study of prior work. Research gaps
were identified as a result of the literature review, and solutions were developed to
fill the gaps. This thesis proposes intelligent identity management methods that can

enhance user’s identity development.

9.2 Problems Addressed in this Thesis

The primary aim of this thesis is to address significant gaps in the existing
literature concerning the intelligent management of user identity using blockchain-
based smart contracts. The following research issues were determined in light of the

literature review conducted in Chapter 2 and were then addressed in the thesis:

1. None of the existing literature has integrated blockchain-based smart contracts
and identity management using artificial intelligence techniques to detect du-
plicate user identities on top of blockchain and then ensure privacy for these

identities.

2. None of the existing literature has set a personalized early warning system to
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identify user identities that are about to expire in order to renew them and

obtain the benefit of the desired services.

3. None of the existing literature takes into account how to compute the trust-

worthiness of a user’s identity based on a single or multiple documents.

9.3 Contributions of this thesis to the existing literature

This thesis makes a significant contribution to the existing body of literature
in regard to the research issues that have been highlighted by proposing intelligent
approaches for identity management based on blockchain. The following is a con-
densed summary of the research contributions of this thesis to address the gaps in

the current literature:

9.3.1 Contribution 1: Systematic Literature Review

In this thesis, a comprehensive and methodical survey of the existing body of
literature in the realm of blockchain technology, smart contracts, and identity man-
agement was carried out, which can be found in Chapter 2. Particular search terms
for the SLR were queried using five databases, namely Elsevier ScienceDirect, IEEE
Xplore, SpringerLink, ACM Digital Library, and Google Scholar. The findings ob-
tained from the search were evaluated for their relevance and also in terms of whether
they satisfied certain inclusion and exclusion criteria. A total of 20 publications that
were pertinent to the study were identified and evaluated. The findings of the SLR
revealed that the current literature lacks methods that enable the intelligent manage-
ment of a user’s identity for blockchain. To the best of the researcher’s knowledge,
no systematic review of the existing literature has been conducted in this area. The
current literature review was classified into the following groups according to the
technical issue that they are attempting to address: (1) Authentication. (2) Pri-

vacy. (3) Trust. As a result of the systematic literature review, research gaps and
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questions were identified and formulated. A paper that summarises the findings of

the systematic literature review has been published.

9.3.2 Contribution 2: A framework for the integration of blockchain and

machine learning methods for identity management

As discussed in the previous chapters, the current literature suggests methods
to manage users’ identities based on blockchain, however in the current literature,
no solution has been proposed after a duplication has been detected. Consequently,
this thesis advocates the necessity for a comprehensive framework for the integra-
tion of machine learning and blockchain for identity management to achieve both
effective performance and an immutable storage mechanism. Integrating blockchain
and IPFS allows for distributed data management and storage without compromis-
ing a user’s privacy. In light of this, Chapter 5 presents a comprehensive framework
to detect duplicate user identities and preserve data privacy by applying machine
learning techniques and blockchain technology.

To the best of the researcher’s knowledge, the need for such a comprehensive frame-
work has not been explored in the literature. The outcomes of this work have been

submitted to a peer-reviewed journal.

9.3.3 Contribution 3: Intelligent model for generating warnings about

the expiration of a user’s identity

An EWS date-based system was developed to identify the imminent expiration
of user identities. The information pertaining to a user’s identity, such as user
name, identity number, expiration date, and email address, is stored in blockchain.
Since the user identity information that has been recorded on the blockchain cannot
be modified once it has been recorded, this system is trustworthy. Furthermore,
the service provider is only permitted to enter the users’ details and activate the

system. The system is intelligent because it generates notifications automatically.
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The proposed algorithm is used to determine the impending expiration date of an
identity. In addition, the system uses the REST-API framework to identify the
expired user identities on the fly. Ganache personal blockchain is utilized to achieve

this research objective.

9.3.4 Contribution 4: Intelligent model for determining the current
trustworthiness score of a user based on the user identities stored

on blockchain

The Ropsten Ethereum testnet is utilised to achieve the research objective. The
proposed algorithm is utilised to compute the overall user identity trustworthiness
score of the user based on the provided identities. The smart contract is designed to
calculate the overall value and then publish it on the blockchain. This model is in-
telligent because it compiles the trustworthiness of a user and employs an algorithm
to calculate the trustworthiness value of that user by utilizing the weights that are
allocated to each user identity. Since users have provided their identities and only
the service provider is allowed to add the identities of users to the blockchain, this
ensures the trustworthiness value is reliable. The blockchain stores the trustworthi-
ness score of a user and is characterized by immutable records, which implies that

the trustworthiness values can never be changed once they have been recorded.

9.3.5 Contribution 5: Implementation and evaluation of the proposed

solutions

This thesis employed software prototypes as a means of evaluating the effective-
ness of the proposed models. The model described in Chapter 5 was evaluated and
tested using the evaluation metrics to measure its performance, and a prototype
to maintain information on user identities was developed. Chapter 8 demonstrates
the functionality of the prototypes for maintaining user identity information, pro-

ducing warning notifications and computing the trustworthiness of a user’s identity.
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In addition, the functioning of the developed prototype that corresponds to each

objective is illustrated in Chapters 5 through 7.

9.4 Conclusion and Future Work

In this chapter, we conclude the thesis and provide recommendations for future
research. This thesis examines various potential aspects in which user identity appli-
cations built on blockchain could become a reliable identity management platform.
Additionally, the research aims to develop approaches that incorporate all of the
necessary characteristics in a holistic manner. Several papers have been published
in peer-reviewed journals and international conferences proceedings as a result of
this research. A significant amount of research has been reported in this thesis on
leveraging machine learning and smart contracts for blockchain-based identity man-
agement, however there are still further challenges that need to be investigated in
the future. The following are some of the areas we plan to explore further in our

future work:

1. We intend to extend the work by developing a method for automating the
process of adding the resultant data to blockchain directly through the use
of REST-API. Furthermore, to enhance the suggested model’s overall perfor-
mance, we plan to investigate other deep learning techniques such as GAN and
LSTM models and to evaluate the developed model on many datasets. The

process of duplicate detection can be enhanced by examining other factors.

2. Developing an EWS model that alerts service providers when a user’s identity
has expired, hence preventing that user from accessing the desired services. We
developed the proposed EWS to be future-proof by including the REST-API,
and we can extend its capabilities so that it may be integrated with various

email delivery systems.
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3. The trustworthiness value of this research study has been determined by only
using the user identity documents proposed by the Australian Government
as the basis for determining trustworthiness. However, the model has the
potential to be improved by including additional factors that influence trust-
worthiness, such as user behaviours. Subsequently, this study constitutes a
foundation for future work in the field, enabling the development of more ad-
vanced user trustworthiness models. Additionally, we plan to develop a model
using machine learning that can predict the accepted threshold value of the
service providers based on the services they are providing, which can then be
utilised to provide services to users. Moreover, we will develop a model that
enables users to approve or decline access by service providers to their trust-
worthiness scores which will enhance the level of privacy for the user’s data,

since the user will be able to identify the entity requesting their information.

4. In the future, we can integrate all the proposed models into one platform and
then a commercial system can be constructed using these models. In addition,
we will apply the suggested methods in real-world sectors such as real estate,

banking, etc.
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