Exploring Oversampling Techniques for Fraud
Detection with Imbalanced Classes

Abstract—Credit card fraud has caused significant losses
for financial institutions and individuals worldwide each year.
Financial institutions must detect credit card fraud to prevent
customers from being charged for products they did not order.
Class imbalance has been a standing challenge for credit card
transactions, as the number of fraudulent transactions is signif-
icantly lower than that of non-fraudulent transactions. In this
paper, we comprehensive evaluate five oversampling techniques,
namely Synthetic Minority Oversampling Technique (SMOTE),
Adaptive Synthetic Sampling (ADASYN), Borderline SMOTE,
Random Oversampling, and SMOTE Support Vector Machine
(SMOTE SVM) in combination with seven machine learning
techniques (namely XGBoost, Random Forest, K-Nearest Neigh-
bor, Naive Bayes, Support Vector Machine, LightGBM, and
Convolution Neural Network). Our results show oversampling
generally improves fraud detection performance and SMOTE
SVM is the better oversampling method than other methods
under test. Notably, it achieved an accuracy of 76.47% when
used with KNN on the smaller dataset and 99.93% with CNN
on the larger dataset used in our experiments.

Index Terms—QOversampling; Imbalanced Datasets; Classifica-
tion; Fraud Detection; Machine Learning.

I. INTRODUCTION

The rapid growth of financial institutions and the popularity
of web-based e-commerce have contributed significantly to
the growth of financial transactions in recent years. Fraud
has become an increasingly severe issue due to the rise of
online banking, especially the widespread use of cashless
transactions. Credit card fraud may occur by fraudulently
obtaining the credit card or gaining access to its information.
When fraudsters use credit cards illegally, they make transac-
tions without the permission of the cardholder [1]. Until now,
credit card fraud has become a significant problem worldwide.
In the single year of 2020, £783.8 million was reported as
unauthorized, fraudulent transactions in the United Kingdom
[2]. In 2021, over 703 fraudulent transactions have occurred
in India [3].

While many strategies exist to resolve the problem and
detect fraudulent transactions, fraudsters continually find new
ways to obtain and exploit credit card information. Regardless
of the cause of fraudulent transactions, a data-driven approach,
represented by machine learning techniques, is desirable to an-
alyze transaction histories automatically and detect fraudulent
transactions effectively and efficiently. Detecting fraudulent
transactions is equivalent to distinguishing legitimate from
fraudulent transactions by learning patterns in transaction
records and considering the transactions’ contexts (e.g., during
holidays and vacations) and changes in a customer’s purchase
behaviors [4].

Although many machine learning methods are available to
the fraud detection problem, such as Random Forest (RF)
[5], k-Nearest Neighbor (KNN) [6], Naive Bayes (NB) [7],
Extreme Gradient Boosting (Xgboost) [8], Light Gradient
Boosting Machine (LightGBM) [9], Convolutional Neural
Networks (CNN) [10], and Support Vector Machine (SVM)
[11], the imbalanced distribution of data poses challenges
to the classification algorithms. In real-world applications,
fraudulent transactions are rare compared to legitimate trans-
actions, making the model biased towards the majority class,
i.e., the training process spends most of its time on negative
examples and does not learn enough from positive ones. It
also risks viewing the minority label’s transactions as outliers
or noises during the training process [12], leading to degraded
performance on the classification task.

While oversampling techniques are promising in re-
balancing the numbers of samples in positive and negative
classes [13], [14], there is still a lack of a comprehensive evalu-
ation of the effectiveness of different oversampling techniques
and machine learning methods to solve the fraud detection
problem in various applications and business scenarios [15],
[16]. In view of this knowledge gap, this paper applies a
fraud detection process to two real-world datasets to evaluate
the above techniques. In a nutshell, we make the following
contributions:

o We explore the impact of imbalanced class distribution on
two real-world datasets by comparing the performance of
machine learning models before and after using oversam-
pling techniques. The first dataset [17] has 167 samples
with nine features, wherein 61 are fraudulent, and 106
are non-fraudulent transactions. The second dataset [18]
is larger and more screwed, containing two days of
fraudulent transactions by European cardholders. It is
highly imbalanced, with the fraudulent transactions taking
only 0.172% within.

o We test five oversampling techniques (namely SMOTE,
SMOTE SVM, Random Oversampling, Borderline, and
ADASYN) in combination with a series of classification
techniques (namely RF, KNN, NB, SVM, Xgboost, Light-
GBM, and CNN) to validate the effectiveness of over-
sampling in fraud detection tasks. We also recommend
promising oversampling techniques and machine-learning
methods given specific tasks.

The paper is organized as follows. Section II introduces the
related work. Section III overviews the oversampling methods
and machine learning techniques under investigation for fraud



detection. Section IV reports our empirical studies to evaluate
the above methods and discuss the results. Section V gives the
concluding remarks.

II. RELATED WORK

Many studies address the imbalanced distribution of data.
Maniraj et al. [19] described different techniques to detect
fraudulent transactions and the process to model credit card
fraud detection. Due to the imbalanced nature of the dataset,
the generated models achieved low precision values. Makki
et al. [20] addressed the imbalanced issue through different
experiments. Several solutions to this problem have been
examined, and their weaknesses have been identified, mainly
due to the number of false alarms. Using accuracy, sensitivity,
and AUPRC as the measurement, they found that LR, C5.0
decision tree algorithm, SVM, and ANN were the most
effective techniques.

Fraud detection in credit card transactions has been the
subject of many research studies. Dal Pozzolo A et al. pre-
dicted results using ensemble models, incremental learning,
and sampling techniques [21]. It was found that combining
a synthetic minority oversampling approach (SMOTE) with a
random forest classifier provided better results. Varmedja et
al. [22] compared the performance of several algorithms, in-
cluding RF, LR, Multilayer Perceptron and NB, to detect credit
card fraud. SMOTE has also been used to solve the imbalanced
dataset problem. The Random Forest algorithm provided the
best results in accuracy and precision. Qaddoura er al. [23]
Applied various oversampling techniques, such as SMOTE,
ADASYN, borderlinel SMOTE and borderline2 SMOTE, and
SMOTE-SVM. Also, different classification algorithms have
been used to detect fraudulent transactions. The study found
oversampling techniques improved the model’s performance.

An imbalanced dataset may result in poor performance in
machine learning applications, such as fraud detection. De
et al. [24] investigated methods for optimizing supervised
learning algorithms in such conditions, focusing on resam-
pling. This study applied several ways to a spiral dataset with
four classes: Gaussian Naive Bayes, Linear and Quadratic
Discriminant Analysis, K-Nearest Neighbors, Support Vector
Machine, Decision Trees, and Multi-Layer Perceptron. The
oversampling technique achieves the best accuracy in the mi-
nority class, with a low number of false negatives at 99.928%.
In the minority class, the results demonstrate that resampling
strategies significantly improve model performance.

In [25], in sampling the data, they used SMOTE, Borderline-
SMOTE and Adaptive Synthetic Sampling (ADASYN). Lo-
gistic Regression, Gradient Boosting, Random Forest, and
XGboost have also been applied to the current public database
on credit cards. As a result of the experiment, Gradient
Boosting combined with ADASYN and SMOTE produced
high accuracy totals of up to 99%. In [1], the light Gra-
dient boosting machine algorithm is tuned by a Bayesian-
based hyperparameter optimization technique, which utilizes
an optimized lightGBM (light Gradient boosting machine). A
5-fold cross-validation test assesses the model’s performance

after selecting the most critical features using the Information
Gain approach. As a result of the optimized light Gradient
boosting algorithm, the accuracy, Area under Curve (AUC),
and F1-Score were 98%, 0.9094, and 0.5695, respectively.

In [26], a convolutional neural network (CNN)-based ap-
proach is proposed in this study for detecting fraudulent
transactions. Convolutional neural networks belong to deep
learning and are feed-forward neural networks that combine
more than one hidden layer. This paper proposes a new feature,
trading entropy, to identify more complex fraud patterns and
enhance classification accuracy. Using a cost-based sampling
method, generating a significant number of frauds can alleviate
the imbalance in a dataset with an imbalanced number of
frauds. In this study, CNN has been used to detect fraud for the
first time and has proven more accurate than other methods.

III. MATERIALS AND METHODS
A. Dataset

In this study, two datasets were used:

o The first dataset used in this study was a small dataset
named E-commerce Fraud, which is publicly available at
[17]. The dataset consists of 167 samples, of which 61
are fraudulent, and 106 are non-fraudulent transactions.

e The second dataset [18] is known as the Credit Card
Fraud Detection dataset. It consists of 284,808 records,
31 features, and a class identifying whether a record is a
fraud. From 284,808 records, only 492 fraud records are
found in this extremely imbalanced dataset.

The given datasets are imbalanced. Five oversampling tech-
niques are employed: SMOTE, SMOTE SVM, Random Over-
sampling (ROS), Borderline, and ADASYN, which balance
the dataset, making an equal number of fraudulent and non-
fraudulent samples.

B. Preprocessing

An imbalanced dataset is oversampled in the preprocess-
ing procedure, and different machine-learning techniques are
applied. Following preprocessing, a ratio of 80:20 was used
to divide the dataset into training and testing sets. In the
next step, we applied oversampling to the training set. Several
oversampling techniques exist, but only five are implemented
in this paper: SMOTE, ADASYN, SMOTE SVM, Random
Oversampling, and Borderline SMOTE.

After the oversampling step was implemented, seven models
with or without oversampling were applied. It includes Light-
GBM, Xgboost, RF, KNN, NB, SVM, and CNN. To examine
the effects of oversampling, these models were selected.
Finally, different measures were employed to evaluate the
system, including accuracy and F1-score, as shown in Figure
1.

C. Sampling Techniques

An imbalanced dataset can be dealt with using various
techniques [27]. Four major methods are summarized and cate-
gorized: An algorithm-level, data-level, cost-sensitive learning,
and an ensemble-based approach. Firstly, the algorithm-level
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Fig. 1: Methodology

technique involves adapting existing learning algorithms for
classifiers to bias the learning in favor of minorities. Second,
the classification distribution is aimed to be rebalanced by the
data level technique by resampling the data space. Next, a cost-
sensitive learning technique is applied that optimizes the total
cost errors for the two classes by combining data-level and
algorithm-level techniques. Lastly, ensemble-based approaches
combine a data-level and cost-sensitive algorithm with one of
the earlier techniques.

Additionally, there are three types of data-level methods:
undersampling, oversampling, and hybrid. The undersampling
technique involves dropping the majority of instances of a
class from the primitive dataset. This results in the loss of
a great deal of highly valuable data from the source dataset.
In contrast, using oversampling methods can result in duplicate
instances in the minority class, increasing dataset size and
increasing training time for machine learning algorithms. Hy-
brid sampling approaches combine both methods, which can
be quite complicated. The oversampling techniques applied in
this study include SMOTE, ADASYN, Borderline SMOTE,
Random Oversampling, and SMOTE SVM algorithms to ad-
dress these disadvantages. For solving skewed datasets, all of
these techniques are commonly used and have demonstrated
their effectiveness in a variety of applications [28], [29], [30],

[31]. In the following Osections, the oversampling techniques
employed in this paper are explained in more detail.

1) Synthetic Minority Oversampling Technique (SMOTE)
[32]: This widely used oversampling technique generates syn-
thetic samples of the minority class by interpolating between
existing minority class samples. Synthetic samples are created
by selecting two existing minority class samples and generat-
ing a new sample that lies between them. This technique can
produce high-quality synthetic samples but also increase the
risk of overfitting if the synthetic samples are too similar to
the existing minority class samples.

2) Adaptive Synthetic Sampling (ADASYN) [33]: This vari-
ant of SMOTE generates synthetic samples using a weighted
distribution, where the weights are proportional to the density
of the minority class samples. This can help produce more
diverse synthetic samples, reducing the risk of overfitting.

3) Borderline SMOTE [34]: This is a variant of SMOTE
that generates synthetic samples only for the minority class
samples closest to the classifier’s decision boundary. This can
help improve the classifier’s ability to classify samples near
the border correctly.

4) Random Oversampling [32]: This method involves ran-
domly selecting samples from the minority class and adding
them to the original dataset. This technique can be effective but
also introduce redundancy and overfitting if the same samples



are selected multiple times.

5) SMOTE SVM [35]: This technique generates new sam-
ples near the boundary of the decision. Like Borderline
SMOTE, SMOTE SVM is based on the principle that generat-
ing new samples at the decision border is best. Using SMOTE
SVM, decision boundaries are detected using support vectors.

D. Machine Learning Techniques

1) Support Vector Machine [11]: This technique involves
locating observations at the boundary of each class. These
observations are called support vectors. In supervised learning
models, Support Vector Machines (SVM) are used to evaluate
data used for classification and regression analysis. The SVM
training technique allows one to create a model that catego-
rizes new instances into two categories based on the training
examples. Thus, the SVM is a nonprobabilistic binary linear
classifier.

2) Random Forest [5]: 1t is one of several components of
ensemble learning. Several decision trees constitute a forest;
all their outputs are combined to form a class. Random Forest
is used for classification and regression.

3) K-Nearest Neighbor [6]: In this technique, the classifier
is presented with a new unknown sample. In this classifier,
supervised learning is used to identify the K-nearest neighbors
of the sample to identify areas of the pattern that belong to
that neighbor’s class. Then, the new pattern will be assigned
accordingly, and the algorithm determines the proximity be-
tween two points based on their distance.

4) XGBoost [8]: The Extreme Gradient Boosting frame-
work uses a gradient-boosted decision tree (GBDT) to en-
hance the performance of machine learning. It is one of the
most widely used machine learning libraries for classification,
regression, and ranking problems, in addition to parallel tree-
boosting.

5) Light Gradient Boosting Machine (LightGBM) [9]: The
technique is a type of gradient boosting based on decision
trees. This method is used to enhance the efficiency of
a classification model while consuming less memory. This
technique performs various machine-learning applications, in-
cluding ranking and classification. This method uses two
techniques. The first method is known as Gradient-based One
Side Sampling (GOSS), and the second method is known as
Exclusive Feature Bundling (EFB), a technique developed to
overcome the disadvantages of using the histogram approach
in the Gradient Boosting Decision Tree (GDBT). EFB and
GOSS methodologies are used to achieve the characteristics
of the LightGBM model.

6) Naive Bayes [7]: Naive Bayes is a representative su-
pervised machine learning method for classification problems.
The technique effectively estimates the parameters for clas-
sification using a small set of training data. By calculating
the probability of the proper class, it uses Bayes’ theorem to
perform classification.

7) Convolution Neural Network [10]: The CNN contains
several layers of interconnected neurons arranged into three
types: convolutional, pooling, and fully connected layers. The

TABLE I: The confusion matrix

Positive (Fraud)
True Positive (TP)
False Positive (FP)

Negative (Legitimate)
False Negative (FN)
True Negative (TN)

Positive (Fraud)
Negative (Legitimate)

first layer of a CNN involves a series of convolutions on the
input image. These convolutions each involve a set of learnable
filters that detect different features in the image. Convolutional
layers generate output processed through nonlinear activation
functions, such as ReLU, and then downsampled by pooling
layers to reduce its dimensionality. The resulting feature
maps are then processed through additional convolutional and
pooling layers to extract increasingly complex features from
the input image. As a final step, the feature maps have been
flattened and passed through a layer or layers that are fully
connected, which then performs the final classification or
regression.

IV. RESULT AND DISCUSSION

This section provides in-depth information about the perfor-
mance metrics and results of the experiment. The last section
discusses the results.

A. Evaluation Metrics

As illustrated in the table I, binary classification problems
can be classified into four types based on how actual values are
combined with predicted values: true positive, false positive,
true negative, and false negative.

e True positive (TP): Represents the number of transactions
that are expected to be fraudulent.

« False positive (FP): Represents the number of transactions
believed to be fraudulent but legitimate.

o True negative (TN): Represents the number of samples
predicted to be legal transactions and those legal transac-
tions.

o False negative (FN): Represents the number of transac-
tions believed to be legitimate but represent fraud [36].

The resampled datasets using the above oversampling tech-
niques are each applied to seven machine-learning models
implemented in Python. To assess the performance of the
classifiers, accuracy and Fl-score are used in this paper.
Accuracy represents the percentage of predicting fraudulent
and non-fraudulent classes correctly and is calculated as given
in Eq. (1).

4 B TP+ TN 0
Y = T p I TN + FP+ FN

F1-score is the harmonic mean of two other performance
metrics, precision and recall, and is calculated as

recision X recall
Fl-score =2 x P

2)

precision + recall



TABLE II: Small Dataset Accuracies and F1-score of Various
Classifiers before Oversampling Techniques

MODELS ACCURACY (%) FI1-SCORE
Random Forest 74.12 0.690
SVM 47.94 0.250
KNN 60.76 0.425
XGBoost 65.76 0.607
Naive Bayes 67.65 0.560
LightGBM 65.94 0.600
CNN 67.84 0.551

TABLE III: Large Dataset Accuracies and F1-score of Various
Classifiers before Oversampling Techniques

MODELS ACCURACY (%) F1-SCORE
Random Forest 99.74 0.913
SVM 99.06 0.571
KNN 99.54 0.833
XGBoost 99.77 0.923
Naive Bayes 98.30 0.510
LightGBM 99.75 0.916
CNN 99.70 0.904
B. Results

We analyzed two datasets by combining oversampling and
machine learning techniques to identify how oversampling
affects performance. Overall, our experimental results show
that oversampling techniques improve the performance of
machine learning models. However, different oversampling
methods work differently with the various machine learning
models. Therefore, it is important to choose the right over-
sampling technique with the correct machine-learning model
to enhance the performance of the overall model. On both our
experimental datasets, SMOTE SVM is the best oversampling
method. It achieved the best performance when used with
KNN and CNN on the two datasets, respectively.

We conducted experiments on a small dataset and a large
dataset, respectively. Firstly, we tested seven machine learn-
ing techniques without oversampling for classification. The
performance of each machine learning technique is shown
in Table II and Table III. On the small dataset, Random
Forest outperformed other classifiers; on the large dataset,
XGBoost, Random Forest and LightGBM perform the best
when compared with other classifiers.

In the second experiment, we oversampled each dataset
using different methods and then trained machine learning
models based on the oversampling results. Table IV and Table
V show the performance metrics of each model under dif-
ferent oversampling methods on the small and large datasets,
respectively. KNN with SMOTE SVM outperformed all the
other machine learning models on the small dataset; while
CNN also performed the best with SMOTE SVM-it was the
best-performing model on the large dataset.

Besides, we conducted a third experiment to explore the
models’ stability based on standard deviations. We trained

each model fifteen times on each dataset and presented their
standard deviations in Table VI and Table VII. The results
show that Random Forest and CNN exhibit non-zero standard
deviations regardless of the oversampling techniques, meaning
their performance could vary across multiple executions. In
contrast, other methods (SVM, KNN, XGBoost, LightGBM
and Naive Bayes) achieved zero or close-to-zero standard
deviation, showing better stability in performance. We omit
their standard deviations, which are extremely small and
unsuitable to be presented in Table VI and Table VII.

V. CONCLUSION

Fraudulent credit card transactions are one of the most
significant challenges that cause tremendous financial losses
to businesses and individuals today. This paper evaluates
the performance of various machine-learning algorithms with
different oversampling techniques for fraudulent transaction
detection. We empirically validate the effectiveness of in-
corporating oversampling techniques to overcome the class
imbalance problem that exists extensively in real-world fraud
detection datasets due to a lack of positive cases (i.e., fraud-
ulent records). Besides, we achieve better performance than
state-of-the-art solutions, reaching an accuracy of 76.47% and
F1-score of 0.666 with KNN on one dataset, and an accuracy
of 99.93% and Fl-score of 0.857 with CNN on the other
experimental dataset. In both settings, SMOTE SVM beats
other oversampling methods and leads to superior results.
Our next step is exploring swarm intelligence algorithms and
stacked classifiers, which might further boost the performance.
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