
P a g e  | 1 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

A Framework for SLA Management in 
SOA-based SDN for Informed 
Decision Making 

 
by  Shuraia Khan  
 
Thesis submitted in fulfilment of the requirements for  
the degree of  
 
 Doctor of Philosophy  
 
under the supervision of  
Principle Supervisor: Dr. Farookh Khader Hussain 
Co-Supervisor: Dr. Nabin Sharma  

University of Technology Sydney 
Faculty of Engineering and Information Technology (FEIT) 
 

 October 2022  

 



P a g e  | 2 

CERTIFICATE OF ORIGINAL AUTHORSHIP 

I, Shuraia Khan, declare that this thesis is submitted in fulfilment of the requirements for the 
award of Doctor of Philosophy in the School of Computer Science, Faculty of Engineering and 
IT at the University of Technology Sydney.  

This thesis is wholly my own work unless otherwise referenced or acknowledged. In addition, 
I certify that all information sources and literature used are indicated in the thesis.  

This document has not been submitted for qualifications at any other academic institution. 

This research is supported by the Australian Government Research Training Program. 

Signature: 

Date: 17/10/2022 

Production Note:

Signature removed prior to publication.



P a g e  | 3 
  

 
Table of Contents 

LIST TO FIGURES ............................................................................................................................................ 11 

LIST OF TABLES ................................................................................................................................................ 1 

THESIS SUMMARY ........................................................................................................................................... 1 

CHAPTER 1 ....................................................................................................................................................... 6 

1.1 INTRODUCTION ...................................................................................................................................... 7 

1.2 THE IMPORTANCE OF ENSURING QUALITY OF SERVICE IN SOA-BASED SDN ........................................... 7 

1.2.1 SOA PRINCIPLE IN SDN .................................................................................................................................. 9 

1.3 ISSUES RELATED TO QUALITY OF SERVICE (QOS), RELIABILITY, AND TRUST IN SERVICE-ORIENTED 

ENVIRONMENT .............................................................................................................................................. 12 

1.3.1 QOS, SERVICE RELIABILITY, AND TRUST-BASED ISSUES IN A COMMERCIAL SERVICE-ORIENTED ONLINE ENVIRONMENT .... 12 

1.3.2 THE PRESSING ISSUES OF RESEARCH ON QOS AND TRUST MAINTENANCE IN A SERVICE-ORIENTED ENVIRONMENT ......... 14 

1.3.3 THE PRESSING ISSUES OF RESEARCH ON GUARANTEEING QUALITY OF SERVICES IN SOA-BASED SDN ........................... 15 

1.4 OBJECTIVES OF THE THESIS ...................................................................................................................... 18 

1.5 SCOPE OF THE THESIS ............................................................................................................................... 19 

1.6 SIGNIFICANCE OF THE THESIS ................................................................................................................... 21 

1.7 THESIS PLAN ......................................................................................................................................... 23 

1.8 CONCLUSION............................................................................................................................................ 26 

1.9 REFERENCES ......................................................................................................................................... 27 

CHAPTER 2 ..................................................................................................................................................... 29 

2.1 INTRODUCTION ........................................................................................................................................ 30 

2.2 THE BACKGROUND OF THE LITERATURE REVIEW RESEARCH ................................................................ 31 

2.3 KEY REQUIREMENTS TO GUARANTEE END-TO-END QOS PROVISIONING IN SOA-BASED SDN 

ARCHITECTURE .............................................................................................................................................. 34 

2.3.1 ABILITY TO PERSONALISE THE QOS REQUIRED FROM A SERVICE (R1) ..................................................................... 36 

2.3.2 REPUTATION VALUE-BASED NETWORK SERVICE SELECTION (R2) ........................................................................... 36 

2.3.3 MEASURING THE SATISFACTION OF A NETWORK SERVICE PROVIDER BASED ON THE QOS IT PROVIDES (R3) .................. 37 

2.3.4 MEASURING THE NETWORK PROVIDER'S QOS ACTUAL DELIVERY BY CONSIDERING ITS COMPOSITE NATURE (R4) .......... 37 

2.4 CONTROLLER BESIGN-BASED QOS MANAGEMENT ................................................................................... 39 



P a g e  | 4 
  

2.5 DYNAMIC RESOURCE ALLOCATION APPROACH FOR QOS GUARANTEES .................................................. 42 

2.6 QUEUE SCHEDULING-BASED QOS MANAGEMENT .................................................................................... 46 

2.7 OPTIMAL ROUTING APPROACH FOR QOS GUARANTEES .......................................................................... 49 

2.8 SLA-BASED QUALITY MANAGEMENT........................................................................................................ 52 

2.9 DISCUSSION AND OPEN GAPS FROM THE PERSPECTIVE OF GUARANTEEING END-TO-END QOS 

PROVISIONING IN SOA-BASED SDN ARCHITECTURE ....................................................................................... 54 

2.10 CONCLUSION .......................................................................................................................................... 57 

2.11 REFERENCES ........................................................................................................................................... 58 

CHAPTER 3 ..................................................................................................................................................... 63 

3.1 INTRODUCTION ........................................................................................................................................ 64 

3.2 KEY CONCEPTS ......................................................................................................................................... 64 

3.2.1 TRUST MAINTENANCE/PRESERVATION ............................................................................................................. 65 

3.2.2 HARD TRUST ............................................................................................................................................... 65 

3.2.3 SOFT TRUST ................................................................................................................................................ 65 

3.2.4 TRUST-BASED INTERACTION OR RELATIONSHIP ................................................................................................... 65 

3.2.5 TIME-SPACE OF INTERACTION OR RELATIONSHIP ................................................................................................ 66 

3.2.6 THIRD-PARTY AGENT .................................................................................................................................... 66 

3.2.7 ONLINE MONITORING ................................................................................................................................... 66 

3.2.8 PROACTIVE CONTINUOUS MONITORING ........................................................................................................... 66 

3.2.9 PASSIVE PERFORMANCE MONITORING ............................................................................................................. 67 

3.2.10 SERVICE ................................................................................................................................................... 67 

3.2.11 SERVICE REQUESTER OR SERVICE CONSUMER .................................................................................................. 67 

3.2.12 SERVICE PROVIDER ..................................................................................................................................... 67 

3.2.13 SERVICE-ORIENTED ENVIRONMENT ............................................................................................................... 68 

3.2.14 QUALITY OF SERVICE ................................................................................................................................... 68 

3.2.15 INTERACTION OR TRANSACTION .................................................................................................................... 68 

3.2.16 REPUTATION-BASED TRUST DECISION MAKING................................................................................................ 68 

3.2.17 FORMULATION OF SERVICE REQUIREMENTS .................................................................................................... 68 

3.3 PROBLEM OVERVIEW AND PROBLEM DEFINITION ................................................................................... 69 

3.4 RESEARCH ISSUES..................................................................................................................................... 74 

3.4.1 RESEARCH ISSUE 1: CONCEPTUAL DEFINITION.................................................................................................... 75 

3.4.2 RESEARCH ISSUE 2: PROPOSE A FRAMEWORK FOR SERVICE NEGOTIATION AND FORMULATE THE SERVICE REQUIREMENTS 76 

3.4.3 RESEARCH ISSUE 3: PROPOSE A FRAMEWORK FOR SERVICE MANAGEMENT USING PASSIVE AND PROACTIVE CONTINUOUS 

PERFORMANCE MONITORING ................................................................................................................................. 78 



P a g e  | 5 
  

3.4.4 RESEARCH ISSUE 4: PROPOSE A FRAMEWORK FOR SERVICE EVALUATION TO IDENTIFY ANY PERFORMANCE DISCREPANCY . 79 

3.4.5 RESEARCH ISSUE 5: PROPOSE A FRAMEWORK FOR MAKING AN INTELLIGENT DECISION REGARDING SERVICE CONTINUITY 79 

3.4.6 RESEARCH ISSUE 6: VALIDATE THE PROPOSED METHODOLOGY BY SIMULATION EXPERIMENTS .................................... 80 

3.5 RESEARCH APPROACH TO PROBLEM SOLVING ......................................................................................... 80 

3.5.1 RESEARCH METHODS .................................................................................................................................... 80 

3.5.2 CONCEPTUAL MODEL ................................................................................................................................... 81 

3.5.3 DEVELOPMENT STAGE OR PERCEPTUAL MODEL ................................................................................................. 82 

3.5.4 IMPACT STAGE OR VALIDATION STAGE ............................................................................................................. 82 

3.5.5 CHOICE OF DESIGN SCIENCE RESEARCH METHODOLOGY ...................................................................................... 82 

3.6 CONCLUSIONS .......................................................................................................................................... 83 

3.7 REFERENCES ............................................................................................................................................. 84 

CHAPTER 4 ..................................................................................................................................................... 87 

4.1 INTRODUCTION ........................................................................................................................................ 88 

4.2 OVERVIEW OF THE SOLUTION FOR THE DEFINITION OF THE TRUST DEVELOPMENT LIFECYCLE IN A 

SERVICE-ORIENTED ENVIRONMENT ............................................................................................................... 88 

4.2.1 TRUST IN THE BUSINESS CONTEXT ................................................................................................................... 89 

4.2.2 TRUST IN THE SERVICE-ORIENTED ENVIRONMENT ............................................................................................... 90 

4.2.3 TRUST EVALUATION MODEL ........................................................................................................................... 91 

4.2.3.1 Trust Building stage ......................................................................................................................... 91 

4.2.3.2 Trust Maintenance stage ................................................................................................................ 92 

4.2.3.3 Trust Declining stage ....................................................................................................................... 93 

4.3 OVERVIEW OF THE SOLUTION OF THE SERVICE-LEVEL AGREEMENT (SLA) FRAMEWORK FOR GUARANTEED 

QOS DELIVERY IN SOA-BASED SDN ................................................................................................................ 94 

4.3.1 SERVICE-LEVEL AGREEMENT (SLA) LIFECYCLE MODEL ......................................................................................... 95 

4.3.2 SOLUTION OVERVIEW OF THE SERVICE NEGOTIATION FRAMEWORK FOR PERSONALISED SERVICE DELIVERY AND 

ENHANCING TRUST IN SOA-BASED SDN ................................................................................................................... 97 

4.3.2.1 Stage 1: Formulation of the Service Request ................................................................................... 98 

4.3.2.2 Stage 2: Initial Proposal from the Service Provider/s .................................................................... 100 

4.3.2.3 Stage 3: The Service Provider Evaluates the Suitability of Accepting a Request from the Service 

Consumer .................................................................................................................................................. 101 

4.3.2.4 Stage 4: Reputation-Based Provider Selection .............................................................................. 103 

4.3.2.5 Stage 5: The SLA Between the Two Agents is Formulated and Executed ...................................... 105 

4.3.3 SOLUTION OVERVIEW OF FRAMEWORK FOR SERVICE MANAGEMENT ................................................................... 105 

Online Monitoring: .................................................................................................................................... 106 

4.3.3.1 Passive Network Monitoring ......................................................................................................... 106 



P a g e  | 6 
  

4.3.3.2 Proactive Network Monitoring ...................................................................................................... 108 

4.3.4 SOLUTION OVERVIEW OF FRAMEWORK FOR SERVICE EVALUATION AND VIOLATION PREDICTION................................ 110 

4.3.4.1 stage 1: Formulation of the Quantifiable Services ........................................................................ 110 

4.3.4.2 stage 2: Condition Evaluation Services .......................................................................................... 112 

4.3.5 SOLUTION OVERVIEW OF FRAMEWORK FOR SERVICE CONTINUITY INTELLIGENT DECISION-MAKING. .......................... 113 

4.3.6 SOLUTION OVERVIEW TO VALIDATE THE METHODOLOGY ................................................................................... 114 

4.3.6.1 Sub-Framework 1: Service Negotiation Framework ...................................................................... 115 

4.3.6.2 Sub-Framework 2: The Service Management Framework Employs Proactive and Passive 

Continuous Service Performance monitoring ............................................................................................ 117 

4.3.6.3 Sub-Framework 3: The Service Evaluation and Violation Prediction Framework.......................... 118 

4.3.6.4 Sub-Framework 4: The Service Continuity Decision-making Framework ...................................... 119 

4.4 CONCLUSION.......................................................................................................................................... 120 

4.5 REFERENCES ........................................................................................................................................... 121 

CHAPTER 5 ................................................................................................................................................... 122 

5.1 INTRODUCTION ...................................................................................................................................... 123 

5.2 RELATED RESEARCH ............................................................................................................................... 125 

5.2.1 SERVICE NEGOTIATION FRAMEWORK IN SDN .................................................................................................. 125 

5.2.2 PERSONALISED SERVICE DELIVERY IN SDN ...................................................................................................... 128 

5.2.3 SERVICE NEGOTIATION TO BUILD TRUST ......................................................................................................... 129 

5.3 ABC EDUCATION PTY. CASE STUDY ........................................................................................................ 132 

5.4 PROPOSED SERVICE NEGOTIATION AND SERVICE-LEVEL AGREEMENT FORMULATION FRAMEWORK .... 135 

5.4.1 STAGE 1: FORMULATION OF A SERVICE REQUEST ............................................................................................. 138 

5.4.1.1 Step 1: Determine the Service Requirements ................................................................................ 139 

5.4.1.2 Step 2: Quantify the Service Requirements ................................................................................... 140 

5.4.1.3 Step 3: Prioritise Service Requirements ......................................................................................... 141 

5.4.1.4 Step 4: Compose Service Requirements ........................................................................................ 142 

5.4.2 STAGE 2: PROPOSAL FROM THE SERVICE PROVIDERS......................................................................................... 143 

5.4.2.1 Step 1: Translate the Service Request to a Service Description Template (SDT): .......................... 144 

5.4.2.2 Step 2: Identify and Address Any Conflicting or Unfeasible Requirements: .................................. 145 

5.4.2.3 Step 3: Solicit Proposals from the Prospective Service Providers and Address any Ambiguous 

Responses, if Present: ................................................................................................................................ 146 

5.4.3 STAGE 3: ASSISTING THE SERVICE PROVIDERS IN EVALUATING THE SUITABILITY OF ACCEPTING A SERVICE REQUEST....... 146 

5.4.3.1 Reputation Rating Scale ................................................................................................................ 147 

5.4.3.2 Factor 1:  Reliability of the Service Consumer ............................................................................... 150 

5.4.3.3 Factor 2: Duration for Which the Resources are Requested ......................................................... 152 



P a g e  | 7 
  

5.4.3.4 Factor 3: Risk Exposure of the Service Provider in Accepting a Service Request With the Required 

Specifications ............................................................................................................................................ 153 

5.4.3.5 Suitability Calculation:................................................................................................................... 155 

5.4.4 STAGE 4: ASSISTING THE SERVICE REQUESTOR IN SELECTING THE MOST SUITABLE SERVICE PROVIDER ........................ 156 

5.4.4.1 Determining the Suitability Value of an Established Provider ....................................................... 158 

5.4.4.2 Determining the Suitability Value of an Emerging Provider: ......................................................... 161 

5.4.5 STAGE 5: SERVICE-LEVEL AGREEMENT FORMULATION ....................................................................................... 167 

5.5 EXPERIMENTAL VALIDATION AND RESULT DISCUSSION ......................................................................... 168 

5.5.1 DATASET COLLECTION AND PREPARATION ....................................................................................................... 169 

5.5.1.2 Data Collection and Preparation for Service Provider ................................................................... 170 

5.5.1.3 Data Collection and Preparation for Service Consumer ................................................................ 175 

5.5.2 EXPERIMENTS AND VALIDATION .................................................................................................................... 177 

5.5.2.1 The Experiment of the Service Provider Evaluating the Suitability of Accepting a Request from the 

Service Consumer Framework ................................................................................................................... 177 

5.5.2.2 The Experiment of the Reputation-based Provider Selection Framework ..................................... 181 

5.5.3 RESULTS AND DISCUSSIONS .......................................................................................................................... 185 

5.5.3.1 The Results of the Service Provider Evaluating the Suitability of Accepting a Request from the 

Service Consumer Framework ................................................................................................................... 185 

5.5.3.2 The Results of the Reputation-based Provider Selection Framework (for both existing and 

emerging service providers) ...................................................................................................................... 189 

5.5.3.3 The Result to Determine a Suitable Threshold Value .................................................................... 198 

5.5.3.4 The Result of Validating the Developed Dataset ........................................................................... 199 

5.5.3.5 Discussion ...................................................................................................................................... 201 

5.6 CONCLUSION.......................................................................................................................................... 202 

5.7 REFERENCES ........................................................................................................................................... 203 

CHAPTER 6 ................................................................................................................................................... 205 

6.1 INTRODUCTION .................................................................................................................................. 206 

6.2 CONTINUATION OF THE ABC EDUCATION PTY CASE STUDY AND PROBLEM DEFINITION .................... 207 

6.3 BACKGROUND .................................................................................................................................... 210 

6.3.1 ONLINE MONITORING ................................................................................................................................. 211 

6.3.1.1 Passive Network Monitoring ......................................................................................................... 212 

6.3.1.2 Proactive Network Monitoring ...................................................................................................... 212 

6.4 SERVICE MONITORING FRAMEWORK FOR SERVICE MANAGEMENT ................................................... 213 

6.4.1 PROACTIVE CONTINUOUS PERFORMANCE MONITORING FRAMEWORK ................................................................. 215 



P a g e  | 8 
  

Step 1: Proactively Monitor the Network Using the Run-time Monitoring Approach. .............................. 218 

Step 2: Determine and Implement the Early Checkpoint Threshold According to the SLA. ....................... 219 

Step 3: Determine and Implement the SLA Threshold According to the SLA. ............................................ 220 

6.4.2 PASSIVE PERFORMANCE MONITORING FRAMEWORK ........................................................................................ 220 

Step 1: Capture Network Traffic ................................................................................................................ 221 

Step 2: Identify Network Traffic Type ........................................................................................................ 223 

Step 3: Classify Network Traffic................................................................................................................. 223 

Step 4: Prioritise Network Traffic .............................................................................................................. 227 

6.5 EXPERIMENTS AND RESULTS .............................................................................................................. 230 

6.5.1 IMPLEMENTATION OF PROACTIVE PERFORMANCE MONITORING: ........................................................................ 231 

Step 1: Proactively Monitor the Network Using the Run-time Monitoring Approach ............................... 231 

Step 2: Determine and Implement the Early Checkpoint Threshold According to the SLA ........................ 232 

Step 3: Determine and Implement the SLA Threshold According to the SLA. ............................................ 234 

6.5.2 IMPLEMENTATION OF PASSIVE PERFORMANCE MONITORING .............................................................................. 236 

Step 1: Capturing Network Traffic ............................................................................................................. 236 

Step 2: Identify Network Traffic Type ........................................................................................................ 237 

Step 3: Classify Network Traffic................................................................................................................. 240 

Step 4: Priorities Traffic ............................................................................................................................. 242 

6.5.3 RESULTS AND DISCUSSION ...................................................................................................................... 243 

6.5.3.1 Results of Proactive Performance Monitoring .............................................................................. 244 

6.5.3.2 Results of Passive Performance Monitoring .................................................................................. 251 

6.5.3.3 Discussion ...................................................................................................................................... 254 

6.6 CONCLUSION.......................................................................................................................................... 256 

6.7 REFERENCES ........................................................................................................................................... 256 

CHAPTER 7 ................................................................................................................................................... 258 

7.1 INTRODUCTION ...................................................................................................................................... 259 

7.2 PROPOSED SERVICE EVALUATION AND VIOLATION PREDICTION FRAMEWORK FOR IMPARTIAL AND 

TRUSTFUL SERVICE DELIVERY IN SOA-BASED SDN ........................................................................................ 260 

7.2.1 THE FORMALISATION OF QUANTIFIABLE SERVICES ............................................................................................ 262 

Step 1: Collecting a Network Traffic Time-series Dataset ......................................................................... 262 

Step 2: Cleansing the Dataset ................................................................................................................... 263 

Step 3: Prepare the Dataset According to the Evaluation Metrics ............................................................ 264 

7.2.2 THE CONDITION EVALUATION SERVICE ........................................................................................................... 266 

Step 1 Employ the Service Degradation Critical Checkpoint Threshold and SLA Threshold ...................... 267 

Step 2: Evaluate the Service Performance with the Critical Checkpoint and SLA Threshold. .................... 268 



P a g e  | 9 
  

Step 3: Applying the Performance Discrepancy Condition and Labelled the Traffic ................................. 269 

7.3 EXPERIMENTS AND RESULTS .................................................................................................................. 270 

7.3.1 IMPLEMENTATION OF THE FORMALISATION OF THE QUANTIFIABLE SERVICES .......................................................... 271 

7.3.2 IMPLEMENTATION OF THE CONDITION EVALUATION SERVICE .............................................................................. 273 

7.3.3 RESULTS AND DISCUSSION ........................................................................................................................... 277 

7.3.3.1 Results ........................................................................................................................................... 277 

7.3.3.2 Discussion ............................................................................................................................... 283 

7.5 CONCLUSION.......................................................................................................................................... 284 

7.6 REFERENCES ........................................................................................................................................... 284 

CHAPTER 8 ................................................................................................................................................... 286 

8.1 INTRODUCTION ...................................................................................................................................... 287 

8.2 PROPOSED SERVICE CONTINUITY FRAMEWORK .................................................................................... 288 

8.2.1 STAGE 1: SUMMARISATION OF REACHING THE THRESHOLD................................................................................. 291 

8.2.2 STAGE 2: EMPLOYING THE MAXIMUM COUNT OF ACCEPTANCE RULE ................................................................... 292 

8.2.3 STAGE 3: EVALUATION AND DECISION OBTAINED. ............................................................................................ 293 

8.3 EXPERIMENTS AND RESULTS .................................................................................................................. 294 

8.3.1 IMPLEMENTATION ...................................................................................................................................... 295 

8.3.2 RESULTS ................................................................................................................................................... 296 

8.3.3 DISCUSSIONS ............................................................................................................................................. 297 

8.4 CONCLUSION.......................................................................................................................................... 298 

8.5 REFERENCES ........................................................................................................................................... 299 

CHAPTER 9 ................................................................................................................................................... 300 

9.1 INTRODUCTION ...................................................................................................................................... 301 

9.2 PROBLEMS ADDRESSED IN THIS THESIS .................................................................................................. 302 

9.3 CONTRIBUTIONS OF THIS THESIS TO THE EXISTING LITERATURE ............................................................ 303 

CONTRIBUTION 1: CURRENT STATE-OF-THE-ART LITERATURE SURVEY ........................................................................... 304 

CONTRIBUTION 2: DEFINITIONS OF TRUST, REPUTATION, QOS AND THEIR RELATED CONCEPTS FOR A SERVICE-ORIENTED 

ENVIRONMENT ................................................................................................................................................... 306 

CONTRIBUTION 3: THE METHODOLOGY FOR PERSONALISED SERVICE NEGOTIATION FOR QOS DELIVERY IS TO BUILD A TRUST 

RELATIONSHIP IN AN SOA-BASED SDN. .................................................................................................................. 306 

CONTRIBUTION 4: METHODOLOGY TO ENHANCE SERVICE MANAGEMENT TO ENSURE QOS DELIVERY AND MAINTAIN A TRUSTING 

RELATIONSHIP IN SOA-BASED SDN ........................................................................................................................ 308 



P a g e  | 10 
  

CONTRIBUTION 5: METHODOLOGY TO UNDERTAKE IMPARTIAL SERVICE EVALUATION AND VIOLATION PREDICTION FOR TRUST 

RELATIONSHIP PRESERVATION IN AN SOA-BASED SDN ENVIRONMENT .......................................................................... 309 

CONTRIBUTION 6: METHODOLOGY TO FACILITATE IMPARTIAL SERVICE CONTINUITY INTELLIGENT DECISION-MAKING IN SOA-BASED 

SDN ENVIRONMENTS. ......................................................................................................................................... 311 

CONTRIBUTION 7: REPUTATION RATING SYNTHETIC TIME SERIES DATASET FOR SERVICE CONSUMERS AND SERVICE PROVIDERS. . 312 

CONTRIBUTION 8: STRENGTH-BASED FUZZY ASSOCIATION RULES FOR SERVICE REQUEST EVALUATION................................... 313 

9.4 CONCLUSION AND FUTURE WORK ......................................................................................................... 313 

APPENDIX A ................................................................................................................................................. 316 

1. PROACTIVE CONTINUOUS MONITORING ............................................................................................ 317 

1.1 WINDOWS 10 VIRTUAL MACHINE .................................................................................................................... 317 

1.2 NETWORK SIMULATION USING GNS3............................................................................................................... 319 

1.3 ZABBIX APPLIANCE FOR NETWORK MONITORING............................................................................................. 320 

1.4 ZABBIX FRONTEND NETWORK MONITORING DASHBOARD:.................................................................................... 323 

2. PASSIVE MONITORING ............................................................................................................................. 326 

2.1 TRAFFIC IDENTIFICATION: ................................................................................................................................ 327 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



P a g e  | 11 
  

 

 

List to Figures 
 

FIGURE 2.1: DIFFERENCE BETWEEN TRADITIONAL AND SOA-BASED SDNS ..................................................... 33 

FIGURE 2.2: STRUCTURE OF THE LITERATURE REVIEW BY S. KHAN, 2022. ...................................................... 39 

FIGURE: 3.1 THE DESIGN SCIENCE RESEARCH APPROACH (NICK TOSCANO, 2011; SIMON, 1996; SISAK, 2018)

 ...................................................................................................................................................................... 83 

FIGURE 4.1: A OVERVIEW OF THE SLA LIFECYCLE BY S. KHAN, 2022. .............................................................. 96 

FIGURE 4.2: FORMULATION OF SERVICE REQUEST (PRE-NEGOTIATION) BY S. KHAN, 2022. ........................... 99 

FIGURE 4.3: SERVICE EVALUATION AND VIOLATION PREDICTION FRAMEWORK BY S. KHAN, 2022.............. 111 

FIGURE 5.1: SERVICE NEGOTIATION FRAMEWORK BY S. KHAN, 2022 ......... ERROR! BOOKMARK NOT DEFINED. 

 .................................................................................................................................................................... 138 

FIGURE 5.2: FORMULATE THE SERVICE REQUEST (PRE-NEGOTIATION) S. KHAN, 2022 ................................. 138 

FIGURE 5.3: MEMBERSHIP FUNCTION PLOT OF THE INPUT VARIABLE "CONSUMER COMPANY RELIABILITY"

 .................................................................................................................................................................... 152 

FIGURE 5.4: MEMBERSHIP FUNCTION PLOT OF THE INPUT VARIABLE "SERVICE DURATION" ...................... 153 

FIGURE 5.5: MEMBERSHIP FUNCTION PLOT OF THE INPUT VARIABLE "RISK EXPOSURE" ............................. 155 

FIGURE 5.6: MEMBERSHIP FUNCTION PLOT OF THE OUTPUT VARIABLE "SUITABILITY" ............................... 156 

FIGURE 5.7: MEMBERSHIP FUNCTION PLOT OF THE INPUT VARIABLE "REPUTATION_RATING" ................... 159 

FIGURE 5.8: MEMBERSHIP FUNCTION PLOT OF THE INPUT VARIABLE "TRANSACTION_TREND" .................. 160 

FIGURE 5.9: MEMBERSHIP FUNCTION PLOT OF THE OUTPUT VARIABLE "ACCEPT/REJECT_DECISION" ........ 161 

FIGURE 5.10: BOXPLOT DIAGRAM OF SDN SERVICE PROVIDER .................................................................... 163 

FIGURE 5.11: MEMBERSHIP FUNCTION PLOT OF THE INPUT VARIABLE "THRESHOLD" ................................ 167 

FIGURE 5.12: SUITABILITY CALCULATION FRAMEWORK ............................................................................... 179 

FIGURE 5.13: 60 RULES TO OPERATE THE FIS MODEL TO CONDUCT EXPERIMENTS ON THE FRAMEWORK. .. 180 

FIGURE 5.14: THE RULE CO-RELATION OF THE FIS TO DETERMINE THE SUITABILITY OF THE SERVICE REQUEST.

 .................................................................................................................................................................... 186 



P a g e  | 12 
  

FIGURE 5.15: 3D SURFACE VIEW OF THE OUTPUT FROM TWO INPUT VARIABLES, SERVICE RISK, AND SERVICE 

DURATION. .................................................................................................................................................. 187 

FIGURE 5.16: 3D SURFACE VIEW OF THE OUTPUT FROM TWO INPUT VARIABLES, SERVICE RISK AND 

CONSUMER COMPANY RELIABILITY. ............................................................................................................ 188 

FIGURE 5.17: 3D SURFACE VIEW OF THE OUTPUT FROM TWO INPUT VARIABLES, CONSUMER COMPANY 

RELIABILITY AND SERVICE DURATION. ......................................................................................................... 189 

FIGURE 5.18: EMERGING SERVICE PROVIDER SELECTION ............................................................................. 190 

FIGURE 5.19: 3-DIMENSIONAL SURFACE VIEW WHERE THE X INPUT IS TRANSACTION TREND, Y INPUT IS 

REPUTATION RATING, AND Z OUTPUT IS ACCEPT/REJECT DECISION. ........................................................... 191 

FIGURE 5.20 : SIMILAR NEIGHBOUR DISCOVERY FOR PROVIDER 15 ............................................................. 192 

FIGURE 5.21 : SIMILAR NEIGHBOUR DISCOVERY FOR PROVIDER 19 ............................................................. 192 

FIGURE 5.22: SIMILAR NEIGHBOUR FOR PROVIDER 19 USING THE WHOLE DATASET................................... 193 

FIGURE 5.23: THE RULE CO-RELATION OF THE FIS TO FIND THE OUTCOME FOR PROVIDER NUMBER 15. .... 194 

FIGURE 5.24: 3D SURFACE VIEW OF THE OUTPUT OF TWO INPUT VARIABLES (TRANSACTION TREND AND 

THRESHOLD) FOR PROVIDER NUMBER 15 .................................................................................................... 194 

FIGURE 5.25: THE RULE CO-RELATION OF THE FIS TO FIND THE OUTCOME FOR PROVIDER NUMBER 17. .... 195 

FIGURE 5.26: 3D SURFACE VIEW OF THE OUTPUT OF TWO INPUT VARIABLES (TRANSACTION TREND AND 

THRESHOLD) FOR PROVIDER NUMBER 17 .................................................................................................... 195 

FIGURE 5.27: THE RULE CO-RELATION OF THE FIS TO FIND THE OUTCOME FOR PROVIDER NUMBER 19 ..... 196 

FIGURE 5.28: 3D SURFACE VIEW OF THE OUTPUT OF TWO INPUT VARIABLES (TRANSACTION TREND AND 

THRESHOLD) FOR PROVIDER NUMBER 19 .................................................................................................... 196 

FIGURE 5.29: THE RULE CO-RELATION OF THE FIS TO FIND THE OUTCOME FOR PROVIDER NUMBER . ........ 197 

FIGURE 5.30: 3D SURFACE VIEW OF THE OUTPUT OF TWO INPUT VARIABLES (TRANSACTION TREND AND 

THRESHOLD) FOR PROVIDER 24 ................................................................................................................... 197 

FIGURE 5.31: THE RULE CO-RELATION OF THE FIS TO FIND THE OUTCOME FOR PROVIDER NUMBER 26. .... 198 

FIGURE 5.32: 3D SURFACE VIEW OF THE OUTPUT OF TWO INPUT VARIABLES (TRANSACTION TREND AND 

THRESHOLD) FOR PROVIDER NUMBER 26 .................................................................................................... 198 

FIGURE 5.33: COLLECTION OF THE VALUES FOR THE EMERGING SERVICE PROVIDER ................................... 199 

FIGURE 5.34: RMSE RESULTS ........................................................................................................................ 199 

FIGURE 5.35: TIME SERIES RMSE FOR THRESHOLD 45 .................................................................................. 200 

FIGURE 5.36: TIME SERIES RMSE FOR THRESHOLD 35 .................................................................................. 201 



P a g e  | 13 
  

FIGURE 6.1: THE SERVICE MANAGEMENT MODULE CONSISTS OF PROACTIVE AND PASSIVE MONITORING BY 

S. KHAN, 2022 .............................................................................................................................................. 214 

FIGURE 6.2: A DETAILED OVERVIEW OF THE PROACTIVE AND PASSIVE MONITORING FRAMEWORK BY S. 

KHAN, 2022. ................................................................................................................................................ 215 

FIGURE 6.3: ONE-OFF PERFORMANCE EVALUATION REFLECTS SERVICE UNAVAILABILITY OVER THE FIVE-

WEEK DURATION. ADAPTED FROM ONE-OFF PERFORMANCE EVALUATION, BY FACHRUNNISA, 2011. ....... 217 

FIGURE 6.4: PROACTIVE CONTINUOUS PERFORMANCE MONITORING REFLECTS THE PERFORMANCE OF THE 

SERVICES OVER THE FIVE WEEKS. ADAPTED FROM PROACTIVE CONTINUOUS PERFORMANCE MONITORING, 

BY FACHRUNNISA, 2011. .............................................................................................................................. 218 

FIGURE 6.5: PASSIVE PERFORMANCE MONITORING BY S. KHAN, 2022. ....................................................... 221 

FIGURE 6.6: TIME WINDOW, WHICH CONSISTS OF TIME SPACE AND THE TIME SLOT BY S. KHAN, 2022. ..... 222 

FIGURE 6.7: A HIERARCHICAL APPROACH TO TRAFFIC CLASSIFICATION BY S. KHAN, 2022. .......................... 226 

FIGURE 6.8: THE DEVELOPED NETWORK SIMULATION AND ARCHITECTURE DESIGN BY S. KHAN, 2022. ...... 232 

FIGURE 6.9: LIST OF THE ITEMS IN THE ZABBIX MONITORING DASHBOARD BY S. KHAN, 2022. ................... 233 

FIGURE 6.10: TRIGGER CONFIGURATION USING THE ZABBIX DASHBOARD BY S. KHAN, 2022. ..................... 233 

FIGURE 6.11: CHECKPOINT TRIGGER CONFIGURATION DETAIL FOR EARLY DETECTION BY S. KHAN, 2022. ... 234 

FIGURE 6.12: SLA CHECKPOINT IN THE ZABBIX MONITORING DASHBOARD BY S. KHAN, 2022. .................... 235 

FIGURE 6.13: ANOTHER CRITICAL CHECKPOINT CONFIGURATION BY S. KHAN, 2022. ................................... 236 

FIGURE 6.14: A SCREENSHOT OF THE CAPTURED SDN TRAFFIC BY S. KHAN, 2022. ....................................... 237 

FIGURE 6.15: ZABBIX MONITORING DASHBOARD WITH SYSTEM INFORMATION BY S. KHAN, 2022. ........... 244 

FIGURE 6.16: ZABBIX MONITORING DASHBOARD BY S. KHAN, 2022. ........................................................... 245 

FIGURE 6.17: SNMP MONITORING IS ADDED TO THE NETWORK DEVICES IN THE ZABBIX MONITORING 

DASHBOARD BY S. KHAN, 2022. ................................................................................................................... 245 

FIGURE 6.18: GLOBAL VIEW OF THE ZABBIX MONITORING DASHBOARD BY S. KHAN, 2022. ........................ 246 

FIGURE 6.19: DATA OVERVIEW OF THE ZABBIX MONITORING DASHBOARD BY S. KHAN, 2022. ................... 246 

FIGURE 6.20: NETWORK TRAFFIC STATUS SHOWING IN A GRAPH OF THE SPRING DEVICE FOR THE 

FASTETHERNET 2/0 WITH IP 10.1.50.1 BY S. KHAN, 2022. ............................................................................ 247 

FIGURE 6.21: NETWORK TRAFFIC FOR THE FAST ETHERNET 2/0 BY S. KHAN, 2022. ...................................... 247 

FIGURE 6.22: NETWORK TRAFFIC STATUS OF THE FALL ROUTER FOR THE FASTETHERNET 2/0 WITH IP 

10.1.50.1 BY S. KHAN, 2022. ........................................................................................................................ 248 



P a g e  | 14 
  

FIGURE 6.23: NETWORK TRAFFIC STATUS IS SHOWN IN A FALL DEVICE GRAPH FOR THE SERIAL INTERFACE 

0/0. BY S. KHAN, 2022.................................................................................................................................. 248 

FIGURE 6.24: NETWORK TRAFFIC STATUS SHOWING IN A GRAPH OF THE FALL DEVICE FOR THE SERIAL 

INTERFACE 1/0 BY S. KHAN, 2022. ............................................................................................................... 249 

FIGURE 6.25: TRIGGER ACTIVATION BY S. KHAN, 2022. ................................................................................ 250 

FIGURE 6.26: TRIGGER ACTIVATION WITH SEVERITY BY S. KHAN, 2022. ...................................................... 250 

FIGURE 6.27: A DETAILED VIEW OF ALL THE TRIGGERS ACTIVATED WITH SEVERITY AND TIME BY S. KHAN, 

2022. ............................................................................................................................................................ 251 

FIGURE 6.28 : TRAFFIC IDENTIFICATION ACCURACY RESULTS USING SUPPORT VECTOR MACHINE(SVM) 

APPROACH................................................................................................................................................... 253 

FIGURE 7.1: SERVICE EVALUATION AND VIOLATION PREDICTION FRAMEWORK BY S. KHAN, 2022. ............ 261 

FIGURE 7.2: ONE-OFF PERFORMANCE EVALUATION REFLECTS SERVICE UNAVAILABILITY OVER THE FIVE-

WEEK DURATION. ADAPTED FROM ONE-OFF PERFORMANCE EVALUATION, BY FACHRUNNISA, 2011. ....... 263 

FIGURE 7.3: PING COMMAND REPLY IN A NETWORK. .................................................................................. 265 

FIGURE 7.4:  SERVICE DEGRADATION IDENTIFICATION TIMELINE BY S. KHAN, 2022. ................................... 267 

FIGURE 7.5: EVALUATING THE TRAFFIC STATUS DATA USING THE CRITICAL CHECKPOINT AND SLA 

THRESHOLD BY S. KHAN, 2022. .................................................................................................................... 268 

FIGURE 7.6: CONTROL_PLANE_PROTOCOL (PRIORITY 1) CATEGORY TRAFFIC STORED THE DEFAULT VALUE BY 

S. KHAN, 2022. ............................................................................................................................................. 278 

FIGURE 7.7: VOICE APPLICATION CATEGORY (PRIORITY 2) TRAFFIC STORED THE DEFAULT VALUE BY S. KHAN, 

2022. ............................................................................................................................................................ 278 

FIGURE 7.8: VIDEO_INTERACTIVE (PRIORITY 3) CATEGORY TRAFFIC STORED THE DEFAULT VALUE BY S. KHAN, 

2022. ............................................................................................................................................................ 279 

FIGURE 7.9: DATA_APPLICATION CATEGORY (PRIORITY 4) TRAFFIC STORED THE DEFAULT VALUE BY S. KHAN, 

2022. ............................................................................................................................................................ 279 

FIGURE 7.10: DEFAULT_FORWARDING CATEGORY (PRIORITY 5) TRAFFIC STORED THE DEFAULT VALUE BY S. 

KHAN, 2022. ................................................................................................................................................ 280 

FIGURE 7.11: BUSINESS_IRRELEVANT_CATEGORY (PRIORITY 6) TRAFFIC STORED THE DEFAULT VALUE BY S. 

KHAN, 2022. ................................................................................................................................................ 280 

FIGURE 7.12: CURRENT NETWORK SERVICE QOS AVERAGE BY S. KHAN, 2022. ............................................ 281 

FIGURE 8.1: SERVICE CONTINUITY FRAMEWORK BY S. KHAN, 2022. ............................................................ 289 

FIGURE 8.3: COUNT OF LABELLED TRAFFIC DATASET ................................................................................... 297 



P a g e  | 15 
  

FIGURE 8.4: THE MODEL'S PREDICTIVE DECISION ........................................................................................ 297 

FIGURE A1: WINDOWS 10 VIRTUAL MACHINE CONFIGURATION. ................................................................ 317 

FIGURE A2: WINDOWS 10 VIRTUAL MACHINE NETWORK ADAPTER CONFIGURATIONS .............................. 318 

FIGURE A3: NETWORK SIMULATION STRUCTURE USING GNS3 .................................................................... 319 

FIGURE A4: SUCCESSFUL PING REPLY FROM SPRING ROUTER TO ALL THE OTHER ROUTERS. ....................... 320 

FIGURE A5: VIRTUAL MACHINE (VM) FOR ZABBIX APPLIANCE CONFIGURATION. ........................................ 320 

FIGURE A6: VIRTUAL MACHINE (VM) FOR ZABBIX APPLIANCE AND VMNET1 ADAPTER CONFIGURATION. .. 321 

FIGURE A7: VIRTUAL MACHINE (VM) FOR ZABBIX APPLIANCE AND VMNET2 ADAPTER CONFIGURATION. .. 321 

FIGURE A8: ALL OF THE ACTIVE INTERFACES OF THE ZABBIX MONITORING AGENT. .................................... 322 

FIGURE A9: CLOSOUR LOOK OF ALL OF THE ACTIVE INTERFACES OF THE ZABBIX MONITORING AGENT ...... 322 

FIGURE A10: CONFIRMING THE CONNECTIVITY WITH THE ROUTERS OF THE TOPOLOGY USING PING REPLY

 .................................................................................................................................................................... 323 

FIGURE A11: ZABBIX MONITORING DASHBOARD ........................................................................................ 324 

FIGURE A12: SNMP IS ACTIVATED ON ALL OF THE CONNECTED DEVICES ..................................................... 324 

FIGURE A13: NETWORK TRAFFIC OF THE INTERFACE FASTETHERNET 2/0 OF THE FALL DEVICE .................... 325 

FIGURE A14: NETWORK TRAFFIC OF THE INTERFACE SERIAL 0/0 OF THE FALL DEVICE ................................. 325 

FIGURE A15: NETWORK TRAFFIC OF THE INTERFACE SERIAL 1/0 OF THE FALL DEVICE ................................. 326 

FIGURE A6: DESIGN VIEW OF THE RAPID MINER OPERATORS FOR TRAFFIC IDENTIFICATION ...................... 327 

FIGURE A7: PERFORMANCE VECTOR ACCURACY RESULTS. .......................................................................... 328 

 



P a g e  | 1 
  

List of Tables 
 

TABLE 2.1: CONTROLLER DESIGN OR CONTROLLER PLACEMENT APPROACH FOR THE QOS GUARANTEE OF 

SOFTWARE-DEFINED NETWORKING .............................................................................................................. 42 

TABLE 2.2: COMPARATIVE ANALYSIS OF DYNAMIC RESOURCE ALLOCATION-BASED APPROACHES FOR QOS 

GUARANTEED SERVICE DELIVERY IN SDN ....................................................................................................... 46 

TABLE 2.3: COMPARATIVE ANALYSIS OF EXISTING QUEUE SCHEDULING APPROACHES FOR QOS-

GUARANTEED SOFTWARE-DEFINED NETWORKING ........................................................................................ 49 

TABLE 2.4: COMPARATIVE ANALYSIS OF QOS-DRIVEN ROUTING APPROACHES FOR THE QOS-GUARANTEED 

SOFTWARE-DEFINED NETWORK. ................................................................................................................... 52 

TABLE 2.5: COMPARATIVE ANALYSIS OF QOS-DRIVEN SERVICE LEVEL AGREEMENT MANAGEMENT-BASED 

APPROACH FOR THE QOS GUARANTEED SOFTWARE-DEFINED NETWORK. .................................................... 54 

TABLE 2.6: A COMPARATIVE ANALYSIS OF ALL THE EXISTING QOS GUARANTEED APPROACHES IN SDN FROM 

THE PERSPECTIVE OF APPLYING IT IN SOA-BASED SDN .................................................................................. 55 

TABLE 4.1: NETWORK TRAFFIC PRIORITISATION BY S. KHAN, 2022. ............................................................. 108 

TABLE 5.2: INTERACTING PARTIES IN THE CASE............................................................................................ 133 

TABLE 5.3: SERVICE REQUIREMENT FORMULATION TEMPLATES (SERVICE REQUESTER’S STATEMENT) ....... 140 

TABLE 5.4: COMPOSED SERVICE REQUIREMENTS STATEMENT. ................................................................... 143 

TABLE 5.5: SERVICE DESCRIPTION TEMPLATE (SDT) ..................................................................................... 145 

TABLE 5.6: FORMULATION OF THE SERVICE DESCRIPTION TEMPLATE (SDT) ................................................ 146 

TABLE 5.7: REPUTATION RATING SCALE ....................................................................................................... 149 

TABLE 5.8: R-VALUE SCALE DESCRIPTION ..................................................................................................... 151 

TABLE 5.9: SERVICE DURATION RATING SCALE ............................................................................................ 153 

TABLE 5.10:  POSSIBLE RISK RATING: THE FOLLOWING RISK RATING TABLE DEPICTS THE MAXIMUM RISK A 

PROVIDER COMPANY MAY TAKE, RATED AS FIVE, AND THE RESOURCES USED AND THE EXPENSES RANGE IS 

CHANGEABLE. .............................................................................................................................................. 155 

TABLE 5.11: SCALE OF THE RESULT ............................................................................................................... 156 

TABLE 5.12: REPUTATION RATING AND TRANSACTION TREND SCALE .......................................................... 160 

TABLE 5.13: OUTPUT VARIABLE SCALE ......................................................................................................... 160 

TABLE 5.14: SCALING OF THE INPUT VARIABLE “THRESHOLD” ..................................................................... 166 



P a g e  | 2 
  

TABLE 5.16: A SECTION OF THE SERVICE PROVIDER DATASET ...................................................................... 171 

TABLE 5.16: A SECTION OF THE SERVICE CONSUMER DATASET .................................................................... 177 

TABLE 6.1: SERVICE UNAVAILABILITY STATUS FOR FIVE WEEKS. .................................................................. 208 

TABLE 6.4 DEMONSTRATES THE NETWORK TRAFFIC PRIORITISATION CATEGORIES IDENTIFIED IN OUR 

RESEARCH. ................................................................................................................................................... 227 

TABLE 6.5 DETAILS THE TRAFFIC CLASSIFICATION PROCESS AND CONSIDERS ALL THE IDENTIFIED 

CATEGORIES. ............................................................................................................................................... 241 

TABLE 6.6: IP PRECEDENCE VALUES BY CISCO ISO RELEASE 15 M&T(CISCO SYSTEMS, 2013) ........................ 242 

TABLE 6.7: TRAFFIC CATEGORY PRIORITY NUMBER ..................................................................................... 243 

TABLE 6.8: A SNAPSHOT OF THE MACHINE LEARNING-BASED TRAFFIC IDENTIFICATION RESULT ................. 252 

TABLE 7.1: A SECTION OF THE NETWORK TRAFFIC DATASET BY S. KHAN, 2022. ........................................... 272 

TABLE 7.2: DATA PREPARATION ACCORDING TO THE EVALUATION METRICS BY S. KHAN, 2022. ................ 273 

TABLE 7.3: IDENTIFIED TRAFFIC CATEGORIES DISCUSSED IN CHAPTER 6 BY S. KHAN, 2022. ......................... 275 

TABLE 7.4: MINIMUM AND MAXIMUM VALUES OF THE DEFINED PERFORMANCE MEASURES BY S. KHAN, 

2022. ............................................................................................................................................................ 276 



P a g e  | 1 
  

 

Thesis Summary 
 

Supporting end-to-end Quality of Services (QoS) in existing network architecture is an ongoing 

issue. Software Defined Networking (SDN), the new network norm, has emerged in response 

to the limitations of traditional networks. SDN architecture incorporating Service Oriented 

Architecture (SOA) brings a network notion of a future service-oriented network. Supporting 

high dependency on intelligent applications is gradually increasing the demand for high-

capacity networks with QoS delivery is vital. The absence of ensuring QoS leads to less 

reliability and a lower level of trust among the interacting parties, which can significantly 

impact service-based business. In order to address the pressing issues, the existing studies 

proposed various solutions; however, most of the solutions are application-based and unable to 

provide a reliable and personalised QoS guarantee in the SDN network. Moreover, no research 

has been proposed to provide QoS of future Service Oriented SDN. In order to ensure 

personalised QoS delivery and enhance to preserve the trust relationships, we have proposed 

Service Level Agreement (SLA) based framework in SOA-based SDN. 

  

The proposed SLA-based framework in SOA-based SDN should address a series of important 

research questions: (1) How to develop an intelligent method for personalised QoS delivery in 

SOA-based SDN? (2) How to monitor the QoS of the runtime services in SDN network and 

pro-actively predict the SLA violation to minimise the risk of SLA violation? (3)  How to 

evaluate the service performance impartially and guarantee a reliable service delivery in SOA-

based SDN? (4) How to make an intelligent decision regarding service continuation in 

considering the deliverable service performance during interactions?   

  

This thesis systematically studies how to effectively solve the aforementioned issues with 

conceptual, theoretical and experimental guarantees. Due to the significance of the 

aforementioned issue on SOA-based business, it is essential to determine a process that can 

preserve the SLA contract and trust relationship between the interacting parties. Specifically, 

this thesis proposes a novel framework SLA-lifecycle-based model to address the issue 

mentioned above. The primary feature of the framework is that it enables personalised and 
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reliable QoS delivery in SOA-based SDN. In addition, the intelligent framework approach can 

monitor the network in run-time and predict the possible SLA violation; that information also 

assists in intelligent decision-making regarding the continuation of the SLA. To validate the 

framework, we have developed a proof of concept (POC) based implementation including 

various components such as tools and simulation software and expressed the results with 

discussion in this thesis. 
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