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Differential Privacy in Multi-agent Reinforcement Learning

by

Zishuo Cheng

A thesis submitted in fulfilment of the requirements for the

degree of Doctor of Philosophy

Abstract

Due to the increasing demand for autonomous systems, e.g., multi-robot systems and autonomous

driving systems, multi-agent reinforcement learning, technology attracts considerable attention.

In the field of multi-agent reinforcement learning, agent advising by allowing agents to ask for

or give advice to others has become an increasingly important topic as it can significantly pro-

mote agents’ learning speed with negligible computation overheads. However, there are some

critical challenging issues in agent advising learning, particularly performance and privacy issues.

Differential privacy is a promising privacy-preserving model with several valuable properties. Its

privacy-preserving property provides a provable guarantee to privacy protection while its randomi-

sation property helps to resist the inference in machine learning schemes. Therefore, this thesis

aims to explore the feasibility of adopting differential privacy mechanisms to resolve the two re-

search challenges in multi-agent reinforcement learning. In summary, this thesis consists of the

following four contributions:

• A differential advising method is proposed, which allows agents to use a piece of advice

in various states. This method is implemented by using differential privacy technology to

mask the difference in states. In this way, agents’ learning performance can be remarkably

improved while their communication overheads can be significantly reduced.

• A differential knowledge transfer method is proposed, which stimulates the learning perfor-

mance in a homogeneous multi-agent reinforcement learning system. This method jointly

utilises the randomisation property of differential privacy and relevance weight to mitigate
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the interference of negative transfer in a multi-agent reinforcement learning environment.

By acquiring a greater number of relevant sample sets, agents’ learning rates can be largely

improved.

• A novel time-drive and privacy-preserving navigation learning scheme is proposed for multi-

agent vehicular communication. This learning scheme, which is particularly suitable for

multi-agent deep reinforcement learning systems, consists of three parts: 1) a function for

estimating the average traffic flow of a segment; 2) a function for calculating a valid route;

3) confidence weights to estimate the accuracy of the estimated traffic flow. Second, we

adopt a customised ϵ-differentially private mechanism for the TDPP model. To the best of

our knowledge, this is the first navigation system for vehicle-to-vehicle systems to provably

guarantee the location privacy of vehicles. Third, we theoretically prove that TDPP satisfies

the definition of ϵ-differential privacy, accompanied by extensive experiments examining its

performance.

• A novel multi-agent reinforcement learning model that jointly adopts deep reinforcement

learning and differential privacy is proposed for evolutionary game theory, which promotes

cultivating more cooperators while protecting agents’ sensitive information. First, this is

the first evolutionary cooperation method which takes the privacy of agents into account.

By adopting differential privacy, NNDP protects agents’ private information while still en-

couraging cooperation with negligible performance reduction. Additionally, compared to

encryption methods, differentially private mechanisms use much less time and computa-

tional resources. Second, NNDP pioneers the use of deep learning to promote cooperation.

By adopting a deep reinforcement learning algorithm, the NNDP offers a more adaptive,

generalised framework and a framework with greater stability in dynamic situations. Third,

we theoretically prove that NNDP satisfies the definition of differential privacy, accompa-

nied by extensive experiments to examine its performance.
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