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Quantum Key Distribution Using a Quantum Emitter in
Hexagonal Boron Nitride

Ali Al-Juboori, Helen Zhi Jie Zeng, Minh Anh Phan Nguyen, Xiaoyu Ai, Arne Laucht,*
Alexander Solntsev, Milos Toth, Robert Malaney, and Igor Aharonovich*

Quantum key distribution (QKD) is considered the most immediate
application to be widely implemented among a variety of potential quantum
technologies. QKD enables sharing secret keys between distant users by
using photons as information carriers. An ongoing endeavor is to implement
these protocols in practice in a robust, and compact manner so as to be
efficiently deployable in a range of real-world scenarios. Single photon sources
(SPS) in solid-state materials are prime candidates in this respect. This
article demonstrates a room temperature, discrete-variable quantum key
distribution system using a bright single photon source in hexagonal-boron
nitride, operating in free-space. Employing an easily interchangeable photon
source system, keys with one million bits length, and a secret key of
approximately 70000 bits, at a quantum bit error rate of 6%, with 𝜺-security of
10−10 are generated. This study demonstrates the first proof of concept
finite-key BB84 QKD system realized with hBN defects.

1. Introduction

Secure and hacking-proof communications are a vital require-
ment in today’s world. Traditional public key cryptography relies
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on lengthy and hard to decipher mathe-
matical functions to encrypt and decrypt
data. However, with the advancement
of quantum computers, secured com-
munication is increasingly vulnerable to
hacking attempts. Quantum Key Distribu-
tion (QKD)[1–3] , the best-known applica-
tion of quantum cryptography, offers an
information-theoretic secure communica-
tion system, largely on account of the quan-
tum non-cloning theorem.[4] It enables two
users to generate the exact same key with-
out sharing any part of it publicly, providing
a solution to secure key exchange. Since its
inception in the mid-1980s, and the first
successful proof-of-concept test,[5] QKD
has evolved to include various approaches
such as entanglement-based QKD,[6–9]

measurement-device-independent QKD,[10]

quantum teleportation-based QKD,[11] and satellite-based
QKD.[12] So far the majority of QKD systems rely on either
nonlinear down-converted sources or attenuated lasers.[13,14]

The advantage of these latter sources is their potentially high
repetition rate. One alternative approach is using a deterministic,
triggered single photon source (SPS) that emits a single photon
per excitation cycle.
Over the last few decades, significant effort has been put for-

ward to develop such sources, with the prime challenges being
their purity (i.e., minimization of multiphoton events) and ex-
traction of light (i.e., collection efficiencies).[15,16] While semicon-
ductor quantum dots are a great choice for a bright and pure
source,[17–21] their operation is limited to cryogenic temperatures.
For wide deployment and practical implementation of QKD
in real-world settings, compact, room temperature, sources are
required.[22–25] Among the various solid-state materials, single-
photon sources in hexagonal boron nitride (hBN) are consid-
ered a prime candidate for QKD owing to the material’s favor-
able physical and optical properties [26]. In particular, properties
such as a high single-photon purity, and high-brightness oper-
ating in ambient conditions give a competitive advantage over
other sources,[27] and a demonstration of the B92 QKD protocol
has already been reported in Ref. [22] with a sifted key rate of 238
bit/s (similar to our raw key and bounded raw key rates below)
and quantum bit error rates (QBERs) of 8.95%.
After having demonstrated the in-principle usability of hBN

SPSs for QKD in Ref. [27], in this work, we include a full imple-
mentation of a free-space, discrete-level QKD system using an
integrated SPS in hBN. We implement the BB84 protocol,
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Figure 1. a) Schematic diagramof the single-photon source. DM, dichroicmirror. b) Schematic diagramof theQKD setup. EOM, electro-opticmodulator;
LP, linear polariser; APD, avalanche photodiode; PBS, polarizing beam splitter; HWP, half-wave plate. c) The optical components of the transmitter (Alice)
and the receiver (Bob).

demonstrating the sending, receiving, and encryp-
tion/decryption process of an image from one device to another.
We perform all security protocols, including privacy amplifica-
tion, to demonstrate the most reliable QKD realized with SPSs
to date.

2. Results and Discussion

The optical apparatus used to perform the measurements as a
whole can be split into two main systems; the source to generate
the single photons, and the QKD apparatus to perform the key
distribution measurements. The hBN single photon sources are
the primary source of photons for the QKD system. The sources
are integrated with a solid immersion lens and packaged into a
compact, portable device as described previously[27] and shown
schematically in Figure 1a. For theQKDexperiments, the sources
are excited using a 515 nm pulsed laser (PicoQuant PDL-800D),
and the collection is coupled via single mode optical fiber to the
QKD sender (Alice).
The QKD-side setup is shown in Figure 1b. The management

and distribution of keys are performed by elements that mod-
ulate and/or measure the polarization of the photons. The ele-
ments lie in a transmitter and receiver, termed Alice, and Bob, re-
spectively, that are separated by tens of centimetres in free space.
The signal from the source is sent to the Alice, first. Alice con-
sists of a half-wave plate (FBR-AH1, Thorlabs), linear polarizer
(FBRP, Thorlabs), and an electro-optic modulator (EOM) (EO-
AM-NR-C1, Thorlabs). The half-wave plate and linear polarizer
are used to align and filter vertically polarized photons, respec-
tively, minimizing losses as they enter the EOM - a requirement
for its function. The EOM is driven by a digital-to-analogue con-

verter (DAC) (EVAL-AD5754REBZ, Analog Devices), multiplexer
(MUX36D04EVM-PDK, Texas Instruments), and a high voltage
amplifier (HVA 200, Thorlabs), supplying the four voltages (two
voltages in Bob’s case) to the EOMs to induce the desired polar-
ization states. Bob consists of an EOM, polarizing beam split-
ter (PBS052, Thorlabs), and two avalanche photodiodes (APD,
SPCMAQRH-12-FC, Excelitas).
We start by choosing the most appropriate hBN SPSs – in par-

ticular, those with a high single-photon purity. Figure 2a shows
the spectrum of the hBN SPS used in all QKD runs reported
here. This SPS has a characteristic sharp zero-photon line (ZPL)
at 645 nm (see Figure 2a), with an intrinsic linear polarization
of 95.6%. The emission was then bandpass filtered (Semrock,
650 ± 13 nm) to select only photons from around the ZPL for the
QKD experiment. The bandpass filtering was crucial in overcom-
ing thewavelength dependence of the EOMand ensuring that the
single-photon purity remains as low as possible, with Figure 2b
showing the second-order autocorrelation function g(2)(0) = 0.08.
From the g(2)(t) measurement, we can also extract the radiative
emission time of 𝜏 = 3.87 ns.
Additionally, the count rate wasmeasured as a function of aver-

age pulsed excitation power at a pulse repetition rate of 40 MHz,
as shown in Figure 2c. By fitting the curve to I = ISat[P∕(P + PSat)],
we find the SPS to saturate at a power of PSat = 217 𝜇W, with
a count rate of ISat = 5.08 × 105 cts/s as out-coupled from the
single-mode fibre. From this, the calculation of the source-side
total setup efficiency can be quantified with a mean photon num-
ber per pulse of 𝜇 = 0.012. This value was not corrected and in-
cludes contributions from single-photon emitter collection, op-
tical losses, and detector efficiency - giving a realistic character-
ization of the entire system. The number of photons per pulse
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Figure 2. Optical characteristics of the hBN SPS as measured through the SIL. a) Spectrum of the SPS used for QKD, showing a sharp ZPL at 645 nm. b)
Pulsed second-order autocorrelation function of the QKD SPS at 10MHz, showing a g(2)(0) = 0.08. The background in thismeasurement originates from
the dark counts of our detectors. c) Power-dependent saturation measurements showing count rate as a function of pulsed excitation power at 40 MHz
repetition rate. d) Pulsed second-order autocorrelation measurements of three characteristic SIL-integrated hBN SPSs, showing typical single-photon
purity. All measurements were performed at 10 MHz repetition rate.

can be substantially improved by optimizing the collection fur-
ther, employing different designs.[28,29] Our experimental setup
enables rapid characterization and swapping of other sources,
and we show examples of three other suitable sources with low
g(2)(0) values in Figure 2d.
Having characterized and established the source of single pho-

tons, the testbed for theQKD systemwas then initiated. Figure 3a
shows the operation sequence of the QKD process. The process
starts with Alice generating a sequence of random integer num-
bers, each of which is 0, 1, 2, or 3, while Bob generates a sequence
of random numbers between 0 and 1 [30]. Alice’s numbers are
used to encode the measurement bases and bit values onto the
photons, while Bob’s numbers are used to select the measure-
ment bases for the measurements.
More specifically, Alice’s numbers map to one of four polar-

ization states imparted to the photons, horizontal (H,↔), vertical
(V,↕), right-handed circular (R,↻), or left-handed circular (L,↺).
For each laser pulse cycle, at a rate of 500 kHz, Alice’s randomly
generated number switches a multiplexer to select a specific one
of four channels from the digital-to-analogue converter (DAC) to
apply a predetermined voltage to the EOM and, as such, encodes
the desired polarization state onto the photon.
Bob uses a corresponding setup to randomly select a basis,

H/V or R/L, and measure the photon to obtain one of four out-

comes. Bob’s EOM either leaves the incoming photon in its po-
larization base or interchanges linear and circular polarization.
The PBS (polarizing beam splitter) then separates linearly polar-
ized photons with certainty to be detected at one of two detec-
tors, whereas circularly polarized photons are unpredictably reg-
istered at either one of the two detectors. Bob’s APDs are gated
to the laser pulse with a gating time of 40 ns, and only the detec-
tion event of a single photon by one of the APDs per time bin is
considered a valid bit and stored to the computer.
After revealing their bases used, Alice and Bob “sift” their

events, discarding those that have mismatched bases. By defin-
ing H and R to correspond to a bit value of “0”, and V and L to
correspond to a bit value of “1”„ respectively, Alice and Bob retain
a partially-correlated string of random bits. This string must be
processed further to obtain the ’secret key’.
The required number of bits in the partially-correlated string

must be large enough to provide a non-zero secret key rate at
the pre-assigned 𝜀-security (total failure probability),[31–33] as dis-
cussed in the appendix. After accumulating the required num-
ber of bits, the post-processing procedure is initiated, the first
component of which is parameter estimation (see Table A1 for
an overview of all parameters). After this, a next phase is com-
menced, which consists of reconciliation and privacy amplifica-
tion, after that the final secret key is generated.
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Figure 3. QKD operation sequence. a) Flowchart of the QKD process. b) Original image, c) image encrypted with Alice’s secure key, and d) the decrypted
image after decoding it using Bob’s secure key.

Table 1. Selected experimental runs with their respective parameters.

Experiment no. 1 2 3 4 5 6

Clock rate (Hz) 500,000 500,000 500,000 500,000 500,000 500,000

Photon detection rate at Bob (cts/s) 1527 1486 1375 1722 1666 1001

Raw key length (bits) 1,000,000 1,000,000 100,000 100,000 10,000 10,000

Raw key rate (bits/s) 88 96 80 100 96 56

Bounded raw key rate (bits/s) 396 432 360 450 432 252

QBER 0.07 0.06 0.08 0.05 0.03 0.08

In the QKD experiments, we transmitted blocks of one
million random bits at a clock rate of 500 kHz (limited by the
voltage amplifier and the EOM), resulting in a 2 s transmission
phase during which Bob received photons at a detection rate of
≈ 1500 cts/s. After this transmission phase, our system required
7 s for the data processing phase (dominated by the data transfer
between the FPGA board and the PC), resulting in a total of 9 s
per block of one million random bits. During the experiments
no. 1 and no. 2 (in Table 1) we repeated the transmission of these
blocks until four million valid bits were accumulated (see also
the flow chart in Figure 3a). 50% of the accumulated bits are
sacrificed during the sifting process, while another 50% of the
remaining bits are used for the quantum bit error rate (QBER)
estimation. The partially-correlated keys that exist at this phase
are referred to as the ‘raw keys’. Error correction is then initiated
to turn the partially-correlated pair of keys into identical keys.
Following this, the now correlated keys are input to the privacy
amplification process of which, approximately 1∕16th end up as
the final secret keys (see appendix for details on error correction
and privacy amplification).

We repeated the QKD measurement numerous times, accu-
mulating raw keys of lengths up to 106 bits (after sifting and
QBER estimation). Representative results for several indepen-
dent runs of different lengths are shown in Table 1, with QBER
values ranging between 3% and 8%. We attribute the variation in
QBER values to changes in the experimental conditions, such as
drifts in the gain of the high voltage amplifiers (HVA200, Thor-
labs) and background light in the room.
Our experimental set up was primarily aimed at the devel-

opment of the most reliable key in terms of 𝜀-security, not the
key rate. Hardware limitations imposed certain constraints on
us, related to the amount of quantum information that could be
transferred before classical protocols were implemented (e.g.,
TCP socket connections, memory-read functions), which led to
time delays of 7 s per million bit-transfer attempts. Of course,
such processing delays can never be set to zero in any imple-
mentation, but if we simply set all such delays to zero, we derive
what we refer to as the ’bounded raw key rate’ in Table 1. Beyond
the time delays, the three most important factors influencing
the raw key rate are i) the input pump rate; ii) capture rates from
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the photon source; and iii) losses in our optical components.
Achievable improvements in these three factors alone would
readily lead us into the ≈ 10 kHz raw key rate range.
For runs no. 1 and no. 2 (in Table 1) we also performed privacy

amplification at 𝜀-security levels of 10−10 and below, and achieved
secret key lengths of 33176 bits & 68516 bits at secret key rates of
4 (bits/s) & 6 (bits/s) or bounded secret key rates of 18 (bits/s) &
26 (bits/s), respectively. For the other runs in Table 1, finite key
effects result in zero secret key rates at a 𝜀-security level of 10−10.
Finally, to demonstrate the QKD utility, we transfer an image

in a secured way from Alice to Bob. The image of a toy car con-
sisting of 48 kbits is shown in Figure 3b. We use the key from
the QKD experiment no. 2 (see Table 1) as a one-time keypad to
encrypt the image (Figure 3c). Alice then transmits the image
to Bob classically, and Bob decrypts the image using the secure
key at his end, as shown in Figure 3d. In more detail, encryption
is achieved by performing a bitwise XOR operation between the
plain text and the key, while decryption is carried out by XOR-
ing the cipher text with the same key, resulting in the original
plain text.
A direct comparison with other reported single-photon QKD

secure key rates is not straightforward given the difference
in assumptions used (finite vs asymptotic, security equations,
etc.) and technology used across the different reported works.
Nonetheless, it may still be of value to attempt some form of key-
rate comparison.We believe the raw key rate is best in this regard
as most security assumptions have no impact on this rate.
In the prototype reported here, we found a raw key rate of 100

bits/s at 0.5 MHz clock rate. This is almost comparable to that
reported in Ref. [7] using a GaAs quantum dot (106 bits/s at 320
MHz clock rate), a factor 40× less than Ref. [23] using the NV
in diamond (3.99 kbits/s at 1 MHz clock rate), a factor 100× less
than Ref. [34] using an electrically driven InAs quantum dot (5–
17 kbits/s at 125 MHz clock rate), and a factor 270× less than
that reported in Ref. [18] using InP and InAs quantum dots (27–
35 kbit/s at 182.6 MHz clock rate). Furthermore, recent experi-
ments have performed QKD with frequency-converted quantum
dot SPSs over longer distances, achieving 1–689 kbits/s depend-
ing on fiber length at 160 MHz clock rate in Ref. [20] and 5–6
kbits/s at 72.6 MHz clock rate in Ref. [35].
We caution again, that direct comparison of rates across dif-

ferent experiments, even when just raw key rates, is not straight-
forward. Many factors, including clock rates, processor speeds,
sifting protocol used, and fractions sacrificed for error estimation
are in play. Additional issues are raised when secure key rates are
to be compared.

3. Conclusion

We report a functional, free-space, room-temperature QKD pro-
totype with high-purity hBN SPSs. We implement a complete
BB84 protocol, including privacy amplification and QBER cor-
rections, at a security level (total failure probability) of 10−10. As
discussed further in the appendix, although our rates are lower
relative to others seen in the literature,[23,34,36] straightforward
comparison of the many published results should be done with
caution as many different assumptions and security settings can
be in place. In addition, our clock rate operates at 500 kHz,

compared to other experiments that trigger at a few MHz rates,
or faster.
Furthermore, we have included all possible assumptions in

our derivation of security in the finite key limit.We have assumed
the photons from our source contain no significant vacuum con-
tributions, and therefore the issues raised in Refs. [37, 38] are
neglected. We believe our experimental secret key rates currently
represent the most reliable in terms of security for the type of
photon source used. Increasing the rate at a given security level,
can be achieved via various improvements in the system – includ-
ing an increased photon collection rate from the SPS, increased
speed in the electronics, and increased computational power for
the classical reconciliation. For instance, one key limitation origi-
nates from the high voltage amplifiers needed to drive the EOMs,
which can be improved using alternative hardware. Using dif-
ferent field-programmable gate array (FPGA) hardware and data
transfer protocols, can also further increase the rates.
All in all, our source has a robust performance at room temper-

ature, with high brightness exceeding 4 × 105 photons/s under
pulsed excitation and operation under ambient conditions that
promises a straightforward employment in the field. Our work
paves the way for scalable implementation of QKD systems and
holds great promise for using triggered room temperature SPSs
based on hBN.

Appendix A: Parameters

Table A1.

Table A1. Summary table of the experimental parameters required for cal-
culating the secret key rate.

Parameter Value Comment

𝜀-security level, 𝜀 10−10 Security requirement set by the user.

Error correction
factor, fec

1.1 Derived from the efficiency of the error
correction scheme (relief propagation
protocol).

Detector efficiency, 𝜂 0.65 From Excelitas SPCM-AQRH Family
datasheet.

Multi-photon
probability, 𝜇

0.08 Measured via a pulsed second-order
autocorrelation measurement (Figure 2c).

Photon detection
prob., pdet

0.0015 Calculated from photon count rate and pulse
rate.

Multi-photon prob.,
Pm

2.3 ⋅ 10−5 Calculated from multi-photon count rate and
pulse rate.

Multi-photon
correction term, A

0.985 Calculated from 1 − c∕m, where c is the
number of double-photon events, and m is
the number of single-photon events.

Photon detection
rate (cts/s)

1000 − 1700 Measured with Bob’s APDs during the QKD
experiment.

Raw key rate (bits/s) 88 − 100 Calculated from raw key length and
experiment duration.

Bounded raw key
rate (bits/s)

396 − 450 Calculated from raw key length and exp.
duration without processing time.

Quantum bit error
rate (QBER)

0.03 − 0.08 Determined from comparing Alice’s and
Bob’s keys after sifting.

Binary
Shannon-entropy,
H

0.402 Calculated from
H(x) = −x log2(x) − (1 − x) log2(1 − x),
where x = QBER.
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Appendix B: Reconciliation

Reconciliation is a classical post-processing step that corrects the dis-
crepancies between Alice and Bob’s bit strings. Let us assume the esti-
mated QBER, Q, is already achieved (via the prior sacrifice of m bits) and
that Alice and Bob start reconciliation with two bit strings (the raw keys),
KA and KB, each of length n bits. The common treatment is to break KA
and KB into shorter sub-blocks and then reconcile them in parallel.[39] Ap-
plying this treatment to our experiments, the procedure of reconciliation
is as follows:

• Step 1: Partition. Alice breaks her KA into multiple sub-blocks and the
size of each sub-block is set to nblock (nblock ≤ n). Bob does the same
to his KB. Then, Alice and Bob will apply Step 2 and 3 to each of their
sub-blocks. In our experiments we set nblock = 104, and note that amax-
imum of eight sub-blocks can be simultaneously reconciled due to the
limited number of threads available at Alice.

• Step 2: Syndrome Calculation. Bob applies an LDPC matrix, H, to
his sub-block and obtains syndrome bits. Then, Bob sends the syn-
drome bits, SB (of length sB), to Alice via classical communications.
We adopted an LDPC code designed to maximize its decoding thresh-
old at a code rate, Rc = 0.5. [Note, the decoding threshold of a given
LDPC code is the maximal bit error rate so that a belief-propagation
decoder is guaranteed to correct all the errors in an LDPC block[40] - it
can be maximized by using Density Evolution.[40]] The degree distribu-
tion polynomials of the adopted code can be found in Table I of [41].
The matrix H (with nblock(1 − Rc) rows and nblock columns) was con-
structed by the Progressive Edge Growth (PEG) algorithm[42] based on
the above mentioned polynomials.

• Step 3: Decoding. Alice uses Bob’s syndrome bits, her sub-block, Q,
and H as inputs to her LDPC decoder to correct all the discrepancies
between Alice and Bob’s sub-block. The LDPC decoder used is a serial-
scheduled belief propagation decoder[43] implemented in C++.

• Step 4: Reorganising. After all the sub-blocks are reconciled, Alice reor-
ganises all her sub-blocks into a single bit string (the reconciled key),
K̂A, again of length n (similarly Bob to get K̂B).

Alice and Bob then proceed to privacy amplification to generate two
identical and secure keys for cryptography purposes. Let us define the ra-
tio, r = sfinal∕n, where sfinal is the final key length required to achieve a set
security level. To determine r we consider the security analysis in the finite-
key length regime in Refs. [31–33, 44]. Let us further define 𝜀-security as the
total failure probability, 𝜀, of the protocol. Specifically, 𝜀 = �̃� + 𝜀PA + 𝜀EC +
𝜀PE, where �̃� is the smoothing parameter for the smooth min-entropy cal-
culation, 𝜀PA is the failure probability of privacy amplification, and 𝜀EC is
the failure probability of error correction. The probability 𝜀PE is somewhat
more involved.[31,32,45] Consider the key, KN

B , held by Bob (similar to KB
but including the m states that are to be sacrificed, i.e., N = n +m), and
the key, EN, held by the eavesdropper. Defining the combined quantum
state held by Bob and the eavesdropper as 𝜌KNB EN = (𝜎KE)

⊗N, where K and

E represent individual components of KN
B and EN, respectively, then 𝜎 is

contained in the set Γ𝜉 defined by {𝜎 : ||𝜆m − 𝜆∞(𝜎)|| ≤ 𝜉} , except with
probability 𝜀PE. Here, 𝜆m are the statistics derived from measurements
on m samples of 𝜎; 𝜆∞(𝜎) is the probability distribution defined by the

measurements on 𝜎; and 𝜉 = 1
2

√
2 log2(

1
𝜀PE

)+d log2(m+1)

m
, where d = 2 is set

due to the positive operator valued measure with two outcomes. These
expressions are used to form an upper limit, Qu, to Q that is used in de-
termining the final key length. In many QKD variants this takes the simple
formQu = Q + 𝜉. Inmore simpler terms, we can set an upper limit to what
we think the true QBER, Q̂, is and then determine the probability that this
upper bound does not encompass Q̂. For our protocol implementation,
we use a similar analysis to [32] but with equal probability for each basis
usage. Parameter estimation from individual bases was investigated, but
in our experiments the QBER from each basis was found to be the same.
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Figure B1. The ratio of key lengths, r, versus the raw key length, n, for
different security levels and different Q values. Here, the number of bits
used for parameter estimation, m, is set at m = n.

All of the above discussion leads us to a relation for r given by [27,44,46]

r =
sfinal
n

= A
(
1 − h

(
Qu

A

))
− (1 − Rc) − Δ(n) (B1)

where A = pdet−Pm
pdet

, is the correction term due to the multi-photon emis-

sion at the single-photon source. In this latter relation, pdet is the probabil-
ity of detecting at least one photon, Pm is the probability of multi-photon
emission at the source. We obtain a determination of A from a direct mea-
surement of the ratio of Pm∕pdet = 0.015, leading to A = 0.985.

In Equation (B1), h(x) = −x log2 x − (1 − x) log2(1 − x) is the binary en-
tropy function, and Δ(n) is an additional penalty term given by

Δ(n) =
7n

√
1
n
log2

2
�̃�
+ 2 log2

1
𝜀PA

+ log2
2

𝜀EC

n
(B2)

We use the term (1 − Rc) to compute the fraction of information leak-
age during reconciliation instead of the commonly used term fEh(Q),
where fE is the reconciliation efficiency. Noting that only the syndrome
bits are disclosed during reconciliation, this efficiency can be written[47]

fE = sB
nh(Q)

= 1−Rc
h(Q)

, since n−sB
n

= Rc holds for a given LDPC matrix.

In the main text we investigated the achievable r with respect to 𝜀 =
10−10 with the results reflected in the main text. In all our reported secret
key rates, we have setm = n = 106 to ensure a non-zero secret key rate at
our required security level.

We note that our achievable r is a lower bound and can be further im-
proved by optimizing some of the parameters (e.g., �̃�) under defined con-
straints on the probabilities. Such optimization was not carried out in our
results. We have fixed �̃� = 𝜀PA = 𝜀EC = 𝜀PE = 𝜀

4
. Typical examples of r as a

function of n are shown in Figure B1.
Although an emphasis was put on the inclusion of all known effects im-

pacting the derived security level, we do remind the reader that all BB84
implementations come with a host of assumptions on the anticipated be-
havior of devices, including the lack of side-channel attacks. That is, BB84
security is device-dependent. The ultimate QKD security, achievable via
device-independent QKD, requires entangled photon sources and mea-
surements of Bell violations.

We close by outlining how our privacy amplification is actually imple-
mented.

Adv. Quantum Technol. 2023, 6, 2300038 2300038 (6 of 8) © 2023 The Authors. Advanced Quantum Technologies published by Wiley-VCH GmbH
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• Step 1: Calculating r. Alice uses Equations B1 and B2 to obtain r based
on Q, 𝜀, �̃�, 𝜀PA, 𝜀EC, 𝜀PE, n, and m.

• Step 2: Creating the hash function. Following the procedure described
in Section II.E of [48], Alice creates a Toeplitz matrix, T, with n columns
and ⌊rn⌋ rows, where ⌊⋅⌋ is the floor operation. Alice sends T to Bob.

• Step 3: Secure hashing. Alice and Bob apply T to K̂A and KB, respec-
tively, and obtain two identical and secure key strings for cryptography
purposes. [At some points, an a priori secret key will be consumed
by Alice and Bob for authentication before the use of any key to en-
crypt/decrypt classical messages - we assume that such authentication
is completed successfully.] A final check (hash) is taken on some small
part of the keys to check the keys are identical - if they are not the pro-
tocol is aborted.
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