Computers & Security 133 (2023) 103412

Computers
& Security

Contents lists available at ScienceDirect

Computers & Security

o %

ELSEVIER

journal homepage: www.elsevier.com/locate/cose

Check for

Zero trust cybersecurity: Critical success factors and A maturity | e
assessment framework

William Yeoh ™", Marina Liu®“"", Malcolm Shore °, Frank Jiang “”

2 Deakin University, Centre for Cyber Resilience and Trust (CREST), Geelong, Victoria, Australia
Y Department of Information Systems and Business Analytics, Deakin University, Geelong, Victoria, Australia
€ School of Information Technology, Deakin University, Geelong, Victoria, Australia

ARTICLE INFO ABSTRACT

Keywords:

Zero trust

Critical success factors
Maturity assessment
Delphi method
Cybersecurity

Zero trust cybersecurity is beginning to replace traditional perimeter-based security strategies and is being
adopted by organizations across a wide range of industries. However, the implementation of zero trust is a
complex undertaking, different from traditional perimeter-based security, and requires a fresh approach in terms
of its management. As such, a clear set of critical success factors (CSFs) will help organizations to better plan,
assess, and manage their zero trust cybersecurity. In response, we investigated the CSFs for implementing zero
trust cybersecurity by conducting a three-round Delphi study to obtain the consensus from a panel of 12
cybersecurity experts. We built a multi-dimensional CSFs framework that comprises eight dimensions, namely
identity, endpoint, application and workload, data, network, infrastructure, visibility and analytics, and auto-
mation and orchestration. Based on the CSFs, we developed a maturity assessment framework enabling orga-
nizations to evaluate their zero trust maturity. This paper contributes to a theoretical understanding of how to
deploy zero trust from multiple dimensions and offers a viable guidance framework for organizations from a
practical perspective. This paper is useful for organizational stakeholders who are in the process of planning,

reviewing, or implementing zero trust cybersecurity.

1. Introduction

Recently zero trust has become the top security priority across in-
dustries (Golden et al., 2021). Zero trust is a cybersecurity strategy that
shifts from a location-centric to a more data-centric approach for better
security controls between users, systems, data and assets that may
change over time (CISA, 2021). National Institute of Standards and
Technology (2020) defines zero trust as a security model and a coordi-
nated cybersecurity and system management strategy acknowledging
that threats exist both inside and outside network boundaries. Zero trust
suggests organizations should not trust anything inside or outside their
perimeters and instead must verify anything and everything before
granting access (Kerman et al., 2020). Zero trust offers numerous ben-
efits, such as streamlined security stack, reduced operational overhead,
more efficient and flexible onboarding of employees and vendors
(Golden et al., 2021).

According to a survey conducted by Microsoft Security (2021),
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almost all security professionals believe zero trust cybersecurity is
pivotal to their organization’s success due to strengthened overall se-
curity posture and improved user experience. Over the past few years,
COVID-19 has accelerated the shift to a hybrid workplace, which has
also driven increased adoption of the zero trust (Jakkal, 2021). Zero
trust promises to protect data, even when employees access them offsite
on their personal devices. Moreover, in view of the anticipated growth of
5 G, cloud computing, artificial intelligence and IoT that results in more
data, connected nodes, and expanded attack surfaces, zero trust cyber-
security is even more critical to the cloud- and the mobile-centric world
of today’s organizations.

Zero trust differs significantly from traditional perimeter-focused
security that automatically trusts internal users, it considers the orga-
nizational IT network as untrusted to the same degree as the Internet
(Campbell, 2020). Zero trust represents a philosophical shift in how
security is managed (Golden et al., 2021). The implementation of zero
trust is a complex undertaking, involving multiple dimensions.

Received 14 June 2023; Received in revised form 6 July 2023; Accepted 26 July 2023

Available online 27 July 2023

0167-4048/© 2023 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-

nc-nd/4.0/).


mailto:liumengyin@deakin.edu.au
www.sciencedirect.com/science/journal/01674048
https://www.elsevier.com/locate/cose
https://doi.org/10.1016/j.cose.2023.103412
https://doi.org/10.1016/j.cose.2023.103412
https://doi.org/10.1016/j.cose.2023.103412
http://crossmark.crossref.org/dialog/?doi=10.1016/j.cose.2023.103412&domain=pdf
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/

W. Yeoh et al.

Table 1
Benefits of Implementing Zero Trust.

Benefit Source

Enable the modern workplace and digital
business transformation by reducing
friction and providing secure and flexible
access

Reduce security costs sustainably as IT
complexity is minimized

(Cunningham et al., 2019) (
Deloitte, 2021)

(Cunningham et al., 2019) (
Deloitte, 2021) (Adahman et al.,
2022)

(Bennett et al., 2017) (
Cunningham et al., 2019)

Prevent malware propagation and lateral
movement due to the creation of micro
perimeters and more granular network
rules

Mitigate the damage of data breaches with
more visibility into the network

Enhance data awareness and insight because
zero trust supports data privacy initiatives
and it requires an accurate inventory and
classification of sensitive data

Narrow the scope of corporate compliance
initiatives owing to network segmentation

(Cunningham et al., 2019) (
Adahman et al., 2022)
(Cunningham et al., 2019)

(Cunningham et al., 2019)

However, security leaders and professionals have little strategic guid-
ance where to start implementing it, or they are concerned about the
shift in the principles of strategy and architecture required by zero trust
(Turner et al., 2021). Boards need to know what knowledge and com-
petencies are necessary to translate knowledge into action (Bobbert and
Scheerder, 2020). Hence proper guidance for implementation of zero
trust cybersecurity is important.

Yet the extant literature indicates little academic research on the
critical success factors (CSFs) and maturity aspect of zero trust cyber-
security. The existing traditional security CSFs are not applicable to the
contemporary zero trust cybersecurity (Yeoh et al., 2021). Accordingly,
this paper aims to identify the CSFs for implementing zero trust to bridge
the research gap that exists between academic researchers and practi-
tioners that enables organizations to better strategize, plan, assess, and
manage their zero trust cybersecurity. We used the Delphi method to
identify CSFs for implementing zero trust by conducting three rounds of
opinion gathering and reaching a consensus with a panel of cyberse-
curity experts. Drawing on the findings of CSFs, we further developed an
operationalizable maturity assessment framework enabling organiza-
tions to systematically evaluate their zero trust cybersecurity maturity.

In the next section, we outline the background prior to presenting the
research methodology in Section 3. Section 4 presents the CSF findings.
Section 5 introduces a comprehensive zero trust maturity assessment
framework designed for assessing an organization’s zero trust maturity
level. In Section 6, the implications for theory and practice and future
research are highlighted, followed by the conclusion in Section 7.

2. Background
2.1. Zero trust cybersecurity

The term “zero trust” was popularized by Kindervag in 2010. The
main concept behind zero trust is “never trust, always verify” which
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means that devices or users should not be trusted by default (Golden
et al., 2021; Kerman et al., 2020). From the early stages of IT infra-
structure, organizations have utilized firewalls as a tool to secure their
intranets. As the variety of mobile devices has proliferated and the use of
cloud-based services continues to increase, more attack vectors have
surfaced, and perimeter security has become increasingly difficult to
enforce. At one time most organizations thought of the intranet as a
secure place to expose enterprise applications, but now it seems clear
that this is problematic.

The perimeter no longer represents just the physical location of the
organization, and the inside of the perimeter is no longer seen as a secure
environment for corporate devices and applications and personal elec-
tronic devices, making the drawbacks of the traditional model of
enforcing perimeter security increasingly apparent. Once the perimeter
is successfully compromised by an illegal party, they can easily access
the organization’s privileged intranet (Ward and Beyer, 2014). There-
fore, enterprises rethink the traditional network security perimeter and
view the intranet as being as risky as the public network, and then
deploy network security measures on that premise. In response to the
vanishing perimeter, a zero trust strategy has been proposed that focuses
on protecting resources rather than the network perimeter, while
network location is no longer considered a major component of the
resource security posture (Kerman et al., 2020). Zero trust has advan-
tages over traditional cybersecurity strategies (Buck et al., 2021), as
outlined in Table 1.

2.2. Zero trust dimension

As summarized in Table 2, several industry players, i.e., Forrester,
Netskope, Microsoft, Cybersecurity and Infrastructure Security Agency
(CISA) and American Council for Technology-Industry Advisory Council
(ACT-IAC) put forward their respective zero trust models and corre-
sponding dimensions. However, their models are not based on rigorous
and systematic research, nor there is data or evidence to support the
models. Nonetheless, these works serve as a foundation for further study
into the CSFs for implementing zero trust.

Drawing on these practitioners’ literature, we build a comprehensive
CSF framework for zero trust implementation. Fig. 1 illustrates our
overarching multi-dimensional CSF framework that comprises all crit-
ical dimensions: identities, endpoint, application and workload, data,
networks, infrastructure, visibility and analytics, automation and
orchestration. Each dimension also includes general details about the
governance (CISA, 2021). Each dimension comprises a number of CSFs
that is measurable for its maturity level on a scale of 0 to 5 with 5 as the
highest level.

3. Research methodology

A Delphi approach was used in this study. This method achieves
expert consensus and avoids situations where a single expert leads to
bias (Okoli and Pawlowski, 2004), while anonymity encourages crea-
tivity amongst participants. As the exploration of zero trust is still in its
infancy, there is a need for cutting-edge and worthwhile insights from
pioneering experts with extensive experience and influence in industry

Table 2

Matrix Table of Zero Trust Dimensions.
Dimension Identity/ Data Network Endpoint/ Device Application Workload Infrastructure Visibility & Analytics Automation
Organization People &

Orchestration

Forrester X X X X X X X
Netskope X X X X X X X
Microsoft X X X X X X
CISA X X X X X X X X
ACT-IAC X X X X X X
This paper X X X X X X X X X
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Zero Trust Cybersecurity Dimensions

Identity
5
Automation & 4 Endpoint
Orchestration 3 P
2
1
Visibility & Analytics 0 Application & Workload
Infrastructure Data
Network

Fig. 1. High-Level CSF Framework Across 8 Dimensions.

Table 3
Expert Profile.
Expert Position Industry
1 Cyber security and risk director Higher education
2 Chief information security officer Information Technology
3 Chief cybersecurity advisor Information Technology
4 Chief information security officer Insurance
5 Head of cyber strategy and architecture Insurance
6 IT and information security manager Retail
7 Chief information security officer Insurance
8 Head of information security Retail
9 Digital security and assurance manager Insurance
10 Cyber security operations manager Higher education
11 Managing Director Information Management
12 Head of Cyber Security Consumer Services

to guide zero trust implementation. Experts are individuals who have an
“institutionalized authority to construct reality” (Meuser and Nagel,
2009). Accordingly, experts in this study consist of individuals who are
chief information security officers (CISOs) or equivalent who oversee
the cybersecurity of the organization (Bogner and Menz, 2009). Ac-
cording to Egfjord and Sund (2020), the recommended panel size for a
Delphi study is between 10 and 15 participants. Thus, we chose a me-
dian value of 12. We adopted the snowball sampling (or chain-referral
sampling) method to identify experts for this research (Creswell and
Creswell, 2018). The process started with background research on
speakers from leading cybersecurity conferences, followed by a review
of their LinkedIn profiles. It continued thereafter with their referrals
until we reached 12 experts. The selection criteria we applied were: 1)
working as a CISO or equivalent individual responsible for overseeing
the organization’s cybersecurity; 2) possessing substantial experience
(more than 10 years) in the cybersecurity field, including direct
involvement in the guidance or implementation of zero trust strategies;
3) gaining industry recognition, for example, giving presentations on
zero trust at cybersecurity conferences, or authoring reputable publi-
cations about zero trust. To get broader perspectives, we specifically
selected experts from different industries, including insurance, retail, IT
service, consultancy, home appliance supplier, university, and govern-
ment agency. All experts of this study are experienced security pro-
fessionals. The annual revenue for the respective experts’ organization is
at least USD$1 billion. Table 3 depicts the expert’s profile.

Based on an extensive literature review, open-ended interview
questions were designed. The first round of expert opinion collection
was conducted through semi-structured interviews. It allows the

interviews to focus on a particular topic while giving the interviewees
room for autonomy to explore other valuable ideas related to the subject
that may emerge from their interviews (Adeoye-Olatunde and Olenik,
2021). Given the COVID-19 pandemic, online interviews with cyberse-
curity practitioners were held at scheduled times and ranged from 50
min to 70 min. All interview sessions were recorded and then tran-
scribed. All transcripts are sent to the experts to check their accuracy.
Following Braun and Clarke (2019)’s approach, the thematic analysis
method was applied to analyse the qualitative data collected from the
semi-structured interviews. A spreadsheet was used to facilitate the data
analysis and coding process. The categorized themes and their sub-
categories form an initial list of candidate CSFs.

In the second round, the list generated in the first round was
distributed to the individual experts by email. A 5-point Likert scale (1
being completely not critical and 5 being extremely critical) was used to
rate the significance of the candidate CSFs (Yeoh and Koronios, 2010).
According to Hasson et al. (2000), central tendencies and dispersion
levels should be calculated to reflect the information collected. There-
fore, we calculated the mean, median, mode, and standard deviation of
the data collected in the second round. We also modified the existing list
based on the feedback gathered from the experts in this round.

In the third round, experts repeated the steps of the second round to
reassess the critical success factors for which there was no consensus in
the second round. Only critical success factors with a standard deviation
of 1.0 or less and a mean of 3.5 or higher were included in the final list to
ensure that the experts reached a consensus on the final list of CSFs. The
results of the second and third rounds are available at shorturl.at/cpyLR
or in Supplementary Material 1. Finally, a total of 43 CSFs in 8 di-
mensions were confirmed and validated by the expert panel. The details
of the CSFs are discussed below.

4. Critical success factors

In view of the large set of CSFs, this section presents the key findings
regarding CSFs for implementing zero trust in organizations. Appendix A
presents the list of 43 CSFs within their respective dimensions. The 8
critical dimensions are identity, endpoint, application and workload,
data, network, infrastructure, visibility and analytics, and automation
and orchestration. The discussion of the key findings is presented by
dimension as follows.

4.1. Identities dimension

Identities are defined as the common dominator across networks,
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endpoints, and applications, such as people, services, or IoT devices.
When an identity attempts to access a resource, the organization needs
to verify that the identity’s access is compatible, following the principles
of least privilege access (Microsoft, 2021b). Each identity needs to be
assured that it has access to the resources within its privileges at the time
it is allowed. The policy engine ultimately decides whether an identity is
granted access, which is a core element of zero trust.

Perform multifactor authentication. All experts agreed that to
authenticate a user’s identity, multifactor authentication (MFA) should
be used. Multifactor authentication protects the applications by asking
users to verify their identity with a second source of validation before
access is permitted, such as a phone or a token. One interviewee stated,
“This meant that we need to do a lot more when it comes to identity, things
like multifactor authentication, things like contextual authorization, where
we consider the time of the day and the geolocation of where authentication is
coming from.”

This view was supported by another expert, “I think from an identity
perspective in terms of the controls that you implement around securing the
identity, for me, without a doubt, multifactor authentication is probably
number one.”

Implement single sign-on (Ferretti et al., 2021). To better facilitate
MFA (Sciarretta et al., 2020), the expert panel advocated to implement
single sign-on (SSO). SSO not only improves security by eliminating the
need to maintain numerous credentials for the same person, but it also
improves the user experience by reducing the number of sign-in
prompts. One expert summed up that the importance of bundling SSO
and MFA: “This is one of the ways actually having a single sign-on in place
allowed us to roll out multifactor authentication quickly. If we don’t have a
single sign-on, this means that we need to fit the multifactor authentication
technology into every single application. While having a single sign-on that
sits in front of all the applications that we are using means that we only need
to fit multifactor authentication to the single sign-on option. And then basi-
cally this opens the gate to more granular control about safety specific ap-
plications. But it makes the implementation of multifactor authentication,
which is a very important control in establishing a better identity protection
capability.” Thus, SSO and MFA should be prioritised and implemented
at the same time to achieve zero trust.

4.2. Endpoints / devices dimension

Devices refer to various hardware assets that access data on the
Internet, such as smartphones, IoT devices, laptops, bring your own
device (BYOD), partner-managed devices, and cloud-hosted servers.
Their diversity provides a huge surface area for illicit cyber actors to
attack. Organisations should inventory devices (Adahman et al., 2022)
and ensure a baseline of device security protection and visibility of the
devices themselves (CISA, 2021).

Register devices with identity providers. To monitor security and
risk across multiple endpoints used by anyone, the experts believed that
visibility in all devices and access points that may be accessing your
resources is critical. One interviewee elaborated, “It’s critical because
ultimately with zero trust, when you actually have that sort of access, the
perfect world would be that your devices are trusted, you can access from
anywhere, you trust your users that are also connecting as well.”

Establish endpoint detection and response (EDR) mechanisms.
Experts asserted that organizations should enforce proactive threat
detection for endpoints and promptly activate device response mecha-
nisms to block cyber threats and generate alerts. As explained by one
interviewee, “You want to have the right level of detection and response for
your endpoints, and you want to be able to protect those endpoints and those
devices, regardless of where they're connecting from.”

Another interviewee also consented to this by saying, “You should be
doing that for your corporate assets. You should be doing it for BYOD. And if
you're doing it for both of them to a level that says, hang on a sec, if I need
more assurance that he is allowed access to this information, you should be
raising your levels of assurance regardless of the endpoint.”
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4.3. Applications & workload dimension

Applications and workloads in this context consist of computer
programs, systems, and services (whether executed on-premises or in the
cloud). Organizations have appropriate policies in place to ensure the
protection and management of applications and workloads, and to
enable a secure application delivery (CISA, 2021).

Enforce adaptive and policy-based access control for applica-
tions. As remote work becomes more accepted for most, adaptive access
policies should be applied to the application as well. Enterprises are
supposed to make access control decisions based on risk appetite
through policy engines, such as allowing access and limiting access. One
expert remarked, “It kind of all comes back to access as well, right, because
you need your applications to be secure and have the right level of access and
people have the right. So, verifying the people that are accessing those ap-
plications have the rights to access it. And I have the right level of privilege as
well. So it’s all sort of in and part of that whole strategy. And obviously from
an application development perspective, you want to be securely developing
your apps in the perfect world. As part of your software development lifecycle,
you're securely embedding security as you develop it so your developers know
what they need to adhere to make secure applications.”

Another interviewee from the higher education industry provided an
example of this, “If a student is on the network, they will not be able to
actually see all the applications that are on the network. They won'’t see them
or even try to access them. So that’s an element of at least need to know, sort
of access control or at least privileged access.

Monitor and block unauthorized access to applications. One
expert pointed out, “There is access control within the application as well.
And the final bit of the access control when it comes to applications is the
monitoring of user transactions. So, there’s an element of zero trust that
comes after the fact in my view. Where can you report and monitor what
someone has done on the system? In my view, this fits under the zero trust
model and without monitoring, you can’t provide an assurance that your zero
trust model is working.”

4.4. Infrastructure dimension

Infrastructure can be described as the hardware, software (open
source, first-and third-party), microservices (functions, APIs),
networking infrastructure, facilities and so forth necessary to develop,
test, deliver, monitor, or support IT services, whether local or multi-
cloud (Microsoft, 2021a). As infrastructure becomes a critical threat
vector, enterprises need to develop comprehensive capabilities to secure
it (Microsoft, 2021b).

Manage privileged access. The expert panel stated firmly that
managing privileged access is a key step to protect the organizations’
critical infrastructure in the zero trust journey. Speaking to this point, an
interviewee emphasized that, “You're essentially ensuring that you're
providing the level of trust and security needed to access your infrastructure,
whether that’s on prem or whether that’s in the cloud. So, once you've
implemented, in a perfect world, your zero trust strategy and capability to
support that. Actually, the infrastructure, the access, the control and the se-
curity and the verification are done on the sort of the device and the user. So
that in itself means that access in the infrastructure is secure because you've
already got that authentication.”

Another expert commented on this view by comparing infrastructure
with applications, “So it’s similar to what we do with the applications which
is granular access control and also some defence.”

Develop a cloud infrastructure protection plan. Having a
comprehensive view across all cloud workloads is critical to keeping
organizational resources safe in a highly distributed environment. One
interviewee argued that “You’ve now got the concept of cloud, you got the
concept of PaaS, Saas$, Blob storage. There’s a whole load of stuff that comes
into play and making sure all that is still taken into account when you build
infrastructure and focus on zero trust. It becomes more important as well.”



W. Yeoh et al.

4.5. Data dimension

In a zero trust environment, data security is primarily concerned
with managing data, classifying data, designing data classification
schemas, and encrypting data both in transit and at rest (Cunningham,
2018). Data is often the ultimate target for attackers, so the zero trust
framework is centred on protecting data. Organizations must under-
stand where data is stored, how it is classified, who has access to it, and
monitor and control data access by using policy engines.

Implement data loss prevention (DLP). The expert panel stressed
that organizations must take measures to protect user information from
malicious or inadvertent disclosure, such as establishing data loss pre-
vention mechanisms. This is corroborated by one participant, “When it
comes to zero trust, you want to make sure that there’s no risk of data leakage
and that you're sufficiently handling that data as well. So, if people are
connecting to cloud applications, you want to make sure that you've got the
right level of security. Essentially, you need to ensure that you’ve got some
controls in place, like DLP. So again, data is a fundamental element of the
zero trust strategy.”

Govern access decisions based on sensitivity. According to in-
terviewees, the level of protective controls and enforcement is directly
proportional to the sensitivity of the data. For example, personal data
can be protected by ensuring that only authorized users can access the
data through encryption policies. One interviewee shared his views on
sensitive data, “We actually merged our entire strategy to be a data-centric
security strategy. And that did a number of really, really beneficial things. It
sets the importance of where the value is and indeed the inherent risk is for the
organization. In our world, we deal with people’s most sensitive of sensitive
information. ”

This view was echoed by another participant, who suggested that
“There are controls to protect the network. But putting controls on the
network and the infrastructure to protect the data can be ineffective in some
cases. So, the controls should be closer to the data as much as possible.”

4.6. Networks dimension

The network dimension of a zero trust implementation involves
essentially segmentation, isolation, and control of the network. It is
considered a crucial point of zero trust strategies because once an
attacker has access to the network, they have access to the whole
network. Likewise, network segmentation limits the “blast radius” of a
potential ransomware attack. Enterprises need to use advanced tech-
nology to segment, isolate and control networks to make cyber attacks as
difficult as possible (ACT-IAC, 2019). The network perimeter should be
as close as possible to the data itself, which drives down to deeper
micro-segmentation.

Segment networks. Applying software-defined perimeters with
granular controls facilitates limiting the attacker’s ability to propagate
and spread through the network, thereby greatly reducing the lateral
movement of threats and devastating assets after the initial intrusion
(Microsoft, 2021a). One interviewee shared a practical example of what
his organization has implemented, “We have technologies in place that
enable and allow isolation and segmentation of critical network areas. We
can enforce network segmentation with strong security controls such as a
next-generation firewall, virtual network infrastructure, or other
software-based approaches that strictly enforce access control.”

Encrypt all network traffic. Encrypting network traffic safeguards
confidential data in transit from attacks such as man-in-the-middle at-
tacks, eavesdropping, and session hijacking.

As supported by one of the interviewees, “When it comes to zero trust,
because especially with us all working in a distributed fashion now and
working from home, obviously there’s the sort of overhead that puts on the
VPN. And so, when you move into a zero trust architecture, you've got an
opportunity to essentially encrypt all network traffic.”

Likewise, one interview highlighted that “Basically this is based on the
fact that, how communication is encrypted from one point to it to the other,
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right? So, intercepting the communication in transit is not going to provide
anyone who intercepts communication with any value because the commu-
nication is encrypted, that it’s too hard to decrypt that traffic in line.”

4.7. Visibility & analytics dimension

Visibility and analytics refer to making all security-relevant activities
occurring in the network visible and understanding them through ana-
lytics. Enterprises leverage analytics tools (such as platforms to perform
advanced security analysis, security user behaviour analysis) to under-
stand the situation in the network in real time to intelligently defend
against and locate attackers. Data analysis of network events can help
proactively develop security measures before an actual event occurs
(ACT-IAC, 2019).

Ensure visibility and improve situational awareness (Leszczyna
etal., 2019; Naderpour et al., 2014). It was proposed by the expert panel
that visibility should be achieved by establishing a centralized platform
dedicated to investigation, monitoring, and response. An interviewee
commented, “It’s crucial. It’s absolutely vital. What I normally say to people
is you can’t manage what you can’t see. You need visibility of everything. But
the caveat is, once you have that visibility, what you 're really talking about is
drawing knowledge and insight from that information. So simply having the
information is not good enough.”

Another expert added up, “From the monitoring point of view as well,
one is from the usage point of view, so you should have the full landscape view
of what'’s going around in my environment so that I can make better decisions
for trend signals, for usage, for monitoring, for any kind of abnormalities.”

Collect threat data and analyse them across other dimensions.
Visibility and analysis are based on the other dimensions above (such as
identities, endpoints, network, and infrastructure) and it is a by-product
of them. The expert panel agreed that visibility and analysis of data help
to make effective risk-based decisions. As explained by this interviewee,
“So I would say that visibility and analytics come from all those data points
we’ve just spoken about. It doesn’t exist without those other dimensions. I
actually don’t think it’s necessarily a specific dimension. I think it’s a by-
product of those other data points that we’re looking at. We need to be
able to see those data points, bring that in, aggregate that information, make
decisions or inferences and carry out activities based on that. And of course, if
you don’t have the visibility where you need, if you have blind spots, we're
going to be making risk-based decisions on incomplete data. So, you might not
have all the data you need to make the effective decision.”

4.8. Automation & orchestration dimension

Automation and Orchestration comprise the utilization of tools and
technologies to automate and orchestrate processes across organiza-
tions. Automation and orchestration provide unrivalled capabilities for
delivering more efficient and productive security operations, for
example, the use of STIX/TAXII systems to automate the transfer and
ingestion of Indicators of Compromise (IOC) into intrusion prevention
systems. Through automation, organizations can identify and resolve
specific threats at an accelerated rate with an accuracy that is
unachievable by humans (Netskope, 2020).

Enable automated investigation and response. Automation and
scheduling enable machines to perform defined tasks according to
defined procedures, thereby increasing efficiency and saving labour. The
interviewees believed automated investigation and response mecha-
nisms should be included in zero trust implementation, which will
enhance the efficiency of the entire zero trust architecture in terms of
execution. One participant highlighted, “I think automation is essential
because with zero trust, you want to make decisions automatically rather
than manually.”

Meanwhile, another expert gave an example about this, “We have
around 100,000 devices connecting on the network on any day, sometimes
more. Actually, we were averaging 150,000 devices connected on the
network last month on a daily basis. So, imagine if this is not automated
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Internal users (employees) perform multi-factor authentication (MFA) to access all business critical

D systems/applications/platforms.

ID2 |External users (third parties) perform MFA to access business critical syst lications/platforms.

D3 Single sign-on (SSO) (e.g., Azure Active Directory (AAD), Okta, etc) is used to authenticate internal users to all
critical business systems.

|dentity D4 Single sign-on (e.g., Azure Active Directory (AAD), Okta, etc) is used to authenticate external users to all critical
business systems.
Identities are defined as the common ID5  |Have a security policy engine to grant access to resources.
dominator across , endpoil
and applications, such as people, ID6 |ldentity and access management (IAM) system integrates with privileged access management (PAM).

services, or loT d

verification.

D7 Users are granted only the minimum privileges required for their roles to access resources through continuous

ID8  |Implement role-based access control (RBAC).

ID9 |Real-time user risk and sign-in risk detections are enforced when evaluating access requests.

Fig. 2. CSF Questions for “Identity” Dimension.

Identity

Your Maturity Level

=== Maturity Average

Fig. 3. Visualisation of the Self-Assessment Result for “Identity” Dimension.

decision making, it would be impossible to assess each authentication attempt
and determine if this is allowed or not. And the same applies to automating
the technology deployment, because this ensures consistency. So, automation
also, apart from improving operational effectiveness, it also ensures consis-
tency of how we do certain things and the fact that the policy is always

applied.”

5. Zero trust maturity assessment framework

Based on the CSFs findings, we develop an operationalizable zero
trust maturity assessment framework enabling organizations to assess
their zero trust maturity level. The framework consists of two major
components: a self-assessment questionnaire (consisting of 43 questions
in 8 dimensions) and overall maturity assessment results with visual
charts (available at: shorturl.at/muKO6 or in Supplementary Material
2). For example, Fig. 2 depicts a screenshot of the questions for the
“identity” dimension. It consists of nine CSF statements in which orga-
nizational stakeholders rate the statements using the Likert scale 0 - 5 (0

= not on the roadmap to 5 = completely deployed). The result of self-
assessment questionnaire for each dimension is automatically visual-
ized in Fig. 3. After completing all 43 survey questions across the 8 major
dimensions, a zero trust maturity assessment report is automatically
generated to illustrate the results of maturity levels, as shown in Fig. 4.
Fig. 5 outlines maturity scale from O to 5 (non-existent, initial, basic,
intermediate, advanced and optimised). The framework’s user guide,
the glossary and the calculation formula are provided in Appendix B,
Appendix C and D respectively.

The proposed framework will contribute to a zero trust imple-
mentation for organizations in the following ways:

1) Clearly understand the current zero trust maturity level of the
organization.

2) Better identify the organization’s relative strengths and weaknesses
across eight dimensions and determine the focus areas for the orga-
nization’s zero trust transformation.
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Zero Trust Cybersecurity Maturity Level Report

Our framework consists of six Zero Trust maturity levels: Non-existent, Initial, Basic, Intermediate, Advanced and Optimised. According to the results of
the completed self-assessment questionnaire, your organization is currently at the Level 2.

e : Zero Trust Cybersecurity Maturity Level

- X Your Maturity Level —-—Maturity Average
Identity 237 2 3 -1
Endpoint 278 2 3 -1 Identity
0
Application & Workload 3.11 3 2 1
Automation & 3.00 » Endpoint
Data 2.86 2 4 -2 Orchestration 7 e X el
Network 237 2 3 5 70
Infrastructure 3.24 3 4 -1 / 1.00
e g | Application &
Visibility & Analytics 229 2 2 0 Visibility & Analytics y  0.00 1 F\‘:Ior Koad
Automation & ‘
Orchestration 272 2 2 g
Overall 272 2 3 -1

Infrastructure®

Network

Fig. 4. Zero Trust Maturity Assessment Report.

Companies at this level have not yet decided to include zero trust in the roadmap.

Zero Trust is on the roadmap. In this preparatory phase, organizations are deploying initial discovery and assessment activities.

At this basic level, fundamental zero trust capabilities are implemented. The strategy here is to start small and focus on strategic wins.

At the intermediate level, the capabilities are further integrated and refined. The strategy at this level is to advance zero trust through more robust identity management,
data security, and advanced threat detection and response capabilities.

At this matured level, organizations have deployed advanced controls with robust analytics and orchestration. The strategy for this level is to mature and extend Zero
Trust to advance threat intelligence, automation of the SOC, seamless access for end-users and so on.

At this level of optimization, there is an enterprise-wide, integrated, and highly automated approach to zero trust implementation and its monitoring and reporting, which is
being refined through continuous improvement.

Fig. 5. Maturity Scale.
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3) Comprehensively analyse and visualize what needs to be done to
achieve the optimal zero trust implementation.

6. Implications

This paper has several theoretical and practical implications. First,
this paper explicitly addresses the theoretical gaps related to zero trust
success. Zero trust cybersecurity has received much attention recently in
industry, but the study of CSFs for zero trust has so far been neglected.
This paper is one of the earliest to contribute towards bridging the gap
between industry and academia. We respond to an important topic in the
field of zero trust cybersecurity, that is, the contextualization and the
operationalization of zero trust success. Using a Delphi approach, we
identify and contextualize a set of multidimensional CSFs for zero trust
implementation from real-world perspectives. Our research is novel in
the sense that no prior empirical study has contextualized the CSFs in the
zero trust literature. This paper advances our theoretical understanding
of the CSFs for implementing zero trust cybersecurity.

Second, while prior studies have underscored the importance of
maturity assessment (Bobbert and Scheerder, 2020), our study has
contributed to the body of existing knowledge by developing a maturity
assessment framework for evaluating the state of zero trust and for using
the assessment results to drive zero trust strategy development. Our
assessment framework provides an efficient approach that can be readily
operationalized by any organization to assess zero trust maturity, so
enabling organizations to better plan, assess, and manage their zero trust
undertakings. More specifically, the maturity assessment framework
will allow organizations to review and refine their implementation
process systematically and rigorously. Additionally, it will assist them in
their future strategy formulation, thereby ensuring cost-effective
implementation. This maturity assessment framework has not been
operationalized in the extant literature to the best of our knowledge.

In terms of practical implications, cybersecurity practitioners and
organizational stakeholders can apply our CSFs findings. We present a
set of multidimensional CSFs vital for implementing zero trust cyber-
security. The CSFs are real-world insights derived from cybersecurity
experts who work as a chief information security officer or equivalent
position in multi-billion dollars companies. Organizational stakeholders
need to give special and continual attention to those CSFs and allocate
corporate resources to support those critical areas because CSFs are
those few things that must go well to ensure zero trust success.

Second, based on our theoretical CSF findings, we put forward an
operationalized maturity assessment framework for evaluating zero
trust cybersecurity maturity in organizations. Businesses and cyberse-
curity practitioners can readily utilize our operationalized framework to
assess their zero trust initiative, which facilitates their planning for more
scientific steps to achieve zero trust maturity. Our framework includes
structured questionnaires, visual analysis of results, and an overview of
organizational maturity. Using the CSF-based maturity assessment
framework represents a systematic and promising starting point for
understanding and managing zero trust success.

Like all other studies, this paper has limitations that also point the
direction for future research. First, this study is a qualitative study

Appendix A: CSFs across 8 dimensions

Fig. Al,Fig. A2,Fig. A3,Fig. A4.
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utilizing the interview method focusing on replication logic rather than
sampling logic. Future studies may adopt quantitative methods such as
questionnaire surveys to validate our CSFs findings. Second, the par-
ticipants in this study were experts from seven sectors in Australia.
Future research could increase the diversity of the expert panel by
extending this study with experts from different industries in different
countries.

7. Conclusion

The strategic shift to implementing zero trust for organizations is a
complex and long-lasting undertaking. Utilizing a Delphi method, this
research identifies CSFs for implementing zero trust across eight critical
dimensions, constituting the first step toward rigorous research in this
field. The proposed framework offers organizations a comprehensive
guidance on CSFs for zero trust implementation. The combination with
the maturity assessment enables organizations to identify the strengths
and weaknesses of current zero trust implementations to optimize
existing cyber security resource allocations. We hope this work will help
future researchers build on this study and stimulate greater interest in
research on CSFs for zero trust implementations.
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Internal users (employees) perform multi-factor authentication (MFA) to access all business critical

b systems/applications/platforms.
ID2 |External users (third parties) perform MFA to access business critical systems/applications/platforms.
D3 Single sign-on (SSO) (e.g., Azure Active Directory (AAD), Okta, etc) is used to authenticate internal users to all
critical business systems.
Identity D4 Single sign-on (e.g., Azure Active Directory (AAD), Okta, etc) is used to authenticate external users to all critical
business systems.
Identities are defined as the common ID5 |Have a security policy engine to grant access to resources.
dominator across networks, endpoints,
and applications, such as people, ID6 |Identity and access management (IAM) system integrates with privileged access management (PAM).
services, or loT devices.
D7 Users are granted only the minimum privileges required for their roles to access resources through continuous
verification.
ID8  |Implement role-based access control (RBAC).
ID9 |Real-time user risk and sign-in risk detections are enforced when evaluating access requests.
EN1 |All corporate-owned devices (workstations and smart devices) are enrolled by a device enrollment manager.
Endp°| nt l DeVIces EN2 (Internal users' smart devices are enrolled in a mobile device management system.
Devices refer to various hardware assets | EN3 |Access to corporate resources from external users' smart devices is provided by mobile application management.
that access data on the Internet, such as
smartphones, loT devices, laptops, bring EN4 Both corporate and BYO devices need to be continuously verified before being granted access to corporate
your own device (BYOD), partner- resources.
managed devices, and cloud-hosted EN5 Corporate-owned/managed devices are required to be compliant with IT configuration policies before granting
servers. access.
EN6 |Real-time endpoint detection and response (EDR) tools are used (e.g., FortiEDR).
Fig. Al. Identity and Endpoint/Devices Dimensions.
AW1 [Workloads are identified and categorised.
Appllcatlon & Workload AW2 (Policy-based access control on applications is implemented.
Applications and workloads consist of AW3 [Session controls policies for your applications are enforced (e.g., limit visibility or block download/upload).
computer programs, syst , and
services (wheth ted on-premi AW4 |Business critical applications are connected to a security platform to continuously monitor cloud threats.
or in the cloud).
AWS5 (Workload behaviour anomalies can be detected.
DA1 |Data is classified, labelled, and access restricted based on data sensitivity.
DA2 |There is a cloud security policy engine to help make data access decisions.
Data
DA3 |Business critical/sensitive data at rest is encrypted.
In a zero-trust environment, data security
is primarily concerned with managing DA4 |Business critical/sensitive data in transit is encrypted.
data, classifying data, designing data
classification schemas, encrypting data DA5 There are data loss prevention (DLP) controls in place to monitor, alert, or restrict the flow of sensitive
both in transit and at rest (Cunningham, information (e.g., blocking email, uploads, or copying to USB).
2018).
) DA6 |The authorisation of data access is controlled via a request and approval process.
DA7 A formalised data governance program that includes continually managing and maintaining data schemas is

employed.

Fig. A2. Application & Workload and Data Dimensions.
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NE1 [Micro-segmentation is implemented for network environment.

NE2 |Enforces access restrictions based on the context of access requests.

NE3 |Encryptall network traffic (e.g., using digital certificates).

NE4 (Ingress and Egress points of the network are protected by a next-generation firewall.

IN1  |Understand the risk profile of your cloud architecture and develop a cloud infrastructure protection plan.
IN2 |Have the capability to detect and quickly respond to security incidents (SIEM) in a cloud architecture.
IN3 |Access to cloud services is protected by a secure web gateway (SWG).

N4 Employ a vulnerability management solution to ensure that security vulnerabilities are identified on any

infrastructure device and patched within a prescribed time frame (e.g., 48 hours).

Fig. A3. Network and Infrastructure Dimensions.

Regularly use network discovery tools, flow analysis tools, or packet capture tools to capture and analyse netowrk

VA1 traffic.
VA2 (Apply network metadata analysis tools (e.g., LogRhythm NetworkXDR, Awake, Corelight).
VA3 [Perform real-time device risk lysis inte ted with user beh analytics (UBA).
VA4 [Have security operations center (SOC) analysts monitoring 24/7.
Automation & AO1 [Use automated tools or techniques to manage and control network segmentation.
Orchestration - _
AO2 (Implement automated data classification and labeling.
. f e O hestad pri AO3 [Automate anomaly detection
the utilization of tools and technologies to ’
i te and p
across organizations. AO4 |Automate remediation actions for security incidents.

Fig. A4. Visibility & Analytics and Automation & Orchestration Dimensions.

Your Answer
(0= Not on roadmap
To what extent h ization deployed the following Critical Success Factor (C: A= i
° 8 your orgmizston " 9 (e Why doss your organization need to deploy the following CSF statements? NIST CSF ISONEC 27001 |ACSC Essontial Eight| 2 = Deploymentscoped | Matu
‘statements? 3=p;
= Partially deployed
4= Mostly deployed
5 = Completely deployed)
fon (FA) to access 1 ng the attacks assock i Multifactor
o1 systems/applications/platforms. passwords, such as brute force, credential stuffing. PRAGT paflLES |authentication ! v
" A b apeass husk . Multifactor 0
102 (il NFA to sccess b pesswonds,sxh as brute fvoe, redentlsufn. PRAGT pafl-LES authentication 5 .
Single sign-on (SSO) (e.9., Azure Active Diractory (AAD), Okta, etc) is used to authenticate i
03 all critical business systems. afl-LEs 3
D4 Single sign-on (e.g., Azure Active Diractory (AAD), Okta, etc) is used to authenticate toal A1-85 4 3
crtcal business systems. security by decreasing the number of atack surfaces, -8 4
o poliy eng 5
ID5  |Have a security policy engine to grant access to resources. e PRACS A.1-5.15 1
ID6 |Identity and privieged (PAM). y A1-82 5
Users are grantad only the minimum privieges required for their rolas to access resources thiough Restrict administrative
ID7 | onfiuovs vedication, PRAC4 A1-82 pdeges 1
ID8  |Implement role-based access control (RBAC). Role- PRAC4 A1-8.3 1
ID9  |Reaktime user risk and sign-n risk detections are enforced when evaluating access requests. DE.CM-1, DE.CM-3 1

Fig. B1. Entering Answers.

Appendix B: zero trust maturity assessment framework user guide

Fig. B1,Fig. B2,Fig. B3
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Your Maturity Level

=== Maturity Average

Fig. B2. Visualisation of the Self-Assessment Result for “Identity” Dimension.

Zero Trust Cybersecurity Maturity Level Report

Our framework consists of six Zero Trust maturity levels: Non-existent, Initial, Basic, Intermediate, Advanced and Optimised. According to the results of
the completed self-assessment questionnaire, your organization is currently at the Level 2.

erage 2 Zero Trust Cybersecurity Maturity Level

Identity 2.37 2 g -1
Endpoint 2.78 2 3 -1
Application & Workload 3.1 3 2 1
Automation &
Data 2.86 2 4 -2 Orchestration
Network 2.37 2 3 -1
Infrastructure 3.24 3 4 -1
Visibility & Analytics 2.29 2 2 0 Visibility & Analytics
Automation &
Orchestration 272 2 2 0
Overall 2.72 2 3 -1
Infrastructure®
Fig. B3. Zero Trust Maturity Assessment Report.
Step 1:

Your Maturity Level

Identity
4.00

EX

Network

——Maturity Average

Endpoint

Application &
Workload

Enter your answer in the specified cell (Maturity Level Questionnaire => Column I) next to each question. Each question needs to be answered with
any number from a Likert scale of O - 5 (0 = not on the roadmap, 1 = on the roadmap, 2 = deployment scoped, 3 = partially deployed, 4 = mostly
deployed, 5 = completely deployed).

Step 2:

11
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Visual charts for each dimension are automatically generated after you answer the questions. It illustrates your maturity level and the average

maturity level for a certain dimension.
Step 3:
Get your maturity assessment results on the “Report” tab.

Appendix C: Glossary

Table C1

Table C1
Concepts and explanations.

Concept Explanation

Critical Success Factor (CSF)
Statement

Maturity Level

Average Maturity

Maturity Gap

Maturity Weight

achieve a successful zero trust implementation.

CSFs are things that must be done to achieve success (Freund, 1988). In this study, it refers to the controls that an enterprise should deploy to

The extent to which your organization has deployed the given CSF statements of zero trust implementation.

The average of the maturity levels of all companies that have used the proposed tool.

The difference between a company’s actual zero trust implementation maturity level and the industry average maturity level.
A value given to each CSF statement based on its importance to zero trust implementation.

Appendix D: Calculation formula

Sum of (User Input Maturity Weight) in a Given Dimension

Maturity Level(Dimension) =

S Maturity Level (Di i
MaturityLevel(Total) — um of Maturity Level (Dimension)

Number of Dimensions
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