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Abstract—Industry 4.0 (I4.0) is vital to advancing
manufacturing capabilities to a new level with highly
transparent data for decentralized decision-making and flexible
manufacturing technologies for mass customization. However,
full embracement of I4.0 technologies requires high investments,
whereas the resulting return on investment is difficult to
predict. This makes adopting I4.0 particularly challenging for
small and medium-sized enterprises (SMEs) as they cannot
afford investment failures due to severely constrained resources.
Despite various studies on SME-specific adoption barriers and
methodical approaches, there is no systematic overview of
how existing approaches address which barriers. This would
be essential to better understand and help develop targeted
approaches for successfully adopting I4.0 in SMEs. Based on
a systematic literature review, this paper identifies, categorizes
and maps I4.0 adoption barriers and existing methodical
approaches. Aside from a socio-technical barrier taxonomy,
the mapping identifies groups of well-supported barriers and
barriers with only limited or even no dedicated approaches.
Thus, this paper contributes by mapping adoption barriers and
methodical approaches, highlighting popular research areas and
gaps for future research. In the medium term, this will help
SMEs systematically plan and execute the adoption of I4.0.
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I. INTRODUCTION

In the current competitive market, manufacturing industry
faces challenges such as frequently changing customer
demands [1] and needs for customized products with
better quality and lower costs, leading to higher product
complexity [2]. To cope with these challenges, manufacturing
sectors are moving into intelligent manufacturing with digital
transformation and process automation, symbolizing the fourth
industrial revolution, Industry 4.0 (I4.0). The revolution
features mass customization [3], can improve production
efficiency, quality, and flexibility, and can enable production
customization [2]. Studies have demonstrated the benefits of
I4.0, such as increased resource utilization by 13%, reduced
project delivery time by 20% and human error by 5% [4], as
well as reduction of inventory level by more than 70% and
time to deliver by 65% [5]. These benefits would be precious
to small and medium-sized enterprises (SMEs) to improve
their manufacturing flexibility, productivity, and quality and
to reduce the cost and delivery time by adopting I4.0 [6].

However, despite these benefits, I4.0 requires high
investment while the return on investment is unclear [7],
which causes its challenges. I4.0 adoption is not trivial due to
various organizational characteristics of SMEs, such as limited
resources, prioritization of production over development,
and reliance on a single person for decision-making [8].
SMEs might hesitate when heavy investment or disruption
in production is required to update their facilities for new
technologies [9]. SMEs also have less internal research and
development and fewer I4.0 training programs than large and
multinational enterprises [8].

Academia and industry have provided numerous methodical
approaches to SMEs. These “approaches” support adoption of
I4.0 and are presented in the forms of guidelines, framework,
methodology, and roadmap [10, p. 4]. “Guideline Industrie
4.0” by VDMA [11] was one of the earliest guidelines
provided by industry. In the guideline, a technological toolbox
was provided to the SMEs for understanding their current
capabilities and setting goals for a higher maturity level
with reference to I4.0 strategy and capabilities. From the
academic field, previous studies have proposed approaches
such as an adoption roadmap considering SMEs’ budget
limitations [12], an adoption framework consisting of a
readiness assessment and technology toolboxes [13], and
a customer-oriented adoption approach [14]. Despite the
variety of existing approaches, several issues have caused
confusion and complexity for SMEs. Firstly, there is
no common understanding of I4.0 and its technologies
between approaches. Secondly, the existing discussion of
I4.0 is technology-centric. In contrast, a socio-technical or
solution-centric view might be more accessible for SMEs
to understand in translating into operation benefits and
usefulness of adoption [15], [16]. Finally, although many
studies have identified, analyzed, and prioritized the barriers
of SMEs, there is a lack of systematic understanding of how
existing approaches address the key I4.0 adoption barriers
faced by SMEs. Such an effort would allow SMEs to be
better supported by providing targeted solutions to tackle the
under-discussed adoption barriers.

Based on the overarching question of how SMEs can be
supported in adopting I4.0 technologies, the following research



questions of this paper were proposed:
RQ1: What are the existing I4.0 methodical approaches that
have addressed barriers faced by SMEs?
RQ2: How well are SMEs supported in addressing the key
adoption barriers?
RQ3: What are the gaps and resulting research directions in
supporting I4.0 adoption for SMEs?

To answer these questions, this paper uses a systematic
literature review to identify and assess existing approaches in
addressing barriers faced by SMEs. The results have academic
contributions in prioritizing barriers from the perspective of
existing adoption approaches. The results also contributed
practically to understanding how existing approaches can be
applied to address key adoption barriers. In the medium term,
this will help develop targeted methodical approaches and thus
increase the success of I4.0 adoption and tailor I4.0 to the
needs of a specific company and better exploit its full potential.

II. THEORETICAL BACKGROUND

A. Industry 4.0

I4.0 was introduced in 2011 by a German initiative [17].
Compared to the third industrial revolution (Industry 3.0),
which featured mass production [18], I4.0 features mass
customization and is characterized by integrating digitalization
and automation [3], [17], [19]. I4.0 has several underlying
design principles differentiating it from Industry 3.0, such as
the interconnection between objects and people, information
transparency offered by the interconnection, and decentralized
decision-making based on the information [20]. I4.0 can
be realized through numerous technologies such as the
Internet of Things, cyber-physical systems, cloud computing,
big data and artificial intelligence [21], [22]. Selection of
technologies varies across companies depending on their
manufacturing settings and requirements [23]. The diversity
of I4.0 technology and the need to select technologies
case-by-case differentiate the adoption of I4.0 from that of
single technologies, which causes additional complexity and
challenges to SMEs.

B. I4.0 adoption in SMEs

SMEs are the backbone of countries [23]. They are a
vital group of firms to economic development [24] and the
foundation for manufacturing industry [25]. For example,
SMEs formed 99.8% of Australian business in 2022, providing
more than half of Australian GDP [26], [27]. However, due
to the complexity of I4.0 imposed by the diversity and
dynamic evolution of technologies, SMEs struggle to perceive
an adequate range of technologies [28].

Organizational size is a critical factor in adopting I4.0, and
SMEs adopt I4.0 differently than large enterprises [29]. Due to
limited resources and knowledge, SMEs tend to be cautious
about adopting I4.0 and are reluctant to invest in uncertain
projects. Some SMEs indicate that high transparency might
cause unnecessary exposure of sensitive information, which
is detrimental to them [30]. Studies also found that SMEs
are often late adopters to avoid additional costly investments

in immature technologies [25] and instead mimic successful
adoption cases [13].

Although literature and industry have provided a variety
of approaches for SMEs to adopt I4.0, how SMEs
have perceived available approaches remains unclear [31],
especially how SME-specific adoption barriers have been
addressed. Therefore, this paper evaluated existing approaches
and attempted to identify the under-discussed barriers as
research gaps.

C. I4.0 adoption barriers

Different studies have explored SME-specific adoption
barriers of I4.0, including surveys, interviews, or workshops
[31]–[33]. In addition, overview studies have compared and
structured barriers to derive a consolidated list. For instance,
Ghobakhloo et al. [34] conducted a systematic literature
review and developed hierarchies of adoption drivers and
barriers using the Technology-Organization-Environmental
(TOE) framework [35]. There were also further studies
in verifying, categorizing, and prioritizing barriers through
empirical studies [36]–[39] or using techniques such
as Decision Making Trial and Evaluation Laboratory
(DEMATEL) [40], [41], Interpretive Structural Modelling
(ISM), Cross-Impact Matrix Multiplication Applied to
Classification (MICMAC) [42], [43], Analytic Hierarchy
Process (AHP) [37], and Interpretive Ranking Process (IRP)
[44]. However, there has not been a study on prioritizing
barriers from the perspective of existing adoption approaches.

TABLE I shows a holistic taxonomy of I4.0 adoption
barriers that consolidates the mentioned frameworks and
adoption barriers. It is based on TOE framework and
its combined socio-technical and internal-external company
perspective. It was enhanced by an additional structural level
to address varying degrees of detail of reported barriers. The
barriers are discussed as follows:

Technological barriers. Adopting I4.0 has technological
barriers in several aspects, including technology selection
complexity, investment risks, implementation complexity,
compatibility issues, and cybersecurity risks.

Technology selection for I4.0 is complicated due to the
high number of technologies [50]. Furthermore, technologies
are rapidly evolving [28], and technological interdependencies
become unclear [53]. This also made it hard for SMEs to take
their first step in adoption [58].

Financial considerations are another crucial aspect for SMEs
in adopting I4.0. On the one hand, investment in I4.0 is costly
for SMEs with limited resources [43], [51]. On the other hand,
return on investment is usually unclear [7], [51], which makes
it hard for SMEs to invest with confidence.

Implementation of I4.0 also has much complexity. Lack
of communication standards has made it hard for SMEs to
integrate their systems, especially with collaborating partners
[49]. There is also a lack of off-the-shelf technologies for
SMEs to try themselves [34]. The lack of user-friendly
solutions also made it challenging to roll out the technologies
for daily operation and training of operators [31], [34].



TABLE I
THE ENHANCED TOE TAXONOMY OF I4.0 ADOPTION BARRIERS.

Category Barrier Source
Technological barriers
(T1) Cybersecurity risks (T1.1) Security risks of data sharing [37], [45], [46]

(T1.2) Lack of data protection [29], [31], [33], [34], [36], [38], [41], [44], [47]
(T2) Implementation (T2.1) Lack of communication standards [34], [36], [38], [43], [47]–[49]
complexity (T2.2) Lack of off-the-shelf technologies [34]

(T2.3) Lack of user-friendly solutions [31], [34]
(T2.4) Unclear Industry 4.0 competency requirements [36]

(T3) Financial investment risk (T3.1) High implementation cost [25], [31], [34], [40], [43]–[45], [47], [48],
[50], [51]

(T3.2) Unclear return on investment [7], [34], [37], [38], [41], [45], [47], [51], [52]
(T4) Complexity in (T4.1) Dynamic evolution and change of technologies [28]
technology selection (T4.2) Overwhelming choice of technologies [50]

(T4.3) Lack of understanding of technological interdependencies [53]
(T4.4) Lack of starter solution [52]

(T5) Lack of compatibility (T5.1) Lack of compatibility of factory buildings and infrastructure [31]
(T5.2) Lack of compatibility with legacy system [9], [25], [34], [43], [44], [47], [48]

Organizational barriers
(O1) Organizational and (O1.1) Fear of trade secret exposure [54]
resource constraints (O1.2) Lack of accessibility to recruit competent workforce [31], [34], [38]

(O1.3) Lack of financial resources [31]–[34], [37], [38], [40], [42], [43], [45],
[48], [49]

(O1.4) Focus on daily business operations instead of R&D [36]
(O1.5) Required regulatory compliance [47], [48]

(O2) Lack of management (O2.1) Lack of awareness and knowledge of top management [34], [36], [42], [43], [45], [50]
capability (O2.2) Lack of business model innovation [30]

(O2.3) Lack of risk management capabilities [31], [34]
(O2.4) Lack of strategic planning and long-term vision [32], [34], [38], [40], [42], [43], [47], [49], [55]
(O2.5) Lack of understanding of capability gap [8]
(O2.6) Lack of understanding of technology maturity [56]

(O3) Social barriers (O3.1) Fear of losing jobs due to new technologies [7], [38], [40], [42], [43], [45], [47], [48], [57]
(O3.2) Lack of trust in new technologies [31], [32], [34]

Environmental barriers
(E1) Lack of acceptance (E1.1) Lack of customer acceptance [9], [34], [40]
along supply chain (E1.2) Lack of supply chain partner’s acceptance [34], [38], [47]
(E2) Lack of enabling (E2.1) Lack of accessibility to vendors [34]
conditions (E2.2) Low quality of connectivity infrastructure [33], [34], [37], [45], [48]
(E3) Lack of external support (E3.1) Lack of accessibility to external training [37]

(E3.2) Lack of accessible external financial incentives and support [34], [37], [41]
(E3.3) Lack of geographic business clustering and partnerships [34]
(E3.4) Lack of collaboration with academia [34]
(E3.5) Lack of governmental support and policies [34], [37], [41], [42], [45]
(E3.6) Lack of lead adopters [13], [46]

With unclear competency requirements of I4.0, SMEs also
encounter barriers in upskilling their employees [36].

As some SMEs use outdated manufacturing systems,
applying new technologies to their existing system might be
risky due to compatibility issues [9]. Some SMEs also have old
factory buildings and infrastructure, which are not designed for
automating internal transports and processes [31].

While I4.0 involves much digital technology [19], the data
produced and shared needs to be secured. Inability to secure
generated data, security risks in sharing for collaboration with
business partners, and leakage of sensitive information have
caused barriers to SMEs [29], [33], [45], [46].

Organizational barriers. There are barriers to SMEs related
to their organization, such as their characteristics as opposed
to large enterprises, capabilities in managing I4.0 projects, and
barriers from employees.

Previous studies have outlined the organizational
characteristics of SMEs compared to large enterprises

[8], [38]. Due to limited resources, SMEs focus on daily
business operations instead of research investments [36].
SMEs also have limited access to recruiting competent
workforce compared to large enterprises, which are open to
global talent market [38]. SMEs also hesitate to adopt I4.0
when there is a need to comply with regulations [48] or to
share data, fearing trade secret exposure [54].

Decision-making in SMEs usually depends on the owner
[8]. Successful adoption depends on owners’ capability to
oversee I4.0 in their company. Owners who lack awareness and
knowledge can pose barriers in perceiving and adopting I4.0
[50]. Sometimes, SMEs lack an understanding of technology
maturity, which causes difficulty in selecting the appropriate
technology and avoiding early and risky investment [56].
Unsuccessful adoption can also be associated with SMEs’
inability to create an I4.0 vision and create strategic plans,
innovate in business model, understand and analyze their
capability gap, and manage risk in I4.0 projects [8], [30], [31],



[43], [55].
Social barriers and improper communication with

employees also cause barriers. On the one hand, employees
might fear losing jobs due to the new technologies [7],
[38]. On the other hand, there might be a lack of trust and
acceptance for the end operators in using the technologies
[31].

Environmental barriers. There are barriers related to the
manufacturing environment of SMEs. These are related to
enabling conditions, acceptance along supply chain, and other
external support.

There are two enabling conditions external to SMEs. Firstly,
SMEs rely on technological vendors to implement I4.0.
Therefore, accessibility to vendors is critical to SMEs [34].
Secondly, many I4.0 technologies rely on high-speed internet
connection. This poses challenges for rural areas with poor
connectivity infrastructure [33].

Supply chain consists of upstream suppliers and downstream
business partners and customers. Acceptance among supply
chain stakeholders directly affects SMEs’ decision to
implement collaborative I4.0 projects with supply chain
partners [47], design new I4.0 products, or provide new I4.0
services to their customers [9].

Lack of other external support crucial to SMEs, such as
external training programs, financial incentives, and other
governmental support and policies, also poses barriers [34],
[37], [41]. Lack of collaboration with academia causes
inefficient transfer of newest research to SMEs [34]. Lack of
geographic business clustering and partnerships also causes
inefficiency in delivering resources to SMEs and engaging
collaboration [25], [34]. Finally, since SMEs mimic successful
adopters, the absence of lead adopters also poses barriers to
adopting I4.0 [13], [46].

The barriers listed in TABLE I were used to assess existing
adoption approaches for SMEs. The review steps are described
in the next section.

III. RESEARCH DESIGN AND METHODS

A systematic literature review was conducted to identify
published papers on Industry-4.0-SME adoption approaches
in a structured manner. This paper adapted the systematic
literature review process of [59], which includes the following
steps:

Step 1: Database and search terms. An advanced search was
conducted on 23rd June 2023 in Elsevier’s Scopus database, a
systematic and established interdisciplinary literature database
[60]. Three sets of search terms were used for searching the
literature, which used different synonyms of “Industry 4.0”,
“SME”, and “adoption approach”, as shown in Fig. 1. The
review included only papers published after 2011, i.e., the year
I4.0 was first introduced [17]. To ensure paper quality, the
review focused on peer-reviewed journal articles. The results
for each search term and filter are shown in Fig. 1, resulting
in 478 journal articles for the subsequent screening step.

Step 2: Screen and assess papers. The exclusion criteria (see
Fig. 1) were developed based on the research questions. In the

Fig. 1. Review results for different search terms, filters, and stages.

initial screening step, only titles and abstracts were reviewed,
and 192 papers were excluded. In the subsequent detailed
assessment, electronic copies of 286 papers were retrieved for
full-text reviewing with all exclusion criteria considered, 131
papers were excluded, and four duplicates were removed, as
shown in Fig. 1. Finally, 151 papers were included in this step.

Step 3: Extract data. Before reviewing the included papers
and extracting data, grey literature like industry reports and
guidelines [11], [61], [62] were included to also consider the
state of the art in industry in addition to academic publications.
Each included paper was assessed and coded 1) on the scope
of approach in addressing each barrier in TABLE I and



according to the criteria described in TABLE II and 2) on the
specificity of the approach according to the criteria described
in TABLE III. The extracted data were recorded and organized
in Microsoft Excel spreadsheets and were validated with other
researchers.

Step 4: Analyze and synthesize data. Data extracted from the
review were analyzed and synthesized to answer the research
questions proposed in two sub-steps.

Step 4a. For RQ1, relevant approaches were counted and
analyzed for each barrier. The number of approaches per
barrier was presented in two bar charts, one by the scope
(Fig. 3) and another by the specificity (Fig. 4).

Step 4b. To address RQ2 and 3, each approach’s scope
and specificity were quantified according to values in
TABLE II and TABLE III and aggregated to a score through
multiplication. The highest specificity (i.e., maximum score)
and the accumulated support (i.e., the weighted sum of
approaches) were analyzed for each barrier. The values of
accumulated support were normalized to be plotted against
the highest specificity. Using the third quartile of highest
specificity and that of accumulated support, four sections can
be differentiated in the portfolio for prioritization, as shown
in Fig. 2.

IV. RESULTS AND DISCUSSION

This section presents the results and discusses the findings
of the review. Firstly, the highest specificity and accumulated
support to the barriers were evaluated to categorize and
prioritize the adoption barriers. Secondly, existing approaches
for each barrier were analyzed. Finally, alignments of findings

TABLE II
THE ASSESSMENT CRITERIA OF THE SCOPE OF APPROACHES.

Scope Value Description
Holistic approach 1 The approach is in sufficient detail and

covers most manufacturing use cases in
addressing the barrier.

Semi-holistic
approach

0.75 The approach is in sufficient detail but
covers limited manufacturing use cases in
addressing the barrier.

Context-specific
approach

0.5 The approach is in sufficient detail but
only covers one manufacturing use case
in addressing the barrier.

Abstract
approach

0.25 The approach contains high-level
concepts to address the barrier.

Not relevant 0 The approach does not address the barrier.

TABLE III
THE ASSESSMENT CRITERIA OF THE SPECIFICITY OF APPROACHES.

Specificity Value Description
Detailed approach 1 Prescriptive approach with detailed steps.
Generic approach 0.75 Prescriptive approach with generic steps.
Conceptual
framework

0.5 Prescriptive approach based on
heuristics, checklists, or conceptual
diagrams.

Use case only 0.25 The approach only describes the use
case of an implementation.

with previous studies were discussed, and the resulting
research directions were derived.

A. Evaluation and prioritization of adoption barriers

Using the assessment criteria for the specificity of
approaches, the 154 papers consisted of 17 use cases,
28 conceptual frameworks, 41 generic approaches, and 68
detailed approaches. However, only 56 papers were mapped
with at least one barrier, and other papers did not address any
of the listed barriers in TABLE I.

Approaches for each barrier were summed and grouped by
their scope, as shown in Fig. 3. There are 12 barriers without
any approach. The barrier of O2.5 lack of understanding
towards capability gaps has the highest number of approaches,
followed by O2.4 lack of strategic planning and long-term
vision. However, holistic approaches were only identified for
O2.5 and O2.3 lack of risk management capabilities. Other
approaches for barriers only cover limited manufacturing
use cases, with eight barriers only supported by generic
approaches.

Approaches for each barrier were also summed and grouped
by their specificity, as shown in Fig. 4. The total number of
approaches per barrier is the same as in Fig. 3. However,
the composition of approaches for each barrier is different.
Thirteen barriers have detailed approaches, and others are
supported with less specificity.

For further analysis to answer RQ2, the value of each
approach was taken into account, where their scores were
calculated by the product of their scope and specificity
according to TABLE II and TABLE III. Highest specificity
(i.e., the maximum score) and accumulated support (i.e., the
weighted sum of approaches) were then analyzed. The results
were organized into a portfolio by plotting highest specificity
against accumulated support, as shown in Fig. 5, which shows
a more straightforward view of categorized barriers. With
the third quartile of highest specificity (0.5) and accumulated
support (0.114), the portfolio was separated into four zones
according to Fig. 2. The portfolio shows six well-supported

Fig. 2. Portfolio framework of barriers by how well-supported.



Fig. 3. Number of approaches per barrier detailed with the composition of
their scope.

barriers, three that required more research attention, three that
required better-quality approaches, and 25 weakly supported,
including 12 without any approach. Compared to the findings
from Fig. 3 and Fig. 4, some well-supported or weakly
supported barriers are categorized into intermediate categories,
which either require more research attention or better-quality
approaches. Further details of the approaches are discussed in
the next section in deriving the resulting research directions.

B. Existing approaches for adoption barriers

To answer RQ1, approaches included in this paper that
address the barriers are discussed from perspectives of
technology, organization, and environment:

Approaches that address technological barriers. There are
some approaches that address T1 cybersecurity concerns,
such as [63]–[65], but with limited scope. Although SMEs

Fig. 4. Number of approaches per barrier detailed with the composition of
their specificity.

are expected to rely on vendors and service providers for
cybersecurity issues [6], guidelines can be provided to SMEs
for building expectations.

Han and Trimi [63] provided a collection of existing
communication standards for I4.0 but did not address
the connection of systems that use different standards.
T2 high implementation complexity caused by the lack
of communication standards, off-the-shelf technologies,
user-friendly solutions, and competency requirements of I4.0
still require specific and practical approaches.

For T3 high investment risk, previous studies have
supported from two perspectives. On the one hand, several
researchers [66]–[69] have proposed low-cost approaches for
implementation, however, with limited scope. On the other
hand, although the review did not identify any approach for
evaluating the return on investment, methodologies such as



Fig. 5. Scattered plot of quality of approach against research attention.

[70], [71] might provide valuable insights for SMEs.
For T4 complexity in technology selection, the review

did not identify any approach for monitoring technologies’
evolution or interdependencies. However, [28] proposed a
methodology for dynamically extracting technologies from
Wikipedia, which might be a promising solution. Furthermore,
[53] has provided a guide to technological interdependencies,
but the applicability to SMEs remains to be assessed.
Previous studies such as [13], [72]–[75] have supported SMEs
in selecting technologies from the overwhelming choices.
However, there is still a gap in providing starter solutions.
Amaral and Peças [58] have demonstrated two cases of starter
solutions but with limited scope.

For T5 lack of compatibility, there were many approaches
provided for retrofitting and dealing with compatibility
issues [58], [76]–[80]. However, the compatibility of factory
buildings and infrastructure for automation is under-discussed.

Approaches that address organizational barriers. The
review could not identify any approach that addresses
O1 organizational and resource constraints and O3 social
barriers. This complied with literature’s understanding that
organizational characteristics are natural disadvantages of
SMEs that are hardly supported [8]. Nevertheless, the barriers
could be addressed indirectly by acquiring external support.
For example, lack of financial resources can relate to lack
of accessible external financial incentives for easing SMEs’
financial difficulties. Similarly, government can also provide
support services to recruit competent workforce. Furthermore,
employee’s fear of job loss and lack of trust in new
technologies might be reduced through proper communication
and providing training.

More approaches were provided to O2 lack of manament

capability, which consists of business model innovation
methodologies [81], risk management framework [9], road
mapping methodologies [5], [12]–[14], [33], [51], [62], [75],
[82], [83], readiness and maturity assessment [11], [52],
[55], [61], [74], [84]–[89]. Although the review did not
identify any approach for understanding technology maturity,
methodologies such as [56], [90], [91] might provide useful
insights. However, limited approaches were provided to raise
awareness and knowledge of top management.

Approaches that address environmental barriers. Previous
studies have provided customer-oriented approaches [14].
However, the review identified limited approaches for supply
chain-oriented adoption. Previous studies have only provided
generic guidance to E2 lack of enabling conditions [46].
Also, there were limited studies with a holistic approach that
discussed external support. Developing lead adopters would be
especially critical because SMEs are late adopters and follow
lead adopters to avoid investment failures [13].

C. Resulting research directions

This paper has taken a different perspective in analyzing the
barriers by mapping existing approaches to the key adoption
barriers and identified 25 barriers (refer to the bottom-left
zone of Fig. 5 and TABLE I) with limited or no supporting
approaches. This section compares the prioritized barriers with
those highlighted by previous studies, discusses future research
direction, and answers RQ3.

The results of this paper aligned with existing studies
on two major barrier categories—upskilling and financial
barriers. On the one hand, findings about upskilling barriers
of competency requirements, accessibility to competent
workforce and external training aligned with [31]–[33],
[36]–[39], [43]–[45]. Although some approaches for external
training were identified in the review, their scope is limited.
There is a more significant gap in supporting SMEs in
perceiving I4.0 competency requirements and recruiting
competent workforce. Moreover, clarifying I4.0 competency
requirements should provide guidance not only to human
resource market but also to academia. On the other hand,
findings about prioritization of evaluating return on investment
and providing financial support also aligned with [31]–[33],
[37], [38], [47]. By justifying the return on investment, SMEs
might be able to acquire more investment, and government
might provide more financial support.

This paper also found two barriers with different
understanding from the literature. Strategic planning and
long-term vision were highlighted by [38], [39], [43],
and the lack of customer acceptance was highlighted by
[40]. However, the review found that these barriers have
been relatively well supported, e.g., through road mapping
methodologies and customer-oriented adoption approaches.
This might show a sign of insufficient knowledge transfer
between academia and industry. Nevertheless, with other
well-supported barriers, approaches such as technology
selection methodologies, compatible solutions, and maturity
assessment can provide good references for practitioners in



dealing with the barriers and support researchers and industrial
parties in developing new adoption guidelines.

To answer RQ3, this paper would like to make suggestions
for researchers, technological vendors, and government:

• Future research should focus on supporting the evaluation
of return on investment and clarifying I4.0 competency
requirements.

• Further research on I4.0 technology should also consider
their interdependencies and evaluate their maturity.

• Researchers should also actively engage companies for
collaboration and knowledge transfer.

• Technological vendors should support the development
and advertisement of lead adopters.

• Vendors should also offer SMEs more off-the-shelf
technologies and starter solutions.

• Government should continue to support SMEs by
providing financial incentives, legal advice, and training
programs.

V. CONCLUSION

I4.0 can boost capabilities and competitiveness of
manufacturing companies. However, SMEs struggle to adopt
I4.0 and exploit its full potential successfully. This paper
analyzes how well individual adoption barriers have been
addressed based on a systematic literature review of existing
I4.0 approaches for SMEs. While SMEs are well-supported
in strategic planning and capability assessment, there are
significant gaps in evaluating the return on investment and
supporting upskilling of employees. There are also gaps in
dealing with the dynamism of technology and understanding
their maturity and interdependencies. Approaches for easing
barriers due to organizational characteristics and social barriers
are also under-discussed.

This paper contributes to academia by analyzing SMEs’
barriers to adopting I4.0 from an alternative perspective of
existing adoption approaches and identifies a list of weakly
supported barriers that future works should focus on. In the
medium term, this will benefit companies by guiding them in
identifying suitable approaches when facing various barriers.

This paper has limitations in five aspects:
1) Due to the limited scope of I4.0 adoption for SMEs,

approaches for all types of enterprises, including
large enterprises, for general technologies, and for
other sectors, were not included in the review. These
approaches might also provide support to SMEs in
adopting I4.0.

2) This paper only included the barriers from SMEs
without comparison to general barriers faced by all
types of enterprises and those faced by large enterprises.
Further comparison can allow a more critical analysis of
unique barriers faced by SMEs.

3) This paper also did not consider the interdependencies
of adoption barriers. Some of the identified approaches
have addressed several barriers, which shows signs of
relationships between barriers. Further study can also
consider the interdependencies of key adoption barriers

from the perspective of adoption approaches [34], which
can further refine and prioritize the barriers.

4) This paper did not consider the geographic location of
the barriers. Barriers such as low quality of connectivity
infrastructure might be a barrier to less developed
countries and rural areas rather than to developed
countries and metropolitan areas. Approaches can be
provided to specific countries and regions by including
the geographic attributes of the barrier.

5) This paper considers the approaches provided as
accessed by researchers. However, the accessibility and
knowledge transfer of existing approaches were not
considered.

The next step of this study is to validate the results found in
the review through empirical studies and better understand the
key adoption barriers by locating them in the adoption process.
The goal is to develop guidelines for SMEs in navigating their
journey in adopting I4.0.
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