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ABSTRACT

The vast majority of cybersecurity solutions are founded on game theory, and dif-
ferential privacy is emerging as perhaps the most rigorous and widely-adopted
privacy paradigm in the field. However, alongside all the advancements made

in both fields, there is not a single application that is not still vulnerable to privacy
violations, security breaches, or manipulation by adversaries. The current understanding
of the interactions between differential privacy and game-theoretic solutions is limited.
Hence, this thesis undertook a comprehensive exploration of differential privacy and
game theory in the field of cybersecurity, finding that differential privacy has several
advantageous properties that can make more of a contribution to game theory than
just privacy protection. It can also be used to build heuristic game-theoretic models for
cybersecurity solutions, to avert strategic manipulations by adversaries, and to quantify
the cost of information leakage. With a focus on cybersecurity, the aim of this thesis is to
provide new perspectives on the currently-held impossibilities in privacy and security
issues, potential avenues to circumvent those impossibilities, and opportunities to im-
prove the performance of cybersecurity solutions with game-theoretic and differentially
private techniques. Specifically, it makes the following contributions:

• In modern federated learning, clients typically seek appropriate remuneration
for the utilization of their data and resources. Meanwhile, existing frameworks
do not offer sufficient protection against malicious participants attempting to
manipulate a trained model with poisonous updates. This thesis proposes a jointly
differentially private framework for federated learning that limits the impact
of adversarial clients and provides a rigorous privacy guarantee. The proposed
framework involves two truthful game-theoretic mechanisms the server can use to
select participating clients for training.

• Classic federated learning frameworks assume that all clients want to improve
model accuracy, and so participation is voluntary. In reality, clients usually expect
compensation for the utilization of their data and resources. Additionally, today’s
frameworks allow clients to perturb their parameter updates locally, which seri-
ously impacts model accuracy. This thesis presents a private reward game that
allows clients in federated learning to dynamically decide the quality of their train-
ing data without disclosing the level of quality they provide. The game converges
to an approximate Nash equilibrium under a guarantee of joint differential privacy.
Furthermore, the model also experiences a reduction in the injected noise.
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• Advanced persistent threats pose a significant risk to cyber security today. A
critical part of the defender’s defense strategy is finding a suitable time to adjust
the strategy to ensure attackers learn the least possible information. Another
challenge is determining how to make the best use of one’s resources to achieve
a satisfactory defense level. This thesis develops a rivalry game for advanced
persistent threats that considers the information players disclose through their
strategy adjustments. The defender and attacker are able to figure out the best
timing for strategy adjustments based on the solution of the game.

• Machine unlearning is an emerging paradigm that aims to make machine learning
models “forget” what they have learned about particular data. Nevertheless, the
unlearning issue for federated learning has not been completely addressed due to its
special working mode. Existing solutions heavily depend on retraining-based model
calibration and the convex assumption of loss functions. This thesis quantifies
the incremental effect in federated learning and proposes an efficient unlearning
algorithm that reproduces a model that is statistically indistinguishable from the
retrained one by only exploring clients’ historical submissions.
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1
INTRODUCTION

Cybersecurity is becoming increasingly important in our daily lives as a result of

the rapid development of artificial intelligence (AI) techniques and cybersystems.

Modern machine learning and data engineering methods are able to deliver

comprehensive analytical results for various fields such as healthcare, automobiles, etc.,

making human activities more convenient but also posing new threats to cybersystems.

The threats include privacy leakage, data breaches, damages to models, etc., which

result in significant losses for governments, organizations, and commercial entities.

Cybersecurity refers to the practice of preserving computer systems, networks, and digital

data against unauthorized access, stealthy attacks, larceny, and any other cyber threats.

It entails the implementation of numerous precautions, technologies, and procedures to

protect computers, servers, mobile devices, electronic systems, and the data they contain.

Privacy preserving is one of the most significant issues in cybersecurity. Privacy

leakage may happen in various intentional or unintentional ways, including data collec-

tion, model training, and system upgrading [28, 80]. Due to the increased dependence

of modern data on human activities, adversaries can even deduce personal information

from a training dataset or a published model. For example, general information about a

patient can be extrapolated from a medical model if the adversary is aware of the tar-

get’s identity. As a result, it is necessary to explore and develop new privacy-preserving

techniques to defend against potential privacy threats.

A popular approach to enhancing the privacy and security of a cybersystem is to

investigate the interactions between each party. Basically, game theory is the study

1



CHAPTER 1. INTRODUCTION

of mathematical models of conflict and cooperation between intelligent, rational, and

irrational decision-makers [99]. It enables the modeling of participants’ behaviors, the

analysis of attacker and defender strategies, and the prediction of the tranquil status of

a system. A significant amount of privacy and security solutions are founded on game

theory. Incorporating game theory into cybersecurity is instrumental in designing new

privacy preserving mechanisms and analyzing sophisticated interactions.

Differential privacy [32, 90] is a rigorous mathematical formulation of privacy. It is

initially proposed to prevent the information leakage of individuals when their data are

used in publishing, computation, and analysis [173]. In fact, differential privacy provides

more desirable properties when applied to the design of game-theoretic mechanisms [30,

86]. In the following, I will introduce more detailed information in three lines: privacy

and security issues in cybersecurity, differential privacy in cybersecurity, and game

theory in cybersecurity.

1.1 Privacy and security issues in cybersecurity

Since the proliferation of AI techniques, privacy concerns have once again captured the

public’s attention. Modern recommendation algorithms can easily infer a user’s hobbies

and interests by simply analyzing his or her purchasing and browsing history, while

face-swap techniques can readily change a user’s appearance to that of any celebrity they

follow on social media. Since AI-driven methods have continually been a prominent and

influential trend in our society, privacy concerns cannot be overlooked.

In cybersecurity, privacy issues arise when personal or sensitive information is not

sufficiently protected, leading to unauthorized access, misuse, or disclosure [79]. Typical

privacy issues include data breaches, unauthorized data collection, geo-location tracking,

and other similar infringements on privacy. Fortunately, many efforts have been made

with a focus on reducing privacy risks in cybersecurity [115, 116, 150, 162]. Essentially,

addressing privacy issues in cybersecurity requires the implementation of effective data

protection methods, adherence to privacy laws and regulations, and the development

of robust privacy policies. In addition, individuals should be empowered to take control

over their personal information, like under the General Data Protection Regulation

(GDPR) [140] in the European Union.

In comparison, the security issues are more comprehensive, various security threats

can pose risks to cybersystems [82, 126]. A cyberattack is an attack launched by cyber-

criminals using one or multiple computers against computers, networks and organiza-

2



1.2. DIFFERENTIAL PRIVACY IN CYBERSECURITY

tions. Cyberattacks have the potential to steal data, intentionally disable and disrupt

systems, or utilize a compromised computer as a base for more attacks. Common security

threats include malware, phishing, spoofing, and Denial-of-Service attacks, etc [68].

To address security issues, it is necessary to implement a comprehensive set of

defense strategies [112], such as security controls, intrusion detection and intrusion

prevention systems (IDS and IPS), encryption, network segmentation, etc. Cybersecurity

is an ongoing process that necessitates constant vigilance, frequent threat assessments,

and the ability to adapt to ever-changing threats [3]. Therefore, continuous surveillance,

threat intelligence, and proactive security measures are crucial for mitigating risks and

defending against evolving threats.

1.2 Differential privacy in cybersecurity

Differential privacy [32] is a rigorous mathematical definition of privacy that requires

any individual in a dataset has negligible effect on the aggregated output. Figure. 1.1

illustrates the underlying principle of differential privacy. Suppose we have two datasets

D and D′ that are identical except for only one record. A query function f works on the

two datasets and produces aggregated output f (D) and f (D′). A mechanism is claimed

to satisfy differential privacy if, for every possible output s, the probabilities where it

was generated (namely, Pr[s = f (D)] and Pr[s = f (D′)]) are almost identical. In other

words, an adversary cannot determine whether an individual is in or not in a dataset by

analyzing the query output. As a result, even if the adversary obtains enough background

knowledge about other records in a database, he or she still cannot infer information

about the targeted one.

  
  

  

 

  
   

  

 

    

     

 

  

Output range

Probability

    

     

Neighboring datasets:
differ in i-th record

Figure 1.1: Illustration of differential privacy

Differential privacy is not only a theoretical privacy model. In the past decade,

differential privacy has been widely employed in the area of artificial intelligence [173]
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and cybersecurity [20]. In addition, it also attracts great interest of technology companies,

such as Apple and Google [38]. Specifically, differentially private data publishing aims to

release aggregated statistical information without revealing any specific data records.

In comparison, private learning and analysis seek to integrate differentially private

mechanisms into non-private algorithms and develop new frameworks with respect to

learning tasks. For example, Hao et al. [51] developed a privacy-preserving federated

deep learning scheme for the gradient descent method. They combined differential

privacy with homomorphic encryption in the parameter updating process. Each local

gradient is randomized by adding Laplace noise and then encrypted using the Pallier

algorithm. The integration of encryption techniques successfully avoids collusion between

the server and users. Hu et al. [54] presented a differentially private learning framework

to train personalized models for users distributed in the Internet of Things (IoT). They

formulated the learning task as a multitask optimization problem and employed the

Gaussian mechanism to protect the information in dual variables. The trained model

takes advantage of each user’s data and maintains personalized characteristics.

1.3 Game theory in cybersecurity

Game theory is the study of mathematical models of conflict and cooperation between

intelligent rational and irrational decision-makers [99]. Game-theoretic solution has

been widely explored across almost every field of artificial intelligence. For example, Nash

equilibrium [101] can be employed to analyze the strategy of agents in distributed control

systems [62], evolutionary game is an efficient approach to understand the competition

of vehicular nodes in cognitive vehicular networks [132].

Cybersecurity involves strategic interactions between defenders and attackers. How-

ever, most conventional security problems depend on heuristic solutions, such as firewalls,

intrusion detection, and anti-virus programs [30]. Fortunately, game theory provides

technical insight into security decisions in a methodical way. It answers the question of

how each party will respond to the strategy of their opponent. Game-theoretic models

can be used to describe and analyze how each player adjusts and changes their strategy.

For example, Vakilinia et al. [137] explored cyber-information sharing against sophisti-

cated cyber-attacks. They modeled the information sharing problem as a coalition game

where organizations get rewards for sharing their vulnerability information. The game

is modeled in a prisoner’s dilemma manner – the organizations that refuse to reciprocate

receive a better payoff than the participating ones. The reward and participation fee
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are balanced to incentivize organizations to move from their Nash equilibrium strat-

egy to mutual sharing. The actions of the defender and the attacker have a significant

impact on each other’s strategies. Consequently, both of their actions influence the ef-

fectiveness of a defense mechanism. Ye et al. [158] proposed a cyber deception game to

mislead attackers by hiding or providing inaccurate system information. In that game,

the defender strategically changes and obfuscates the information of vulnerable systems,

while the attacker employs Bayesian inference to infer the hidden information. The

defender decides whether to deploy a honeypot or disconnect some systems according

to the perturbed system number, and the attacker uses ε-greedy strategy to select the

target configurations that maximize the expected attacking gain. The proposed game

reduces the influence of system number on network security and limits the impact of

inference attacks from rational attackers.

1.4 Modern strategic privacy and security issues

The rapid growth of modern computing power and advanced reasoning techniques

enables each participant to comprehensively balance their benefit and loss before making

decisions in cybersecurity. As participants become more rational, more sophisticated

approaches are required to address contemporary privacy and security issues.

Federated learning [48] is a typical machine learning paradigm that was initially

proposed to train a model with the collaboration of multiple data holders (a.k.a. clients).

This training mode enables the development of a machine learning model without

disclosing the original data of each client. However, as clients’ are rational and seek to

maximize their own profit, some participants may deliberately skew the training process

by injecting carefully crafted poisonous updates, incorporating low-quality data records,

etc. These abnormal behaviors will contaminate the trained model and lead to significant

losses for other participants. Therefore, strategic methods should be proposed to defend

against adversaries as well as encourage the use of high-quality data. In addition, recent

laws and regulations mandate the withdrawal of personal data. After the model has been

entirely trained, it is possible for a previous participant to recall giving permission to

use their data. Consequently, modern federated learning frameworks also require the

removal of the contribution and influence of a specific participant.

Modern privacy and security concerns are not unique to federated learning. Every

second, cybersystems confront thousands of different infiltration and intrusion attempts.

The attackers are well-founded, highly determined, and equipped with the newest
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attack methods, posing long-term advanced persistent threats (APTs). The attackers

continuously update their attack methods based on the victim’s information. To defend

against APTs, strategic countermeasures should be proposed to limit the attacker’s rapid

evolution. As a result, game theory is an effective method for analyzing the behavior of

attackers and developing an optimal defense strategy.

1.5 Research objectives and challenges

This section presents the research objectives of the thesis as well as the related research

challenges. The purpose of this thesis is to investigate differentially private and game-

theoretic approaches to address privacy and security issues in cybersecurity. Detailed

objectives and challenges are enumerated below.

• Objective 1: Enhancing robustness against adversaries in federated learn-
ing. The first research objective is to improve the robustness of federated learning

framework. Researchers have demonstrated that federated learning is vulnerable

to manipulation by adversarial clients. As clients’ raw data are never shared in

federated learning, the server cannot verify the data used in each local training.

Through carefully crafted updates, adversarial clients are able to poison the col-

laboratively learned model. Therefore, framework designs and defense strategies

must be made more robust and reliable.

Challenges: To achieve this goal, two challenges must be addressed. The first is

how to incentivize and select clients to participate in federated learning. Second,

how to limit the influence of adversarial clients while ensuring a rigorous privacy

guarantee for the others.

• Objective 2: Improving the quality of training data in federated learning.
Nowadays, data, especially high-quality data, is regarded as a valuable and private

asset. The traditional assumption that all clients will voluntarily contribute their

data to federated learning may be overoptimistic. Furthermore, the clients involved

in a training task lack motivation to use their best data because the quality of

the data is generally not recognized as their contribution. However, the quality

of training data essentially impacts the performance of the global model. From

this perspective, an incentive mechanism that encourages clients to use their high-

quality data during training is an indispensable element of a modern federated
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learning system. In the meantime, the incentive framework should also lead to

acceptable model accuracy.

Challenges: Unfortunately, data quality information is also considered as clients’

privacy. The challenges are twofold. First, how to design a private reward game

that enables clients to dynamically determine the quality of their training data

without disclosing the quality level they provided. Second, the game must converge

to an approximate Nash equilibrium under a rigorous privacy guarantee.

• Objective 3: Defending against Advanced Persistent Threats (APTs). In

APT campaigns, the attacker and defender continuously collect information about

their opponent, learning from their opponent’s strategy adjustments and upgrading

their own strategies. Intriguingly, despite greater efforts to defend against APTs in

recent times, frequent upgrades in defense strategies are not leading to increased

security and protection. From this standpoint, it is important for the defender to

choose a time to make their strategy adjustment when they can ensure the least

amount of information will be learned by the attacker.

Challenges: It is challenging to characterize and quantify the information leakage

incurred during the attacker’s and defender’s strategy adjustments. In addition, de-

termining the optimal defense levels and finding the appropriate defense resource

allocations is another challenge.

• Objective 4: Machine unlearning for clients in federated learning. Recent

legislation requires that the private information about a user should be removed

from a database as well as machine learning models upon certain deletion requests.

While erasing data records from memory storage is straightforward, removing

the influence of particular data samples from a trained model has not been fully

explored. As a result, it is worthwhile to investigate an efficient method to achieve

machine unlearning for clients in federated learning.

Challenges: As the conventional convex assumption cannot be applied to deep

neural networks, the challenges lie in the mathematical quantification of each

client’s influence in federated learning, the design of learning and unlearning

approaches, and theoretical proofs and analyses of the unlearning algorithm.
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1.6 Thesis outline

This section aims to build the structure of the thesis. In terms of three key topics:

differential privacy, game theory, and cybersecurity. Starting with federated learning,

this thesis seeks to provide a jointly differentially private framework that is robust

against clients’ malicious manipulation. Subsequently, this thesis develops a reward

game that encourages clients to contribute their high-quality data for the model in

federated learning, achieving the privacy-utility tradeoff in the process. To defend against

APT attacks, this thesis presents an APT rivalry game to model the information leakage

by considering the fast evolution of attack techniques and the strong learning ability

of attackers. With a focus on complying with data protection laws and regulations, this

thesis proposes a differential privacy-based machine unlearning method to remove the

influence of a participant in federated learning.

The detailed content of each chapter is organized as follows:

• Chapter 2 provides a literature review on differential privacy, game theory, fed-

erated learning, advanced persistent threats, and machine unlearning, including

notations, pertinent concepts, and emerging techniques in these fields.

• Chapter 3 studies a game-theoretic framework for federated learning, aiming at

guiding client selection and limiting the influence of adversaries. This chapter

proposes a jointly differentially private federated learning framework that limits

the impact of adversarial clients and provides a rigorous privacy guarantee. The

proposed framework involves two truthful game-theoretic mechanisms the server

can use to select participating clients for training. The client selection mechanisms

satisfy game-theoretic properties and are robust against strategic manipulation by

clients.

• Chapter 4 addresses the privacy and data quality issues of federated learning.

This chapter develops the idea of “money for privacy” to improve the performance

of the global model. In addition, this chapter also introduces a private reward

game that allows clients to dynamically decide the quality of their training data

without disclosing the level of quality they provided. The game converges to an

approximate Nash equilibrium under a guarantee of joint differential privacy and

satisfies desirable game-theoretic properties.

• Chapter 5 focuses on defending against APT attacks on cybersystems. This chapter

develops an APT rivalry game that considers the information disclosed through a
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player’s strategy adjustments. The defender and attacker are able to figure out the

best timing for strategy adjustments based on the solution of the game. Besides, we

design two learning mechanisms based on reinforcement learning to help defenders

find optimal defense levels as well as appropriate resource allocations during a

game against attackers.

• Chapter 6 investigates how to unlearn a client’s influence from a trained machine

learning model. This chapter mathematically quantifies each client’s influence in

federated learning and proposes an efficient unlearning algorithm to reproduce a

model that is indistinguishable from the retrained one by only exploring clients’

historical submissions. The proposed algorithm achieves a rigorous unlearning

guarantee by adding carefully calibrated noises.

• Chapter 7 concludes this thesis and discusses future research directions for the

development of differential privacy and game theory in cybersecurity.
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2.1 Notations

D ifferential privacy (DP) concerns a database D with n unordered records. A

dataset D′ is defined as a neighboring dataset of D if it only differs by one record

(i.e., |D∆D′| ≤ 1). A query f : D → R on dataset D is an arbitrary function that

maps D to an output range R. The premise of differential privacy is to guarantee that a

randomized method of answering f must behave similarly with neighboring datasets.

Game theory concerns n self-interested agents, who endeavor to maximize their utility.

Each agent has what is known as a private type ti from type space Ti. This private type

encodes what player i knows but the rest of the world does not know [109]. It could be,

for example, the maximum price an auction bidder is willing to pay, or the preference

order a voter holds over candidates in an election. A mechanism M collects the reported

types of each agent and maps them to an output space O. The mechanism has two aims:

first, to incentivize agents to report their true types, second, to achieve a desirable social

outcome. The main notations used throughout this thesis are summarized in Table 2.1.

Table 2.1: Notations

Notations Explanation Notations Explanation

D Dataset ε Privacy budget

D′ Neighboring dataset f Query or mapping

Continued on next page.

11



CHAPTER 2. BACKGROUND

Continued.

∆ f The sensitivity ∇ f The gradient of function f
M A mechanism s, o Mechanism output

q(·) The score function u(·) The utility function

c(·) The cost function vi Player’s valuation

pi Player’s payment ai Player’s action

w, θ Model’s parameters η Learning rate

S The server Ci The i-th client

m,n Counts our numbers [n] The set {1,2, . . . ,n}

r i Player’s reward x−i Vector x except ith value

OPT The optimal value O(·) Complexity

β,δ Confidence parameter N (0,σ2) The Gaussian distribution

H Shannon entropy f ′ The derivative of f
I(·) Mutual information B Budget constraint

G A game T Strategy set

N Natural number Z Integer set

E[·] The expectation T Time or game round

R Real number || · ||1,2 Vector norms

2.2 Differential privacy (DP)

This section introduces the basic concepts of differential privacy, including its original

definition, mathematical properties, and practical variants.

2.2.1 Differential privacy basics

Differential privacy requires deleting or modifying any record in a dataset results in a

negligible effect on the output distribution of a randomized algorithm.

Definition 2.1. (Differential privacy [32]) A randomized method M gives (ε,δ)-differential
privacy for any pair of neighboring datasets D and D′, and for every possible set of outcome
S ⊆ R, if M satisfies:

Pr[M (D) ∈ S]≤ exp(ε) ·Pr[M (D′) ∈ S]+δ, (2.1)

where the probability space is over the coin flips of the method M .
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The parameter ε refers to the privacy budget. If δ= 0, the randomized mechanism M

is ε-differentially private, which satisfies the strictest privacy requirement according to

the definition.

Sensitivity determines the magnitude of perturbations required for privately answer-

ing a query.

Definition 2.2. (l1-sensitivity [32]) Given a pair of neighboring datasets D and D′, the
l1-sensitivity of a query f : D → Rn is defined as

∆ f =max
D,D′ || f (D)− f (D′)||1. (2.2)

The l1 sensitivity of a query f captures the maximum difference f may result in

when made on D and D′. It indicates how much uncertainty should be introduced to

protect the privacy of a single individual.

The Laplace method is used for answering numeric queries. It perturbs the true

answer with scaled noise drawn from the Laplace distribution. The scale of the noise is

calibrated to ∆ f /ε.

Definition 2.3. (Laplace Method [33]) Given any function f : D → Rn over dataset D,
the Laplace method provides ε-differential privacy, which is defined as

M (D)= f (D)+Lap(
∆ f
ε

)n. (2.3)

The Laplace method is a paradigm for privately answering numeric queries. The

accuracy bound of the Laplace method is as follows:

Theorem 2.1. (Accuracy of Laplace Method [33]) Suppose f : D → Rn over dataset D,
and let M be a Laplace method, then for δ ∈ (0,1]:

Pr[|| f (D)−M (D)||∞ ≥ log(
n
δ

) · (∆ f
ε

)]≤ δ, (2.4)

where n is the dimension of the output space R.

The Gaussian method leverages Gaussian-distributed noise to perturb the exact

query result. It provides a differential privacy guarantee for numeric data. Due to the

introduction of the Gaussian noise, the mechanism employs l2 norm in sensitivity.

Definition 2.4. (Gaussian Method [35]) Given any function f : D → Rn over dataset D,
the Gaussian method, which adds Gaussian distributed noise to each coordinate of the

13



CHAPTER 2. BACKGROUND

output, provides (ε,δ)-differential privacy guarantee. The noise is scaled to N (0,σ2) with
the parameter satisfying

σ≥
√

2ln
1.25
δ

· ∆2 f
ε

. (2.5)

For non-numeric queries, the exponential method is designed to provide differential

privacy guarantee, paired with an application-dependent score function q(D, r).

Definition 2.5. (Exponential Method [90]) Let q(D, r) be a score function that mea-
sures the quality of output r ∈ R over dataset D. The exponential method M satisfies
ε-differential privacy if

M = {return r with probability∝ εq(D, r)
2∆q

}. (2.6)

The exponential method outputs an element with a high quality score most of the

time, and it often provides a strong utility guarantee.

Theorem 2.2. (Accuracy of Exponential Method [37]) Suppose M is an exponential
mechanism with score function q, define OPTq,R(D)=maxr∈R q(D, r), then

Pr[q(D, r)≤OPTq,R(D)− 2∆q
ε

· (log(|R|)+ t)]≤ e−t. (2.7)

Lastly, count queries are usually answered with the geometric method. Random

integer noise is drawn from a two-sided geometric distribution and added to the count

query result [43].

Definition 2.6. (Geometric method [43]) For any count query f : D →N over dataset
D, and parameter α ∈ [0,1], the α-geometric method provides differential privacy, which
is defined as

M (D)=


f (D), if α= 0;

f (D)+ X , if α ∈ (0,1);

0, if α= 1,

(2.8)

where X is a random variable with probability mass function

Pr[X = x]= 1−α

1+α
α|x|, x ∈Z, (2.9)

provides differential privacy.
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The parameter α represents the level of privacy guarantee to be provided; larger

values mean stronger privacy protection. For count queries in range N = {0,1, . . . ,n},

to avoid obviously wrong output, the α-truncated geometric mechanism remaps each

negative output to 0 and each output greater than n to n. The truncated mechanism is

also differentially private [43].

2.2.2 Properties of differential privacy

Differential privacy is a rigorous formalization of ”privacy” with composition properties.

Two theorems enable the design and analysis of complex differentially private methods

from simpler private building blocks [37].

Theorem 2.3. (Parallel Composition [89]) Given a set of privacy mechanisms M =
{M1, . . . ,Mm}, if Mi provides an εi privacy guarantee on a disjointed subset of the entire
dataset, M will provide max{ε1, . . . ,εm}-differential privacy.

Theorem 2.4. (Sequential Composition [89]) Given a set of privacy mechanisms M =
{M1, . . . ,Mm} performed sequentially on a dataset, each Mi will provide an εi differential
privacy guarantee, and M will provide

∑
i εi-differential privacy.

In the mean time, differential privacy is also immune to post-processing. Applying

arbitrary data-independent post mapping f to a differentially private method M does

not influence its privacy guarantee.

Theorem 2.5. (Post-processing [37]) Suppose M : D → R is a (ε,δ)-differentially private
mechanism. Let f : R → R′ be an arbitrary randomized mapping. Then f ◦M : D → R′ is
(ε,δ)-differentially private.

2.2.3 Differential privacy variants

Differential privacy has variant versions with respect to different scenarios. In this

section, we discuss variant differential privacy definitions and investigate how they are

developed to achieve game-theoretic properties.

Joint differential privacy is a relaxation of classic differential privacy. The intuition

is that if agents’ private data are computed in a differentially private manner, then each

individual has limited influence on the outcome of the mechanism. In other words, in

a differentially private mechanism, the outcome is almost independent of any agent’s

reported type. To circumvent this limitation, Kearns et al. [69] proposed joint differential
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privacy. Intuitively, joint differential privacy guarantees that the joint distribution of the

outcome given to all other agents j 6= i is insensitive (differentially private) to agent i’s
reported type.

Definition 2.7. (Joint Differential Privacy [69]) A randomized method M gives (ε,δ)-
joint differential privacy for any pair of neighboring datasets D and D′, and for every
possible subset of outcome S−i ⊆ Rn−1, if M satisfies:

Pr[M (D)−i ∈ S−i]≤ exp(ε) ·Pr[M (D′)−i ∈ S−i]+δ, (2.10)

where the probability space is over the coin flips of the method M .

The parameter ε refers to the privacy budget. If δ= 0, the randomized mechanism M

is ε-joint differentially private.

An important connection between classic differential privacy and joint differential

privacy is the billboard lemma [53]. The billboard lemma states that if each agent’s

output is a function only of an ε-differentially private computation and their own private

data, then the overall algorithm satisfies ε-joint differential privacy.

Lemma 2.1. (Billboard Lemma [53]) Suppose M : D →R is (ε,δ)-differentially private.
Consider any set of functions f i : D i ×R → R′, where D i is the portion of the database
containing i’s data. Then the method M ′ that outputs to each agent i: f i(D i,M (D)) is
(ε,δ)-jointly differentially private.

Marginal differential privacy is a further relaxation of differential privacy. Intuitively,

marginal differential privacy guarantees that the marginal distribution of the outcome

for every agent i is insensitive to another agent j’s report.

Definition 2.8. (Marginal Differential Privacy [66]) A randomized method M gives
(ε,δ)-marginal differential privacy for any pair of neighboring datasets D and D′ that
differ in ith data, any j 6= i, and for every possible subset of outcome S ⊂ R, if M satisfies:

Pr[M (D) j ∈ S]≤ exp(ε) ·Pr[M (D′) j ∈ S]+δ, (2.11)

where the probability space is over the coin flips of the method M .

Marginal differential privacy provides differential privacy guarantee on the granu-

larity of any single agent. It promises that for every pair of agents i 6= j, the marginal

distribution of the outcome on agent j is differentially private in agent i’s data.
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Theorem 2.6. (Kannan et al. [66]) Suppose M 1 : Tn →O is (ε1,δ1)-differentially private,
and M 2

j : Tn−1 ×T ×O → R for j = 1,2, . . . ,n is (ε2,δ2)-differentially private in its first
argument. Then their composition M : Tn → Rn, namely

M (t)=
(
M 2

j (t− j, t j,M 1(t))
)n

j=1

is (ε1 +ε2,δ1 +δ2)-marginally differentially private.

Compared with joint differential privacy, which promises differential privacy on

agents j 6= i (i.e., protect privacy against collusions of other n−1 agents), marginal

differential privacy only guarantees differential privacy on each single agent (i.e., protect

privacy against a single agent j 6= i).

2.3 Game theory and mechanism design

Game theory is the science of decision-making, behavior prediction, and equilibrium

analysis. Mechanism design is one of the important areas of game theory, where the goal

is to design rules so that the participants’ behavior not only maximizes their own utility

but also leads to a desirable social outcome [59]. A typical mechanism design problem

involves n rational agents i ∈ [n], each with their own private type ti ∈ Ti. A mechanism

M : Tn →O is a mapping between the reported types and the output space O. There is

a utility function u : T ×O → [0,1] over the outcome space. Each agent i receives their

utility based on their private type and the outcome of the mechanism. There is also a

global “utility” function that maps Tn ×O → R, which relates to the social outcomes.

Example 2.1. (Single-item auction) A seller wishes to sell an item to n bidders. Each
bidder i has made their own valuation (type) vi of the item, which represents the maximum
amount of money i is willing to pay. Each bidder submits their bid bi to the seller,
which may not equal to vi. The seller receives a bid vector b = {b1,b2, . . . ,bn}, and runs a
mechanism M (b) to determine the winner of the auction and, therefore, the selling price
pi. As such, each bidder’s utility ui relies on both their private valuation and the outcome
of the mechanism. If i wins, ui(vi, o) = vi − pi. If i loses, then ui = 0. The seller wishes
to maximize social welfare SW = vi, s.t i is the winner. In such settings, the goal of the
mechanism design is to find a robust M that maximizes social welfare despite strategic
bidding by the agents to maximize their own utility.

One challenge in mechanism design is to make the mechanism robust to manipulation.

As agents are self-interested, they may strategically report their types to maximize their
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own utility. If the private type ti is guaranteed to maximize i’s utility, no matter what

other agents do, adopting the private type ti usually becomes the dominant strategy.

Definition 2.9. (ε-dominant-strategy Truthful [90]) A mechanism M : Tn → O is
ε-dominant-strategy truthful if, for all agents, all vector of types t−i and ti, t′i ∈ T, M

satisfies

u(ti,M (t−i, ti))≥ u(ti,M (t−i, t′i))−ε. (2.12)

That is, no agent can improve more than ε utility by mis-representing his or her type.

If ε = 0, then mechanism M is exactly dominant-strategy truthful (or incentive-

compatible). If the parameter ε tends to 0 as the number of agents grows, then M is said

to be asymptotic truthful.

Example 2.2. (First-price auction and second-price auction) Continuing the single-
item auction in Example. 2.1, deciding the winner is straightforward – the bidder with
the highest bid wins. In addition, it is intuitive to think that the winner would pay what
they bid, which is called the first-price auction. However, the first-price auctions can be
hard to reason about. For example, if a bidder bids truthfully (i.e., bi = vi), their utility
will always be 0, so they usually offer a lower their bid. In turn, this makes it hard for the
seller to predict the bidders’ behaviors. By contrast, in a second-price auction, where the
winner pays the second-highest bid in the auction, which is much easier to reason about.
Here, each bidder has a utility of ui = max{0,vi −max j 6=i b j}. Therefore, the dominant
strategy is for each bidder to bid truthfully at the level of their private valuation. Each
bidder then ends the game with nonnegative utility and social welfare is maximized for
the seller.

The above examples illustrate some of the challenges with rule-making in mechanism

design. Weak rules cannot guarantee preferred game-theoretic properties and may lead

to undesirable results in the face of strategic manipulations. And the vulnerabilities only

increase when privacy issues are considered. Fortunately, differential privacy provides

new opportunities to bridge the gap between privacy and mechanism design. How its

mathematical properties that lend these advantages to game theory translate into

different functional roles is discussed in the next section.
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2.4 Interaction between DP and game theory

2.4.1 Properties of differential privacy for game theory

Developing a genuinely truthful and robust game-theoretic solution for cybersecurity can

be difficult because the designer has to anticipate all possible strategic manipulations and

close all possible loopholes. However, differential privacy has four main mathematical

properties that naturally guarantee approximate truthfulness and robustness to make

the job easier. These are:

• Privacy. Privacy protection is obviously the central tenet of differential privacy.

Adopting differential privacy in a game protects each participant against informa-

tion disclosure.

• Robustness. Differential privacy limits the influence of every single participant

to strategically manipulate a game.

• Quantification. Differential privacy has a rigorous mathematic definition that

allows a mechanism designer to quantify the influence of each agent, which helps

to understand agents’ behaviors.

• Composability. When several differentially private mechanisms are used in

tandem, they still satisfy differential privacy within a process that is strictly

controlled by a privacy budget. In game theory, composability makes it possible to

construct more sophisticated mechanisms from simple building blocks while still

guaranteeing good performance1.

The example, illustrated in Figure 2.1, demonstrates how the natural mathematical

properties of differential privacy lead to robust solutions for game-theoretic problems.

Suppose a merchant goes to a village every day to sell a specific kind of good. The

merchant pre-sets a reserve price, and the final price is determined by an ascending

auction with the highest bidder getting the goods. Many strategic manipulations of this

process are possible. Some of the more common scenarios follow.

• Alice does not need to acquire the goods; she simply wishes to interfere with the

bidding process so as to cause disruption or failure. She does this by participating

in the auction and deliberately over or underbidding in the rounds.
1To avoid ambiguity, in this chapter we use the term method to denote the techniques that satisfy

differential privacy (e.g., the Laplace method) and the term mechanism to denote game-theoretic algorithms
and procedures in a designed strategy.
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Alice

Repeated auctions

Day 1 Day 2 Day n    
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Transaction pricesLying Skewing Collusion

Bob Cathy

Figure 2.1: Various strategies to manipulate auctions

• Bob believes that competition in later rounds will be much weaker than in the

beginning. Therefore, he may consistently underbid for several rounds, hoping to

lower early prices and make the wealthier bidders drop out faster [90].

• Cathy holds a similar idea to Bob; however, in order to further lower the price,

she colludes with a group of other bidders who all concurrently underbid in the

auction.

All of these strategic manipulations carry a negative impact on the merchant’s potential

revenue. In fact, incentivizing agents to bid truthfully is always the desideratum in an

auction. Fortunately, differential privacy carries with it a series of desirable mathematic

properties that can ensure the auction mechanism is robust to the above manipulations.

• In the case of Alice, if the auction satisfies differential privacy, the influence of

Alice’s one (false) record on the final output would be limited, no matter how she

changes her bid.

• In Bob’s case, sequentially composed differentially private methods still satisfy

differential privacy. Even if Bob tries to skew the auction by underbidding, the

final price will still be largely unaffected.

• In Cathy’s case, differential privacy could easily be extended to situations where

the neighboring datasets contain multiple different records. An auction mechanism

that satisfies differential privacy guarantees that collusion would not have much

impact on the final price.

2.4.2 The roles of differential privacy can play in game theory

Figure 2.2 connects differential privacy and game theory through the different functional

roles differential privacy can play in addressing game-theoretic issues. Each of these
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seven roles is made possible by the mathematical properties of differential privacy,

which often provide new avenues for solving classic problems. Further, each role has

two sides – one played by privacy-aware agents, the other played by non-privacy-aware

agents. Privacy-aware agents have privacy considerations explicitly formulated within

their utility functions. As a result, they can, and frequently do, make tradeoffs between

privacy and utility, i.e., information leaked vs. compensation received. Note, however,

that non-privacy-aware agents still care about privacy; they are just not equipped with a

specific privacy policy to guide their behavior.
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Figure 2.2: Roles and properties that connect game theory and differential privacy

2.4.2.1 A strategy selector

In this role, the mechanism designer uses a differentially private method to choose

an outcome or select a strategy while guaranteeing (approximate) truthfulness and a

near-optimal social result.

A digital goods auction makes for a good example of differential privacy as a strategy

selection tool. In the auction, an auctioneer is selling digital goods to bidders with a

demand for one unit each. Each bidder has a private type ti, which represents the

maximum price the bidder will pay. The seller has an unlimited supply of the goods, as

the marginal cost of copying digital products is zero. Since there is no prior distribution

on bidder types, the seller would like to maximize the revenue Rev with a fixed price p. A
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reasonable way for the seller to solve the problem is to apply the exponential method and

select a price from the candidate set with a score function Rev. The price p is selected in

an ε-differentially private manner; thus, the mechanism is ε-dominant strategy truthful.

Further, using the exponential method also ensures near-optimal revenue [90].

2.4.2.2 A signal generator

The output of differentially private methods in a game can provide informative signals

of which strategies the agents have decided to play, creating another role for differential

privacy as a signal generator. For instance, consider an allocation problem, where the

goods are sensitive, and the bidders’ demands are their private information. The allocator

wishes to find an allocation that maximizes social welfare. In this problem, an ascending

auction with a differentially private counting method [15, 36] can be used to provide

near-optimal allocation while giving a sufficient privacy guarantee [29]. Specifically,

the mechanism maintains a differentially private counter to record the number of bids

received so far. Bidders iteratively estimate the current price according to the signal

and decide whether to bid based on their own demands. To protect the bidders’ private

information, the counter is simply increased by 1 when someone bids, and 0 otherwise.

2.4.2.3 A privacy optimizer

Mechanism design problems are usually coupled with optimization problems. However,

agents might be unwilling to provide their private data for computation due to privacy

concerns. This is where differential privacy comes in handy. Consider a crowdsensing

problem where the administrator wants to buy sensor data from workers for the mini-

mum amount of money. Under the cover of differential privacy, workers can report their

charges for performing specific sensing tasks. With this information, the administrator

can allocate workers to ensure that all tasks are performed for the minimum cost. This

naive worker selection problem is basically a minimum weighted set cover problem,

which is NP-hard [138], but it becomes solvable with the exponential method and an

iterative worker selection process [64]. Due to the monotonicity of the score function, the

mechanism is also guaranteed to be truthful.

2.4.2.4 An incentive to be truthful

Truthfulness is always desirable in game theory, as it is easier to predict agent behaviors

when truthful reporting is the dominant strategy. Differential privacy is instrumental in
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developing truthful mechanisms. Consider a facility location problem where a city wants

to build some schools while minimizing the distance between each citizen and their

closest school. Citizens report their preferred locations, and the city chooses locations to

maximize social welfare. In this problem, the exponential method and a commitment

mechanism can be combined to achieve exact truthfulness [107]. The intuition is quite

elegant – the exponential method guarantees good social welfare but is only approximate

truthful, while the commitment mechanism is strictly truthful but leads to poor social

welfare. Yet combining the two mechanisms with properly assigned weights yields a

strictly truthful mechanism with good social welfare.

2.4.2.5 A cost estimator.

In the real world, agents may not only care about the outcome of the mechanism, they

may also worry about their privacy when they participate in a mechanism. Therefore,

it is worth considering mechanism design for privacy-aware agents and modeling their

privacy preferences explicitly in a privacy-aware utility function. The ability to quantify

the property of differential privacy is an extremely useful tool when designing new utility

functions. Take the quasi-linear utility function ui(ti,M , o)= ui(ti, o)− ci(ti,M , o) as an

example. Here, ui(ti, o) is a traditional utility function and ci(ti,M , o) is the privacy cost

of agent i. If an agent’s data is used in a differentially private computation, then that

privacy cost can be modeled by εvi, where vi is agent i’s private valuation [42]. With

these new utility functions and quantified privacy costs, we could figure out the behaviors

of privacy-aware agents, and identify the conditions that lead to truth-reporting.

2.4.2.6 A commodity broker

Individuals selling their private data is becoming increasingly common, with some agents

willing to share their information as long as it fetches a high enough price. But how

much should a collector pay for an individual’s data? If the data is used in a differentially

private manner, the answer is quite intuitive – the compensation should at least cover

an agent’s privacy cost, which is bounded by εvi [42]. Moreover, differential privacy

also works in private data pricing [108]. Consider a data broker who provides different

data-based services for consumers with various interests. If the price of the data with

a noise scale of ε = 0.1 is $1, is it reasonable to ask $10 for data where ε = 1.0? The

quantification property of differential privacy allows us to explore the pricing strategies

while avoiding arbitrage in data markets.
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2.4.2.7 Learning instrument

In game theory, learning refers to the dynamic adjustments agents make to their strate-

gies after observing the outcome of a game. It is a common process in games where agents

must repeatedly make decisions but have limited knowledge about the game. In such

scenarios, it is crucial to avoid a dictatorship by limiting the influence of each agent [72].

For example, in repeated auctions, the effect of an agent’s current bid on future prices

should be bounded; otherwise, non-myopic agents would bid strategically to cumulatively

maximize their utility [57]. The robustness property of differential privacy restricts the

influence of each agent, making it a natural choice when constructing game-theoretic

learning algorithms. In addition, differential privacy also provides a solid guarantee over

the privacy of training samples during the learning process.

2.5 Federated learning

2.5.1 Federated learning basics

Federated learning harnesses the power of a large number of distributed clients to

collaboratively train a global model without revealing their local data to a central

server [161]. In federated learning, each client Ci possesses a private database, denoted

as D i, and is equipped with a computing device. The server S wishes to train a global

model with training data distributed across these clients. The clients who participate

in the training are responsible for finding the parameter w that minimizes a given loss

function. The loss function of client Ci with database D i is

f i(w)= 1
|D i|

∑
j∈D i

l j(w), (2.13)

where l j(w) is the loss incurred on the data sample j.
In each training round, the server obtains an aggregated model parameter by com-

puting the weighted average over wi from each client.

wavg =
n∑

i=1
αiwi, αi = |D i|∑n

i=1 |D i|
. (2.14)

The server broadcasts the aggregated model parameters to each client, who updates

their local model and starts the next round of training. The learning process can be

formulated as an optimization problem, aimed at finding the parameters that minimizes

of the global loss function

w∗ = argmin
w

αi f i(w). (2.15)
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After enough rounds of local training and parameter aggregation, the solution of the

optimization problem will converge to the optimal value of the global model.

2.5.2 Related work – privacy and games in federated learning

Although federated learning protects data privacy to an extent, clients’ information can

still be inferred from the parameter updates [124]. Differential privacy, as a rigorous

privacy model, has been widely used to address this issue.

Wei et al. [147] used a Gaussian mechanism to perturb the actual parameters client-

side before sending them to the server for aggregation. They calibrated the appropriate

levels of noise for uploading and broadcasting, and theoretically analyzed the convergence

bound with respect to the level of privacy protection offered. The strategy is robust to

adversaries who eavesdrop between the server and clients.

Hu et al. [54] presented a differentially private federated learning framework to

train personalized models for users in distributed IoT architectures. They formulated

federated learning as a multitask optimization problem, using a Gaussian mechanism to

protect the information in dual variables. The trained model takes advantage of each

user’s data so as to maintain a high level of personalization.

Hao et al. [51] developed a privacy-preserving deep federated learning scheme based

on gradient descent. To protect the parameter update process, they combined differential

privacy with homomorphic encryption. Each local gradient is randomized by adding

Laplace noise and then encrypted using a Pallier algorithm. Integrating encryption

techniques stops collusion between the server and users.

Zhao et al. [169] explored the notion that unreliable participants who hold low-quality

data and may negatively impact learning accuracy. Hence, they employed an exponential

mechanism to select high-quality participants, and applied functional mechanism expand

the loss function. To protect privacy, Laplace noise is added to the coefficients of the

approximated polynomial formula.

Girgis et al. [45] introduced a shuffled differential privacy model for federated learn-

ing and developed a communication-efficient and local differentially-private stochastic

gradient descent algorithm. In their framework, an additional secure shuffler sits be-

tween the clients and an untrusted server. In each iteration, the shuffler collects gradi-

ents from a subset of randomly-selected clients. Each client’s gradient is protected by a

compression mechanism that is both differentially-private and communication-efficient.

Federated learning involves the collaboration of different clients, who may have

various considerations when they participate in the training, game theory is a useful
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tool for analyzing their behavior.

Kang et al. [65] proposed a reputation-based client selection scheme for reliable

federated learning. They adopted a consortium blockchain to manage the reputation of

each client, which is updated according to their historical behaviors. Different contracts,

i.e., resource-reward bundles, are designed for different types of clients, guaranteeing

individual rationality and incentive compatibility. Clients with high-quality data receive

higher rewards.

Zhan et al. [163] used a Stackelberg game to model the interaction between the server

and clients for federated learning. The server tries to minimize the reward it pays while

each edge node aims to maximize their own revenue. An incentive mechanism based on

reinforcement learning solves the game, where the server acts as a leader and the edge

nodes learn the Nash equilibrium after observing the server’s decision. In this way, the

server and edge nodes can dynamically adjust their optimal strategies.

Tang et al. [128] proposed an incentive mechanism for a federated learning frame-

work to motivate efficient cooperation between organizations. They developed a perfect

information game where organizations try to maximize their payoffs by specifying the

expected workload and compensation. The payoff is computed as a function of the global

model’s accuracy and the organization’s computation cost. Nash equilibrium is reached

when no organization has incentive to deviate from the server’s arrangements.

2.6 Advanced persistent threats (APTs)

2.6.1 Introduction to APTs

Advanced persistent threats are a major threat to today’s cyber systems. Different

from a regular cyber attack, APTs are often performed by groups of adversaries with

sophisticated levels of expertise and significant resources. The characteristics of APTs in

terms of their definitions follow.

• Advanced: The APT attackers are usually well-funded by organizations or even

governments, which allows them to tailor advanced tools and methods to generate

opportunities to achieve their specific objective. A distinguishing character of APTs

is the novelty of the attack methods, which usually include but are not limited

to combinations of multiple different attack vectors, such as phishing, malware,

and viruses. Some attack techniques may never have even been seen before, which

guarantees its success.
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• Persistent: The goal of an APT attack not only involves stealing sensitive data and

undermining critical components of the targeted victim. One important aim of an

APT attack is to stay undetected and position oneself for future post-exfiltration

or post-impediment. Unlike traditional attacks, which often employ “smash and

grab” style tactics for mere financial gain, APT attackers are much more patient

and persistent. They usually follow a “low and slow” strategy, gradually expanding

their foothold across the whole network.

• Threat: APT attacks are accurately aimed, well designed and can cause irreparable

damage to the targeted victim. Even worse, they are long-term threats and hard to

detect or eliminate. These have raised serious threats to companies, organizations

and even nation entities who want to keep their data and secrets secure, causing

significant financial and security losses across many fields.

The lifecycle of a typical APT attack consists of five stages [3]: reconnaissance,

establishment of foothold, lateral movement, exfiltration, and post-exfiltration. Through

continuous reconnaissance and deep exploration of the target’s defense strategy, an APT

attacker is very likely to avoid being detected [156]. Therefore, to defend against an APT

attack, appropriate defense approaches need to be implemented at each stage so as to

detect or prevent the movement of attackers. A robust defense strategy should guarantee

that attackers cannot evade all the defense layers. Therefore, any defense strategy has

to consider multiple points of vulnerability across multiple levels of the network.

In fact, attack and defense in the context of APT is a long and evolutionary process,

where the attacker and defender endeavor to explore their opponent’s strategies and

maximize their strategic benefits. The National Institute of Standards and Technology

(NIST) [111] has demonstrated that APT attackers may keep themselves updated with

changes in the targeted network, continuously collecting and analyzing useful infor-

mation about the victim organization while staying undetected. Therefore, it is crucial

to consider potential risks and estimate the influence of undetected behaviors when

modeling interactions between the attacker and defender.

2.6.2 Related work – defending against APTs

Since APTs involve dynamic strategy adjustment of attackers and defenders, game theory

is a useful tool for analyzing their behavior. In fact, many efforts have been devoted to

study game theory for APT attacks [55]. In this section, we review the state-of-the-art

literature.
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2.6.2.1 Cyber deception games

Cyber deception is a good way to deceive and mislead attackers in APTs. Wan et al. [142]

developed a cyber deception game based on hypergame theory to mislead attacker’s

decision-making. They extracted subgames from different stages of cyber kill chain and

modeled players’ perceived uncertainty which can influence their understandings about

the game. The proposed hypergames allow players view and analyze the original game

differently according to asymmetric information. Therefore, the defender is able to create

defensive deception strategies to manipulate an attacker’s belief, which is influential to

the attacker’s decision-making.

Ye et al. [158] proposed a dynamic security game to mislead attackers by hiding or

providing inaccurate system information. In their game, the defender decides whether

to deploy a honeypot or disconnect some systems, the attacker tries to select target

configurations that maximize its expected attacking gain. They adopted differentially

private techniques to perturb the accurate number of systems and obfuscate system

configuration. Through this way, the influence of changing system number and sys-

tem configuration can be limited, and thus the cyber system is more resistant against

attackers’ reasoning.

Tian et al. [133] formulated a honeypot game to defend against APT attack for indus-

trial Internet of Things. They considered bounded rationality of players and employed

prospect theory to describe the rational behavior. In the proposed game, attacker and

defender strategically choose periods of attack and defense to maximize their expected

utility. Prelec’s probability weighting function is introduced to players’ utility expres-

sions when they have incomplete information about their opponent. Evolutionary stable

strategy of the game is discovered by checking the eigenvalues of utility’s Jacobi matrix.

2.6.2.2 FlipIt games

FilpIt game is a useful model to model the interactions in APTs as the attacker and

defender takeover the system alternatively [30]. Zhang et al. [168] used the FlipIt

game to capture the strategic interactions between APT attacker and defender. They

constructed local FlipIt game in distributed nodes to model the occupation of devices for

single defender and single attacker, and developed a global FlipIt game over the network

to describe the complex interactions among multiple defenders and multiple attackers.

Besides, they employed cyber insurance to mitigate the risks for a cyber system, and

explored the design of incentive compatible insurance contracts by solving the welfare
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maximization problem.

2.6.2.3 Resource allocation games

Yang et al. [156] considered the repair of systems when an APT attack is detected in an

organization. They formulated an APT repair game to find effective resource allocation

strategies and thus can mitigate the potential loss of the victim organization. Their game

falls into the differential Nash game category where the attacker tries to maximize its

potential benefit and the defender aims to minimize the potential loss. The potential

equilibria are obtained by solving potential systems, and numeric simulations are used

to demonstrate the relationship between potential equilibria and the Nash equilibria.

Xiao et al. [153] presented an APT detection game based on cumulative prospect

theory. Specifically, the attacker chooses an attack interval to launch an attack, and

the defender chooses the scan interval to protect the cyber system. The proposed model

incorporates the probability weighting distortion and the framing effect of the subjective

attacker and defender. To find the optimal defense strategy, they developed a policy

hill-climbing detection scheme to increase the policy uncertainty and thus to mislead the

attacker. An experience based value initialization method is proposed to accelerate the

learning speed.

2.6.2.4 Information tracking games

Moothedath et al. [95] proposed a dynamic information flow tracking game to monitor

the data flow and control flow within a network, and thus to detect APT attacks. They

used a graph model to capture the interaction among different nodes in the network,

where the attacker aims to reach a specific node and the defender tries to detect the

threat in an efficient way. In each stage of the game, the defender decides the tag status

of a flow and specifies security policies a flow should follow. The best response of the

attacker and defender can be derived by employing a shortest path algorithm.

Sengupta et al. [123] pointed out that there are useful inherent information contained

in the multi-stage stealthy movement of APT attackers. They proposed a general-sum

Markov game along with a vulnerability scoring method to figure out the utility of

players in each stage of the game. They developed a system attack graph to represent the

states of the game. The attacker’s actions are modeled based on real-world APT attacks,

while the defender’s actions are allocations of security resources. The game is solved by

dynamic programming and the authors showed that the Stackelberg equilibrium with

some assumptions is in fact the Nash equilibrium of the general-sum Markov game.
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2.6.2.5 Bayesian games

Huang et al. [55] proposed a multi-stage Bayesian game to capture the incomplete in-

formation resulted from attacker’s deceptive actions and multi-phase movement. They

developed a conjugate based method to incorporate Bayesian belief update and the

computation of equilibrium strategy. Their game boils down to backward dynamic pro-

gramming and is solved under the assumption of beta-binomial conjugate prior on users’

type. With their framework, the defender is able to compute the perfect Nash equilib-

rium and thus predict the attacker’s behaviors. However, although the proposed method

leads to computationally tractable equilibrium, their assumptions may be too strong in

real-world APT scenarios.

2.7 Machine unlearning

2.7.1 Machine unlearning basics

Machine unlearning is the study of removing the influence of certain data points from

a learned model [47]. The demand for machine unlearning generally stems from real-

world situations where data owners need to revoke their contributions to a learned

model due to privacy or security issues [14]. In addition, it is legally required that

individuals have the right to decide if their personal data can be used by any entity for

any purpose. For example, the GDPR and the Right to be Forgotten grant the right for

users to withdraw consent to the use of their data from companies and organizations

under certain circumstances. Therefore, it is important to explore how to fulfill these

legal aims in machine learning area.

Machine unlearning deals with both homogeneous (e.g., to unlearn a set of samples)

and heterogeneous (e.g., to unlearn a specific class) unlearning requests. Intuitively,

the naive way to unlearn targeted data from a model is simply to retrain the model

from scratch using the remaining data. However, retraining from scratch results in

prohibitively expensive computation costs, and is incapable of handling situations where

unlearning requests come frequently. In addition, in some scenarios, such as federated

learning, it is unable to perform retraining as the previous participating clients may

have lost connection due to the inherently distinct learning mode.

The relationship between model training and machine unlearning is described in

Figure 2.3, including the training, predicting (aka. inference), and unlearning processes.

At the beginning, a learnable model is initialized and trained using data that may be
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Figure 2.3: Model training, predicting and unlearning processes.

collected from multiple parties. The training process results in a model that is useful for

AI tasks, and also generates internal states or data such as gradients, Hessian matrices,

and intermediate model parameters. When a user submits an unlearning request, the

model owner employs some unlearning oracle based on the cached data to reproduce

an unlearned model. Ideally, the unlearned model should completely forget what it has

learned about the data to be unlearned. For example, in the dog-cat image classification

task, if the data of dogs needs to be unlearned, then the unlearned model will not be able

to recognize dogs anymore.

In fact, making a model forget some training samples is quite trivial. For example,

one can simply add a large amount of noise to the model’s parameters, which definitely

removes the influence of the unlearned data – but also destroys the model’s utility on the

remaining data. Therefore, the challenge of machine unlearning lies in how to unlearn

the targeted data while avoiding catastrophic forgetting [170] – a phenomenon where a

model rapidly loses accuracy on some tasks when fine-tuned for others.

2.7.2 Related work – machine unlearning techniques

Considering unlearning strategies, current machine unlearning techniques could be

classified into three categories: training-based unlearning, tuning-based unlearning and

model-based unlearning.

2.7.2.1 Training-based machine unlearning

Training-based machine unlearning aims to speed up the retraining process or use

fewer training rounds to improve model accuracy. Bourtoule et al. [9] proposed an
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unlearning framework SISA that partitions the training data into multiple shards.

Each shared creates a unique model checkpoint so that the retraining can be invoked

from the intermediate state. Liu et al. [83] developed a rapid retraining algorithm

to remove data samples from a federated learning model. They employed the Fisher

Information Matrix (FIM) to approximate the Hessian for Quasi-Newton optimization,

which is computationally cheaper than the traditional L-BFGS algorithm [8]. Liu et

al. [81] presented a client-level data removal algorithm to eliminate the influence of a

client’s data. The proposed algorithm relies on the storage of the central server to retain

historical submissions for each client, which are then calibrated by retrained parameters

to speed up the unlearning process. Wang et al. [143] proposed a pruning-based category-

level unlearning algorithm. They leveraged TF-IDF [110] to evaluate the relevance

between channels and classes, and erased the discriminative channels of the category to

be unlearned. Their model’s performance is restored by fine-tuning the pruned model

on the remaining dataset. Wu et al. [149] focused on addressing the incremental effect

when they removed specific clients. They directly subtracted one client’s updates from

the global model’s parameters, and further employed knowledge distillation to improve

model accuracy. The original global model is adopted as the teacher model to recover the

damage caused by unlearning operations.

2.7.2.2 Tuning-based machine unlearning

Tuning-based machine unlearning directly modifies the parameters of a trained model to

erase the influence of unlearned data, where the modification is usually calibrated by

particular influence functions. Golatkar et al. [46] used the Hessian-gradient product to

represent the contribution of the data to be unlearned. They performed a reverse Newton

step on the trained model to scrub the information from the unlearned data under a

local quadratic approximation. Similarly, Guo et al. [50] adopted influence theory [71]

to evaluate the impact of a training sample, and employed differentially private loss

perturbation [17] to mask the gradient discrepancy caused by removing a particular

data point. Their proposed ε-certificated removal is in fact a relaxation of ε-differential

privacy on a particular data record. Sekhari et al. [122] followed Newton’s method to

optimize the empirical loss, and deleted the influence of the targeted data by subtracting

an inversed Hessian from the trained model. Golatkar et al. [47] derived an optimal

scrubbing scheme based on the theorem of neural tangent kernels (NTK) [61]. Their

algorithm modifies the model’s parameters as a function of the tangent kernel, which is

more component in deep learning due to the over-parameterization of deep models.
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3
JOINT DIFFERENTIAL PRIVACY AND AUCTION GAME:

ENHANCING THE ROBUSTNESS OF FEDERATED

LEARNING FRAMEWORK

Federated learning is a promising distributed machine learning paradigm that

has been playing a significant role in providing privacy-preserving learning

solutions. However, alongside all its achievements, there are also limitations.

First, traditional frameworks assume that all the clients are voluntary and so will want

to participate in training only for improving the model’s accuracy. However, in reality,

clients usually want to be adequately compensated for the data and resources they will

use before participating. Second, today’s frameworks do not offer sufficient protection

against malicious participants who try to skew a jointly trained model with poisoned

updates. To address these concerns, this chapter develops a more robust federated

learning scheme based on joint differential privacy. The framework provides two game-

theoretic mechanisms to motivate clients to participate in training. These mechanisms

are dominant-strategy truthful, individual rational, and budget-balanced. Further, the

influence an adversarial client can have is quantified and restricted, and data privacy is

similarly guaranteed in quantitative terms. Experiments with different training models

on real-word datasets demonstrate the effectiveness of the proposed approach.
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CHAPTER 3. JOINT DIFFERENTIAL PRIVACY AND AUCTION GAME: ENHANCING
THE ROBUSTNESS OF FEDERATED LEARNING FRAMEWORK

3.1 Introduction

The rapidly developing techniques in artificial intelligence (AI) are greatly improving

traditional machine learning methods and bringing enormous potential for future in-

novation along with them. The past few years have witnessed a boom in AI solutions

in computer vision, speech recognition, medical diagnosis, and more [161]. However,

although computing power has generally increased, so has the amount of data needed to

build a high-performing model. As such, it is no longer practical to collect sufficient data

and train a model with a single processing unit. Federated learning [48], a promising

learning paradigm for distributed settings, is being used to overcome this issue. In

federated learning, each client trains a local model using their own data, and updates the

model’s parameters or gradients to the server. The server aggregates all the parameters

from clients and update the global model round by round. In most federated learning

schemes, only the model’s parameters are shared to the server, each client’s data are

kept invisible and anonymized to other parties and their privacy can be protected to

some extent.

Yet, despite these benefits, federated learning still faces several critical challenges.

The first and foremost one corresponds to clients’ incentive, which is usually overlooked

by most federated learning frameworks [164]. Incentive refers to the rewards or gains

of clients that encourage them to participate in a training, or the inducement that

make them behave actively and reliably in the training process [65]. The incentive

issue seems redundant in federated learning as each client has access to the final

trained model and actually benefits from it. However, researches has demonstrated

that this is far from being enough [128, 131, 163]. In fact, being a part of a federated

learning scheme demands a great deal of overhead on the part of the client, and so their

excessive consumption of time, energy, bandwidth, etc., may need to be compensated.

More importantly, nowadays data are regarded as valuable and private assets, which can

rarely be contributed for free. Hence, the traditional assumption that all the clients are

voluntary to participate in the federated learning is somewhat over-optimistic. From this

perspective, an incentive mechanism is an indispensable element of a federated learning

system.

In addition to the incentive problem, malicious participants attempting to poison the

jointly learned model is another issue. Researchers have demonstrated that federated

learning is generally vulnerable to manipulation by adversarial clients, like model

and data poisoning [5, 7] in particular. In this chapter, we focused on dirty-label data
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poisoning attack, where a malicious participant introduces a number of data samples

with modified labels in the training set to cause a mis-classification of the global model.

As clients’ data are never shared in federated learning, the server cannot verify the data

used in each local training. Thus, dirty-label data poisoning attack provides a convenient

way for malicious clients to manipulate the global model. Therefore, framework designs

need to be more robust and defense strategies need to be more reliable.

As a last point, federated learning works without disclosing the clients’ raw data.

However, their private information can still be compromised by inferring information

from the parameter updates [124]. Hence, an optimal security strategy against poisoning

attacks should also provide protection against privacy breaches through inference.

In this chapter, we proposed a game-theoretic framework to advance federated learn-

ing, aiming at guiding client selection and limiting the influence of adversaries. The

framework not only introduces incentives and compensation for participation, but also

improves defenses against poisoning attacks. Specifically, our solutions treat clients as

purveyors of training power, and the server is wired to behave like a buyer. Various

allocation and payment rules are designed to guarantee truthfulness and individual

rationality during the “buying” process, i.e., the process of selecting clients to participate

in training. Further, should a particular client be adversarial, the mechanism applies

joint differential privacy to limit its impact. To demonstrate the effectiveness of this

framework, we conducted experiments with several real-world datasets and different

learning models. The main contributions of this chapter therefore include:

• A jointly differentially private federated learning framework that limits the impact

of adversarial clients and provides a rigorous privacy guarantee.

• Two truthful game-theoretic mechanisms the server can use to select participating

clients for training.

• Theoretical proofs and analyses of the proposed mechanisms. The client selection

mechanisms satisfy game-theoretic properties and are robust against strategic

manipulation by clients.

• Experimental simulations that show the the rationale behind the mechanisms.

Further experiments with real-world datasets demonstrate the effectiveness of the

proposed federated learning scheme.
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In the rest of this chapter, we first introduce basic background knowledge of feder-

ated learning and then detail the client selection mechanisms and learning framework.

Theoretical analyses and experimental results are also given.

3.2 Preliminaries

3.2.1 The game-theoretic properties used in this chapter

In federated learning, the server needs to recruit a number of clients to perform a

training task. However, given that the clients each have a different dataset and diverse

computation abilities, the energy and time costs etc. for them to participate in the

training also varies. Hence, our framework treats the client selection process as an

auction game, where clients submit their cost ci as a bid and the server decides the

winners and payments pi based on its budget B. If a client is selected by the server, its

utility is ui = pi − ci, and ui = 0 otherwise.

Clients are assumed to be rational and self-interested. In other words, each client

only cares about its own utility and tries to maximize it, even if that means misreporting

information. However, the server is incentivized to attract as many participating clients

as possible with its limited budget B. Specifically, the client selection mechanism should

satisfy the following game-theoretic properties:

Definition 3.1. (Dominant-strategy truthful) A client selection mechanism M is dominant-
strategy truthful if, for every client, truthfully reporting his cost ci is a dominant strategy.
That is, given ci and all possible c′i ∈R:

ui(ci, c−i)≥ ui(c′i, c−i), (3.1)

where c−i represents the strategy profile of clients except for the ith component, c = (ci, c−i).

Truthfulness means that no client can improve their utility by misrepresenting their

data, which is an important property in developing game-theoretic solutions.

Definition 3.2. (Individual rationality) A mechanism M is individual rational for each
client if the clients gain non-negative utility by participating in M .

ui = pi − ci ≥ 0. (3.2)

Individual rationality guarantees the baseline utility of each client. If participating

in a mechanism possibly leads to negative utility, clients may decline to participate at

all.
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Lastly, from the server’s perspective, its total payments must stay within its prede-

fined budget.

Definition 3.3. (Budget balance) A client selection mechanism M is budget-balanced if
the total amount paid by the server does not exceed its budget. Formally, given m selected
clients, each receives a payment pi, then

m∑
i=1

pi ≤ B. (3.3)

3.2.2 Problem definition

First, we need to find a dominant-strategy truthful client selection mechanism, such

that the server can select participating clients while minimizing the risk of strategic

manipulation. Second, we need to consider situations where one adversarial client has

“slipped through the cracks” and been selected to participate in the training: we need to

find a way to limit the impact of this adversarial client. Finally, the solutions we derive

must protect each client’s data privacy. Formal definitions of these problems follow.

Consider a server S that wishes to recruit m out of n clients to collaboratively train a

global model. Each client Ci has a database D i that contains di = |D i| data records. The

server S publishes the training task and each client submits their estimated costs ci,

which is the minimum amount of payment that incentivizes them to participate in the

training. Given a cost vector (ci, . . . , cn), the server must select m participating clients

while satisfying the game-theoretic properties outlined in Definitions 3.1-3.3. Moreover,

the m clients selected include one adversarial client, who will try to skew the trained

model by submitting dirty parameters during the training process. The server cannot

distinguish which client is adversarial but wishes to reduce its impact.

For the purposes of this chapter, we assume that the server S is not trustworthy. As

a result, no client can submit their trained parameters directly to the server for fear of

a privacy breach. Moreover, we also assume that the server knows the amount of data

di used by each client. This assumption is without loss of generality because in many

federated learning scenarios di is not regarded as private information. For example, in a

training of default prediction model, the central authority (e.g., bank regulator) actually

knows the amount of registered members in each organization (e.g., banks). And, many

input recommendation models in mobile phone are locally trained based on a length-fixed

prefixes of user’s previous inputs (e.g. 5 words). Even if di cannot be known, we can

simply set di = 1, which removes di ’s influence in the proposed mechanisms. As di is not
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involved in the derivation of game-theoretic properties, the proposed mechanisms still

work without knowing an actual di.

3.3 The jointly differentially private federated
learning framework

3.3.1 Overview of the framework

The proposed framework consists of a central server and multiple clients, as pictured in

Figure 3.1.

Client 1 Client n

Database 1 Database n

  

Sever  Winner determination

 Local
          training

 Parameter aggregation
Client selection 

Private learning
       

Client i

Database i

  

 Model initializationValidation
dataset

Figure 3.1: Our jointly differentially private federated learning framework

We provide an example to describe the workflow of the proposed framework. Consider

there are n = 15 clients {C1,C2, . . . ,C15}, each with their own private database that

might be used to collaboratively train a machine learning model. A central server S
is responsible for selecting participating clients and aggregating clients’ submitted

parameter updates. To arrive at a global model, each party in the framework must

execute the following steps in succession.

1© Model initialization. The server S initializes the model that is to be trained and

publishes necessary information about this model to all clients, e.g., the number of

parameters, the network structure, etc.

38



3.3. THE JOINTLY DIFFERENTIALLY PRIVATE FEDERATED LEARNING
FRAMEWORK

2© Bid submission. Each client Ci receives the model’s information from the server,

and evaluates their cost ci of participating in the training. The cost can be evaluated

by considering the energy consumption, communication cost and the valuation of

their training dataset [42, 131]. Each client then submits their evaluated costs ci

as a bid to the server S.

3© Winner determination. The server S employs a dominant-strategy truthful mecha-

nism to decide the winning clients and corresponding payments. It then publishes

the result of the bidding process. The winning clients then prepare for the coming

local training (e.g., Client 1 in Figure 3.1). Clients that were not selected are not

included in any further training. For the purposes of this example, we assume that

clients {C1,C2, . . . ,C10} are winners selected by the server.

4© Local training. Each winner downloads the global model from the server S and

performs local training using their own device and data D i. In each round, the

locally trained model parameters of client Ci are denoted as θi.

5© Parameter uploading. The winners add local perturbation to their parameters

θi, and then upload the perturbed parameters θ̂i to the server S according to

predefined uploading rules. Each θi is perturbed with Gaussian noise vi ∼N (0,σ),

i.e., θ̂i = θi +vi.

6© Parameter aggregation. The server constructs client groups g i = {C j} j 6=i, each

contains all the winning clients except for a particular one.. The server then

employs an exponential mechanism to select a group g∗
i , and computes (agg =∑

diθ̂i, sum =∑
di) for Ci ∈ g∗

i . The probability of being selected is determined us-

ing the model’s accuracy evaluated on the server’s validation dataset. For example,

if g1 = {C2, . . . ,C10} is selected by the mechanism, then the aggregated parameters

will be (agg =∑10
i=2 diθ̂i, sum =∑10

i=2 di).

7© Aggregated result transfer. The server S transfers the aggregated parameters

(agg, sum) to each client. The clients update their local model by θi = agg+diθi
sum+di

,

and return to Step 4© for the next round of training. For example, Client 1 would

update its local parameters with the formula θ1 = agg+d1θ1
sum+d1

.

After each round, the server S tests the accuracy of the global model using the newest

θi selected by the exponential mechanism. Once the accuracy of the global model reaches
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a satisfactory threshold, the server stops the training. Each client will receive their

payment after the training stops.

The proposed framework involves an auction process compared to traditional ones.

As clients may deliberately overbid or underbid their costs, the bids are not considered

private information. Suppose there are n candidate clients participating in the bidding,

each client submits their evaluated cost to the server, and the server publishes the result

after determining winners. During the auction process, the communication overhead is

O(n).

We note that, non-myopic rational adversaries may bear the loss incurred in the

client selection process and strategically underbid their cost to make themselves selected.

This happens when an adversary’s expected future gain by attack outweighs its previous

loss in client selection. Such scenarios are complicated to analyze because it is hard to

quantify the actual gain of an adversary without introducing more assumptions about

their (may be heterogeneous) utility function. To address this issue, we introduced

joint differential privacy in the private learning stage, which limits the influence of an

adversary.

3.3.2 The client selection stage

The keys to the client selection stage (i.e., Steps 2©∼ 3©) are the client selection mech-

anisms, which are designed to choose appropriate clients while incentivizing truthful

reporting. As the proposed framework is built for the possibility that an adversarial

client may be a participant, both normal and adversarial clients are considered.

• Normal clients. Normal clients are those benign clients who participate in the

training without any intention of sabotaging the trained model. These clients are

rational and wish to maximize their utility ui. Therefore, to get a higher payment,

a normal client may strategically misreport their expected costs ci to the server S
either by over- or underbidding the amount. In addition, normal clients will follow

the predefined rules about parameter uploading, and they care about their privacy.

• Adversarial clients. Adversarial clients want to sabotage the trained model in

some way. For example, they may upload random noise to reduce the model’s

accuracy [19], or train their local model with incorrectly labeled data so as to skew

the global update [7]. Like normal clients, adversarial clients can also strategically

overbid or underbid their costs ci to obtain higher payments. The adversarial

client’s utility is generally determined by the misleadingness of a global model
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or the extent of disruption caused to the training process. Since the adversarial

clients may have distinct purposes, we do not explicitly quantify their utility.

Importantly, the server cannot distinguish between the two types of clients. Thus,

the client selection mechanisms must be dominant-strategy truthful to avoid strategical

manipulation. We present two mechanisms that satisfies this requirement. The first

mechanism is dominant-strategy truthful, individual rational and envy-free, which

means that each client likes its outcome at least as well as the outcome of anyone

else. The second mechanism is also dominant-strategy truthful and individual rational,

besides, it satisfies the server’s specific optimization requirements for selecting clients.

In addition, both mechanisms are budget-balanced.

3.3.2.1 A simple, envy-free client selection mechanism

The aim of the client selection mechanism M1 is to guarantee game-theoretic properties,

such as truthfulness and individual rationality. After collecting the costs ci from each

client i, the server runs Algorithm 1 to decide the winners and corresponding payments.

The algorithm first computes the unit prices of each piece of data qi = ci/di at client i, and

sorts them into increasing order. Then it finds the largest integer m ∈ [n] that satisfies

qm ≤ B∑m
i=1 di

. The winning clients are Ci, i ∈ [m] and their payments are determined by

pi =min{ B∑m
i=1 di

, qm+1} ·di. Any clients who are not selected to participate receives zero

payment, i.e., pi = 0 for i ∈ [m+1,n], and are no longer considered.

Algorithm 1 Truthful client selection mechanism M1
Input: cost ci from each client, the server’s total budget B .
Output: winning clients for FL training, the payment pi for each client.

1: for i ≤ n do
2: qi ← ci

di
.

3: end for
4: sort qi in an increasing order, q1 ≤ q2 ≤ ·· · ≤ qn, breaking ties arbitrarily.
5: find the largest m ∈ [n] that satisfies q1 ≤ q2 ≤ ·· · ≤ qm and qm ≤ B∑

i∈S di
, breaking

ties arbitrarily.
6: for 1≤ i ≤ m do
7: pi ←min{ B∑

i∈S di
, qm+1} ·di.

8: end for
9: for m < i ≤ n do

10: pi ← 0.
11: end for
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The design rationale of M1 is as follows. What makes a client attractive to a server is

low costs and a large amount of data offered. Therefore, the heuristic trades off between

these two properties by considering the data’s unit price. In other words, the server

S buys the goods (data) from the sellers (clients) according to the unit selling price of

their goods. The detailed game-theoretic properties of the mechanism are proofed and

discussed in Section 3.4.

3.3.2.2 Client selection with the server’s requirement

Although mechanism M1 satisfies the desired game-theoretic properties, it does not

consider the server’s specific requirements. To treat server S as a data buyer in a market,

we must assume a specific goal that is driving its data purchases. For example, the server

may wish to reach an accuracy threshold with the minimum amount of spending, or to

achieve the highest possible accuracy with a fixed monetary budget [42].

However, in our framework, the server S only knows the amount of data each client

holds, it cannot assess the quality of the data. From the server’s perspective, guaranteeing

the performance of the trained model demands as much training data as it can possibly

buy with its money. As such, it is reasonable to formulate the client selection problem as

a social welfare maximization problem, where the social welfare is defined as the total

amount of data the server can possibly buy. Formally, the problem is described as follows.

max
n∑

i=1
xi ·di (3.4)

s.t.
n∑

i=1
xi · ci ≤ B, ∀i, xi ∈ {0,1}.

This formulation is a typical 0/1 knapsack problem, where di represents each client’s

weight, and ci is the corresponding size. The client selection process is therefore a variant

of the knapsack auction, where the size is the private information of bidders, and the

weights are public.

Knapsack problems are NP-hard; therefore, an approximation algorithm [96] is

used to find winning clients, and the corresponding payments are determined following

Myerson’s lemma [98]. The details of the mechanism are shown in Algorithm 2.

The design rationale of M2 is as follows. The algorithm approximately solves the

knapsack problem and decides the winning clients. The payment pi for winner i is then

determined using the critical bid – the infimum of the bids i could make and continue

to win. The allocation function alloci describes the allocation status of client i (i.e., win
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Algorithm 2 Truthful client selection mechanism M2
Input: cost ci from each client, the server’s total budget B .
Output: winning clients for FL training, the payment pi for each client.

1: for i ≤ n do
2: r i ← di

ci
.

3: end for
4: sort r i in an decreasing order, r1 ≥ r2 ≥ ·· · ≥ rn, breaking ties arbitrarily.
5: paid ← 0, selected ←;, i = 1.
6: while paid+ ci ≤ B do
7: selected ← selected∪ {i}.
8: paid ← paid+ ci.
9: i ← i+1.

10: end while
11: if

∑
j∈selected d j ≥ d j+1 then

12: Output selected.
13: else
14: Output {i∗} that satisfies i∗ = argmaxi di.
15: end if
16: for i ∈ selected do
17: pi ←

∫ci
0 z · d

dzalloci(z, c−i)dz.
18: end for

or lose) given the other clients’ bids are fixed. The game-theoretic properties of the

mechanism are discussed in Section 3.4.

The difference between mechanisms M1 and M2 follows. Mechanism M1 is easier to

compute. It allows the server to decide winning clients by simply sorting the unit prices

of the received bids, and the desired game-theoretic properties are satisfied without extra

argumentation. In comparison, mechanism M2 is based on an optimization problem,

which may be hard to solve, e.g., NP-hard problems. Moreover, the incentive compatibility

of mechanism M2 also needs further proof, i.e., the monotonicity of client selection rule.

Generally, M2 leads to more computational cost of the server. In practice, the choice of

the mechanism depends on the server’s requirements.

Remark 1. In mechanism M2, the heuristic used to solve the knapsack problem is a

typical 2-approximation algorithm. Therefore, according to the Myerson’s lemma, we can

deduce a truthful polynomial time mechanism that achieves at least 50% of the optimal

social welfare. Note that there are advanced approximation algorithms that can achieve

a higher social welfare while still producing a monotone allocation rule. For example,

the truthful polynomial time approximation scheme (PTAS) indeed produces at least a

(1−β)-fraction of the optimal social welfare and runs in time polynomial in n and 1/β [10].
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But we do not discuss them further. It suffices to provide a feasible solution here.

Remark 2. In the client selection stage, maximizing the amount of training data

need not necessarily be a requirement for the server. This federated learning framework

supports various server requirements. For example, the server may want to involve

more clients in the training to increase diversity in the data sources. With different

requirements, the optimization problem will also vary. In fact, the optimization problem

itself does not influence the game-theoretic properties. What really matter is whether the

(approximate) solution of the optimization problem leads to a monotone client selection

rule [98]. The Myerson’s lemma works as a linkage between the optimization solution

and game-theoretic properties. Therefore, the solution of the optimization problem should

be carefully designed.

3.3.3 The private learning stage

The private learning stage spans Steps 4©∼ 7© of the proposed framework. The following

explanation is based on the same assumption that one of the clients participating in the

training is adversarial. Intuitively, the ideal way to deal with an adversarial client is to

simply pick it out and throw it away. However, as the server cannot judge which clients

are adversarial and which are not, the second-best method is to limit the impact that an

adversary can have on the global model. Differential privacy, which limits the influence

of any individual on the final aggregated output, is a useful tool to achieve this goal.

Unfortunately, traditional full differential privacy imposes its bounds over the whole

client set, which would here make the aggregated parameters almost independent of

each client’s submission. This would impair the contribution of high-caliber clients. As a

result, the relaxed definition offered by joint differential privacy better suits our needs.

The rest of this section outlines the process of guaranteeing joint differential privacy

during parameter aggregation process.

In Step 4©, the winning clients download the global model with the initialized parame-

ters from the server S, and perform local training using their own data and device. After

a certain number of local iterations, each client uploads its locally trained parameters

to the server S for aggregation. However, as the parameter set still contains sensitive

information [5, 124], these data must be sanitized before transmission.

Hence, in Step 5©, each client uses mechanism M3 to perturb their parameters

with randomized noises drawn from Gaussian distribution. The noise is calibrated to a

sensitivity of ∆2 f and a privacy budget ε. The actual value of ∆2 f depends on specific

training model. For example, with linear regression, the sensitivity would be derived
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using the support bound and the norms of the parameters [23]. Once sanitized, the

parameters θ̂i are sent to the server.

Algorithm 3 Local perturbation mechanism M3
Input: the private data θi of client i, privacy budget εL, sensitivity ∆2 f , clipping thresh-

old C.
Output: perturbed data θ̂i.

1: sample Zi ∼N (0,σ), where σ=
√

2ln 1.25
δ

· ∆2 f
εL

2: θi ← θi/max{1, θi
C }.

3: θ̂i ← θi +Zi.
4: output θ̂i.

In Step 6©, the server S receives the noisy parameters and uses the parameter

aggregation mechanism M4 to produce feedback for each client. The most widely used pa-

rameter aggregation method in traditional federated learning frameworks is a weighted

average with respect to the client’s data, specifically, θ = ∑m
i=1 diθ̂i/

∑m
i=1 di. However,

this approach incorporates an adversarial client’s bad updates alongside all the normal

clients’ good updates. Hence, to reduce this negative influence and achieve joint differen-

tial privacy, the server evaluates the performance of parameters following a leave-one-out

strategy, where an exponential mechanism is employed to pick up a high-quality output.

Algorithm 4 shows the details.

After receiving the noisy parameters, the server S first constructs m client groups,

each contains m−1 different clients. The server then computes the weighted average

of parameters within each group, and employs an exponential mechanism to select an

aggregated result as final output. The score function is the model’s accuracy evaluated

on the server’s validation dataset, namely y =AccD(θ̂i). The score function represents

the goodness of aggregated parameters from each client group. We note that the accuracy

is not the only way to measure the goodness of clients’ updates, there are also important

factors, such as the number of data used in training, that can be adopted in the score

function to further weight the importance of each group. We use the model accuracy here

for simplicity. The sensitivity of the score function is ∆y= 1/(m−1) because the model’s

accuracy is within interval [0,1]. In this way, the adversarial client can only influence the

output of parameter aggregation with some probability, which is related to the quality of

parameters it submits. Moreover, although the adversarial client’s current submission

could be selected in an aggregation, there is still a chance that its next submission be

rejected in the next round. The negative impact of the adversarial client’s submission is

rigorously limited by differential privacy.
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Algorithm 4 Parameter aggregation mechanism M4

Input: the noisy data θ̂i of each client, privacy budget εE
Output: aggregated data (agg, sum) for each client

1: construct m client groups g i = {C j} j 6=i.
2: for each group g i do
3: agg i ←∑

j∈g i d jθ̂ j, sumi ←∑
j∈g i d j.

4: θ̂i = agg i/sumi.
5: end for
6: for 1≤ i ≤ m do
7: compute y←AccD(θ̂i).
8: end for
9: ∆y← 1

m−1 .
10: pick up a g∗

i with probability ∝ εE ·y(D,g)
2∆y .

11: for 1≤ i ≤ m do
12: send client Ci the aggregated data pair (agg i∗ , sumi∗) computed from g∗

i .
13: end for

In Step 7©, each client i ∈ [m] receives the aggregated parameter (agg, sum) from

the server S. The data pair needs to be further processed to satisfy joint differential

privacy. Specifically, client i first computes diθi using its true data θi, and then combines

the private diθi with the public data pair to update its local parameters, as shown in

Algorithm 5. Once combined, each client can test the new parameters with their local

data, and continue the training process to for the next round of updates.

The intuition behind the private training stage is as follows. According to the bill-

board lemma (Lemma 4.1), to achieve joint differential privacy, we need to generate a

differentially private output as signal. Then, if each client’s result is only a function

of the signal and their own data, the overall algorithm is jointly differentially private.

Here, the data pair (agg, sum) selected by the exponential mechanism is treated as

signal, and each client’s parameter is updated by combining the agg and their true data

θi. Therefore, the new parameters of all the clients together satisfy joint differential

privacy – namely, no matter what data a client reports, the joint distribution of the other

clients’ new parameters is almost the same. A complete proof of the privacy guarantee is

presented in Section 3.4.

3.4 Theoretical analysis

The theoretical analysis consists of two parts: a game-theoretic analysis of the client

selection strategies (namely M1 and M2) and a privacy analysis of the private learning
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Algorithm 5 Jointly differentially private local update M5
Input: the data pair (agg, sum), Ci ’s true parameters θi
Output: jointly differentially private parameter for client i

1: θi ← agg+diθi
sum+di

.
2: test the new parameters θi using client i’s local dataset.
3: generate the parameters for next round of submission.

stage. The client selection analysis explores the game-theoretic properties M1 and M2

provide, such as truthfulness and individual rationality. The private learning analysis

examines the privacy guarantee promised by the mechanism with respect to specific

privacy budget constraints.

3.4.1 Analysis of the client selection stage

The analysis begins with proof that the mechanism M1 satisfies desired game-theoretic

properties.

Theorem 3.1. The mechanism M1 is individual rational. That is, each client gets non-
negative utility ui = pi − ci ≥ 0 by participating in M1.

Proof. By the payment rule, we know that qm ≤ B∑
i∈S di

and qm+1 ≥ qm. Thus,

min{ B∑
i∈S di

, qm+1}≥ qm ≥ qi for i ∈ S. For each selected clients, ui = pi − ci = pi − qi ·di =
min{ B∑

i∈S di
, qm+1} ·di − qi ·di ≥ 0. For the clients who are not selected, their payment is

pi = 0, and their cost is ci = 0, either. Therefore, ui ≥ 0 for every i ∈ [n]. �

Theorem 3.2. The mechanism M1 is dominant-strategy truthful; clients do not benefit
from mis-reporting.

Proof. Suppose client i reports c′i instead of ci, and the position of q′
i =

c′i
d′

i
in the

sequence {q1, . . . , qn} changes from k to k′, the payment changes from pi to p′
i.

Situation 1. If client i is selected by reporting ci truthfully, that means, k ≤ m and

qk ≤ qm.

• If client i reports a fake c′i < ci, then q′
i ≤ qi, and the position of client i moves

up in the sequence of {q1, . . . , qn}, i.e., k′ ≤ k ≤ m. In this situation, client i is still

selected, according to the payment rule, p′
i = pi, and the utility of agent i will not

change.

• If client i reports a fake c′i > ci, then q′
i ≥ qi, the position of client i moves back

in the sequence of {q1, . . . , qn}, i.e., k′ ≥ k. If k ≤ k′ ≤ m, client i is still selected,
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according to the payment rule, p′
i = pi. If k ≤ m ≤ k′, then client i would not be

selected, according to the payment rule, p′
i = 0. In summary, pi ≥ p′

i and client

utility pi − ci ≥ p′
i − ci.

Situation 2. If client i is not selected by reporting ci truthfully, that means, k > m
and qk > qm.

• If client i reports a fake c′i > ci, then q′
i ≥ qi, the position of client i moves back

in the sequence of {q1, . . . , qn}, i.e., k′ ≥ k > m. In this situation, client i will not be

selected, p′
i = pi = 0.

• If client i reports a fake c′i < ci, then q′
i ≤ qi, and the position of client i will move

up in the sequence of {q1, . . . , qn}, i.e., k′ ≤ k. If m ≤ k′ ≤ k, then client i will not

be selected and the payment p′
i = pi = 0. If k′ ≤ m ≤ k, then client i would be

selected, according to the payment rule, p′
i = min{ B∑

i∈S di
, qm+1} · di. In this case,

p′
i =min{ B∑

i∈S di
, qm+1} ·di ≤ qm+1 ·di ≤ qk ·di = ci. As a result, ui = pi− ci ≤ 0. That

means, although client i was selected after misreporting c′i < ci, the payment it

receives will not cover the cost it incurs by participating in the training.

Given these scenarios, we conclude that clients will not benefit from mis-reporting. �

Theorem 3.3. The mechanism M1 is budget-balanced, the total payment paid by the
server does not exceeds its total monetary budget.

Proof. By the payment rule, we know that for the selected clients, the total payment

they receive is
∑

i∈S pi =∑
i∈S min{ B∑

i∈S di
, qm+1} ·di ≤ B, and the payments for unselected

clients are 0, therefore,
∑n

i=1 pi ≤ B. �

Before showing properties of mechanism M2, we first introduce Myreson’s lemma.

Definition 3.4. (Implementable allocation rule) An allocation rule alloc for a single-
parameter environment is implementable if we can find a payment rule p such that the
mechanism M = (alloc, p) is truthful.

Definition 3.5. (Monotone allocation rule) An allocation rule alloc for a single-parameter
environment is monotone if for every client i ∈ [n] and bids b−i of the other clients, the
allocation alloci(z,b−i) to client i is nondecreasing in bid z.

Intuitively, this monotonicity means the winner in an auction still wins (or wins

more) by bidding at a higher value (or equivalently, a lower cost).
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Lemma 3.1. (Myerson’s lemma [98]) For single parameter environments, the following
three claims hold.

(1) An allocation rule is implementable if and only if it is monotone.

(2) If an allocation rule alloc is monotone, then there exists a unique payment rule p
such that the mechanism M = (alloc, p) is truthful, assuming that a zero bid implies
a zero payment.

(3) The payment rule is given as

p(bi,b−i)= bialloci(bi,b−i)−
∫bi

0
alloci(z,b−i)dz. (3.5)

Theorem 3.4. The mechanism M2 is dominant-strategy truthful; clients will not benefit
from mis-reporting.

Proof. According to Myerson’s lemma, the core of the proof is to show that the

allocation rule in mechanism M2 is monotone. Note that, in our framework, the server S
buys data from clients, which is performed as a reversed auction. Therefore, we need to

show that the winning client still wins by lowering its reported costs.

For any (d, c) ∈ Rn
≥0, and ∀i, let c′i < ci. Denote c′ = (c′i, c−i), T = M2(d, c), and T ′ =

M2(d, c′). Denote Q = selected(d, c), and Q′ = selected(d, c′).

We first show that i ∈Q ⇒ i ∈Q′. This is because Q and Q′ are the prefixes of clients

with cumulated costs less than B in the ordered sequence of r i. When client i lowers its

costs from ci to c′i, the position of the client only moves up in the sequence. Therefore,

client i is still in the prefix Q′ if it was in the prefix Q.

Based on the observation that i ∈ Q ⇒ i ∈ Q′, we know that if T = Q and T ′ = Q′,
the mechanism is monotone. In addition, note that if i ∈ Q, then

∑
j∈Q′ d′

j ≥
∑

j∈Q d j.

Therefore, if T =Q and T ′ =Q, the mechanism is also monotone.

Finally, if i ∈ T, i = i∗ and di >∑
j∈Q d j, in this case, we must also have i ∈ T ′. Client

i remains the one with the highest di, and thus the output is either T ′ = {i∗} or T ′ =Q′

with i ∈Q′.

Therefore, we conclude that i ∈ T ⇒ i ∈ T ′. That is, client i still wins by lowering

its bid. In other words, the allocation rule produced by mechanism M2 is monotone.

According to the Myerson’s lemma, mechanism M2 is truthful, and the payment is

computed by Equation 3.5. �
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3.4.2 Analysis of the private learning stage

Before discussing the privacy guarantee of the mechanisms, we need to introduce some

theorems that are widely used in proofs of differential privacy’s mathematical properties.

Lemma 3.2. (Parallel Composition [89]) Given a set of mechanisms M = {M1, . . . ,Mm},
if Mi provides εi privacy guarantee on a disjointed subset of the entire dataset, M will
provide max{ε1, . . . ,εm}-differential privacy.

Lemma 3.3. (Sequential Composition [89]) Suppose a set of mechanisms M = {M1, . . . ,Mm}

are sequentially performed on a dataset, and each Mi satisfies εi differential privacy, M

will provide
∑

i εi-differential privacy.

Differential privacy is immune to post-processing. Applying an arbitrary data-independent

mapping function f to a differentially private mechanism M does not influence its pri-

vacy guarantee.

Lemma 3.4. (Post-processing [37]) Suppose M : D →R is a (ε,δ)-differentially private
mechanism. Let f : R →R′ be an arbitrary randomized mapping. Then f ◦M : D →R′ is
(ε,δ)-differentially private.

Theorem 3.5. The parameter updating mechanisms (M3, M4, M5) satisfies (εL+εE)-joint
differential privacy.

Proof. The mechanism M3 has each client add Gaussian distributed noise to their

data θi, which can be thought of as using a Gaussian mechanism on a disjoint partition

of a database {θi}m. According to the theory of parallel composition (Lemma 3.2), the

sequence {θ̂1, . . . , θ̂m} satisfies εL-differential privacy.

In mechanism M4, the server computes diθ̂i using the noisy parameters θ̂i provided

by each client, which are post processing operations on an εL-differentially private

computation θ̂i. According to the theory of post-processing (Lemma 3.4), {d jθ̂ j}m satisfies

εL-differential privacy. The server employs an exponential mechanism to select high-

quality parameter aggregations, which is based on εL-differentially private {d jθ̂ j}m.

According to the theory of post-processing (Lemma 3.4) and the theory of sequential

composition (Lemma 3.3), this process satisfies (εL +εE)-differential privacy.

Mechanism M5 has each client update their parameters θi as a function of their

private information θi and an (εL + εE)-differentially private signal (i.e., the result of

the exponential mechanism). According to the billboard lemma (Lemma 4.1), the results

{θi}m satisfy (εL +εE)-joint differential privacy. �
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3.5 Experimental results

3.5.1 Experimental setup

The two datasets selected were the MINST [75] and CIFAR-10 [73] datasets. The MINST
dataset contains 60,000 training images and 10,000 test images of handwritten nu-

merical digits. Each image is grayscale and normalized to 28×28 pixels. The CIFAR-10
dataset consists of 60,000 32×32 color images spanning 10 classes; 50,000 of them are

training images and 10,000 are for testing. With the MINST dataset, we trained a CNN

with two convolution layers, and two fully connected layers with dropout regularization.

The network for the CIFAR-10 dataset comprised six convolution layers with ReLU units

and maxpooling layers. The learning rate for both networks was 0.001.

As a baseline, we used the traditional parameter aggregation method that is common

to federated learning, where the server simply computes a weighted average of the

parameters submitted by clients. We also included one adversarial client whose aim was

to skew the global model via a dirty-label attack [7]. Hence, with the MINST dataset,

the adversary changes the labels of all its training images to the digit 2. With the

CIFAR-10 dataset, it changes all the labels to cat. For all other clients, the data is

uniformly sampled from different classes. Each client perturbs their data locally using

the Gaussian mechanism. The privacy budgets used were set to ε= εL = εE.

3.5.2 The effectiveness of the proposed methods

The first simulation was designed to examine how differing privacy budgets influence

client selection and the incentive to participate. Here, we randomly generated the client’s

private costs in the range of [1,1000], and the amount of data they hold is in the interval

[1,1000]. Different distributions of client’s cost will not influence the game-theoretic

properties of proposed mechanisms, thus we only limited the range of clients’ private

costs here. We also varied the server’s total monetary budget from 10 units to 100 units.

Figure 3.2(a) shows the change in the number of clients selected with respect to

the server’s total monetary budget. In each simulation, n = 100 clients submit bids to

participate in the training. Initially, a large number of clients were selected because

the higher the monetary budget, the more clients the server can attract. In fact, with a

sufficiently large monetary budget, the server was able to involve almost every client

in the training, and so, at higher budget levels, the number of clients selected did not

change much.
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Figure 3.2(b) shows the amount of data provided by the selected clients. The results

show similar tendencies to Figure 3.2(a). In addition, mechanism M2 (Algorithm 2)

is designed with the aim of maximizing the amount of training data. As a result, it

converges faster than the envy-free M1.

(a) The number of selected clients vs. the
server’s monetary budget

(b) The number of involved data vs. the
server’s monetary budget

(c) The number of selected clients vs. the
number of candidate clients

(d) The number of involved data vs. the
number of candidate clients

Figure 3.2: The performance of the method with various server budgets and numbers of
candidate clients.

Figure 3.2(c) shows the change in the number of selected clients when the number of

candidates submitting bids changes, where the server’s monetary budget is fixed. The

results show that both M1 and M2 selected more clients as the number of candidates

increased. However, because the total monetary budget is fixed, there came a sort of

saturation point where it was simply impossible to add more clients given that each has a

base cost of more than 0. A similar tendency can also be observed in Figure 3.2(d), which

shows the amount of data provided by clients with respect to the number of candidates.

When the number of candidates reaches 90, the amount of data stabilized at around

35,000 units for M1 and 39,000 units for M2. Notably, because M2 works to solve a social
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welfare maximization problem (Equation 3.4), it always incorporated more training data

and selected more clients.

3.5.3 The proposed methods vs traditional methods

Our next experiment involved a comparison between the proposed method and tradi-

tional method, both under attack, with varied privacy budget. The accuracy of traditional

method without attack was used as a baseline. This simulation included m = 20 clients,

one of which was an adversary in the two attack scenarios. The data was evenly dis-

tributed among clients and performance was assessed in terms of the global model’s

accuracy. The results are shown in Figure 3.3.

The result patterns were similar for both datasets. With a small privacy budget, the

clients had to inject a good deal of noise, which impacted accuracy. But, as the privacy

budget increased, less noise was needed and accuracy improved. The “no attack” method

was obviously the most accurate, followed by our method under attack, and then the

traditional method. It is worth pointing out that once the privacy budget reaches a certain

level, noise is no longer the main factor influencing accuracy; thus, the curves flatten.

However, even at this point, our method was still more accurate than the traditional

method.

(a) Accuracy of the global model vs. privacy
budget, MNIST dataset.

(b) Accuracy of the global model vs. privacy
budget, CIFAR-10 dataset.

Figure 3.3: A comparison between our method and traditional methods.

In Figure 3.3, we observe that the malicious client does not cause a serious decrease

in the global model’s accuracy. This is because the malicious client only changes the label

of one class in its local training. In addition, the malicious client cannot have access to
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the number of training data used by other clients, its update is more likely to be detected

directly by the stealth metrics of the server.

3.5.4 Model accuracy with privacy budget

Figure 3.4(a) and Figure 3.4(b) show the performance of the method with different

privacy budgets. With a larger privacy budget, each client injects less noise into the

submitted parameters. As a result, the accuracy of the model increases. Similar variation

tendencies can also be observed in Figure 3.3(a) and Figure 3.3(b). Besides, with a

small number of clients, involving more clients in the training reduces the impact of the

adversary, which also improves model accuracy.

However, we note that the privacy budget ε should be set carefully. On the one hand,

a smaller ε means that any single client has less influence over other clients’ data, which

makes the learning framework more robust to adversarial manipulations. On the other

hand, a small ε also flattens the probability distribution generated by the exponential

mechanism, and further influences the model’s performance. Therefore, although smaller

ε protects the client’s data privacy better, introducing more randomizations in the

exponential mechanism impacts the model’s accuracy. Hence, it is important to make the

right tradeoff between robustness and performance for different situations.

3.5.5 Model accuracy and the number of clients

Figures 3.4(c) and 3.4(d) show the model accuracy with different numbers of clients. In

Figure 3.4(c), we see that the accuracy of the global model increases with an increase

in participating clients. This is because involving more benign clients in the training

process reduces the impact of the adversary. In other words, incorporating more clients

increases the number of benign clients within each candidate groups, and the weighted

average of parameters in each candidate group becomes more accurate. By contrast,

Figure 3.4(d) shows that the accuracy of the model first increases but then flattens (and

even decreases) as more clients participate. The reason is that the adversarial client

is only in one candidate group, and the score of this group is at most as good as that

of the other groups. Therefore, the exponential mechanism is making a selection over

an almost uniform distribution when the number of clients is very large, and thus the

global model’s accuracy fluctuates.

What Figure 3.4(d) demonstrates is that involving more clients is not always beneficial

to the training, because incorporating more clients cannot continuously improve the
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(a) The accuracy of the global model vs. the
privacy budget, MNIST dataset.

(b) The accuracy of the global model vs. the
privacy budget, CIFAR-10 dataset.

(c) The accuracy of the global model vs. the
number of client, MNIST dataset.

(d) The accuracy of the global model vs. the
number of client, CIFAR-10 dataset.

Figure 3.4: The change in global model accuracy with various privacy budgets and
numbers of clients.

global model’s accuracy, but recruiting more clients in the training requires the server to

spend more monetary budgets. Thus, again, a balance is needed – this time, between the

number of participating clients and model accuracy.

3.5.6 Model accuracy and the server’s grouping strategy

Figure 3.5 presents the influence of the server’s grouping strategies on model accuracy.

In Algorithm 4, the server applies leave-one-out strategy to construct different client

groups. In this experiment, we took m = 60 clients including 1 adversary, and had the

server randomly partition them into groups where each contains 5, 10, 15, 20 and 30

clients. From the figures for both datasets, we can see that the model accuracy increases

as the number of clients in each group increases, but the accuracy in these scenarios

are lower than that obtained using the leave-one-out strategy. This is because averaging
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over more clients reduces the variance of the noise on the averaged value.

(a) The accuracy of the global model vs.
clients per group, MNIST dataset.

(b) The accuracy of the global model vs.
clients per group, CIFAR-10 dataset.

Figure 3.5: The change in global model accuracy with various numbers of clients allocated
to each group.

Note, however, that this observation only holds when each client has a similar amount

of training data. In our framework, the amount of data used in the training process is

considered as the weight of each client in parameter aggregation. So, if the adversary

locally trains the model with much more data than the other clients, the impact of the

poisoned dirty label data might be more substantial.

3.5.7 Discussion

In these experiments, we considered the influence of exactly one adversarial participant

in the training process. With the traditional method, the adversary was able to cause a

4%∼ 5% decrease in model accuracy via its dirty-label attack. However, under our joint

differential privacy regime, the adversary’s impact was limited to a 1%∼ 2% decrease.

Our experiments validate the effectiveness of the privacy budget as a means of con-

trolling both the noise level in privacy protection and the influence of an adversary. We

also examined the game-theoretic properties of the proposed mechanisms, and demon-

strated the effectiveness of the framework in terms of privacy budget, the number of

clients and the server’s group strategy.

Similar to classic differential privacy, an appropriate tradeoff between accuracy

and privacy should be carefully considered when setting privacy budgets in a joint

differential privacy setting. Having a smaller ε reduces the influence of individual clients,

hence enhancing the robustness of the framework against adversarial manipulations.
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Conversely, increasing the amount of randomization in the framework also negatively

affects the performance of the model.

3.6 Summary

This chapter proposes a robust federated learning framework that addresses the practical

problem of incentivizing clients to participate in federated learning. As a solution, this

chapter suggests two novel, game-theoretic mechanisms that formulate client selection

as an auction game. The clients report their costs as bids and the server uses different

payment strategies to maximize its objectives. The framework supports different objec-

tives, such as social welfare maximization, cost minimization. Of the two mechanisms,

the first is envy-free, dominant strategy truthful, and individual rational. The second is

also truthful and individual rational, but also allows the server to select clients so as to

achieve its own specific optimization goal. The overall framework is jointly differentially

private, which limits the impact of adversarial clients. We have provided detailed proofs

and analyses of the algorithms’ properties, along with an examination of the privacy

budget. This analysis serves as a parameter-setting guide to help the server achieve the

desired level of client privacy and robustness against adversaries. Additionally, we have

conducted simulations with real-world datasets to validate the framework’s performance.

The results demonstrate that under our scheme, an adversarial client has little impact

on the global model’s accuracy, and the accuracy is better than it is under traditional

frameworks.

This chapter inspires us that we can explore more complex federated learning sce-

narios where more than one adversarial client has been selected to participate in the

training. At present, joint differential privacy limits the impact of a single adversarial

client. With more adversarial clients involved, it is also possible to explore ways to extend

and/or relax the current definition of differential privacy, and develop new federated

learning frameworks based on these revised definitions. In addition, designing one or

more client selection mechanisms based on different kinds of auctions is also possible.

57





C
H

A
P

T
E

R

4
JOINT DIFFERENTIAL PRIVACY AND POTENTIAL GAME:

IMPROVING THE DATA QUALITY FOR FEDERATED

LEARNING FRAMEWORK

When it comes to privacy-preserving machine learning problems, federated learn-

ing has emerged as a viable solution. Despite all of its successes, the framework

has several drawbacks. First, traditional frameworks assume that all clients

want to improve model accuracy and so participation is voluntary. However, in reality,

clients usually want to be appropriately compensated for the data and resources they

will need to commit to the training process before contributing. Second, today’s frame-

works allow clients to perturb their parameter updates locally, which introduces a great

deal of noise to the trained model and can seriously impact model accuracy. To address

these concerns, this chapter develops a private reward game that incentivizes clients to

contribute high-quality data to the training process. The game converges to a Nash equi-

librium under the guarantee of joint differential privacy, and each client maximizes their

reward following an equilibrium strategy. The noise injected into the model is reduced

by introducing a centralized differential privacy model that aggregates the parameters

and compensates clients via a data trading market. Experimental simulations show the

rationales behind and effectiveness of the proposed game approach. Additionally, we

present comparisons between different training models to demonstrate the performance

of the proposed approach in real-world scenarios.
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4.1 Introduction

Federated learning [48] is a promising distributed machine learning paradigm that

has been playing a significant role in providing privacy-preserving artificial intelligent

solutions. The core idea of federated learning is to train a machine learning model

on separate datasets that are distributed across different devices or parties. In most

federated learning schemes, only the model’s parameters or the gradients are shared,

each client’s data are kept invisible and anonymized to other parties. Therefore, the

model can be trained without disclosing clients’ raw data and, to a certain extent, their

data privacy can be preserved.

Yet, despite these benefits, federated learning still faces several critical challenges.

The first and foremost challenge corresponds to a client’s incentive to participate in

the training – a detail which is often overlooked in a framework’s design [164]. And,

even if a client does want to participate in the training process, they may need some

inducement to ensure they contribute actively and behave reliably throughout [65].

Most developers consider the final trained model to be enough incentive to guarantee

conscientious participation. However, research has demonstrated that this is far from

enough [78, 128, 131, 163]. In fact, being a part of a federated learning scheme demands

a great deal of overhead on the part of the client, and so their excessive consumption of

time, energy, bandwidth, etc., may need to be compensated. More importantly, nowadays,

data are regarded as valuable private assets, that may not necessarily be given away for

free as easily as they once were. Hence, the traditional assumption that all clients will

voluntarily wish to participate in federated learning may be over-optimistic. From this

perspective, a federated learning scheme that incorporates an incentive mechanism may

be very beneficial.

In addition to the participation problem, the tradeoff between privacy and data

utility is another long standing problem that has not yet been adequately addressed.

For example, even though federated learning operates on the principal that only the

parameter or gradient updates are transferred off the local device, a client’s private

information can still be compromised by inference [5, 7, 124]. A popular method of

preventing this problem is for the client to add local randomizations at their end to

obscure the data. This affords differential privacy [1] , but the amount of noise injected

this way is generally much greater than that of a centralized differential privacy model [6,

16], and large amounts of noise seriously impact the performance of the model. As such,

new technologies need to be explored to address this issue.

60



4.1. INTRODUCTION

Our solution to both these problems is a reward game that not only incentivizes

clients to participate in federated learning training schemes but also incentivizes them to

contribute high-quality data when they do. Data quality is a major concern in federated

learning as updates trained from low-quality data can directly influence the performance

of global model [169]. A client may hold different qualities of data for the same class or

domain – for example, different accuracies for a statistic or different resolutions of an

image – and they may not voluntarily contribute their high quality data unless provided

with sufficient compensation for doing so. Not only might using that data demand extra

time and/or resources, but, today, high-quality data are valuable assets on the data

market [100]. Thus, in our game, clients dynamically decide the quality of data they wish

to contribute. The game keeps the level of quality contributed by each client confidential,

and finally converges to an approximate Nash equilibrium by maximizing each client’s

reward. The aim of forming a Nash equilibrium is to incentivize clients to contribute

their high-quality data in the local training, and thus to improve the global model’s

performance. Without the equilibrium, clients may be unwilling to use their high quality

data. The Nash equilibrium is established using rewards, which is a reasonable way

to incentivize clients’ contributions. Besides, each client also decides whether to use a

centralized differential privacy model or whether to add noise locally, with additional

compensation should a client choose to use the central model. By evaluating the costs

resulting from a potential privacy breach, they can decide which option has the better

cost-benefit ratio.

The contributions of this chapter are summarized bellow.

• We introduce a private reward game that allows clients to dynamically decide the

quality of their training data without disclosing the level of quality they provided.

The game converges to an approximate Nash equilibrium under a guarantee of

joint differential privacy.

• We develop the idea of “money for privacy” to improve the performance of the global

model – a concept borrowed from private data trading.

• We provide theoretical proofs and analyses of our proposed game, which satisfies

desirable game-theoretic properties and rigorous privacy requirements.

• We conduct experimental simulations that show the behaviors and utility change

in clients and also demonstrate the rationale behind the reward game. Further
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experiments with real-world datasets show the outstanding performance of the

proposal when incorporated into an actual federated learning scheme.

In the rest of this chapter, we first introduce basic background knowledge of potential

games and then detail the private voting mechanisms for data quality improvement.

Theoretical analyses and experimental results are also given.

4.2 Preliminaries

4.2.1 Potential game and Nash equilibrium

In this chapter, we take advantage of potential games [94] to model the interaction

between clients. Denote N the set of players, and let A be the possible action profiles

and u be player’s utility. A game G = (N, A,u) is an exact potential game if there exists

a potential function Φ : A → R such that, for every ai ∈ A i and a−i ∈ A−i, function Φ

satisfies

Φ(a)−Φ(a′
i,a−i)= ui(a)−ui(a′

i,a−i), (4.1)

where a−i represents the vector a except for the ith element.

Potential functions track the change in utility when a player deviates from one

strategy to another. In other words, if a player i unilaterally changes their strategy from

ai to a′
i, a potential function will increase or decrease by the same amount as the player

would have obtained with ui. For a continuous and differentiable utility function ui over

an action space A, a game G is an exact potential game if

∂ui(a)
∂ai

= ∂Φi(a)
∂ai

, ∀i ∈ [n],a ∈ A. (4.2)

Potential games are a special class of games with the desirable property that there

exists a Nash equilibrium.

Theorem 4.1. (The existence of a equilibrium [94]) Every finite potential game has a
pure-strategy Nash equilibrium.

In other words, every action profile a∗ ∈ A that maximizes the potential function Φ(a)

is a Nash equilibrium of game G .

One way to compute the Nash equilibria of potential games is to employ the best

response dynamic [141]. Given an action profile a, the best response of player i is

BRi(a−i)= arg max
ai∈A i

ui(ai,a−i). (4.3)
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In the best response dynamic, players iteratively make their best response following a

predefined order. For finite potential games, all executions of the best response dynamics

terminate when Nash equilibrium is reached.

Definition 4.1. (Nash equilibrium [102]) An action profile a∗ is a Nash equilibrium if
each a∗

i is the best response of a∗
−i. That is, ∀i ∈ [n], a′ ∈ A,

ui(a∗
i ,a∗

−i)≥ ui(a′
i,a

∗
−i). (4.4)

In this chapter, we focus on games of incomplete information, where the ex-post
Nash equilibrium is considered.

Definition 4.2. (Ex-post Nash equilibrium [24]) Given a set of functions, g i : T →
A, which map client types to actions, the {g i} forms an η-approximate ex-post Nash
equilibrium if, for every type vector τ ∈T , and every action a′

i ∈ A i,

ui(g i(τi), g−i(τ−i))≥ ui(a′
i, g−i(τ−i))−η. (4.5)

4.2.2 Differentially private counter

The key tool to achieving differential privacy in our framework is the private stream

counting technique proposed in [15, 36]. Given a bit stream σ= {σ1, . . . ,σT} ∈ {−1,0,1}T ,

a counter M (σ) releases an approximation to Cσ(t) = ∑T
i=1σi at every step t. We use

Binary(σ,ε) to denote the binary mechanism proposed in [15]. The mechanism is differ-

entially private and satisfies the following accuracy guarantee.

Theorem 4.2. (Binary mechanism [15]) The mechanism Binary(σ,ε) is ε-differentially
private with respect to a single bit change in the stream that has length T, and with
probability at least (1−β), it satisfies |M (σ)(t)−Cσ(t)| ≤α for

α= 2
p

2
ε

ln(
2
β

) log(T)
5
2 . (4.6)

We will use differentially private counters to track clients’ votes on different data

quality levels, and thus their private quality information can be preserved.

4.2.3 Problem definition

This chapter addresses three issues associated with federated learning. First, we develop

game-theoretic solutions to incentivize clients to contribute their high-quality data to the
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training process, where the clients’ truthful behaviors form an ex-post Nash equilibrium.

Second, we aim to protect the information pertaining to the data quality each client

contributed. This is because some clients may collude to infer the sensitive information

of others by analyzing their outcome of the game. Hence, we need to find a mechanism

that computes the desired equilibrium and is also robust to colluded inference. Finally,

the framework we propose must protect each client’s data privacy, while maintaining

high model accuracy. This will require a new payment strategy and a new parameter

aggregation method that motivates clients to submit their updates in a less noisy way.

4.3 The game-theoretic federated learning
framework

4.3.1 Design rationale and mechanism overview

The proposed game-theoretic federated learning framework is depicted in Figure 4.1,

which consists of a private game module and a private learning module.

  

Sever

 Type submission  Suggestion tranfer

 Quality decision             
submission

 Bonus computing

 Parameter
  update

Private game

Private learning
       

 Model initialization

Client 1

Mediator

Client 2 Client k Client n
  

Privacy proxy 

 

Private 
learning 
module

Private 
game 
module

 Payment transfer

Figure 4.1: Game-theoretic federated learning framework

4.3.1.1 Design rationale of the game

In the proposed framework, there are n clients participating in the training, denoted as

{c1, . . . , cn}. Each client has a private database Di that will be used to collaboratively train
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a machine learning model according to the schedule of a central server S. Considering

the quality of each client’s data, it is assumed that the data in each database D i has m
classes, denoted as {pi

1, pi
2, . . . , pi

m}. Within each class pi
j, the data are partitioned into l

levels {qi
j1, qi

j2, . . . , qi
jl} according to quality. In practice, the quality of data is specified

by the server in advance according to the structure of training data. Before the game

starts, the server can publish thresholds for each of the l quality levels so that this

information can form a common knowledge between the server and clients. For example,

in a handwritten digit database, there are m = 10 classes (i.e., 0 to 9), and the quality

of the images within each class can be determined by image resolution, sharpness, etc.

Without loss of generality, we assume the data classes [pi]m
i=1 and quality levels [qi]l

i=1

are known to the server, but the specific quality levels of a client’s data are private.

Ideally, the server S hopes that all clients use high quality data. However, these assets

are more valuable so, given a fixed reward, a client would always prefer to contribute

the lowest quality data possible. Thus, as an incentive to use better data, the server S
convenes a reward game, where the reward for a specific quality of data is a monotonically

decreasing function parameterized by the number of clients providing it. In this game,

the reward rule provides enough incentive – that is, all clients will get low reward if all

only use low-quality data. Consequently, each client will at least consider using higher

quality data for their local training.

Unfortunately, in federated learning, clients do not have contact with each other;

they may not even be aware of each other’s existence. Therefore, the incentive game

also makes it a challenge for clients to decide what to play – one client’s reward is not

solely determined by their own choice, but also on the strategies of others. To address

this challenge, in the game module, a mediator is introduced to collect the information of

all clients and make suggestions as to what to do. Each client ci can choose to use the

mediator by submitting the quality level of data they have. The mediator then generates

suggestions over which quality of data to use to the clients who opt-in to the service.

Of course, clients are free to ignore the mediator and play their own strategies, or to

report (possibly fake) quality levels and then not follow the proposed suggestion. Clients’

good behaviors form an ex-post Nash equilibrium of the game – good behavior being

that each client truthfully reports their quality level to the mediator and then follows its

suggestion. Besides, the data quality, which is regarded as private information about a

client’s data, is also protected during the course of the game.
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4.3.1.2 Overview of the mechanism

The work flow of the proposed frameworks is as follows.

• First, the server S initializes the model to be trained and publishes necessary

information about this model to all clients, e.g., the number of parameters, the

network structure, and so on (Step 1 ).

• Second, each client decides whether to use the mediator. If yes, then client ci

submits its type τi to the mediator (Step 2 ), which contains c′is data quality level

information. The mediator will return its suggestion to client ci based on the types

it collected (Step 3 ).

• With the equilibrium strategy, each client ci submits their final decision on the

data quality used to the server S (Step 4 ). The server computes the rewards r i

according the predefined reward rule, and publishes the bonus b according to its

total budget (Step 5 ).

• Based on the reward r i and the bonus b, each client decides whether to use

the centralized proxy to protect their data privacy, or whether to employ a local

perturbation to the trained parameters it submits (Step 6 ).

• The server S stops training once it arrives at satisfactory model parameters. It

then pays corresponding rewards and bonuses to each client ci (Step 7 ).

In the game module, the server proposes a training requirement and recruits clients

who are interested in participating in it. The mediator is jointly determined by the server

and clients. After that, the reward game runs to produce an approximate equilibrium,

where each client decides the quality of data they would use in local training.

In the private learning module, the server S provides two ways for the clients to

submit their trained parameters. First, clients can locally perturb their parameters by

adding noise sampled from the Gaussian distribution, and then submit them to the

server. Second, each client can submit their trained parameters directly to a centralized

differential privacy proxy, which runs by the server S. The server promises that the proxy

will employ a centralized Gaussian mechanism to protect the privacy of its received

data. The first way is suitable for the conservative clients who believe the server is

untrustworthy, while the second way is preferred by the clients who believe the server to

some extent, or the clients who get enough reward that can overweight their expected

potential privacy loss. Of course, the server S will offer extra bonus b for the clients who
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choose the second way. The learning process ends when the aggregated model reaches a

satisfactory threshold.

In this chapter, we assume that the clients are honest and no adversarial clients are

involved. Namely, each client will follow the result of game and use corresponding quality

of data in their local training. Otherwise, as the server cannot monitor client’s local

training, malicious clients would claim a contribution of high quality data but actually

use low quality ones during training process.

4.3.1.3 Discussion of the proposed framework

The location of the mediator. In the proposed framework, it is natural to ask where

to place the mediator – now that the server is not trustworthy, why should clients believe

a mediator, which looks like a new trusted third party? In fact, the primary purpose

of the mediator is to schedule the reward game and provide suggestions that form a

Nash equilibrium. In practice, the mediator does not have to be an independent third

party, which could pose new privacy risks. Simply as the GPS navigation, where users

can choose to follow the suggested route or drive independently, the mediator can be

thought of more as a service provided when players sign up for a federated learning

task – they can send their data quality information to it and receive suggestions, or they

can choose to ignore it. Without the coordination of the mediator, players’ may not know

what is the optimal strategy, and the incomplete information game may fail to reach a

Nash equilibrium. The mediator enables players’ behaviors to be coordinated and thus

federated learning can benefit from better data quality.

The role of the mediator. Throughout this chapter we assume that client’s data

quality is sensitive information, and thus the mediator is independent of the server. If

the quality information is not regarded as privacy, the mediator could be embedded in

the server, and the proposed incentive mechanism still works. In practical scenarios such

as vehicle networks, the mediator could be organized by clients themselves with further

assumptions such as clients can communicate with each other. For example, in a training

of shopping recommendation model, each client (e.g., shop) can submit the quality of

data they would use to the server (i.e., the mediator is maintained by the server) or to

a trusted proxy (i.e., the mediator is maintained independently of the server, e.g., by a

regulator). Alternatively, if clients could communicate with each other, they can share

their quality information and perform the reward game by themselves (i.e., the mediator

is maintained by clients). As for privacy issue, the mediator schedules the reward game

under differential privacy guarantee and returns an approximate Nash equilibrium,
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client’s privacy will not be leaked unless the mediator itself corrupts.

The interpretation of the reward. In real-world scenario, the reward could be

simply money, which is spent by the server to improve the quality of training data. In

addition, the reward could be also related services provided by the server. For example,

the clients who contribute high-quality data will get high-quality aggregated parame-

ters. The reward is a key factor that incentivizes client’s good behaviors. However, the

implementation of reward must also follow economic principles. For example, excessively

use of reward not only causes a huge cost for the server, but also indirectly lowers the

value of high quality data. In the proposed game, the server can set a reward budget,

and dynamically adjusts the total amount of reward according to client’s behaviors

throughout the game. It is a commonly adopted strategy in data trading market.

4.3.2 The private game module

4.3.2.1 Reward game formulation

Consider a reward game G = (N, A, r) that contains n players, where N = {c1, c2, . . . , cn}

is the set of players (clients), A i is the client ci ’s possible action space, and r is the

reward function. A = A1 × ·· ·× An is written to denote the union of all action spaces,

and a = {a1,a2, . . . ,an} ∈ A is an action profile. Recall that the data in each database

D i has m classes, each class is partitioned into l levels according to the data quality.

Therefore, each client has a type τi from type space T = {q jk}m×l , j ∈ [m],k ∈ [l], where

q jk corresponds to the qualities of data ci has. For example, suppose the data in each D i

has two classes of images {dog, cat}, each class of image is partitioned into three quality

levels q = {high, medium, low}. A client ci may have q1 = {high, medium} qualities of

images for the dog class and q2 = {medium, low} qualities of images for the cat class, this

information is referred as its type τi. The action set A i = q1×q2 of client ci is all possible

qualities of data it may contribute.

The monotonically decreasing reward function f : N → [0,1] for each quality level

q jk maps the number of clients at q jk to a value between 0 and 1. Clients will wish to

maximize their reward, which is calculated as the sum of the rewards for the quality

levels they choose to use. We denote the number of clients on quality level q jk to be n jk.

For a client of type τi and a given action profile a, we have

r : T × A → [0,m], r i(τi,a)= ∑
q j,k∈ai

f (n jk). (4.7)
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Nash equilibria are always desired solutions to a game because it is easy to reason

about clients’ behaviors from a stable point. However, in federated learning, clients do

not know the types of other clients, so the reward game is in fact a game of incomplete

information. As a result, Nash equilibria cannot be established without knowing all

the clients’ types. To address this issue, we introduce a mediator and compute Nash

equilibria of the complete information game induced by clients’ types in a incomplete

information setting.

Formally, a mediator M : (T ∪{∅})n → (A∪{∅})n is an algorithm that maps the clients’

reported types to its suggested actions, where ∅ represents clients who decline to use the

mediator and, thus, the mediator does not provide any suggested action for them. GM

denotes the reward game augmented with a mediator M. In a GM game, the clients have

several options. They can choose not to use the mediator, i.e., report ∅, and simply select

their own actions. Alternately they can report a (possibly fake) type to the mediator and

receive a suggested action ai. An arbitrary mapping function g : A i → A i can be used

to decide whether to follow the mediator’s suggestion. Formally, the action space of the

mediator game GM is

AM = {(τM , g) : τM ∈T ∪ {∅}, g : (A∪ {∅})→ A}. (4.8)

Let G be the set of clients’ all possible mapping functions, and let g(a)= (g1(a1), . . . , gn(an)).

The reward function in the mediator game GM then becomes

r i(τi, (τ′, g))= Ea∼M(τ′)[r i(τi, g(a))]. (4.9)

That is, the reward in the mediator game GM is the expected reward in the original game

G given the actions players play as a function of the suggestions made by the mediator.

The reason we use expected reward is that the mediator will introduce randomizations

when it makes an suggestion, and we assume that the clients are risk-neutral.

In this chapter, we consider a large reward game. In other words, each unilateral

move of some clients j 6= i can have only a small effect on the reward of client i. Formally,

∆G = max
j∈[m],k∈[l]

| f (n jk +1)− f (n jk)|. (4.10)

The largeness assumption is without loss of generality as the number of clients in

federated learning is usually large. ∆G guarantees that no client can significantly

decrease other clients’ reward, and thus clients do not need to make frequent best

response moves after they have made one.
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4.3.2.2 Computing equilibrium with joint differential privacy

We now consider how to compute Nash equilibrium with a reported type profile. In

the mediator game, the data quality each client will contribute is regarded as private

information. Therefore, the process of computing equilibrium must include a privacy

guarantee. Classic full differential privacy imposes a rigorous probabilistic limitation

based on the whole set of clients, which means the equilibrium is almost independent

of each client’s report. Hence, we instead use joint differential privacy, where client ci ’s

reported type actually influences the equilibrium strategy. A jointly differentially private

mechanism protects a client’s privacy against the arbitrary collusion of other clients.

That is, even if some groups of clients collude together, they still would not be able to

deduce the data quality that other clients are contributing.

The rationale behind the equilibrium computation mechanism is quite intuitive.

Suppose the game begins at a random status, where each client chooses one quality q jk

for each data class k ∈ [m]. Then in each round, clients are able to evaluate their current

rewards r i using the count of the number of clients choosing each quality, namely r i =∑
f (n jk). Based on the current counts and reward, each client can adjust their strategy

and make their current best response. The adjustment is made iteratively following a

predefined order, and the mechanism will finally converge to a Nash equilibrium.

Theoretically, if clients play the most recent moves chosen during the course of the

mechanism, each will be able to figure out what action they should take by just looking

at the counts. The reason is that the counts not only specify the rewards they currently

have, they also indicate whether or not they should change their action and which new

action to take. Therefore, it is possible to implement the best response dynamic using

a set of counters – one for each data quality – each indicating the number of clients on

different qualities.

The privacy of each client is protected by employing a private counting technique.

Here, noisy counters are introduced to maintain a noisy version of the client counts for

each quality. These counters keep track of bit streams that represents clients’ dynamic

decisions. In each iteration, if a client is moved to or away from a quality, the related

counter receives a bit 1 or −1, otherwise the counter receives 0.

Formally, C jk represents the private counter for tracking data quality q jk, j ∈ [m], k ∈
[l]. There are m× l private counters, each maintaining a stream of bits {e i} ∈ {−1,0,1}t to

record the number of clients contributing the corresponding data quality. In each round t,
the best move is calculated for each client, then each counter C jk is updated with its noisy

counts n̂ jk = Binary({e0, . . . , e t},ε), where Binary is the binary mechanism. Rewards are

70



4.3. THE GAME-THEORETIC FEDERATED LEARNING FRAMEWORK

then evaluated for each client based on the noisy counts. These are calculated as the

sum of the rewards for m data qualities they are currently assigned to using:

r̂ i(τi,a)= ∑
q j,k∈ai

f (n̂ jk). (4.11)

We assume that each move by a client will lead to at least an α improvement in their

reward, as the following definition outlines.

Definition 4.3. (α-noisy best response [119]) Given an action profile a of the reward
game, an α-noisy best response a∗

i for client i with type τi is

a∗
i ∈ arg max

ai∈A i
{r̂ i(τi, (ai,a−i))− r̂ i(τi,a)≥α}. (4.12)

The α-noisy best responses will be made for each client in rounds when its reward

will substantially increase given noisy reward estimates. The parameter α influences

the convergence of Nash equilibrium. Namely, the game requires more iterations to

reach a steady point with a smaller α, which in turn introduces more noise to the

equilibrium given a fixed privacy budget. Generally, the server needs to make a balance

between the reward it spends and the precision of the equilibrium. Therefore, parameter

α is determined by the server according to its specific requirement. The details of the

mechanism are presented in Algorithm 6.

The algorithm first chooses feasible actions for each client based on their reported

type and updates the bit streams for each private counter according to the initial

allocation (Lines 2−6). It then computes the noisy counts for each quality level (Lines 8).

After initialization, the best moves for each client are established iteratively and in a

predefined order (Lines 9−23). If there is no α-best response for a client, each counter is

updated with a bit 0 (Lines 13−15). If a client’s reward could be improved by more than α

by changing their choice to a different quality level, each private counter will be updated

with a 1, −1, or 0, corresponding to whether the client is being moved to, away from, or

sticking with the related quality level (Lines 17−18). max(i) is used to keep track of

the number of best responses made for each client ci. If max(i) exceeds a threshold, the

mechanism halts and returns a fail (Lines 20−22). Otherwise, the algorithm returns its

suggested actions for each client, which is the most recent move they made during the

course of the algorithm.

4.3.3 The private learning module

The private learning module spans Steps 4 ∼ 7 of the proposed framework. The private

learning module addresses two issues: first, the privacy protection of client’s trained
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Algorithm 6 Jointly-DP equilibrium computation M1

Input: classes of data [pi]m
i=1, data quality levels [qi]l

i=1, clients’ type vector.
Output: suggested auction profile a.

1: initialize T = 2mnl
α

, k = 8m2nl∆G
α2 , ε′ = ε

4km log(T) .
2: for i ∈ [n] do
3: choose ai ∈ A i for each client ci at random.
4: update the bit stream {e i} for each counter Cq.
5: max(i)← 1
6: end for
7: at = (a1, . . . ,an), t ← n
8: compute n̂t

q ← Binary({e i},ε′) for each q ∈ [q jk]m×l .
9: for t ∈ [nT] do

10: for q ∈ [q jk]m×l do
11: t ← t+1, i ← (t mod n)+1
12: at

i ← α-best response for ci given previous n̂t−1
q .

13: if at
i is NULL then

14: update each Cq’s stream by sending 0 to them.
15: at

i = at−1
i

16: else
17: update each Cq’s stream by sending 1 (−1 or 0) to them according to ci ’s

latest choice.
18: max(i)← max(i)+1
19: end if
20: if max(i)≥ k then
21: return FAIL
22: end if
23: end for
24: compute n̂t

q ← Binary({e i},ε′) for each q.
25: assign at

j ← at−1
j for j 6= i.

26: end for
27: return at

i to each client ci for i ∈ [n].
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parameters in data submission; second, the computation of the extra bonus for clients

who provide more accurate trained parameters.

Clients have two choices when they submit their trained parameters; both are pro-

tected by differential privacy. They can add noise to their parameters locally before

sending them to the server. Alternatively, they can submit their data to a centralized

privacy proxy, who will perform differentially-private parameter aggregation in a cen-

tralized manner. Obviously, it is in the server’s interests that more clients update their

parameters through a centralized way.

In Step 4 , each client ci sends its preferred data quality level to the server, which

determines the reward r i it can receive for the contribution of its data. In Step 5 ,

the server further computes and publish an extra bonus b based on its total budget B.

Each client who chooses to use the centralized differential privacy proxy will receive

compensation b for its potential privacy loss.

In Step 6 , each client decides which method to use according to the amount of money

it will receive, namely r i +b. As shown in Algorithm 7, if the total payment a client can

receive is greater than the expected value of its compensation, the client simply submits

its parameters for centralized differential privacy computation. Otherwise, if a client

values its privacy more, it employs a Gaussian mechanism to perturb its parameters

following a predefined privacy budget εL. Choosing the latter approach, clients will only

receive a reward r i, which is the total amount of money they can get throughout the

entire federated learning.

Algorithm 7 Client’s private data submission M2
Input: the trained parameter θi, the expected payment vi of client ci, bonus b, privacy

budget εL for local perturbation, sensitivity ∆2 f , clipping threshold C.
Output: submitted parameter.

1: θ̄i ← θi/max{1, θi
C }

2: if r i +b ≥ vi then
3: return θi
4: else
5: sample Zi ∼N (0,σ), where σ=

√
2ln 1.25

σ
· ∆2 f

εL

6: θ̂i ← θ̄i +Zi
7: return θ̂i
8: end if

To compute the extra bonus b, the server has to evaluate each client’s private valua-

tion about its privacy, namely, how much compensation is enough to incentivize clients

who are inclined toward the centralized approach. Here, we choose the widely-used cost
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evaluation method in private data commercialization [42], which provides a rigorous

way to quantify a client’s expected privacy cost under differentially private conditions.

Suppose a client with type τi has a utility ui : O →R+ from a randomized mechanism M.

If M satisfies differential privacy, by taking expectation of the inequality, we have

Eo∼M(τ)[ui(o)]≤ exp(ε)Eo∼M(τ′i ,τ−i)[ui(o)]. (4.13)

Together with the fact that exp(ε)≈ 1±ε for small ε, we know that, for any utility function

ui of client ci, its future utility in expectation will decrease by at most an additive factor

εE(ui). Therefore, it is enough to compensate each client εvi for its expected privacy cost

if its submitted data is used in a differentially private computation.

The above discussion provides a way for the server to compute bonus b. That is, the

server can predefine a value v that represents the private valuations of the majority of

clients. Then, the extra bonus is computed as

b = ε ·v. (4.14)

The value v can be adjusted based on the server’s total monetary budget and its require-

ment for data accuracy. If the server wishes to get more accurate parameters, it can set a

large v to increase compensation amounts, which may drive more clients to choose the

centralized option.

The server is also responsible for aggregating the model parameters received from

each clients. This includes both the noisy parameters and the accurate parameters.

Usually, the most widely used parameter aggregation method in federated learning is a

weighted average over the clients’ data. In the proposed framework, it is not reasonable

to simply compute an average over the client submissions because it violates the privacy

of clients who submit parameters without adding noise. In addition, the server will

spend more money in exchange for more accurate client data. Averaging the accurate

parameters with noisy ones is a waste of the server’s budget. To make the best of the

received data, the server therefore aggregates the parameters following Algorithm 8,

which contains a traditional weighted average method (Line 2, weights have been omitted

for simplicity). For the parameters without local perturbation, the server employs a

centralized Gaussian mechanism with εC to achieve a differential privacy guarantee

(Lines 4−8). A parameter w is used to adjust the weight between above two aggregated

values (Line 9). Finally, the server returns θ to each client for local update (Line 10).

In Step 7 , the server stops the training once it receives satisfactory model parameters

and pays corresponding rewards and bonus to each client according to their choice.
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Algorithm 8 Private parameter aggregation mechanism M3
Input: the noisy parameters θ1, . . .θk, the parameters without noise θk+1, . . .θn, the

privacy budget εC for centralized perturbation, sensitivity ∆2 f , weight w.
Output: the aggregated parameters θ.

1: for i ∈ [k] do
2: θL ←∑k

i=1θi/k
3: end for
4: for i ∈ [k+1,n] do
5: θC ←∑n

i=k+1θi/(n−k)
6: end for
7: sample Z ∼N (0,σ), where σ=

√
2ln 1.25

σ
· ∆2 f

εC

8: θ̂C ← θC +Z
9: θ← w ·θL + (1−w) · θ̂C

10: return θ

4.4 Theoretical analysis

The theoretical analyses begin with the necessary stop criteria of the equilibrium compu-

tation mechanism. We then connect the differentially private property to the existence of

an approximate Nash equilibrium. A convergence analysis of the reward game is also

given.

We first show that the proposed reward game is a potential game. Consider a client

ci who switches from playing strategy ai ∈ A i to playing bi ∈ A i in a single step of best

response update. Such a switch will increase ci ’s reward.

∆r i = r i(τi, (bi,a−i))− r i(τi, (ai,a−i))

= ∑
( j,k)∈bi\ai

f (n jk +1)− ∑
( j,k)∈ai\bi

f (n jk)> 0. (4.15)

Consider the potential function Φ(a) : A →R defined as follows,

Φ(a)=
m∑

j=1

l∑
k=1

n jk∑
n=1

f (n) (4.16)

The change in the potential function is therefore

∆Φ(a)=Φ(bi,a−i)−Φ(ai,a−i)

= ∑
( j,k)∈bi\ai

f (n jk +1)
∑

( j,k)∈ai\bi

f (n jk)

=∆r i.

(4.17)

Based on the potential game, we can bound the total number of α-noisy best responses

clients can make before no one can improve his reward by choosing a new move.
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Theorem 4.3. The total number of α-noisy best responses for a client before its reward
will improve no further is bounded. It is sufficient to set the bound of iteration to

T = 2mnl
α

. (4.18)

Proof. Consider a binary mechanism that is used to track the number of clients

contributing data at each quality level. According to Theorem 4.2, with a probability of

at least 1−β, the maximum difference at a single timestep t between n̂ jk and n jk is

max
t∈T

|n̂ jk −n jk| ≤
2
p

2
ε

ln(
2
β

) log(T)
1
2 . (4.19)

If the confidence bound β is allocated over all possible quality levels, the error for

each quality level is

Eβ = 2
p

2
ε

ln(
2ml
β

) log(T)
1
2 . (4.20)

Assume that the error in a private counter at each timestep is bounded by Eβ and,

therefore, the difference between the noisy reward and the accurate reward for a client

can also be bounded. Let at denote the action profile at time t ∈ [T], at timestep t, with a

probability of at least 1−β, we have

|r̂ i(τi,at)− r i(τi,at)| = ∑
j,k∈at

i

| f (n̂ jk)− f (n jk)|

≤ m∆G Eβ.
(4.21)

Suppose at timestep t, a client is allocated an α-noisy best response and the action

profile is updated from at to at+1. Then, we have

r i(τi,at+1)≥ r̂ i(τi,at+1)−m∆G Eβ

≥ r̂ i(τi,at)+α−m∆G Eβ

≥ r i(τi,at)+α−2m∆G Eβ.

(4.22)

That is, although it may appear as though a client is significantly improving its reward,

due to the effect of noise, the actual improvement in reward may be only α−2m∆G Eβ.

The potential function Φ(a)≤ mnl in Equation 4.1 can be bounded based on the fact

that the reward function f on each quality level is in [0,1]. Therefore, the total number

of α-noisy best response clients can make is bounded by

T ≤ mnl
α−2m∆G Eβ

. (4.23)

We can assume α≥ 4m∆G Eβ and obtain T ≤ 2mnl
α

. �
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Theorem 4.4. On the assumption of a bounded Eβ, the number of α-noisy best responses
available to one client is bounded by

k ≤ 8m2nl∆G

α2 . (4.24)

On the other hand, the proposed equilibrium computation mechanism will never halt for
k ≥ 8m2nl∆G

α2 .

Proof. One client can improve its reward by making a best response. The concept

of regret is used to capture increases in the reward, which is computed using the exact

reward function.

regret(τi,a)= max
a′

i∈A i
{r i(τi, (a′

i,a−i))}− r i(τi,a). (4.25)

Obviously, if the counters are computed without noise, at each step, client ci ’s regret

regret(τi,a)= 0 because rational clients will always choose quality levels that maximize

their rewards.

Let a∗
i =maxa′

i∈A i {r i(τi, (a′
i,a−i))}. At time t, we have

regret(τi,at)= r i(τi, (a∗
i ,at

−i))− r i(τi,at)

≤ r̂ i(τi, (a∗
i ,at

−i))+m∆G Eβ

− (r̂ i(τi,at)−m∆G Eβ)

≤ 2m∆G Eβ.

(4.26)

Then, we bound the difference between regret(τi,at+1) and regret(τi,at). Note that

after one client j 6= i’s move, for client ci, we have

|r i(τi,at+1)− r i(τi,at)| ≤ ∑
j,k∈at

i

| f (n̂ jk +1)− f (n̂ jk)| ≤ m∆G . (4.27)

This corresponds to the worst case where client c j chooses the same quality levels as

client ci, and thus, in computing ci ’s rewards, all the related counts are increased by 1.

Then, if client ci does not move in its round, we have

regret(τi,at+1)= r i(τi, (a∗
i ,at+1

−i ))− r i(τi,at+1)

≤ r i(τi, (a∗
i ,at

−i))+m∆G

− (r i(τi,at)−m∆G )

= regret(τi,at)+2m∆G .

(4.28)

That is, if a client does not move on their turn, its regret will be 2m∆G .

77



CHAPTER 4. JOINT DIFFERENTIAL PRIVACY AND POTENTIAL GAME:
IMPROVING THE DATA QUALITY FOR FEDERATED LEARNING FRAMEWORK

Supposing a client makes an α-noisy best response in timestep t1, the next time it

can make an α-noisy best response is t2. Recursively using Equation 4.28, we have

regret(τi, rt1+t2)≤ 2m∆G Eβ+ (t2 − t1)2m∆G . (4.29)

Therefore, when the regret(τi, rt1+t2) accumulates to α, that is t2 − t1 = α−2m∆G Eβ

2m∆G
,

client ci can make another α-noisy best response. Based on Equation 4.23, we have

k ≤ T
t2 − t1

≤ 2m2nl∆G

(α−2m∆G Eβ)2 . (4.30)

Taking the assumption of α≥ 4m∆G Eβ into the above equation, we can obtain a bounded

value for k. �

Next we examine the privacy guarantee promised by the proposed mechanism M1. To

prove M1 satisfies joint differential privacy, we first introduce the billboard lemma [53]

and the post-processing property of differential privacy. The billboard lemma states that

if each client’s output is a function only of an ε-differentially private computation and

their own private data, then the overall mechanism satisfies ε-joint differential privacy.

Lemma 4.1. (Billboard Lemma [53]) Suppose M : D →R is (ε,δ)-differentially private.
For any function f i : D i ×R →R′, where D i is the portion of the database containing i’s
data, mechanism M ′ that outputs to each client i: f i(D i,M (D)) is (ε,δ)-jointly differen-
tially private.

In addition, differential privacy is immune to post-processing. Applying an arbitrary

data-independent post mapping f to a differentially private mechanism M does not

influence its privacy guarantee.

Lemma 4.2. (Post-processing [37]) Suppose M : D →R is a (ε,δ)-differentially private
mechanism. Let f : R →R′ be an arbitrary randomized mapping. Then f ◦M : D →R′ is
(ε,δ)-differentially private.

Theorem 4.5. The equilibrium computation mechanism M1 satisfies (ε,δ)-joint differ-
ential privacy.

Proof. First consider the case where mechanism M1 does not fail, which happens

with a probability of 1−β. Let M to denote the mechanism that outputs all the partial

sums [36] during the course of M1, and let pτ denote the probability of generating a

specific set of partial sums, and pτ′ be the same probability when client ci reports τ′i
rather than τi. According to Theorem 4.2, each private counter is ε-differentially private,
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and each single element in a bit stream can appear in at most log(T) partial sums in the

binary mechanism Binary({e i},ε′).
From Theorem 4.4 we know that each client can make at most k best response moves,

and thus there are at most 2k changes in the probability ratio pτ/pτ′ given different

τ and τ′. Considering the fact that one client’s change can affect at most 2m private

counters, we conclude that mechanism M1 is (2k ·2m · ε · log(T))-differentially private.

Therefore, with a probability of 1−β, mechanism M satisfies ε-differential privacy for

ε′ = ε

4km log(T)
. (4.31)

Note that mechanism M1 will fail with a probability of β . Overall, M satisfies (ε,β)-

differential privacy.

As the output of Binary({e i},ε′) can be regarded as a post-processing of partial sums,

according to Lemma 4.2, M still satisfies differential privacy if it computes noisy counts

on each quality level using the output of Binary({e i},ε′).
Finally, we invoke the billboard lemma – where each client can observe the output

of M and figure out which quality levels they are currently contributing by combining

their private type – therefore, the mechanism M1 is jointly differentially private. �

Theorem 4.6. With a probability of at least 1−β, the equilibrium computation mecha-
nism M1 outputs an η-approximate Nash equilibrium.

Proof. According to Theorem 4.4, we know that, under the bounded assumption of

Eβ, mechanism M1 outputs an action profile. In this scenario, the difference between

the noisy reward r̂ i and the exact reward r i for each client is bounded by m∆G Eβ

(Equation 4.21). In addition, nT rounds of moves are enough for n clients to make

T α-noisy best responses, where T is given in Theorem 4.3. Therefore, at the end of

mechanism M1, no clients can make an α-noisy best response. At that time, we have

η= regret(τi,a)≤α+2m∆G Eβ. (4.32)

Note that the bounded assumption about Eβ holds with a probability of at least 1−β

(Equation 4.20). Therefore, with a probability of at least 1−β, mechanism M1 outputs

an η-approximate Nash equilibrium. �

Theorem 4.7. Good behavior by clients forms an η-approximate ex-post Nash equilib-
rium of the game GM , where good behavior is when a client truthfully reports his type to
the mediator, and then faithfully follows its suggestion.
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Proof. Recall that we use BRi(a−i) = argmaxai∈A i r i(ai,a−i) to denote the best

response of client ci. According to the definition of reward (i.e., Equation 4.9), we have

r i(τi, (τ′, g))= Ea∼M(τ′)[r i(τi, g(a))] (4.33)

In addition, based on Theorem 4.6, mechanism M1 (with a probability of 1−β)

computes an η-approximate Nash equilibrium given the reported types. Therefore,

r i(τi, (τ, g))= Ea∼M(τ)[r i(τi, g(a))]

≥ Ea∼M(τ)[r i(τi, (BRi(a−i), g−i(a−i))]−η.
(4.34)

According to Theorem 4.5, mechanism M1 satisfies (ε,δ)-joint differential privacy.

Taking the restraints of joint differential privacy into the above equation, we have

r i(τi, (τ, g))

≥ e−ε ·Ea∼M(τ′i ,τ−i)[r i(τi, (BRi(a−i), g−i(a−i))]−δ−η

≥ Ea∼M(τ′i ,τ−i)[r i(τi, (BRi(a−i), g−i(a−i))]−mε−δ−η

≥ Ea∼M(τ′i ,τ−i)[r i(τi, (g′(ai), g−i(a−i))]−mε−δ−η

= r i(τi, (τ′i, g′
i(ai), g−i(a−i)))−mε−δ−η.

(4.35)

The first inequality follows from the definition of joint differential privacy. The second

inequality is because exp(−ε)≥ 1−ε for ε≤ 1. The last inequality is from the definition of

best response.

Considering the fact that, with a probability of β, M1 will fail to return an approxi-

mate Nash equilibrium, where clients may increase their reward by m, we have

r i(τi, (τ, g))≥ r i(τi, (τ′i, g′
i(ai), g−i(a−i)))−mε−δ−η−mβ. (4.36)

That is, good behaviors by clients form an approximate equilibrium for the game

GM for every possible configuration of client types. According to Definition 4.2, good

behaviors form an ex-post Nash equilibrium of GM . �

4.5 Experimental results

4.5.1 Experimental results for the game module

4.5.1.1 The influence of ε on client’s utility

We first investigated the influence of private counters on client utility. In this experiment,

we used n = 50 clients. The dataset consists of m = 10 classes, with l = 5 levels of quality.

80



4.5. EXPERIMENTAL RESULTS

In addition, the reward function f in Equation 4.7 was chosen as f (x)=−x/50+1, and

the parameter α for clients to make a best response was set to 0.02, namely 1/50. For a

better presentation, we used large ε to clearly show the detailed convergence tendency of

client’s utility around the approximate equilibrium point. The theoretical utility at the

equilibrium point was 8.0 without normalization.

(a) Utility vs. iteration, ε= 20 (b) Utility vs. iteration, ε= 30 (c) Utility vs. iteration, ε= 40

(d) Utility vs. iteration, α= 0.05 (e) Utility vs. iteration, α= 0.1 (f) Utility vs. iteration, α= 0.15

(g) Convergence vs. no. clients (h) Convergence vs. no. clients

Figure 4.2: The game-theoretic properties of the reward game.

We set different privacy budgets for the private counters, randomly selected 10

clients, and tracked the change in their utility. The results are shown in Figures 4.2(a)

to 4.2(c). Initially, client utilities increased because they were allowed to adjust their

strategy as long as the improvement was greater than α = 0.02. However, with more

iterations, and more clients adjusting their strategies, utility for some clients suffered
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Figure 4.3: The effectiveness on data quality improvement of the game.

as a result of adjustments by others. As the iterations progressed, no client could find a

more preferable strategy, and the reward game converged to equilibrium.

In Figure 4.2(a), the counters are initialized with a smaller privacy budget, and

thus the counts for each quality level are not very accurate. In this situation, some

clients may be able to slightly improve their utilities, but the increase will soon be

offset by the movements of others. Consequently, the client utility curves fluctuate

around the equilibrium point. The blue dashed lines demonstrate the theoretic upper

and lower bounds of the approximate Nash equilibrium, which is given in Equation 4.32.

The boxplot in each figure illustrates the distribution of client utilities when the game

reaches equilibrium. With a larger privacy budget, the private counters output more

accurate counts; therefore, client utility converges to a narrower interval in Figure 4.2(b)

and 4.2(c). That is why the box in each boxplot shrinks as the privacy budget increases.

4.5.1.2 The influence of α

The parameter α indicates whether a client can make a best response in their round,

which influences the convergence of the reward game. In this experiment, we set different

values of α with n = 20 clients. The reward function is f (x)=−x/20+1, and the results

are shown in Figure 4.2(d) to 4.2(f). In Figure 4.2(d), we see that, with α = 0.05, the

reward game reaches equilibrium after 10 iterations, and the utility of each client at

equilibrium is about 8.0. In comparison, in Figure 4.2(e), when α increases to 0.1, the

reward game needs more iterations to converge. This is because a small α allows clients

to adjust their strategy whenever they can improve their utility. By contrast, with a

larger α, one client has to wait until when a new choice can improve their utility to at
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least α. In this scenario, clients’ utility in the equilibrium is still around 8.0. Notably, in

Figure 4.2(f), when α is large enough, the reward game will reach a deadlock after some

iterations and it will not converge anymore. The reason is that clients cannot reach the

threshold α in their iterative strategy adjustment, so they cannot make any new move.

However, the reward game still reaches the equilibrium as no clients have incentive to

deviate from their current strategy under the requirement of α-best response.

4.5.1.3 The influence of client number

With our next experiment, we set out to explore the relationship between the number of

iterations to convergence and the number of participating clients. Intuitively, the reward

game should require more iterations to reach equilibrium with a larger number of clients.

Figures 4.2(g) and 4.2(h) confirm this conjecture. Figure 4.2(g) illustrates the change

in iterations to converge when the number of clients grows. In addition, the game with

a larger α converges on an equilibrium more slowly than that with small α. A similar

tendency can also be observed in Figure 4.2(h). This figure shows that the game with

a smaller ε reaches equilibrium faster. This is because the range of the approximation

interval (i.e., Equation 4.32) computed with a small ε is wider than that with a large

ε. Although client utility fluctuates within the approximation interval, equilibrium

establishes earlier with a small ε. This phenomenon can also be observed by comparing

the convergence iteration in Figure 4.2(a) (about 15 rounds to converge), Figure 4.2(b)

(about 25 rounds to converge), and Figure 4.2(c) (about 30 rounds to converge).

4.5.1.4 The effect of the game and related discussion

One of the main goals of the game module is to incentivize more clients to use high

quality data in their local training. The effect of the reward game is shown in Figure 4.3.

In the experiment, we presumed l = 5 levels of data quality, i.e., {very low, low, medium,

high very high}. Without playing the game, clients tend to use low quality data in the

training, as illustrated by the blue bars. After the game reaches its equilibrium, the

distribution of data contributed by clients is almost uniform on different data qualities,

and the amount of high quality data is significantly increased. However, we note that the

game itself is only a way of monetary implementation, the actual factor that incentivizes

clients to use higher quality data is payment. It is worth noting that the solution at

the equilibrium point is not optimal, which, obviously, can be observed from Figure 4.3

– the game only pushes the data quality from a low-quality-oriented distribution to

a near-uniform distribution, whereas in the optimal situation, most of clients should
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contribute their high quality data. The phenomenon is caused by the nature of the Nash

equilibrium, which is only a quiescent status where no rational clients have incentive

to unilaterally change their strategy. To get optimal solution, more reward should be

introduced to break the balance between the clients’ gain and their private valuation

about the data.

4.5.2 Experimental results for private learning module

In this section, we examined the proposed private learning module in terms of the both

parameter update scenarios. The privacy budgets were calibrated by ε = εL = 0.1εC,

following the intuition that the server would make the most of the data it buys.

4.5.2.1 Adding noise on model weights

We denote pc the proportion of clients who use the centralized differential privacy proxy

to protect their privacy, i.e.,

pc = no. clients who use the privacy proxy
no. participating clients

. (4.37)

Figure 6.4 shows the change in the global model’s accuracy when clients submit

model weights to the server. In this experiment, we set n = 100 clients who participate in

the training. Figure 4.4(a) illustrates how accuracy changes during the training process,

given a fixed privacy budget ε = 1.5. The model accuracy increases with the growth

of training epoch. A significant improvement in accuracy can be observed when more

clients choose the centralized differential privacy proxy. For example, in the case pc = 0,

i.e., all the clients add noise locally to their weights, the accuracy is around 96.1%. In

comparison, when every client adopts the centralized privacy proxy, i.e., pc = 100%, the

accuracy is improved to 98.6%. A detailed variation tendency of accuracy against pc is

demonstrated in Figure 4.4(b). In Figure 4.4(b), we see that the increase of pc leads to

an increase of the global model’s accuracy, which means that the proposed framework

actually improves the performance of the global model. Further, the privacy budget also

influences the model accuracy. As shown in Figure 4.4(c), a larger privacy budget results

in higher accuracy. In addition, the gaps of accuracy among each pc level become more

significant when the privacy budget is small. For example, given ε= 0.4, the accuracy

with pc = 0 is about 58.5%, which is improved to 81.1% when pc increases to 75%. This

shows that, the proposed framework leads to better results when clients have more

rigorous privacy requirement on their parameter updates. However, to keep a high pc,
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the server has to spend more monetary compensation to encourage clients to use the

centralized privacy proxy, which is in accordance with the money-accuracy tradeoff.

Figures 4.4(d) to 4.4(f) show similar tendencies as Figures 4.4(a) to 4.4(c), which

are obtained using different dataset. In Figure 4.4(d), the accuracy of the global model

improves 5.2% if half of the clients choose to use the centralized differential privacy

proxy, and this improvement will raise to 10.9% if all the clients are involved in using

it. These experiments demonstrate the effectiveness of the proposed framework when

differentially private noise is added to the model’s weight updates.

4.5.2.2 Adding noise on the gradients

Figure 4.5(a) illustrates the change in model accuracy with respect to training epoch,

where the privacy budget was set ε = 0.5. Overall, the accuracy of the global model

goes up with the increase of training epoch. Specifically, when all the clients add noise

locally to the gradients, the model accuracy is around 87.8%. By contrast, the accuracy is

improved to 92.1% when half of the clients choose the centralized differential privacy

proxy, and it reaches 94.7% if everyone is involved. Figure 4.5(b) shows the detailed

variation tendency of model accuracy with the change of pc. From this figure, we observe

that, with a fixed privacy budget, larger pc always results in higher accuracy. In other

words, the proposed framework indeed improves the performance of the global model.

Further, Figure 4.5(c) shows the influence of privacy budget on model accuracy. The figure

demonstrates a significant improvement in model accuracy when ε is small. Therefore,

the proposed framework is more advantageous under a stronger privacy requirement.

What Figures 4.5(d) to 4.5(f) show are the results obtained on CIFAR-10 dataset. The

result patterns are similar as those in Figures 4.5(a) to 4.5(c). Figure 4.5(d) describes

the change in model accuracy during the training process, given ε = 4. Figure 4.5(e)

and 4.5(f) illustrate the influence of pc and ε respectively, where larger pc and ε lead to

better model accuracy. These experiments demonstrate the effectiveness of the proposed

framework when differentially private noise is added to the model’s gradient updates.

4.5.2.3 Discussion and comparison of proposed framework

To show the outperformance of the proposed framework, we used a traditional federated

learning framework FedAvg as baseline, and adopted the proposed framework in other

differentially private federated learning methods to make detailed comparisons. The

results are shown in Table 4.1.
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(a) Acc. vs. epoch, MNIST (b) Acc. vs. pc, MNIST

(c) Acc. vs. ε, MNIST (d) Acc. vs. epoch,CIFAR-10.

(e) Acc. vs. pc, CIFAR-10. (f) Acc. vs. ε, CIFAR-10.

Figure 4.4: The change of model accuracy when differentially private noise is added to
the model’s weight updates.
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(a) Acc. vs. epoch, MNIST (b) Acc. vs. pc, MNIST

(c) Acc. vs. ε, MNIST (d) Acc. vs. epoch, CIFAR-10

(e) Acc. vs. pc, CIFAR-10 (f) Acc. vs. ε, CIFAR-10

Figure 4.5: The change of model accuracy when differentially private noise is added to
the model’s gradient updates.
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Table 4.1 presents the results of the proposed framework in comparison to other simi-

lar works. Clearly, the proposed framework results in better model accuracy. However, we

note that the advantage is established based on the server’s expenditure, which provides

incentive for clients to use the centralized privacy proxy. Meanwhile, some properties may

not holds by introducing incentives. For example in [2], the Rényi divergence between

Skellam distributions may change, and thus the Skellam mechanism may fail. Ref [127]

adopts contract theory to encourage clients to add less noise in their local perturbation,

while our proposed framework allows clients to choose the centralized privacy proxy

directly, so that our framework achieves a higher accuracy.

Finally, we emphasize that a balance between money and privacy should be made in

real-world application. The proposed framework leads to more significant improvement

when the privacy budget is small, but in such scenario, clients have more rigorous

requirement on their privacy, and thus the server needs to pay more to encourage clients

to use the centralized privacy proxy. That demonstrates the intuition of “money for

privacy” throughout this chapter.

Table 4.1: Comparison of the proposed framework with others

Methods Dataset Accuracy (↑) Incentive Properties

FedAvg MNIST 94% ( 2.3%) Not used -
FedAvg CIFAR10 73% ( 6.2%) Not used -
FedAvg CIFAR100 72% ( 3.6%) Not used -
ref [148] FMNIST 89% ( 4.1%) Not used Not hold
ref [2] EMNIST 80% ( 2.4%) Not used Not hold

ref [127] MNIST 95% ( 1.2%) Used Hold

4.6 Summary

This chapter proposes a private reward game to motivate clients to contribute their

high-quality data to federated learning. The reward game employs a mediator to give

suggestions to each client, and good behavior of clients will form an ex-post Nash equilib-

rium of the incomplete information game. We provided detailed proofs and analyses of the

game’s properties, along with an examination of the privacy guarantee. Additionally, we

conducted simulations with real-world datasets to validate the framework’s performance.

The results demonstrate that, under our scheme, model accuracy is better than it is

under traditional federated learning.
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5
APT RIVALRY GAME: DEFENDING AGAINST ADVANCED

PERSISTENT THREATS

Advanced persistent threats (APTs) are one of today’s major threats to cyber

security. Highly determined attackers along with novel and evasive exfiltration

techniques mean APT attacks elude most intrusion detection and prevention

systems. The result has been significant losses for governments, organizations, and

commercial entities. Intriguingly, despite greater efforts to defend against APTs in recent

times, frequent upgrades in defense strategies are not leading to increased security and

protection. This chapter demonstrates this phenomenon in an appropriately designed

APT rivalry game that captures the interactions between attackers and defenders. What

is shown is that the defender’s strategy adjustments actually leave useful information

for the attackers, and thus intelligent and rational attackers can improve themselves

by analyzing this information. Hence, a critical part of one’s defense strategy must be

finding a suitable time to adjust one’s strategy to ensure attackers learn the least possible

information. Another challenge for defenders is determining how to make the best use

of one’s resources to achieve a satisfactory defense level. This chapter figures out the

optimal timings of a player’s strategy adjustment in terms of information leakage, which

form a family of Nash equilibria. Moreover, two learning mechanisms are proposed to

help defenders find an appropriate defense level and allocate their resources reasonably.

Experimental results show the optimality of the equilibria and demonstrate the necessity

of specifying optimal strategy adjustment timings when defending against APTs.
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5.1 Introduction

With the fast evolution and frequent innovation in cyber attack/defense techniques,

APTs [27, 129] have become a prominent threat to cyber security [77]. Different from

traditional cyber attacks, today’s APTs are long-term, stealthy attacks performed by

proficient and well-funded adversaries. The goal of an APT attack is not only limited to

sabotaging critical infrastructures and/or exfiltrating critical information [95], but also

includes staying undetected for further exfiltration and/or sabotage [155]. Moreover, one

salient characteristic of APT attacks is that the threats keep changing. An increasing

security budget does not effectively protect an organization from compromise [22, 117].

The key reason is that, through frequent interactions, the attackers and defenders learn

from each other, making the attackers more sophisticated and stronger than ever before.

It is important to note that the defenders are not incompetent, it is continuous

learning through a long and determined APT campaign means the attackers become

more and more competitive with every interaction. More importantly, the attackers

continuously collect information about their target, adapting to the defender’s resistance

efforts by sustained analysis and learning [91, 136]. Although the defenders are able to

successfully detect/prevent some attempts at intrusion by dynamically adjusting their

defense strategies and periodically upgrading their defense policies, these adjustments

may leave useful information for the attackers [135, 154]. For example, if an attacker

gets detected and prevented from today’s defense method, they may start to analyze the

situation and develop a novel attack variant to break through that limitation[3].
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TimeAnalysis and 
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Figure 5.1: The evolution of attacker and defender in APT attacks.

Figure 5.1 demonstrates the process. In the beginning, the attacker has limited

knowledge about the defender. When the defender employs a new defense strategy, some
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pieces of information are left for the attacker. This provides the attacker with a chance to

learn more about the defender’s defense strategy – even if that new defense strategy leads

to a better defense level. In turn, developments in the attacker’s infiltration techniques

will motivate the defender to devise more advanced methods of protection. From this

standpoint, it is important for the defender to choose a time to make their strategy

adjustment when they can ensure the least information will be learned by the attacker.

Today, many techniques have been adopted to model the frequent interactions be-

tween attackers and defenders in APT campaigns. Of these, game theory is one of the

most powerful choices [31, 166]. Game theory provides an efficient way to investigate

how to defend against APT attacks, and, as such, many game-theoretic models have been

devised that describe competition between an attacker and a defender [87, 118, 168].

However, existing solutions generally use a single, highly-abstracted game to character-

ize the interactions between the two opponents, and such games do not tend to reflect

the attack-defense processes in real APT scenarios. First, most of existing games have

pre-specified strategy set for players, which does not consider the notion that attackers

and defenders can learn. Second, many existing models have a clear criterion of winning

where each player tries to win during the course of the game. However, in long-term

attack and defense interactions in APTs, it is hard to specify who actually wins. Thus far,

it has been challenging to quantify how much a player can learn during the course of

an APT attack. Additionally, how to take advantage of past information and thus better

defend against APT attacks is another challenge.

In this chapter, we proposed a two-player APT rivalry game to analyze the interactions

between attackers and defenders. Rather than attempting to characterize the players’

behaviors through a single game, we adopted a game-theoretic model to capture how

much information each player can learn from their opponent’s strategy adjustments and

policy upgrades. Different from previous time-based game models, we consider that time

itself imposes a cost on both players, even they do not take any new actions. In addition,

the players in our model do not adjust their strategy at arbitrary time, they must consider

the trade-off between time cost and information leakage. Our assumptions profoundly

reflect today’s attack-defense campaigns in APTs. That is, the adversary cannot be

eliminated; instead, it can only be suppressed by more advanced techniques [22]. We

also propose two reinforcement learning methods that help the defender to learn from

past experiences and to select optimal defense levels for the future. These methods

prescribe that the defender should quickly respond to the detected sabotage activities

and set optimal defense levels. When faced with multiple defense points, the defender
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must determine a reasonable plan for allocating the resources available. Our proposed

mechanisms are capable of addressing these issues.

The main contributions of this chapter therefore include:

• An APT rivalry game that considers the information disclosed from a player’s

strategy adjustments. The defender and attacker are able to figure out the best

timing for strategy adjustments based on the solution of the game.

• Two learning mechanisms based on reinforcement learning to help defenders find

the optimal defense levels as well as appropriate resource allocations during a

game against attackers.

• Theoretical proofs and analyses of the proposed game and mechanisms. We de-

rived the necessary conditions for which the game has a family of equilibria with

respect to the players’ rationality. We also derive the regret bounds of our learning

mechanism.

• Experimental simulations that show the existence and optimality of the equilibria

under different game settings. Further experiments demonstrate the effectiveness

of the proposed learning mechanisms.

In the rest of this chapter, we first introduce basic background knowledge of APTs

and then detail the design and rationale of the proposed APT rivalry game. Theoretical

analyses and experimental results are also given.

5.2 Preliminaries

5.2.1 The game model and Nash equilibrium

In this chapter, we take advantage of a dynamic timing game called the war of attri-
tion [11]. This game characterizes the timing of strategy adjustments noting that the

attacker and defender are trying to reduce information leaks to their opponent. Orig-

inally formulated to study animal conflicts and genetic evolution [88], the classic war

of attrition game works as follow. Suppose players 1 and 2 are competing for a single

resource. Both players can drop out at any time, if one player drops, the other player

wins (i.e., obtains the resource) and the game ends immediately. The valuations of player

1 and player 2 are v1 and v2 respectively, representing the benefit they will obtain if they

win the resource. Besides, each player suffers a cost c for fighting per unit of time. We
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consider the mixed-strategy Nash equilibrium of the game, where the strategy of each

player corresponds to a distribution Ti (i = 1,2) over drop-out times. Each player decides

their drop-out time according to distribution Ti.

Definition 5.1. (Nash equilibrium [102]) An action profile a∗ is a Nash equilibrium if
each a∗

i is the best response of a∗
−i. That is, ∀i ∈ [n], a′ ∈ A,

ui(a∗
i ,a∗

−i)≥ ui(a′
i,a

∗
−i). (5.1)

For the war of attrition game, a player’s utility is the difference between their

valuation (if wins) and the cost for fighting. Namely, if the competition ends at time t,
the winner gets ui = vi − c · t, and the other player gets −c · t. In a Nash equilibrium, both

players are indifferent between dropping out at some time t and waiting to drop out at

t+dt. That is, at an equilibrium point, for player i,

vi ·
dT j(t)

1−T j(t)
− c ·dt = 0, (5.2)

where vi ·dT j(t)/(1−T j(t)) is the possible gain of player i when it persists in the game

and c ·dt is the cost of staying in. The ratio T j(t)/(1−T j(t)) represents the probability

that player j drops out at time t, which is also known as the hazard rate of player j in

the context of evolution theory.

By integrating, the unique mixed-strategy equilibrium of the war of attrition game is

Ti(t)= 1− e−ct/v j , i = 1,2. (5.3)

In the context of APTs, a strategy adjustment of the attacker/defender corresponds

to a player’s drop out, which will leave a piece of information that values vi to their

opponent. We use the war of attrition model to figure out the optimal strategy adjustment

timing in terms of information leakage. However, the valuations of players are private

information of the attacker/defender in APT campaigns. Therefore, we consider a more

complex scenario where the valuations of players are drawn from different distributions,

and discuss player’s expected utility when forming a Nash equilibrium. In addition,

we extend the game to the situation where players are inertial (i.e., irrational with

some probability), making it comparable to an APT attack. We also derive the necessary

conditions for which a family of equilibria exists.
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5.3 Problem definition and game design

5.3.1 Problem statement

This research mainly addresses two issues associated with APT attacks. The first is to

develop a game-theoretic model for APT attacks to help attackers and defenders find the

optimal times to adjust their strategies – with optimal being defined as the time when

the least information possible will be leaked to avoid developing a strong opponent. The

second is an effective method for the defender to select an optimal defense level, as well

as find a reasonable resource allocation.

To defend against APTs, it is essential to find an optimal timing scheme for strat-

egy adjustment in terms of information leakage. On the one hand, frequently making

strategy adjustment not only results in huge resource consumption but may also impart

information to one’s attackers. On the other hand, an outdated defense strategy will

make the system more vulnerable to novel attack variants. Therefore, a balance between

the two is required.

We note that the term “information leakage” in this chapter refers to “what the

defender/attacker can know by observing their opponent’s new strategy adjustment”,

which enables them to improve their strategy or policy. We do not use information leakage

to portray players’ previously unseen cognition. The reason is that the players do not

fully know each other, they cannot tell which information is new to their opponent.

In addition, knowing when to make a strategy adjustment, it is also necessary to

explore ways for determining what is an appropriate defense level. There should be a

tradeoff between resource consumption and system security, so determining an proper

resource allocation is another factor to consider.

Formally, we consider the continuous-time rivalry game on a cyber network between

an APT attacker and a defender. The attacker tries to invade a network and stay

undetected, while the defender endeavors to secure every terminal point within the

network and minimize the losses caused by the APT attack. ca denotes the average cost

to an attacker per unit of time, i.e., the cost generated by the attacker analyzing, moving

around, and perpetrating malicious activity. Similarly, the defender also consumes time,

money, and computational resources in defending against an APT attack via activities

such as log monitoring or anomaly detection. cd denotes the average cost to a defender

per unit of time. To characterize the information leaks incurred in a strategy adjustment,

va and vd denote the value of the information learned by an attacker/defender from a

strategy adjustment by their opponent.

94



5.3. PROBLEM DEFINITION AND GAME DESIGN

The goal of the game is to find the optimal timing for strategy adjustments that leaks

the least information. The aim of the learning method is to find an effective way for the

defender to select an optimal defense strategy from past losses and experience.

5.3.2 Design rationale of the APT rivalry game

The course of the APT rivalry game is illustrated in Figure 5.2. There are two players

P = {attacker, defender} in the game. From the starting point T = 0 (e.g., the reconnais-

sance stage of the attack), the attacker and defender consume resources to perform

attack/defense activities. The cost per unit of time for each player is ca and cd, respec-

tively. At each instant, the players decide whether to adjust or change their strategy. One

player’s strategy adjustment leaves a piece of useful information to its opponent, which

can be used in the opponent’s subsequent strategy making. For example, at time T = T0,

the defender updates a blacklist of URLs. The attacker, whose list is outdated, will soon

realize this fact and so she learns new information. The value of this information is va.

During the course of the game, each player can freely choose the timing of when they

adjust their strategy. After one player’s strategy adjustment, the APT rivalry game goes

to the next stage and thus the cost ca and cd also change. This is because attacking or

defending against different strategies of the opponent possibly leads to different resource

consumption.

Defender

Attacker

0 T
Gain 

information 

Strategy
 adjustment

  

Strategy

Strategy   

  

  ...

Figure 5.2: The APT rivalry game between attacker and defender.

In the proposed game, we consider the optimal timing of players’ strategy adjustment

in terms of information leakage. Here, the strategy adjustment refers to the players’

routine strategy upgrades but does not necessarily involve emergency actions. For
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example, if a defender finds an unknown program running within his system, he should

take remedial action immediately, even if these actions will leak some side information

to the attacker.

In this chapter, we assume that the attacker and defender are risk neutral and aim to

maximize their utility with respect to an optimal timing scheme for strategy adjustment.

5.4 The solution of the game and learning
mechanisms

5.4.1 The evaluation of players’ information leakage

In the APT rivalry game, we use va and vd to capture the value of information learned

by an attacker/defender from a strategy adjustment by their opponent. However, in

APT campaigns, it is challenging to evaluate the actual values va and vd due to the

uncertainty and asymmetry [105] of APTs. Sometimes, even the players themselves

cannot foresee the effect of their new tactic [113]. To address this issue, we employ

metrics from information theory to quantify the information leakage incurred during

player’s strategy adjustment, which serves as the basis for the computing va and vd.

From the defender’s perspective, let Xb be the random variable that captures the

attacker’s strategy adjustment detected by the defender, and Xr represents the risk that

the cyber system is compromised. Then the mutual information between Xb and Xr is

defined as

I(Xr; Xb)= H(Xr)+H(Xb)−H(Xr, Xb), (5.4)

where H(X )=−∑
x Pr[X = x] · log(Pr[X = x]) is the Shannon entropy of X .

The mutual information I(Xr; Xb) measures the reduction of entropy in Xr caused by

knowing Xb. In other words, it represents the defender’s reduced uncertainty about the

system’s risk by observing the attacker’s new strategy adjustment.

To estimate the value of vd, let random variable V ∼ L(v) denote the loss of the

defender if the cyber system is compromised. Then the value of information learned by

the defender is modeled to be

vd =V · I(Xr; Xb). (5.5)

We consider Xb and Xr to be random variables because the adjustment of attacker

vectors involves changes on multiple defense points, the defender cannot capture all of
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them exactly. In practice, Xb is formulated by the defender’s observation of the attacker’s

movement, and the corresponding risk can be estimated from cyber security authorities

like FireEye and NIST. Moreover, the potential loss V is also treated as a random variable

as the defender is unaware of the attacker’s stealthy goal. The distribution of L(v) is

formulated by the defender based on the value of the cyber system.

Similarly, from the attacker’s perspective, the value of information va can be esti-

mated in the same way, with each random variable has different interpretations, e.g., Xr

is the success rate of the attacker, V ∼ L(v) is the potential gain if the targeted system is

infiltrated.

Given I(Xr; Xb) and distribution L(v), the value of information vd in fact follows a

distribution I ◦V , where I is a scalar. To improve legibility, we denote F = I ◦V and

assume that the values va and vd are drawn from distributions Fa and Fd, with density

denoted as fa and fd. Fa and Fd are assumed to be differentiable from [0,h]→ [0,1].

5.4.2 The equilibrium strategy adjustment timing

In this section, we formulate the utility of attacker and defender, as well as deriving the

sufficient conditions for the existence of equilibria in the APT rivalry game.

We first normalize the players’ costs incurred in the game to ca = cd = 1, which is

without loss of generality, since for nonnegative cost c and valuation v, it is only the ratio

c/v that influences the equilibria. When players have different costs and valuations, we

can interpret v as players’ cost-valuation ratio. The result of the game will not change.

Then, the equilibria Ti(vi) (i = a,d) that specifies when the players adjust their strategies

is a function of valuation vi.

Lemma 5.1. (Monotonicity and differentiability of Ti(vi)) For Ti(vi) to be an equilibrium
of the game, Ti(vi) should be strictly increasing and continuously differentiable.

The intuition of Lemma 5.1 is that the player with larger vi sticks to their current

strategy longer as waiting longer may yield more valuable information about their

opponent. In addition, it cannot be the case that Ti is constant on some interval [v′i,v
′′
i ]

and then increasing after v′′i . Assuming not, for some v′i ≤ v′′i , T0 = Ti(v′i) = Ti(v′′i ) > 0.

That means Pr[Ti(vi)= T0]> 0, i.e., player i would make an adjustment with a discrete

probability at T0. But, if this were the case, the opponent player j would never make

an adjustment within [T0 −ε,T0] given a small ε, which contradicts T j(v j)’s continuity.

Therefore, Ti must be strictly increasing. For a complete proof, we refer readers to the

study of concession games [41, 97].
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According to Lemma 5.1, we can ignore the possibility that both players will adjust

their strategies simultaneously. Assume that the attacker follows the equilibrium ta ∼
Ta(va) to make a strategy adjustment. Then, if the defender adjusts his strategy at time

z, the expected utility of the defender will be

ud(z;vd)=
∫z

0
(vd − ta)d(Fa(ϕa(ta)))− z(1−Fa(ϕa(z))), (5.6)

where ϕi(·)= T−1
i (·) is the inverse function of Ti(·). So ϕi(t) represents the valuation of a

player who makes a strategy adjustment at time t. The second term can also be written

as (z+va)(1−Fa(ϕa(z))), which incorporates the attacker’s valuation, both formulations

leads to the same equilibria for the defender as long as the attacker is assumed to follow

her equilibrium strategy. To simply the notation, we sometimes write ϕi(t) as ϕi.

In Equation 5.6, the first term and second term are the defender’s expected util-

ity when the attacker makes a strategy adjustment at ta < z and ta > z, respectively.

Differentiating Equation 5.6 with respect to z, we have the following equation

∂u(z;vd)
∂z

= vdF ′
a(ϕa(z))ϕ′

a(z)− (1−Fa(ϕa(z))). (5.7)

Set the derivative to zero, and we have

vdF ′
a(ϕa(z))ϕ′

a(z)= 1−Fa(ϕa(z)). (5.8)

Similarly, from the perspective of the attacker, we have

vaF ′
d(ϕd(z))ϕ′

d(z)= 1−Fd(ϕd(z)). (5.9)

Let 〈ϕa(t),ϕd(t)〉 denote the pair of valuation functions for the attacker and defender,

then we have the main theorem of this chapter, as follows:

Theorem 5.1. (The equilibria of the APT rivalry game) Suppose 〈ϕa(t),ϕd(t)〉 is a solution
to the differential equationϕd(t)F ′

a(ϕa(t))ϕ′
a(t)= 1−Fa(ϕa(t)),

ϕa(t)F ′
d(ϕd(t))ϕ′

d(t)= 1−Fd(ϕd(t)).
(5.10)

with conditions limt→∞ϕa(t)= limt→∞ϕd(t)= h and min{ϕa(t),ϕd(t)}= 0, then 〈ϕa(t),ϕd(t)〉
forms an equilibrium of the APT rivalry game.

Theorem 5.1 characterizes the conditions where the APT rivalry game has a family

of equilibria. In practice, the solution of the system is determined by different parameter
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estimations of the players. We consider the defender and attacker’s long-term competition.

Every time they make a strategy adjustment, the parameters in the equation change, as

does the solution of the next equilibrium timing.

We leave the complete proof of the theorem to Section 5.5.

5.4.3 The equilibrium with inertial players

In this section, we explore the change of equilibria when the attacker and defender are

inertial. In the context of APTs, it is common that the attacker and/or defender cannot get

complete information about the movements of their opponents during the reconnaissance,

monitoring, etc. The asymmetry of information may influence the rationality of a player

in APT rivalry games [120, 133], whom we refer to as an inertial player.

Hence, consider there is a probability p > 0 such that a player is inertial and thus

will never make any attack/defense strategy adjustments during the game. The player’s

strategy adjustment time, viewed from its opponent’s perspective, would then satisfy

F̂i(ϕi(t))= (1− p)Fi(ϕi(t)). (5.11)

Simply replace Fa and Fd with F̂a and F̂d in Theorem 5.1, and we have the equilib-

rium 〈ϕ̂a(t), ϕ̂d(t)〉 for inertial players.

Theorem 5.2. (The equilibrium of APT game with inertial players) There exist a unique
equilibrium of the APT rivalry game when players are inertial with probability p > 0.

To see this, note that in the settings where there players are inertial, there is no

longer a set of equilibrium. To see this, we rearrange Equation 5.10 and have

F̂ ′
a(ϕa)

ϕa(1− F̂ ′
a(ϕa))

= F̂ ′
d(ϕd)

ϕd(1− F̂ ′
d(ϕd))

. (5.12)

And by integrating, we have

Ya(ϕa)=Yd(ϕd)+k, (5.13)

where Yi satisfies

Yi(ϕ)=
∫h

ϕ

F̂ ′
i(x)

x(1− F̂i(x))
dx <−

∫ϕ

h

F̂ ′
i(x)

ϕ(1− F̂i(x))
dx

= 1
ϕ

ln
1− F̂i(ϕ)
1− F̂i(h)

. (5.14)
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According to Equation 5.11, F̂i(·)< 1 and Yi(ϕ) converges as ϕ→ h. Based on the fact

that Yi(ϕ) is a strict monotone function, Equation 5.13 has a unique solution. In other

words, there is a unique equilibrium when players become inertial.

5.4.4 A case study of equilibrium computation

In this section, we presented a case study to illustrate how to find the equilibria in

real-world APT scenario, including the evaluation of parameters and the solve of Nash

equilibria.

Suppose a cyber system has three risk levels, namely Xr = {low, medium, high}. The

attacker makes frequent queries on the target’s publicly accessible repositories in an

effort to collect domain/routing information and locate the websites that have high-

risk vulnerabilities. The potential threats related to the attacker’s strategy are cross-

site scripting (XSS), SQL injections (SQLI) and DNS tunneling attacks (DNST), Xb =
{XSS, SQLI, DNST}. The defender estimates the joint distribution of risks and potential

attacks based on the system and well-known vulnerability databases like NIST National

Vulnerability Database (NVD) [91]. The joint distribution of Xb and Xr are given in

Table 5.1.

Table 5.1: The joint distribution of Xb and Xr.

Low Medium High Pr[Xb]

XXS 0.1 0.1 0.1 0.3

SQLI 0.1 0.2 0.1 0.4

DNST 0.1 0.1 0.1 0.3

Pr[Xr] 0.3 0.4 0.3 1.0

Based on the table, the defender can compute the mutual information I(Xr; Xb)= 0.02.

Consider a simple case where the loss of the defender when the system is compromised

follows a uniform distribution on interval [0,50], V ∼U(0,50). Then we have Fd(v)= v.

Similarly, suppose Fa(v)= v, and the differential equation system in Theorem 5.1 becomesϕd(t)ϕ′
a(t)= 1−ϕa(t),

ϕa(t)ϕ′
d(t)= 1−ϕd(t).

(5.15)

Rearrange the order, and we have

dϕa

dϕd
= ϕa · (1−ϕa)

ϕd · (1−ϕd)
. (5.16)
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Integrate the above equation, and we have the general solution

ln(1/ϕd −1)= ln(1/ϕa −1)+k, (5.17)

The above equation defines a set of equilibria with a constant k. When k = 0, by

symmetry, we have ϕa = ϕd, therefore, Equation 5.15 boils down to ϕiϕ
′
i = 1−ϕi. By

integrating and inverting, we have, for both the attacker and the defender,

Ti(vi)=−vi − ln(1−vi), (5.18)

which is the symmetric equilibrium of the game.

5.4.5 Resource allocation with reinforcement learning

In previous sections, we discussed when to make an attack/defense strategy adjustment

in terms of information leakage and derived the strategy adjustment timing that forms

a set of equilibria for both players. In the following sections, we further explore how

to make a strategy adjustment when the equilibrium timing is known. Without loss of

generality, the methods are presented from the perspective of the defender.

5.4.5.1 Learning problem formulation

To defend against APT attacks, multiple defense methods should be implemented, such

as firewalls and anomaly detection. It is not always reasonable to exhaust every defense

method to its utmost level as that would lead to significant consumption of the defender’s

resources. The defender generally distributes its recourses across these “battlefields”,

leading to a comprehensive defense level over the full cyber system. In this chapter, we

assume that there are P = {Pi, . . . ,Pn} vulnerable defense points. ρd
i ∈ [0,1] is the specific

defense level with respect to Pi, which represents the defender’s resource commitment on

Pi. For example, if Pi is the anti-virus scanning frequency, then ρd
i = 1 indicates that the

defender sets the highest possible scanning frequency to protect his system. Similarly,

the attacker also has attack level ρa
i ∈ [0,1] on these defense points, which reflects the

attacker’s resource distribution over P. If ρd
i ≥ ρa

i , we say that the defender successfully

defends against one attack attempt in terms of Pi.

The defender’s overall defense level is represented by k discrete numbers L =
{l1, . . . , lK }, where lk = {k ∈Z|k ·n/K ≤ 1

n
∑n

i=1ρd
i < (k+1) ·n/K}. Each strategy adjustment

on a single defense point will eventually be reflected in the overall defense level.

The strategy adjustment of the defender follows. At any time t that forms an equilib-

rium of the APT rivalry game, the defender can modify or change a series of his defense
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methods, such as the firewall level, the frequency of anomaly pattern detection, etc.

These adjustments will change the defense level ρd
i on each defense point Pi, and further

change the overall defense level of the cyber system, say from l i to l j with i, j ∈ [K].

Different overall defense levels will result in different losses to the defender, which

influences the defender’s next strategy adjustment in return.

In this chapter, we formulated the defender’s strategy adjustment problem as a

learning problem. We proposed two reinforcement learning based mechanisms to select

the optimal defense level as well as specifying how to allocate the defender’s resources

across these different defense points.

5.4.5.2 The adversarial bandit solution

A natural solution to the strategy adjustment problem is to interpret it as an adversarial

bandit problem, where an adversary (the attacker) has a complete control of the loss

suffered by the defender and the defender only gets feedback from the defense actions it

had taken before.

In the adversarial bandit setting, l i1 , . . . l i t denote the defense levels selected by the

defender from time 1 to t. Let xi1(1) . . . , xi t(t) be the sequence of losses suffered by the

defender. At time t, the defender computes the loss he has suffered from his previous

overall defense level l i t−1 , and then decides his new defense level based on the knowledge

it obtained so far, i.e., the history {l i1 , xi1(1), . . . , l i t−1 , xi t−1(t−1)}. Intuitively, the loss

on defense point Pi is computed by xPi (t) = |ρd
i (t)−ρa

i (t)|. That is, if ρd
i (t) < ρa

i (t), the

defender has failed to defend Pi and suffers ρa
i (t)−ρd

i (t). If ρd
i (t) ≥ ρa

i (t), the defender

has succeed in his defense but has wasted ρd
i (t)−ρa

i (t) resources, which might have been

used on P j to further improve the security of the system. The overall loss is therefore

xi t(t) = 1
n

∑n
i=1 xPi (t). Assume that the K defense levels are common knowledge to the

attacker and defender. The attacker specifies a loss vector (x1(t), . . . , xK (t)) by distributing

its resources across the set of defense points P, where xk(t) ∈ [0,1] represents the loss of

the defender if its overall defense level falls to k ∈ [K].

For any time T > 0 and any mechanism M that maps from the defender’s history

{l i1 , xi1(1), . . . , l i t−1 , xi t−1(t−1)} to the set of defense levels L = {1, . . . ,K}, the total loss

generated by the mechanism along the time horizon T is

GM (T)=
T∑

t=1
xt j (t). (5.19)
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In addition, for a best single defense level j∗, the loss it leads to is

Gmin(T)=min
j

T∑
t=1

x j∗(t). (5.20)

In this chapter, we consider the (weak) regret of the mechanism M , which is the gap

between GM (T) and Gmin(T),

R(T)=GM (T)−Gmin(T). (5.21)

Regret is a good way to measure the performance of a learning algorithm. It represents

the loss suffered by the defender relative to the optimal fixed defense level.

We assume that the defender is risk-neutral and, thus, the objective of the defender

is to obtain a bounded expected regret. The exponential-weight algorithm for exploration

and exploitation (Exp3) [4] with losses is used to find the best single defense level. The

original Exp3 algorithm was developed with respect to players’ rewards. However, we

reformulated this algorithm to derive the regret bound in terms of the defender’s losses.

The details are shown in Algorithm 9.

The algorithm takes as its input the set of defense levels L. The parameter γ controls

the trade-off between exploration (trying out a new defense level to find the optimal

one) and exploitation (playing the best defense level so far to have minimized loss). The

algorithm starts by assigning each defense level a weight wi(1)= 1 (Line 1-3). At each

time step t, it computes a probability mass for each defense level and draws a particular

one accordingly (Line 5-6). The defender then adjusts his defense strategy following the

selected defense level. The next time that it is necessary to make a strategy adjustment,

the defender estimate the loss he suffered, and updates the weight for each defense level

(Line 7-11). In the weight update process (Line 9), the algorithm uses the estimated loss

rather than the exact one, which aims to punish the defense levels that lead to a large

loss. A detailed analysis of the regret is presented in Section 5.5.

5.4.5.3 The deep Q-network solution

The previous solution endeavors to find the best fixed defense level, but it does not

provide a detailed resource allocation scheme for a specific defense point. This issue is

addressed in the second solution.

The second solution takes advantage of deep reinforcement learning, where the

knowledge of the defender is stored in a deep neural network. Compared to regular

reinforcement learning, deep Q-networks (DQNs) [92] can handle more complex problems
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Algorithm 9 Mechanism M1: Exp3 algorithm with losses
Input: the defense levels L = {l1, . . . , lK }, parameter γ ∈ [0,1].
Output: defense levels l i t for each t.

1: for i ∈ [K] do
2: initialize weight wi(1)← 1 for defense level l i.
3: end for
4: for t = 1,2, . . . do
5: Set probability

pi(t)= (1−γ)
wi(t)∑K

j=1 w j(t)
+ γ

K
, i = 1, . . . ,K .

6: draw a defense level l i t randomly according to the distribution of pi(t).
7: observe the loss xi t(t).
8: for j ∈ [K] do
9: update the weight for defense level l j by

x̂ j(t)=
I{ j = i t}x j(t)

p j(t)
;

w j(t+1)= w j(t)exp(−γx̂ j(t)
K

).

10: end for
11: end for

with a large number of states or actions. In regular reinforcement learning, an agent

maintains a Q-table to track changes in the state-action pairs Q(s,a). However, there is

no limit on how much the Q-table can expand, and so it will become hard to update with

a large number of states or actions. By contrast, deep reinforcement learning adopts a

neural network to approximate the Q-table, which is much easier to maintain.

In an APT attack, the defender may not be aware of the attack model. As a model-free

reinforcement learning technique, a DQN can be employed to derive the optimal defense

policy (i.e., the ρd
i and l i t) in a Markov decision process (MDP). To avoid ambiguity,

in this section, the strategy of the defender indicate the defender’s resource allocation

across different defense points, while in previous sections strategy has referred to the

actual defense methods the defender has used to protect the system.

In the proposed DQN solution, the defender’s strategy in current round t is based

on his strategies and losses in the last τ rounds. The state of the defender is st =
{ot−τ, . . . , ot−1}, where ot− j =

(
{ρd

i (t− j)}, {ρa
i (t− j)}

)
for i ∈ [K], j ∈ [τ]. That is, a state

consists of a series of observations, and each observation is made up of the defender’s
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specific defense levels over P and the attacker’s attack levels over P in a single round.

The defender’s actions are defined as the defense levels ρd
i (t) available for selection. We

assume that each defense point Pi has an importance factor I i, which indicates how

important Pi is in protecting the cyber system. The reward of the defender in round t is

therefore r(t)=∑n
i=i I i · sign(ρd

i (t)−ρa
i (t)).

We also employ a new strategy-based sampling approach to select samples from the

experience replay set. The existing sampling approaches, such as random sampling [93]

and gradient-based [160] sampling are not suitable for the proposed APT game as the

defender may have a large number of available actions. To avoid overfitting, defenders

should avoid selecting the samples that have similar defense levels. Therefore, the

similarity between strategies must be considered.

Given the experience replay set D, Euclidean distance is used to measure the sim-

ilarity between strategies. Specifically, the defender first computes the average of the

specific defense levels within D, denoted as ρ̄d( j),

ρ̄d( j)= 1
|D|

|D|∑
j=1

ρd( j), ρd( j)= (ρd
i ( j))K

i=1. (5.22)

Then, for each candidate defense level ρd( j), the defender computes the Euclidean

distance between ρd( j) and ρ̄d( j),

Ed(ρ i, ρ̄)= ||ρd( j)− ρ̄d( j)||2. (5.23)

Finally, the defender selects m samples that have the largest distance according to the

order of Ed(ρd( j), ρ̄( j)).
The DQN based learning mechanism is shown in Algorithm 10. In each round t, the

defender adopts an ε-greedy approach to select a defense strategy (Line 4). The defender

then achieves the selected defense levels by adjusting a series of defense methods at

each defense point. Here, the reward is also estimated and a new observation is obtained

(Line 5-6). The defender then updates the observation for his state (Line 10), and puts

the sample with the updated state into the experience replay set (Line 11). Finally, the

defender selects m samples with which to train the DQN by minimizing the loss function

defined by the difference between target Q-values and learned Q-values (Line 12-17).

5.4.5.4 Discussion and comparison of the two solutions

The adversarial bandit based solution allows the defender to learn a defense level fast by

only accessing its incurred losses. However, we note that in such setting the adversary
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Algorithm 10 Mechanism M2: Deep Q-network
Input: the defender’s state, weight θ of the deep Q network, experience replay set D.
Output: a trained DQN.

1: initialize weight θ and Q-values of each defense strategy randomly.
2: set D =∅.
3: for t = 1,2, . . . do
4: With probability ε, randomly select a defense strategy ρd(t)= {ρd

i (t)}K
i=1, otherwise

select ρd(t)= argmaxρ Q(st,ρ;θ).
5: adjust defense methods on defense points P = {Pi}K

i=1 to achieve the selected
defense strategy.

6: obtain the reward r(t) and new observation ot+1.
7: input (st,ρd(t)) to the DQN.
8: obtain the output vector Q(st) from DQN.
9: update state st+1 ← st ∪ {ot+1}− {ot−τ}.

10: put sample (st,ρd(t), r(t), st+1) into D.
11: select m samples from D.
12: for j ∈ [m] do
13: Q j ← r( j)+η ·maxρ Q(s j+1,ρ;θ)
14: end for
15: update weight θ by gradient descent on loss function 1

m
∑m

j=1[Q j−Q(s j,ρd(t);θ)]2.
16: end for

(attacker) is generally assumed to be oblivious, i.e., the losses xi(t) are generated without

considering the past actions of the learner (defender). However, the result obtained here

in this chapter can be generalized to the non-oblivious setting without changing the main

analysis. In comparison, the DQN based solution considers the past τ observations of the

defender, which involves the previously detected stealthy movements and activities on

the part of the attacker. Therefore, this method may be more suitable for defenders with

the ability to monitor or track the attacker’s actions.

5.5 Theoretical analysis

This section presents a theoretical analysis of the proposed APT defense framework,

including the game-theoretic properties it provides and the regret bounds it guarantees

with respect to different defense strategies.
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5.5.1 Proofs of theorems

We first present the complete proof for Theorem 5.1, i.e., any solution that satisfies the

differential Equation 5.10 forms a Nash equilibrium of the APT rivalry game.

Theorem 5.1. Proof. We first prove the optimality of 〈ϕa(t),ϕd(t)〉. Taking Equa-

tion 5.10 into Equation 5.7, we have

∂u(z;vd)
∂z

= 1−Fa(ϕa(z))
ϕd(z)

· (vd −ϕd(z)) (5.24)

By previous argument ϕa(t) is strictly increasing. Therefore, for any 0 < z < h, 1−
Fa(ϕd(z))> 0. That means

(vd −ϕd(z))
∂u(z;vd)

∂z
≥ 0. (5.25)

In addition, the above equality holds if and only if vd =ϕd(z); otherwise, the inequality

is strictly positive. Hence, the defender’s best response to the attacker is to choose a z∗d
such that ϕd(z∗d)= vd. A symmetric argument demonstrates that ϕa(z∗a)= va is indeed

the best response for the attacker.

Next, we consider the endpoint of the equilibrium functions. First, observe that it

cannot be the case that ϕa(0)=ϕd(0)= 0. Otherwise, both players would have a positive

discrete probability of strategy adjustment at T = 0. If this were the case, each player

would have an incentive to wait infinitesimally so as to gain for extremely small cost.

For similar reasons, the attacker and defender must have the same maximum strategy

adjustment time tmax. That is, at the upper endpoint,

ϕd(tmax)=ϕa(tmax)= h. (5.26)

To complete the proof, we show that, at the upper endpoint, ϕd(tmax)=ϕa(tmax)= h
for some tmax ∈ (0,∞).

Suppose this were not the case, which implies that ϕa(t) and ϕd(t) are bounded away

from h. Then, consider any interval [v,w]⊂ (0,∞). Since ϕa(t) is increasing, according to

Equation 5.10 we have

ϕa(v)F ′
d(ϕd(t))ϕ′

d(t)
1−Fd(ϕa(t))

> 1> ϕd(w)F ′
d(ϕd(t))ϕ′

d(t)
1−Fd(ϕa(t))

. (5.27)

Integrating over interval [v,w] it follows that

ϕa(w) ln
(

1−Fd(ϕa(v))
1−Fd(ϕa(w))

)
> w−v >ϕa(v) ln

(
1−Fd(ϕa(v))
1−Fd(ϕa(w))

)
. (5.28)

If ϕa(t) and ϕd(t) are bounded away from h, then the left expression is bounded,

which contradicts the fact that w in the middle expression can be arbitrarily large.

107



CHAPTER 5. APT RIVALRY GAME: DEFENDING AGAINST ADVANCED
PERSISTENT THREATS

Then suppose ϕd(t̄d)= h. From the second inequality, we have that when w → t̄d, the

right expression becomes unbounded. This implies t̄d =∞. By a symmetric argument for

the attacker, we have t̄a =∞. The above analysis shows

lim
t→∞ϕa(t)= lim

t→∞ϕd(t)= h, (5.29)

Therefore Equation 5.26 holds. This completes the proof. �

We then explore the change of the defender’s regret led by mechanism M1 and derive

the upper bound of regret as a function of learning rounds.

Theorem 5.3. Mechanism M1 guarantees that

E[GM1]−Gmin ≤ K lnK
γ

+ (e−2)γT, (5.30)

for any K > 0, T > 0 and γ ∈ [0,1], where e = 2.718. . . is the Euler’s number.

Proof. Let Γ(t)=∑K
i=1 wi(t) denote the sum of the weights at time t. Suppose the loss

sequence generated by mechanism M1 is {l i1 , . . . , l i t}. Then let us consider the change of

total weight between time t and t+1.

Γ(t+1)
Γ(t)

=
K∑

i=1

wi(t+1)
Γ(t)

=
K∑

i=1

wi(t)
Γ(t)

exp(−γx̂i(t)
K

)

=
K∑

i=1

pi(t)−γ/K
1−γ

exp(−γx̂ j(t)
K

)

≤
K∑

i=1

pi(t)
1−γ

[
1− γx̂ j(t)

K
+ (e−2)

(
γx̂ j(t)

K

)2
]

≤ 1− γ/K
1−γ

xi t(t)+
(e−2)γ2/K2

1−γ

K∑
i=1

x̂i(t). (5.31)

The first three equations are obtained from the definitions of wi(t) and pi(t). The first

inequality uses the fact that e−x ≤ 1− x+ (e−2)x2 for x ∈ [0,∞). The last inequality is

based on observations that

K∑
i=1

pi(t)x̂i(t)= pi t(t)
xi t(t)
pi t(t)

= xi t(t); (5.32)

K∑
i=1

pi(t)x̂i(t)2 = pi t(t)
xi t(t)
pi t(t)

x̂i t(t)≤ x̂i t(t)=
K∑

i=1
x̂i(t). (5.33)
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We then take the logarithms of Equation 5.31, and use the inequality ex ≥ 1+ x to

have

ln
Γ(t+1)
Γ(t)

≤− γ/K
1−γ

xi t(t)+
(e−2)γ2/K2

1−γ

K∑
i=1

x̂i(t). (5.34)

By induction, we can write

ln
Γ(t+1)
Γ(1)

≤− γ/K
1−γ

GM1 +
(e−2)γ2/K2

1−γ

T∑
t=1

K∑
i=1

x̂i(t). (5.35)

On the other hand, for any defense level l j, we have

ln
Γ(t+1)
Γ(1)

≥ ln
w j(t+1)
Γ(1)

=− γ

K

T∑
t=1

x̂ j(t)− lnK . (5.36)

Combining the two bounds in Equation 5.35 and Equation 5.36, we have

GM1 −
(e−2)γ

K

T∑
t=1

K∑
i=1

x̂i(t)≤ (1−γ)
T∑

t=1
x̂ j(t)+ (1−γ)K lnK

γ
.

Note that x̂i(t) is an unbiased estimator of xi(t), namely

Ei∼pi(t)[x̂i(t)]= E

[
pi(t) · xi(t)

pi(t)
+0

]
= xi(t). (5.37)

So, taking the expectation of both sides in Inequality 5.37, we have

E[GM1]−Gmin ≤ (1−γ)K lnK
γ

+ (e−2)γ
K

T∑
t=1

K∑
i=1

xi(t)

≤ (1−γ)K lnK
γ

+ (e−2)γ
K

·TK

≤ K lnK
γ

+ (e−2)γT. (5.38)

This complete the proof. �

Based on the above theorem, we can actually derive the upper bound of the expected

regret by minimizing the two error terms in Equation 5.38.

Theorem 5.4. The expected regret of mechanism M1 is at most 2
p

e−2
p

TK lnK .

Proof. There are two error terms in Equation 5.38. The first one corresponds to the

learning inaccuracy – the larger the γ, the higher the γT. The second term relates to

the learning overhead – the smaller the γ, the higher the K lnK
γ

. Choosing ε=
√

K ln(K)
(e−2)T to

equalize the two error terms, we have

E[GM1]−Gmin ≤ 2
p

e−2
p

TK lnK . (5.39)

That is, the average loss of mechanism M1 approaches the average loss of the best

fixed defense level at a rate of
p

T . This completes the proof. �
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5.5.2 Discussions and the security insights of the theorems

Theorem 5.1 captures the nature of informational asymmetry in APT rivalry game. It

proves the existence of a family of equiilbria characterized by differential equations.

From a security standpoint, this theorem demonstrates that players’ strategy adjust-

ment timing does matter in terms of information leakage, which helps to explain why

constantly upgrading security policies may not always adequately defend an organization

from being compromised [22, 117]. Theorem 5.1 provides suggestions for the defender in

their routine practical strategy upgrades by indicating the optimal strategy adjustment

timing in the light of Nash equilibrium.

Meanwhile, Theorem 5.3 and 5.4 state that the proposed defending algorithm leads

to an expected regret bound of O(
p

T ). Regret measures how much the defender regrets,

in hindsight, of not having followed the algorithm’s advice. The security interpretation

of this regret bound is that it limits the gap between the real loss suffered by the

defender and the ideal loss in theory. The regret will grow at a logarithmic rate if the

defender distributes his or her resources following the algorithm’s recommendation.

These theorems provides a theoretical guarantee for the defender to dynamically adjust

defending strategy against APTs.

5.6 Experiment and analysis

In this section, we evaluate the performance of the proposed methods. We first examine

the game-theoretic properties of the APT rivalry game, investigating the existence

of Nash equilibria with different valuation distributions and rationalities for each of

the players. Then we look into the learning mechanisms to see whether the defender

can learn a near optimal defense strategy using the proposed learning scheme. The

experimental results as well as corresponding analyses are presented in each subsection.

5.6.1 Experiments for the APT game

5.6.1.1 Experimental setup

We conducted the experiments with three representative distributions from which the

attacker and defender draw their valuations independently. The three distributions are

given in Equation 5.40, where F1 is a uniform distribution in support [0,1], F2 is an

exponential distribution with the parameter λ= 1 in [0,∞), and F3 is a distribution with

a probability density of fX (x)= 2x, x ∈ [0,1]. The distributions F2 and F3 are monotone
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decreasing and monotone increasing in their support, which represent the players’

different beliefs in the probability of getting low/high-value information.

F1(v)= v; v ∈ [0,1]

F2(v)= 1− e−v, v ∈ [0,∞); (5.40)

F3(v)= v2, v ∈ [0,1].

For a clear and simple presentation, we only considered symmetric equilibria in the

experiment. The symmetric equilibria derived from Theorem 5.1 with respect to the

three distributions are given in Equation 5.41.

T1(v)=−v− ln(1−v); v ∈ [0,1]

T2(v)= 1
2

v2, v ∈ [0,∞); (5.41)

T3(v)=−2v+ ln
(
1+v
1−v

)
, v ∈ [0,1].

The results are shown in Figures 5.3 to 5.5.

5.6.1.2 Results and analyses

Figure 5.3 illustrates the change of the defender’s expected utility when the attacker and

defender are fully rational. Figure 5.3(a) depicts the distributions of strategy adjustment

timing indicated by the Nash equilibria. Overall, the three distributions increase in their

support, which is consistent with the properties of Ti(v) in Lemma 5.1. Figures 5.3(b)

to 5.3(d) show the defender’s expected utility in 100 rounds of the APT rivalry game,

given the players’ valuations were drawn from T1(v), T2(v), T3(v), respectively. From

the figures, we can see that the defender’s expected utility in the equilibrium is always

higher than that with the random strategy. The expected utility with the random strategy

fluctuates around 0, while the utility in the equilibrium strategy is strictly positive. In

addition, although the exponential distribution F2(v) decreases in [0,∞), this provides

a chance for the defender to get high-value information from his opponent’s strategy

adjustment. Therefore, the defender’s expected utility when the players’ valuations are

drawn from the exponential distribution is higher than that with other two distributions.

Figure 5.4 demonstrates the defender’s expected utility when the players are par-

tially rational, given their valuations were drawn from the uniform distribution F1(v).

Figure 5.4(a) shows the variation tendency of the equilibrium timing T1(v) with different

parameters p. From the figure, we observe that when players are fully rational (p = 0),
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(a) The distribution of Ti(v) (b) Expected utility with T = T1(v)

(c) Expected utility with T = T2(v) (d) Expected utility with T = T3(v)

Figure 5.3: The fully rational (p = 0) defender’s expected utility under equilibrium with
respect to different valuation distributions.

the equilibrium timing goes to infinity as v approaches 1. In the symmetric equilibrium,

this indicates that, if the defender thinks the next strategy adjustment of its opponent

will leave valuable information, then he will wait for a longer period of time before mak-

ing this strategy adjustment. However, as players become inertial, the probability that

they never make a strategy adjustment increases. As a result, the strategy adjustment

timing in the equilibrium goes down as p increases. Note that when p = 0.1, 0.5 and

0.9, the value of T1(v; p) at v = 1 is no longer infinity. This indicates that if players are

inertial, they may also make a strategy adjustment immediately even if waiting for a

while is likely to provide them with valuable information about their opponent.

Figures 5.4(b) to 5.4(d) present the expected utility of the defender under different

rationality settings. In these figures, the expected utility in the equilibrium strategy

is still higher than that in the random strategy. In addition, although the value of the

expected utility in equilibrium increases with an increase of p, these values can only

be obtained under the circumstance that players happen to be rational. Therefore, the
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(a) The distribution of T1(v; p) (b) Expected utility with p = 0.1

(c) Expected utility with p = 0.5 (d) Expected utility with p = 0.9

Figure 5.4: The inertial (p = 0.1,0.5,0.9) defender’s expected utility under equilibrium
with respect to valuations sampled from distribution F1.

overall expected utility still decreases as the players become more and more inertial.

Figure 5.5 shows the results when the players’ valuations were drawn from an

increasing distribution F3(v). Figure 5.5(a) describes the change of the equilibrium

timing T3(v; p) with respect to different values of p. Figures 5.5(b) to 5.5(d) illustrate

the detailed expected utility of the defender after 100 rounds of the ATP rivalry game.

The result patterns are similar to those in Figure 5.4. From the figures, we can see that,

although distributions F1(v), F2(v), F3(v) vary in their support, the equilibrium timing

T1(v), T2(v), T3(v) fall into similar patterns. In addition, the defender’s expected utility

is always higher with Nash equilibria, showing that the Nash’s solution leads to the

optimal result in the proposed APT rivalry game.
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(a) The distribution of T3(v; p) (b) Expected utility with p = 0.1

(c) Expected utility with p = 0.5 (d) Expected utility with p = 0.9

Figure 5.5: The inertial (p = 0.1,0.5,0.9) defender’s expected utility under equilibrium
with respect to valuations sampled from distribution F3.

5.6.2 Experiments for the learning mechanisms

5.6.2.1 Experimental setup

We also conducted experiments to investigate whether the defender can learn a near

optimal defense strategy through the proposed learning mechanisms. For mechanism

M1, we assumed that there are |P| = 10 defense points, across which the defender and

attacker can allocate their defense/attack resources. The total amount of their resources

was fixed, and the resources spent on each defense point was represented as a real

numbers ρa
i ,ρd

i ∈ [0,1]. In the experiment, we set different defense levels |L| as well as

changing the amount of defense resources used by the defender. We then looked into how

the defender’s regret changed when mechanism M1 was used to select the defense levels,

and we also examined the robustness of mechanism M1 when the defender had limited

resources with which to defend against the attacker.

For mechanism M2, we assumed that the defender and the attacker had a certain
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amount of defense/attack resources, which could be freely allocated to each defense

point. In this scenario, the defender not only cared about the overall defense level of

the system, but also needed to pay attention to the specific resource allocations for each

defense point. To this end, we varied the defender’s resources to see the corresponding

performance in the proposed mechanism. We also varied the number of defense points

and the distribution of importance factor to check the mechanism’s robustness. The

results are presented in Figures 5.6 to 5.8.

(a) The cumulated loss of M1 (b) Regrets and theoretical bound

(c) The change of action weights (d) Regrets with different resources

Figure 5.6: The performance of mechanism M1 with |L| = 10 actions and different defense
resources of the defender.

5.6.2.2 Results and analyses

Figure 5.6 illustrates the rationale of mechanism M1 with the number of defense level

set to |L| = 10. Figure 5.6(a) depicts the defender’s cumulated loss incurred by using

mechanism M1 and the optimal cumulated loss in hind-sight. From the figure, we can

see that the regret gap between mechanism M1 and the optimal strategy increases as

more rounds are added to the game. However, the rate of increase drops, as shown in

115



CHAPTER 5. APT RIVALRY GAME: DEFENDING AGAINST ADVANCED
PERSISTENT THREATS

(a) The regret with |L| = 20 (b) The regret with |L| = 50

(c) The change of regrets with |L| (d) The regret and averaged regret

Figure 5.7: The performance of mechanism M1 with varying defense levels L.

Figure 5.6(b). Figure 5.6(b) describes the change of the defender’s regret as well as the

theoretical regret bound. The theoretical regret bound is a linear function of the game

round T, while the actual regret incurred by mechanism M1 is strictly lower within this

bound. In addition, the rate of increase of the actual regret level is slower than the slope

of the linear function.

To thoroughly explore this mechanism, we traced the variation tendency of each

defense level’s weight during the course of mechanism M1. As shown in Figure 5.6(c),

at first, the weights of the 10 defense levels are all equal and normalized to [0,1]. As

the game goes on, the mechanism iteratively updates the weight of each defense level,

calibrating their weights according to the loss led by choosing them. After 50,000 rounds,

the weight of the best fixed defense level approaches 1, while the weights of other defense

levels decrease to 0.

In Figure 5.6(d), we changed the resource of the defender to see whether the proposed

mechanism still worked in such a circumstance. As APT attackers are always well-

prepared and well-funded, we fixed the attacker’s resource and gradually reduce the
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(a) The rewards with different defender’s
resources

(b) The rewards with different number of
defense points

(c) The rewards with different importance
values

(d) The rewards with static and probabilis-
tic winning

Figure 5.8: The performance of mechanism M2 with varying defense resources, defense
points and importance values.

resources available to the defender. Figure 5.6(d) shows the regret incurred with the

defender’s resource at 100%, 80%, 50%, and 20% proportional to the attacker. The figure

tells that with less available defense resources, the regret of the defender increases,

meaning that the defender suffers more due to a lack of resources. Note that with only

20% resources of the attacker, the defender reaches a barely satisfactory regret, which is

twice as much as that with 100% resources. This is due to the oblivious assumption of

the attacker in adversarial bandit setting. If the attacker keeps track of the defender’s

strategy and estimates the importance he has attached to each defense point, the defender

will suffer heavily as a result of reduced resources (Figure 5.8(a)).

Figures 5.7 demonstrates how regret changes when the number of defense level

increases. In APT attacks, there are multiple vulnerable points that need to be protected,

which may leads to many defense levels being chosen. Therefore, we increased the level of

defense |L| to see if mechanism M1 still worked. Figure 5.7(a) and Figure 5.7(b) present
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the regret incurred when |L| = 20 and |L| = 50 respectively, showing that increasing the

defense level will not influence the relationship between theoretical regret bound and the

actual regret. However, as the defense levels grow, the defender’s actual regret increases.

Figure 5.7(c) captures the increasing tendency of the regret bound and actual regret at

T = 10,000 as |L| increases from 10 to 50. The increase in actual regret can be explained

by the fact that the mechanism explores more defense levels given more possible choices.

In addition, the regret bound grows at a rate of O(|L| log |L|), which agrees with the

theoretical analysis in Equation 5.38. Figure 5.7(d) shows the trends of actual regret

incurred and the averaged regret for each defense level. From the figure, we can observe

that although the actual regret doubled or tripled (solid lines), the average regret on

each specific defense level increases quite slowly (dashed lines). This again tells us that

the increase of actual regret is caused by an increase in defense levels, demonstrating

the robustness of the proposed mechanism.

The experimental results relating to the second mechanism M2 are presented in

Figure 5.8. Figure 5.8(a) illustrates the defender’s accumulated reward as the number of

game rounds grows. In the figure, the defender’s reward increases as the game goes on,

showing the effectiveness of mechanism M2. In this experiment, we assumed that the

attacker employs a memory to record the past resource allocations of the defender, and

that she has the ability to infer which defense points are more important to her opponent.

As shown in Figure 5.8(a), reducing the defender’s resources drastically influences his

reward, which provides a stark contrast to Figure 5.6(d). When the defender’s resource

sit at 60% of the attacker’s, it seems that the defender cannot competently defend

against the attacks launched by his opponent. Figure 5.8(b) shows the change in the

defender’s reward when the number of defense points varies. With an increase in the

number of defense points, the defender’s reward also grows. This is because the enlarged

“battlefields” provides more opportunities for the defender to win and gain. Note that

this experiment was conducted based on the defender having enough defense resources.

Without this assumption, the defender’s reward may not increase.

Figure 5.8(c) considers the scenario where the defender may attach different impor-

tance values on different defense points. In this experiment, we changed the distribution

of the importance factors used to compute the rewards, and examined the learning

ability of the proposed mechanism. We set |P| = 5 defense points, and the total amount

of importance factors was 15. In the uniform condition, the importance factor for each

defense point is I = {3,3,3,3,3}, while that in the increased and skewed conditions were

I = {1,2,3,4,5} and I = {1,1,1,6,6}. From the figure, we can see that the mechanism
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learns fast when the importance factors are uniformly distributed. In the other two

conditions, the mechanism took some rounds to figure out the important defense points

before starting to win. In addition, in the uniform condition, the defender received the

highest reward. This is because, in the other conditions, the attacker and defender

allocated more resources to important defense points. This made for stiff competition,

thus reducing the defender’s chance to win.

In Figure 5.8(d), we considered the fact that winning or losing a specific defense

point may not be deterministic; it could possibly be probabilistic depending on the

resources spent by both players. For example, if the defender allocated 3 resources to

a defense point and the attacker spent 7, then the defender had a probability of 0.3 to

win. Figure 5.8(d) shows that the defender receives more rewards in the deterministic

setting. This is because, in the deterministic setting, the mechanism tries to improve

the selected strategy when players tie with each other on a specific defense point, while,

in the probabilistic setting, the same strategy may lead to a positive reward and thus

deceives the training process. We also observed that the reward when players have 8

resources increases faster than that with 10 resources. The reason is that given fixed

defense points, the network with 8 resources has less combinations of output.

5.7 Summary

This chapter develops an APT rivalry game to describe the interactions between attackers

and defenders. The proposed game considers the information leaks incurred when players

adjust their strategies. This chapter derives the necessary conditions for which a family

of equilibria holds and showed that these equilibria actually imply the optimal timing

for each player to make a strategy adjustment. The experimental results show that the

equilibria of the game leads to higher utility and the proposed mechanisms can indeed

learn from the players’ past experiences. In the current game setting, the defender

estimates their potential loss relying on public vulnerability databases provided by

authoritative sources. Practically, a fresh attack may not have been previously recorded in

these databases, making it difficult to determine the extent of the damage. Consequently,

it is necessary to investigate novel relationships, such as cooperation, between the

defender and attacker. Additionally, exploring new game formulations, such as bargaining

games, might offer valuable perspectives on strategies to defend against APTs.
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6
DIFFERENTIAL PRIVACY AND MACHINE UNLEARNING:

REMOVING THE IMPACT OF CLIENTS IN FEDERATED

LEARNING

Over the past decades, the abundance of personal data leads to the rapid de-

velopment of machine learning models and important advances in artificial

intelligence (AI). However, alongside all the achievements, there are increasing

privacy threats and security risks that may cause significant losses for data providers.

Recent legislation requires that the private information about a user should be removed

from a database as well as machine learning models upon certain deletion requests.

While erasing data records from memory storage is straightforward, it is often challeng-

ing to remove the influence of particular data samples from a model that has already

been trained. Machine unlearning is an emerging paradigm that aims to make machine

learning models “forget” what they have learned about particular data. Nevertheless,

the unlearning issue for federated learning has not been completely addressed due to its

special working mode. First, existing solutions crucially rely on retraining based model

calibration, which is likely unavailable and can bring new privacy risk for federated

learning frameworks. Second, today’s efficient unlearning strategies are mainly designed

for convex problems, which are incapable of handling more complicated learning tasks

like neural networks. To overcome these limitations, this chapter takes advantage of

differential privacy and develops an efficient machine unlearning algorithm named

FedRecovery. The FedRecovery erases the impact of a client by removing a weighted sum
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of gradient residuals from the global model, and tailors the Gaussian noise to make the

unlearned model and retrained model statistically indistinguishable. Furthermore, the

algorithm neither requires retraining based fine-tuning nor needs the assumption of

convexity. Theoretical analyses show the rigorous indistinguishability guarantee. Addi-

tionally, the experiment results on real-world datasets demonstrate that the FedRecovery

is efficient and is able to produce a model that performs similarly to the retrained one.

6.1 Introduction

Machine unlearning is an emerging challenge that both the data science and policy com-

munities are trying to grapple with. It stems from the increasingly urgent requirement

of individuals for data protection, and is one of the centrepieces of machine learning

research [49, 106]. Machine unlearning aims to post-process a trained model to remove

the influence of specific training sample(s), such that the output model “looks as if it has

never seen the unlearned data before”. In fact, the development of machine unlearning

is not only motivated by privacy and security issues, but also driven by legislation. For

example, the European Union’s General Data Protection Regulation (GDPR) [140] and

the previous Right to Be Forgotten [39] entails the right for people to withdraw their

consent to any processing operation on their data in certain contexts. Similar statements

can be found in Canada’s Consumer Privacy Protection Act (CPPA) [70] and California’s

Consumer Privacy Act (CCPA) [52], which obligate companies and organizations to delete

individuals’ information from a trained model upon request.

Federated learning [48] is a powerful working mode that provides privacy-preserving

machine learning solutions. The core idea of federated learning is to train a machine

learning model on separate datasets that are distributed across different devices or

parties. During the training process, only the model’s parameters or the gradients are

shared, each client’s data is kept invisible to other parties. Therefore, the model can

be trained without disclosing the clients’ raw data, and thus their data privacy can be

preserved [84].

Machine unlearning plays an important role in addressing privacy and security

issues in federated learning. Theoretically, unlearning an individual from a model is an

ideal way to prevent information leakage from model inversion attacks [40] and member-

ship inference attacks [124]. Moreover, unlearning techniques are also instrumental to

eliminating the influence of data poisoning attacks [7] performed by malicious clients.

For the same reason, machine unlearning can be used to update models if the previous
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training data is outdated or of low quality [149]. Intuitively, a naive way to remove an

individual’s influence from a model is to retrain the model from scratch on the remaining

data. However, retraining from scratch leads to prohibitively expensive computation

costs [44]. Worse still, in federated learning, it is even impossible to perform retraining.

Achieving machine unlearning in federated learning is rather challenging due to its

unique working mode. Firstly, the clients in federated learning are continuously changing.

The server can hardly recall previous clients to perform an unlearning operation, let

alone retraining from scratch. Secondly, the server has no access to the data samples

to be unlearned. Therefore, existing centralized unlearning algorithms [50, 60] that

are parameterized by unlearned data will not work in federated learning. Finally, the

communication overhead between the server and clients is limited. As a result, the

unlearning algorithms [46, 122] derived from the second-order optimization like the

L-BFGS [151] are no longer efficient.

In federated learning, the former updates of clients have implicit and increasing

influence on subsequent model updates during the training process, which is known as

the incremental effect [83]. Therefore, unlearning algorithms have to disentangle the

dependence of the unlearned client from the global model with the least damage to the

contributions of other clients [139]. To address this issue, existing works [81, 143, 149]

roughly remove the gradients or model weights concerning the unlearned client, and

crucially rely on post-processed fine-tuning to repair the damage caused by unlearning

operations. However, the fine-tuning process is in fact impractical and illegal in real-world

scenarios. Firstly, fine-tuning also leads to considerable computation and communication

costs. Secondly, as the server’s computing power is limited, distributing the model for

fine-tuning may bring new privacy and security risks to the unlearned client, which

is strictly prohibited by the previously mentioned legislation. Therefore, this chapter

explores a new question: Is it possible to efficiently find a model that performs similarly
to the retrained one?

This chapter proposes a differentially private machine unlearning algorithm, Fe-

dRecovery, which takes advantage of clients’ historical submissions to reproduce a model

that is almost irrelevant to the client to be unlearned. The FedRecovery mathematically

quantified the incremental effect by introducing the concept of gradient residual. It

eliminates the influence of the unlearned client by removing a weighted sum of gradient

residuals from the global model, where the weights are evaluated based on clients’ actual

contributions to decreasing the global loss. To provide a rigorous unlearning guarantee,

this chapter adopts the notion of approximate statistical indistinguishability to limit the
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difference between the unlearned model and the unavailable retrained model. Specifi-

cally, this chapter first derives the upper bound of the distance between the unlearned

model and the retrained model, and then leverages the Gaussian mechanism to mask

this gap in parameter space. As modern federated learning tasks generally start with

pre-trained models given by the server [134], the discrepancy between models will be

small, and the amount of noise can be precisely calibrated. FedRecovery neither requires

the convexity assumption on loss functions nor needs any retraining based fine-tuning

that may bring extra communication and computation costs. Therefore, it is suitable for

today’s federated learning framework and is component to handle complex unlearning

tasks.

The main contributions of this chapter are summarized as follows.

• We mathematically quantified the incremental effect in federated learning, which

provides a theoretical guideline to remove the influence of a participating client.

• We proposed an efficient unlearning algorithm FedRecovery, which reproduces a

model that is indistinguishable from the retrained one by only exploring clients’

historical submissions.

• We gave theoretical proofs and analyses of the proposed unlearning algorithm.

We derived the upper bound of distance between the unlearned model and the

retrained model, and achieved a rigorous unlearning guarantee by adding carefully

calibrated noises.

• We conducted experimental simulations to show the indistinguishability between

the models generated by FedRecovery. Further experiments demonstrate the effec-

tiveness of the proposed unlearning algorithm.

The rest of this chapter first introduces basic background knowledge of machine

unlearning and then details the design of the private learning and unlearning algorithms.

Theoretical analyses and experimental results are also given.

6.2 Preliminaries

This section introduces the necessary background knowledge and basic concepts in

differential privacy and indistinguishability. The formal definition of the unlearning

problem to be addressed is also presented.
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6.2.1 Differential privacy and (ε,β)-indistinguishability

Differential privacy [32, 90] is a rigorous mathematical privacy model that limits the

influence each individual can make in statistical data analysis. The aim of differential

privacy is to bound the differences in a query between two datasets that differ in a

single entry [173]. Recently, differential privacy has also been proven to provide useful

properties in the area of machine unlearning [44, 50].

Similarly, the (ε,β)-indistinguishability is a notion of approximate statistical indis-

tinguishability developed from differential privacy literature, which requires that two

random variables are indistinguishable for reasonable values of ε and β.

Definition 6.1. ((ε,β)-indistinguishability [103]) Let X and Y be random variables over
domain R. If for every possible subset of outcome S ⊆R, X and Y satisfy

Pr[X ∈ S]≤ exp(ε) ·Pr[Y ∈ S]+β,

Pr[Y ∈ S]≤ exp(ε) ·Pr[X ∈ S]+β, (6.1)

then the variables X and Y are (ε,β)-indistinguishable.

One of the most widely used mechanisms that can achieve indistinguishability is the

Gaussian mechanism, which adds Gaussian distributed noise to the statistical output.

Definition 6.2. (Gaussian mechanism [13]) Given random variables X ∼ N (µ1,σ2Id)

and Y ∼ N (µ2,σ2Id) that satisfy ‖µ1 −µ2‖ ≤ ∆, then for any β > 0, X and Y are (ε,β)-
indistinguishable if

ε= ∆2

2σ2 + ∆

σ

√
2log(1/β) . (6.2)

6.2.2 Problem definition

This chapter aims to find a model that performs similarly to the retrained model, given

a model that has already been trained by n clients and the intermediate statistics

cached during training. In other words, consider that there are C = {c1, . . . , cn} clients

that collaboratively trained a global model M under the schedule of the central server S.

After the model is trained, the iu-th client submits an unlearning request to withdraw

his consent to the use of his data. Therefore, the server S has to remove the influence

of client ciu ’s data from the trained model M. Ideally, the performance of the unlearned

model should be comparable to that of the retrained one.

Without retraining and fine-tuning, it is generally not possible to recover an unlearned

model from M that is completely independent of client ciu ’s influence. Therefore, this
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chapter turns to a compelling alternative: is it possible to design an unlearning algorithm
that produces a (distribution of) model(s) that is statistically indistinguishable from the
(distribution of) model(s) that would have arisen from full retraining? Mathematically,

the unlearning guarantee is formulated as the follow definition.

Definition 6.3. (Client-level (ε,β)-machine unlearning) An unlearning algorithm MU

satisfies (ε,β)-machine unlearning with respect to the learning algorithm ML, if for any
possible set of output W ⊆Rd,

Pr[ML(C\{ciu },ε) ∈ S]≤ eε ·Pr[MU (w,Ω,ε) ∈ S]+β,

Pr[MU (w,Ω,ε) ∈ S]≤ eε ·Pr[ML(C\{ciu } ∈ S]+β, (6.3)

where w represents the parameter of model M, and Ω is the set of cached statistics the
server obtained from each client, such as gradients and intermediate model parameters.

This chapter follows the real-world assumption that the server S cannot access any

data of any clients. In addition, the server’s computing ability is limited, such that it

cannot perform any training work.

For the properties of loss functions, it is assumed that the local loss function f i(w) of

each client is L-smooth.

Assumption 6.1. (L-Smoothness) A function f : Rd →R is L-smooth if it is differentiable
and its gradient function ∇ f : Rd → Rd is Lipschitz continuous with constant L, i.e.,
∀w1,w2 ∈Rd,

‖∇ f (w1)−∇ f (w2)‖ ≤ L‖w1 −w2‖. (6.4)

Without loss of generality, each client employs the gradient descent method to find

the optimal parameter, which is a popular choice in optimizing complex tasks such as

neural networks. If the stochastic gradient descent method is used, there is a further

assumption about the stochasticity.

Assumption 6.2. (The norm of stochastic gradients) The expected squared norm of
stochastic gradients is uniformly bounded, namely for all i = 1, . . . ,n and t = 1, . . . , t, there
exists a G > 0 such that

Eξt‖∇ f i(wt)‖2 ≤G2, (6.5)

where ξt represents the sampling distribution over local data.

To improve legibility, it is assumed that the n-th client is the one who wishes to

unlearn his data, but the unlearning algorithm works for arbitrary client.
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6.3 The FedRecovery algorithm

subsectionDesign rationale and algorithm overview The FedRecovery algorithm has two

components: the perturbed learning algorithm ML and the unlearning algorithm MU ,

as depicted in Figure 6.1. The learning algorithm ML employs gradient descent to obtain

a trained model, while the unlearning algorithm MU removes the influence of the client

who submits an unlearning request. Both of them rely on the Gaussian perturbation to

achieve (ε,β)-machine unlearning.

Trajectory of  trained with n clients 
Trajectory of  trained with n - 1 clients

Unlearning operation
Euclidean norm

  

  

  

  

   

   

   

   

 
 

 

 

 

 

  

   

Indistinguishable

Learning ML

Server

Clients

Unlearning MU

Federated learning 
framework 

Figure 6.1: The framework of the FedRecovery algorithm and its rationale in the pa-
rameter space. The learning algorithm ML trains the model using the gradient descent
method, which corresponds to the blue and yellow trajectories. The unlearning algorithm
MU removes the influence of the client who wishes to be unlearned, as shown in green.
The Gaussian noise is added to guarantee the unlearned model and retrained model are
indistinguishable.

At the beginning of a federated training, the server S initializes the model structure

and sets a start point w0, which are then distributed to n participating clients C =
{c1, . . . , cn}. During the training process, each client computes the gradient ∇ f i(w) using

their local data, and the server iteratively updates the global model’s parameter w. The

change of w forms a trajectory in parameter space W, as shown by the blue lines. After

t iterations, the server S obtains a trained model M, but unfortunately, the n-th client
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cn then requires to withdraw the consent of using his data. Therefore, the server has

to unlearn the influence of cn from M by leveraging the resources at hand, namely the

series of parameters {wi}t
i=0 and the cached gradients {∇ f i(w j)}, i ∈ [t], j ∈ [n].

In fact, without client cn’s participation, the first n−1 clients would also form a

descending trajectory {w̃i}t
i=1 in the parameter space after t training iterations, as shown

by the yellow lines. The aim of FedRecovery is to find a w̄ ∈ W that eliminates cn’ s

contribution as much as possible by removing the gradient residuals generated from

clients’ historical submissions (the green line). To achieve (ε,β)-machine unlearning,

the algorithm introduces perturbations to w̄t and w̃t based on the upper bound of the

distance ∆ between them. Specifically, the Gaussian noise calibrated by ∆ is added

to w̄t and w̃t, and thus the unlearning guarantee can be promised by the property of

(ε,β)-indistinguishability.

Theoretically, if the loss functions are convex, it is easy to bound the distance ∆

between w̄t and w̃t as the optimal point for convex functions is unique. Without the

assumption of convexity, the FedRecovery algorithm derives an upper bound of d ≥∆ by

exploring the smoothness of loss functions, which serves as an upper bound of ∆.

It is worth noting that the parameters {w̃i}t
i=1 are unknown throughout the course

of the FedRecovery algorithm; only the distance between w̄t and w̃t is estimated. In

addition, to achieve (ε,β)-machine unlearning, the result of the learning algorithm is also

randomized, which differs from traditional federated learning frameworks. Finally, there

are extreme cases where {w̃i}t
i=1 stay close to w0, i.e., the training would have failed with

n−1 clients. The FedRecovery algorithm also works in such special scenarios, but the

amount of introduced noise will be consequently large.

The detailed algorithms and related concepts are explained in the subsequent sec-

tions.

6.3.1 Gradient residual and the perturbed learning algorithm

This section first introduces the concept of gradient residual to theoretically demon-

strate the incremental effect of parameters in federated learning, and then presents the

perturbed federated learning algorithm that is helpful in achieving machine unlearning.

Without loss of generality, in the t-th round of model update, the server collects

gradients from n participating clients and aggregates all the updates to obtain a new

global model wt.

wt = wt−1 −η · 1
n

n∑
i=1

∇ f i(wt−1), i ∈ [n]. (6.6)
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Suppose the n-th client submits an unlearning request to the server after training.

Consider the case where the n-th client does not participate in the t-th aggregation, then

the parameter update at time step t will become

w̃t = w̃t−1 −η · 1
n−1

n∑
i=1

∇ f i(w̃t−1), i ∈ [n]. (6.7)

To investigate the influence of the last client, we can subtract Equation 6.7 from

Equation 6.6, and have

wt − w̃t − (wt−1 − w̃t−1)

=−η · [ 1
n

n∑
i=1

∇ f i(wt−1)− 1
n−1

n−1∑
i=1

∇ f i(w̃t−1)]

=− η

n−1

n−1∑
i=1

[∇ f i(wt−1)−∇ f i(w̃t−1)]+δt−1,

(6.8)

where δt−1 is the gradient residual that contains the information submitted by the last

client in round t−1, which is derived from all the n clients’ updates and can be computed

exactly by the server.

δt−1 = η

n
[

1
(n−1)

n−1∑
i=1

∇ f i(wt−1)−∇ fn(wt−1)]. (6.9)

Note that although {δi}t
i=1 contains the information from the client who wants to

unlearn his influence, it is not reasonable to subtract
∑t

i=1δi directly from w∗. This is

because the influence of each δt extremely differs along the course of the training process.

To see this, we apply the triangular inequality in Equation 6.8.

‖wt − w̃t‖−‖wt−1 − w̃t−1‖

≤ η

n−1

n−1∑
i=1

‖∇ f i(wt−1)−∇ f i(w̃t−1)‖+‖δt−1‖

≤ ηL‖wt−1 − w̃t−1‖+‖δt−1‖,

(6.10)

where the last inequality is derived by introducing the smoothness of the client’s loss

function.

Then, we sum Equation 6.10 iteratively from training round 1 to t, and with the fact

‖w0 − w̃0‖ = 0, we have

‖wt − w̃t‖ ≤ γt−1‖δ0‖+γt−2‖δ1‖+·· ·+‖δt−1‖

=
t∑

i=1
γt−i‖δi−1‖,

(6.11)
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where γ= 1+ηL is jointly determined by the nature of the loss function (i.e., smoothness

L) and the learning rate η.

Equation 6.11 demonstrates that the distance between wt and w̃t is upper-bounded

by the series {δi}t−1
i=0, where the influence of δi grows exponentially along the training

process. Meanwhile, it also explains the incremental effect of parameters generated in

federated learning, namely the preceding parameters have more influence than the later

ones.

Theoretically, to limit the upper bound of ‖wt − w̃t‖, it is necessary to set η < 1
tL ,

such that limt→∞(1+ηL)t = 1 and ‖wt − w̃t‖ ≤∑t
i=1 ‖δi−1‖. However, it is not possible or

practical to run federated learning for infinitely many rounds, and thus the series {γt−i}

may not converge.

Intuitively, the best way of eliminating the n-th client’s influence is to remove the

weighted sum of {δi}t−1
i=0 from wt with weights γt−i, which will ideally produce a ŵt that is

closer to w̃t. However, this is not feasible in practice. First and foremost, computing the

Lipschitzness and smoothness of a neural network is generally an NP-hard problem [121].

Therefore, we cannot precisely obtain the constant L in polynomial time (assuming that

P 6=NP). Second, the upper bound in Equation 6.11 ignores the implicit interactions

among clients. In fact, the trajectory of the global model’s parameter would likely change

without the participation of the n-th client. These {δi}t−1
i=0 are derived from n clients’

current gradients, but the gradients of the first n−1 clients may be implicitly biased.

Further, the incremental effect means that even if the influence of the n-th client is

removed, there is no guarantee that we can obtain a model that is exactly the same as

the one without the n-th client’s participation. This is because the stochasticity incurred

during training will definitely change the possible trajectory of parameters generated in

gradient descent. Therefore, the best thing we can do is to make wu and w̃t indistinguish-

able, such that an observer cannot identify if the model is trained by n−1 or n clients.

According to the rationale of the Gaussian mechanism, to achieve indistinguishability,

the output model of the federated learning algorithm should be perturbed by Gaussian

noise. The perturbed learning algorithm is presented in Algorithm 11.

Following the above intuition, we employed the gradient flow [85] method to quantify

the influence of the n-th client on the global model’s performance. In addition, we derived

a tighter upper bound of ‖wt − w̃t‖ using the theory of gradient descent in non-convex

optimization [74], and adopted differentially private mechanism to make wu and w̃t

indistinguishable.
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Algorithm 11 The perturbed federated learning algorithm ML

Input: the initial parameter w0 ∈Rd trained by federated learning, the privacy budget ε

for the Gaussian mechanism, the confidence parameter β.
Output: the perturbed global model ŵ.

1: train the model from w0 by t rounds federated learning and obtains parameter wt.
2: set

σ= 1p
2
· d√

log(1/β)+ε −√
log(1/β)

,

where d is the upper bound of the distance in Equations 6.30 to 6.32 based on the
gradient descent method used.

3: sample a noise z ∈Rd from a Gaussian distribution, z ∼N (0,σ2Id).
4: return ŵt = wt + z.

6.3.2 The machine unlearning algorithm

The unlearning algorithm MU is established based on gradient flow and differential

privacy. The gradient flow studies the dynamics of gradients in continuous time, which is

essentially the limit of the gradient descent method when the learning rate η approaches

to 0.

When η→ 0, the gradient descent dynamic Equation 6.6 can be reformulated as

lim
η→0

wt −wt−1

η
=−1

n

n∑
i=1

∇ f i(wt−1) (6.12)

Denote F(w)= 1
n

∑n
i=1 f i(w) the objective function of the server, we obtain the following

differential equation,
dwt

dt
=−∇F(wt). (6.13)

Therefore, the variation tendency of the objective function F(w) with respect to t can

be derived using the chain rule.

dF(wt)
dt

= dF(wt)
dwt

· dwt

dt
=−‖∇F(wt)‖2. (6.14)

The above equation characterizes the sensitivity of the objective function along

the trajectory of the global model’s parameter. As −‖∇F(wt)‖2 ≤ 0, the equation also

guarantees that, in general, if F(w) is bounded from negative infinity, the federated

learning process will converge.

As the server has easy access to the gradients of clients and has to compute ∇F(wt)

according to the protocol of federated learning, ‖∇F(wt)‖2 is a natural way to weight

the contribution of clients’ gradients in each iteration. In comparison, using ‖∇F(wt)‖2
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rather than γt brings another advantage in that ∇F(wt) incorporates the influence of

the first n−1 clients’ gradients with regard to ∇ fn(wt). For example, the norm ‖∇ fn(wt)‖
itself may be large due to the landscape of the local loss function fn, but the norm of the

aggregated gradient ‖∇F(wt)‖ may stay small because the influence of the other n−1

clients’ gradients is taken into consideration during the aggregation process. According to

Equation 6.14, the global model’s performance change is reflected by ‖∇F(wt)‖. Therefore,

it is reasonable to use ‖∇F(wt)‖2 as the weights to scale the influence of the n-th client

from round 1 to t.

We use pi to denote the weight of δi in the i-th iteration of federated learning.

pi = ‖∇F(wi)‖2∑t−1
j=1 ‖∇F(w j)‖2

, i ∈ [t]. (6.15)

When the n-th client submits an unlearning request, the unlearning algorithm MU

removes the n-th client’s influence by computing

w̄t = wt −
t−1∑
i=1

pi ·δi, i ∈ [t]. (6.16)

To make wu and w̃t indistinguishable, it is necessary to introduce randomizations

to mask the gap between w̄t and w̃t. Differentially private mechanisms convert the

distances in parameter space to the distance between distributions, which is a natural

choice. The algorithm MU employs the Gaussian mechanism to achieve indistinguisha-

bility, where the noise is carefully calibrated by the Euclidean norm ‖w̄t− w̃t‖. Therefore,

for w̄ ∈Rd, we have the unlearned model parameter

wu = w̄t + z, z ∼N (0,σ2Id). (6.17)

The unlearning guarantee of the FedRecovery algorithm is given by the following

theorem.

Theorem 6.1. The unlearning algorithm MU satisfies (ε,β)-machine unlearning with
respect to the learning algorithm ML. For any possible set of output W ⊆Rd,

Pr[wu ∈W]≤ exp(ε) ·Pr[ŵt ∈W]+β,

Pr[ŵt ∈W]≤ exp(ε) ·Pr[wu ∈W]+β. (6.18)

Our key technical insight that leads to successful machine unlearning by introducing

indistinguishability is based on the following theorems.
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Theorem 6.2. The upper bound of the distance between w̄ and w̃t is smaller than the
upper bound of the distance between wt and w̃t. Namely,

sup‖w̄− w̃t‖ ≤ sup‖wt − w̃t‖. (6.19)

Theorem 6.3. The expected distance between wt and w̃t is upper-bounded by the following
inequality for all iteration t,

Eξ[‖wt − w̃t‖]≤
√√√√t−1∑

t=0
ηt[F(w0)−F(w∗)+ LG2

2

t−1∑
t=0

η2
t ] +Dt, (6.20)

where w∗ is the optimal solution of the objective function F(w), and Dt is a constant
relating to the global model’s training trajectory. The expectation is taken with respect to
the stochasticity of gradient descent ξ= (ξ1, . . . ,ξt).

The above theorems enable us to quantify the upper bound of distance between the

parameter w̄t and the parameter retrained without the n-th client w̃t, which provides a

chance to achieve (ε,β)-indistinguishability by introducing randomizations. The basic

idea is as follows, for both the retrained parameter w̃t and the parameter w̄t that

removes the n-th client’s effect, we use the Gaussian mechanism to form two distributions,

ŵt ∼N (w̃t,σ2Id) and wu ∼N (w̄t,σ2Id), and differential privacy guarantees the statistical

indistinguishability between the two random variables.

The complete unlearning algorithm is presented in Algorithm 12. The algorithm

takes as input the unlearning request of client iu, the existing trained model wt and the

gradients incurred during training. The parameter ε controls the indistinguishability

between the unlearned model wu and the actual model w̃t trained without the partic-

ipation of client iu. The algorithm starts by computing the aggregated gradients and

the gradient residuals relating to client iu (Line 1-7). For each time step t, it assigns

a probability mass that will be used to weight the gradient residuals {δi}t−1
i=0 (Line 8).

The weights pi are derived based on the norm of the aggregated gradients. Then the

influence of the iu-th client is eliminated by removing the weighted sum of δis from

the trained model wt (Line 9). Finally, the algorithm samples a noise vector from a

Gaussian distribution and adds it to the previously deduced parameters w̄t to achieve

indistinguishability (Line 10-11). We defer the detailed proofs and related analyses of

the algorithm to Section 6.4.
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Algorithm 12 Unlearning algorithm MU for federated learning
Input: the unlearning request from the iu-th client, the existing global model: wt ∈Rd,

the gradients submitted by each client: ∇ f i(w j) for i ∈ [n] and j ∈ [t], the privacy
budget for the Gaussian mechanism: ε.

Output: the unlearned global model wu.
1: set

σ= 1p
2
· d√

log(1/β)+ε −√
log(1/β)

,

where d is the upper bound of the distance in Equation 6.30 to 6.32 based on the
gradient descent method used.

2: for i ∈ [t] do
3: aggregate the gradients for the global model,

∇F(wi)= 1
n

n∑
j=1

∇ f j(wi), j ∈ [n].

4: end for
5: for i ∈ [t] do
6: compute the gradient residuals {δi}t

i=1 of the iuth client by Equation 6.9.

δi = η

n
[

1
(n−1)

∑
j 6=iu

∇ f j(wi)−∇ f iu (wi)].

7: end for
8: compute the weights pi for each gradient residual δi.

pi = ‖∇F(wi)‖2∑t−1
j=1 ‖∇F(w j)‖2

, i ∈ [t].

9: subtract a weighted sum of δi from w.

w̄t = wt −
t−1∑
i=1

pi ·δi, i ∈ [t].

10: sample a noise z ∈Rd from a Gaussian distribution, z ∼N (0,σ2Id).
11: return wu = w̄t + z.
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6.3.3 Discussion and analysis

In this section, we present discussions and related analyses of the FedRecovery algorithm,

including running time, memory usage, early stopping strategy, etc.

• Running time. The FedRecovery algorithm only needs simple calculations to

achieve unlearning, e.g., subtraction and sampling. Let t denote the training round, the

time consumption of subtracting gradient residuals is O(t). The computation of model

distance and the sampling of Gaussian noise are in O(1). In comparison to previous

algorithms [81, 143, 149], FedRecovery does not require any retraining or fine-tuning

based calibration to improve model’s performance, and thus saves O(textra) time for extra

calibration. Moreover, the unlearning algorithm only runs on the server’s side, without

additional collaboration with the previous or new clients. Therefore, the communication

overhead of FedRecovery is 0, which is also significantly reduced.

• Memory usage. The FedRecovery algorithm does not require memory-intensive

checkpoint storage for models like the SISA [9] and RecEraser [18]. However, it does

need the server to keep clients’ historical submissions, which costs O(tn) in memory

space. Given a fixed training round, the memory storage of FedRecovery grows linearly

with the number of clients in federated learning. In comparison, the storage of SISA

and RecEraser increases with the number of submodels and checkpoints. To further

reduce memory usage, the server can adopt an early stop strategy in the unlearning

process. The Gaussian mechanism will guarantee the indistinguishability between the

early-stopped model and the retrained model.

• Early stopping. For neural networks, the NTK theory [76] indicates that in an

overparameterization regime, the gradient-based methods converge exponentially fast

to zero training error, with the model’s parameters hardly varying (aka. “lazy training”

phenomenon [21]). Therefore, for the purpose of saving memory, the server can store

clients’ submissions for only the first t0 < t rounds according to the global model’s

performance, and then run the FedRecovery to achieve machine unlearning.

• Subsequent training. The retraining-based unlearning algorithms [130, 143]

suggest performing subsequent training on the remaining dataset to “heal” the damage

caused by the unlearning operation. In FedRecovery, we followed another line of work

that directly uses the Gaussian noise to mask the gap between parameters. We note that

it is not necessary to perform further subsequent training on the output of FedRecovery,

because the output of the algorithm is already guaranteed to be indistinguishable from

retrained models.
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• Gradient disclosure. Existing research has demonstrated that submitting raw

gradients to the server can still reveal clients’ information [56, 171]. Current federated

learning frameworks typically employ differentially private techniques or encryption-

based methods to protect clients’ submissions. However, in the context of machine

unlearning, the server must verify the legitimacy of each unlearning request. For local

differential privacy-based federated learning frameworks, the server can continue to

regard each client’s noisy submission as their contribution and use the proposed mecha-

nism to eliminate their impact. In the scenario where the model parameter is updated

under homomorphic encryption. It is impossible to perform an unlearning operation

because the server cannot validate and distinguish the contributions of each client. In

addition, there is no need for clients to submit an unlearning request in this context, as

the encryption procedure has already severed the relationship between clients and their

submissions.

• Migration to centralized unlearning. It is natural to consider the migration

of FedRecovery to the centralized machine unlearning scenario. In fact, differentially

private randomization has been widely adopted in recent research to achieve a rigorous

unlearning guarantee [50, 103, 122]. The centralized unlearning scenario offers the

advantage of granting the model owner access to the training data, allowing for the

caching of more useful information such as Hessian matrices. By contrast, with federated

learning, the only data accessible is the gradients submitted by clients. Hence, the

incorporation of additional information in FedRecovery could enhance its performance in

a centralized unlearning scenario.

6.4 Theoretical analysis

In this section, we present detailed proofs of previous theorems. We first show that the

proposed unlearning algorithm satisfies (ε,β)-indistinguishability (Theorem 6.1), and

then give an upper bound on the distance between wt and w̃t (Theorems 6.2 and 6.3).

Theorem 6.1 guarantees the (ε,β)-indistinguishability of the proposed unlearning

algorithm, which is essentially an implementation of the Gaussian mechanism.

Proof of Theorem 6.1. Denote C = {c1, . . . , cn} the set that contains n clients in a

federated learning, and C′ = C\{ciu } the set that contains n−1 clients excluding the iu-th

one. In addition, let ŵt =ML(C′,ε) be the model obtained by retraining from scratch and

wu =MU (wt,∇F,ε) be the model produced by the unlearning algorithm. Note that wt is

the parameter trained with clients in C without adding noise.
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According to Algorithm 11 and Algorithm 12, we know that ŵt and wu are computed

as ŵt = w̃t+ z and wu = w̄t+ z respectively, where the noise z ∼N (0,σ2Id). Therefore, the

random variables ŵt and wu follow distributions ŵt ∼N (w̃t,σ2Id) and wu ∼N (w̄t,σ2Id).

In addition, according to Theorem 6.2, we know that the upper bound of ‖w̄t − w̃t‖ is

bounded by the upper bound of ‖wt − w̃t‖, where the latter is given in Theorem 6.3.

Finally, we invoke the Gaussian mechanism (Definition 6.2) to show that variables

ŵt and wu are indistinguishable, and thus the unlearning algorithm MU satisfies (ε,β)-

unlearning guarantee with

σ= 1p
2
· d√

log(1/β)+ε −√
log(1/β)

, (6.21)

where the distance d is taken following Equations 6.30 to 6.32 based on the specific

gradient descent method used.

That completes the proof. �

Theorem 6.2 provides an insight about the upper bound of distance between wu and

w̃t, which enables us to quantify the amount of noise used to achieve (ε,β)-indistinguishability.

Proof of Theorem 6.2. Note that Equation 6.8 illustrates the change of the global

model’s parameters between two successive training rounds. We hence sum Equation 6.8

over rounds 1 to t. Based on the fact w0 ≡ w̃0, we can obtain the difference between

parameters w̃t and wt.

w̃t −wt = η

n−1

t∑
j=1

n−1∑
i=1

[∇ f i(w j−1)−∇ f i(w̃ j−1)]−
t∑

j=1
δ j−1. (6.22)

According to Equations 6.7 and Equation 6.16, the difference between parameter w̃t

and the parameter without the n-th client’s influence w̄t is given by

w̃t − w̄t = η

n−1

t∑
j=1

n−1∑
i=1

[∇ f i(w j−1)−∇ f i(w̃ j−1)]

− [
t∑

j=1
δt−1 −

t∑
j=1

p jδt−1].
(6.23)

Note that the first item in Equation 6.22 and Equation 6.23 are the same, denoted as

A. By applying the triangle inequality and the fact p j ≤ 1, we have

sup‖w̄t − w̃t‖ ≤ ‖A‖+
t∑

j=1
(1− p j)‖δ j−1‖

≤ ‖A‖+
t∑

j=1
‖δ j−1‖

= sup‖wt − w̃t‖

(6.24)
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Therefore, the Euclidean norms between parameters satisfy

sup‖w̄t − w̃t‖ ≤ sup‖wt − w̃t‖. (6.25)

That completes the proof. �

Theorem 6.3 states that for a properly chosen learning rate, the expected distance

between parameters wt and w̃t grows at a rate of O(
p

t ). Therefore, we can bound the

distance between w̄ wand w̃t by bounding the distance between wt and w̃t.

Before proofing Theorem 6.3, we first show the smoothness of the global objective

function F(w), which is guaranteed by the smoothness of each local objective function

f i(w).

Lemma 6.1. (Smoothness of function F) If each function f i : Rd → R is L-smooth, the
function F(w)= 1

n
∑n

i=1 f i(w) is also L-smooth.

Proof. The result follows by the definition of L-smoothness and the triangle inequal-

ity.

‖∇F(w1)−∇F(w2)‖ = 1
n
‖

n∑
i=1

∇ f i(w1)−
n∑

i=1
∇ f i(w2)‖

≤ 1
n

n∑
i=1

‖∇ f i(w1)−∇ f i(w2)‖

≤ L‖w1 −w2‖.

(6.26)

Now we present the proof of Theorem 6.3 based on lemma 6.1.

Proof of Theorem 6.3. Denote G(wt,ξt) the gradient of F(wt) with sampling distri-

bution ξt. By the smoothness of function F and the stochastic gradient descent update

rule wt+1 = wt −ηtG(wt,ξt), we have

Eξt[F(wt+1)]

≤ Eξt[F(wt)+∇F(wt)T(wt+1 −wt)+ L
2
‖wt+1 −wt‖2]

= Eξt[F(wt)−ηt∇F(wt)TG(wt,ξt)+ L
2
η2

t‖G(wt,ξt)‖2]

≤ Eξt[F(wt)]−ηt‖∇F(wt)‖2 + 1
2
η2

t LG2,

(6.27)

where the last inequality follows from the assumption that G(wt,ξt) is an unbiased

estimation of ∇F(wt), and Eξt‖∇ f i(wt)‖2 ≤G2.

Rearrange these terms, we have

ηt‖∇F(wt)‖2 ≤ Eξt[F(wt)]−Eξt[F(wt+1)]+ L
2
η2

t G
2. (6.28)
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Summing over t iterations and taking the overall expectation over ξ= (ξ1, . . . ,ξt), we

have the following inequalities.

t−1∑
t=0

ηt‖∇F(wt)‖2 ≤ Eξ[F(w0)]−Eξ[F(wt−1)]+ L
2

t−1∑
t=0

η2
t G

2

≤ F(w0)−F(w∗)+ 1
2

t−1∑
t=0

η2
t LG2.

(6.29)

Finally, by applying the triangle inequality and the linearity of expectation, we have

Eξ[‖wt − w̃t‖]

= Eξ[‖wt −w0‖]+Eξ[‖w̃t −w0‖]

= ‖
t−1∑
t=0

ηtEξt[G(wt,ξt)]‖+Dt

≤
t−1∑
t=0

ηt‖∇F(wt)‖+Dt

≤
√√√√(

t−1∑
t=0

ηt)(
t−1∑
t=0

ηt‖∇F(wt)‖2) +Dt

≤
√√√√t−1∑

t=0
ηt[F(w0)−F(w∗)+ LG2

2

t−1∑
t=0

η2
t ] +Dt,

(6.30)

where the penultimate inequality follows from the Cauchy–Schwarz inequality. �

Based on Theorem 6.3, we immediately have the following corollary.

Corollary 6.1. If each client adopts batch gradient descent in their local training, the
distance between wt and w̃t satisfies the following inequality for all iteration t ∈ [T]:

‖wt − w̃t‖ ≤
√√√√2

t−1∑
t=0

ηt[F(w0)−F(w∗)] +Dt. (6.31)

Further for a constant learning rate ηk = η≤ 1/L, we have

‖wt − w̃t‖ ≤
√

2tη[F(w0)−F(w∗)] +Dt. (6.32)

Proof. (Sketch) In batch gradient descent, we do not consider the bias of gradient

estimation, so that the second term in Equation 6.29 disappears and the result follows as

Equation 6.31. If the learning rate is a constant η,
∑t−1

i=0ηt = tη, which implies the result

in Equation 6.32. �
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6.5 Experimental results

In this section, we evaluate the performance of the proposed FedRecovery algorithm. We

first examine the statistical indistinguishability it provides, investigating the difference

between the unlearned model and the retrained model. Then we look into the performance

of the unlearning algorithm to see whether the influence of the targeted client is removed.

The experimental results and corresponding analyses are presented in each subsection.

6.5.1 Experimental setup

6.5.1.1 Datasets and models

We used four real-world datasets in the experiments, including MINST [75], CIFAR10 [73],

SVHN [104], and USPS [58].

• MNIST. The dataset contains 60,000 training images and 10,000 test images

for hand written digit recolonization. Each image is grayscale and normalized in

28×28 pixels.

• CIFAR10. The dataset consists of 60,000 32×32 color images in 10 classes, 50,000

of them are training images, and 10,000 are test images.

• SVHN. It contains 600,000 32×32 color images from pictures of house number

plates. The images are centered and the background distractors are kept in the

image.

• USPS. The dataset contains 9,300 16×16 gradyscale images scanned from en-

velopes by the U.S. Postal Service. The images are centered, normalized, and show

a broad range of font styles.

In the experiments, we adopted convolutional neural network (CNN) models to

perform image classification tasks on these datasets, which are generally non-convex.

To limit the injected noise and guarantee a good performance, we started federated

learning from pre-trained models, such that the distance between the unlearned model

and retrained model will not change drastically. The pre-training strategy is commonly

used in computer vision and natural language processing, and it does not violate the

principle of federated learning [134].
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6.5.1.2 Evaluation and comparison metrics

Intuitively, an effective unlearning algorithm should force the model to “forget” what it

has learned about the unlearned data, but retain its “knowledge” of the remaining ones.

In our experiment, we adopted the widely accepted criteria to evaluate the proposed

algorithm.

• Accuracy. We investigated the overall accuracy of the unlearned model and the

retrained model. Meanwhile, we also examined the accuracy of the unlearned

model on unlearned class and remained classes.

• Running time. We looked into the running time needed to perform the proposed

unlearning algorithm, and made comparisons with benchmark methods like re-

training from scratch.

• Attack success rate. We performed membership inference attack (MIA) on the

unlearned model to see if the influence of the targeted client was really removed by

the proposed unlearning algorithm.

Verifying the success of machine unlearning is not an easy task, because the verifica-

tion method is usually tailored based on certain unlearning strategies. In our experiment,

we made comparisons with the state-of-the-art unlearning algorithms [81, 83, 143] in

federated learning.

The experiments were conducted on a server with Red Hat Enterprise Linux 7.9 OS,

Intel(R) Xeon(R) E-2288G 3.70GHz CPU, and NVIDIA Quadro RTX6000 GPU with 24G

RAM.

6.5.2 Results and analyses

6.5.2.1 The influence of the privacy budget

The privacy budget controls the indistinguishability between the unlearned model and

the retrained model. Therefore, our first experiment is designed to investigate the

influence of the privacy budget on model’s performance. In this experiment, we used

n = 10 participating clients, each of whom holds a local database that is randomly

sampled from the original one. The privacy budget was set in the range 1.0∼ 6.0, and

the performance was assessed in terms of the global model’s accuracy. The results are

shown in Figure 6.2.
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(a) Acc. vs. ε, MNIST. (b) Acc. vs. ε, CIFAR10.

(c) Acc. vs. ε, SVHN. (d) Acc. vs. ε, USPS.

Figure 6.2: The accuracy of unlearned model and retrained model with different privacy
budgets.

Figure 6.4(a) shows the change of model accuracy with respect to different privacy

budgets on the MNIST dataset. In this figure, the accuracy of both models increases from

around 20% to 90% with the privacy budget grows from 1.0 to 5.0. With a larger privacy

budget, the requirement of indistinguishability is weaker, so that less noise is injected

in the model’s parameters. As a result, the accuracy of models increases. The result

patterns were similar for the other three datasets. Note that in some cases, the accuracy

of the unlearned model is higher than that of the retrained model. This is caused by the

randomness incurred when sampling the Gaussian noise. From the figures, we can see

that the performance of the unlearned model is similar to that of the retrained model,

which verifies the indistinguishability achieved by the proposed FedRecovery algorithm.

6.5.2.2 The effectiveness of unlearning

Our next experiment aims to examine the unlearning ability of the proposed FedRecovery

algorithm. In this experiment, we took n = 10 clients, each of whom holds a local database
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that corresponds to a specific class of data in the original database. The clients first

collaboratively trained a model that was able to recognize data in 10 classes, and then

we ran FedRecovery to remove the influence of the last client, who contributed to the

last class of data. The results are shown in Figure 6.3.

(a) Model accuracy on each class, MNIST dataset. (b) Model accuracy on each class, CIFAR10
dataset.

(c) Model accuracy on each class, SVHN dataset. (d) Model accuracy on each class, USPS dataset.

Figure 6.3: The accuracy of unlearned model and retrained model on different classes.

Figure 6.3(a) shows the accuracy of the unlearned model with respect to different

classes on the MNIST dataset. Intuitively, the unlearned model should still be able to

recognize the remaining 9 classes of data, but forget what it has learned about the last

one. Figures 6.3(a) to 6.3(d) confirm this conjecture. In Figure 6.3(a), we observe that the

unlearned model keeps high performance on Class1 to Class9, while the model’s accuracy

drops significantly on Class10. The reason is that the unlearning operation produces a

model that is within a small distance of the retrained model, where the distance gap is

then masked by differential privacy. Therefore, the performances of the unlearned model

and the retrained model are guaranteed to be similar. A similar variation tendency can

also be observed in Figures 6.3(b) to 6.3(d), which were obtained using different datasets

and different models. This experiment demonstrates that the proposed FedRecovery is

effective in removing client’s influence in federated learning environment.
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6.5.2.3 The efficiency of unlearning

The time consumption of the FedRecovery algorithm mainly comes from the computation

of gradient residuals and the storage/readout of cached statistics. In this experiment, we

evaluated the unlearning efficiency of the FedRecovery in terms of running time, and

made comparisons with current unlearning solutions [81, 83, 143]. The retraining time

of these methods varies depending on the specific federated learning framework they

use. For a clear comparison, we reported the averaged retraining time here. The results

are presented in Table 6.1.

From the table, we can observe that retraining from scratch is the most time-

consuming unlearning strategy, which explains the motivation of current unlearning

efforts. In comparison, other methods reduce the unlearning execution time to some

extent. For example, reference [83] adopts the Fisher information matrix to approxi-

mate the Hessian, and thus accelerates the retraining procedure. In [81], the retraining

update only happens in specific rounds, which reduces the model reconstruction time.

Despite using speed-up techniques, references [83] and [81] require clients to perform

local training for certain rounds. In addition, reference [143] requires clients to download

the pruned model and conduct further fine-tuning. These unlearning strategies rely

on subsequent training, which still takes execution time and incurs communication

costs between clients and the server. Compared to these unlearning techniques, the

FedRecovery algorithm avoids retraining and fine-tuning based model calibration. As a

result, the running time is significantly reduced.

Table 6.1: The running time of unlearning methods, comparison

Datasets
Running time (s)

Retrain ref [83] ref [81] ref [143] Ours

MNIST 679.1 182.6 385.1 129.7 < 1.0
CIFAR10 2484.5 879.2 1082.3 683.9 < 2.0
SVHN 1380.6 587.1 622.4 311.4 < 1.0
USPS 285.2 99.4 137.8 64.7 < 1.0

6.5.2.4 Comparison with existing methods

Our next experiment involves a comparison of the model’s performance between the pro-

posed FedRecovery and existing machine unlearning algorithms. In this experiment, we
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took n = 10 clients, each holding a partition of the original database. For references [83]

and [81], the data are independent and identically distributed across clients due to the

rationale of their methods. For reference [143], each client holds a specific class of data

in the original database. For comparison purposes, we set the client deletion ratio to 0.1

and the data deletion ratio to 1.0 when applying their unlearning strategy. The local

update epoch in their retraining and fine-tuning is set to 1, with learning rate ranges

from 0.01 to 0.05 and batch size of 128. The results are shown in Table 6.2.

Table 6.2: The accuracy of unlearning methods, comparison

Datasets
Global model’s accuracy (%)

Retrain ref [83] ref [81] ref [143] Ours

MNIST 97.4 97.2 94.1 96.8 90.9
CIFAR10 84.9 83.2 80.1 83.8 71.2
SVHN 84.6 82.3 80.4 75.3 70.4
USPS 90.3 89.4 84.7 90.1 83.0

From the table, we can observe that retraining from scratch achieves high accuracy

on the four datasets. In comparison, the methods in [81, 83, 143] (the 2nd-4th columns)

produce similar results that are comparable to retraining. The reason is that these

methods were developed based on the idea of retraining and fine-tuning, which can be

regarded as accelerated retraining variations. As for FedRecovery, it does not lead to

accuracy as high as the previous methods. This is because the injection of the Gaussian

noise perturbs the model’s parameters, and thus inevitably decreases the model’s per-

formance. However, we note that this despondency is caused by the design rationale of

the unlearning strategy: the FedRecovery algorithm relies on differentially private noise

to achieve indistinguishability, which is elaborated for the scenario where retraining is

unavailable. In addition, the execution time of the FedRecovery is significantly reduced

compared to the retraining-based unlearning strategies. Therefore, the FedRecovery

algorithm is competent at removing the impact of a particular client and is capable of

guaranteeing a competitive performance for federated learning frameworks.

6.5.2.5 The performance of MIA on unlearned models

One of the fundamental purposes of machine unlearning is to protect the privacy of

clients in federated learning. In this experiment, we conducted a membership inference

attack to estimate how much information about the unlearned client is still contained in
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the unlearned model. The aim of MIA is to infer whether the targeted sample was used

to train the original model. Therefore, a lower attack precision means a more complete

removal of a client’s influence. We adopted the MIA strategy in [124] towards the target

client’s data to build an attack classifier. The results are presented in Table 6.3.

Table 6.3: Attack precision of MIA on unlearned models, comparison

Datasets
Attack precision (%)

Origin Retrain ref [83] ref [81] ref [143] Ours

MNIST 96.8 50.5 50.1 53.4 52.3 50.9
CIFAR10 72.7 49.8 51.8 51.5 53.5 51.2
SVHN 98.5 50.1 54.9 56.7 49.9 50.4
USPS 97.6 49.5 52.2 68.9 50.1 53.0

As can be seen from Table 6.3, the MIA has a high attack precision on the original

models. In this scenario, the attacker is able to successfully figure out if the target

client’s data was used during the training. By contrast, after unlearning, the attack

precision of MIA is reduced, which means that the attacker cannot decide if the targeted

client’s data was in the training dataset. Comparing the first and last columns, the

drop in attack precision indicates that the impact of the target client is successfully

removed by the proposed FedRecovery algorithm. Moreover, the results produced by

FedRecovery are similar to those of the retrained model, which are also comparable to

existing solutions [81, 83, 143]. This shows that even if FedRecovery does not rely on

retraining or fine-tuning, it still yields effective unlearning results. This experiment

demonstrates that the proposed unlearning algorithm indeed has the ability to remove a

client’s influence from a trained global model.

6.5.2.6 Discussions

Throughout the experiments, we start with pre-trained models because the distance

between models before and after training will not change significantly. Therefore, ac-

cording to Equations 6.20 and 6.21, the amount of noise added to models is small, and

thus the models’ performances can be guaranteed. For a model that begins from an

arbitrary initial point, there is no assurance that the distance Dt in Equation 24 is

small. As a result, the injected noise may significantly reduce the model’s performance.

Theoretically, this issue cannot be avoided because throughout the chapter we do not
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presume convexity of loss functions. Equation 6.30’s triangular inequality is the optimal

distance approximation under the assumption of Lipschitzness.

(a) Acc. vs. ε, MNIST. (b) Acc. vs. ε, CIFAR10.

Figure 6.4: The accuracy of the unlearned model with regularization.

To circumvent this problem, we conducted additional experiments in which a regula-

tion term was added to the loss function. In this experiment, the models were trained

from random starting points without any pre-training. Regularization seeks to restrict

the Dt distance between the trained model and the initial model. The outcomes are

depicted in Figure 6.4. From the figure, we can observe that if the models are trained

without regularization, the injected noise will substantially reduce the performance of

the unlearned model. With a regularization term, the distance between the initial model

and the rained model is constrained, enhancing the accuracy of the models. Therefore,

introducing a regularization term is an effective way to improve the performance of

models without pre-training. It is important to note, however, that regularization reduces

the accuracy of both the unlearned and retrained models.

In this section, we investigated the influence of differential privacy in achieving sta-

tistical indistinguishability between models, which verified the fundamental idea of the

proposed unlearning strategy. Furthermore, we also examined the unlearning ability of

the proposed algorithm, along with its execution time and the model’s performance after

unlearning operations. The experimental results show that the proposed FedRecovery

can efficiently remove the influence of a target client. Compared with current unlearning

strategies that heavily rely on retraining and fine-tuning, our method is more suitable

for real-world federated learning scenarios.
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6.6 Summary

This chapter develops a differentially private machine unlearning algorithm for federated

learning frameworks. The proposed FedRecovery algorithm removes the influence of the

unlearned client from a trained global model, and adopts Gaussian noise to mask the gap

between unlearned parameters and retrained parameters. We gave up the widely used

convexity assumption, and derived the upper bound of distance between parameters

trained with/without the unlearned client. The FedRecovery does not need any retraining-

based fine-tuning or calibration. Theoretical analyses show that FedRecovery satisfies the

desired unlearning guarantee, and experimental results demonstrate the performance of

FedRecovery is competitive with the retrained model. Currently, FedRecovery efficiently

supports pretrained models, but its effectiveness diminishes when training models from

scratch. In addition, when raw gradients are no longer transmitted in federated learning,

the performance of FedRecovery will be affected. In future work, it is possible to explore

the exclusion of Lipschitz conditions and develop a more general unlearning algorithm in

the context of complex neural networks, which may provide new insight into the efforts

for machine unlearning tasks.
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CONCLUSION AND FUTURE WORK

7.1 Conclusion

This thesis investigates the intersection of differential privacy and game theory in

cybersecurity. The proposed methods and experimental results demonstrate that game-

theoretic and differentially private solutions are crucial for addressing privacy and

security issues in the modern cyberworld.

To begin with, Chapter 2 reviews basic concepts in differential privacy and game

theory. We highlighted the various roles differential privacy can play in solving game-

theoretic problems and introduced how different differentially private methods can be

implemented to fulfill these roles. Furthermore, we also provided essential background

information regarding federated learning, APT attack and defense, machine unlearning,

and conducted a comprehensive review of existing literature in relevant domains.

Chapter 3 explores the implementation of joint differential privacy in defending

against adversarial clients in federated learning. We proposed two innovative mecha-

nisms rooted in game theory that conceptualize client selection as an auction game. The

clients provide their cost information in the form of bids, while the server employs various

payment strategies to optimize its objectives. The framework facilitates the pursuit of

various objectives, including the maximization of social welfare and the minimization of

costs. Among the two mechanisms being considered, the first one possesses the desirable

properties of being envy-free, dominant strategy truthful, and individual rational. The

second proposition is similarly characterized by truthfulness and individual rationality,
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while additionally granting the server the ability to strategically choose clients in order to

fulfill its own distinct optimization objective. The overarching framework is characterized

by joint differential privacy, thereby mitigating the influence of adversarial clients.

Chapter 4 discusses the feasibility of using games to improve the quality of training

data while still protecting clients’ sensitive information. The solution was developed

based on congestion games. A private reward game was proposed as a means to in-

centivize clients in contributing high-quality data to federated learning. The reward

system utilizes a mediator which provides recommendations to individual clients. In this

context, the client’s adherence to good behavior establishes an ex-post Nash equilibrium

within the game of incomplete information. The reward system additionally guarantees

the integrity of the data quality information pertaining to each individual client. The

assurance of joint differential privacy is achieved through the utilization of differentially

private counters. A novel approach was proposed to facilitate parameter aggregation

through a private data trading method. The objective of this method was to encourage

a greater number of clients to adopt a centralized differential privacy model, thereby

enhancing the accuracy of the model. We presented comprehensive demonstrations and

evaluations of the game’s characteristics, accompanied by an investigation into the assur-

ance of privacy. The proposed analysis offers a more comprehensive comprehension of the

underlying reasoning behind the proposed game. Furthermore, we performed simulations

using datasets from the real world in order to verify the efficacy of the framework. The

findings indicate that, within the framework proposed, the model’s accuracy surpasses

that achieved through conventional federated learning methods.

Chapter 5 shows that it is tactical to make strategy adjustment when defending

against adversarial persistent threats. We devised an APT rivalry game that serves as

a means to depict the dynamics between assailants and protectors. The game under

consideration takes into account the information leakage that occurs when players

adjust their strategies. This provides an explanation for why players are becoming

more powerful throughout the duration of an APT campaign. The necessary conditions

for the existence of a family of equilibria were derived, and it was demonstrated that

these equilibria are indicative of the optimal timing for each player to make a strategy

adjustment. Furthermore, we have put forth two learning mechanisms with the aim of

assisting defenders in identifying the most effective defense level and optimal allocation

of resources. The empirical findings indicate that the game’s equilibria result in increased

utility, and the suggested mechanisms demonstrate their efficacy in learning from the

players’ previous encounters.
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Chapter 6 explores how differential privacy can be employed to develop machine

unlearning algorithms to remove the influence of a client in federated learning. A novel

FedRecovery algorithm for machine unlearning in federated learning frameworks was

developed. The algorithm aims to mitigate the impact of unlearned clients on a trained

global model. This is achieved by incorporating Gaussian noise, which serves to conceal

the discrepancy between unlearned parameters and retrained parameters. The convexity

assumption, which is commonly employed, was abandoned in this study. Consequently,

we derived an upper bound for the distance between parameters that were trained

with and without the unlearned client. The proposed system does not necessitate any

retraining-based fine-tuning or calibration. Theoretical analyses indicate that FedRecov-

ery successfully fulfills the desired unlearning guarantee, while experimental results

reveal that the performance of FedRecovery is comparable to that of the retrained model.

Differential privacy and game theory have proven to be powerful tools in cybersecurity.

With cybersecurity drawing increasingly attention in people’s lives, these theories and

methods will have much more potential and untapped benefits.

7.2 Future work

Variant differential privacy plays an important role in solving security and privacy

problems. After all, differential privacy was initially proposed to protect the privacy of

a single individual [34]. It cannot give too much consideration to maintaining game-

theoretic properties. Nissim et al. [107] and Xiao [152] have pointed out that the classic

differential privacy actually makes every report an approximate dominant strategy,

which is the main drawback of employing it in algorithm design. For cybersecurity,

such a rigorous requirement may lead to trivial outcomes, making it hard to analyze

agents’ behaviors. Therefore, relaxed differential privacy is necessary to address this

issue. Kearns et al. [69] proposed joint differential privacy that allows the outcome of

each agent to be sensitive to their own data. Kannan et al. [66] further relaxed the

size of the outcome where differential privacy is defined, called marginal differential

privacy. These differential privacy definitions stem from specific cybersecurity problems,

providing strong a privacy guarantee while circumventing the impossibility of the original

definition. Therefore, it would be worthwhile to propose variant differential privacy

definitions with respect to different real-world scenarios.

Local differential privacy [67] has been a booming field, with several representa-

tive privacy preserving techniques coming out in the past decade [12, 38, 144]. The
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combination of local differential privacy and cybersecurity has great potential. Most

existing mechanisms take agents’ private information (e.g., valuations, preferences)

as input and generate output that fulfills desired properties (e.g., differential privacy,

approximate truthfulness). Although these mechanisms themselves are differentially

private, it is natural to ask: who is responsible for running these mechanisms? What if

the mechanism’s executor is malicious or vulnerable? Local differential privacy allows

agents to add noise to their data locally before sending it to the executor, which avoids

the concern of a privacy breach in the above process. Wang et al. [145] investigated

private data trading under ε-local differential privacy, but only dealt with binary data

variables. From the perspective of privacy, truthfulness and local differential privacy

seem contradictory – now that agents submit their noisy data (e.g., bidding information),

is it really important to generate them using true ones? In addition, it is also unknown

how noisy input data influences the outcome of a mechanism. Therefore, it may be

interesting to explore the combination of local differential privacy and cybersecurity, as

well as re-establishing the relationship between local differentially private properties

and game-theoretic desiderata.

There are also privacy and security issues with multi-agent systems [25, 26], differen-

tial privacy could be employed, not only for privacy preservation, but also for enhancing

robustness and improving performance. Ye et al. [159] developed a differentially private

mechanism for multi-agent advising learning by adding Laplace noise to the reward

of student agents. In their work, the aim of introducing differential privacy is to avoid

malicious agents. In [169], Zhao et al. proposed a privacy-preserving collaborative deep

learning scheme by perturbing the objective function of a neural network. In their study,

differential privacy is used not only for protecting the privacy of training data but also

for reducing the impact of unreliable participants and obtaining improved stability. Such

consideration could also be tailored in federated learning [157]. Suppose there is a mali-

cious agent that tries to cause the misclassification of a model by model poisoning. If the

server adopts a differentially private weight aggregation method, then the impact of the

malicious agent might be limited. Moreover, it is also worth attempting to address the

privacy issue for classic algorithms in multi-agent systems. For example, differentially

private simultaneous ascending auction (SAA) [53] and differentially private top trading

cycle mechanism (TTC) [66].

The application of game theory in cybersecurity provides significant advantages by

providing comprehension, prediction, and mitigation of potential security risks. Game

theory offers a mathematical framework that enables the modeling of intricate scenarios
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involving both conflict and cooperation, thereby allowing its application to the realm

of cyber conflicts [114]. It is possible to predict the actions of attackers and defenders

by treating them as players, analyzing the potential strategies they can adopt, and

evaluating the outcomes they stand to gain. This analytical approach enables the devel-

opment of optimal defense strategies. In addition, the utilization of game theory enables

professionals to enhance the efficacy of defense mechanisms through the examination of

possible attack scenarios and the corresponding countermeasures [167]. The anticipated

outcomes of players’ strategies are related to the extent of damage incurred from the

attack and the expenses associated with defense. Through this approach, it becomes

possible to discern the most advantageous strategies for both participants involved.

Game theory enables cybersecurity experts to analyze the conduct and tactics em-

ployed by potential adversaries, thereby facilitating the identification of potential risks

and susceptibilities [165]. This helps in enhancing the understanding of decision-making

mechanisms employed by potential attackers and in devising more effective defensive

strategies. In addition, the application of game theory extends to the quantification of

risks pertaining to various cybersecurity threats [63]. By conceptualizing the interactions

between attackers and defenders as a strategic game, it becomes possible to approximate

the potential harm and expenses linked to various forms of cyber attacks. For intrusion

detection systems, game-theoretic models can has the potential to enhance the resilience

of systems against sophisticated evasion techniques [172]. In scenarios characterized

by limited resources for cybersecurity, the application of game theory can facilitate the

optimal allocation of resources by modeling the different areas of a system that can be

defended and the different types of attacks that could be carried out [146].

Game theory offers a resilient and adaptable framework for the modeling and analysis

of cybersecurity scenarios. It provides valuable insights into anticipating potential

attacks, designing effective defenses, and optimizing resource allocation by taking into

account different strategies, payoffs, and information available to each player involved.

Currently, the boom of large language models (LLMs) poses new privacy and security

challenges for model owners and users. LLMs are trained on extensive collections of

online data, which frequently include copyrighted material. As a result, when interacting

with users, the model may produce text derived from sensitive or confidential information

it has learned during training, potentially disclosing information that was meant to be

private or insecure [125]. Researchers have not thoroughly investigated the effectiveness

of differential privacy in addressing these privacy concerns. The existing solutions for

balancing utility and privacy tradeoffs, determining budget allocation, and ensuring
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scalability are not immediately applicable to LLM cases. Meanwhile, further exploration

is needed to understand the roles of game theory in preventing inferences and attacks

throughout the LLM interacting process, considering the current capabilities of LLMs to

execute strategic decision-making and strategic reasoning.
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