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ABSTRACT

This article deals with a thorough investigation of the energy internet towards future emerging technologies for
energy distribution and management to solve existing limitations and enhance the performance of future sus-
tainable energy. In consequence, a comprehensive review of energy internet features, applications, methods and
existing issues and challenges are explained by developing arguments for future prospects. Key features of the
energy internet such as energy sources, communication technologies, data computation, energy management
systems and financial analysis are highlighted to enhance the energy efficiency, reliability, and security of the
power network. Different energy internet application architectures and models are demonstrated for regulatory
bodies under different dimensional concepts, networks, and layers. This article also explains the energy internet
methods related to different programming approaches, artificial intelligence, and optimization algorithms for
achieving granted reliability and enabling a decentralized energy market with a two-way energy flow.
Furthermore, the present review focuses on the various issues and challenges of existing energy internet plat-
forms related to safety, security, standards, protocols, costing and complexity as well as provides recommen-
dations for future energy internet toward efficient energy distribution and management. Moreover, the study
analyzes the impact of the energy internet on the conventional power grid and provides a global landscape of
energy internet projects to make it more effective, dependable, and sustainable. All the highlighted insights of
this review collectively inspire advancements in the energy internet platform for future energy data dissemi-
nation and management.

1. Introduction

storage systems (ESSs) has received extensive consideration in recent
years (Abu et al., 2023). However, the RES and ESS integration into the

The energy demand is increasing day by day which raises the con-
sumption of fossil fuels significantly causing global warming and
depletion in air quality problems (Bistline and Blanford, 2021;Bastida
et al., 2019). To address these issues, many research works have been
conducted to search for clean and alternative sources of energy (Reza
et al., 2023). Hence, the demand for distributed renewable energy
sources (RES) specifically solar and wind energy and related energy

grid results in voltage, frequency fluctuation, grid synchronizations and
power quality problems (Al-Shetwi et al., 2020; Hannan et al., 2020a).
In recent times, the smart grid offers two-way flows of electricity and
information in distributed energy sources through smart meters and
sensors in real-time (He et al., 2017; Uludag et al., 2016). The execution
of the smart grid is promising; nevertheless, it lacks in delivering an
efficient form of energy when the power system has a high volume of
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Table 1

The overview of the recently published survey articles.
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Ref. Year  Research focus Research gap
- The role of EVs in future smart grids is discussed
(Mahmud et al., 2018 Challenges of integrating EVs into the grid The role and impact of EVs with the grid integration are discussed
2018) - Reviews on EV technologies only.
- Review on EV energy management schemes
- EI approach in achieving sustainability, efficiency, and digitization.
- A three-layered framework encompassing energy networks, commu- While the abstract outlines a comprehensive study of the EI, a few key
(Wu et al., 2021b) 2021 nication networks, and service management is introduced factors such as data security and socio-economic impacts of EI are not
- A multidisciplinary perspective on EI's architecture, technologies, included.
standards, services, and platforms is analyzed
- IoT in smart energy systems and networks.
. - Applications of IoT in the energy sector, including transmission and . . . .
(Ahmad and Zhang, R . . The detailed IoT framework is provided, however, the detailed
2021) 2021 dlstrlbutlo'n, RE. mtegratlo.n, anfi.load demand mz.magement'. description of EI methods and key features is missing
- The benefits of incorporating Ei into EMS strategies for businesses,
including potential challenges and drawbacks.
- The challenges and solutions for ensuring information security in the
development of EI
- The distributed energy station architecture under the EI environmentis A detailed description regarding information security is provided,
(Zhang, 2021) 2021 introduced however, the application of Al and discussion on the overall key
- The implementation of information security protection for distributed  feature of the entire EI framework is not included.
energy stations, safety mechanisms and gateway security policies are
discussed
- A systematic literature review is conducted on IoT applications in
(e Ohvum_ electricity n'.lanagen-{ent n buﬁhngs. . The systematic review lacks a detailed comprehensive study on the
Cavalcanti and 2023 - The factors influencing electricity consumption and management,

Pimenta, 2023)

presenting a conceptual framework that consolidates various aspects of

features, methods and application of EI in the energy sector

energy use and real-time IoT-based monitoring are provided

loads leading to complexity and variability issues. In addition, the smart
grid has limited flexibility concerning two-way electricity flows,
scheduling, routing and resource utilization (Das et al., 2020; Reka and
Dragicevic, 2018). Moreover, the traditional smart grid has also faced
several challenges and issues such as; interoperability among various
grid components, data handling and management across a wide
geographic area with different environmental conditions (Hui et al.,
2020). To overcome these limitations, the concept of energy internet
(ED is introduced which integrates the smart grid with new communi-
cation technologies (Shahzad et al., 2020; Wu et al., 2021a; Hemanand
et al., 2021; Nizeti¢ et al., 2020; Joseph and Balachandra, 2020a).

The EI is a basic platform that provides access, control and trans-
mission of big data applications including different kinds of distributed
renewable energy (RE), energy storage (ES) equipment and loads using
the internet on a largescale level in a smart electricity grid (Yang et al.,
2020). The EI has been a growing and emerging technology in recent
years predominantly applied in electrical power industries for efficient
consumption and conservation of various energy sources (Cheng et al.,
2019). The EI is an intelligent system that integrates, manages and
controls the distributed and scalable RES, electrical vehicles (EVs) and
RES with a smart electricity grid through information and communica-
tion technologies (ICT) and energy routers (Wang et al., 2018). The EI
aims to develop a secure, interconnected, efficient, and sustainable en-
ergy ecosystem by allowing for the seamless integration, monitoring,
and management of multiple energy sources (Wu et al., 2021b). The El is
the solution to the energy crisis and environmental condition so it adopts
RE, increases consumption and solves the incontinency between the
supply of current energy and the demand of energy from generation to
consumption (Lin et al., 2020a). The EI responds to the energy crisis by
optimizing resource utilization, efficiently integrating RES, and adopt-
ing decentralized energy generation, thereby improving reliability and
sustainability while lowering reliance on fossil fuels. EI develops a more
robust and responsive energy infrastructure through real-time data
analysis and smart grid management while minimizing the impact of
energy shortages and emergencies. After RES, ESS is another important
part of the EI (Du et al., 2018). The energy is stored in ESS through
various devices such as a battery, flywheel, hydrogen, supercapacitors
etc. If the consumers do not want to use this energy or any surplus
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amount of energy exists, then it could be sent back to the grid through
EL Afterwards, EI transmits the energy from ESS to consumers through
energy routers (Golp?ra and Bahramara, 2020; Samanta et al., 2020).
EVs and their charging stations are one of the types of ESS as they store
the energy from RES and then transmit and distribute the stored energy
to the places that need energy. EVs can also feed their energy back to the
grid through the vehicle-to-grid (V2G) concept (Wang et al., 2020).

The concept of EI has progressively developed to achieve wide
attention and become increasingly popular with noteworthy real-world
advantages (Ahmad and Zhang, 2021). EI has tremendous potential that
has led the paradigm to move from the conventional centralized energy
system to a distributed energy system through the appropriate man-
agement and control strategies using various communication technolo-
gies (Zhang, 2021; xia Sang et al., 2021). The deployment of the EI is
expected to provide huge opportunities towards the use of green and
clean energy resources integrating with artificial intelligence (AI)
methods, power electronics technologies and advanced ICT systems (Lin
and Zhou, 2021; Jin and Zhao, 2021). Certainly, the EI platform with
new features, emerging technologies, robust methods and energy man-
agement has provided great potential to convert the traditional elec-
tricity grid into an intelligent grid (Menck et al., 2014; Ren et al., 2021).
A few significant survey articles have been published recently on EI and
its application in the energy sector (Wu et al., 2021b; Ahmad and Zhang,
2021; Zhang, 2021; Mahmud et al., 2018; De Oliveira Cavalcanti and
Pimenta, 2023). In Table 1, an overview of the recently published arti-
cles is provided.

However, the execution of EI still exists in the initial phase and there
are numerous shortcomings such as security, stability reliability, scal-
ability, congestion and pricing that make EI integrated system complex
and vulnerable (Khatua et al., 2020; Miglani et al., 2020). Therefore,
advanced research works are progressing on EI emphasizing the model
development, planning methods, architecture, security, communication
standards and protocols. There are potential opportunities and scope to
improve EI infrastructure and communication technologies further. This
review paper presents a comprehensive framework of EI for future
electricity distribution and management systems in the smart grid. This
research aims to comprehensively investigate the EI, its features, ap-
plications, and methods, with a focus on addressing existing limitations
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and improving the performance of future sustainable energy distribution
and management. The key contributions of this review are summarized
below:

e A comprehensive overview of the El, including its features, appli-
cations, methods, and challenges are provided

e A detailed explanation of various key features of EI highlighting
target, operation and benefits are presented.

e The potential applications of EI in various fields including micro-
grids, RE, ES, EV and buildings are provided.

e A detailed discussion regarding the methods, programming ap-
proaches, Al, and optimization algorithms, which are crucial for
achieving reliability and enabling a decentralized energy market.

e The key issues and limitations are identified regarding cost,
complexity, safety, security and reliability.

Energy Reports 10 (2023) 3970-3992

e A global perspective on the impact of the EI on the conventional
power grid is presented by providing the landscape of EI projects
worldwide.

o The future prospects and recommendations for the deployment and
improvement of EI in various applications toward sustainable energy
distribution and management systems are delivered.

The remainder of the paper is arranged into seven sections. Section 2
narrates the process of surveying methods. The key features of EI are
outlined in Section 3. The various potential applications of EI are pre-
sented in Section 4. The EI methods and models are covered in Section 5.
The key issues and challenges are explored in Section 6. The global
landscape of the existing EI projects is outlined in Section 7. The future
perspectives and concluding remarks are highlighted in Section 8 and
Section 9 respectively.

Review Results
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Fig. 1. Schematic illustration of the reviewing methodology.

3972



M.A. Hannan et al.
2. Article selection methodology

The literature survey was conducted using different platforms
including Google Scholar, Web of Science, Scopus, IEEE Explore and
ScienceDirect. This survey adopts content analysis to extract the key
information and conduct the analysis. Three screening and assessment
phases were employed to select the relevant literature. Subsequently, a
total of 654 articles were identified after the first screening as shown in
Fig. 1. The article selection through the second screening phase was
performed using the essential keywords including energy internet, en-
ergy router, renewable energy, energy storage, energy management,
energy distribution, and electric vehicle. A total of 368 articles are found
after the second screening in which the paper title, abstract, subjects,

Power Electronics and Emerging

Energy Reports 10 (2023) 3970-3992

and contributions are evaluated to explore the relevant articles for this
stage.

The final selection of the article is carried out using the impact factor,
citations and review process. In sum, the review, analysis and critical
discussion relating to El-based energy management, distributions, and
methods in different applications along with issues and challenges are
conducted using the final filtered 156 articles. Several key findings were
achieved through the three screening phases which can be divided into
five groups including (a) the key features of EI were reviewed; (b)
various potential applications of EI were highlighted; (c) different
methods employed in EI were explored; (d) numerous open issues of EI
were identified; and (e) the review has offered effective proposals for
future advances of EI towards energy distribution and management.
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Fig. 1 depicts the schematic presentation of the reviewing methodology.
3. key features of the energy internet framework

El strives to increase energy efficiency and user satisfaction by
optimizing the energy structure, adapting to a variety of new energy
access, maximizing the benefits of various energy sources, and utilizing
sophisticated technology to promote energy efficiency (Yang et al.,
2020). The main features of the EI framework include the energy router,
EV and ESS, RES, power electronics and emerging technologies,
advanced communication technologies, EMS, data storage centre, en-
ergy trade, and financial technologies. These components collectively
form the framework of the EI, resulting in an interconnected and dy-
namic energy ecosystem implied to improve energy sustainability,
reliability, and efficiency. The EI is a fundamental platform for access-
ing, controlling, and transmitting big data applications, such as
distributed renewable energy, energy storage devices, and loads, over
the internet at a wide scale in a smart electrical grid, as shown in Fig. 2.

3.1. Energy router

The conventional power structure cannot handle the complexity of
the energy system integrated with diverse loads, renewable energy,
electric vehicles, and different participants in the network. Hence, the
development of a “hub” component is necessary that can control and
manage the energy flow and support the energy trading or exchange
between the peers within the network. The energy router is considered
the hub device of the modern power system which provides access for
generation, transmission and consumption of energy (Guo et al., 2018).
Generally, the energy router comprises a communication unit, an
intelligent control system and a solid-state transformer (Guo et al.,
2019a). Energy router connects, supervises, dispatches, communicates
and maintains different energy units including microgrid, distributed
energy generation and energy storage, as shown in Fig. 3 (Zeng et al.,

Energy Reports 10 (2023) 3970-3992

2022). Also, the energy router coordinates the physical layer, informa-
tion layer and operational layer as well as exchanges information among
infrastructures (Gao et al., 2018). The router can enhance the system
efficiency, reliability, and security of the power network through the
optimization of energy usage by balancing supply and demand (Chen
et al., 2019).

3.2. EV energy storage

Usually, energy storage is used to capture the energy generated at a
particular period and then utilise the energy later, hence ensuring the
smooth supply of electricity. There are different types of energy storage
technologies being employed such as electrochemical, electromagnetic,
thermal and mechanical (Khan et al., 2022). The conventional grid has a
unidirectional energy exchange between generation and consumption
(C-c et al., 2017). Nevertheless, the stored energy can be transformed
into different forms as well as sent back into the system when needed
and thus provide a two-way energy balance leading to more stability,
reliability and flexibility of the power system (Lin et al., 2017). Energy
storage devices can perform several versatile services in a grid system
including enabling grid electricity in a well-coordinated manner with
thermal, gas, cold, and transportation networks (Chen et al., 2019; Zhou
et al., 2017). Besides, energy storage can support the EI in terms of
reducing the intermittency problems of RES as well as obtaining peak
load shaving, power quality management and frequency regulation
(Zhou et al., 2017). The EV energy storage can serve a dual role in the
Energy Internet (EI). When associated with the EI framework, EV energy
storage can respond to real-time grid conditions, charging during
low-demand periods and feeding surplus energy back to the grid during
peak times (Mahmud et al., 2018; Sui et al., 2019). This bi-directional
capability, known as V2G, enhances grid stability, supports RE inte-
gration, and enables demand response (Wang et al., 2022). Moreover,
EVs can serve as distributed energy resources, contributing to a more
resilient and sustainable energy ecosystem. To obtain the maximum
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benefits of EV integration in future smart grids with local renewable
power, EI can play a critical role (Hannan et al., 2017).

3.3. Renewable energy sources

The EI is integrated with various renewable sources to achieve a
stable and green environment (Wang et al., 2018). Renewable energy
sources can be used for wide-scale power generation, production of heat
and other applications. In recent decades, the deployment of RES has
increased significantly due to the public interest, cost competitiveness,
improved research and investment. RES exhibits several benefits such as
high diversity, clean energy production and low or zero carbon emission
(Bjgrn et al., 2022). The successful implementation of EI needs a high
percentage share of renewable energy in the energy mix (Li et al., 2020).
Although solar photovoltaic and wind have become dominant in
renewable power generation, they have shortcomings concerning
intermittency, power quality and low intensity (Moness and Moustafa
AM, 2015). Thus, more research works are required to promote RES
technologies, power electronics technologies, and energy storage and
control strategies.

3.4. Power electronics and emerging technologies

The EI needs proper interfacing and functionality of power electronic
technologies interconnected with various RES and energy storage de-
vices. Power converters, switching techniques and control schemes are
important to achieve a secured and reliable power transfer from RES,
and ESSs to the electrical load (Baharani et al., 2019). Nonetheless,
power electronic technologies have limitations in terms of high
switching loss, high components, slow dynamic response, high current
stress, and computational complexity (Hannan et al., 2019). With the
recent advancement in fabrication and design, silicon-based electronic
devices such as SiC and GaN have resulted in a larger bandgap and
enhanced switching properties in MOSFET, IECT, IGBT, IGCT, etc. The
silicon-based devices offer attractive features including lower switch
loss, higher operating current and voltage, higher frequency and lower
volumes (Hamada et al., 2015). Besides, solid-state transformers and DC
circuit breakers are the key power electronic technologies that can act as
the energy coordinator of the DC power system through the appropriate
coordination of the energy flow (Dong et al., 2019).

3.5. Solid-state transformer

Solid-state transformer (SST) is an emerging technology in EI that
can convert low-frequency power to high-frequency power with suitable
electronics converters and control circuitries (Hannan et al., 2020Db).
SST has many advantageous features including power flow control,
voltage regulation, reactive power compensation, harmonic block, fault
current limiting, galvanic isolation, and bi-directional power flow
(Zhang et al., 2019). Because of reduced size and weight reduction,
portability, and low installation cost, SST can be installed in certain
inconvenient areas as well as applied for widespread distribution sys-
tems (Liserre et al., 2016). EI framework with SST can ensure a stable
system operation by integrating distributed energy resources with ESS,
increasing the power quality and efficiency (Costa et al., 2017).

3.6. Advanced communication technologies

The two-way exchange of communication in EI contains a huge
workload and a large amount of information that needs to be trans-
mitted at high speed (Geng et al., 2021). Thus, the EI needs advanced
communication technologies to receive the information at a high quality
and simultaneously send the information at a high speed while ensuring
high efficiency and information safety (Wang et al., 2017a). There are
various data processing modules and transmission protocols being
employed in the EI platform (Motlagh et al., 2020). Arduino has easy
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implementation but suffers from powerful module capabilities and
limited bit resolution. Raspberry Pi is an effective module but it lacks in
having a real-time clock with a battery backup (Pawar et al., 2020). The
programmable logic controller obtains satisfactory outcomes in con-
trolling data; however, it has a limitation in handling large amounts of
data. The microcontroller is energy efficient and reusable; nevertheless,
it has programming complexity (Zeadally et al., 2020). Concerning
transmission protocol, ZigBee is cost-effective and has low power con-
sumption. Nevertheless, it has a signal interference issue (Varghese
et al., 2019). Although Wi-Fi can transfer data at high speed, it has a
limited coverage area (Khairy et al., 2019). Bluetooth has low power
consumption and easily upgradable characteristics. Nonetheless, it un-
dergoes authorization, authentication and encryption problems. GSM
has a wide area coverage network with a low error rate. However, it has
a weakness concerning data interruption and data connection (Prabhu
Deva Kumar and Akashe, 2017). LoRa has been demonstrated as a
powerful module due to its long-range data transmission but it has
operational constraints in terms of network size which is limited by the
duty cycle (Petrariu et al., 2021).

3.7. Energy management system

The execution of RES and various non-linear loads result in inter-
mittency and uncertainty in the electricity grid (Chen et al., 2018).
Hence, EI needs an energy management system to coordinate the various
energy sources in achieving efficient operation and control of the energy
generation, consumption and optimization (Golp?ra and Bahramara,
2020). Moreover, an effective energy management system enhances
economic value and efficiency through the appropriate interaction or
communication between different prosumers, consumers and producers.
The operation of an energy management system could be either
centralized or distributed subject to the producers/consumers of the
system, supply/demand, and market strategies (Peng et al., 2022).

3.8. Data storage center

In a conventional energy system, most often the energy information
and resources remain unused, thus resulting in poor efficiency in the
grid electricity network (Zhou et al., 2016a). The deployment of EI with
the efficient utilization and fusion of energy information helps in
improving the development, and operation as well as optimizing the
energy dispatch (Wang et al., 2017b). Big data platform under the EI
environment not only keeps information related to various energy
sources such as grid, RES, ESS, and EV but also social and economic
related energy information concerning population, geography, and
meteorology (Kaur et al., 2020). In line with that, it also provides details
on data compilation, data preparation, investigation, and applications.
Moreover, big data has a vast source of information that can help to
build various business models by providing detailed reports about the
various operating conditions of a power system and the specific re-
quirements of every participant. The cloud computing concept in EI is
essential not only to utilize big data but also to achieve value excavation
that can turn information into wealth (Ismail and Materwala, 2018).
Also, cloud computing technology assists any participant in sharing the
computing power urgently (Yadav et al., 2018). Moreover, cloud
computing has data processing capability using computing resources
that can help to diversify the interaction between energy production and
exchange (Guo et al., 2019b). Thus, cloud computing advocates the
integration of all available computing resources to the cloud in an
optimized way.

3.9. Energy trade and financial technologies
The successful implementation of EI depends on the formation of an

efficient market strategy that can support several energy transactions
and businesses (Motlagh et al., 2020). The energy trade platform aims to
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introduce different market structures into the energy system so that
energy generation, transmission and distribution are coordinated based
on real-time demand and requirement, thus improving energy utiliza-
tion, accessibility and opportuneness (Sadeeq and Zeebaree, 2021). An
energy trade platform technology can promote various energy market

Energy Reports 10 (2023) 3970-3992

Tomar, 2020). Also, an energy trade program can help to transform the
conventional power grid into energy service providers. Besides, a suit-
able energy trade policy can open up opportunities for various energy
service providers to be presented and traded (Chen et al., 2022). Hence,
the operation of EI needs real-time energy trade and clearance that can

mechanisms by selling their properties and commodities (Rath and

Table 2

Summary of key features used in the EI platform.

support and execute business activities efficiently.

Key features

Purpose

Operation

Benefits

Ref.

Energy router

Energy storage

Renewable energy

Power electronics
devices

Solid-state
transformer

Advanced
communication
technologies

Energy
management
system

Big data

Cloud computing

Energy trade
platform

Energy internet
financial
technologies

Virtual power plant

-Control and manage the
energy flow and support the
energy trading

-Energy exchange between the
peers within the network.

-Capture the energy generated
at a particular period and then
utilise the energy at a later
time.

-Wide-scale power generation.
-Reduce CO, emissions and
mitigate climate change.
-Improve energy security and
economic development.

-Achieve a secured and reliable
power transfer from RES, and
ESSs to the electrical load.

electricity grid into an
intelligent grid

-Transmit a large amount of
information at a high speed.
-Ensure high efficiency and
information safety.

-Coordinate the various energy
sources in achieving efficient
operation.

-Control and optimization of
energy generation, and
consumption.

-Keeps information on RES,
ESS, and EV.

- Provides compilation,
preparation, investigation of
data, and application.

-Utilize the big data and
computing resources to
diversify the interaction of
energy production and
exchange.

-Promote the various energy
market mechanisms by selling
their properties and
commodities.

-Create a huge opening for the
financial industries to come
forward and explore their
chances through different
energy markets

-Incorporate the scattered
capabilities of all the
distributed energy sources to
fulfil certain requirements in
EL

-Connect, supervise, dispatch,
communicate and maintain different
energy units including microgrid,
distributed energy generation and energy
storage.

-Coordinates the physical, information
and operational layers and exchanges
information among infrastructures

- Bidirectional energy balance leading to
more stability, reliability and flexibility of
the power

-Can be operated as stand-alone and grid-
connected mode.

-Achieve stable grid operation with
suitable power electronics technologies,
energy storage and control strategies.

-Power conversion (AC to DC/ DC to AC/
DC to DC/AC to AC) and control through
diodes, thyristors, MOSFET and IGBT.

-Integrated with distributed energy
resources with ESS, increasing power
quality and efficiency.

-Convert low-frequency power to high-
frequency power with suitable electronics
converters and control circuitries.

-The data is monitored and analyzed
through various data processing modules
and transmission protocols such as
Arduino, Raspberry Pi, microcontroller,
ZigBee, Wi-Fi, Bluetooth, GSM etc.

-Can be operated in either centralized or
distributed subject to the producers/
consumers of the system, supply/demand,
and market strategies.

-Provide detailed reports about the
various operating conditions of a power
system.

-Advocate the integration of all available
computing resources to the cloud in an
optimized way

-Use different market structures in the
energy system to coordinate the energy
generation, transmission and distribution.

-Develop a pathway for the establishment
of various financial industries to
collaborate and operate among
themselves.

-Integrate different distributed energy
sources such as RES, EV or large-scale
energy systems through data processing,
smart metering and communication.

-Improve the system efficiency,
reliability, and security of the
power network

-Ensure the smooth supply of
electricity.

-Reduce the intermittency
problems of RES.

-Obtain peak load shaving, PQ, and
frequency regulation

- High diversity

- Clean energy production

- Cost competitiveness

- Low or zero carbon emission

-Lower switch loss.

-Higher operating current and
voltage.

-Higher frequency

-Low volumes.

-Reduce harmonic
-Limit fault current
-Low volume

-Low weight

-Low installation cost

-Cost-effective

-Low power consumption
-Transfer data at high speed
-Wide area coverage network
-Long-range data transmission

-Improve the economic value and
efficiency through the appropriate
communication between different
prosumers, consumers and
producers

-Improve the development, and
operation as well as optimize the
energy dispatch.

-Support any participant in sharing
the computing power urgently

-Support several energy
transactions and business
-Improves energy utilization,
accessibility, and opportuneness

-Create vast opportunities for
investment

-Achieve high possibilities of profit
and payback

-Improve the consumption of
distributed energy resources.
-Enhances the efficiency and cost-
effectiveness of the system.

(Guo et al., 2018, 2019a; Zeng et al.,
2022; Gao et al., 2018; Chen et al.,
2019)

(Khan et al., 2022; C-c et al., 2017; Lin
et al., 2017; Zhou et al., 2017)

(Wang et al., 2018; Bjgrn et al., 2022;
Li et al., 2020; Moness and Moustafa
AM, 2015)

(Hannan et al., 2019; Hamada et al.,
2015; Dong et al., 2019)

(Hannan et al., 2019; Hamada et al.,
2015; Dong et al., 2019; Hannan
et al., 2020b; Zhang et al., 2019;
Liserre et al., 2016; Costa et al., 2017)

(Genget al., 2021; Wang et al., 2017a;
Motlagh et al., 2020; Pawar et al.,
2020; Zeadally et al., 2020; Varghese
et al., 2019; Khairy et al., 2019;
Prabhu Deva Kumar and Akashe,
2017; Petrariu et al., 2021)

(Golp?ra and Bahramara, 2020; Chen
et al.,, 2018; Peng et al., 2022)

(Zhou et al., 2016a; Wang et al.,
2017b; Kaur et al., 2020)

(Ismail and Materwala, 2018; Yadav
et al., 2018; Guo et al., 2019b)

(Motlagh et al., 2020; Sadeeq and
Zeebaree, 2021; Rath and Tomar,
2020; Chen et al., 2022)

(Palattella et al., 2016; Plazas et al.,
2020; Zhou et al., 2016b)

(Mahmud et al., 2020; Lin et al.,
2020b; Fang et al., 2020; Thomas
et al., 2019)
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The implementation of Internet technologies has led to a revolution
in the economic industry and financial technology (Palattella et al.,
2016). The development of EI needs a large amount of expenditure
which is a huge opening for financial services. Moreover, EI needs
different energy market strategies in which financial industries can
come forward and explore their chances. Besides, the progress of EI has
created a pathway for the establishment of various financial industries
to collaborate and operate among themselves (Plazas et al., 2020). In
summary, the EI platform can attract numerous financial industries by
creating vast opportunities for investment and achieving high possibil-
ities of profit and payback (Zhou et al., 2016b).

3.10. Virtual power plant

Virtual power plant (VPP) technology incorporates the scattered
capabilities of all the distributed energy sources to fulfil certain re-
quirements in EI (Mahmud et al., 2020). VPP framework exhibits the key
features and technologies including data processing, smart metering and
communication, and thus could be utilized for integrating different
distributed energy sources such as RES, EV or large-scale energy systems
(Lin et al., 2020b). Also, VPP has significant impacts on energy markets
concerning carbon trade, ancillary services, and so on. Moreover, VPP
improves the consumption of distributed energy resources, hence
helping the whole system to work efficiently and cost-effectively (Lin
et al., 2020b; Fang et al., 2020; Thomas et al., 2019). The target, exe-
cutions and advantages of various key features of EI are shown in
Table 2.

A

Ancillary Direct

— e e— — —

| National Standards

|
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The EI consists of an integrated set of components that collaborate
harmoniously. The energy router optimizes distribution from RES and
ESS. Power electronics and emerging technologies improve efficiency,
while modern communication technologies facilitate real-time data
transfer. The EMS manage the resources and controls the energy flow
while integrating with financial technologies to ensure secure trans-
actions. The data storage center aids data management and analysis
whereas the EVs are becoming important contributors to grid stability.
The energy trade mechanisms facilitate peer-to-peer trading. These in-
tegrated features constitute a responsive, efficient EI that will modernize
energy management, sustainability, and consumption.

4. Energy internet applications

The EI is an energy management system that includes both tradi-
tional power grids and DG sources. The EI is created by combining in-
formation and communication technology with energy systems. It is
made up of major components: energy systems, network systems, and
communication technologies systems, all of which are linked via energy
routers (Khan et al., 2022).

4.1. Energy internet in microgrid

The microgrid has an elementary feature in EI that operates both in
islanded and grid-connected modes (Nasr et al., 2020). A microgrid
energy management system (MEMS) is an essential tool for the micro-
grid, which takes the responsibility of cell units of energy internet

| Technical Features I
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service power . .
provision sale Dimensioy I_ _M EES_ - I !_(CEHJ_(_ Cﬁan_ )_I
A A Satisf Satisf
i i y y
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| Microgrid i Energy Management Module \: I
Aggregator (TEMS ) |
| _EEcE /Y Ii Data Data Operation Operation |!*
‘1| Prediction Analysis optimization control :l
/ | /
[72] %) %
Sl | % g \
A 3 |
5] A
Z
l , : \
\ Microgrid Level[lnternal management} [External mteractlonJ |
Market . o
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| Government Level[ Equipment Registration Management ] R?gulat(.)ry
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Fig. 4. The architecture of the microgrid energy management system in the EI platform (Hong et al., 2018).
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(Leonori et al., 2020). The microgrid MEMS is the core element that
monitors, makes schedules and controls all distributed energy resources
(DERs) and electric vehicles (EVs) and other additional devices (e.g.
protection devices) providing a secure and stable performance (Zia
et al., 2018). The main objective of MEMs is to provide an economic
operation of the microgrid by reducing its operating cost (Ahmadi et al.,
2020). The architecture of MEMS in the context of EI is shown in Fig. 4.
MEMS is classified into three dimensions such as technology layer,
market layer, and regulatory dimension. In the technology dimension,
the energy management module is responsible for data analysis, oper-
ation optimization, control, interaction, and SCADA that interconnects
with the hardware equipment. The market dimension provides
market-related functions such as direct power sales with nearby cus-
tomers providing business promotion as well as creating opportunities to
reform the power market and ancillary service providers. The regulatory
dimension carries out various functions for regulatory bodies such as
power utilities and governments in the aspects of scheduling agree-
ments, electricity contracts and equipment registration management
(Ahmadi et al., 2020).

4.2. Energy internet in electric vehicles

As the amount of CO; emission is increasing day by day, the world
moves toward the deployment of renewable energy sources and wider
adaptation of EVs (Hannan et al., 2019; Fan et al., 2017). In (Chen and
Leung, 2020; Lam et al., 2017; Muratori, 2018), the V2G system is
proposed in which the smart grid uses the energy storage of EVs and
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allows EVs to feed their batteries stored energy back to the grid as
needed. In (Liu et al., 2019a), an EI-based method for optimal man-
agement and allocation of logistics resources for dynamic optimization
of vehicles and tasks is proposed. The author in (Yi et al., 2016) pro-
posed a novel model of EV internet energy that uses EVs and charging
stations to transmit, distribute, and store energy from renewable energy
sources to places that need the energy. The concept of EV energy
internet is based on the EVs that act as a transmitter to adopt energy
from renewable energy sources (wind or solar) and then transfer to such
areas that need energy e.g. charging stations and houses. The schematic
diagram of an EV energy internet is divided into two layers as shown in
Fig. 5.

The lower layer is known as a physical EV transportation network
that consists of three parts energy generation, energy transmission, and
energy consumption. The energy generation has renewable generation
units. Energy transmission has EVs and charging stations for EVs. The
users that need energy are in energy consumption. The upper layer in
Fig. 5is an EV energy internet that shows the logical view of the physical
EV transportation network in which the charging stations acts as energy
router while the EVs work as an energy or data packet that transmits
from the energy router and receives by the user that needs energy.

4.3. Energy internet in renewable energy

The EI combines the new energy technology and information that
fulfils the efficient utilization and intelligent management of large-scale
RES (Wang et al., 2018; Hussain et al., 2019). EI efficiently manages the
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Fig. 5. Electric vehicle in IOE architecture (Yi et al.,
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dual flow energy information when it controls the various energy flows
including electrical energy, electromagnetic energy and thermal chem-
ical energy (Cao et al., 2018). Furthermore, it shares the energy
peer-to-peer between the grid and energy management system for
monitoring and controlling power generation units (Kusakana, 2020).
Although the main energy source of EI is the RES, it faces two potential
problems. Firstly, the unified energy management system is not suited
for large-scale grid-integrated RES under different geographical loca-
tions due to the intermittent and uncontrolled nature of the RES output
(Saba et al., 2021). Secondly, the centralized information management
system has the main issues related to data acquisition, data storage and
data transmission because of the numerous intelligent devices and high
growth of energy data in EI (Strielkowski et al., 2019). The main
problem in EI architecture is related to the method in which the RES can
be safely and steadily connected to the EI for real-time energy sharing
and efficient management. In (Du et al., 2018) proposed the hierarchical
integration of RES architecture with the EI, as shown in Fig. 6.

In (Du et al., 2018), the architecture is divided into three layers; the
E-edge layer, regional E-fog layer and cloud layer. The e-edge layer is the
most basic energy unit which is the part of the demand side and the
supply side of energy in the EI In the E-edge layer, the E-microgrid is a
dual flow management centre that is responsible for managing each
E-edge unit’s external energy demand and supply. It can work in the
grid-connected mode and simultaneously store information connected
with the E-edge units. In the E-fog layer, the independent power gen-
eration system (IPGS) may comprise a considerably large power gen-
eration unit or power plant that is connected to E-fog to ensure stable
and safe operation. The E-fog layer is defined as a regional control center
with a dual flow of information and it is tasked to provide geographi-
cally proximal E-microgrids. Similar to the E-microgrid of the E-edge
layer, it is connected with a more demanding and resourceful control
centre and data storage infrastructure or facility. It supplies power and
energy to territorial demand sides which are of larger scale such as
factories, EV charging stations, skyscrapers, etc. Lastly, the cloud centre

E-edge layer )
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controls the scheduling of power and interconnection of power and
energy between E-fogs. In the cloud control centre layer, it only pro-
cesses the information and interacts with information with others. Cloud
centre ensures the balance between supply and demand, provides the
monitoring of the power grid, and the maintenance and the security and
protection of the network. The responsibility of territorial energy dis-
tribution and coordination is also ensured by the cloud centre. EI ar-
chitecture solves the problems due to the large-scale connection of the
RES grid and also resolves the dynamic usage and real-time issues
related to the distributed RES. This architecture is established on the
concept of peer-to-peer and open information and energy or power
integration.

4.4. Energy internet in building energy management

El-oriented building energy management (BEMS) is significant in
minimizing energy consumption and CO, emissions. The target of en-
ergy conservation is achieved by exchanging information on energy
supply and demand (Luo et al., 2020). Several researchers have pro-
posed zero energy building (ZEB) to optimize the cost, economy, and
energy consumption of renewable sources (Wu et al., 2018). The result
illustrates that ZEBs are the solution to fulfil the objectives related to
efficient energy management, control and energy cost reduction
(Bourrelle, 2014). The feasibility of net-zero energy building (nZEB) is
investigated from the technical, economic, environmental, and social
perspectives. The study demonstrated the benefits of nZEB over con-
ventional buildings with regard to carbon emissions and cost savings
(Cano et al., 2014).

In Europe, several EI-based BEMS have been introduced employing
various modelling, energy consumption and management techniques as
well as smart energy-efficient middleware for public spaces (SEEMPubS)
projects. The SEEMPubS is applied to historical buildings using
computer-based energy management and control systems (Salerno et al.,
2021). The BMES integrated with the EI platform is shown in Fig. 7
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Fig. 6. Renewable energy integration in IOE architecture (Du et al., 2018).
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where EV, solar energy, wind energy, hydroelectric energy and natural
gas power plants are connected to the main grid. The appropriate power
exchange, balance and control are carried out using a grid management
system and accordingly, the information is transferred and stored in the
cloud storage and internet centre for future analysis.

5. Energy internet methods

Recent methods have been developed for the advancement of EI
applications for electricity distribution and management systems and
efficiency improvement. These methods include the thermo-electric
decoupling method to manage the distributed energy systems (DES)
with wind power and solar power; DES with wind power and fuel cell
power; and DES with wind power, solar power, and fuel cell. The
method of battery charging and discharging model for peak load shifting
based on IE has also been developed to address the peak load shifting
problem. Recent approaches such as the neural network approach for
energy management issues, reinforcement learning method, deep
learning algorithm, heuristics algorithm, and others have been devel-
oped and consequently described in detail in the following subsections.

5.1. Thermo-electric decoupling method

Distributed energy systems (DES) have many types such as DES with
wind power and solar, DES with wind power and fuel cell, and DES with
wind power, solar, and fuel cell (Hou et al., 2021). Since DES becomes
an issue of energy, the existing system evaluation methods are mainly
created for a single energy system. The flow and topology of energy in a
single graph are difficult because the composition and structure of

Energy Reports 10 (2023) 3970-3992

El-oriented DES are complicated. In (Perera et al., 2021), the
single-layer bus structure could easily balance energy equations and
equipment constraints for different power supplies, such as electricity,
heat, energy storage and cooling-heat-power conversion devices. How-
ever, the grid is simplified into a single layer, the electric and heat bus
have different transmission characteristics and their network losses are
not well analyzed, thus it cannot meet the requirement of the precision
of the model. Therefore, the two-layer bus structure is developed based
on the thermo-electric decoupling method, which separates the electric
and heat systems as shown in Fig. 8. According to (Perera et al., 2021)
the balance equations and constraints of the external electric bus and the
internal bus model are expressed as below,

Pyria + Ppy + Pwr + Ppgu + Le + Pes + Pec + Piogs = 0 1
Orcugwr + Qboiter + Lirear + QS hear + Qlossrear = 0 2
fXp,P) =0 3
Tin < H(X, pt, P) < hinax @

where Pg4is grid exchange power, Ppyis the PV output power, Pyris the
wind turbine output power, Py, is the output power from combined heat
and power (CHP) unit, Lgis electrical load, Pgsis the exchange power
from energy storage, Pgcis the electric chiller consumption power, Pjyis
the network loss, Qpgu,wris the heat production from CHP unit, Qpojeris
the heat from the boiler, Ly.,is the heat demand, Qgs peqaris heat con-
sumption from the energy storage, X, yand Pdenote the state variable,
dispatch optimization variable and power injection value, respectively.
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Fig. 8. Two-layer bus structure of El-oriented DES optimization.

5.2. Neural network approach for energy management issue

With the help of the EI concept, multiple MGs are connected and send
electric power from one MG to others via an energy router. An energy
management issue occurs due to an MG connected with energy routers.
For each MG in EI, the local battery energy storage (BES) devices and
controllable microturbines are assumed to regulate the power deviation
on the power bus. If the MG does not achieve the power balance, then
the energy router implements the wide-area energy routing strategy
such that the local MG can transmit into/out the external power. In (Hua
et al., 2019), a novel hybrid approach with recurrent neural networks
(RNNs) is proposed to achieve an accurate prediction model for both
photovoltaic panels (PVs) and loads. A dynamic programming approach
is introduced and a stochastic optimal control problem is formulated to
address the energy management issue. The mathematical hybrid
modelling for PV and loads are expressed in (Hua et al., 2019), using the
following equations:

Pry (1) = PRy (1) + Pootar (1) Py (1) %)
dP} (1) = kpy (Hpy — Phy (1)) di + opvdapy (1) (6)
PL(t) = PL(1) + P(1) )
dP§ (1) = ky (ug, — P(t))dt + o, dewy (1) (8)
APy (t) = — TL (Purr (1) = Knprittrr () ©
MT
dsoc(r) = "1Pes(0)Paes (1) BES(S)P bes(t) 4 (10)
PER(I) = KERMER(I) D

where Ppyis solar PV power, Py is the solar radiation,P.is the load
power,PY and P, denote the deterministic and stochastic part of Ppy,
respectively, PPand Piare the deterministic part and stochastic part of
Py, respectively. Pggsis the BES power, Qis BES capacity, Pyris the
output power of micro-turbine, Kyrand uyr are the control signal gain
and control input gain, respectively,k, u, care the constant parameters,
w(t)is the Weiner process,Kgris the pre-set value for the power trans-
mitted through the energy router.

The deep learning algorithm can handle the big volume and high
dimensional nonlinear data (How et al., 2020). The sophisticated
deep-learning algorithm fulfilled the short-term and long-term fore-
casting of wind power. In (Zhou et al., 2017), the authors presented a
deep learning-based short-term wind power forecasting model that
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combined the stacked autoencoders (SAE), the genetic algorithm, and
the backpropagation algorithm. An energy management problem is
formulated as a three-stage Stackelberg game, aiming to minimize the
individual payoff while ensuring system reliability and satisfying con-
sumer energy demands. A three-stage optimization problem is addressed
by using demand strategies and optimal prices. After, the theoretical
framework of the energy management algorithm is analyzed including
Nash equilibrium and Stackelberg equilibrium. The simulation results
demonstrate that the proposed model has a low prediction error in the
optimal payoff of the microgrid. The objective function of the utility
company Ug(Lmgpg)is developed considering electricity generation cost
and the pollutant emission cost while the line loss and power loss in-
efficiencies are taken into consideration to formulate the objective
function of the storage company, Us(Lnsps). The necessary mathemat-
ical expressions that are used in (Zhou et al., 2017) are shown as in the
following equations:

Uy (LingPe) = Ry (LigPe) = Co(€eLimg) — Iy (€¢Lumg) 19)
Ry (LmgPs) = Lung Py (20)
Col€eLng) = ag(€cLmg)’ + by (€lmg) + ¢ (1)
I (eLng) = aq (eng_g)z + By (€eLmg) (22)
Us(Lus.ps) = Ry (Lus.ps) — Cs(&:Lins) (23)
Ry(Lnsps) = Lusps 24
C <83Lm75> = M (25)
NNy

where Rg(Lngpg)and Rs(Lin s ps) represent the electricity revenue related
to the utility company and storage company, respectively. The objective
functions of the power generation and the pollutant emission are
denoted as Cy(&gLmg)and Iy(eeLng), respectively. Ly cand Ly s denote the
amount of electricity bought from utility companies and storage com-
panies, respectively. p;andp,are the unit cost of electricity of the utility
company and storage company, respectively. ag, be, cg, agare the cost
parameters of Cg(€gLmg).€gLmgand &Ln s are the electricity generated by
the utility company and storage company, respectively to satisfy the MG
demand. Cs(eLm;)is the objective function of energy storage. n.and
nqare battery charging and discharging efficiencies, ¢; which is the
operation and maintenance cost.

5.3. Battery charging and discharging model for peak load shifting

Nowadays, the consumption of energy increases which causes a
shortage of energy during peak loads. In general, the additional energy
stored during the off-peak load period can be utilized during the peak
load period by adopting a peak load shifting method with low energy
demand. The EI framework addresses the peak load shifting problem. In
(Lin et al., 2017), The authors employed the EI platform to explore the
peak load shifting problem in which end-users have the opportunity to
charge and discharge the energy storage facilities to reduce the total
operational expenses, as depicted in Fig. 9(b and c).

In this framework, each end-user in the energy market can act as both
supplier and demander. The energy is stored from both renewable en-
ergy sources and a conventional grid. A mathematical programming
model-based battery charging-discharging and scheduling approach is
established to minimize the energy cost and energy waste of grids. The
objective function and constraints are formulated to reduce the energy
consumption of the end-users which is written in (Lin et al., 2017) as
follows:

MinimizeCyig + Cy + Cres — Bytore 12)



M.A. Hannan et al.

Power generation] Control center

Distribution grid End-users

Bis (F.

Energy storage

Information flow

(a)

Energy Reports 10 (2023) 3970-3992

Power generation Control center Distribution grid End |-users
f@] B
7

Energy storage

(b)

Fig. 9. Peak load shifting in EI framework (a) battery charging during off-peak load duration, (b) battery discharging during peak load duration.
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where Cgrgis the grid energy usage cost. Cpis the energy-storage facil-
ities maintenance cost. Cy; is the end-users renewable energy cost. Byre
is the income generated through selling energy of own energy-storage
facilities.RTP;(t)is the real-time price at the t-th hour on day i. Elis
grid energy consumed by the end-users at the t-th hour on day i. Egsytis
the grid energy used by the end-users to charge electricity at the t-th
hour on day i §g;9denotes the decision variables to decide whether the
end-users are charged to use grid electricity. P is the amount of energy,
P}, Pior.and Py, are the unit cost of power-conversion-system, energy
storage and balance-of-plants, respectively. Cpy and C,,;,4 are the cost of
producing solar PV and wind energy, respectively. In (Rahimi et al.,
2013), BES is adapted to shift the peak load of grids in which the
remaining unused amount of energy can be stored during off-peak load
so that it can be supplied later during the storage or peak load period. An
optimal charge/discharge interval is developed to reshape the aggre-
gated load profile.

5.4. Reinforcement learning method

Energy systems adopt reinforcement learning in various fields such
as optimal control for the multi-agent system (Li et al., 2020), optimi-
zation control of reactive power (Zhang et al., 2014) and design
controller for fault diagnosis (Wang et al., 2016) etc. Besides, rein-
forcement learning is used in energy management systems such as to
obtain the optimal control of the dynamic energy management system
(Rahbar et al., 2014) and the minimization of the economic cost of the
energy management systems. A work by (Lee and Choi, 2019) presented
areinforcement learning-based energy scheduling approach to minimize
the consumer electricity bill in a smart home with a rooftop solar PV
system. A home energy management systems (HEMSs) optimization
problem and constraints are formulated aiming to reduce the total
electricity cost and user discomfort cost, as expressed in (Lee and Choi,
2019), in the following equations:

Min Zﬂ,E’m ey | 1|

e, Tm —
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whereJ; (E™)and J»(T™) represent the total electricity cost and penalty
cost involving consumer discomfort cost, respectively. z;is the time of
use (TOU) electricity price. E'is the total energy consumption under PV
generation output. ¢is the penalty factor for user discomfort cost.T"and
T*are the indoor temperature and consumer temperature, respectively.
>~ Eq,is the total energy consumption of all appliances. Efvis the output
aeAd

of PV generation. a € 4%, a€ AN, ac A% and a € 4*denote the
reducible, shiftable non-interruptible load, shiftable interruptible load
and uncontrollable appliances, respectively.

5.5. Peer-to-peer energy trading framework

The concept of El is to share and coordinate the energy from one MG
to another, However, EI shares the energy from energy storage if the MG
cannot fulfil the demand. To distribute the energy from the MG effi-
ciently, a peer-to-peer (P2P) energy-sharing mechanism is adopted that
is a suitable model for energy trading in future microgrid distribution
systems (Saba et al., 2021). The real-time price (RTP) and time storage
dynamics, gtare electrical loads and d; is the demand of energy
consumption.

5.6. Heuristics algorithm for cooperative energy transportation and
storage

In EI, the help of bi-directional energy transportation adopts P2P
energy sharing between the power distribution network (PDNs). PDNs
are connected with the energy router that provides energy conversion
between the microgrid and renewable energy access. However, in EI,
cooperative energy transportation and storage are not resolved properly.
In (Huang et al., 2019), a three-layer architecture is designed to develop
an efficient schedulable distributed renewable energy source in a PDN
using an EI platform. The power line communication (PLC) based power
router not only supports the power flow transmission in the multipath
but also utilizes the energy storage capacity (Takahashi et al., 2015).
The stability of energy transfer of the power router is classified by the
smart control method proposed by (Sun et al., 2017) that also detects the
fault domain. A multi-agent-based consensus algorithm was presented to
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keep the voltage angle and amplitude of all PDNs stable (Sun et al.,
2015). In (Hou et al., 2017), a novel heuristics algorithm is designed
combined with two strategies; one with the least distant energy storage
and the other is the highest-utilized energy storage. A complementary
platform is built using Software-Defined Networking (SDN) to make an
effective decision for cooperative energy transportation and storage. The
objective function problem and related constraints are formulated in
(Hou et al., 2017) to minimize the total electricity price, as shown in the
following equations:

MinimzeP),. Z [Be(vi,1)] + P Z Z [Be('v,1)] + P;. Z Z [De('v,1)]

1€r.n] 1€t ]VE[v2 v V] 1€ty 1rVeva vV
Vi:TC(t) = C‘Z [Eini(D).D(viv;)] (27)
ViEVVEV AV
Ve€E,t:y Y [Eay(n)l"] <C (28)
Vi€EVVEV v #V;
Wi t: [RE () + > RE, (1)] <G, 29)
kelvz V]
Vit |RE}(1) + RE;(1)| < Cpy (30)
kE[vy,v|V]

where the term P,. Y [Be(vq,t)] Pn. >

tety t2]

>

te(ty tr]Ve[va,v|V]
energy price that borrows from the main grid and PDN, respectively. The

term P;. Y. > [De('v,t)] represents the energy cost of buying local
tefty trlveva v|V]

energy. C is the transportation cost (per unit energy/distance), E,;;(t) is
the energy transported from the power router, D(v;V;) and is the route

[Be('v,t)] denotes the

V;.Vj

length from i to j. ¢’ is the boolean variable. RE,; and RE; are the

redundant energy of the main grid and PDN, respectively. The terms

> REy,and ) RE (t) are the total redundant energy trans-
ke[vav|V] ke[vav|V]

ported from PDN to the main grid and from without energy storage PDN
to energy storage PDN, respectively.

5.7. Greedy heuristic approach in EVs

The applications of EI in EVs enable EVs and charging stations of EVs
to transmit, distribute and store renewable energies. The V2G concept in
EI allows the EV batteries to charge first and then feed their energy to the
grid as needed (Sufyan et al., 2020), (Shi et al., 2020). However, the
exploration of the suitable location of charging stations for EVs in the EI
platform is a challenging task (Peng et al., 2017). In (Tang et al., 2019), a
bipartite graph model is used to discover the energy routers from energy
sources to charging stations in traffic jams. In (Rigas et al., 2018), a
greedy algorithm is adopted to schedule and assign energy in the EV
energy internet. In (Zhao and Lu, 2019), a greedy heuristic algorithm
based on adaptive large neighbourhood search (ALNS) is proposed to
solve the problems of energy routers applied in real-world EVs in the EI
platform. The generalized cost function and optimal feasible routes of
ALNS are expressed using the following equations:

fge"(s) :fubj (S) + aftw(s) + ﬁfmp(s) + yfharr(s) (31)
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Min Z Cr Xy (32)
r€Rmodel

sty apx, =VieN (33
r€Rmodel

X, = {07 I}Vr S Rmodel (35)

where f,;is objective value. @, f and y are weight penalties. fg, foqpand

(26)

frardenote the penalty terms related to window violations, capacity vi-
olations and battery capacity violations, respectively. The local opti-
mum feasible routes during the iterations of the ALNS are denoted as
Rmodel: The route cost of router r is recorded by c;.xris the decision
variable which is 1 if route r is chosen in the optimal solution and
otherwise 0. ay;is 1 if customer i is visited by route r and otherwise 0.

5.8. Fuzzy controller for efficient data transfer

The fuzzy logic is used in the EI platform in various ways. A work in
(Shah, 2018) proposed a fuzzy logic model to optimize the network
performance through fuzzy inference rules and energy-efficient possi-
bilistic routing by regulating the transmission of the routing request
packets aiming to decrease the packet loss and increase the network
lifetime. In (Nur Altun et al., 2018), The Internet of Things (IoT) enabled
fuzzy logic is employed to optimize the energy efficiency of RESs by
considering various factors including battery occupancy ratio, envi-
ronmental conditions and light intensity. In (Collotta and Pau, 2015), a
fuzzy logic-based home automation environment utilizing Bluetooth
Low Energy (BLE) mechanism is suggested to improve power manage-
ment in smart homes. In (Sankar and Srinivasan, 2018), a fuzzy
logic-based energy-aware routing protocol (FLEA-RPL) is presented to
explore the best path for data transfer of the network efficiently using
residual energy, routing metrics load and expected transmission count
(ETX). In (Kumar Kashyap et al., 2019), an adaptive neuro-fuzzy clus-
tering algorithm (ANFCA) is developed using fuzzy rules, sets, and
membership functions to choose the suitable number of cluster heads
and distribution of loads among the sensors. The expression for cluster
head’s energy consumption that was expressed in (Kumar Kashyap et al.,
2019) is written as follows:

{

where x,, e, m, h, BS and CH stand for the total number of sensor nodes
connected to cluster head nodes, m-bit data, nodes, base station, and
linguistic variable chance, respectively.E.is the energy dissipation in
the electronic circuit. The energy consumption factor in the free space
path and multipath fading are denoted asepyrand e, respectively.

(2 = VYMEuiees + XuamEqq + MEtect + Mgy ops, h € CH

c
dst

(h) = (36)

2
MEjeer + mef?plmogs, h € non — CH

5.9. Deterministic method

Mixed-integer linear programming (MILP) is a deterministic method
that is flexible and powerful and is employed for analysis and optimi-
zation in high-dimensional and nonlinear systems. In (Al-Azez et al.,
2019), an energy-efficient cloud computing platform-based MILP is
designed to optimize the location and the placement of Virtual Machines
(VMs) to minimize the power consumption caused by traffic aggrega-
tion. In (Dhungana and Bulut, 2020), a MILP-based wireless charging
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method is designed to determine the charging relation optimally be-
tween IoT devices and smartphones. In (Yan et al., 2018), a MILP is
applied on a combined power and natural gas network in the EI platform
to optimize the cost of lost load through the development of a risk
evaluation model including transmission line contingencies, load fluc-
tuation and natural gas pipeline contingencies. The objective function is
formulated using the value of lost load (VOLL) of natural gas and the
quantity of lost electricity load. The constraints include natural gas
source output, node pressure, gas flow and gas compressor. The target of
the objective function used in (Yan et al., 2018) is to minimize the
economic loss as shown in the following equation:

Minimize Z Cg, X wle, + ZCek X pdcy (37)

reSWL resSD

WSt < WS, < WSP™Vh € SWS
min <m< ﬂmax
o —F™ < fp, <FI™, p €SP 38)
7 < Yem;,0 < fc. < F™ ¢ € SC
PG™ < pg; < PG™ Vi € SEG
—F™ < fl; < F™ V] € SEL

where SWL and SD denote the set of natural gas load nodes and elec-
tricity load nodes, respectively. Cg-and Cey are the VOLL of the r-th node
and k-th node, respectively. The quantity of lost gas load in the r-th node
and quantity of lost electricity load in the k-th node are represented
bywlc,and pdcy, respectively. The natural gas output constraints are
denoted as WS'"and WSp* that is limited by the device capacity and gas
pressure. The lower and upper limit of gas pressure of the i-th node are
characterized as #M™"and #>, respectively. The upper limit of natural
gas flow in p-th pipeline and power flow in [-th transmission are recor-
ded asF,"*andF;"™", respectively. ¥ fcandflstand for compressor factor,
compressor gas flow and transmission power flow, respectively. The
minimum and maximum electricity generation output are denoted as
PGM"and PG, respectively.

5.10. Stochastic programming method

Stochastic programming provides a framework that can solve opti-
mization problems under various uncertainties. Another work in (Reddy
etal., 2017) assessed the stochastic programming method in a smart grid
aiming to optimize the objective function of energy generation cost,
power transmission planning, power loss, fuel cost, economic dispatch,
voltage control, load allocation, voltage stability enhancement, reactive
loss minimization and emission. The authors in (Zhang and Cao, 2019)
applied the stochastic programming methodology to investigate the
safety requirements and constraints for mobile edge computing on the
internet of vehicle applications under the uncertainties including con-
nectivity between server and vehicle users, vehicle random movement
and varying traffic load. The proposed approach considers energy con-
sumption to minimize the total cost-effectively through the offloading
decision-making process. From (Zhang and Cao, 2019), the mathemat-
ical expressions for the total energy consumption for the i-th user are
presented in the following equations:

cl __ ptran cl local i
E; (k, T,.;.) = E (k, T,.;.) +E" (k, Tl.;) (39
ran c nml c
E (k, T[,?) = Pit}s (k T‘) (40)

Efc;m/ (k, T[a/) _ é(fl) (Iouzl e <k, Tj‘z/) 41)
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00therwise

where energy consumption for workload transmission and the energy
consumption for local computing for the i-th user are denoted by
ngj“”and E{”jwl respectively. T“ is the actual time consumption of the i-th
user related to mobile edge computing server j.P;is the transmitted
power.¢is the chip architecture coefficient. The time consumption for
sending workload and unsent workload are represented by t?e-"dand
¢, respectively. D“’“e"‘ls the quantity of unsent workload. Cand

fl-stand for workload capacity and computing capacity, respectively. The
summary of different methods in the EI platform focusing on objectives,
parameters, constraints and achievements is presented in Table 3.

6. Open issues of energy internet

As described above, The EI has many advantages for reliable oper-
ation and control in power systems by managing the information pro-
vided via its components. This will result in significant financial savings
as well as a large reduction in energy waste. However, for efficient
operation of an EI system, there are some challenges to achieving
optimal EI operation in terms of energy distribution and management.
These challenges are highlighted in this section for future energy data
dissemination and management.

6.1. Energy internet reliability and safety issues

EI aims to integrate internet information technology with energy
technology providing a secured and reliable power transfer between
distributed ESS and various types of loads (Ren et al., 2021). However
misleading information and incorrect decisions in El-based ESS may
damage power systems and unbalanced grid operation (Liu et al., 2020).
Moreover, the voltages vary depending on the battery condition and
SOC (Hannan et al., 2020c). Moreover, the unreliability in the existing
power network system occurs due to a lack of fault diagnosis, efficient
monitoring and maintenance of the systems (Ahmadi et al., 2020). An
efficient ESS plays a key role in stabilizing the power quality and can
ensure an uninterrupted power supply to the load by balancing the
power with the grid (Wang et al., 2019). The robustness of the energy
grid increases if the energy is stored in the grid at a sufficient amount
and delivered cheaply and efficiently (Liu et al., 2019a). Hence, smart
power infrastructure along with the monitoring and control system is
required to develop reliable El-based ESSs.

6.2. Strategic issue of energy internet standards and protocols

Energy systems are rapidly upgrading with time. The future energy
system and the future grid are the energy internet. Also, El is involved in
many industries 4.0 and different sectors. However, the concept and
execution of EI vary from country to country due to their different
standards and models of EI (Rana, 2017). Therefore, the strategic issues
of El including various standards and protocols need to be studied. Since
there are some standards related to the power grid, smart power dis-
tribution and communication protocols, e.g. IEC standards, NIST stan-
dards, CGCC standards and Ethernet, GPRS, LTE, Wi-Fi and Zigbee have
been embraced. In addition, the plug-and-play concept is proposed in
which it cannot detect any devices or equipment type based on the load
characteristics without a standard protocol and interface (Joseph and
Balachandra, 2020b). Thus, an open-source, systematic, professional
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Table 3

Analysis of various methods used in the EI environment.

Energy Reports 10 (2023) 3970-3992

Ref.

Method

Objective

Parameters/Constraints

Contributions

(Perera et al.,
2021)

(Hua et al.,
2019)

(Zhou et al.,
2017)

(Lin et al.,
2017)

(Li et al.,
2020)

(Saba et al.,
2021)

(Hou et al.,
2017)

(Zhao and
Lu, 2019)

(Kumar
Kashyap
et al.,
2019)

(Yan et al.,
2018)

Thermo-Electric
decoupling method

Neural network approach

Deep learning algorithm

Battery charging and
discharging model for
peak load shifting

Reinforcement learning
method

P2P energy trading
framework

Heuristics algorithm

Greedy heuristic
approach

Fuzzy method

Deterministic method

-To determine the energy flow and equipment
power balance equations.

-To obtain an accurate prediction model for PV
and loads.

-To develop the big data-based wind power
forecasting technique.

-To improve the EMS

by considering utility companies, ES
companies, the microgrid, and electricity
users.

-To reduce the total operational expenses
through charge/ discharge energy storage
facilities

-To achieve the trade-off among power
transmission cost, DG cost, BES charging and
discharging power cost

-To obtain higher renewable energy
penetration and cost-saving using El-based
P2P energy transactions and coordination
integrated with the ADMM algorithm.

-The heuristics algorithm is combined with the
SDN platform to provide decisions for
cooperative energy transportation and storage.
-To minimize the total electricity price.

-To find the optimal feasible routes in real-
world EVs under the EI platform using a greedy
heuristic ALNS.

- To select the suitable number of cluster heads
and distribution of loads among the sensors
using ANFCA

-To optimize the cost of lost load using MILP
integrated with a combined power and natural
gas network in the EI platform.
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-Grid exchange power.
-Electrical load and network
loss.

-PV and wind turbine output
power.

-Electric chiller consumption
power

-Heat production from CHP
-Heat consumption from storage
-PV power and solar radiation.
-Load power, BES power and
capacity.

-Control signal gain and control
input gain.

-Electricity revenue related to
utility company and storage
company.

-Amount of electricity bought
from utility company and
storage company.

-The unit cost of electricity.
-Battery charging and
discharging efficiencies.
-Operation and maintenance
costs.

-Grid energy usage cost, energy-
storage facilities cost and end-
users renewable energy cost.
-Solar PV and wind energy
generation cost.

-Grid energy consumed by the
end-users

-Unit cost of power-conversion-
system, energy storage and
balance-of-plants

-Power flow of photovoltaic,
wind turbine and load

-Power generation by
microturbine, DG, fuel cell and
BES

-BES charge/discharge power
and state of charge (SOC)
-Co-efficient microturbine, DG,
fuel cell and battery charge/
discharge efficiency.
-Transactions within the
neighbourhood level.
-Transaction between customer
and utility company

-EES operational cost.

-Battery charging and
discharging rate.

-Cost of borrowing electricity
from the main grid

-Energy cost of buying local
energy.

-Redundant energy of the main
grid and PDN

-Energy transported cost.
-Penalty to window violations,
capacity violations and battery
capacity violations.

-Route cost of the router.
-Local optimum feasible routes
-Total number of sensor nodes
connected to cluster head nodes
-Energy dissipation in the
electronic circuit

-Energy consumption factor
-VOLL of natural gas and
quantity of lost electricity load.
-Natural gas source output, node
pressure, gas flow and gas
compressor.

-Reduce dimension and the complexity of the
system

-Enhance flexibility, accuracy and optimal
planning model.

- Neural network-based stochastic optimal
control in the EI platform is proven effective.
- Controls the power deviations through the
utilization of BES, micro-turbines and energy
routers.

- The optimal payoff of the microgrid is reduced
ensuring reliable operation of the system while
satisfying the electricity demands of the users.

-Achieve peak load shifting and reduce energy
loss using renewable energy and energy storage
facilities.

-Provide efficient energy trading in the EI
framework between grid energy and
renewable energies.

-The proposed deep reinforcement learning
achieves better performance than the optimal
power flow solution.

-Restrict the power exchange between the EI
network and the external grid.

-The proposed method utilizes the BESs more
rationally.

-Provide an efficient and flexible distributed
energy management and

control operation.

-Lower economic cost is saved following real-
world renewable energy datasets and real-time
electricity prices.

-Reduce the electricity

cost by 58% compared to the benchmark case.
-Achieve the energy transportation cost savings
by 89%.

-Obtain operational cost savings by 7.52%

-The proposed method is superior to other
methods concerning network lifetime, cluster
formation, energy expenditure and standard
deviation of residual energy.

-Achieve minimum economic loss through the
cost of losing load minimization model and the
adjustment of the combined gas and electricity
system

(continued on next page)
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Table 3 (continued)
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Ref. Method Objective

Parameters/Constraints Contributions

(Zhang and
Cao, 2019)

Stochastic programming

methods X . L
internet of vehicle applications

-To investigate the safety requirements and
constraints for mobile edge computing in the

-Electricity generation output,
electricity load nodes.
-Connectivity between server
and vehicle users.

-Vehicle random movement.
-Varying traffic load.

-Actual time consumption for
sending workload and unsent
workload

-Evaluates the risk level of the gas and
electricity system accurately.

-Minimize the total cost-effectively through the
offloading decision-making process.

and coordinated standard and protocol should be formed.

6.3. Energy internet security

In recent times, many issues have been raised about energy infor-
mation transmission, cybersecurity challenges of the communication
systems, cloud energy storage privacy protection, false data injection,
eavesdropping etc (Rath and Tomar, 2020; Eissa and MH, 2019). The
electric power systems integrated with the EI operating system could
have been hacked if security in not been tightened up strongly (Zeng
et al., 2020). In EI, the privacy protection issue is very critical because of
the vast amount of information on energy, the grid and users. Therefore,
fog cloud computing can be utilized to ensure that data is protected and
encrypted in the cloud (Yaghmaee Moghaddam and Leon-Garcia, 2018).
The high authorities such as the government, organizations and
educational institutes should take the great initiative to come up with
security privacy protection for EI.

6.4. Energy internet cost

Cost is another main issue of EI-based ESS. EI is the combination of
renewable energy and battery energy storage systems so it includes ESS
material cost, energy cost, operating and monitoring cost, infrastructure
cost, energy routers cost etc. The integration costs of renewable sources
such as solar energy vary gradually (Notton et al., 2018) whereas the
initial investment cost of wind energy and geothermal energy is high
(Hrncic et al., 2021). Many researchers are working on the cost esti-
mation model of EI. Therefore, the development of a cost-effective and
feasible EI-based ESS system is a challenge for the future development of
EL

6.5. Energy internet complexity

The power system has a complex structure and physical properties
containing generation, transmission, and distribution under high-
dimension, nonlinear, time-invariance conditions. Moreover, the
communication network consists of vast amounts of data, information,
analysis and optimization which are tough issues to be explored (Zhou
et al., 2016a). In line with that, designing, modelling and analyzing the
communication infrastructure of EI are challenging. Furthermore, the
safety and reliability of the power system interconnecting with the
various communication networks have become a concerned topic (Wang
et al., 2017a). In addition, the energy router is a crucial and core
component in the EI platform that can dispatch, manage and exchange
energy flows and information to fulfil the demand of the system (Guo
et al,, 2019a). The effectiveness of EI depends on proper routing
mechanisms so that the quality of energy flow is maintained and energy
is routed to the appreciated load accurately. Thus, the energy router in
EI requires a reliable communication structure that can make automatic
adjustments and stimulatingly assess the energy information in real
time. Thus, an advanced communication infrastructure needs to be
designed that improves the energy efficiency of the system as well as
provides real-time management of energy supply and demand. The
detailed issues and challenges of EI, their causes, impacts and remedies
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is presented in Fig. 10.
7. Global landscape of energy internet projects

EI has been an emerging research subject in many developed coun-
tries around the world. While considering the smart city development,
the innovative use of widespread IoT-enabling technology, including
5 G, Al, sensors and green energy utilization is considered (Lai et al.,
2020). The integration of the EI concept is critical in the establishment
of smart cities (Savithramma et al., 2022). Smart cities may optimize
energy usage, reduce carbon footprints, and improve sustainability by
using advanced technologies such as IoT, Al, and real-time data ana-
lytics, resulting in more efficient and eco-friendly environments for both
residents and industries worldwide (Razmjoo et al., 2022). There were
several ongoing and emerging real-time implementations of EI projects
around the world. In Germany, the E-Energy concept is adopted which
transforms the whole transmission grid in the energy internet through
information and communication technology (E-Energy, 2020). In the
US, the future renewable electric energy delivery and management
proposes the concept of energy routers and accordingly builds a
plug-and-play of high-efficiency distributed renewable energy and
storage devices (Wu et al., 2021b). In Switzerland, the vision of a future
energy network is introduced which consists of two concepts such as a
hybrid energy hub and an energy interconnector (Maroufmashat et al.,
2019). In Japan, the digital grid power router is described (Japan In-
dustry news, 2023). In China, the net energy concept is presented, which
integrates the energy network with cloud computing (Liu et al., 2019b).
In Australia, Siemens and Swinburne University of Technology have
collaboratively established the Siemens Swinburne Energy Transition
Hub in Melbourne, with a substantial $5.2 million investment. This
innovative hub aims to create Australia’s most advanced future energy
grid laboratory, facilitating research and industry collaboration to
develop greener and more efficient energy systems (Australian Trade
and Comisssion, 2023). Moreover, EI optimizes EV charging networks
using advanced connectivity and data analysis, assuring effective energy
use, decreased carbon emissions, and increased urban mobility,
harmonizing with the sustainability objectives of smart city applications
(Haidar et al., 2015). The global panorama of EI projects demonstrates
the innovative potential of the new technologies in transforming the
energy sector. These initiatives, which span countries and applications,
represent a concerted drive towards a more sustainable energy future.

8. Future prospects of energy internet

It is becoming more and more obvious when we consider the po-
tential of EI as it can significantly impact the generation, distribution
and management process of the energy sector. The EI has the potential to
transform the global energy landscape through innovations which are
expected to improve efficiency, sustainability, and resilience as it con-
tinues to develop at a rapid rate. The study aims to provide a compre-
hensive overview of the field of EI considering the features, applications,
methods and issues. Considering the previously discussed issues and
challenges, the following recommendations are proposed for the future:
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An efficient ESS can secure and reliably
supply load power by adopting an appropriate
exchange power with the grid.

Control and management of ESSs can be used
to improve power quality.

*Interrupts the power
system management, hence affecting
the grid operation and balance conditions.
*Reduces the reliability of the existing power

network.

*Discourages stakeholder and policymaker

Incorrect
information and decisions.

Solar integration costs
fluctuate

3
35 g = 2
g'-g < %.SE ® T
n © ™ = ; . R 3 =0
39§ G = Lack fault diagnosis, monitoring, & _‘&:’ 2 g 338
> 20 o . 17 (0]
_rés_ﬂcia %E"e_ﬁ g maintenance. -% ‘q;)’gs; €8s
-~ . — —
88 Jg » @ 6.9 5 8w SE g 25
7R 52 >¢ B L E® - @ g3z . >0T
(@) = Sox 32 > Reliabil © S . © > SE L 3
QOS85 e 6 >5 E 2 g5 2l Ly S8, . Ooaas g oo
— > 1 L —_—
OXEg ::E.f_ug Tw @ maandsafetyoa> 9%%% °© S 9owan 2ag 9
- = 3 o ® g O O O &« T O = (] ' L2 © =]
F2E2 %oto S8%5E &8 >5 2382 5P%Ev EE2E
Z°c° Hols 3 >5 T © 29 tgmce c2wls €235
&5 6 ecvw® Qo <& El 55 957 ° mggg.'g N
jsS O € (o] n = c S o .Q E v © c O w
Z2ccs Sggg $E£5 K 8E £wig SEEST SSus
= = = P S
gpBd $335 8% “O 253c £8:3:8 EE:i:
= o o k= =2 .= o ®'% Q 5
=59 22823 g4 Costof El o & 0°288 <cx 3>
w58 L 2 o S o pus * 1] S S
°ge3 22368 pi e g Seoy ggEe
© O = o v = c = (R )
TS0 g ° ¥ & o O 8 . . g S5 ET o5
S >0 5 00 o Primary cost of wind and & £832 S ec38 2
©c O s ] s
ﬁgg 9258 geothermal is high. 289 ° ® 3
—
Q2 o * @ c £ > 8 oo
e = — o o
+ © * S gow
w o
© ©
'c? €
: .
o
<

investment in El smart grid and cities.
*Huge El infrastructure investments could
harm country economy.

An innovative conceptual model can be designed to
evaluate the cost of 10T architectures considering data management,
sharing protocols, cyber security and network complexity.
Integrating blockchain and big data with El can help

price and trade energy goods.

Challenges Causes

Impacts

Recommendation

Fig. 10. summarizing the challenges, causes, impacts and remedies of different issues of EI.

A new grid interface is required which has access to the plug-and-
play option so that energy can be supplied anywhere and anytime.
A distributed grid intelligence software can be introduced that can
ensure supply and demand through real-time EMS and control stra-
tegies. Moreover, real-time information and communication system
is essential to identify the various power failures in EIL

An effective EI communication infrastructure with efficient bidirec-
tional communication among ESS, distributed RES, and different
energy loads while having optimal resource allocation is needed. For
this, an efficient data handling capability, quick responses and strong
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computation intelligence to compute static and interaction data to-
ward accurate energy analysis, evaluation and efficiency improve-
ment are compulsory to develop. Moreover, a flexible cross-layer
optimization methodology is required to reduce energy consumption
by taking into account energy scheduling. In line with that, a deci-
sion support tool is needed to perform the optimal scheduling of
distributed energy resources as well as the optimization of the energy
service to increase the net profits.

EI has a data transmission congestion issue resulting in a sharp drop
in energy flow and a decrease in transmission efficiency. To balance
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energy loads and reduce energy transmission congestion, the devel-
opment of an ideal routing model of EI is necessary to address the
complexity of routing and data transmission problems. In addition,
an enhanced cooperative structure and multiagent framework are
needed to perform device monitoring, failure detection, control
process execution and switching actions for the restoration of
abnormal loads.

EVs should merge with new communication technologies using
various external sensors, built-in sensors and communication nodes.
Real-time interaction between the external hardware and the vehicle
from different sensors is required to assess the different state esti-
mation of the battery, temperature control, fault diagnosis and bat-
tery charge equalization (Tang et al., 2019). Hence, a suitable model
needs to be designed to build an autonomous electric vehicle toward
enhanced control operation and reduced computational burden
under various dynamic features and driving constraints.

Various RESs are integrated with the EI platform including solar PV,
wind power, solar thermal power, solar thermal storage systems,
hydroelectric power, biomass power and tidal power generation.
However, there are various technical challenges and issues of RESs
which need to be explored in detail. For instance, the operation of
wind energy is influenced by design structure, control strategy, site
selection, aerodynamics performance and capital cost (Hannan et al.,
2021; Wali et al., 2021). In contrast, solar PV has many technical
challenges concerning design, sizing, cost, power quality and energy
loss (Powell et al., 2017). Moreover, solar PV has potential issues
relating to types of solar cells, materials, environmental settings and
energy efficiency. In addition, solar thermal storage can store excess
thermal energy, which can be used for heating, cooling, or power
generation during peak demand (Li, 2015). Moreover, a flexible
cross-layer optimization methodology is required to reduce energy
consumption by taking into account energy scheduling. Thus, further
studies are required on the issue of challenges of RESs toward quality
and reliable power generation.

The security of EI could be vulnerable due to inaccurate monitoring
processes, tampering, communication outages and computer viruses
leading to instability in the EI communication system. Moreover, the
operating system in EI communication could have issues like pro-
gramming errors, false logic design and system vulnerabilities
allowing the illegal attackers to enter and implant viruses. As a
result, key energy data, information and control operation of EI may
be stolen. Moreover, malicious attacks can be launched by hackers
through various information carriers such as mobile hard disks and
USB disks. Hence, a robust security system is necessary to confirm
the safety and reliability of the EI system. Moreover, a smart and
autonomous system with self-healing control technology is necessary
to restore the system to the steady-state condition under power
failures.

The different types of consumers and widespread opportunities for
applications put the EI system in a high-risk stage. Illegal users, side-
channel attacks, malicious users and eavesdropping may enter the EI
system leading to serious issues such as customer privacy leakage,
chaos, information blockage or termination and network collapse
(Zeng et al., 2020). Thus, a comprehensive investigation is required
to address the security issues in EI. Further studies can be carried out
on different network security standards such as 802.11i, 802.16e,
3GPP LTE and ISO/IEC18883.

EI data management has limitations concerning standardized access
permission causing the issue of private information leakage. Besides,
EI lacks in providing strong data backup measures and data storage
centres which could hamper the data recovery process (Uludag et al.,
2016). Moreover, the EI access channel has security risks due to the
unauthorized large number of accesses and external connections
leading to data or illegal tampering problems. Thus, further attention
is required on data security issues in EI communication systems.
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e Advanced computing technology is essential in achieving the full
potential of the EI, optimizing resource allocation, and enabling
seamless integration into the energy infrastructure.

The monitoring sensors are considered one of the key components of
the EI system to monitor environmental conditions, grid perfor-
mance, EV battery health, and battery SOC status (Javaid et al.,
2021). Advanced monitoring and EMS are needed to improve power
network performance and reliability.

Advanced Al-powered EMS can adapt to grid complications, opti-
mize resource allocation, and enable effective integration of RES.
Moreover, an extensive data analysis process through machine
learning algorithms is needed to introduce to improve grid fore-
casting and demand response, optimize energy distribution, overall
improve grid reliability, lower costs, and ensure regulatory
compliance.

The development of a unified platform and suitable model in EI is
challenging since EI is linked with a large number of connected de-
vices. The security of EI with numerous heterogeneous communi-
cation standards and technologies to satisfy the specific requirements
is considered emerging research. Moreover, multiple heterogeneous
systems result in complex network configurations and may have
vulnerable operations between the protocols in the EI system.
Therefore, future investigation should be carried out on the selection
of appropriate information, and communication strategy, inter-
facing, and protocols to improve the EI security system.

9. Conclusion

In this era of industrialization due to the rapid technological ad-
vancements and a growing emphasis on sustainability, the EI is
emerging as an evolutionary force, promising to transform the produc-
tion, distribution and usage of energy. This review article comprehen-
sively analyses the concept, applications, methods and issues of EIL
Initially, after an extensive selection process from various publically
available article databases, 156 articles were chosen for the reviewing
process. A detailed discussion regarding the concept of EI by high-
lighting various key features is presented followed by the numerous
potential applications used in EI together with framework and execu-
tion. Based on the review process few key issues and challenges con-
cerning various limitations and drawbacks of EI are explored. Moreover,
a global landscape of the existing EI-based projects is discussed. Finally,
several selective and effective recommendations for future research
works and opportunities to strengthen the technological advancements
of El-integrated energy distribution and management systems. The main
highlights of the research are stated below:

e A comprehensive research of the EI, covering its various aspects,

from features and applications to methods and challenges is

provided.

The key application of the EI includes RES and ESS integrated

microgrid, building power management and control system, EV

application and smart grid application.

The main limitations regarding the development of efficient EI for

the energy sector are system cost, data security and EMS

optimization.

Advanced computing and Al-power EMS are the key factors for

effective EI implementation.

The communication infrastructure of EI must support efficient bidi-

rectional communication between energy storage, renewable sour-

ces, and loads. Therefore, efficient data handling capability, quick

responses and strong computation intelligence to compute static and

interaction data toward accurate energy analysis, evaluation and

efficiency improvement.

e An efficient EI communication network with optimal resource allo-
cation is a key content to be investigated.
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The EI presents numerous possibilities to overcome existing limita-
tions and shape a more sustainable energy ecosystem. By providing a
comprehensive understanding of features, applications, methods and
challenges of EI, the article hopefully helps the engineers and re-
searchers with the knowledge to develop strategies and implement so-
lutions that improve energy efficiency, reliability, and security, which
lead towards the development of advanced EI methods and communi-
cation technologies for the future sustainable electricity grid.

Declaration of Competing Interest

The authors declare the following financial interests/personal re-
lationships which may be considered as potential competing interests: M
A Hannan reports was provided by Sunway University.

Data Availability
No data was used for the research described in the article.
Acknowledgement

This work is supported by the Universiti Tenaga Nasional (UNITEN)
BOLD 2025 Highly Cited Researcher (HCR) Program under the project
code of J510050002 -IC - 6 BO LDREFRESH2025 -Centre of Excellence
(HCR). The article processing charge of the manuscript is supported by
the UNITEN BOLD Publication Fund with the project code of
J510050002 -IC - 6 BO LDREFRESH2025 -Centre of Excellence.

References

Abu, Sayem M., et al., 2023. State of the art of lithium-ion battery material potentials: an
analytical evaluations, issues and future research directions. J. Clean. Prod. vol. 394
https://doi.org/10.1016/j.jclepro.2023.136246.

Ahmad, T., Zhang, D., 2021. Using the internet of things in smart energy systems and
networks. Sustain. Cities Soc. vol. 68 (10278), 3. https://doi.org/10.1016/j.
scs.2021.102783.

Ahmadi, S.E., Rezaei, N., Khayyam, H., 2020. Energy management system of networked
microgrids through optimal reliability-oriented day-ahead self-healing scheduling.
Sustain. Energy, Grids Netw. vol. 23 (10038), 7. https://doi.org/10.1016/j.
segan.2020.100387.

Al-Azez, 7.T., Lawey, A.Q., El-Gorashi, T.E.H., Elmirghani, J.M.H., 2019. Energy efficient
IoT virtualization framework with peer to peer networking and processing. IEEE
Access vol. 7, 50697-50709. https://doi.org/10.1109/ACCESS.2019.2911117.

Al-Shetwi, A.Q., Hannan, M.A., Jern, K.P., Mansur, M., Mahlia, T.M.I., 2020. Grid-
connected renewable energy sources: review of the recent integration requirements
and control methods. J. Clean. Prod. vol. 253 https://doi.org/10.1016/j.
jclepro.2019.119831.

Australian Trade and Investment Comisssion, “Grids and storage solutions,” 2023.
https://www.globalaustralia.gov.au/industries/net-zero/grids-storage (accessed
Sep. 21, 2023).

Baharani, M., Biglarbegian, M., Parkhideh, B., Tabkhi, H., 2019. Real-time deep learning
at the edge for scalable reliability modeling of Si-MOSFET power electronics
converters. IEEE Internet Things J. vol. 6, 7375-7385.

Bastida, L., Cohen, J.J., Kollmann, A., Moya, A., Reichl, J., 2019. Exploring the role of
ICT on household behavioural energy efficiency to mitigate global warming. Renew.
Sustain. Energy Rev. vol. 103, 455-462. https://doi.org/10.1016/j.
rser.2019.01.004.

Bistline, J.E.T., Blanford, G.J., 2021. Impact of carbon dioxide removal technologies on
deep decarbonization of the electric power sector. Nat. Commun. vol. 12 (1), 1-12.
https://doi.org/10.1038/541467-021-23554-6.

Bjern, A., Lloyd, S.M., Brander, M., Matthews, H.D., 2022. Renewable energy certificates
threaten the integrity of corporate science-based targets. Nat. Clim. Chang. vol. 12
(6), 539-546. https://doi.org/10.1038/s41558-022-01379-5.

Bourrelle, J.S., 2014. Zero energy buildings and the rebound effect: a solution to the
paradox of energy efficiency? Energy Build. vol. 84, 633-640. https://doi.org/
10.1016/j.enbuild.2014.09.012.

Cano, E.L., Groissbock, M., Moguerza, J.M., Stadler, M., 2014. A strategic optimization
model for energy systems planning. Energy Build. vol. 81, 416-423. https://doi.org/
10.1016/j.enbuild.2014.06.030.

Cao, Y., et al., 2018. A comprehensive review of Energy Internet: basic concept,
operation and planning methods, and research prospects. J. Mod. Power Syst. Clean.
Energy vol. 6, 399-411.

C-c, L., D+, D., C-c, K., Y-L, L., 2017. Optimal charging control of energy storage and
electric vehicle of an individual in the internet of energy with energy trading. IEEE
Trans. Ind. Inform. vol. 14, 2570-2578.

3989

Energy Reports 10 (2023) 3970-3992

Chen, M., Xia, M., Chen, Q., 2019. Research on distributed source-load interaction
strategy considering energy router-based active distribution network. IEEE Access
vol. 7 (1), 50505-50516.

Chen, P., et al., 2022. The heterogeneous role of energy policies in the energy transition
of Asia-Pacific emerging economies. Nat. Energy vol. 7 (7), 588-596. https://doi.
org/10.1038/541560-022-01029-2.

Chen, X., Leung, K.C., 2020. Non-cooperative and cooperative optimization of scheduling
with vehicle-to-grid regulation services. IEEE Trans. Veh. Technol. vol. 69 (1),
114-130. https://doi.org/10.1109/TVT.2019.2952712.

Chen, X., Li, C., Tang, Y., Xiao, Q., 2018. An Internet of Things based energy efficiency
monitoring and management system for machining workshop. J. Clean. Prod. vol.
199, 957-968. https://doi.org/10.1016/j.jclepro.2018.07.211.

Cheng, L., Yu, T., Jiang, H., Shi, S., Tan, Z., Zhang, Z., 2019. Energy internet access
equipment integrating cyber-physical systems: concepts, key technologies, system
development, and application prospects. IEEE Access vol. 7, 23127-23148. https://
doi.org/10.1109/ACCESS.2019.2897712.

Collotta, M., Pau, G., 2015. Bluetooth for Internet of Things: A fuzzy approach to
improve power management in smart homes. Comput. Electr. Eng. vol. 44, 137-152.

Costa, L.F., De Carne, G., Buticchi, G., smart transformer, A., 2017. solid-state
transformer tailored to provide ancillary services to the distribution grid. IEEE
Power Electron. Mag. vol. 4, 56-67.

Das, L., Munikoti, S., Natarajan, B., Srinivasan, B., 2020. Measuring smart grid resilience:
methods, challenges and opportunities. Renew. Sustain. Energy Rev. vol. 130
(10991), 8. https://doi.org/10.1016/j.rser.2020.109918.

De Oliveira Cavalcanti, G., Pimenta, H.C.D., 2023. Electric energy management in
buildings based on the internet of things: a systematic review. Energies vol. 16 (15).
https://doi.org/10.3390/en16155753.

Dhungana, A., Bulut, E., 2020. Opportunistic wireless crowd charging of iot devices from
smartphones. Proc. - 16th Annu. Int. Conf. Distrib. Comput. Sens. Syst., DCOSS 2020,
376-380. https://doi.org/10.1109/DCOSS49796.2020.00066.

Dong, D., Agamy, M., Bebic, J.Z., Chen, Q., Mandrusiak, G., 2019. A modular SiC high-
frequency solid-state transformer for medium-voltage applications: design,
implementation, and testing. IEEE J. Emerg. Sel. Top. Power Electron. vol. 7 (2),
768-778. https://doi.org/10.1109/JESTPE.2019.2896046.

Du, L., Zhang, L., Tian, X., Lei, J., 2018. Efficient forecasting scheme and optimal
delivery approach of energy for the energy internet. IEEE Access vol. 6,
15026-15038. https://doi.org/10.1109/ACCESS.2018.2812211.

E-Energy, E-Energy. E-Energy: Power Plus Communications, 2020.

Eissa, M., MH, A., 2019. Centralized protection scheme for smart grid integrated with
multiple renewable resources using Internet of Energy. Glob. Transit. vol. 1, 50-60.

Fan, J.L., Wang, J.X., Li, F., Yu, H., Zhang, X., 2017. Energy demand and greenhouse gas
emissions of urban passenger transport in the Internet era: A case study of Beijing.
J. Clean. Prod. vol. 165, 177-189. https://doi.org/10.1016/j.jclepro.2017.07.106.

Fang, D., Guan, X., Lin, L., Peng, Y., Sun, D., MM, H., 2020. Edge intelligence based
economic dispatch for virtual power plant in 5G internet of energy. Comput.
Commun. vol. 151, 42-50.

Gao, M., Wang, K., He, L., 2018. Probabilistic model checking and scheduling
implementation of an energy router system in energy Internet for green cities. [IEEE
Trans. Ind. Inform. vol. 14, 1501-1510.

Geng, J., et al., 2021. Construction of energy internet technology architecture based on
general system structure theory. Energy Rep. vol. 7, 10-17.

Golp?ra, H., Bahramara, S., 2020. Internet-of-things-based optimal smart city energy
management considering shiftable loads and energy storage. J. Clean. Prod. vol. 264,
12162.

Guo, H., Wang, F., James, G., Zhang, L., Luo, J., 2018. Graph theory based topology
design and energy routing control of the energy internet. IET Gener. Transm. Distrib.
vol. 12 (20), 4507-4514. https://doi.org/10.1049/iet-gtd.2018.6238.

Guo, H., Wang, F., Zhang, L., Luo, J.A., 2019a. hierarchical optimization strategy of the
energy router-based energy internet. IEEE Trans. Power Syst. vol. 34, 4177-4185.

Guo, M., Li, L., Guan, Q., 2019b. Energy-efficient and delay-guaranteed workload
allocation in iot-edge-cloud computing systems. IEEE Access vol. 7, 78685-78697.
https://doi.org/10.1109/ACCESS.2019.2922992.

Haidar, A.M.A., Muttaqi, K., Sutanto, D., 2015. Smart Grid and its future perspectives in
Australia. Renew. Sustain. Energy Rev. vol. 51, 1375-1389. https://doi.org/
10.1016/j.rser.2015.07.040.

Hamada, K., Nagao, M., Ajioka, M., Kawai, F., 2015. SiC - Emerging power device
technology for next-generation electrically powered environmentally friendly
vehicles. IEEE Trans. Electron Devices vol. 62 (2), 278-285. https://doi.org/
10.1109/TED.2014.2359240.

Hannan, M.A., et al., 2020b. State of the art of solid-state transformers: advanced
topologies, implementation issues, recent progress and improvements. IEEE Access
vol. 8, 19113-19132. https://doi.org/10.1109/ACCESS.2020.2967345.

Hannan, M.A., et al., 2020c. Toward enhanced state of charge estimation of lithium-ion
batteries using optimized machine learning techniques. Sci. Rep. vol. 10 (1), 1-15.
https://doi.org/10.1038/5s41598-020-61464-7.

Hannan, M.A., et al., 2021. Battery energy-storage system: a review of technologies,
optimization objectives, constraints, approaches, and outstanding issues. J. Energy
Storage vol. 42 (August), 103023. https://doi.org/10.1016/].est.2021.103023.

Hannan, M.A., Lipu, M.S.H., Hussain, A., Mohamed, A., 2017. A review of lithium-ion
battery state of charge estimation and management system in electric vehicle
applications: challenges and recommendations. Renew. Sustain. Energy Rev. vol. 78,
834-854. https://doi.org/10.1016/j.rser.2017.05.001.

Hannan, M.A., Lipu, M.S.H., Ker, P.J., Begum, R.A., Agelidis, V.G., Blaabjerg, F., 2019.
Power electronics contribution to renewable energy conversion addressing emission
reduction: applications, issues, and recommendations. Appl. Energy vol. 251
(11340), 4. https://doi.org/10.1016/j.apenergy.2019.113404.


https://doi.org/10.1016/j.jclepro.2023.136246
https://doi.org/10.1016/j.scs.2021.102783
https://doi.org/10.1016/j.scs.2021.102783
https://doi.org/10.1016/j.segan.2020.100387
https://doi.org/10.1016/j.segan.2020.100387
https://doi.org/10.1109/ACCESS.2019.2911117
https://doi.org/10.1016/j.jclepro.2019.119831
https://doi.org/10.1016/j.jclepro.2019.119831
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref6
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref6
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref6
https://doi.org/10.1016/j.rser.2019.01.004
https://doi.org/10.1016/j.rser.2019.01.004
https://doi.org/10.1038/s41467-021-23554-6
https://doi.org/10.1038/s41558-022-01379-5
https://doi.org/10.1016/j.enbuild.2014.09.012
https://doi.org/10.1016/j.enbuild.2014.09.012
https://doi.org/10.1016/j.enbuild.2014.06.030
https://doi.org/10.1016/j.enbuild.2014.06.030
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref12
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref12
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref12
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref13
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref13
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref13
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref14
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref14
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref14
https://doi.org/10.1038/s41560-022-01029-2
https://doi.org/10.1038/s41560-022-01029-2
https://doi.org/10.1109/TVT.2019.2952712
https://doi.org/10.1016/j.jclepro.2018.07.211
https://doi.org/10.1109/ACCESS.2019.2897712
https://doi.org/10.1109/ACCESS.2019.2897712
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref19
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref19
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref20
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref20
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref20
https://doi.org/10.1016/j.rser.2020.109918
https://doi.org/10.3390/en16155753
https://doi.org/10.1109/DCOSS49796.2020.00066
https://doi.org/10.1109/JESTPE.2019.2896046
https://doi.org/10.1109/ACCESS.2018.2812211
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref26
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref26
https://doi.org/10.1016/j.jclepro.2017.07.106
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref28
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref28
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref28
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref29
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref29
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref29
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref30
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref30
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref31
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref31
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref31
https://doi.org/10.1049/iet-gtd.2018.6238
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref33
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref33
https://doi.org/10.1109/ACCESS.2019.2922992
https://doi.org/10.1016/j.rser.2015.07.040
https://doi.org/10.1016/j.rser.2015.07.040
https://doi.org/10.1109/TED.2014.2359240
https://doi.org/10.1109/TED.2014.2359240
https://doi.org/10.1109/ACCESS.2020.2967345
https://doi.org/10.1038/s41598-020-61464-7
https://doi.org/10.1016/j.est.2021.103023
https://doi.org/10.1016/j.rser.2017.05.001
https://doi.org/10.1016/j.apenergy.2019.113404

M.A. Hannan et al.

Hannan, M.A., Tan, S.Y., Al-Shetwi, A.Q., Jern, K.P., Begum, R.A., 2020a. Optimized
controller for renewable energy sources integration into microgrid: functions,
constraints and suggestions. J. Clean. Prod. vol. 256 https://doi.org/10.1016/j.
jclepro.2020.120419.

He, X., Ai, Q., Qiu, R.C., Huang, W., Piao, L., Liu, H., 2017. A big data architecture design
for smart grids based on random matrix theory. IEEE Trans. Smart Grid vol. 8 (2),
674-686. https://doi.org/10.1109/TSG.2015.2445828.

Hemanand, D., Jayalakshmi, D.S., Ghosh, U., Balasundaram, A., Vijayakumar, P.,
Sharma, P.K., 2021. Enabling sustainable energy for smart environment using 5G
wireless communication and internet of things. IEEE Wirel. Commun. vol. 28 (6),
56-61. https://doi.org/10.1109/MWC.013.2100158.

Hong, B., Zhang, W., Zhou, Y., Chen, J., Xiang, Y., Mu, Y., 2018. Energy-Internet-oriented
microgrid energy management system architecture and its application in China.
Appl. Energy vol. 228, 2153-2164. https://doi.org/10.1016/j.
apenergy.2018.07.081.

Hou, J., Wang, J., Zhou, Y., Lu, X., 2021. Distributed energy systems: Multi-objective
optimization and evaluation under different operational strategies. J. Clean. Prod.
vol. 280, 12405. https://doi.org/10.1016/j.jclepro.2020.124050.

Hou, W., Tian, G., Guo, L., Wang, X., Zhang, X., Ning, Z., 2017. Cooperative mechanism
for energy transportation and storage in internet of energy. IEEE Access vol. 5,
1363-1375.

How, D.N., Hannan, M.A., Msh, L., Sahari, K.S., Ker, P.J., KM, M., 2020. State-of-charge
estimation of li-ion battery in electric vehicles: a deep neural network approach.
IEEE Trans. Ind. Appl. vol. 56, 5565-5574.

Hrnci¢, B., Pfeifer, A., Juri¢, F., Duié, N., Ivanovi¢, V., Vusanovi¢, 1., 2021. Different
investment dynamics in energy transition towards a 100% renewable energy system.
Energy vol. 237, 121526. https://doi.org/10.1016/j.energy.2021.121526.

Hua, H., Qin, Y., Hao, C., Cao, J., 2019. Stochastic optimal control for energy internet: a
bottom-up energy management approach. IEEE Trans. Ind. Inform. vol. 15 (3),
1788-1797. https://doi.org/10.1109/TI11.2018.2867373.

J. Huang, M. Wu, F. Chen, and L. Wang, “Hierarchical Optimization Scheduling Method
for Integrated Community Energy Systems,” in 2019 3rd IEEE Conference on Energy
Internet and Energy System Integration: Ubiquitous Energy Network Connecting
Everything, EI2 2019, 2019, pp. 1596-1601, doi: 10.1109/E1247390.2019.9061892.

Hui, H., Ding, Y., Shi, Q., Li, F., Song, Y., Yan, J., 2020. 5G network-based Internet of
Things for demand response in smart grid: a survey on application potential. Appl.
Energy vol. 257 (11397), 2. https://doi.org/10.1016/j.apenergy.2019.113972.

Hussain, S.S., Nadeem, F., Aftab, M.A., Ali, L., TS, U., 2019. The emerging energy
internet: architecture, benefits, challenges, and future prospects. Electronics vol. 8,
1037.

Ismail, L., Materwala, H., 2018. Energy-aware VM placement and task scheduling in
cloud-IoT computing: classification and performance evaluation. IEEE Internet
Things J. vol. 5 (6), 5166-5176. https://doi.org/10.1109/JI0T.2018.2865612.

Japan Industry news, “Internet of Things: Better Electricity Supply and Demand
Efficiency in Japan - Part 1 - Japan Industry News,” 2020. https://www.
japanindustrynews.com/2016/07/internet-things-better-electricity-supply-demand-
efficiency-japan-part-1/ (accessed Sep. 20, 2023).

Javaid, M., Haleem, A., Singh, R.P., Rab, S., Suman, R., 2021. Significance of sensors for
industry 4.0: roles, capabilities, and applications. Sens. Int vol. 2, 100110. https://
doi.org/10.1016/j.sintl.2021.100110.

Jin, H., Zhao, J., 2021. Real-time energy consumption detection simulation of network
node in internet of things based on artificial intelligence. Sustain. Energy Technol.
Assess. vol. 44 (10100), 4.

Joseph, A., Balachandra, P., 2020a. Smart grid to energy internet: a systematic review of
transitioning electricity systems. IEEE Access vol. 8 (2), 15787-15805.

Joseph, A., Balachandra, P., 2020b. Energy internet, the future electricity system:
overview, concept, model structure, and mechanism. Energies vol. 13 (6), 4242.
https://doi.org/10.3390/en13164242.

Kabalci, E., Kabalci, Y., 2019. From smart grid to internet of energy. From Smart Grid to
Internet of Energy. Elsevier, pp. 335-349.

Kaur, K., Garg, S., Kaddoum, G., Bou-Harb, E., Choo, K.K.R., 2020. A big data-enabled
consolidated framework for energy efficient software defined data centers in IoT
setups. IEEE Trans. Ind. Inform. vol. 16 (4), 2687-2697. https://doi.org/10.1109/
TI1.2019.2939573.

Khairy, S., Han, M., Cai, L.X., Cheng, Y., 2019. Sustainable wireless IoT networks with RF
energy charging over Wi-Fi (CoWiFi). IEEE Internet Things J. vol. 6 (6),
10205-10218. https://doi.org/10.1109/J10T.2019.2936837.

Khan, H.A., Zuhaib, M., Rihan, M., Kumar, A., 2022. Review of energy storage system
technologies in microgrid applications: characteristics, issues and challenges. Energy
Convers. Methods, Technol. Futur. Dir. vol. 6, 291-312.

Khatua, P.K., Ramachandaramurthy, V.K., Kasinathan, P., Yong, J.Y., Pasupuleti, J.,
Rajagopalan, A., 2020. Application and assessment of internet of things toward the
sustainability of energy systems: Challenges and issues. Sustain. Cities Soc. vol. 53
(10195), 7. https://doi.org/10.1016/j.5¢s.2019.101957.

Kumar Kashyap, P., Kumar, S., Dohare, U., Kumar, V., Kharel, R., 2019. Green computing
in sensors-enabled internet of things: neuro fuzzy logic-based load balancing.
Electronics vol. 8, 384.

Kusakana, K., 2020. Optimal peer-to-peer energy management between grid-connected
prosumers with battery storage and photovoltaic systems. J. Energy Storage vol. 32
(10171), 7. https://doi.org/10.1016/j.est.2020.101717.

Lai, C.S., et al., 2020. A review of technical standards for smart cities. Clean. Technol.
vol. 2 (3), 290-310. https://doi.org/10.3390/cleantechnol2030019.

Lam, A.Y., James, J., Hou, Y., VO, L., 2017. Coordinated autonomous vehicle parking for
vehicle-to-grid services: formulation and distributed algorithm. IEEE Trans. Smart
Grid vol. 9, 4356-4366.

3990

Energy Reports 10 (2023) 3970-3992

Lee, S., Choi, D.H., 2019. Reinforcement learning-based energy management of smart
home with rooftop solar photovoltaic system, energy storage system, and home
appliances. Sens. (Switz. ) vol. 19 (18), 3937. https://doi.org/10.3390/519183937.

Leonori, S., Martino, A., Fmf, M., Rizzi, A., 2020. Microgrid energy management systems
design by computational intelligence techniques. Appl. Energy vol. 277 (11552), 4.

Li, G., 2015. Energy and exergy performance assessments for latent heat thermal energy
storage systems. Renew. Sustain. Energy Rev. vol. 51, 926-954. https://doi.org/
10.1016/j.rser.2015.06.052.

Li, Y., Zhao, X., Liang, H., 2020. Throughput maximization by deep reinforcement
learning with energy cooperation for renewable ultradense IoT networks. IEEE
Internet Things J. vol. 7 (9), 9091-9102. https://doi.org/10.1109/
JIOT.2020.3002936.

Lin, B., Zhou, Y., 2021. Does the Internet development affect energy and carbon emission
performance? Sustain. Prod. Consum. vol. 28, 1-10.

Lin, C.C., Deng, D.J., Liu, W.Y., Chen, L., 2017. Peak load shifting in the internet of
energy with energy trading among end-users. IEEE Access vol. 5, 1967-1976.
https://doi.org/10.1109/ACCESS.2017.2668143.

Lin, L., Guan, X., Hu, B., Li, J., Wang, N., Sun, D., 2020a. Deep reinforcement learning
and LSTM for optimal renewable energy accommodation in 5G internet of energy
with bad data tolerant. Comput. Commun. vol. 156, 46-53.

Lin, L., Guan, X., Peng, Y., Wang, N., Maharjan, S., Ohtsuki, T., 2020b. Deep
reinforcement learning for economic dispatch of virtual power plant in internet of
energy. IEEE Internet Things J. vol. 7 (7), 6288-6301. https://doi.org/10.1109/
JIOT.2020.2966232.

Liserre, M., Buticchi, G., Andresen, M., De Carne, G., Costa, L.F., Zou, Z.X., 2016. The
smart transformer: impact on the electric grid and technology challenges. IEEE Ind.
Electron. Mag. vol. 10 (2), 46-58. https://doi.org/10.1109/MIE.2016.2551418.

Liu, G., Qu, L., Zeng, R., Gao, F., 2019b. Energy internet in china (p). Energy Internet
265-282.

Liu, K., Zhong, M., Zeng, P., Zhu, L., 2020. Research on application of energy storage
technology in microgrid. IOP Conf. Ser. Earth Environ. Sci. vol. 558 (5), 412-418.
https://doi.org/10.1088/1755-1315/558/5/052056.

Liu, S., Zhang, Y., Liu, Y., Wang, L., Wang, X.V., 2019a. An ‘Internet of Things’ enabled
dynamic optimization method for smart vehicles and logistics tasks. J. Clean. Prod.
vol. 215, 806-820. https://doi.org/10.1016/j.jclepro.2018.12.254.

Liu, Z., Yang, J., Song, W.Z., Xue, N., Li, S., Fang, M., 2019a. Research on cloud energy
storage service in residential microgrids. IET Renew. Power Gener. vol. 13 (16),
3097-3105. https://doi.org/10.1049/iet-rpg.2019.0464.

Luo, L., Liang, X., Fang, C., Wu, Z., Wang, X., Wang, Y., 2020. How to promote
prefabricated building projects through internet of things? A game Theory-Based
Anal. vol. 276, 12432.

M. Rath and A. Tomar, Smart grid modernization using Internet of Things technology, in
Advances in Smart Grid Power System: Network, Control and Security, 2020, pp.
191-212.

Mahmud, K., Town, G.E., Morsalin, S., Hossain, M.J., 2018. Integration of electric
vehicles and management in the internet of energy. Renew. Sustain. Energy Rev. vol.
82, 4179-4203. https://doi.org/10.1016/j.rser.2017.11.004.

Mahmud, K., Khan, B., Ravishankar, J., Ahmadi, A., Siano, P., 2020. An internet of
energy framework with distributed energy resources, prosumers and small-scale
virtual power plants: An overview. Renew. Sustain. Energy Rev. vol. 127, 10984.
https://doi.org/10.1016/j.rser.2020.109840.

Maroufmashat, A., Tagvi, S.T., Miragha, A., Fowler, M., Elkamel, A., 2019. Modeling and
optimization of energy hubs: a comprehensive review. Inventions vol. 4 (3), 50.
https://doi.org/10.3390/inventions4030050.

Menck, P.J., Heitzig, J., Kurths, J., Schellnhuber, H.J., 2014. How dead ends undermine
power grid stability. Nat. Commun. vol. 5 (1), 8. https://doi.org/10.1038/
ncomms4969.

Miglani, A., Kumar, N., Chamola, V., Zeadally, S., 2020. Blockchain for internet of energy
management: review, solutions, and challenges. Comput. Commun. vol. 151,
395-418. https://doi.org/10.1016/j.comcom.2020.01.014.

Moness, M., Moustafa AM, A., 2015. survey of cyber-physical advances and challenges of
wind energy conversion systems: Prospects for internet of energy. IEEE Internet
Things J. vol. 3, 134-145.

Motlagh, N.H., Mohammadrezaei, M., Hunt, J., Zakeri, B., 2020. Internet of things (IoT)
and the energy sector. Energies vol. 13 (2), 494. https://doi.org/10.3390/
en13020494.

Muratori, M., 2018. Impact of uncoordinated plug-in electric vehicle charging on
residential power demand. Nat. Energy vol. 3 (3), 193-201. https://doi.org/
10.1038/541560-017-0074-z.

Nasr, M.A., Nikkhah, S., Gharehpetian, G.B., Nasr-Azadani, E., Hosseinian, S.H., 2020.
A multi-objective voltage stability constrained energy management system for
isolated microgrids. Int. J. Electr. Power Energy Syst. vol. 117 (10564), 6. https://
doi.org/10.1016/j.ijepes.2019.105646.

Nizeti¢, S., Soli¢, P., Lépez-de-Ipina Gonzélez-de-Artaza, D., Patrono, L., 2020. Internet of
Things (IoT): opportunities, issues and challenges towards a smart and sustainable
future. J. Clean. Prod. vol. 274, 122877 https://doi.org/10.1016/j.
jclepro.2020.122877.

Notton, G., et al., 2018. Intermittent and stochastic character of renewable energy
sources: consequences, cost of intermittence and benefit of forecasting. Renew.
Sustain. Energy Rev. vol. 87, 96-105.

Nur Altun, S., Dorterler, M., Alper Dogru, 1., 2018. Fuzzy logic based lighting system
supported with IoT for renewable energy resources. Proc. - 2018 Innov. Intell. Syst.
Appl. Conf. ASYU 2018 vol. 2018, 1-4. https://doi.org/10.1109/
ASYU.2018.8554026.

Palattella, M.R., et al., 2016. Internet of things in the 5G era: enablers, architecture, and
business models. IEEE J. Sel. Areas Commun. vol. 34, 510-527.


https://doi.org/10.1016/j.jclepro.2020.120419
https://doi.org/10.1016/j.jclepro.2020.120419
https://doi.org/10.1109/TSG.2015.2445828
https://doi.org/10.1109/MWC.013.2100158
https://doi.org/10.1016/j.apenergy.2018.07.081
https://doi.org/10.1016/j.apenergy.2018.07.081
https://doi.org/10.1016/j.jclepro.2020.124050
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref47
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref47
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref47
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref48
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref48
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref48
https://doi.org/10.1016/j.energy.2021.121526
https://doi.org/10.1109/TII.2018.2867373
https://doi.org/10.1016/j.apenergy.2019.113972
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref52
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref52
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref52
https://doi.org/10.1109/JIOT.2018.2865612
https://doi.org/10.1016/j.sintl.2021.100110
https://doi.org/10.1016/j.sintl.2021.100110
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref55
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref55
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref55
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref56
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref56
https://doi.org/10.3390/en13164242
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref58
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref58
https://doi.org/10.1109/TII.2019.2939573
https://doi.org/10.1109/TII.2019.2939573
https://doi.org/10.1109/JIOT.2019.2936837
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref61
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref61
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref61
https://doi.org/10.1016/j.scs.2019.101957
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref63
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref63
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref63
https://doi.org/10.1016/j.est.2020.101717
https://doi.org/10.3390/cleantechnol2030019
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref66
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref66
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref66
https://doi.org/10.3390/s19183937
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref68
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref68
https://doi.org/10.1016/j.rser.2015.06.052
https://doi.org/10.1016/j.rser.2015.06.052
https://doi.org/10.1109/JIOT.2020.3002936
https://doi.org/10.1109/JIOT.2020.3002936
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref71
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref71
https://doi.org/10.1109/ACCESS.2017.2668143
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref73
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref73
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref73
https://doi.org/10.1109/JIOT.2020.2966232
https://doi.org/10.1109/JIOT.2020.2966232
https://doi.org/10.1109/MIE.2016.2551418
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref76
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref76
https://doi.org/10.1088/1755-1315/558/5/052056
https://doi.org/10.1016/j.jclepro.2018.12.254
https://doi.org/10.1049/iet-rpg.2019.0464
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref80
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref80
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref80
https://doi.org/10.1016/j.rser.2017.11.004
https://doi.org/10.1016/j.rser.2020.109840
https://doi.org/10.3390/inventions4030050
https://doi.org/10.1038/ncomms4969
https://doi.org/10.1038/ncomms4969
https://doi.org/10.1016/j.comcom.2020.01.014
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref86
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref86
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref86
https://doi.org/10.3390/en13020494
https://doi.org/10.3390/en13020494
https://doi.org/10.1038/s41560-017-0074-z
https://doi.org/10.1038/s41560-017-0074-z
https://doi.org/10.1016/j.ijepes.2019.105646
https://doi.org/10.1016/j.ijepes.2019.105646
https://doi.org/10.1016/j.jclepro.2020.122877
https://doi.org/10.1016/j.jclepro.2020.122877
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref91
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref91
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref91
https://doi.org/10.1109/ASYU.2018.8554026
https://doi.org/10.1109/ASYU.2018.8554026
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref93
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref93

M.A. Hannan et al.

Pawar, P., TarunKumar, M., Vittal K, P., 2020. An IoT based Intelligent Smart Energy
Management System with accurate forecasting and load strategy for renewable
generation. Meas. J. Int. Meas. Confed. vol. 152 (10718), 7. https://doi.org/
10.1016/j.measurement.2019.107187.

Peng, C., Zou, J., Lian, L., Li, L., 2017. An optimal dispatching strategy for V2G
aggregator participating in supplementary frequency regulation considering EV
driving demand and aggregator’s benefits. Appl. Energy vol. 190, 591-599. https://
doi.org/10.1016/j.apenergy.2016.12.065.

Peng, Y., et al., 2022. Coloured low-emissivity films for building envelopes for year-
round energy savings. Nat. Sustain. vol. 5 (4), 339-347. https://doi.org/10.1038/
541893-021-00836-x.

Perera, A., Wang, Z., Nik, V.M., J-L, S., 2021. Towards realization of an Energy Internet:
designing distributed energy systems using game-theoretic approach. Appl. Energy
vol. 283 (11634), 9.

Petrariu, A.L, Lavric, A., Coca, E., Popa, V., 2021. Hybrid power management system for
LoRa communication using renewable energy. IEEE Internet Things J. vol. 8 (10),
8423-8436. https://doi.org/10.1109/J10T.2020.3046324.

Plazas, J.E., et al., 2020. A conceptual data model and its automatic implementation for
IoT-based business intelligence applications. IEEE Internet Things J. vol. 7,
10719-10732.

Powell, K.M., Rashid, K., Ellingwood, K., Tuttle, J., Iverson, B.D., 2017. Hybrid
concentrated solar thermal power systems: a review. Renew. Sustain. Energy Rev.
vol. 80 (January), 215-237. https://doi.org/10.1016/j.rser.2017.05.067.

Prabhu Deva Kumar, S.V.S.V., Akashe, S., 2017. Implementation of GSM based security
system with IOT applications. Int. J. Comput. Netw. Inf. Secur. vol. 9 (6), 13-20.
https://doi.org/10.5815/ijcnis.2017.06.02.

Rahbar, K., Xu, J., Zhang, R., 2014. Real-time energy storage management for renewable
integration in microgrid: an off-line optimization approach. IEEE Trans. Smart Grid
vol. 6, 124-134.

Rahimi, A., Zarghami, M., Vaziri, M., Vadhva, S., 2013. A simple and effective approach
for peak load shaving using Battery Storage Systems. 45th North Am. Power Symp.
NAPS 2013 vol. 2013, 1-5. https://doi.org/10.1109/NAPS.2013.6666824.

Rana, M., 2017. Architecture of the internet of energy network: an application to smart
grid communications. IEEE Access vol. 5, 4704-4710. https://doi.org/10.1109/
ACCESS.2017.2683503.

Razmjoo, A., Gandomi, A.H., Pazhoohesh, M., Mirjalili, S., Rezaei, M., 2022. The key role
of clean energy and technology in smart cities development. Energy Strateg. Rev.
vol. 44 (August 2021) https://doi.org/10.1016/j.es1.2022.100943.

Reddy, S.S., Sandeep, V., Jung, C.M., 2017. Review of stochastic optimization methods
for smart grid. Front. Energy vol. 11 (2), 197-209. https://doi.org/10.1007/s11708-
017-0457-7.

Reka, S.S., Dragicevic, T., 2018. Future effectual role of energy delivery: a
comprehensive review of Internet of Things and smart grid. Renew. Sustain. Energy
Rev. vol. 91, 90-108.

Ren, G.W., Yu, M,, Yin, D.S., Huang, S.Y., Xu, H.C., Yuan, M., 2021. Design and
optimization of integrated energy management network system based on internet of
things technology. Sustain. Comput. Inform. Syst. vol. 30 (10050), 2. https://doi.
0rg/10.1016/j.suscom.2020.100502.

Reza, M.S,, et al., 2023. Uncertainty parameters of battery energy storage integrated grid
and their modeling approaches: a review and future research directions. J. Energy
Storage vol. 68, 107698. https://doi.org/10.1016/j.est.2023.107698.

Rigas, E.S., Ramchurn, S.D., Bassiliades, N., 2018. Algorithms for electric vehicle
scheduling in large-scale mobility-on-demand schemes. Artif. Intell. vol. 262,
248-278.

Saba, D., Sahli, Y., Maouedj, R., Hadidi, A., 2021. Energy management based on internet
of things. Stud. Syst. Decis. Control vol. 335, 349-372. https://doi.org/10.1007/
978-3-030-64987-6_20.

Sadeeq, M.A.M., Zeebaree, S., 2021. Energy management for internet of things via
distributed systems. J. Appl. Sci. Technol. Trends vol. 2 (02), 59-71. https://doi.org/
10.38094/jastt20285.

Salerno, I., Anjos, M.F., McKinnon, K., JA, G.-H., 2021. Adaptable energy management
system for smart buildings. J. Build. Eng. vol. 44 (10274), 8.

Samanta, H., Bhattacharjee, A., Pramanik, M., Das, A., Das Bhattacharya, K., Saha, H.,
2020. Internet of things based smart energy management in a vanadium redox flow
battery storage integrated bio-solar microgrid. J. Energy Storage vol. 32 (10196), 7.
https://doi.org/10.1016/j.est.2020.101967.

Sankar, S., Srinivasan, P., 2018. Fuzzy logic based energy aware routing protocol for
Internet of Things. Int. J. Intell. Syst. Appl. vol. 10, 11.

Savithramma, R.M., Ashwini, B.P., Sumathi, R., 2022. Smart mobility implementation in
smart cities: a comprehensive review on state-of-art technologies. 2022 4th Int. Conf.
Smart Syst. Inven. Technol. 10-17. https://doi.org/10.1109/
icssit53264.2022.9716288.

B. Shah, “Fuzzy Energy Efficient Routing for Internet of Things (IoT),” in International
Conference on Ubiquitous and Future Networks, ICUFN, 2018, vol. 2018-July, pp.
320-325, doi: 10.1109/ICUFN.2018.8437033.

Shahzad, Y., Javed, H., Farman, H., Ahmad, J., Jan, B., Zubair, M., 2020. Internet of
Energy: opportunities, applications, architectures and challenges in smart industries.
Comput. Electr. Eng. vol. 86 (10673), 9. https://doi.org/10.1016/j.
compeleceng.2020.106739.

Shi, R., Li, S., Zhang, P., KY, L., 2020. Integration of renewable energy sources and
electric vehicles in V2G network with adjustable robust optimization. Renew. Energy
vol. 153, 1067-1080.

Strielkowski, W., Streimikiene, D., Fomina, A., Semenova, E., 2019. Internet of energy
(IoE) and high-renewables electricity system market design. Energies vol. 12 (24),
4790. https://doi.org/10.3390/en12244790.

3991

Energy Reports 10 (2023) 3970-3992

Sufyan, M., Rahim, N.A., Muhammad, M.A., Tan, C.K., Raihan, S.R.S., Bakar, A.H.A.,
2020. Charge coordination and battery lifecycle analysis of electric vehicles with
V2G implementation. Electr. Power Syst. Res. vol. 184 (10630), 7. https://doi.org/
10.1016/j.epsr.2020.106307.

Sui, Y., Yi, P, Liu, X., Zhu, T., 2019. Energy transport station deployment in electric
vehicles energy internet. IEEE Access vol. 7, 97986-97995. https://doi.org/
10.1109/ACCESS.2019.2926408.

Sun, Q., Han, R., Zhang, H., Zhou, J., Guerrero, J.M., 2015. A multiagent-based
consensus algorithm for distributed coordinated control of distributed generators in
the energy internet. IEEE Trans. Smart Grid vol. 6 (6), 3006-3019. https://doi.org/
10.1109/TSG.2015.2412779.

Sun, Q., Zhang, Y., He, H., Ma, D., Zhang, H., 2017. A novel energy function-based
stability evaluation and nonlinear control approach for energy internet. IEEE Trans.
Smart Grid vol. 8 (3), 1195-1210. https://doi.org/10.1109/TSG.2015.2497691.

Takahashi, R., Tashiro, K., Hikihara, T., 2015. Router for power packet distribution
network: design and experimental verification. IEEE Trans. Smart Grid vol. 6,
618-626.

Tang, X., Bi, S., Zhang, Y.J.A., 2019. Distributed routing and charging scheduling
optimization for internet of electric vehicles. IEEE Internet Things J. vol. 6 (1),
136-148. https://doi.org/10.1109/J10T.2018.2876004.

Thomas, L., Zhou, Y., Long, C., Wu, J., Jenkins, N.A., 2019. general form of smart
contract for decentralized energy systems management. Nat. Energy vol. 4, 140-149.

Uludag, S., Lui, K.S., Ren, W., Nahrstedt, K., 2016. Secure and scalable data collection
with time minimization in the smart grid. IEEE Trans. Smart Grid vol. 7 (1), 43-54.
https://doi.org/10.1109/TSG.2015.2404534.

Varghese, S.G., Kurian, C.P., George, V.1, John, A., Nayak, V., Upadhyay, A., 2019.
Comparative study of zigBee topologies for lIoT-based lighting automation. IET
Wirel. Sens. Syst. vol. 9 (4), 201-207. https://doi.org/10.1049/iet-wss.2018.5065.

Wali, S.Bin, et al., 2021. Battery storage systems integrated renewable energy sources: a
biblio metric analysis towards future directions. J. Energy Storage vol. 35
(November 2020). https://doi.org/10.1016/j.est.2021.102296.

Wang, B., et al., 2022. Scenario analysis, management, and optimization of a new
Vehicle-to-Micro-Grid (V2pG) network based on off-grid renewable building energy
systems. Appl. Energy vol. 325, 119873. https://doi.org/10.1016/j.
apenergy.2022.119873.

Wang, J., et al., 2020. Constructing a V2G-enabled regional energy internet for cost-
efficient carbon trading. CSEE J. Power Energy Syst. vol. 6 (1), 31-40. https://doi.
org/10.17775/CSEEJPES.2019.01330.

Wang, K., et al., 2018. A survey on energy internet: architecture, approach, and emerging
technologies. IEEE Syst. J. vol. 12 (3), 2403-2416. https://doi.org/10.1109/
JSYST.2016.2639820.

Wang, K., Hu, X., Li, H,, Li, P., Zeng, D., Guo, S., 2017a. A survey on energy internet
communications for sustainability. IEEE Trans. Sustain. Comput. vol. 2 (3), 231-254.
https://doi.org/10.1109/TSUSC.2017.2707122.

Wang, K., Li, H., Feng, Y., Tian, G., 2017b. Big data analytics for system stability
evaluation strategy in the energy internet. IEEE Trans. Ind. Inform. vol. 13 (4),
1969-1978. https://doi.org/10.1109/TI11.2017.2692775.

Wang, K., Liu, X., Zhao, L., Zhou, Y., Xu, D., 2019. Research on structure and energy
management strategy of household energy router based on hybrid energy storage.
2019 IEEE Power Energy Soc. Innov. Smart Grid Technol. Conf. ISGT 2019 vol. 2019,
1-5. https://doi.org/10.1109/ISGT.2019.8791644.

Wang, Z., Liu, L., Zhang, H., Xiao, G., 2016. Fault-tolerant controller design for a class of
nonlinear MIMO discrete-time systems via online reinforcement learning algorithm.
IEEE Trans. Syst. Man, Cybern. Syst. vol. 46 (5), 611-622. https://doi.org/10.1109/
TSMC.2015.2478885.

Wu, W., Guo, J., Li, J., Hou, H., Meng, Q., Wang, W.A., 2018. multi-objective
optimization design method in zero energy building study: a case study concerning
small mass buildings in cold district of China. Energy Build. vol. 158, 1613-1624.

Wu, Y., Wu, Y., Guerrero, J.M., Vasquez, J.C., 2021a. Digitalization and decentralization
driving transactive energy Internet: key technologies and infrastructures. Int. J.
Electr. Power Energy Syst. vol. 126 (10659), 3. https://doi.org/10.1016/j.
ijepes.2020.106593.

Wu, Y., Wu, Y., Guerrero, J.M., Vasquez, J.C., 2021b. A comprehensive overview of
framework for developing sustainable energy internet: from things-based energy
network to services-based management system. Renew. Sustain. Energy Rev. vol.
150 (11140), 9. https://doi.org/10.1016/j.rser.2021.111409.

xia Sang, Z., et al., 2021. The power optimization on tie-line for the island energy
internet based on interactive distribution network. Sustain. Energy Technol. Assess.
vol. 45 (10114), 8. https://doi.org/10.1016/].seta.2021.101148.

Yadav, R., Zhang, W., Kaiwartya, O., Singh, P.R., Elgendy, I.A., Tian, Y.C., 2018.
Adaptive energy-aware algorithms for minimizing energy consumption and SLA
violation in cloud computing. IEEE Access vol. 6, 55923-55936. https://doi.org/
10.1109/ACCESS.2018.2872750.

Yaghmaee Moghaddam, M.H., Leon-Garcia, A., 2018. A fog-based internet of energy
architecture for transactive energy management systems. IEEE Internet Things J. vol.
5 (2), 1055-1069. https://doi.org/10.1109/J10T.2018.2805899.

Yan, C., Hu, Y., Bie, Z., Wang, C., 2018. MILP-based combined power and natural gas
system risk assessment in energy internet. 2nd IEEE Conf. Energy Internet Energy
Syst. Integr., EI2 2018 - Proc. 1-6. https://doi.org/10.1109/E12.2018.8582522.

Yang, S.X., Zhu, C.X., Qiao, L., Chi, Y.Y., 2020. Dynamic assessment of Energy Internet’s
emission reduction effect — a case study of Yanqing, Beijing. J. Clean. Prod. vol. 272
(12266), 3. https://doi.org/10.1016/j.jclepro.2020.122663.

Yi, P., Zhu, T., Jiang, B., Jin, R., Wang, B., 2016. Deploying energy routers in an energy
internet based on electric vehicles. IEEE Trans. Veh. Technol. vol. 65 (6),
4714-4725. https://doi.org/10.1109/TVT.2016.2549269.


https://doi.org/10.1016/j.measurement.2019.107187
https://doi.org/10.1016/j.measurement.2019.107187
https://doi.org/10.1016/j.apenergy.2016.12.065
https://doi.org/10.1016/j.apenergy.2016.12.065
https://doi.org/10.1038/s41893-021-00836-x
https://doi.org/10.1038/s41893-021-00836-x
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref97
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref97
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref97
https://doi.org/10.1109/JIOT.2020.3046324
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref99
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref99
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref99
https://doi.org/10.1016/j.rser.2017.05.067
https://doi.org/10.5815/ijcnis.2017.06.02
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref102
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref102
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref102
https://doi.org/10.1109/NAPS.2013.6666824
https://doi.org/10.1109/ACCESS.2017.2683503
https://doi.org/10.1109/ACCESS.2017.2683503
https://doi.org/10.1016/j.esr.2022.100943
https://doi.org/10.1007/s11708-017-0457-7
https://doi.org/10.1007/s11708-017-0457-7
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref107
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref107
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref107
https://doi.org/10.1016/j.suscom.2020.100502
https://doi.org/10.1016/j.suscom.2020.100502
https://doi.org/10.1016/j.est.2023.107698
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref110
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref110
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref110
https://doi.org/10.1007/978-3-030-64987-6_20
https://doi.org/10.1007/978-3-030-64987-6_20
https://doi.org/10.38094/jastt20285
https://doi.org/10.38094/jastt20285
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref113
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref113
https://doi.org/10.1016/j.est.2020.101967
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref115
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref115
https://doi.org/10.1109/icssit53264.2022.9716288
https://doi.org/10.1109/icssit53264.2022.9716288
https://doi.org/10.1016/j.compeleceng.2020.106739
https://doi.org/10.1016/j.compeleceng.2020.106739
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref118
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref118
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref118
https://doi.org/10.3390/en12244790
https://doi.org/10.1016/j.epsr.2020.106307
https://doi.org/10.1016/j.epsr.2020.106307
https://doi.org/10.1109/ACCESS.2019.2926408
https://doi.org/10.1109/ACCESS.2019.2926408
https://doi.org/10.1109/TSG.2015.2412779
https://doi.org/10.1109/TSG.2015.2412779
https://doi.org/10.1109/TSG.2015.2497691
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref124
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref124
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref124
https://doi.org/10.1109/JIOT.2018.2876004
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref126
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref126
https://doi.org/10.1109/TSG.2015.2404534
https://doi.org/10.1049/iet-wss.2018.5065
https://doi.org/10.1016/j.est.2021.102296
https://doi.org/10.1016/j.apenergy.2022.119873
https://doi.org/10.1016/j.apenergy.2022.119873
https://doi.org/10.17775/CSEEJPES.2019.01330
https://doi.org/10.17775/CSEEJPES.2019.01330
https://doi.org/10.1109/JSYST.2016.2639820
https://doi.org/10.1109/JSYST.2016.2639820
https://doi.org/10.1109/TSUSC.2017.2707122
https://doi.org/10.1109/TII.2017.2692775
https://doi.org/10.1109/ISGT.2019.8791644
https://doi.org/10.1109/TSMC.2015.2478885
https://doi.org/10.1109/TSMC.2015.2478885
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref137
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref137
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref137
https://doi.org/10.1016/j.ijepes.2020.106593
https://doi.org/10.1016/j.ijepes.2020.106593
https://doi.org/10.1016/j.rser.2021.111409
https://doi.org/10.1016/j.seta.2021.101148
https://doi.org/10.1109/ACCESS.2018.2872750
https://doi.org/10.1109/ACCESS.2018.2872750
https://doi.org/10.1109/JIOT.2018.2805899
https://doi.org/10.1109/EI2.2018.8582522
https://doi.org/10.1016/j.jclepro.2020.122663
https://doi.org/10.1109/TVT.2016.2549269

M.A. Hannan et al.

Zeadally, S., Shaikh, F.K., Talpur, A., QZ, S., 2020. Design architectures for energy
harvesting in the Internet of Things. Renew. Sustain. Energy Rev. vol. 128 (10990),
1.

Zeng, A., et al., 2022. Battery technology and recycling alone will not save the electric
mobility transition from future cobalt shortages. Nat. Commun. vol. 13, 1-11.

Zeng, Z., et al., 2020. Blockchain technology for information security of the energy
internet: Fundamentals, features, strategy and application. Energies vol. 13 (4), 881.
https://doi.org/10.3390/en13040881.

Zhang, H., Qin, C., Jiang, B., Luo, Y., 2014. Online adaptive policy learning algorithm for
Hoo state feedback control of unknown affine nonlinear discrete-time systems. IEEE
Trans. Cybern. vol. 44 (12), 2706-2718. https://doi.org/10.1109/
TCYB.2014.2313915.

Zhang, J., 2021. Distributed network security framework of energy internet based on
internet of things. Sustain. Energy Technol. Assess. vol. 44 (10105), 1. https://doi.
org/10.1016/j.seta.2021.101051.

3992

Energy Reports 10 (2023) 3970-3992

L. Zhang and B. Cao, “Stochastic programming method for offloading in mobile edge
computing based Internet of vehicle,” in International Conference on
Communications (ICC): IEEE; p, 2019, p. 2019.

Zhang, X., Xu, Y., Long, Y., Xu, S., Siddique, A., 2019. Hybrid-frequency cascaded full-
bridge solid-state transformer. IEEE Access vol. 7, 22118-22132.

Zhao, M., Lu, Y., 2019. A heuristic approach for a real-world electric vehicle routing
problem. Algorithms vol. 12 (2), 45. https://doi.org/10.3390/a12020045.

Zhou, K., Fu, C., Yang, S., 2016a. Big data driven smart energy management: from big
data to big insights. Renew. Sustain. Energy Rev. vol. 56, 215-225.

Zhou, K., Yang, S., Shao, Z., 2016b. Energy Internet: the business perspective. Appl.
Energy vol. 178, 212-222. https://doi.org/10.1016/j.apenergy.2016.06.052.

Zhou, Z., et al., 2017. Game-theoretical energy management for energy internet with big
data-based renewable power forecasting. IEEE Access vol. 5, 5731-5746. https://
doi.org/10.1109/ACCESS.2017.2658952.

Zia, MLF., Elbouchikhi, E., Benbouzid, M., 2018. Microgrids energy management systems:
a critical review on methods, solutions, and prospects. Appl. Energy vol. 222,
1033-1055.


http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref146
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref146
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref146
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref147
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref147
https://doi.org/10.3390/en13040881
https://doi.org/10.1109/TCYB.2014.2313915
https://doi.org/10.1109/TCYB.2014.2313915
https://doi.org/10.1016/j.seta.2021.101051
https://doi.org/10.1016/j.seta.2021.101051
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref151
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref151
https://doi.org/10.3390/a12020045
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref153
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref153
https://doi.org/10.1016/j.apenergy.2016.06.052
https://doi.org/10.1109/ACCESS.2017.2658952
https://doi.org/10.1109/ACCESS.2017.2658952
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref156
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref156
http://refhub.elsevier.com/S2352-4847(23)01484-1/sbref156

	Recent advancement of energy internet for emerging energy management technologies: Key features, potential applications, me ...
	1 Introduction
	2 Article selection methodology
	3 key features of the energy internet framework
	3.1 Energy router
	3.2 EV energy storage
	3.3 Renewable energy sources
	3.4 Power electronics and emerging technologies
	3.5 Solid-state transformer
	3.6 Advanced communication technologies
	3.7 Energy management system
	3.8 Data storage center
	3.9 Energy trade and financial technologies
	3.10 Virtual power plant

	4 Energy internet applications
	4.1 Energy internet in microgrid
	4.2 Energy internet in electric vehicles
	4.3 Energy internet in renewable energy
	4.4 Energy internet in building energy management

	5 Energy internet methods
	5.1 Thermo-electric decoupling method
	5.2 Neural network approach for energy management issue
	5.3 Battery charging and discharging model for peak load shifting
	5.4 Reinforcement learning method
	5.5 Peer-to-peer energy trading framework
	5.6 Heuristics algorithm for cooperative energy transportation and storage
	5.7 Greedy heuristic approach in EVs
	5.8 Fuzzy controller for efficient data transfer
	5.9 Deterministic method
	5.10 Stochastic programming method

	6 Open issues of energy internet
	6.1 Energy internet reliability and safety issues
	6.2 Strategic issue of energy internet standards and protocols
	6.3 Energy internet security
	6.4 Energy internet cost
	6.5 Energy internet complexity

	7 Global landscape of energy internet projects
	8 Future prospects of energy internet
	9 Conclusion
	Declaration of Competing Interest
	Data Availability
	Acknowledgement
	References


