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ABSTRACT

Recently, blockchain technology or distributed ledger technology (DLT) has been used

in a wide range of fields as a way to preserve records and information in a distributed

and trusted manner. Blockchain technology has revolutionized higher education, particu-

larly in the area of micro-credentials. The incorporation of micro-credentials in higher

education has the potential to change traditional education and learning process. A

number of micro-credentials can be accumulated for credit toward a specific academic

degree. Validating micro-credentials is a time-consuming and cumbersome process, but

blockchain technology enables students’ micro-credentials to be validated easily and

quickly. The immutability, decentralization, security, and transparency of blockchain

technology make it a suitable technology for addressing the significant challenges asso-

ciated with micro-credential provenance and data sharing in a secure manner. Several

existing micro-credential platforms that use blockchain technology to efficiently and

securely manage students’ micro-credentials and academic accomplishments have been

discussed in the literature. However, none of these existing platforms offer a compre-

hensive solution that can securely store, manage, and share micro-credentials with

stakeholders in a privacy-preserving manner, nor are they able to provide personalized

recommendations on students’ majors and action plans.

In this thesis, we propose an intelligent blockchain for managing micro-credentials

(IBMM) framework as a holistic platform for higher education students to manage their

micro-credentials. A systematic literature review (SLR) was carried out to identify the

shortcomings of the existing scientific studies in the micro-credential management area

and to identify the research questions and solutions. By employing the SLR process,

15 relevant studies were identified and systematically reviewed which highlighted a

number of research gaps. None of the existing studies propose a method that ensures the

anonymity of students’ identities on the blockchain when exchanging micro-credentials.

Moreover, no intelligent techniques are used to recommend suitable majors for students

and assist them in selecting the best action plan. This thesis examines the use of privacy-

v



preserving and AI methods to address these research gaps. Blockchain and AI techniques

are integrated into the IBMM framework to undertake the following tasks:

• verify and store micro-credentials on the blockchain ledger to ensure the immutabil-

ity and security of data.

• preserve the privacy of students’ identities while sharing their micro-credentials

with HEIs.

• recommend the most appropriate academic majors for students based on their

micro-credentials.

• choose the most optimal action plan for students from multiple options based on

several criteria.

In this thesis, research questions and objectives are identified, and an end-to-end solution

is proposed to address the research issues.
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INTRODUCTION

1.1 Introduction

In this era of technological advancement and with its widespread use in educational insti-

tutions, students now have unprecedented access to learning opportunities. New online

learning opportunities have also been introduced as a result of technological advance-

ments, including short courses, digital certificates, degrees, learning recommendations,

and micro-credentials [17]. The COVID-19 pandemic had a significant impact on the

educational system, both locally and globally, and highlighted the need for lifelong learn-

ing [12]. Higher education institutions (HEIs) offer both formal and informal courses

online, either fully or partially, to students from all over the world. The popularity of

micro-credentials and online learning has changed the teaching and learning process in

recent years. Students can earn micro-credentials online or in class to complete a specific

degree. It is possible for the accumulated micro-credentials to be aggregated towards the

achievement of a degree or diploma from a given institution [17].

Teaching and learning activities are mainly conducted through e-learning platforms

at most HEIs. As a result of the widespread use of e-learning platforms during the pan-

demic, university students are better prepared to study online than they were previously

[12]. Since most education tasks can be completed online, students do not have to attend

class on campus or complete coursework to receive a degree. Therefore, many HEIs of-

fer courses that focus on micro-credentials which have gained traction in many HEIs [17].
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The integration of blockchain technology offers an ideal solution to develop a reliable

micro-credential platform [58]. Blockchain technology, known for its scalability, relia-

bility, and decentralized nature, holds significant potential for ensuring the credibility

and security of micro-credentials [31]. Through the use of blockchain technology, HEIs

can create a platform in which micro-credentials are verifiable, tamper-resistant, and

globally acceptable, thus creating greater trust among students, employers, and HEIs

[38].

To address the issues of micro-credential provenance, this thesis develops an intelli-

gent and trustworthy higher education micro-credential platform based on blockchain

technology for storing, managing, and verifying students’ micro-credentials.

This chapter is structured as follows: Section 1.2 presents an overview of blockchain

technology, micro-credentials, and blockchain-based micro-credentials. The subsections

discuss blockchain technology in education and overview the components, features,

types, and consensus models associated with blockchain. Section 1.3 overviews the

thesis problem. Subsequently, Section 1.4 discusses the motivations behind this thesis,

presenting the driving factors and rationale behind it. In Section 1.5, the thesis objectives

are outlined, followed by a clear overview of what falls within the scope of the thesis

in Section 1.6. Section 1.7 presents the important contributions of this thesis, with

particular emphasis on its unique social and scientific significance to the field. Section

1.8 offers readers a snapshot of the content covered in each of the remaining seven

chapters of this thesis. Section 1.9 concludes this chapter and provides a transition to

the following chapter.

1.2 Background of the Thesis

1.2.1 Blockchain technology

Blockchain technology is a distributed database that stores transactions in sealed blocks

and records them securely [89]. It stores cryptographically signed transactions in blocks

on a ledger or chain. Upon a validation and consensus decision, each block is cryptograph-

ically linked to the prior one, which will lead to the continued growth of the chain [15].

Adding new blocks increases the resistance to tampering, making the modifiability of
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older blocks difficult. Once a transaction is complete and written on the blockchain, data

is impossible to change and tamper with [93]. Each block on the network is distributed

among all copies of the ledger, and any conflicts are automatically resolved. There are

three components to each block: the timestamp and hash of the preceding block, and the

transaction [93]. Decentralized environments can be created using blockchain technology,

which prevents third parties from controlling data and transactions [93]. Blockchain

technology generally relies on a peer-to-peer (P2P) network to communicate and validate

new blocks using a particular protocol [15]. P2P networks link a group of nodes together

to form a blockchain. Several copies of the mutual ledger are maintained at each network

node. Every node is capable of validating transactions, sending and receiving messages,

and creating blocks [15].

1.2.2 Blockchain types

Blockchains can be classified into the following three types [15]:

1. Permissionless (Public Blockchain): permissionless blockchain networks are non-

restrictive decentralized ledger systems that enable everyone on the network to

publish blocks without requesting permission from a centralized authority. They

are usually open-source software freely accessible and available to the public. As

everyone has the authority to publish blocks on the blockchain, anyone can gain

access to read, write to the ledger, and create blocks by joining the network as a

node [93].

2. Permissioned (Private Blockchain): permissioned blockchain networks are re-

stricted centralized systems that allow only authorized users to join the network

[93]. They can restrict read access and who can create blocks. Due to the small

size and limited scope of private networks, they are not accessible to the general

public. All users must obtain permission before accessing them. There are typically

only a few users who can participate in a private blockchain network, which is

reserved for organizations and businesses. The governing organization determines

authorizations and accessibility [15].

3. Consortium (Federated Blockchain): consortium blockchain networks are a com-

bination of public and private blockchain networks; they are semi-decentralized

and semi-private systems that allow only some nodes to join in the distributed

consensus process [15]. There might be restrictions on reading and writing, certain
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nodes will verify transactions. Consortium blockchains make transactions more

private, scalable, and faster [73].

1.2.3 Blockchain components

This section explains the main components of blockchain to generate a secure digital

environment. Breaking down and describing each component of blockchain technology

simplifies the technology’s complexity [93]. There are many blockchain components hence

the following compilation of components may not be exhaustive; however, it is necessary

to understand these components to grasp the concepts outlined in this thesis.

• Cryptographic Hash Functions: the process of hashing uses a cryptographic hash

function to generate a digest or message digest from inputs of various sizes, such as

files, text, or images [93]. The Secure Hash Algorithm (SHA256) is a cryptographic

hash function that commonly appears in blockchain implementations with its

output size of 256 bits. Blockchain technology uses a variety of cryptographic hash

functions, not just SHA256. However, a wide range of computer hardware supports

SHA-256, allowing fast and efficient computations [93].

• Transactions: the term "transaction" refers to an exchange or interaction among

parties, such as transferring cryptocurrencies between users on the blockchain

network [93]. Blockchain network security depends on creating new blocks con-

tinuously, even with no transactions. Transactions in smart contract systems can

be used for sending, processing, and storing data on the blockchain. There can

be differences in the data that make up a transaction between blockchain imple-

mentations. However, the transaction mechanism in which information is sent

to the blockchain network by a blockchain network user remains the same [93].

The information sent potentially includes but is not limited to inputs and outputs

of transactions, a sender’s address and public key, and a digital signature. It is

important to determine the validity and authenticity of a transaction no matter

how data is generated and transmitted to ensure that the sender has access to the

digital assets being sent [93].

• Ledger: a ledger includes a set of transactions, and nodes within the blockchain

network are responsible for maintaining a ledger that records all transactions. A

blockchain ledger shows the current status of data stored on the network [93].
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• Wallets: blockchain wallets are digital wallets that serve as a secure repository to

manage and store a user’s private information, asymmetric keys, and transaction

addresses. Blockchain users can purchase digital currencies or assets, sell them,

and monitor their balances [73].

• Blocks: the transactions are appended to the blockchain ledger when a publisher

issues a block [93]. A block comprises a block header and block data; the block

header consists of information about this block, such as a block number, a hash

value of the prior block header, a hash value of the block data, and a timestamp.

The block data comprises a validated and genuine list of transactions submitted to

the network [93].

• Smart Contracts: smart contracts, often known as digital contracts, are collections

of code and data executed on blockchain networks using cryptographically signed

transactions, such as Ethereum’s smart contracts or Hyperledger Fabric’s chain-

code [93]. Blockchain nodes execute smart contracts; all nodes must obtain the

same outcomes from the execution, and the outcomes of execution are stored on the

blockchain. Users in a blockchain network are able to generate transactions that

transmit data to a smart contract’s public functions, and with the user-provided

data, the smart contract executes the appropriate method to carry out a specific ser-

vice [93]. Blockchain network users can encode their logic in the form of functions,

and every time this function is invoked, it becomes a transaction on the blockchain

[73]. Permissionless blockchain networks (such as Ethereum) that support smart

contracts will charge a transaction fee for the cost of executing the smart contract

code. On the other hand, permissioned blockchain networks (such as Hyperledger

Fabric) that support chaincode do not require users to pay for the execution of

smart contracts [93].

1.2.4 Blockchain consensus models

Consensus models are used in blockchain technology to allow a group of distrustful

nodes to work together and decide or select which one is responsible for publishing the

subsequent block [89]. While there are several approaches to selecting a node that can

publish the next block, some of these approaches may be ineffective in terms of network

longevity or even pose dangers to the network. Therefore, the basic idea of consensus

models is to establish agreement on a specific node to avoid potential attacks on the

network [89]. Upon nodes joining the blockchain network, they establish consensus on the
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system’s initial state, which is the only preconfigured block recorded in the genesis block

[93]. Every blockchain network contains a genesis block, and each subsequent block must

conform to the agreed-upon consensus model. It takes time to achieve agreement among

all nodes, regardless of which distributed consensus protocol is used. It is necessary

for every block to meet validation criteria, so every node within a blockchain network

can verify it independently [93]. Blockchain technology provides several distributed

consensus models and everyone has a different approach to selecting the node that can

publish a new block. In the following, we provide three commonly used consensus models

in blockchain technology to reach a consensus:

1. Proof of work (PoW) model: the PoW utilizes computational power in the Bitcoin

network as a method to select the node that can publish the subsequent block [89].

Solving a computationally intensive puzzle successfully qualifies the node as the

winner of the competition, with their solution serving as proof of their efforts. Nodes

receive rewards when they win and bitcoins are added to their accounts. The puzzle

is purposely designed to be difficult to solve, but validating a solution is simple

[93]. All other full nodes can then easily validate a new block proposed to append

it to the replicas, and blocks that do not satisfy the puzzle are rejected. As one of

the most common puzzle techniques, a node competes by finding a hash digest of a

block header that is smaller than a target value. This creates competition between

nodes to discover a hash digest that matches the target [93]. In Bitcoin, the mining

process is a PoW procedure and miners are the network nodes that compute the

hash values [96].

2. Proof of stake (PoS) model: the PoS relies on the stake a node owns within the

network. Nodes that have a higher stake in the system are more likely to want

it to succeed and less likely to destroy it [93]. A stake is usually a cryptocurrency

size that the blockchain network node has invested in the system. Blockchain

networks based on PoS use stake size to determine a node’s ability to publish new

blocks. Consequently, the likelihood that a blockchain network node will publish

a new block depends on the size of cryptocurrency staked in the network overall

[93]. In contrast with PoW, PoS does not require energy consumption since the

node competition is not based on computational power. PoS has several versions

and DPoS is one of them that has a different mechanism on how to select a node

responsible for publishing the next block [89].
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3. Practical Byzantine Fault Tolerance (PBFT): the PBFT is a consensus algorithm

used by Hyperledger Fabric to handle Byzantine faults. There is a possibility that

up to one-third of malicious Byzantine replicas can be handled by PBFT [96]. Each

round of the algorithm selects a node to publish the next block. There are three

phases in the process, pre-prepared, prepared, and commit. A node may move on to

the next phase if it receives votes from over two-thirds of the nodes. It is essential

that the network knows every node in PBFT [96].

1.2.5 Blockchain features

Blockchain technology has several applications in different fields, such as education,

banking, healthcare, etc. due to its various characteristics. The following are some

common features of blockchain technology:

1. Blockchain technology is secure as it uses advanced cryptographic techniques,

ensuring that data within the ledger can be authenticated and cannot be tampered

with [93].

2. Blockchain technology has the principal characteristics of immutability and trans-

parency, which ensures the integrity of educational credentials, stability, and

unalterability. It also prevents fraud and unauthorized modifications as all the

changes are visible to authorized users [15].

3. Blockchain technology operates on a distributed network that allows the number

of nodes to be increased so they are more resilient to malicious attacks [93].

4. Blockchain technology operates on a decentralized network in which there is no

centralized authority or individual governing it. This feature of blockchain and its

consensus mechanisms protect it from hacking and unauthorized access [15].

5. Blockchain technology is a shared network in which the ledger is shared among

numerous nodes, providing transparency [93].

6. Blockchain technology provides ownership and control of data in which students

have full control over their educational records since they can decide what data to

share, with whom, and when [15].

7. Blockchain technology can be an effective and reliable technique for enabling

individuals and institutions to verify academic achievements and educational

credentials securely without the need for intermediaries [15].

7



CHAPTER 1. INTRODUCTION

8. Blockchain technology uses smart contracts, which can manage several operations,

such as enrolling students, distributing payment, completing courses, reducing

administrative costs, and enhancing efficiency [15].

1.2.6 Blockchain in education

The education sector can be revolutionized by blockchain technology in several ways,

including credential verification and data security. In addition to offering the techno-

logical means to decentralize online education, micro-credentials enable students to

maintain their academic accomplishments throughout their lives. The technology also

enables students, institutions, and employers to operate more efficiently, securely, and

with more confidence. Certificates created and saved in the blockchain automatically

become immutable, and once data is written on the ledger, it cannot be altered [70].

The most popular uses of blockchain technology are issuing, sharing, and verifying

students’ education qualifications (e.g., degrees, transcripts) and technical skills [15].

With blockchain technologies, the credential process is simplified and employers can ver-

ify an employee’s academic performance quickly and easily. The use of blockchain in the

education sector increases confidence and reduces costs by providing a secure platform for

sharing student data [15]. In addition, a complete course record is stored using blockchain

technology as chronologically ordered data blocks. Generating a blockchain-based in-

frastructure to keep track of academic credentials and accomplishments throughout a

student’s life is much more effective and secure than paper records [15].

The following examples illustrate the successful implementation of blockchain in the

education sector:

• Blockcerts: the Massachusetts Institute of Technology (MIT) collaborated with

Learning Machine to create Blockcerts, an open standard designed to develop, issue,

and validate secure and tamper-proof blockchain-based educational credentials [9].

The Blockcerts Wallet app helps students quickly and easily obtain a secure and

verified digital copy of their diploma. Moreover, this initiative empowers students

to share their digital credentials with employers and institutions, significantly

improving the efficiency and credibility of the verification process [26].

• Sony Global Education (SGE): this is an established educational blockchain-based

platform resulting from a partnership with IBM, in which student records are
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secured and shared using blockchain technology [45]. The collaboration between

Sony Corporation and Sony Global Education aims to apply blockchain specifically

to the education system. The collaboration focuses on streamlining administrative

processes such as grade recording, attendance tracking, and course management,

ensuring data integrity and reducing the risk of fraud through the decentralized

nature of blockchain [64].

• QualiChain project: this project explores decentralized solutions for storing, shar-

ing, and verifying education and employment qualifications, with a focus on leverag-

ing blockchain technology, algorithmic techniques, and computational intelligence

to disrupt public education, its connections to private education, the labor mar-

ket, and administrative processes in the public sector [70]. Lifelong learning is

a central target and the project aims to assist lifelong learners at various stages

of their learning and career paths. The pilot case study specifically investigates

how blockchain technologies can benefit lifelong learners by providing transparent

and immutable educational accreditation, personalized recommendations based

on their achievements, and support in attaining both personal and professional

learning goals [71].

1.2.7 Micro-credentials

A micro-credential is a mini-qualification that provides evidence that skills, knowledge,

and/or experience in a specific field or ability have been attained and it can be used by

the student to progress towards a larger credential or degree that focuses on a particular

field of study in the shortest amount of time [17, 31]. Micro-credentials are narrower in

range and easier to acquire than traditional qualifications and are a useful alternative

to a traditional degree. In the era of technology-based learning, micro-credentials have

become increasingly popular. In education, micro-credentials will have a positive impact

on learning engagement [17, 58]. Micro-credentials are a new area in the education

sector that has expanded significantly over recent years and have become popular in

the higher education sector [17, 31]. While several institutions offer online certification

programs, only a few offer micro-credentials.

Before 2020, micro-credentials were available in a variety of forms, but their popular-

ity grew as a result of the COVID-19 pandemic, which accelerated their implementation

in many sectors [17, 61]. Since the COVID-19 pandemic, micro-credentials are the most
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recent innovation in online education, gaining traction in public and private universities

throughout the world. Micro-credentials, also known as digital badges, have recently

emerged as a way to verify the completion of shorter, more specific learning courses that

are not shown on academic transcripts [17, 55].

In June 2020, the Australian Government announced the creation of a Micro-credentials

Marketplace for students to identify educational opportunities. The Australian Qual-

ification Framework (AQF) 2019 sets common standards for micro-credentials across

Australia and provides consistency and recognition of micro-credentials [4]. A number of

international universities, including the University of Malaya, Notre Dame, Pennsylva-

nia State University in the US, and the Open University in Europe, have created their

own credit recognition or micro-credentialing policies. In Australia, a few universities,

such as the University of Technology Sydney (UTS), Deakin, Griffith, and Swinburne

University, have started offering micro-credentials in their respective institutions [12].

Several micro-credentials can be combined and students can choose where to acquire

them, which allows them to achieve a large base of micro-credentials and eventually

obtain a degree or diploma. Micro-credentials are beneficial to both students and higher

education providers because they allow for the grouping of small learning attributes,

such as soft skills, competencies, and professional skills [17]. As a result, students will

be able to develop their skills and experience and are provided with a pathway to higher

education to participate in continuous learning. Short courses with specific skills can help

them upgrade their skills outside of the classroom. Upon completion of a short course,

students are awarded a certificate as proof of completion [17, 51]. Despite this, there are

issues associated with certificates, including how easy it is to alter them fraudulently. It

is often a cumbersome and lengthy process to replace a certificate if it is lost, etc. [30, 58].

Furthermore, students who attend multiple short courses may also encounter difficulties

in managing and presenting numerous certificates for other institutions [17, 31].

Micro-credentials offer many benefits for students. For instance, micro-credentials

save the students’ time by breaking a broad subject down into bite-sized pieces that

they can easily consume while allowing students to acquire new skills in a time-efficient

manner [17, 47]. Moreover, micro-credentials promote and support the pursuit of lifelong

learning by allowing students to develop their skills and knowledge throughout their
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lives. Learning with micro-credentials increases students’ opportunities and provides

them with the flexibility to learn at their own pace [17, 47]. Furthermore, the use of

micro-credentials can also enhance learning experiences by offering students credentials

for specific skills and additional skills and competencies obtained beyond education

institutions [17, 47].

The lack of a common understanding of micro-credentials is a major hurdle to expand-

ing the utilization of micro-credentials in higher education [17, 47]. Micro-credential plat-

forms are crucial to the implementation of micro-credential initiatives in HIEs. Recently,

micro-credential platforms have proliferated rapidly, and each one has its own features

to meet the needs of its users [17, 47]. Since the topic is relatively new, the literature still

does not cover all these platforms. The general idea behind micro-credential platforms is

for users to be able to store, manage, share, and create online micro-credentials [17, 47].

However, in some cases, online credentials are manually verified or stored by a third

party, causing administrative workload and making them vulnerable to forgery. As a po-

tential solution, researchers have started integrating micro-credentials with blockchain

technology in the last few years to overcome these issues [17, 58]. Therefore, to facilitate

community acceptance of earning online micro-credentials, the creation of a trustworthy,

secure, resilient, and scalable platform using blockchain technology is essential [12, 17].

1.2.8 Blockchain-based micro-credentials

Blockchain is an ideal technology to implement in relation to micro-credentials as it

provides an infrastructure for managing, storing, and documenting the details of micro-

credentials [17, 38]. Micro-credentials are a useful tool for students to show both what

they can do today and their future potential, as blockchain technology can capture

and communicate the skills and knowledge a student has previously attained. Micro-

credentials are permanently secured and stored on a blockchain which guarantees that

they cannot be changed. A blockchain is a decentralized approach where each student

is given a reliable, unique, and persistent credentialing e-portfolio, which also gives

the students full administrative control and authority over the credentials they have

attained [17, 76]. Furthermore, blockchain permanently authenticates and stores micro-

credentials while offering users full control and management over their credentials. It is

impossible to hack blockchain in the traditional sense because it is a distributed ledger

that has a high degree of security, so there is no possibility of micro-credentials being
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forged [17, 76].

Since blockchain research is advancing quickly, a better understanding of blockchain’s

applications in the area of micro-credentialing will contribute to the future improvement

of micro-credential platforms. However, there is still a lack of comprehensive software

frameworks for HEIs, leaving usable, and reusable micro-credentialing applications in

their early stages of development [17, 58].

Blockchain technology has characteristics that are advantageous for micro-credentials,

as shown in Figure 1.1. This technology helps to solve many associated problems in

the process of managing micro-credentials, which makes it a good fit to use with micro-

credential platforms [17, 31].

Blockchain technology can improve the privacy of micro-credentials by providing

anonymity. It uses a pseudonym (public key) that is unrelated to a user’s real identity,

so even if the transaction is disclosed on the blockchain, the user’s identity cannot be

determined [17, 35]. As previously mentioned, blockchain is a secure technology with

an advanced level of encryption, so it can prevent micro-credentials from being forged

[17, 88]. Since micro-credentials are stored on blocks in the blockchain ledger, and each

block is cryptographically linked to the previous block, it is impossible to change or erase

data once it is written on the blockchain, which also improves security and stability [17,

49]. As micro-credentials are stored permanently on the blockchain, students can utilize

them indefinitely, which enhances their longevity and durability [17, 82]. Additionally,

this technology can ensure credibility, integrity, and reliability for micro-credentials

because all parties on the blockchain can trust that all transactions presented to the

ledger are trustworthy by checking the credential timestamping [17, 49]. Thus, students

can reliably share their micro-credentials, and other parties can validate the integrity

of these micro-credentials on the blockchain because every party can participate in the

transaction, so this also improves trust and transparency [17, 82]. Blockchain also can

help to increase information availability for micro-credential recognition and improve

efficiency in micro-credential platforms; also, it has the ability to verify every credential

registered on the blockchain to ensure the validity and security of micro-credentials

[17, 31]. Furthermore, although blockchain is a distributed database and several copies of

the ledger are stored on different nodes, blockchain is not managed by a central authority,

so it gives students full access to their credentials on micro-credential platforms [17, 76].
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Figure 1.1: Benefits of blockchain for micro-credentials. (Alsobhi et al. [17])

1.3 Statement of the Problem

The number of international students applying to higher education institutions (HEIs)

worldwide increases each year [3]. These students have made a decision to pursue higher

education and they often need assistance regarding the management and evaluation

of their previously completed micro-credentials. Many students are unfamiliar with

academic degrees and micro-credentials during the application process. Therefore, they

also require learning recommendations to support their learning journeys based on their

micro-credentials and learning achievements [67]. Consequently, students encounter

several challenges when pursuing higher education based on their micro-credentials,

13



CHAPTER 1. INTRODUCTION

detailed in the following.

There are multiple challenges associated with traditional methods of verifying cre-

dentials in higher education, like paper-based systems or centralized databases. The

verification process is a manual check process and involves email exchanges with issuers

or contacting issuer institutions [51]. When students send their credentials and academic

documents to other HEIs, the institution’s responsibility is to verify the authenticity

of the credentials or certificates by contacting the original issuer and asking whether

they were issued by them. Additionally, the original issuer might review their local or

centralized databases of certificate records. However, if there is no database available

for the original issuer, the credential or certificate will be verified using the paper-based

method [20]. Therefore, the manual verification process is cumbersome, time-consuming,

and inefficient, and it compromises overall credibility [51]. These challenges mainly

involve authenticity and trust verification; unfortunately, when an efficient and reliable

verification mechanism is absent, trust issues with the entire micro-credentialing process

may result [58].

Additionally, one of the significant challenges for students is accessing their academic

data online easily and in an unrestricted manner through their institution’s platforms.

These traditional e-learning platforms, typically used by most HEIs, often lack flexibil-

ity and accessibility [89]. Each HEI uses its own platform to store the students’ data

and academic records in specialized formats within restricted-access databases. As a

result, students are unable to utilize their own data and have limited access to them

[49]. Complicating matters, these centralized databases are controlled by third parties,

which means students need permission to access their digital academic records, including

credentials, certificates, and transcripts [89]. Furthermore, HEIs limit student control

over their account along with restricted access by preventing them from accessing their

academic records online once they graduate. In addition, there is no option for the stu-

dents to share their credentials or academic records; they only have access to view or

print it. Consequently, if a student loses their certificates or transcripts, they may have to

go back to their home institution to obtain a replacement copy, which is time-consuming

and can be expensive [89].

Generally, HEIs do not share their students’ records with other institutions, which

can prove problematic for students who want to transfer from one institution to another

and need proof of previous coursework completion [86]. In this case, the students them-
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selves are responsible for providing their academic documents to the other institutions.

Moreover, it is particularly challenging for students who want to move to another country

due to language barriers, script barriers, and administrative barriers [86]. Document

exchange between institutions is typically difficult due to institutional autonomy and the

lack of standardized formats for storing data. Because of these obstacles, the student’s

record will be duplicated in every institution with a different format, and the students

may have to repeat some courses or complete unnecessary assessments, resulting in de-

lays and wasted time [86]. Furthermore, the lack of standardized protocols and systems

in HEIs in different countries complicates the sharing and transfer of students’ academic

records [86]. To learn effectively, students must own and control their digital academic

records, determining who can access them and how they can share their credentials.

Unfortunately, the existing e-learning platforms do not afford students adequate control

over their credentials [49].

Security and privacy preservation are essential issues in e-learning areas that need

to be addressed in the majority of education systems for student data integrity and pro-

tection against unauthorized access [89]. E-learning systems store sensitive information,

including students’ academic records and personal data. Moreover, many authenticated

users, such as staff, administration, teachers, etc., can access the data that has been

preserved on these systems to use, edit, review, and display. Subsequently, the students

may desire anonymity to avoid revealing their personal information to other institu-

tions while sharing their academic data with them [89]. For this reason, it is desirable

that educational systems make student data anonymously searchable within previously

agreed-upon parameters.

In most HEIs, students’ academic records are stored in central repositories on institution

servers. However, the centralized nature of these servers makes them prone to security

issues, failures, and longer access times. Data security is at risk due to the presence of

attackers on the network since they can potentially access sensitive information [14]. The

inadequate security measures that the e-learning systems have implemented make them

susceptible to unauthorized access [31]. Moreover, students may experience data loss and

security breaches when sharing their educational data with other institutions through

the system. In addition, the stored data is exposed to tampering, fraud, and privacy

breaches [14]. For instance, in 2020, the records of 20,000 students at Sias University

in Zhengzhou were leaked [62]. In 2022, the hacking of the contact details for 47,000

students at Deakin University in Australia exposed student IDs, names, phone numbers,
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and email addresses [34].

In addition, there is a lack of an intelligent mechanism that allows students to select

the right major based on their micro-credentials and learning achievements. There is a

need to assist students regarding the appropriate selection of majors that are relevant to

their completed micro-credentials. Choosing the right major is a crucial decision that

profoundly affects a student’s career path in the future. Furthermore, several factors in-

fluence this decision, including limited knowledge of the major, relying on online searches,

recommendations from friends, parents’ opinions, and family pressures, etc. [16]. There

can be serious consequences for both the HEI and the student if a student selects an

inappropriate major. As an example, it may negatively impact students’ career prospects,

resulting in decreased interest, motivation, academic performance, and difficulty finding

a suitable job [32]. In addition, the decision to change a major or to not complete a degree

may also result in students wasting valuable time and resources, which can adversely

impact their future academic and professional careers [32]. The National Centre for

Education Statistics (NCES) indicated that approximately 80% of university students

decided to change their majors at least once during their study in 2020 [32]. This suggests

that many new university students lack the experience that they need to make informed

decisions about their academic majors.

The lack of a unified platform that aggregates and presents all action plans is a

significant challenge. This challenge makes it difficult for students to manage their

academic goals effectively [48]. This problem occurs when students apply to several HEIs

and receive an action plan from each of them. To make informed decisions regarding

their academic path, students need to be able to access and view their action plans in one

accessible place. While there are existing educational platforms, none of these platforms

address the essential need of aggregating action plans from multiple HEIs. Consequently,

as there is currently no platform that aggregates all students’ action plans into one easily

accessible view, the students have to navigate several systems and interfaces to access

their action plans, which is difficult, resulting in confusion, wasted time, and possible

errors.

Consequently, choosing an appropriate action plan from multiple options on the basis

of various criteria is also another issue for students. This issue occurs because it may be

difficult for students to obtain comprehensive information about each action plan, and
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every criterion has its own significance and may impact the final decision [11]. Decision-

making is a complicated process, requiring students to assess and weigh different factors

before making a well-informed decision. Further complicating this decision-making

process is the lack of an intelligent and simplified process for evaluating and comparing

action plans effectively based on these various criteria [11]. The absence of an effective

framework or tool to support students’ decision-making processes may result in them

feeling confused, overwhelmed, or lacking in confidence during the selection process.

1.4 Motivation of the Thesis

According to a recent qualitative research study, there is now a barrier to the wider

adoption of blockchain due to the general lack of awareness of employing blockchain

technology in the context of micro-credentials [17, 38]. Recently, the number of studies

on the application of micro-credentials on blockchain in higher education has been in-

creasing, but no study has been conducted on this research subject. Furthermore, in

the higher education sector, there is a lack of intelligent approaches and applications to

reliably manage micro-credentials [12, 17]. HEIs are still in the early phases of managing

micro-credentials based on blockchain technology [17, 76].

There is a need for HEIs to develop an innovative and trustworthy approach to

securely store micro-credentials and to share these micro-credentials with other stake-

holders (such as but not limited to HEIs). According to [32, 85], there is an urgent

need for intelligent and reliable approaches to provide recommendations for learning

pathways for students. Based on the micro-credentials and a student’s learning prefer-

ences, such as a particular degree, major, course, etc., a personalized action plan can

be generated by HEIs. Managing, aggregating, sharing, preserving, and storing micro-

credentials in a decentralized environment is crucial for both students and HEIs [17].

Therefore, developing a decentralized higher education micro-credential platform will

serve as a trustworthy and intelligent mechanism to manage and store the student’s

completed micro-credentials [17, 49]. It is important that this platform provides support

to students by allowing them to share micro-credentials in a privacy-aware manner

[31]. Furthermore, the micro-credential platform should be able to generate learning

recommendations for majors and action plans for the students [17].

Given the importance of using blockchain to manage micro-credentials in HEIs and
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the challenge of developing a decentralized micro-credential platform, previous stud-

ies [30, 58, 89] have proposed different credential platforms in the higher education

sector. However, their approaches do not focus on the possibility of the acquired micro-

credentials being used to complete a specific degree in the future with a suitable major

[17].

To address the limitations and issues explained previously in Section 1.3, we first need

to identify the main requirements, from the student’s perspective, that need to be met

in providing an optimal blockchain-based micro-credential platform. We have identified

four important requirements as follows. In the future the innovative micro-credential

platform should be able to do the following [17]:

1. store, verify, and share micro-credentials in a privacy-preserving manner.

2. enable students to access their micro-credentials anywhere and at any time without

a central authority.

3. collect all the provided action plans from multiple HEIs and display them to

the students in a single view so they can select a suitable one based on their

preferences.

4. generate personalized learning recommendations as requested for action plans and

majors, based on the students’ micro-credentials.

1.5 Objectives of the Thesis

This thesis addresses some existing issues associated with managing micro-credentials

in higher education. Specifically, it proposes an effective methodology for developing an

intelligent and reliable platform dedicated to higher-education micro-credentials that

meets the needs of both students and HEIs. Through the accomplishment of this main

objective, this study contributes to the advancement of micro-credentialing systems and

improving the management efficiency and effectiveness of micro-credentials in higher

education. We summarize the main objectives of this research based on the previously

identified requirements:

1. This thesis develops a reliable blockchain-based framework for managing and

verifying students’ micro-credentials, ensuring the integrity and authenticity of
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their academic achievements. The framework leverages blockchain’s inherent

security and immutability to offer a trusted and tamper-proof micro-credential

management platform.

2. This thesis designs a privacy-preserving solution that enables students to keep

their identities secure while sharing their academic profiles with other institutions

on the blockchain. This solution ensures the confidentiality of students’ identities,

while also ensuring that micro-credentials can still be verified and recognized more

easily.

3. This thesis develops a recommender system that provides students with learn-

ing recommendations for the most suitable major that aligns with their micro-

credentials and academic achievement. Using machine learning techniques and

data analytics, the system empowers students to make informed educational deci-

sions regarding their academic pursuits.

4. This thesis provides a methodology for students by which they can access and view

all their action plans received from several HEIs in one location. By using this

approach, action plans can now be easily managed and tracked, giving students a

comprehensive understanding of what is available to them.

5. This thesis proposes an intelligent methodology by which students can predict the

best action plan based on multiple criteria to make informed choices regarding

their learning aspirations and align their choices with their long-term goals by

considering multiple criteria.

1.6 Scope of the Thesis

Our main research objective is to develop a blockchain-based micro-credential platform

that can assist HEIs and students in verifying, managing, maintaining, and sharing

micro-credentials.

During this study, innovative approaches for increasing the credibility and reliability

of micro-credentials across the higher education ecosystem are explored, as well as the

challenges and opportunities associated with managing micro-credentials over a lifetime.

As part of its focus on platform development, this thesis addresses key issues concerning
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micro-credential provenance, verification, security, and interoperability.

Using emerging technologies, such as blockchain, artificial intelligence, or privacy pre-

serving, this thesis examines the potential benefits of developing a micro-credentialing

system that enhances transparency and trustworthiness. In addition, this thesis explores

the relationship between students’ prior educational achievements and their future

education qualifications to provide insights and learning recommendations.

Overall, the major aim of this thesis is focused on providing a comprehensive method-

ology that can be used to manage, verify, share and store micro-credentials using

blockchain technology, as well as providing personalized recommendations for students

based on their micro-credentials.

1.7 Contributions of the Thesis

This thesis proposes a trustworthy and intelligent blockchain platform for managing

higher-education students’ micro-credentials. This section discusses the thesis contribu-

tions, which are classified into scientific and social contributions.

1.7.1 Scientific contributions

This thesis makes the following scientific significance to the existing literature:

1. This is the first research that proposes a privacy-preserving method to ensure the

students’ anonymity while sharing their academic profiles with HEIs.

2. This is the first research that develops a recommender system to assist students in

selecting a suitable major based on their micro-credentials.

3. This is the first research that proposes an intelligent mechanism to assist students

in selecting a suitable action plan based on their preferred parameters.

4. This is the first research that provides learning recommendations to assist students

in completing their preferred degree based on their micro-credentials.
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1.7.2 Social contributions

1. This research can help in building academic profiles, including skills, qualifications,

experiences, and completed micro-credentials from multiple HEIs online in a

distributed, intelligent, and reliable environment for students.

2. This research will help in aggregating and converting students’ micro-credentials

into a specific academic degree to pursue their learning journey. It also provides

personalized learning recommendations for students based on their verified micro-

credentials.

3. This research in the future will benefit employers as potential users of the system

as they will be able to validate the data provided by an employee for a specific job.

1.8 Plan of the Thesis

The main goal of this thesis is to provide a complete methodology for developing an

intelligent blockchain platform design to manage micro-credentials for higher-education

students. To achieve this goal, various techniques, machine-learning models, and artificial

intelligence algorithms were used. This thesis is structured into eight chapters as shown

in Figure 1.2. This section provides the following overview of each chapter:

• Chapter 2: This chapter provides a systematic literature review to review and an-

alyze the existing blockchain-based higher education micro-credentialing platforms

in the current literature. In this chapter, we identify and review the shortcomings

in the existing literature that have not yet been adequately addressed and resolved.

To contribute to the field, we address the gaps identified in this thesis.

• Chapter 3: This chapter defines each of the gaps that have been identified in the

previous chapter and we address them in this thesis. In addition, this chapter

presents definitions of the terms used in this thesis to define the issues that will be

addressed. Furthermore, this chapter formulates research questions based on the

identified research gaps, which are then also used to devise the research objectives.

• Chapter 4: This chapter defines the main research methodology chosen as the

most pertinent to this research to address the research gaps. The design science

research approach is the methodology chosen for this research. Additionally, an

overview of a proposed solution to each of the identified gaps is presented in
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Chapter 3. This chapter includes references to the chapters that contain detailed

solutions to the research issues identified. Additionally, some terminologies are

defined conceptually in this chapter.

• Chapter 5: This chapter describes in detail the development of the intelligent

blockchain for managing micro-credentials (IBMM) platform. This is a higher-

education micro-credentialing platform that is designed and built using the Hyper-

ledger blockchain. It is an intelligent and reliable platform for higher education

students used to store, verify, and manage micro-credentials. The IBMM platform

contains three layers, each of which is presented and explained in detail. In addi-

tion, this chapter presents the privacy-preserving methodology by which a student

can share their profiles and micro-credentials securely and privately between HEIs

via the IBMM platform.

• Chapter 6: This chapter provides a detailed description of the proposed solution

for recommending the most suitable major for students. It focuses on develop-

ing a recommender system that uses students’ micro-credentials to predict an

appropriate major for each student. To design this recommender system, three

machine-learning models are used, and each of these three models is discussed in

detail.

• Chapter 7: This chapter introduces and explains the methodology of collecting

students’ action plans to enable the students to easily access and view them via

the IBMM platform. These action plans are generated based on the students’

micro-credentials which are received from several HEIs. Furthermore, this chapter

presents a multi-criteria decision-making methodology by which used to help

the students in choosing the most optimal action plan based on their selected

criteria. We utilized one deep-learning model and two machine-learning models

and presented them in detail in this chapter.

• Chapter 8: This chapter is the final chapter of this thesis, and it offers a brief

summary of the major contributions and achievements made through this research.

Moreover, it outlines possible directions for future work that can extend and

enhance the findings contained within this dissertation.
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Figure 1.2: The structure of this thesis

1.9 Conclusion

In conclusion, this chapter presented an introduction to our thesis, which is focused

on developing an intelligent and trustworthy blockchain platform for managing micro-

credentials in the higher education sector. It provided a concise background description

of micro-credentials, blockchain technology, and the concept of blockchain-based micro-

credentials. Furthermore, the problem statement, research objectives, and scope, research

motivation, research contributions, and thesis plan were presented in this chapter.

The next chapter presents a systematic literature review (SLR) process to identify the

research issues that have not been addressed by previous research and need to be

addressed in this thesis.
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A SYSTEMATIC LITERATURE REVIEW

2.1 Introduction

This chapter provides a detailed overview of the state-of-the-art in the field of managing

micro-credentials using blockchain technology. The primary motive of this chapter is to

review the existing literature which has been published over the past seven years, from

2016 to 2023. We start by conducting a systematic literature review (SLR) to retrieve the

relevant studies to present an innovative and timely contribution to the literature on

blockchain-based micro-credential platforms in the higher education sector. Additionally,

we conducted an analysis of the existing literature to identify the research gaps. This

review offers insight into the micro-credential platforms that have been proposed for

HEIs over recent years. Then, we classify the existing platforms in each of the reviewed

studies into two groups, namely intelligent platforms for managing micro-credentials

(IPMM) and platforms for managing micro-credentials (PMM).

The contents of this chapter have been published in the Knowledge-Based Sys-

tems journal, which is currently ranked in the top quartile of journals (JCR Q1, IF

impact factor 8.8). The contents of this SLR are available at the following link: https:

//www.sciencedirect.com/science/article/abs/pii/S095070512201334X.

This chapter is organized as follows: Section 2.2 introduces the SLR and discusses the

process adopted to shortlist the articles chosen for this SLR based on the inclusion and
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exclusion criteria used for the search. Section 2.3 analyses the final 15 studies which are

divided into two categories, namely IPMM and PMM. Section 2.4 discusses the research

issues found in the relevant studies. Section 2.5 concludes this chapter.

2.2 Systematic Literature Review

A systematic literature review (SLR) is a useful technique for reviewing and analyzing

previous works to gain a clear insight into the management of micro-credentials. The

main reasons for using this approach are to find the research gaps, address the research

questions posed in the existing articles, and evaluate all the available studies that have

been published on this research topic. A review is crucial to give a current overview of

the subject and to support evidence-based practice. To provide a thorough evaluation

of the literature on managing the micro-credentials examined in scholarly journals

and conference proceedings, our research uses a pragmatic technique. Additionally, the

articles should focus specifically on blockchain-based micro-credential platforms in the

higher education section as there are a lot of studies that discuss the micro-credentials

concept in general however, there has been no systematic review conducted to date on

this research subject. In this SLR, all the relevant studies were reviewed and critically

evaluated. The steps involved in conducting an SLR process are as follows:

2.2.1 Step 1: Data source selection and search process

To extract the relevant articles, this stage involves identifying the keywords, search

terms, and data sources or databases that can assist.

• The scientific online databases and the search engine platform that were selected

and used in this literature review are as follows:

1. IEEE Xplore Digital Library (www.ieexplore.ieee.org/Xplore).

2. Springer Link (https://link.springer.com

3. ProQuest Science and Technology (www.proquest.com).

4. Elsevier ScienceDirect (www.sciencedirect.com).

5. Scopus (www.scopus.com/).

6. Web of Science (https://www.webofscience.com)

7. Google Scholar (https://scholar.google.com).
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These carefully chosen electronic databases offer adequate coverage of the lit-

erature pertinent to this SLR analysis. Google Scholar is another well-known

database that may be able to identify more relevant papers than the other scientific

databases.

• The following search categories and keywords were used in this SLR to search for

and identify the related articles:

1. Blockchain: distributed ledger.

2. Micro-credentials: digital credentials, digital badges, micro-certification,

micro-learning.

3. Higher Education: higher education institution, university, college.

We employed a search technique to create a database of the literature to identify the

most similar research. We utilized a variety of search terms including (("blockchain"

OR "distributed ledger") AND ("micro-credentials" OR "micro-credentials" OR

"micro-credential" OR "micro-credential" OR "digital credential" OR "digital creden-

tials" OR "digital badges" OR "digital badge" OR "micro-certification" OR "micro cer-

tification" OR "micro-certifications" OR "micro certifications" OR "micro-learning"

OR "micro-learning") AND ("higher education institutions" OR "university" OR

"college")). We used the Boolean operator "AND" to combine the keywords from

different search categories and the Boolean operator "OR" when using many key-

words from the same category. We used a different query string for each database

since each defines its own search syntax and we retrieved 322 articles.

• The search period was between 2016-2023. We used the search terms with each

database to find relevant journal and conference papers published during this

period. The date of the last search was August 2023.

2.2.2 Step 2: Inclusion and exclusion criteria

In this step, the 322 papers that were retrieved in the previous step were evaluated in

terms of the inclusion and exclusion criteria to determine whether or not they would be

included in the SLR. To reduce the number of studies that were retrieved, we applied

inclusion and exclusion criteria to the search output of the prior step. After removing

irrelevant and duplicated studies, 177 papers were retrieved based on the inclusion and

exclusion filtration criteria as follows:
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1. Inclusion Criteria:

• The study must discuss the management of micro-credentials for higher

education students.

• The paper must be written in the English language.

2. Exclusion Criteria:

• A paper that is a workshop paper, an article from a magazine or newspaper, a

thesis, or a poster session.

• A paper that is a duplicate article or a survey article.

2.2.3 Step 3: Study selection process

Four filtration phases were followed in this step, as shown in Table 2.1:

• The first stage was based on all the search terms, returning 322 articles from the

online search. Of these, 107 were retrieved from the six scientific databases, and

215 were retrieved from Google Scholar. The number of articles was reduced to 177

after the inclusion and exclusion criteria were applied and the duplicate papers

were removed. Therefore, 145 articles were removed from the selection process

based on the inclusion criteria.

• The second stage was based on the study title, so after screening the title, the

number of the retrieved articles was reduced to 80, and 97 studies were excluded.

However, it is challenging to make a decision to include or exclude a study based

only on the title, therefore, we implemented the third stage.

• The third stage was based on each paper’s abstract. After carefully reading and

assessing each of the 80 abstracts to determine whether the study was relevant

to this research, the number of articles was reduced to 48, and 32 papers were

excluded.

• The fourth stage involved reading and analyzing the full texts of the 48 articles to

select the studies that were the most relevant to this research, hence 30 studies

were removed. As we are only investigating studies that discuss the management

of micro-credentials in the higher education sector, 18 articles were selected for

further analysis. Table 2.1 shows the number of articles that were retrieved at

each filtration stage.
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Database Number of papers
based on keywords

Number of papers
based on titles

Number of papers
based on abstracts

Final number of pa-
pers based on full text

IEEE Xplore 10 8 6 5

Springer Link 43 7 5 1

ProQuest 37 6 3 1

ScienceDirect 4 2 1 1

Scopus 8 5 3 2

WOS 5 2 1 0

Google Scholar 215 50 29 8

Total 322 80 48 18

Table 2.1: Number of papers selected at each stage

2.2.4 Step 4: Quality assessment and data extraction and
synthesis

In this step, each paper was evaluated to determine whether it satisfies the quality

standards, and the 18 papers were analyzed in detail to ensure that only the most

relevant papers were included in this SLR.

We defined some quality criteria and then critically evaluated all 18 articles against the

following four quality assessment criteria to make sure that the selection process was

unbiased:

QA1: Does the study deal with micro-credentials at the higher education level?

QA2: Does the study deal with blockchain technology?

QA3: Does the study introduce a proper framework to address its aim?

QA4: Is the proposed methodology validated by proof of concept or implementation?

This SLR includes papers that have at least three "yes" answers to each of the four

quality assessment criteria. Table 2.2 presents the evaluation of the 18 papers based

on the quality assessment criteria. The final set of included studies was selected based

on the various evaluation criteria to ensure their relevance to this research topic. Thus,

if the study met these criteria, it was deemed to be suitable for this SLR. As shown in

Table 2.2, only 15 papers met the criteria and were included in this SLR. Figure 2.1 illus-

trates the selection procedure for the articles that were included in each stage of this SLR.
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We extracted the most relevant data from every paper based on the research questions.

Every selected paper was analyzed according to its scope, topic area, paper type, the

study’s aims, author’s information, language, and summary of its research questions

and answers. After this analysis, all the data extracted from the selected studies were

synthesized, which allowed us to classify the final 15 studies into two categories (IPMM

and PMM). As shown in Table 2.3, 11 studies did not use any intelligent techniques, so

they were classified as PMM and 4 studies used intelligent techniques, so they were

classified as IPMM. The following section summarizes and discusses the shortlisted

papers to analyze each existing study in both the IPMM and the PMM categories.

Research Paper
Quality Assessment Questions

QA1 QA2 QA3 QA4

Arenas and Fernandez [20] Yes Yes Yes Yes

Choi et al. [30] Yes Yes Yes Yes

Kishore et al. [58] Yes Yes Yes Yes

Lim et al. [63] Yes Yes No Yes

Turkanovic et al. [89] Yes Yes Yes Yes

Mikroyannidis et al. [71] Yes Yes Yes Yes

Mikroyannidis et al. [70] Yes Yes Yes Yes

Mikroyannidis et al. [69] Yes Yes Yes Yes

Ghasia et al. [40] Yes No No Yes

Jirgensons and Kapenieks [51] Yes Yes No No

Chukowry et al. [31] Yes Yes Yes Yes

Ahmat et al. [12] Yes No Yes No

Mainetti et al. [65] Yes Yes Yes Yes

Terzi et al. [88] Yes Yes Yes Yes

Ghonim and Corpuz [41] Yes Yes Yes Yes

Kumaresh [60] Yes Yes Yes Yes

Srivastava et al. [86] Yes Yes Yes Yes

Alam et al. [15] Yes Yes Yes No

Table 2.2: Assessment of the papers against the quality criteria questions

2.3 Analysis of Shortlisted Papers in the IPMM and
PMM Categories

IPMM is an AI-supported platform for managing micro-credentials based on the content

of the certificate, i.e., the topic undertaken, the major undertaken, job prospects, etc.
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Research
Paper

Title Category

Mikroyannidis
et al. [71]

A Case Study on the Decentralisation of Lifelong Learning Using Blockchain Technology IPMM

Mikroyannidis
et al. [70]

Supporting Lifelong Learning with Smart Blockchain Badges IPMM

Mikroyannidis
et al. [69]

Smart Blockchain Badges for Data Science Education IPMM

Mainetti et al.
[65]

Digital Brick: Enhancing the Student Experience Using Blockchain, Open Badges and Recommen-
dations

IPMM

Arenas and
Fernandez [20]

CredenceLedger: A Permissioned Blockchain for Verifiable Academic Credentials PMM

Choi et al. [30] Blockchain-Based Badge Award with Existence Proof PMM

Kishore et al.
[58]

Blockchain-Based Micro-credentials: Design, Implementation, Evaluation and Adoption PMM

Lim et al. [63] Developing a Framework for the University-Wide Implementation of Micro-Credentials and Digital
Badges: A Case Study from a Malaysian Private University

PMM

Turkanovic
et al. [89]

EduCTX: A Blockchain-Based Higher Education Credit Intelligent platform PMM

Chukowry et al.
[31]

The future of continuous learning‚ÄìDigital badge and micro-credentialing system using blockchain PMM

Terzi et al. [88] A Life-Long Learning Education Passport Powered by Blockchain Technology and Verifiable Digital
Credentials: The BlockAdemiC Project

PMM

Ghonim and
Corpuz [41]

Moving Toward a Digital Competency-based Approach in Applied Education: Developing a System
Supported by Blockchain to Enhance Competency-Based Credentials

PMM

Kumaresh [60] Academic Blockchain: An Application of Blockchain Technology in Education System PMM

Srivastava
et al. [86]

A Distributed Credit Transfer Educational Framework based on Blockchain PMM

Alam et al. [15] A Blockchain-based framework for secure Educational Credentials PMM

Table 2.3: Categorization of articles as either IPMM or PMM

It also includes personalized recommendations that use machine learning or artificial

intelligence (AI) algorithms to carry out intelligent tasks, such as providing recommenda-

tions to students in relation to courses, jobs, or majors and making predictions relating

to students’ selections as well as storing and managing micro-credentials. For example,

Digital Brick is an intelligent platform for managing micro-credentials using artificial

intelligence methods to provide personalized recommendations for course materials and

learning paths for students [65].

PMM differs from IPMM as it is a platform that does not use machine learning or

AI algorithms to carry out intelligence tasks and provide learning recommendations or

make predictions. This category of platform only offers a mechanism for storing and

managing micro-credentials. For example, EduCTX is a platform for managing and
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storing micro-credentials, but it does not make recommendations or predictions for

students [89].

Figure 2.1: Selection process of the SLR
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2.3.1 Intelligent platform for managing micro-credentials
(IPMM)

As shown in Table 2.3, only four of the proposed micro-credential platforms in the

existing literature carry out intelligent tasks. In this study, we define an intelligent

platform as any platform that applies an artificial intelligence (AI) technique. Intelligent

learning platforms have many advantages for students, such as offering personalized

recommendations for a job or course, offering reliable data about the students and their

educational data, and making appropriate recommendations for students during their

education journey.

Mikroyannidis et al. [69] applied smart blockchain badges to enhance the certification

of data science by providing a powerful framework built on blockchain. This system as-

sists students who want to improve their careers in the field of data science by providing

job recommendations that are compatible with their skills and educational qualifications.

A smart badge has dynamic features that can be used to make recommendations for

a job or course. The European Data Science Academy project developed an interactive

dashboard to offer automated tools to build personalized learning pathways that help

students reach their learning and career objectives [69]. Students who study a variety of

data science disciplines can receive badges/micro-credentials by successfully finishing a

course in its entirety or in part and these badges are recorded on the blockchain. When

the students earn more badges, they begin to receive recommendations for the most

recent job openings that meet their qualifications. They also receive recommendations

for additional courses so they can acquire the additional experience needed for a specific

job [69].

Moreover, Mikroyannidis et al. [68] described a new ecosystem called a student-

centered approach which puts students at the center of the learning process and its

associated data. The authors also discuss how this new model affects various aspects of

lifelong learning [68]. The Ethereum Blockchain platform is used to implement the core

components of this student-centered ecosystem with a focus on how e-portfolios, accredi-

tation, and tutoring can be developed, as well as the different benefits this evolution can

provide to lifelong learners[68].
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Later, Mikroyannidis et al. [71] proposed a decentralized solution using blockchain

that allows students to devise a better learning plan depending on their intended job

path which gives them complete control over their education data and procedures. A

reputational ecosystem was developed to allow students to rate courses, online materials,

and professors in terms of how easy they are to understand and other factors relevant to

their unique learning objectives. Also, students can give each other ratings on a variety

of attributes. Furthermore, the authors discussed several approaches to the semantic

blockchain and how these approaches can be applied to e-learning [71]. The semantic

blockchain provides a way to combine all of an individual’s obtained learning skills and

credentials to produce a comprehensive image of their lifelong learning [71].

In this research, the authors conducted a pilot case study on lifelong learning based on

the semantic blockchain that attempts to apply a decentralization technique to manage

various requirements such as integrity, accessibility, and confidentiality [71]. The aim of

the pilot study is to provide job and course recommendations and unchangeable learning

credentials to lifelong learners to help them reach their learning and career goals. This

is to support lifelong learning using blockchain technology and combining smart badges

and personalized recommendations [71]. The authors report in this study that they have

completed the first phase in relation to requirements elicitation and will embark on the

second phase of designing, installing, and testing this pilot case study.

For the second phase, Mikroyannidis et al. [70] proposed an initial web-based proto-

type to implement, deploy, and evaluate the lifelong learning pilot study. Personalized

recommendations are also used as an intelligent process to assist lifelong learners in

achieving their personal and career learning objectives. Using blockchain technology

enables lifelong learning to become decentralized and provides lifelong learners with a

transparent and unchangeable educational framework in the format of smart badges to

assist them in reaching their learning objectives and career pathways [67]. Therefore,

this decentralized solution makes it possible to store, share, and verify educational

credentials (formal and informal) and then offers personalized recommendations about

careers and what to study next, based on the student’s previously acquired credentials

[67]. When all the datasets containing job offers and their related skills are stored in

smart contracts on the Ethereum blockchain, job offers can be matched to the student’s

skills[70].
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Mainetti et al. [65] designed a novel e-learning system architecture called Digital

Brick to improve the experience of students when receiving official certifications of

their competencies. This system is built on the shareable content object reference model

(SCORM) learning management system that offers all stakeholders in the learning field

access to a certification system and makes use of blockchain and open badge technologies.

The main goal of this research is to provide students with accessible and adaptable

online environments so they can select and complete courses and receive formal learning

certifications. To achieve this goal, the authors proposed an intelligent platform that

innovates how students can acquire and share the official certifications they receive to

improve the students’ experience [65].

Moreover, the authors used digital badges/micro-credentials to issue formal certifications

and blockchain technology to increase the security, openness, and transparency of badge

sharing among stakeholders. A private Ethereum blockchain was used as a network and

smart contracts were deployed to represent digital badges that indicate the student’s

achievements. The authors also developed a novel recommendation system based on

machine learning algorithms to recommend the course materials and learning paths that

are best suited to the student’s learning strategies to obtain formal digital badges and

certifications [65]. A hybrid system of collaborative filtering with content-based filtering

was used to develop the recommendation system. Finally, to evaluate the system and

obtain the results, they used a laboratory case study that included all the features of the

system architecture. The results show that better transaction throughput and latency

were attained for the certification system and better prediction accuracy was attained

for the recommendation system [65].

.

2.3.2 Platform for managing micro-credentials (PMM)

The other platforms that are presented in the existing studies for managing micro-

credentials offer mechanisms to manage, verfiy, and store micro-credentials, but they do

not perform tasks intelligently. As shown in Table 2.3, there are 11 proposed platforms

in the reviewed literature that have been classified under the PMM category.

Turkanovic et al. [89] proposed EduCTX, a distributed blockchain-based micro-

credential for higher education and the European Credit Transfer and Accumulation

System (ECTS), which is a global grading system that can manage, assign, and process

ECTX tokens as a digital academic micro-credential for every student and HEI. This
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platform manages and processes micro-credentials based on blockchain technology and

provides a solution to a number of difficulties, including language, administrative barri-

ers, and unemployment. Additionally, this technology transforms academic credentials

into a worldwide, easier, more omnipresent format [89]. Students will benefit from having

access to all their previously completed courses in one place, and HEIs will have access

to this data as well. After obtaining the approval of a student, multiple HEIs can verify

the submitted micro-credentials. The first version of the EduCTX prototype was built

on the Ark blockchain technology [89], and the second version was developed based

on the Ethereum blockchain and used smart contracts to guarantee security, privacy,

trustworthiness, and speed [49].

Lim et al. [63] discussed several micro-credentialing implementation possibilities for

undergraduate programs at Taylor’s University. The micro-credentials can be executed

using TIMeS, a learning management system (LMS) as the basic platform, and can

be stored and verified using blockchain technology. The authors described the student

learning journey through the micro-credential ecosystem in each phase [63]. A student

must meet the requirements for micro-credentials in order to receive them. Once the

required program has been completed by the student, digital badges are issued auto-

matically as a result of the integration of the developed micro-credential platform with

the LMS. This eco-system enables students to share their digital badges on social media

and professional networks, as well as to use them to demonstrate their achievements to

potential employers [63]. In addition, it is a very helpful platform for students to earn

micro-credentials from undergraduate programs at Malaysian universities [63].

Kishore et al. [58] designed, implemented, and evaluated a system based on blockchain

to manage micro-credentials that operate independently and are housed in the executive

education programme of a business school. This system is based on MIT’s Blockcerts

project, and the credentials are securely verified using blockchain technology [58]. The

evaluation of this system’s implementation is based on understanding user perceptions

(the certificate issuer and recipient). The authors used the design science research

methodology (DSRM) to allow users to use this system for a long time and to make the

credential generation process easier. They used cert-manager as an online form that

the issuer completes with information including the title of the certificate, a description

of the certificate, the logo on the certificate, and a list of receivers in a file [58]. This

information is compiled and sent to cert-tools, a module that creates certificates for each
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student, after which the cert-issuer generates a certificate hash for verification, and the

cert-viewer helps to display and verify certificates online. In terms of the evaluation

process, the authors used a qualitative approach, including interviews with students who

had earned micro-credentials and issuers who created the credentials for the students

[58]. This work looks at how a micro-credentialing system is implemented, with a special

focus on user impressions.

Choi et al. [30] used blockchain technology to implement a digital badge-awarding

platform for the education sector. This platform was used across many platforms to earn,

issue, exchange, and award badges that are compatible with Open Badges of the IMS

Global Learning Consortium [30]. To keep the information safe, these badges were stored,

authenticated, and issued in a blockchain and can be displayed online to interested third

parties to demonstrate the student’s skills and knowledge. The authors employed two

platforms: the Badgr platform for issuing digital badges, and the Blockcert platform for

managing digital badges via blockchain [30]. The Badgr platform creates a digital badge

with a picture and metadata, where the image represents the accomplishment and the

metadata reflects the details of the accomplishment, and then it is published in two

formats: text and URL (JSON) and image (PNG) [30]. With this platform, all students

are able to participate in lifelong learning and online distance education.

This research is applicable to micro-learning units in training courses and online edu-

cation courses. When a student completes a micro-learning unit, they receive a digital

badge. The digital badges of the suitable micro-learning units are issued when the re-

quirements are satisfied, and these badges are used to issue certificates for courses or

degrees [30]. Every student has an e-portfolio in which they can save and manage their

badges, as well as manage their careers. A student can grant organizations or individuals

permission to access their e-portfolio [30]. This paper offers a blockchain-based badge

awarding system for managing micro-learning unit digital badges.

Chukowry et al. [31] proposed a web-based micro-credentialing system to assist stu-

dents in obtaining new skills or improving their skills in a shorter time and in a simpler

and more adaptable way. This system was built based on the Ethereum blockchain

which is a trustworthy, decentralized, and immutable system that has gained students’

trust and performs significantly better than conventional e-Learning platforms [31]. The

proposed micro-credentialing system includes quizzes and digital badges that store the

badge image and firebase for examination, registration, and storing courses [31].
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A micro-credentialing system has many features, for example, it is more practical which

can help a student save time and cost, they can complete more courses in the same

time frame of one university course, and they can easily choose their preferred course

[31]. Through this system, universities can give students access to their courses, exams,

and digital badges. This research addresses the limitations and the weakness of tradi-

tional e-learning platforms by proposing a micro-credentialing system that is built on

blockchain technology to provide secure examinations and trustworthy and immutable

digital badges for the students that represent all their achievements [31].

Terzi et al. [88] developed a digital system supported by blockchain for life-long

learning. The BlockAdemiC project uses blockchain technology to build a secure, decen-

tralized system for storing and verifying micro-credentials, educational tasks, certificates,

diplomas, skills, and qualifications attained in higher education. To address the issues

of certificate fraud that have not yet been dealt with satisfactorily, the lack of a formal

representation, and the acknowledgment of informal and life-long learning outcomes,

open-source blockchain technology is used to prevent certificate fraud in higher education

and life-long learning domains and guarantees the confidentiality, privacy, integrity, and

immutability of the information pertaining to degrees, certifications, and skills that

students have achieved [88]. As a result, a safe, trustworthy, and transparent environ-

ment is built where stakeholders can verify their qualifications, certificates, skills, and

micro-credentials. This system provides a solution that enables the creation of a digital

education passport by offering a cryptographically secure wallet for safely managing all

digital credentials pertaining to a student’s education and training [88].

Ghonim and Corpuz [41] developed a new e-system for competency-based education

(CBE) that uses blockchain technology. The digital CBE system evaluates practical

activities as a result of a distinctive learning experience to highlight the strong and

weak aspects of the required skills and competencies. The main objective of this research

is the digitalization of competency-based education and the use of student e-portfolios

as a suggested system for applied learning because the learning experience must align

with industry expectations and new micro-credentials must be offered to indicate the

acquired skills and competencies. By developing competency-based micro-credentials,

the proposed digital CBE will strengthen the links between applied education insti-

tutions and businesses [41]. This system also accurately assesses learning experience

outcomes and suggests the competency-based micro-credentials to be offered to employ-
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ers. Moreover, it issues the micro-credentials that users can obtain by demonstrating

their skills and competencies through the use of an electronic portfolio of evidence which

is the result of learning activities. The use of blockchain technology as a solution in the

digital CBE system makes it possible to securely store, issue, verify, and trace skills

and competencies, improve the learning experience outcomes of the competency-based

education approach in applied higher education institutions, and enhance the efficiency

of CBE, curricula, and assessment techniques used in applied education. The difference

between non-digital CBE and digital CBE revolves around the additional levels of the

qualification framework’s mapping and the use of blockchain technology [41].

Kumaresh [60] proposed an academic blockchain application in the education field

to store students’ certificates, achievements, credentials, and information on their addi-

tional skills/qualifications in the blockchain. The main objective of this study is to devise

a method to store the data on students’ records in the blockchain so stakeholders can

access and validate student credentials easily. The use of academic blockchain makes it

simple for stakeholders to track and identify fraudulent transactions in the education

system as well as fake educational credits [60]. While digital badges make it easier to

recognize a particular skill obtained by the student, one or more badges can be combined

into an open badge passport in the academic blockchain and distributed throughout the

network.

A consortium blockchain is more appropriate for academic blockchain. In this study, the

authors used solidity to implement the academic blockchain and they ran a pilot study

with only a small number of nodes participating, and the outcomes are evaluated in

terms of transaction latency. The authors detected that a 100% threshold is required for

a latency of 15 s [60]. The proposed application stores the student’s credentials, grades,

and achievements in a highly secure manner and has advantages in terms of cost and

time. Additionally, it makes all these data available to stakeholders and employers to

facilitate the recruitment process across the world and it makes the interaction between

educational stakeholders easy and efficient [60].

Srivastava et al. [86] proposed a global trust credit transfer platform using blockchain

technology in the education system to provide simple access to student credit transfers

between universities and credit viewing by possible stakeholders. This system helps

to validate the academic credentials of a student enrolled in a university that can be

transmitted digitally among the stakeholders, such as higher education institutions and

38



2.4. DISCUSSION OF THE SHORTCOMINGS OF THE EXISTING LITERATURE
REVIEWS

companies. Additionally, it stores students’ records, transcripts, and micro-credentials,

as well as has an electronic credit transfer mechanism [86]. This credit system is based

on tokens which are credit values that are granted to university students upon the

successful completion of courses. This proposed platform is similar to the EduCTX plat-

form [89] in that it creates a global decentralized credit transfer platform in higher

education institutions. However, the EduCTX platform does not deal with the issue of a

student enrolling in many courses under the same teacher, and the student is assigned

a 2-2 multi-signature address [89]. On the other hand, their proposed platform offers

a one-to-one multi-signature address between a student and a teacher for numerous

courses. Both platforms are built based on an open-source Ark blockchain platform, a

private and permissioned blockchain to ensure students’ records are anonymized [86].

Alam et al. [15] discussed blockchain applications in the education field and their chal-

lenges. The authors also offered details about security, privacy, and trust in blockchain

and proposed a digital credential framework based on blockchain. This proposed system

will keep the student’s information secure and allow students to verify their degrees

for an indefinite period of time. This system also can make the verification process for

micro-credentials, transcripts, and certifications easier and more reliable [15]. Students

will obtain digital micro-credentials and an academic degree once they have completed

all units of their academic program and have met the requirements for the degree. The

students can also share their academic credentials with other stakeholders, such as

employers and higher education institutions, by sending a specific identity to verify

them. The main objective of this proposed system is to benefit from blockchain in several

ways, such as storing, verifying, and sharing students’ credentials quickly and easily in a

secure manner [15].

2.4 Discussion of the Shortcomings of the Existing
Literature Reviews

From the analysis of the selected research studies, several important findings on the is-

sues that this thesis must address emerged in managing the micro-credentials field. This

section categorizes these findings into four research gaps relevant to the management of

micro-credentials for higher education students. In the following subsections, the four

shortcomings of the previously selected studies are discussed. Detailed explanations of

these research gaps can be found in Section 3.3 in Chapter 3.

39



CHAPTER 2. A SYSTEMATIC LITERATURE REVIEW

Research Paper Is the platform intelligent
and trustworthy?

Does it use privacy-
preserving techniques?

Does it provide specializa-
tion recommendations?

Does it use a multi-criteria
decision mechanism?

Arenas and
Fernandez
[20]

No No No No

Choi et al.
[30]

No No No No

Kishore et al.
[58]

No No No No

Lim et al. [63] No No No No

Turkanovic
et al. [89]

No No No No

Chukowry
et al. [31]

No No No No

Mikroyannidis
et al. [71]

Yes No No No

Mikroyannidis
et al. [70]

Yes No No No

Mikroyannidis
et al. [69]

Yes No No No

Mainetti et al.
[65]

Yes No No No

Terzi et al.
[88]

No No No No

Ghonim and
Corpuz [41]

No No No No

Kumaresh
[60]

No No No No

Srivastava
et al. [86]

No No No No

Alam et al.
[15]

No No No No

Table 2.4: Comparative analysis of the selected papers

2.4.1 Ability to manage micro-credentials based on an
intelligent and trustworthy platform

Scant scholarly research has been conducted on micro-credentials in higher education to

date. Public and private universities around the world, including Australia, are becoming

increasingly interested in micro-credentials, which are the most recent innovation in

online education after the COVID-19 pandemic [12]. Our analysis uncovered 15 existing

articles that provide higher education micro-credential platforms using blockchain tech-

nology, as shown in Figure 2.1. These platforms address the issue of storing, validating,

and accessing digital credentials in a secure manner, so they are easily available and

widely accepted. The researchers use blockchain technology to provide direct manage-
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ment and control over the micro-credentials that a student has acquired while ensuring

ongoing protection and storage for them. The existing platforms for both categories PMM

and IPMM are trustworthy platforms due to their use of blockchain technology.

As the existing IPMM platforms use AI techniques to provide personalized recommen-

dations for the students as to what courses they should study next or which job position or

learning pathway is appropriate, we consider these to be intelligent platforms [65], [69],

[70], [71]. In this case, we view the platforms for the IPMM category as trustworthy and

intelligent platforms. In contrast, the PMM platforms are considered to be trustworthy

but not intelligent because they don’t utilize AI techniques.

Although some of the existing studies have proposed blockchain-based micro-credential

platforms with AI techniques, their intended uses differ from ours in the following ways:

1. Mainetti et al. [65] used blockchain technology and open badges to enable education

credit transfer, while we used the same technologies to address the challenges

related to micro-credential provenance.

Furthermore, they did not address the privacy issue on a blockchain network

regarding the exchange of student data between the stakeholders through their

system. In addition, their proposed recommendation system is designed to provide

students with advice on study materials and learning paths, so it does not make

recommendations in relation to academic majors or action plans.

2. Mikroyannidis et al. [69, 70, 71] provided personalized course recommendations

and job recommendations to help learners select their next course and their most

suitable job based on their academic credentials and skills. However, they did not

provide learning recommendations about academic majors to assist learners in

selecting their future study areas. Moreover, the authors have not provided any

proof to show the existence of the recommendation system to the readers, nor have

they evaluated it or calculated its accuracy. In addition, they did not address the

issue of privacy when sharing students’ data with HEIs.

2.4.2 Ability to verify and share micro-credentials in a
privacy-preserving manner

The existing micro-credential platforms make use of blockchain advantages as a de-

centralized architecture that provides security, confidentiality, durability, lucidity, and

immutability [31]. Most blockchain platforms lack the ability to manage private data
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because data on the ledger can be read by any node on the blockchain network [24].

Therefore, there is a need to provide an anonymous searchable service for student data. A

blockchain-based micro-credential platform must implement anonymization techniques

in order to preserve a student’s real identity and ensure the privacy of student data on

the blockchain [24].

The literature search undertaken in this thesis revealed that none of the existing

studies address how students’ data is shared in a privacy-preserving manner. Turkanovic

et al. [89] and Srivastava et al. [86] are two studies that addressed the anonymous

storage of student data on the blockchain. However, their main focus is not ensuring the

anonymity of students’ identities while securely exchanging data.

2.4.3 Ability to provide a proper recommendation for students’
majors

The accreditation systems of the IPMM category provide personalized learning recom-

mendations that will help students reach their academic and professional goals. Mainetti

et al. [65], Mikroyannidis et al. [69, 70, 71] developed intelligent platforms that offer

personalized recommendations to assist lifelong learners in reaching their personal and

career learning objectives. These platforms of the IPMM category provide recommenda-

tions for course materials, learning paths, jobs that match the students’ skills based on

their educational credentials, courses that enable the student to obtain certifications,

and the additional skills needed for the recommended job. However, none of these ex-

isting platforms offer learning recommendations for student’s majors based on their

micro-credentials.

Chukowry et al. [31], the micro-credential platform of the PMM category allows

students to select their desired course, take the exam, and receive credit. Unfortunately,

it cannot assist students in the course selection process by recommending the most

suitable course to enable them to meet their educational goals. To summarize, none of

the PMM and IPMM credential platforms provide recommendations for academic majors

based on micro-credentials.

2.4.4 Ability to view all provided action plans and help
students select a suitable one based on multiple criteria

To assist students in their decision-making, the system must be capable of predicting an

appropriate choice based on a variety of factors. Students usually want to have access
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to all action plans provided by multiple HEIs on a micro-credential platform in a single

place. In order to help students select the most optimal action plan, the platform can filter

them according to the student’s preferred criteria, such as the location of the university,

language, course duration, university rank, etc.

Unfortunately, none of the existing micro-credential platforms in both IPMM and

PMM categories provide an approach to provide all the action plans in one place, nor

an intelligent technique to filter many action plans and recommend an appropriate one

according to the students’ specific criteria.

Table 2.4 presents a comparative analysis of the 15 selected studies against specific

criteria, aimed at determining whether each study addresses any of these issues. This

thesis aims to address all the above shortcomings by proposing an intelligent decision

support system to help in the management of micro-credentials for students in the higher

education sector. The proposed framework will be a trusted and intelligent blockchain

platform for managing micro-credentials (detailed in Chapter 5).

2.5 Conclusion

This chapter provided a thorough review of the relevant literature to help readers un-

derstand the current state of the work on blockchain-based micro-credential platforms

in HEIs. Moreover, it identified the research needs surrounding the management of

micro-credentials based on blockchain technology in the higher education sector. The

SLR approach was used to review the various approaches that have been proposed for

the existing blockchain-based micro-credential platforms. This review helped identify

their style of working and find the research gaps and research objectives. Based on our

analysis, we found only 15 studies that offer blockchain-based micro-credential platforms

in HEIs. These articles have been critically analyzed for further clarification, and com-

pared against the four shortcomings.

The next chapter presents the research gaps found as a result of the literature review

reported in this chapter. The research questions and objectives are also presented in the

following chapter.
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3
RESEARCH QUESTIONS AND OBJECTIVES

3.1 Introduction

In Chapter 2, we presented a systematic review of the existing literature and we identi-

fied four shortcomings that need to be addressed in this thesis. We noted that several

researchers have achieved significant advances in the field of managing micro-credentials.

However, none of the existing systems present a completely intelligent solution for man-

aging micro-credentials for both students and higher education institutions (HEIs). This

chapter formulates the research objectives by identifying the research questions based

on the comprehensive SLR presented in the previous chapter.

The research questions serve as a guide for formulating the objectives which are

presented in this chapter. This chapter is organized as follows: 3.2 presents a set of

definitions for the terminologies that are used in this thesis. Section 3.3 outlines the

research gaps that provide the motivation for conducting this thesis. Section 3.4 details

the main research question and the sub-questions. Section 3.5 presents the research

objectives of this study. Section 3.6 concludes this chapter.

3.2 Keywords Definitions

This section defines the research terminologies which are used in this thesis.
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3.2.1 Blockchain

Blockchain is a chain of blocks, where each block is cryptographically connected to the

preceding block and time-stamped [93]. A block is a collection of data that contains a list

of signed transactions and the hash of the previous block. The chain is immutable and

secure, and every new block is appended to the end to increase the length of the chain.

Transactions can be recorded in a shared ledger within a community of users, and they

are exchanged by peers of the blockchain network [92].

3.2.2 Hyperledger fabric

Hyperledger Fabric is an open-source blockchain platform from the Linux Foundation

[13]. It was created to offer the required frameworks, standards, tools, guidelines, and

libraries to build blockchain-based software and associated applications for use across

different industries. It is a blockchain technology that allows organizations to build and

use their own private or permissioned blockchain networks [42].

3.2.3 Chaincode

Chaincode also known as smart contracts, is software that can be used to read and

run data on the blockchain ledger [5]. It is an executable code that is invoked on the

blockchain to perform an agreement between parties. Smart contracts record all transac-

tions that have occurred in the network [79].

3.2.4 Micro-credential

Micro-credential is evidence of the learning achievement that verifies a learner’s knowl-

edge, skills, and experience which has been acquired following a short learning experience

in a given subject area or capability [47]. It is a type of learning certificate that can

be aggregated into a larger credential or degree to demonstrate an individual’s level

of learning. It is also known as a micro-degree, nano-degree, digital badge or digital

credential [36].

3.2.5 Academic degree

Academic Degree is a qualification conferred on students by a college or university when

they have completed a course of study at a particular level, for example, a bachelor’s

degree, a master’s degree, or a doctorate [53].
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3.2.6 Academic major or specialization

Major is a subject or course in a particular area in which students specialize during their

university candidature to acquire an academic degree in this specific subject [72].

3.2.7 Action plan or learning plan

Action Plan is a learning plan completed by a learner to achieve a specific goal [48]. This

plan includes a list of actions that must be performed well to reach the required academic

degree and to identify how their newly acquired abilities or skills will be applied. The

learning action plan plays a crucial role in ensuring a learner’s knowledge is maintained

and practiced after their study has been completed [27].

3.2.8 Higher education institution (HEI)

Higher Education Institution is any private or public post-secondary institution that

operates in the higher education (HE) section to award academic degrees or certificates

[33] to students upon completion of a course. HEIs include universities, colleges, and

professional-oriented institutions [52].

3.2.9 Multi-criteria decision making (MCDM)

MCDM is a process for evaluating options to assist in complex decision-making. It helps

to determine the best alternative to solve a complex problem by considering multiple

criteria to achieve a specific goal [11].

3.2.10 Privacy-preserving techniques (PPTs)

PPTs are powerful cybersecurity techniques that protect data by providing security when

it is transferred between several parties, so a third party does not know what data is

shared between the parties [59].

3.2.11 Recommender system (RS)

Recommender system or recommendation system is an information management system

that generates recommendations to users for items or products based on their preferences

and helps them to conveniently access information online [74].
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3.2.12 Intelligent Blockchain for Managing Micro-credentials
(IBMM)

We use the term Intelligent Blockchain for Managing Micro-credentials (IBMM) is the

platform proposed in this thesis to provide services to students and higher education

providers related to micro-credentials and to achieve the main goal of this research.

3.2.13 Privacy-aware sharing process

We define: Privacy-aware sharing process as a process that helps to protect the data

and provides privacy for personal information by isolating it when sharing data across

educational institutions. It also provides tools for privacy-awareness support so informed

decisions can be made about the disclosure of data.

3.2.14 Intelligent action plan selection

We define Intelligent action plan selection as a process that addresses the issue of

selecting the right action plan provided by many different educational institutions for

students who need access to the best action plan that aligns with their preferences.

3.3 Research Gaps

This section outlines the research gaps that were identified from the existing literature

which will be addressed in this thesis. Please see Section 2.4 in Chapter 2 for further

details.

3.3.1 Research Gap 1: Few of the existing studies provide an
intelligent and trustworthy platform for managing
micro-credentials in HEIs.

The main objective of this research is to develop a trusted and intelligent blockchain-

based micro-credential platform for higher education students. This would be a significant

initiative for advancing technology in higher education, enabling large numbers of

learners and multiple domestic and foreign HEIs to join a secure platform. Additionally,

the developed platform would allow learners to shape their lifelong learning pathways

and share their micro-credentials with other stakeholders in a secure and verified
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manner.

Our literature search revealed only a limited number of sources offering intelligent and

trustworthy micro-credential platforms based on blockchain technology. The platforms

of the IPMM category are trusted and intelligent micro-credential platforms since they

rely on artificial intelligence (AI) techniques and blockchain technology. They use the

blockchain for verifying and storing micro-credentials in a secure environment, the AI

techniques are used for offering personalized recommendations. However, there are

differences between these existing platforms and our developed platform as described in

Section 2.4 in Chapter 2.

3.3.2 Research Gap 2: None of the existing studies use a
privacy-preserving technique to verify and share
micro-credentials in a privacy-preserving manner.

This research addresses the issue of privacy for students by anonymizing their real

identities when sharing their educational credentials with other HEIs. To ensure the

security and privacy of student information, we need to anonymize students’ identities

such as names, email addresses, etc., on the blockchain to safeguard the privacy of the

student’s data in the micro-credential platform.

None of the existing studies have specifically focused on the anonymization of students’

data through credentials exchange, even though they have addressed the issue of anony-

mous storage of student data on the blockchain.

3.3.3 Research Gap 3: None of the existing studies provide a
recommender system to predict the appropriate major for
a student to complete a certain degree based on
micro-credentials.

While some existing studies provide personalized learning recommendations about jobs

or courses, none have developed a recommender system that can assist students in

selecting a major based on their acquired micro-credentials. This research addresses the

issue of learning recommendations for higher education students who require assistance

in choosing a suitable specialization. We propose an intelligent technique to provide

support for new university students by offering recommendations about majors that

match their micro-credentials to help them complete their academic degrees.
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3.3.4 Research Gap 4: None of the existing studies provide a
system to help students display all the offered action
plans from many HEIs in a single view, nor is there an
intelligent mechanism to assist a student in selecting the
most suitable action plan based on certain preferred
criteria.

There are no existing studies that provide a mechanism for displaying all the students’

action plans from multiple HEIs in one place and enabling students to select the most

appropriate one using an intelligent technique that takes into account multiple criteria.

This study examines how students can find multiple action plans provided by several

HEIs on a single platform and predict the most appropriate one based on their specific

criteria. We provide a mechanism that allows students to access all action plans offered

by several HEIs in a single interface. Moreover, we utilize an intelligent technique to

assist students in choosing the most appropriate action plan based on their preferences.

This solution will provide a more efficient approach for students in selecting their action

plans.

3.4 Research Questions

This section presents the main research question and the sub-questions that we answer

to intelligently solve the problem of managing micro-credentials in HEIs. The main

research question is as follows:

How can micro-credentials be verified, shared, and intelligently analyzed
to help a user select a future academic major and action plan?

We divide the main question into five sub-questions, which are presented below.

These sub-questions provide a more detailed understanding of the research topic and are

addressed in the subsequent chapters of the thesis.

• RQ1: How do we develop an intelligent and trustworthy platform for managing

and maintaining micro-credentials?

• RQ2: How can micro-credentials be shared taking into account the student’s

privacy?

49



CHAPTER 3. RESEARCH QUESTIONS AND OBJECTIVES

• RQ3: How can a recommendation for a major be generated so that the students

can complete their degree?

• RQ4: How can action plans from various educational institutions be collected

to help students complete their desired degree and how can they be assisted in

selecting an action plan based on certain preferred parameters?

• RQ5: How can the proposed solutions be evaluated using a proof-concept frame-

work?

3.5 Research Objectives

This section presents a high-level overview of the five research objectives that drive the

main objective of this thesis which is to develop and evaluate a reliable and intelligent

blockchain-based micro-credential platform. The platform will be designed with five

specific objectives in mind as follows:

1. Develop an intelligent and trustworthy platform for managing, sharing, and storing

micro-credentials on the blockchain.

To address this objective, we use blockchain technology to develop a micro-credential

platform called Intelligent Blockchain for Managing Micro-Credentials (IBMM).

This platform will store, manage, share, and verify students’ micro-credentials on

the blockchain network. This objective addresses the first research question (RQ1)

and Chapters 4 and 5 provide a detailed explanation.

2. Apply a privacy-preserving technique for sharing micro-credentials with HEIs

which considers the students’ privacy on the blockchain.

To address this objective, we apply a privacy-preserving technique (PPT) to provide

privacy for students on the blockchain, so micro-credentials can be shared and

verified securely while preserving the students’ identities on the blockchain. This

technique helps to anonymize a student’s real identity on the blockchain when

they share their micro-credentials with HEIs. This objective addresses the second

research question (RQ2) and Chapters 4 and 5 provide a detailed explanation.
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3. Apply an intelligent technique to generate learning recommendations for students

about academic majors to complete a specific degree.

To address this objective, we develop a recommender system by applying an in-

telligent technique and choosing machine learning algorithms that can correctly

predict a suitable major for a student based on their micro-credentials. This so-

lution will help students to know which major is compatible with their previous

micro-credentials and academic qualifications to attain a particular academic de-

gree. This objective addresses the third research question (RQ3) and Chapters 4

and 6 provide a detailed explanation.

4. Assist students in collecting and viewing all action plans provided by several HEIs

in one place. Furthermore, to apply an intelligent mechanism to help students

select the most appropriate action plan based on their preferred parameters.

To address this objective, we collect all action plans for a student that have been

offered by multiple HEIs and store them on the blockchain to assist students in

easily accessing them from one place. We achieve this objective by allowing every

HEI to upload and store the details of the generated action plan on the blockchain

and associate it with a student’s profile. Then, we apply intelligent algorithms

to predict the most suitable action plan for a student to help them choose one

of the multiple action plans according to their selected criteria. This objective

addresses the fourth research question (RQ4) and Chapters 4 and 7 provide a

detailed explanation.

5. Build a prototype system to validate and evaluate the effectiveness of the proposed

methodology from objective 1 to objective 4.

To address this objective, we evaluate the proposed IBMM platform by using the

Hyperledger Fabric blockchain and apply the privacy-preserving method to achieve

objective 2. Moreover, we use machine learning and AI techniques to evaluate

the results of objectives 3 and 4. This objective will be achieved by verifying each

proposed solution for all the objectives to assess their effectiveness. This objective

addresses the fifth research question (RQ5) and Chapters 4, 5, 6, and 7 provide a

detailed explanation.
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3.6 Conclusion

This chapter clarified the meaning of some of the research terminologies that we use in

this thesis. It also outlined the main research gaps that need to be addressed to solve the

main research problem in this thesis. Moreover, this chapter introduced the research

questions and research objectives that were elicited from the limitations in the existing

literature.

The next chapter presents the research methodology used to design and develop the

proposed solution and provides an overview of the proposed solution to the research

problem. In addition, an overview of the proposed solution for each of the four research

questions that need to be addressed in this thesis is presented. The detailed framework

of the Intelligent Blockchain for Managing Micro-credentials (IBMM) platform is also

described in the next chapter.
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IBMM: SOLUTION OVERVIEW

4.1 Introduction

As discussed in Chapter 2, even though many studies in the existing literature examined

the issue of how to manage, verify, and store micro-credentials, there are still open and

unsolved research issues. In this thesis, four research gaps are identified and addressed.

The research gaps, questions, and objectives were defined in Chapter 3. This chapter

presents the research methodology used in this thesis and an overview of the proposed

solutions for each of the identified research questions.

This chapter is structured as follows: Section 4.2 presents an overview of the re-

search methodology used to address the main research question. Section 4.3 provides

an overview of the proposed solutions to research questions (RQ1-RQ5). Section 4.4

concludes this chapter.

4.2 Selected Research Methodology

This thesis tackles the stated problem by creating, testing, and evaluating a methodology.

To address the four research gaps detailed in Chapter 3, we follow a scientific methodology

that will help establish the validity and reliability of the proposed solutions. This section

gives an overview of the design science research methodology (DSRM) which is selected
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as the research methodology for the research problem. An overview of the DSRM process

model is presented in Figure 4.1, showing the main steps that are followed to address

the identified gaps [56]. DSRM is divided into the following six phases [56]:

Figure 4.1: DSRM process model

1. Problem identification and motivation phase.

In this phase, the existing studies on topics related to micro-credential management

in the higher education sector are retrieved and reviewed to identify the problem

and motivation. Based on the identified problem, we outline the research gaps

that need to be addressed by analyzing the existing literature using a systematic

literature review (SLR). This process is documented in Chapter 2.

2. Define the objectives and a solution phase.

After the research gaps are identified in step one, we set the research objectives and

devise a conceptual solution to the problem. The focus of this study is to develop an

intelligent blockchain-based micro-credential framework to manage, share, and

store students’ micro-credentials and apply intelligent methods to recommend

majors and select the best action plan for students. This phase is documented in

Chapters 3 and 4 of this thesis.

3. Design and development phase.

In this phase, we design a blockchain framework and a privacy-preserving tech-

nique for the solutions to research questions RQ1 and RQ2. Subsequently, we

develop prototype systems using artificial intelligence (AI) and machine learning
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(ML) models for the solutions to research questions RQ3 and RQ4 which are used

to validate and test the selected models as a part of the overall methodology. This

phase is documented in Chapters 5, 6 and 7.

4. Demonstration phase.

To demonstrate the efficiency of the proposed IBMM framework in solving the

identified problem, we develop a prototype system to address research questions

(RQ1-RQ4). We also demonstrate the effectiveness of the techniques used to address

the research gaps. An effective understanding of how to use the method to address

the problem is necessary for the demonstration. This phase is documented in

Chapters 5, 6 and 7.

5. Evaluation phase.

In this phase, we assess and validate our proposed methodology using the results

from the previous phase. We use a number of well-known metrics to evaluate the

performance of the ML and AI models. Subsequently, we can choose whether to

return to the design and development phase to improve the method’s effectiveness

or go to the evaluation phase and leave further improvement to future initiatives.

At the end of this phase, we optimize our proposed methodology based on the

results of the evaluation and validation. This phase is documented in Chapters 5,

6, and 7.

6. Communication.

In this phase, scholarly research publications are submitted to international

peer-reviewed journals and conferences relating to the blockchain-based micro-

credential area. The researchers write papers about the outcomes from the previous

phases. This phase is undertaken on a regular basis.

During the research process, the design and development phase and the evaluation

phase are performed iteratively based on the results obtained. In order to facilitate

a deductive cognitive process, namely, the development and evaluation of the

solution as the research is being completed, this iteration represents a progression

from partially completing the research to defining clear research objectives.
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4.3 Solution Overview

This section overviews the proposed solution for the IBMM framework that is developed

to intelligently manage, verify, and store micro-credentials for higher education students.

To address the five research questions outlined in Chapter 3, we apply several techniques

such as privacy-preserving techniques, AI, and ML methods. The following subsections

provide overviews of the proposed solutions for research questions (RQ1-RQ5).

4.3.1 Solution overview for research question 1: General
architecture of the IBMM

The main objective of this research is to design and develop an intelligent blockchain

platform for managing micro-credentials in higher education institutions (HEIs). This

section presents an overview of the Intelligent Blockchain for Managing Micro-
credentials (IBMM) platform which is developed to store, manage and verify students’

micro-credentials on the blockchain network. The detailed solution for the research

question RQ1 is presented in Chapter 5. Hyperledger Fabric blockchain was chosen to

design the IBMM framework from end to end due to the numerous benefits it offers,

including the following key characteristics [13]:

• Open-Source: it is an open-source blockchain framework managed by the Linux

Foundation, designed to create distributed ledger applications or solutions. A

large and active team of developers and collaborators ensures that the software is

continuously improved, bug-fixed, and kept secure [13].

• Security: it is a private (permissioned) blockchain network that provides strong

control over network participation and limited access, ensuring high levels of

security, confidentiality, flexibility, robustness, and scalability. It offers a high level

of security for sensitive data to ensure it is stored and transmitted securely [13].

• Scalability: it uses a unique consensus technique that allows two parties to agree on

a transaction without any third-party interference or observation. This consensus

technique is called Practical Byzantine Fault Tolerance (PBFT), which enables high

performance while ensuring scalability and consistency on the blockchain network.

Scalability is a crucial feature when dealing with a large number of transactions

per second [13].
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• Smart Contracts: it uses smart contracts known as chaincode which are self-

executing applications for automating business principles [13].

A common design pattern for a distributed system development is the model-view-

controller (MVC) architecture [37]. Based on this architecture, the IBMM platform

consists of three layers, namely the view layer, the controller layer, and the model layer

as shown in Figure 4.2 [17].

Figure 4.2: General architecture of the IBMM Platform (Alsobhi et al. [17])
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1. The view layer: This layer is the user interface (UI) which shows the outputs to

a user. Internal and external users i.e., students and HEIs can interact with the

IBMM framework via this layer. Through this layer, students can send requests,

and view the results and their profiles. This layer also allows HEIs to view students’

profiles and send micro-credentials and action plans to the blockchain ledger [17].

In addition, both students and HEIs can register with the IBMM platform via this

layer.

2. The controller layer: This layer is the link between the view and model layers.

It receives input from the user and converts it to queries for the model layer and

it also controls how the data is displayed. This layer also conducts customized

activities and executes them using artificially intelligent algorithms in the form of

smart contracts, such as personalized recommendations to students, etc. [17].

3. The model layer: This layer is the blockchain layer which is a distributed ledger

to verify all the completed data transactions, including micro-credentials, and store

them on blocks in a secure, trusted, and private ledger. This layer contains the

data logic written in smart contracts to simply verify and store micro-credentials

on the blockchain layer [17].

4.3.2 Solution overview for research question 2: Preserving
student’s identity privacy during data sharing

This section provides a brief overview of the proposed solution to research question two

(RQ2), and in Chapter 5 a more comprehensive description is given. To address this re-

search question, we apply a privacy-preserving technique within the blockchain platform.

This technique ensures the secure sharing of micro-credentials on the blockchain while

protecting the students’ identity [23]. Thus, student micro-credentials can be securely

shared with other HEIs using cryptographic hashing. We develop a privacy-aware shar-

ing process that uses a one-way hash function. The one-way hash method was chosen

because retrieving the input data from the hash value is computationally impossible.

Unlike encryption, hashing prevents recipients from reverse-engineering the process of

decrypting messages [78]. Using the one-way method ensures that unauthorized parties

cannot obtain the original data even if the hashed data is compromised. Moreover, it

is an effective method for providing security and privacy while protecting sensitive

information and allowing students to remain anonymous while participating in data
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sharing [78].

We employ the one-way hash algorithm (SHA-256) to convert a real student’s identity

into a unique and irreversible hash value by developing smart contracts that control

the process of anonymizing a student’s identity within the IBMM platform. The hash

value can be used as a unique identifier or a pseudo-identity for students to maintain

their privacy while HEIs can access and verify the students’ micro-credentials without

revealing their identities. The benefit of the privacy-aware sharing process is to facilitate

efficient collaboration and micro-credential exchange between several HEIs, enabling

a safer and more efficient educational ecosystem. Figure 4.3 illustrates the process of

hashing a student’s identity and generating a pseudonym. The following steps describe

the process of how to generate a unique pseudonym for a student:

1. During registration, the student sends their personal information, such as name,

date of birth, email address, etc. through the view layer to store this data on the

blockchain.

2. The blockchain receives the data and invokes the smart contract that is responsible

for generating pseudonyms.

3. The hashing algorithm is applied separately to the student’s name and email

address, and two different hash values are generated.

4. These two hash values are combined, and then the hashing algorithm is applied

again to the combined output to generate a unique identifier/pseudonym for the

student.

5. The student can share this pseudonym with several HEIs off-chain, while the

student’s identity is anonymized to maintain data integrity and security. Both the

real identity and pseudonym of the student are stored on the blockchain.

4.3.3 Solution overview for research question 3: Providing
learning recommendations for students’ majors

An overview of the proposed solution to research question three (RQ3) is presented in

this section, and a more detailed description can be found in Chapter 6. Based on AI and

ML techniques, we develop a recommender system that addresses this research question.

The following steps are involved in developing a recommender system to recommend the

most suitable academic major for a student:
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Figure 4.3: Workflow of hashing a student’s identity and generating a pseudonym

1. Data collection: in this stage, real data is collected from students studying at

universities in Australia and Saudi Arabia. An online survey is used as a method

to collect the data. The survey explores and models the relationship between

the previous and future education qualifications of students aspiring to pursue

higher education. The survey consists of several questions for students about

their educational background, previous qualifications, previous academic majors,

micro-credentials, educational interests, personal data, and other relevant details

that may be helpful in making recommendations. It is possible to build a model

capable of accurately predicting the most appropriate academic major for a student

60



4.3. SOLUTION OVERVIEW

by uncovering relevant features. Further details of the dataset are presented in

Chapter 6.

2. Data analysis and feature selection: upon completion of the data collection phase,

we preprocess and analyze the dataset. We use this analysis to identify relevant

features, patterns, and correlations, which can contribute to predicting an appro-

priate major for a student. The data analysis process provides insights into the

dataset and helps us understand how the data is related. We split the dataset into

two sets, one for training and one for testing.

3. Model development: ML and AI algorithms are used to predict suitable majors for

students. The classification algorithms used are XGBoost, random forest, Light-

GBM, and multilayer perceptron (MLP). The selected models are learned and

predictive models that are able to tie specific student attributes to certain academic

majors are developed.

The XGBoost, LightGBM, random forest, and MLP algorithms are selected as

they are widely used for a variety of classification tasks. Additionally, they are

highly efficient and robust execution methods [28, 84]. The XGBoost is a powerful

machine-learning algorithm that assists in understanding data and making better

decisions. There is no need for parameter optimization or tuning, and it can be used

directly after installation without any additional configuration, which can increase

the model’s performance [84]. The random forest algorithm is stable against noise

and can process numerical and categorical data easily without suffering from

overfitting [28]. The LightGBM is a fast algorithm in training and achieves high

performance [21, 57]. The MLP is capable of learning nonlinear models in real-time,

as well as making quick predictions [7].

4. Evaluation and validation: the training and testing process ensure the accuracy

of the models. We use several well-known evaluation metrics, such as accuracy,

precision, recall, and F1-score to evaluate the model’s performance.

Once the aforementioned steps are completed, a recommender system is created to

recommend suitable majors for students. The recommendation process is depicted

in Figure 4.4.
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Figure 4.4: Workflow of the recommendation process

4.3.4 Solution overview for research question 4: Collecting and
selecting action plans intelligently

This section provides an overview of the proposed solution to research question four

(RQ4), while Chapter 7 offers a more detailed description. Students who request action

plans from several HEIs must share their pseudonyms off-chain. Upon receipt of the

pseudonym, the HEIs can use it to access the student’s profile to verify their academic

qualifications and micro-credentials. These data help HEIs create customized action

plans that guide students to complete their degree programs. To address this research
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question, we divide the proposed solution into two stages as follows:

1. Action plan collection: to collect the action plans, every HEI is required to upload

action plans to the IBMM platform to ensure a unified and comprehensive view

of all the generated action plans for students. This platform serves as the main

repository for storing student data on the blockchain ledger and associating it with

the student’s profile.

2. Action plan selection: to choose the most optimal action plan among multiple

options based on certain criteria, ML models are used. The ML algorithms used

are XGBoost (Pairwise), XGBoost (NDCG), and LightGBM. The ML models are

learned and predictive models which are able to connect specific student attributes

to a certain action plan based on the selected criteria are developed. The training

and testing process ensures the accuracy of the models.

Both XGBoost and LightGBM models are efficient ML algorithms that are often

used in ranking tasks. We chose them due to their many advantages, including

high performance, speed and efficiency, scalability, faster training, high accuracy,

preventing overfitting, and requiring less memory [21, 57, 84].

Upon completion of the action plan collection phase and before applying the ML

models, the dataset is analyzed to provide comprehensive information on each student,

including personal information, academic background, micro-credentials, selected crite-

ria, and action plans. This analysis aims to evaluate the criteria selected by the student

and define relevant features that can assist in the selection process. The dataset is

divided into two sets, training and testing. Figure 4.5 illustrates the process of collecting

all action plans in one place and selecting the most appropriate one.

4.3.5 Solution overview for research question 5: Evaluation of
research questions 1,2,3, and 4:

• Evaluation of the proposed solution for RQ1: a detailed explanation of this is pre-

sented in Chapter 5. We develop a software prototype for the IBMM architecture

which serves as a proof of concept, so no validation is necessary for the first re-

search question. We use a Hyperledger Fabric blockchain platform to develop the

software prototype. This is the most critical objective of this research as it provides

a proof of concept to evaluate the system. In the following, we evaluate the proposed

solutions for each of research questions 2,3 and 4.
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Figure 4.5: The process of collecting and selecting action plans

• Evaluation of the proposed solution for RQ2: a detailed explanation of this is pre-

sented in Chapter 5. The following steps provide an overview of the evaluation

process for preserving student identity during data sharing.

1. Select a sample of 100 students from the dataset that is collected to address

research question RQ3, as described in Chapter 6.

2. Generate a pseudonym for each student based on their identity (name and

email address) by applying the one-way hash algorithm.

3. Use each student’s pseudonym to access and view their profiles.

4. Evaluate the validity of the chosen algorithm by determining if the student’s

real identity has been revealed when viewing their profile.

• Evaluation of the proposed solution for RQ3: a detailed explanation of this is pre-

sented in Chapter 6. Following is an overview of the evaluation process of the

developed recommender system that provides recommendations for students’ ma-

jors:

1. Conduct an online survey of university students to collect information about

their personal and academic information and their previous and desired

majors.
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2. Apply the selected ML and AI algorithms (XGBoost, LightGBM, random

forest, and MLP) separately to the dataset to intelligently recommend the

most suitable major for each student using their features.

3. Evaluate each model’s performance by calculating the accuracy using the

following equation:

Accuracy = (Number of correct recommendations)/ (Total number of recom-

mendations) * 100

4. Compare the performance of all models and select the model with the highest

accuracy.

• Evaluation of the proposed solution for RQ4: a detailed explanation of this is pre-

sented in Chapter 7. Following is an overview of the evaluation process of selecting

the most optimal action plan for a student based on several criteria:

1. Create a new dataset containing information about action plans/courses.

2. Apply the selected ML algorithms (XGBoost (Pairwise), XGBoost (NDCG), and

LightGBM) separately to the dataset to intelligently select the most optimal

action plan for each student based on multiple criteria.

3. Evaluate each model’s performance by calculating the accuracy using the

following equation:

Accuracy = (Number of correct predictions based on the selected criteria)/

(Total number of predictions) * 100

4. Compare the performance of all models and select the model with the highest

accuracy.

Further explanation about the research methods used to address each research ques-

tion can be found in the upcoming chapters as follows: Chapter 5 provides an in-depth

explanation of the proposed solution designed to address both the first research question

which is related to the IBMM framework’s development and the second research question

which involves the implementation of a privacy-preserving technique. In addition, Chap-

ter 6 presents a comprehensive explanation of the proposed solution designed to address

the third research question, which pertains to the recommender system’s development.

Lastly, Chapter 7 offers also a more detailed description of the proposed solution to the

fourth research question, which revolves around the multi-criteria selection process.
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4.4 Conclusion

This chapter presented the selected research methodology that was used to address the

research gaps identified in Chapter 3. The general architecture of the IBMM framework

was presented and the process involved in building this framework was also discussed.

Finally, an overview of the proposed solutions to each of the five research questions

RQ1-RQ5 in this thesis was provided.

The next chapter provides more detailed explanations of the proposed solutions to the

first and second research questions regarding the IBMM platform’s development and

ensuring the privacy of students’ identities on the blockchain.
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IBMM: INTELLIGENT BLOCKCHAIN FOR MANAGING

THE MICRO-CREDENTIAL FRAMEWORK AND THE

PRIVACY-PRESERVING TECHNIQUE

5.1 Introduction

Chapter 3 explained the research issues, objectives, and questions identified from the

extensive systematic literature review reported in Chapter 2, followed by an overview

of the proposed solutions for each research question outlined in Chapter 4. This chap-

ter provides a comprehensive solution to the first and second research questions and

discusses the proposed methodologies in further detail. The focus of this chapter is on

presenting a blockchain-based solution that efficiently helps to manage, store, share, and

verify micro-credentials intelligently for higher education students. This solution is par-

ticularly useful for students who are interested in pursuing higher education. Moreover,

a privacy-preserving technique is proposed to securely share the micro-credentials of

students while preserving their real identities.

This chapter is structured as follows: Section 5.2 introduces the general architecture

of the IBMM framework as a blockchain-based higher education micro-credential plat-

form and discusses the various components associated with this platform. Section 5.3

presents the development of the Hyperledger Fabric blockchain as the proposed solution

for addressing the first research question. Blockchain is described in this section in
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detail, as well as how it works within the IBMM system. A privacy-preserving technique

employed to guarantee a student’s data privacy when sharing micro-credentials with

HEIs is presented in Section 5.4. That is the proposed solution to the second research

question. Section 5.6 discusses a prototype evaluation in order to assess the performance

and functionality of the designed solution. The developed prototype is described in this

section to provide valuable insights into its practical aspects. Section 5.7 concludes this

chapter.

5.2 General Architecture of the IBMM Framework

This section presents a comprehensive description of the architecture of the Intelligent

Blockchain for Managing Micro-Credentials (IBMM), which serves as the proposed solu-

tion to address RQ1. The first research question is How do we develop an intelligent
and trustworthy platform for managing and maintaining micro-credentials?.

We explain the platform’s functionality and operation, its components, and working

principles. Moreover, we describe in detail the architecture of the platform, emphasizing

the use of blockchain technology to ensure security and reliability. The main purpose

of this platform is to store, manage, and verify students’ micro-credentials in a reliable

and intelligent manner. Furthermore, the platform is able to verify and store micro-

credentials, and personal and academic data on the blockchain. With this platform,

students can securely share their academic profiles with several HEIs while ensuring

the anonymity of their real identity. In addition, the IBMM uses intelligent techniques

to offer personalized learning recommendations in order to assist students in choosing

a suitable major and action plan to complete a specific degree. The IBMM platform

performs the following main tasks [17]:

• Manage, verify, and store students’ micro-credentials on the blockchain ledger.

• Allow multiple HEIs to access students’ profiles and micro-credentials in a privacy-

preserving manner.

• Allow students to access their micro-credentials and profiles from anywhere and at

any time using a unified platform.

• Provide learning recommendations for students’ majors based on their micro-

credentials and academic achievements.
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• Help students in selecting the most suitable action plan from several options based

on multiple criteria to pursue their learning.

5.2.1 The design structure of the IBMM platform

The structure of the IBMM framework comprises three layers, namely the view layer,
the controller layer, and the model layer as described in Chapter 4 in Section 4.3.1.

The design structure of the IBMM platform is presented in Figure 5.1.

Figure 5.1: Architecture of the IBMM platform

5.2.1.1 View layer

This layer serves as the user interface (UI) for IBMM stakeholders, including students

and HEIs. Through this layer, these stakeholders can engage with and access the platform

actively as the owners of the data. In order to access the platform, both HEIs and students

must register through this layer [17].

The HEIs have the ability to access and view the students’ profiles and transfer completed
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micro-credentials and action plans to be stored on the blockchain ledger through this

layer. Furthermore, students themselves can access and view their profiles through this

layer. Upon successful registration, both HEIs and students will be granted access to the

requested data and will be authorized users. An overview of the main modules provided

by the view layer is as follows:

1. Registration for students: In order for students to interact with the platform and

access their micro-credentials and profiles on the IBMM platform, registration is

required. Once students join the platform and their data is stored on the blockchain,

a secure digital wallet will be created for them. This wallet includes a unique

blockchain address, a public key, and a private key, to protect their data. A student

also will be assigned a unique ID for identification purposes, which ensures the

security and integrity of their data. A breakdown of how to register a student on

the IBMM platform is as follows:

• Step 1: Students visit the IBMM platform: To join the IBMM platform and

interact with it, students are required to fill out a registration form with their

information. The information includes personal details such as the student’s

name, date of birth, phone number, address, email address, etc.

• Step 2: Students submit the registration form: After submitting the regis-

tration form, the information is securely transferred and stored in blocks on

the blockchain ledger.

• Step 3: Students are assigned secure digital wallets: Each newly registered

student is assigned a unique, secure digital wallet with a blockchain address

that includes a public key and a private key.

• Step 4: Students are given student_IDs: Upon successful registration, every

student is assigned a unique ID generated by the IBMM platform and stored

on the blockchain.

2. Registration for HEIs: All higher education institutions, regardless of their

type, location, and ownership, are eligible to become a member of the IBMM

platform. Therefore, every higher education institution is able to join the IBMM

by registering their information. Before being allowed to join the IBMM platform,

each higher education institution must be officially approved and recognized by

an accrediting body. The accrediting organization must confirm that the higher

education institution has the necessary legal authority to operate as a higher
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education institution and award higher education degrees [2].

Therefore, every higher education institution has to provide a unique identifier to

prove that it is a legitimate institution. For example, Australia has a CRICOS code

that is generated by "the Australian Government Department of Education" and

shows the higher education institution adheres to standards, policies, and practices

[43]. The CRICOS code is a unique identifier for a higher education institution and

is used to verify that this higher education institution is real. Every country has

a different identifier for its HEIs. When a higher education institution registers

on the IBMM platform, they need to upload its unique identifier for verification

by the minors. Once a higher education institution’s registration is approved by

majority consensus, it becomes a miner on the blockchain network.

5.2.1.2 Model layer

The model layer is also called the blockchain layer in the IBMM framework. It is a

distributed database that stores and manages each completed transaction of the data,

including micro-credentials [17]. Every completed transaction is stored on blocks in a

secure, trusted, and private ledger. Blocks are constantly being added to an ever-growing

chain of blocks called a ledger, and this chain is duplicated for every node of the network.

This layer contains all the data logic in chaincode (smart contract) to simply manage and

store the data [17]. The data that is stored on the blockchain ledger include a student’s

micro-credentials, academic records, student’s personal information, and student’s action

plans. At this layer, the mining process verifies all the transactions on the blockchain. To

develop this layer, we use the Hyperledger Fabric blockchain on the local device (Mac).

5.2.1.3 Controller layer

This layer functions as a connector between the view and model layers. Its responsibilities

include receiving input from users, translating it into queries for the model layer, and

controlling the presentation of data [17]. Additionally, this layer performs customized

actions and implements various machine learning (ML) and artificial intelligence (AI)

algorithms through pre-programmed smart contracts stored on the blockchain. These

may include providing personalized recommendations to students about majors and

action plans, etc [17].

As the IBMM is a trusted platform for managing and storing micro-credentials, the

controller layer is responsible for controlling data flow, manipulation, integrity, and

security via the use of algorithms. This layer comprises four modules, namely a privacy-
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aware sharing process, a recommender system, action plans, and intelligent action plan

selection and each provides a proposed solution for research questions RQ2-RQ4 detailed

in this thesis. In the following, we describe each of these modules in detail:

• Privacy-aware sharing process: This module is designed for students who wish

to maintain their anonymity when sharing their micro-credentials with several

HEIs. The primary role of the privacy-aware sharing process is to ensure the

confidentiality of students’ information on the blockchain. To achieve objective 2,

we use a privacy-preserving technique (PPT) called identity data anonymization,

which utilizes cryptographic techniques. One of these techniques is the one-way

hash function (SHA-256), which is applied to students’ real identities to generate

pseudonyms. This approach allows students to share their micro-credentials with

HEIs using their pseudonyms while keeping their identities hidden. More details

on this are given in Section 5.4.

• Recommender system: This module is utilized to assist students in determining

the most suitable major based on their micro-credentials and academic achieve-

ments. In order to achieve objective 3 and provide personalized recommendations,

an intelligent mechanism known as a recommender system (RS) is developed.

The main role of this system is to intelligently recommend appropriate majors for

students. The recommender system recommends a major for a student based on

their micro-credentials, previous majors, and academic records. Further details are

given in Chapter 6.

• Action plans: This module is used when students request action plans from

multiple HEIs. To achieve objective 4, each action plan is generated by a different

higher education institution and uploaded to the IBMM platform once HEIs receive

a request from the student. Students can easily access all action plans that are

offered by multiple HEIs and linked to their profiles through the IBMM platform.

The goal is to provide students with a single view of all the action plans provided

by several HEIs. Further details are given in Chapter 7.

• Intelligent action plan selection: This module assists students in selecting the

most appropriate action plan from a variety of options. To achieve objective 4, an

intelligent technique is used to select an appropriate action plan for a student

based on their desired criteria. More details are given in Chapter 7.
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5.2.2 IBMM platform stakeholders

The following tasks can be performed by the stakeholders, namely the students and HEIs,

on the IBMM platform after successfully registering: Figure 5.2 provides an overview of

the tasks for the end-users.

1. Students:

• Accessing and viewing their profiles.

• Viewing their stored micro-credentials.

• Browsing through the list of registered HEIs.

• Viewing the recommended majors that are generated for them.

• Viewing all action plans provided by HEIs.

• Viewing the suggested action plans that are generated for them.

2. Higher Education Institution (HEIs):

• Accessing students’ profiles using their IDs.

• Uploading action plans for students after generating them.

• Uploading students’ micro-credentials after verifying them.

• Viewing all students’ micro-credentials and academic records that have been

uploaded by other HEIs.

Section 5.3 provides details of how the first research question is addressed, followed

by Section 5.4 which presents a detailed explanation of how the second research question

is addressed.

5.3 Developing Hyperledger Fabric Blockchain
Framework

This section explains the implementation of the proposed solution for the first research

question, which is the development of a reliable and intelligent blockchain framework.

The following subsections describe the steps involved in installing Hyperledger Fabric

v2.x on a local device (MacOS), offering an insight into how the framework and chaincode

(smart contracts) work together to store micro-credentials on a distributed ledger of a
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Figure 5.2: Overview of the tasks for the end-users

blockchain network. Furthermore, it elaborates on how to use APIs to invoke and query

smart contracts through client applications and to interact with the Fabric network [5].

We utilize the TypeScript programming language (V5.2) to write the chaincode that

executes specific contracts on peers and generates transactions for data accessibility and

information storage [1].
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Of the two types of peer-state databases supported by Fabric, we choose CouchDB. It is

a separate database that runs in parallel with the peer [5]. With CouchDB, blockchain

data is structured in JSON format, allowing extensive queries based on data values

rather than keys [5]. The database also keeps track of the most recent ledger state.

This database allows users to interact with chaincode and query large datasets more

efficiently using JSON queries [5].

5.3.1 Standard prerequisite software for the Hyperledger
Fabric network

Initially, the development environment and the required dependencies are set up to

construct the network and application artifacts. To ensure compatibility, we first install

the necessary prerequisites that match the MacOS version. It is necessary to install the

following prerequisites in order to set up a fabric test network using Docker [5]:

• Install the following prerequisites fabric as shown in Table 5.1, using the scripts

that are provided at Prerequisites [5].

• Install the fabric samples, fabric CLI tools binaries, and fabric docker images on

the local machine (MacOS), using the commands and following the instructions

that are provided at: Install Fabric and Fabric Samples [5].

5.3.2 The fabric test network

After all prerequisites have been installed and downloaded, a new fabric test network is

set up as follows:

• First, we copy the fabric samples from [81]: hyperledger/fabric-samples, with v1.4.4

which is the latest version of the Fabric test network sample.

• Second, we navigate to test-network directory to run the network using the script

found at: "cd fabric-samples/test-network" [81].

• Finally, we bring the Hyperledger Fabric network to our system by executing the

script found at:"./network.sh" [5].

To ensure a clean environment for the current run, we first execute the following

script to eliminate any containers or artifacts from previous runs: "./network.sh
down" as shown in Figure 5.5, and then we launch a new network by running the

script found at "./network.sh up" as shown in Figures 5.6-5.17.
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Table 5.1: The list of prerequisites

Prerequisites Description

Homebrew
Homebrew version 3.6.15-23 is an open-source package
management system that makes software installation
on the Mac operating system easy [50].

Node js
Node js version 8.9.0 is an open-source server that is
used to run JavaScript code [10].

Docker
Docker version 20.10.6 is a tool that simplifies the pro-
cess of developing, distributing, and running applica-
tions within virtual containers [6].

Xcode Command Line Tools

Xcode CLT version 2.12.7 is a tool operated through the
command-line interface, enabling users to execute build,
query, analyze, and test operations on Xcode projects
and workspaces. It is also called a console or terminal
[90].

jq
jq-1.6 is a JSON processor that is used through the
command-line interface and it allows users to view a
JSON file [22].

Go
Go version 1.15.6 is a programming language that is
used to write Chaincode or SDK applications [5].

cURL
Curl version 7.74.0 is a tool for transmitting data via the
internet [80].

Git

Git version 2.31.0 is a control system to keep track of
the changes made in source code, enabling collaboration
between multiple developers on non-linear development
projects [75].

Docker Compose
Docker-compose version 1.29.1 is a tool specifically de-
signed for the management of Docker applications with
multiple containers [6].
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Once the test network is successfully created, all the Docker containers and the logs of

the nodes that have been running and were created on our machine can be seen using

the script at "docker ps -a" as shown in Figure 5.18. The network that runs on our

machine contains 2 peer organizations, Org1 and Org2, 4 peer nodes and each node or

user needs to be a member of one organization to be a part of the network, one ordering

node, and 2 Fabric Certificate Authorities (CAs) for the organizations. Peer nodes do not

control the order of transactions or include them in new blocks; instead, they validate the

transactions and assign them to the blockchain ledger. The ordering node is responsible

for arranging transactions, including them into blocks, and distributing the blocks to

peer nodes to add them to the ledger [5].

5.3.3 The sample application

Once peer and orderer nodes are running successfully on our machine, the sample

application can be launched using the following steps:

• Create a fabric channel: We create a channel as a private layer for the communi-

cation and transactions between Org1 and Org2. Each channel has a copy of the

blockchain ledger. We execute the following script: "./network.sh up createChan-
nel -ca -c mychannel -s couchdb" [5]. This script is used to create a channel

called "mychannel" with two peer organizations and one ordering node and bring

up the network in one step, and join Org1 and Org2 are joined to this channel as

shown in Figures 5.6-5.17. Figure 5.3 shows the printed message that confirms the

channel was successfully created.

Figure 5.3: The message confirming the channel was created successfully
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• Start a chaincode on the channel: Once the channel is successfully established,

smart contracts (chaincode) can be used to communicate with the channel. chain-

code packages are used to implement smart contracts on the network. chaincode

must first be placed on the peers of an organization and the channel’s participants

must agree on the chaincode specification before it can be deployed to the channel.

The chaincode is ready to use and can be submitted to the channel when the major-

ity of organizations agree on it [5].

The chaincode is developed by creating smart contracts that can perform many

functions including but not limited to enrolling students and HEIs, adding micro-

credentials, and viewing students’ profiles, etc. The original code of the chaincode

can be found on GitHub at: https://github.com/hyperledger/fabric-samples/

blob/main/asset-transfer-basic/chaincode-typescript/src/assetTransfer.

ts. Our developed code for the chaincode can be found on GitHub at: https:

//github.com/hudaalsobhi/IBMM-code.git

After creating the channel, the chaincode is deployed using the script at: "./net-
work.sh deployCC -ccn basic -ccp ../credit-transfer-basic/chaincode-typescript
-ccl typescript" [5] as shown in Figures 5.19 - 5.22.

To ensure the transactions that are generated using smart contracts are valid, the

consensus algorithm often requires several organizations to sign them before they

can be committed to the blockchain ledger [5]. Every organization must invoke and

implement the smart contract on their peer to sign a transaction, and the peer

then signs the transaction’s output. The transaction can be added to the blockchain

ledger if the transaction’s output is accurate and has been signed by an adequate

number of organizations [5].

• Setup the environment variables: We add peer binaries to the CLI path, set the

fabric path, and set the environment variables to allow the use of the peer CLI to

interact with the network. We use the following scripts at V3 [5]:

– "export PATH=$PWD/../bin:$PATH"

– "export FABRIC_CFG_PATH=$PWD/../config/"

– "export CORE_PEER_TLS_ENABLED=true"

– "export CORE_PEER_LOCALMSPID="Org1MSP""

– "export CORE_PEER_TLS_ROOTCERT_FILE=$PWD/organizations

/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/tls/ca.crt"
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– "export CORE_PEER_MSPCONFIGPATH= $PWD/organizations/peerOrgani-

zations/org1.example.com/users/Admin@org1.example.com/msp"

– "export CORE_PEER_ADDRESS=localhost:7051"

• Interacting with the network: After we bring up the network, we invoke our

typescript chaincode to interact with this network as shown in Figure 5.23. We use

the following script to initialize the ledger [5]:

"peer chaincode invoke -o localhost:7050 –ordererTLSHostnameOverride
orderer.example.com–tls –cafile "$PWD/organizations/ordererOrganizations
/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-
cert.pem" -C mychannel -n basic –peerAddresses localhost:7051 –tlsRootCertFiles
"$PWD/organizations/peerOrganizations/org1.example.com/peers/peer0.org1.
example.com/tls/ca.crt" –peerAddresses localhost:9051 –tlsRootCertFiles
"$PWD/organizations/peerOrganizations/org2.example.com/peers/peer0.org2.
example.com/tls/ca.crt" -c ’{"function":"InitLedger","Args":[]’}".

Once all the previous steps have been successfully completed and the chaincode has

been invoked, we query the ledger locally from our CLI. Every time a modification is

made to the chaincode by the network members or new data is transferred, we need to

invoke the chaincode again. A subsequent query can then be conducted to observe how

the invocation has affected the data on the ledger [5].

The following Section 5.4 presents the proposed solution for the second research ques-

tion in detail. Section 5.6, presents the evaluation process for the HyperLedger Fabric

blockchain application and for the privacy-aware sharing process. This allows us to

engage with the blockchain network and chaincode, effectively achieving the primary

objectives of this research.

5.4 A Blockchain-based Approach to Ensure Privacy
and Data Preservation for Students

This section addresses the second research question regarding privacy preservation

and provides a blockchain-based approach to securely preserve students’ data on the

blockchain within the IBMM. The proposed approach is designed to promote privacy

in the context of students’ data, providing a framework for the permanent retention of
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important data. To achieve objective 2, an effective technique for maintaining students’

real identities on the blockchain is implemented. The IBMM platform helps to protect

students’ real identities while sharing their profiles and micro-credentials with other

HEIs. This ensures that there is no possibility of disclosing a student’s real identity

within the IBMM platform. To enable the anonymous searchability of student data

within the IBMM platform, a cryptographic hashing technique that assigns a unique

pseudonym to every student is applied.

Due to blockchain’s immutability and secure encryption of data on blocks, blockchain

technology is highly resistant to cyberattacks [93]. Additionally, to further enhance

privacy and ensure anonymity for students, a pseudonymization technique is also used

which replaces a student’s identity with a pseudonym to preserve the anonymity of

students as explained in the following section.

5.5 Solution Overview for Preserving Student
Privacy during Data Sharing

The second research question of this thesis addresses how micro-credentials can be

shared while ensuring student data privacy and the need to protect the anonymity of

student identities when their profiles and micro-credentials are shared with HEIs. This

section describes the privacy-aware sharing process as the proposed solution for RQ2

which is How can micro-credentials be shared taking into account the student’s
privacy?. A detailed explanation is given of the privacy-preserving technique that is im-

plemented with the Hyperledger Fabric blockchain to generate pseudonyms for students.

To ensure the privacy of students’ data and the anonymity of their identities, the

SHA-2 algorithm, which includes several constants, with SHA-256 being one of them, is

selected for this experiment. The output size of SHA-256 is a fixed-size 256 bits, which

generates a distinct output of 2256. A hashing approach ensures that a student’s real iden-

tity remains hidden from view, making it difficult for HEIs to identify the student. We use

a one-way hash function (SHA-256) to keep students’ real identities anonymous and

replace them with hash values, known as pseudonyms in this research. Consequently,

the student’s identity remains anonymous, preserving the privacy of the students while

allowing them to interact with the blockchain network through the IBMM platform and

verify its integrity when necessary.
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The smart contract logic for applying the SHA-256 hash function is written in the

TypeScript programming language using the Hyperledger Fabric SDKs. The software

development kit (SDK) supports the execution of smart contracts in various programming

languages, such as Java, JavaScript, TypeScript, Python, and GO [5]. The outcomes of

utilizing the one-way hash function (SHA-256) to generate pseudonyms for students and

ensure privacy are depicted in Figures 5.35 and 5.36. Figure 5.4 shows the workflow of

generating a pseudonym. The steps involved in generating a unique pseudonym for a

student using the hashing algorithm are presented in Chapter 4 in Section 4.3.2.

Figure 5.4: The process of generating pseudonyms

The process begins with a student registering on the IBMM platform by providing all
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their personal information, including their name, date of birth, address, phone number,

and email address. This information is then transferred onto the ledger to be stored

on the blockchain. The chaincode needs to be invoked every time a new student is

added to the ledger. Then, the smart contract that is responsible for executing the hash

algorithm (SHA-256) is implemented only on specific data, such as the student’s name

and email address. We chose only these data to be anonymized because they serve as

identifiers for the student and can be used to reveal the student’s real identity. Therefore,

anonymization is essential to prevent the disclosure of the student’s real identity and

preserve their privacy. Once the hash algorithm (SHA-256) is implemented successfully

to both the student’s name and email address, two different hash values are generated for

each of the data separately. Furthermore, the hash function helps to anonymize the real

identity of the students by hashing the student’s name and email address. These hash

values serve to represent the student’s real identity in a unique and anonymous manner,

protecting the student’s data while securely facilitating micro-credential management

and verification on the IBMM platform.

Next, we combine the hash values obtained for both the student’s name and email ad-

dress, and this combined output is subjected again to the SHA-256 algorithm to generate

a unique pseudonym. By using this process, every student is assigned a unique ID which

is their pseudonym to be shared with multiple HEIs off-chain to facilitate access to their

profiles and micro-credentials. Using this pseudonym, HEIs can access the student’s

profile and read their micro-credentials that are stored on the blockchain ledger securely

and anonymously without compromising the student’s real identity.

Finally, the transaction outputs are signed by multiple organizations and stored on

the blockchain ledger. This process ensures that the data is secure, tamper-proof, and

cannot be changed in any way without being detected. It also ensures the anonymity

of the student’s identity and prevents their real name and email address from being

disclosed to HEIs during the interaction with the IBMM platform. Furthermore, by

replacing the real identity of the student with a pseudonym, the student’s privacy is

protected, and their anonymity is maintained throughout the entire process. The use of a

pseudonym generated by the hash algorithm ensures that the student’s identity remains

protected while sharing their micro-credentials with HEIs. The student pseudonym

provides a secure way for HEIs to access the student’s micro-credentials and profile

without compromising their privacy.
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5.6 Prototype Evaluation and Discussion

This section presents the validation process of the proposed solutions of RQ1 and RQ2.

The purpose of this evaluation is to measure both the effectiveness of developing the

Hyperledger Fabric blockchain framework and implementing the privacy-preserving

method.

5.6.1 Validation process for developing the Hyperledger Fabric
blockchain

This section explains how to validate the development of the Hyperledger Fabric blockchain

network that is used to build the IBMM platform. We are able to query and invoke the

chaincode through our CLI (command-line interface) using specific commands.

After all the prerequisites described in Section 5.3.1 have been installed on our device

(MacOS) and the required version of the hyperledger/fabric-samples has been cloned,

the following steps are followed to install the HyperLedger Fabric network:

1. We bring down the network to stop and remove chaincode containers, images, or

channel artifacts from previous runs. Figure 5.5 shows the outcome of running this

command: ./network.sh down.

Figure 5.5: Bringing down the network
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2. We bring up the network and establish a channel in one step. As illustrated in

Figures 5.6 - 5.17, a Fabric network comprising an ordering node and two peer

nodes has been established. Furthermore, a Fabric channel has also been created

to enable peer nodes to join the channel and facilitate communication between

Org1 and Org2.

Figure 5.6: Bringing up the network and creating a channel (1st figure of 12)

After the network has been created successfully, its components can be displayed.

Figure 5.18 shows the Docker containers that are running on the machine.

3. We deploy the chaincode on the channel. Figures 5.19 - 5.22 illustrate that the

chaincode is installed on an organization’s peer nodes, and subsequently deployed

to the channel.

4. We invoke the chaincode to initialize the ledger. If the invoke goes successfully, we

see an output similar to this in Figure 5.23.

5. By querying the ledger, members can now actively engage with the channel. To

complete the tasks previously outlined for both students and HEIs in Section 5.2,

the following commands must be executed via the CLI:
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Figure 5.7: Bringing up the network and creating a channel (2nd figure of 12)

Figure 5.8: Bringing up the network and creating a channel (3rd figure of 12)

• Get all students’ profiles that are stored on the blockchain ledger: Figure 5.24 shows

the profiles of two students who have already registered using the "GetAllStudents"

function, including their personal information, micro-credentials, and action plans.

85



CHAPTER 5. IBMM: INTELLIGENT BLOCKCHAIN FOR MANAGING THE
MICRO-CREDENTIAL FRAMEWORK AND THE PRIVACY-PRESERVING TECHNIQUE

Figure 5.9: Bringing up the network and creating a channel (4th figure of 12)

Figure 5.10: Bringing up the network and creating a channel (5th figure of 12)

• Enroll a new student in organizations 1 or 2: Figure 5.25 shows that the chaincode

is being invoked successfully to initiate a new transfer to the ledger using the

"AddStudent" function, containing personal data (student-name, student-email,
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Figure 5.11: Bringing up the network and creating a channel (6th figure of 12)

Figure 5.12: Bringing up the network and creating a channel (7th figure of 12)

student-address, student-contact number, student-date of birth). In addition, the

smart contract generates a unique ID/pseudonym for this student using the SHA-

256 algorithm.
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Figure 5.13: Bringing up the network and creating a channel (8th figure of 12)

Figure 5.14: Bringing up the network and creating a channel (9th figure of 12)

• Add a new micro-credential to the new student’s profile using their pseudonym:

"c9436cd547d67e5914bcdf198c8b338c7fc8d8a004cc4b46b8cad2f6e0dd05d7": Figure

5.26 shows that the chaincode is being invoked successfully to initiate a new
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Figure 5.15: Bringing up the network and creating a channel (10th figure of 12)

Figure 5.16: Bringing up the network and creating a channel (11th figure of 12)

transfer to the ledger using the "AddCredential" function, containing student-id,

credential-id, credential-name, credential-subject, credential-date, credential-mark.
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Figure 5.17: Bringing up the network and creating a channel (12th figure of 12)

Figure 5.18: Docker containers

• Add a new action plan to the student’s profile using their pseudonym:

"c9436cd547d67e5914bcdf198c8b338c7fc8d8a004cc4b46b8cad2f6e0dd05d7": Figure

5.27 shows that the chaincode is being invoked successfully to initiate a new

transfer to the ledger using the "AddActionPlan" function, containing student-id,

plan-id, plan-duration, plan-subject, plan-cost, institution-name.

• Read the profile of the new student who has registered previously using the

"ReadStudentWithID" function, containing their pseudonym:

"c9436cd547d67e5914bcdf198c8b338c7fc8d8a004cc4b46b8cad2f6e0dd05d7": Figure

5.28 displays the student’s profile including personal information, micro-credentials,

and action plans.
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Figure 5.19: Deploying the chaincode (1st figure of 4)

Figure 5.20: Deploying the chaincode (2nd figure of 4)

Furthermore, the chaincode container logs for Container ID: 8959c09a71bd can be

displayed, which shows all the processes conducted on the chaincode as shown in

Figure 5.29.
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Figure 5.21: Deploying the chaincode (3rd figure of 4)

Figure 5.22: Deploying the chaincode (4th figure of 4)

Figure 5.23: Invoking the chaincode
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Figure 5.24: Getting all the students

Figure 5.25: Enrolling a new student

Figure 5.26: Adding a new micro-credential

Figure 5.27: Adding a new action plan
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Figure 5.28: Reading a student’s profile using their ID

Figure 5.29: The chaincode container logs

• Get all HEIs that are already registered on the blockchain ledger using the

"GetAllInstitustions" function: Figure 5.30 shows the information of three HEIs

that are currently stored on the blockchain.

• Enroll a new HEI in organizations 1 or 2: Figure 5.31 shows that the chaincode

is being invoked successfully to initiate a new transfer to the ledger using the
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Figure 5.30: Getting all the higher education institutions (HEIs)

"AddInstitustion" function, containing (institution-id, institution-name, institution-

email, institution-address, institution-contact number).

Figure 5.31: Enrolling a new HEI

All data stored on the Couch database that has been transferred to the blockchain

ledger can be displayed, as shown in Figure 5.32.

Figure 5.32: The database content
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Figure 5.33 shows the information that is stored in the database on the student that

was added recently (see Figure 5.25).

Figure 5.33: A student record on the database

Figure 5.34 shows the information that is stored in the database on the institution

that was added recently (see Figure 5.31).

5.6.2 Validation process for the privacy-preserving technique

The following steps are utilized to validate the privacy-preserving technique that is used

to address RQ2:

1. We select a sample of 100 students’ identities from the "Higher Education Students

Survey" dataset that is collected and described in Chapter 6 in Section 6.4, we

use the students’ email addresses and the students’ names are extracted from

their email addresses. The dataset can be found in the following link: https://
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Figure 5.34: A higher education institution record on the database

studentutsedu-my.sharepoint.com/:f:/r/personal/hada_alsobhi_student_

uts_edu_au/Documents/Datasets?csf=1&web=1&e=RhEsj7.

2. The hash function is applied to each student’s identity to generate a pseudonym.

We examined the effectiveness of the one-way hash function (SHA-256) by ensuring

that no two different inputs produce identical hash values.

3. We use every pseudonym to access and view the student’s profile. We also validate

the algorithm’s accuracy by evaluating whether the student’s real identity is

revealed when viewing their profile.

We interact with the chaincode using specific commands through the CLI, outlined

as follows:

• When a new student is registered using the "AddStudent" function, the smart

contract for the hash function is called to generate a pseudonym (unique ID) for

the student as shown in Figure 5.25. First, the SHA-256 algorithm is applied to the

student’s name and email address separately to anonymize them. Then, these two

hash values are combined, and again the hash algorithm is applied to the combined

output to get a pseudonym. Figure 5.35 illustrates the registration of a new student

and anonymizing their name and email address to generate a pseudonym.

• When a HEI tries to access a student’s profile using their pseudonym, they can view

the student’s profile with anonymous data, so they can not identify this student,

as shown in Figure 5.28. Figure 5.36 shows another student’s profile when it is
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Figure 5.35: Enrol a new student

accessed using the student pseudonym that was generated in the previous step

using the "ReadStudentWithID" function. HEIs can read all the data on students

except their identities (name and email address) because these are presented

anonymously.

Figure 5.36: Accessing a student’s profile

Figure 5.37: Screenshot of a selection of students’ pseudnyms

The second objective addresses the privacy preservation of student data on the IBMM

platform. Anonymization was achieved using the hashing algorithm. To validate this
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solution, we tested it many times on 100 students by calling the "AddStudent" and

"ReadStudentWithID" functions to generate a unique pseudonym for every student and

then read their profile using this generated pseudonym. Figure 5.37 shows a screenshot

of the students’ names and email addresses and their generated pseudonyms. This

process ensures that each student has a unique pseudonym and every time HEIs access

a student’s profile, their real identity is not disclosed.

5.7 Conclusion

This chapter provided a thorough explanation of the architecture and functions of the

IBMM framework and its three layers. The development of the Hyperledger Fabric

blockchain on our local device (MacOS) was also described. In addition, this chapter dis-

cussed the privacy-preserving technique that was applied to ensure student anonymity.

The hashing algorithm that was used as the proposed solution to the second research

question was also explained in this chapter. Moreover, a prototype evaluation for the

IBMM framework and the validation process for the privacy-preserving technique was

provided in this chapter. The prototype evaluation process provided significant insights

into the effectiveness of the proposed solution for managing and maintaining micro-

credentials in higher education. Key findings from the evaluation highlighted the ro-

bustness of our blockchain-based platform in securely storing, sharing, managing, and

verifying students’ micro-credentials while ensuring the anonymity of their real iden-

tities, thereby enhancing trust and efficiency in the higher education ecosystem. The

proposed solution not only allows students to securely manage their academic records

but also streamlines the process for HEIs to access these credentials while preserving

student privacy.

The next chapter discusses the proposed solution to address the third research question

in this thesis which focuses on developing a recommender system.
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IBMM: INTELLIGENT RECOMMENDER SYSTEM TO

PROVIDE RECOMMENDATIONS FOR STUDENTS’
ACADEMIC MAJORS

6.1 Introduction

Selecting the right major is a significant decision for university students, especially

for students who are new to a particular field, as they may lack the experience and

knowledge to make an informed decision, and they may encounter different factors

that can influence their decision. An inappropriate choice of a major or course can have

far-reaching implications for students and universities, and negatively impact the stu-

dents’ career prospects [85]. Moreover, the choice of an inappropriate major can lead

to a lack of interest, low academic performance, and difficulty finding a suitable job

[16]. Hence, it is vitally important that students select an appropriate major to avoid

wasting their valuable time, budget, and the resources of the university. The selection of

an appropriate major can have a substantial impact on a student’s future earnings and

career aspirations. Moreover, selecting an appropriate major can ensure that students

match their interests with their learning and ensure they engage in deeper learning in

their chosen field [16].

Many university students require guidance to select an appropriate major during their

studies, hence there is a need for a recommender system to help students make an
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informed decision. As outlined in several research studies, an automated recommender

system can play a crucial role in recommending the most appropriate major to students

based on their academic credentials [16, 85]. By utilizing such a recommender system,

students can ensure that they select a major that aligns with their micro-credentials,

academic performance, skills, and preferences.

An overview of the proposed solution for the third research question on developing a

recommender system that can help students identify a suitable major was presented in

Chapter 4. Chapter 5 described the design of the IBMM framework and its functionality

and addressed the second research question. This chapter will provide a comprehensive

explanation of the proposed intelligent solution to address the third research question

which involves the development of a recommender system.

This chapter explains the functionality of our proposed recommender system as a

solution to the third research question, which involves recommending a suitable major

for a student to complete a particular degree based on their micro-credentials and aca-

demic profiles. In the following sections, the process of utilizing intelligent methods to

recommend the most appropriate major for a student is detailed.

The structure of this chapter is as follows: Section 6.2 presents the intelligent solution

for providing learning recommendations. Section 6.3 provides insights into the details

of the recommender system developed in this thesis, as well as the machine learning

algorithms chosen for its implementation. Section 6.4 presents the validation process

and the results of the proposed solution and details the dataset utilized during the

implementation phase of our recommender system. Finally, Section 6.5 concludes this

chapter.

6.2 Solution Overview to Provide Recommendations
for Students’ Majors

This section details how the third research question of this thesis is addressed, which

involves resolving the challenge of recommending a suitable academic major for a student

during their course of study in a university.

To solve the problem facing university students in selecting an appropriate major dur-
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ing their studies, it is essential to provide them with the necessary guidance to make

informed decisions about their academic majors.

As explained in Chapter 4, the solution to this challenge is to develop a recommender

system using intelligent techniques to generate recommendations for the most suitable

majors for students based on their academic information and micro-credentials, thus

aiding students in selecting a major that aligns with their interests and career goals [17].

Consequently, if students request assistance in identifying a major for the purpose of

completing a specific degree, our recommender system on the IBMM platform can help in

recommending a suitable major that takes into account their verified micro-credentials

and other academic qualifications [17].

As elucidated in Chapter 5, after the students’ micro-credentials are validated and

stored on the blockchain ledger, the next step in generating learning recommendations

for academic majors can be initiated.

We introduce the intelligent solution employed to tackle the third research question,

which is how can a recommendation for a major be generated so that the users
can complete their degree?
To enhance the effectiveness of the recommendations, we leverage the capabilities of

artificial intelligence (AI) and machine learning (ML) techniques when developing the

recommender system.

6.3 Working of the Recommender System

A recommender system (RS) is a tool that uses artificial intelligence techniques to assist

users in making suitable choices by providing appropriate recommendations based on

their preferences and information [19]. Recommender systems are used in the education

sector and other sectors, such as health and tourism, etc., to address similar issues

[16]. In the education sector, recommender systems can provide personalized services

to learners by identifying their academic profiles, skills, experiences, etc. This can be

particularly useful for university students as it helps them determine the most suitable

major based on their micro-credentials, preferences, and educational information. A

recommender system can help students make educated decisions regarding their future

academic careers and improve their chances of success by selecting the most suitable

major.
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Our developed recommender system utilizes real data collected from university

students to assist them in identifying the optimal major that matches their interests,

skills, preferences, academic qualifications, and micro-credentials. Figure 6.1 shows how

this recommender system generates appropriate majors for students. It operates as

follows:

• Firstly, data is collected from university students.

• Secondly, the dataset is preprocessed and the relevant features are selected.

• Thirdly, the dataset is divided into a training set for training the selected machine-

learning models and a testing set for testing the models and predicting majors.

• Fourthly, the performance of all models is evaluated, and the model that best

predicts the most suitable major for the student is selected.

The problem of recommending the best majors for students is viewed as a multi-class

classification problem. Multi-class classification is a classification problem involving more

than two classes [8]. In this type of problem, each sample is assumed to be assigned to

only one class label. In our case, several majors, such as computer science & information

technology, engineering, law, and etc. can be treated as different classes. It may be helpful

to approach this issue as a multi-class classification problem to recommend the most

suitable majors for students.

We use classification models to classify the input data into one of the classes and we

provide the algorithm with labeled data, for example, samples of students with their

recommended majors. The algorithm can learn from these samples and the labeled data,

and a model that can predict the most appropriate major for a given student based on

their features can be built.

Various ML and AI algorithms are used for multi-class classification problems, and we

select the best of these, namely XGBoost, LightGBM, random forest, and multilayer

perceptron (MLP) to assign each student to one major. These algorithms support multi-

class prediction, they are able to effectively handle either large or small datasets with

multiple classes, and they provide accurate classification results.

The training and testing dataset includes information about the students’ features and

academic performance, including (a) their highest degree achieved, (b) their current

major, (c) their previous major, (d) their expected future major, (e) their previous micro-

credentials, and (f) their gender and age. This data is used as input to train and test the
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models, then each model predicts an outcome related to every student’s major. Including

this data will help to ensure that the models are as accurate and relevant as possible by

considering the many factors that can impact a student’s educational and professional

trajectory.

Figure 6.1: The architecture of the recommender system

6.3.1 Machine learning algorithms used in the development of
the recommender system

The three supervised machine-learning models and the deep-learning model that are

selected and utilized to address RQ3 are discussed as follows:

1. Extreme Gradient Boosting (XGBoost): XGBoost is one of the most popular

machine learning algorithms based on decision trees and utilizes a process called

boosting to enhance its performance [8]. Specifically, XGBoost executes gradient-

boosted decision trees, which are specifically designed to be fast and efficient.

XGBoost is considered a highly effective ensemble learning technique as it further

builds on the gradient boosting framework to improve its speed and performance

[8]. XGBoost classifier is a popular method for tackling multi-class classification

problems and it has been shown to produce accurate and reliable results for a

variety of multi-class classification tasks [8].
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The XGBoost algorithm works by building decision trees in a sequential man-

ner, where each new tree attempts to correct the errors made by the previous

trees. The process starts with a single decision tree and then subsequent trees are

added iteratively to the ensemble until the specified number of trees is reached or

no further improvements can be made [8]. XGBoost uses the level-wise strategy

and includes several additional features to enhance its performance, such as sub-

sampling the training examples and features, tree pruning, and handling missing

values [8].

In general, the XGBoost algorithm can be thought of as a weighted sum of decision

trees, where each decision tree is trained on a training subset and is designed to

correct the errors made by the previous trees [29]. The final prediction is obtained

by summing the predictions of a sample in each tree, with each tree’s contribution

weighted by a coefficient that depends on the quality of the tree’s predictions [29].

The prediction scores made by the XGBoost model are the weighted sum of the

predictions made by each individual decision tree in the ensemble [29].

The formula for the final prediction is [29]:

(6.1) y=
K∑

k=1
fk(xi), fk ∈ F

where K is the number of decision trees, f_k(x_i) is the predicted value or the

function space of F, and F is the space of regression trees or CART. [29].

The overall goal of XGBoost is to perform accurate predictions on a range of machine

learning problems by combining gradient boosting, regularisation methods, and

decision tree ensemble learning [29].

We apply the XGBoost classifier model as the first method to classify students into

their suitable majors. This machine learning (ML) model can predict appropriate

majors based on student features. We use Python to apply the XGBoost classifier

to our dataset and import the following libraries [29]:

• XGBoost is used to import all of the XGBoost library’s functionality to access

the full XGBoost functionality.

• Pandas is a powerful Python library that is used to manipulate, analyze, and

work with structured data.

• Scikit-learn (sklearn) is a class used to split our dataset into training and

testing sets.
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• XGBClassifier represents a particular implementation of XGBoost that is

designed to perform classification tasks.

• LabelEncoder is a class used to transform categorical values into numerical

values.

The random_state parameter is set to ensure reproducibility. The performance

of the XGBoost model is evaluated based on the accuracy metric. The code to

implement the XGBoost classifier method to classify the students into major

classes can be accessed via the following link: https://github.com/hudaalsobhi/

IBMM-code.git.

2. Random Forest (RF): Random forest is a classifier composed of multiple decision

tree models. It uses the concept of bagging ensemble learning, which involves

combining multiple classifiers to solve complex problems and enhance the accuracy

of predictions. As the number of decision trees increases, the random forest model

becomes more robust [83].

The algorithm produces a class which is the mode of the individual decision trees.

This is achieved by constructing several decision trees on various subsets of the

dataset and taking the average of their outputs [83]. The random forest algorithm

utilizes three key hyperparameters, namely node size, number of trees, and number

of sampled features. These parameters aim to improve model performance and

predictive ability [83]. The random forest algorithm operates in the following

manner: first, it randomly chooses samples from a provided dataset or training set;

second, it constructs decision trees for each training data using the algorithm; and

third, it aggregates the decision trees through a voting process. Finally, it selects

the prediction with the largest number of votes as the final prediction result [83].

We apply the random forest classifier to our dataset using Python as a second

method for classifying students into majors. In this experiment, we implement the

random forest classifier method to compare the results with those obtained from

the XGBoost method. For the random forest model, the same libraries were used as

for the XGBoost classifier along with the "RandomForestClassifier". We specify the

random_state parameter which is usually used to set a random subset, ensuring

that the random processes within the algorithm can be reproduced [8]. An accuracy

metric is used to assess the performance of the random forest model. The code to

implement the random forest classifier method can be accessed via the following

link: https://github.com/hudaalsobhi/IBMM-code.git.

106

https://github.com/hudaalsobhi/IBMM-code.git
https://github.com/hudaalsobhi/IBMM-code.git
https://github.com/hudaalsobhi/IBMM-code.git


6.3. WORKING OF THE RECOMMENDER SYSTEM

Both the XGBoost and random forest models are utilized to resolve the classification

issues. They are powerful classification algorithms, called classifiers, that belong

to the supervised learning category of machine learning [29, 83].

3. Light Gradient Boosting Machine (LightGBM): LightGBM is a machine learn-

ing framework that employs gradient boosting and decision tree algorithms to

accomplish a variety of tasks, such as ranking and classification. It is an enhanced

version of XGBoost and possesses several advantages over its predecessor [95]. For

example, LightGBM can effectively process large datasets, consume less memory,

enable parallel and GPU learning, and offer faster training times while maintain-

ing high accuracy. Additionally, it utilizes the leaf-wise algorithm to enhance its

efficiency [95].

For the third method of classifying students into majors, we use the LightGBM

classifier implemented in Python. The objective in using the LightGBM method is

to compare the results obtained with the XGBoost and the random forest methods.

This model uses the same libraries as the XGBoost classifier as well as the "LGBM-

Classifier". The performance of the LightGBM model is measured using an accuracy

metric. The code to implement the LightGBM classifier method can be accessed via

the following link: https://github.com/hudaalsobhi/IBMM-code.git.

4. Multilayer perceptron (MLP): Multilayer perceptrons are feedforward artifi-

cial neural networks (ANNs) with multiple layers of connections [7]. There are

three layers in an MLP: the input layer, the hidden layer, and the output layer.

This layer has neurons with nonlinear activation functions, allowing it to handle

nonlinearly separated data. A backpropagation technique is used for supervised

learning during training which helps to learn relevant features automatically from

the input data, saving time and possibly improving performance [7]. Choosing

MLP for classification prediction problems is a good decision since it is suitable for

these types of problems. Additionally, it is capable of learning nonlinear models in

real-time, as well as making quick predictions [7].

We implement multilayer perceptrons (MLP) as the fourth classification model to

compare the result with the XGBoost, random forest, and LightGBM models. We

apply the "MLPClassifier" using Python to predict a suitable major for each student

based on the student’s features. This method helps us to classify the students into

their majors. We import some common libraries to train the neural network, such

as MLPClassifier, Scikit-learn, and Pandas. We determine the number of nodes
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(neurons) in each of the three hidden layers as 100, 50, and 25 neurons, respectively.

The Adam optimizer algorithm is used to update the weights during training. The

MLP model’s performance is evaluated based on the accuracy metric.

The maximum number of iterations for training is set to 500 epochs to stop the

training once it reaches this number. The model’s performance is affected signif-

icantly by the number of epochs on which it is trained in the training dataset.

Each time the model is run, its performance gradually improves as its para-

meters are optimized with training data [66]. To avoid underfitting and over-

fitting, we train the model with various numbers of epochs to find the best num-

ber of epochs to use. When the epoch number is too low, the model is underfit-

ted, and the high epoch numbers lead to overfitting [66]. The code to implement

MLP in Python with three hidden layers can be accessed via the following link:

https://github.com/hudaalsobhi/IBMM-code.git.

6.4 Validation Process

6.4.1 Data collection, preprocessing techniques, and feature
selection

This section explains the data collection process, data preprocessing techniques, and the

selection of the data features.

6.4.1.1 Data collection process

We gather data online using an online survey. University students from Australia and

Saudi Arabia across various academic levels, namely diploma, bachelor, master, and

doctorate programs participated in this survey. The survey can be accessed via the follow-

ing link: https://bit.ly/2RrtBqI. The collected dataset "Higher Education Students

Survey" is saved as a CSV file for further analysis, and can be accessed via the following

link: https://studentutsedu-my.sharepoint.com/:f:/r/personal/hada_alsobhi_

student_uts_edu_au/Documents/Datasets?csf=1&web=1&e=UNxnLq. The following pro-

cedures were carried out to collect the data from students:

• First, we prepared online survey questions to collect academic and personal infor-

mation from students.
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• Second, we obtained ethical approval from the UTS Human Research Ethics

Committee (HREC) under reference ETH20-4981 in 2021.

• Finally, once ethical approval had been received, we distributed the survey online,

targeting both Australian and Saudi Arabian students.

As illustrated in Table 6.1, the survey consists of 12 questions for students. To address

the RQ3 in this chapter, we use the data from the responses to questions 1-11. However,

the data obtained in response to question 12 will be used to address RQ4, as detailed in

Chapter 7.

Table 6.1: The survey questions

Questions

1. What is your gender?

2. What is your age?

3. What is the highest degree or level of education you have completed?

4. What is your current area of study (major)?

5. If you are a Master’s student, what was your major during your Bachelor’s
degree?

6. If you are a Ph.D. student, what was your major during your Master’s degree?

7. Do you want to study further?

8. If you intend to undertake further study, do you know which major you would
like to take?

9. If yes, what major do you anticipate taking?

10. Have you previously completed any short learning courses?

11. If yes, in which of the following fields have you completed the short learning
courses? (Select all that apply)

12. What are your top three criteria in choosing your university degree (Select all
that apply)?
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Based on the above survey questions, the columns that are used in the dataset are

presented in Table 6.2.

Table 6.2: The columns of the dataset

Column Description

Gender
string data type of three choices of gen-
der.

Age
string data type of four choices of age
range.

Highest_degree
string data type of five choices of aca-
demic degree.

Current_major
string data type of ten choices of aca-
demic major.

Bachelor_major
string data type of ten choices of aca-
demic major.

Master_major
string data type of ten choices of aca-
demic major.

Further_study
string data type of three choices of re-
sponse.

Future_major
string data type of ten choices of aca-
demic major.

Short_learning_courses
string data type of thirteen choices of
study area.

Table 6.3 provides information about our dataset, which includes information on 250

students who undertook their studies in Australia and Saudi Arabia. These students

studied various programs, and each student’s record in the dataset indicates the major

that they pursued in each degree they obtained.

Of the wide range of academic majors from which to choose, we identify the 10 most

commonly selected areas of study according to various surveys, namely arts & humanities,
computer science & information technology, education, engineering, medicine, pediatric
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Table 6.3: The dataset information

Dataset Information

Data source
University students from Australia and
Saudi Arabia

Data collection period 2021-2022

Total number of records 250

Total number of majors 10

Training data 75%

Testing data 25%

nursing, business & management, urban planning, law, and science. These majors are

classes in this experiment.

6.4.1.2 Data preprocessing techniques

Preprocessing is necessary for most classification datasets before algorithms can utilize

them [46]. Upon completion of the data collection, the dataset requires preprocessing to

transform and reformat them into appropriate data types. Data preprocessing is crucial

since real data is often incomplete and noisy [46]. The first step involves data cleaning to

address missing values and remove duplicate or incomplete responses [39]. The second

step is data transformation or normalization, which assigns the relevant features and

involves scaling the data to ensure it falls within a specific range [39].

After data collection was complete, we used Python to analyze the dataset in depth. We

use Python for data preprocessing, the most common programming language in this

domain. Python has many libraries and tools designed for data handling, manipulation,

and efficient preprocessing. We converted the categorical data into numerical values for

the selected models to process them effectively using the "transform" method and the

"LabelEncoder class". We also replaced the non-alphanumeric characters in the column

names with letters. Moreover, we focused only on the necessary data, and no personal

information was included to ensure that individual students could not be recognized in

the research to ensure confidentiality.

To conduct classification modeling, a dataset must be obtained, and dependent or

target variables must be identified to predict variables. In our experiment, the target
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variables or actual values are Future_major column. The "Future_major" column repre-

sents the labeled column, with each row containing the target value of a specific major

assigned to each student. The purpose of this step is to assign each student to one major

class in the dataset, which is essential in preparing the data for ML and DL algorithms.

We use these actual values to train the selected machine learning algorithms and predict

accurate recommendations about the suitable major for each student.

Machine learning (ML) and deep learning (DL) algorithms are used to train each model

to detect features within the labeled data, which are then used by the trained model to

predict a suitable major of new student data. The selected models of both ML and DL

are applied to our dataset to classify each student into one suitable major.

6.4.1.3 Selecting data features

Feature selection is a crucial technique in machine learning that aims to reduce the

dimensionality of input data by selecting the most relevant features [18]. This technique

can significantly improve the performance and efficiency of the model, resulting in more

accurate predictions [18]. The features can be used to build ML and DL algorithms that

can recommend a suitable major based on the student’s data.

To extract features from the dataset, we use a combination of personal and academic

background information provided by the students. Table 6.4 describes the selected

features of the dataset.

6.4.2 Implementation

Following the data collection, preprocessing, and feature selection, the dataset is now

ready for classification modeling.

Using Python for the implementation process, we upload the dataset which is called

"Higher Education Students Survey", select the relevant features, and remove any

irrelevant or redundant features to improve the efficiency and accuracy of the model. The

next step is to split the dataset into two subsets: 75% for training and learning purposes

and 25% for testing and verification purposes. Models are trained on a training set, and

their performance is evaluated on a testing set.

To achieve accurate predictions of a student’s major using a model, each selected model

is trained on the input data. The dataset provides important features about the student’s

current majors, the majors they pursued during their bachelor’s, master’s, and doctoral
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Table 6.4: The list of selected features

Feature Description

Student_age the student’s age can help in selecting majors that are more
popular among certain age groups.

Student_gender the gender of a student can assist in identifying majors that
are more popular among certain gender groups.

Current_major the student’s current major can help in selecting related ma-
jors to pursue.

Previous_majors the student’s previous majors in a bachelor’s or master’s de-
gree can also assist in identifying potential areas of interest
to suggest a relevant major.

Highest_degree the student’s most recent degree can also help identify their
educational background and suggest a major that is suitable
for their next degree.

Short_learning_courses the micro-credentials obtained by a student in a short learning
course can also be used to gain insights into their interests
and areas of expertise and suggest a major that matches their
skills and knowledge.

Further_study this feature determines whether the students want to continue
their studies or not. Answering yes or no can help determine
whether a student intends to pursue further studies and may
require recommendations about an appropriate major.

Future_major this feature is applicable only to students who plan to pursue
further studies. It can assist in identifying their expected
future majors and recommending a suitable major accordingly.

degrees, their expected future majors, and the fields of their micro-credentials. The model

can use these features to identify patterns and relationships that may help predict the

most likely major for a given student.

After the model has completed training on the training set and has learned the patterns

and relationships between the students’ features and their selected majors, predictions

can be made using this trained model. In the testing set, all records contain exactly
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the same attributes as in the training set. During testing, the trained model uses the

knowledge acquired during training. The trained model is applied to predict suitable

majors for the students using the testing set. Based on the training dataset and the

student’s features, the model predicts the major that it assumes is most suitable for each

student in the testing dataset.

Figures 6.2, 6.3, 6.4, and 6.5 present screenshots of the actual values and predicted

values of the students’ majors, respectively, for the XGBoost, random forest, LightGBM,

and MLP model results. We compare the actual values and the predicted values to

measure the accuracy and evaluate the model’s performance in the following section.

6.4.3 Results and evaluation

After the trained model has predicted the suitable majors for students using the testing

dataset, we evaluate the model’s performance using a number of popular evaluation

metrics, including accuracy, precision, recall, and F1 score. To measure the accuracy,

we compare the predicted majors with the actual majors and calculate the number of

correctly predicted majors. As a result, this process contributes greatly to evaluating the

model’s effectiveness in delivering accurate recommendations.

There were no predictions for four majors: Arts and Humanities, Education, Pediatric

Nursing, and Political Science, and the prediction values produced by the trained models

were 0 as shown in Tables 6.5, 6.7, 6.9, and 6.11. These values significantly affected the

overall performance of the models. Consequently, we decided to exclude these majors

from the evaluation and remove their values in order to increase accuracy and improve

the overall model performance as shown in Tables 6.6, 6.8, 6.10, and 6.12.

Before outlining the evaluation metrics, we need to describe the confusion matrix

which allows us to calculate the evaluation metrics. The confusion matrix indicates the

number of correct and incorrect predicted values for each class [44]. It includes four

terms: True Positive (TP), False Positive (FP), True Negative (TN), and False Negative
(FN) [44].

• True Positive (TP): the number of correctly predicted majors of the positive class,

that is, when the actual major of the dataset is positive and the predicted major is

also positive.
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• False Positive (FP): the number of wrongly predicted majors of the positive class,

that is, when the actual major of the dataset is negative and the predicted major is

positive.

• False Negative (FN): the number of correctly predicted majors of the negative class,

that is, when the actual major of the dataset is positive and the predicted major is

negative.

• True Negative (TN): the number of wrongly predicted majors of the negative class,

that is, when the actual major of the dataset is negative and the predicted major is

also negative.

The evaluation metrics are described as follows:

1. Accuracy: the percentage of correctly predicted majors of all the major classes in

the dataset. It is defined as: (TP+TN) / (TP+TN+FP+FN) [44].

2. Precision: the percentage of correctly predicted positive majors across all positive

predictions made by the model. It is defined as: TP / (TP + FP) [44].

3. Recall: the percentage of actual positive majors that are correctly classified by the

model. It is defined as: TP / (TP + FN) [44].

4. F1-score: the mathematical average of precision and recall to provide a single score

that represents the harmonic mean of both measures. It is defined as: F1 score:
F1 = 2 * (precision * recall) / (precision + recall) [44].
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Figure 6.2: Actual and predicted values of XGBoost model
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Figure 6.3: Actual and predicted values of random forest model
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Figure 6.4: Actual and predicted values of LightGBM model
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Figure 6.5: Actual and predicted values of MLP model
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Table 6.5: The evaluation results of the XGBoost classifier for 10 major classes

Class Precision Recall F1-score

Business & Management 0.66 0.66 0.66

Computer Science & Information
Technology

0.88 0.88 0.88

Engineering 0.66 1.00 0.80

Law 1.00 1.00 1.00

Medicine 1.00 0.77 0.87

Science 1.00 0.83 0.90

Arts & Humanities 0.000000 0.000000 0.000000

Education 0.000000 0.000000 0.000000

Pediatric Nursing 0.000000 0.000000 0.000000

Political Science 0.000000 0.000000 0.000000

Accuracy 82%

Table 6.6: The evaluation results of the XGBoost classifier for 6 major classes

Class Precision Recall F1-score

Business & Management 0.66 0.66 0.66

Computer Science & Information
Technology

0.88 0.88 0.88

Engineering 0.66 1.00 0.80

Law 1.00 1.00 1.00

Medicine 1.00 0.77 0.87

Science 1.00 0.83 0.90

Accuracy 89%

6.4.4 Discussion

Figures 6.6 and 6.8 show the evaluation results of all models, which include the four

majors with "0" values before being excluded. Compared to the results in Figures 6.7 and

6.9, the results are significantly lower, indicating that the performance of the models has
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Table 6.7: The evaluation results of the random forest classifier for 10 major classes

Class Precision Recall F1-score

Business & Management 0.800 0.66 0.72

Computer Science & Information
Technology

0.89 0.96 0.92

Engineering 0.66 1.00 0.800

Law 0.08 0.17 0.11

Medicine 1.00 0.77 0.87

Science 1.00 1.00 1.00

Arts & Humanities 0.000000 0.000000 0.000000

Education 0.000000 0.000000 0.000000

Pediatric Nursing 0.000000 0.000000 0.000000

Political Science 0.000000 0.000000 0.000000

Accuracy 86%

Table 6.8: The evaluation results of the random forest classifier for 6 major classes

Class Precision Recall F1-score

Business & Management 0.800 0.66 0.72

Computer Science & Information
Technology

0.89 0.96 0.92

Engineering 0.66 1.00 0.800

Law 0.08 0.17 0.11

Medicine 1.00 0.77 0.87

Science 1.00 1.00 1.00

Accuracy 91%

been adversely impacted by these values. Therefore, once these values are removed, the

evaluation results dramatically increase across all models, improving the accuracy and

performance of the models.

Following the removal of the zero values associated with the four majors, the accuracy of

the XGBoost and LightGBM models increased by 7%, and the accuracy of the random

121



CHAPTER 6. IBMM: INTELLIGENT RECOMMENDER SYSTEM TO PROVIDE
RECOMMENDATIONS FOR STUDENTS’ ACADEMIC MAJORS

Table 6.9: The evaluation results of the LightGBM classifier for 10 major classes

Class Precision Recall F1-score

Business & Management 0.33 0.17 0.22

Computer Science & Information
Technology

0.88 1.00 0.94

Engineering 0.33 1.00 0.50

Law 0.12 0.10 0.20

Medicine 0.33 0.12 0.18

Science 0.33 0.40 0.36

Arts & Humanities 0.000000 0.000000 0.000000

Education 0.000000 0.000000 0.000000

Pediatric Nursing 0.000000 0.000000 0.000000

Political Science 0.000000 0.000000 0.000000

Accuracy 57%

Table 6.10: The evaluation results of the LightGBM classifier for 6 major classes

Class Precision Recall F1-score

Business & Management 0.33 0.17 0.22

Computer Science & Information
Technology

0.88 1.00 0.94

Engineering 0.33 1.00 0.50

Law 0.12 0.10 0.20

Medicine 0.33 0.12 0.18

Science 0.33 0.40 0.36

Accuracy 64%

forest and MLP also improved by 5%. Furthermore, all models improved significantly in

precision, recall, and F1 evaluation metrics.

The results shown in Figure 6.9 indicate that there is only a minor difference in the

evaluation metrics of accuracy, precision, recall, and F1-score between the XGBoost and
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Table 6.11: The evaluation results of the MLP classifier for 10 major classes

Class Precision Recall F1-score

Business & Management 1.00 0.67 0.80

Computer Science & Information
Technology

0.86 1.00 0.92

Engineering 0.67 1.00 0.80

Law 0.13 0.09 0.11

Medicine 0.86 0.67 0.75

Science 1.00 0.83 0.91

Arts & Humanities 0.000000 0.000000 0.000000

Education 0.000000 0.000000 0.000000

Pediatric Nursing 0.000000 0.000000 0.000000

Political Science 0.000000 0.000000 0.000000

Accuracy 82%

Table 6.12: The evaluation results of the MLP classifier for 6 major classes

Class Precision Recall F1-score

Business & Management 1.00 0.67 0.80

Computer Science & Information
Technology

0.86 1.00 0.92

Engineering 0.67 1.00 0.80

Law 0.13 0.09 0.11

Medicine 0.86 0.67 0.75

Science 1.00 0.83 0.91

Accuracy 87%

random forest models, but LightGBM has the worst performance. Moreover, Figure 6.7

shows that the random forest model achieved a 2% higher accuracy compared to the

XGBoost model, as the accuracy for the random forest is 91% and for XGBoost it is 89%,

followed by MLP with an accuracy of 87%. This means that the random forest model

is generally slightly better than XGBoost and MLP, outperforming the XGBoost model
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Figure 6.6: Accuracy of all models for 10 major classes

Figure 6.7: Accuracy of all models for 6 major classes

on the given dataset, and can correctly classify more cases compared to the XGBoost

and MLP models. Unfortunately, the LightGBM only achieves an accuracy of 64% which

indicates that it is not a good model for predicting students’ majors. Ultimately, our aim

is to select the model that provides the highest accuracy and best predicts the student’s

major which is the random forest classifier.
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Figure 6.8: The evaluation results of all models for 10 major classes

Figure 6.9: The evaluation results of all models for 6 major classes

6.5 Conclusion

In conclusion, this chapter provided a comprehensive explanation of our developed rec-

ommender system that generates personalized recommendations for students about

suitable majors based on their academic profiles and micro-credentials. The selected ma-
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chine learning and deep learning algorithms have been trained on our dataset, allowing

them to recommend an appropriate major for students. Additionally, the implementa-

tion process and assessment outcomes of the recommender system are presented in

this chapter. The proposed approach offers a practical solution to assist students in

completing their degrees effectively by generating learning recommendations about

their suitable academic majors. By incorporating a recommender system developed by

intelligent techniques within the IBMM platform, we extend its functionality beyond

credential management to assist students in selecting suitable majors aligned with their

interests and career aspirations. The integration of a recommender system allows us

to leverage students’ verified micro-credentials and academic qualifications stored on

the blockchain ledger to generate personalized recommendations for academic majors.

This approach enhances the platform’s utility by providing valuable guidance to students

seeking assistance in identifying the most appropriate major for their degree completion.

The following chapter discusses the proposed solution to the fourth research question

of this thesis, which involves gathering and selecting action plans.
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IBMM: MULTI-CRITERIA DECISION-MAKING

TECHNIQUE FOR SELECTING THE MOST SUITABLE

ACTION PLANS

7.1 Introduction

One of the significant challenges that university students often face in the higher educa-

tion environment is when they need to access and view a list of their action plans received

from multiple HEIs in a unified system. A comprehensive solution that aggregates all of

a student’s action plans into one easily accessible view is not yet available on current

e-learning platforms. Consequently, students are forced to navigate several systems and

interfaces to access their action plans, causing confusion and wasted time. To address

this significant gap, there is a critical need to develop a platform that can gather all

action plans received from multiple HEIs into a single view.

Selecting an appropriate action plan from numerous options provided by HEIs is

another challenging task that students encounter [91]. Students face considerable dif-

ficulties when evaluating and comparing these action plans based on several criteria

because there is no efficient methodology. University students may be unable to choose

the best action plan without being confused or dissatisfied with their choices when the

methodology to support their decision-making process is inadequate [54]. Several criteria
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influence students’ decision-making, such as course fees, course language, university

location, and university ranking [25]. This critical issue requires an intelligent decision-

making technique that allows students to evaluate and select the most appropriate

action plan based on various criteria [91].

In Chapter 4, a brief overview of the proposed solution for the fourth research ques-

tion was presented. This solution involves the utilization of an intelligent multi-criteria

decision-making technique to help students choose a suitable action plan from various

options based on their preferred parameters. This chapter provides a detailed explana-

tion of the proposed intelligent solution for the multi-criteria decision-making problem.

Its objective is to help students in choosing the most optimal action plan that aligns with

their preferred parameters. Moreover, this chapter introduces the suggested methodol-

ogy for gathering all students’ action plans on the IBMM platform and then presents

an intelligent decision-making mechanism designed to help students in selecting the

most optimal action plan that aligns with their preferences. This chapter presents a

comprehensive explanation of the proposed solution, which involves a thorough analysis

of the selection process that considers various criteria. The selection process is more

intricate than collecting and viewing action plans. Hence, we discuss the methodology of

predicting the most appropriate action plan for students based on their chosen criteria.

This chapter is organized as follows: Section 7.2 explains in detail the solution for

gathering several action plans and selecting one based on multiple criteria, and it also

presents the machine learning models used for predicting the best action plan. Section

7.3 describes the dataset used for the fourth research question, and it also presents

the implementation and validation process for the selected models and the evaluation

results. Finally, Section 7.4 concludes this chapter.

7.2 Solution Overview for Collecting and Selecting
Action Plans

The student’s ability to view and access their action plans provided by several HEIs is

critical to making informed decisions during their academic journeys. Through it, they

are able to compare and evaluate multiple options, comprehend course requirements,

and plan their learning journey efficiently. However, choosing the right action plan is

an essential decision for students as it can significantly impact their education and
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future careers. Therefore, there is a need to address the multi-criteria decision-making

problem that arises when students want to choose an appropriate action plan from

various options based on their preferred criteria. Filtering these action plans according to

students’ desired criteria and recommending the most suitable action plan intelligently

is an essential requirement for aiding students in the decision-making process.

This section explains the process of aggregating, storing, and displaying all the re-

ceived action plans from various HEIs on the IBMM platform, and then solving the

decision-making problem of selecting the most appropriate action plan from several op-

tions based on multiple criteria. As discussed in Chapter 3, one of the primary challenges

students face when embarking on lifelong learning is encountering obstacles that prevent

them from completing a specific degree, even though they may have accumulated various

micro-credentials from different institutions, underscoring their skills, knowledge, and

experience in a specific subject area. By leveraging these micro-credentials, HEIs can

provide an action plan that includes the supplementary courses required for a student to

complete their desired degree.

To assist students in obtaining multiple action plans from various HEIs and selecting

the most suitable one based on their chosen criteria, we present our proposed solution

for addressing the fourth research question, which is how can action plans from var-
ious educational institutions be collected to help users complete their desired
degree and how can they be assisted to select an action plan based on certain
preferred parameters?

The solution for this research question is divided into two phases: the first part

involves collecting, storing, and displaying all the generated action plans on the IBMM

platform, while the second part focuses on selecting the most appropriate action plan

based on the preferred criteria. In the following two subsections, we provide a detailed

description of the solution process.

7.2.1 Collecting, storing, and viewing action plans on the IBMM

This phase is successfully implemented on the Hyperledger Fabric blockchain to collect,

store, and view the students’ action plans. The action plan data is handled securely

and automatically using smart contracts. The outcomes of this implementation are

demonstrated in Chapter 5, Section 5.6, showing the effectiveness of using blockchain
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technology to maintain action plans on the IBMM platform.

In Chapter 5, we explored how the IBMM platform serves as a repository for stor-

ing a student’s personal information and academic information, including their micro-

credentials, learning achievements, majors, and action plans as part of their profile. In

addition, we described the procedure of sharing the student’s pseudonym off-chain with

various HEIs to enable access to their profile and upload the student’s micro-credentials

and action plans. When a student identifies a suitable major through the recommender

system described in Chapter 6, they can then request action plans from many HEIs.

Once HEIs have received the student’s pseudonym, they have permission to access

the student’s profile and use the information available to create an action plan for this

student. HEIs utilize the data available on the student’s profile to generate an action

plan that corresponds to the student’s previous major, micro-credentials, and academic

achievements. The process of generating the action plan takes place outside the IBMM

platform. However, HEIs upload the details of the action plan onto the IBMM platform

to store on the blockchain ledger as presented in Figure 5.27 in Section 5.6 in Chapter 5.

The action plan data will be associated with the student’s profile using their pseudonym.

This linkage allows students to easily access all their action plans from different HEIs

on a single view through the IBMM platform as presented in Figure 5.28 in Section 5.6

in Chapter 5. This means that the student can potentially receive multiple action plans

from different HEIs, providing them with a variety of options from which to choose.

Figure 7.1 illustrates how a student’s action plans are collected, stored, and viewed on

the IBMM platform. The following steps outline the process of collecting, storing, and

displaying multiple action plans for students from different HEIs in a unified single view

that is the IBMM platform:

1. Students can apply directly to different HEIs through their websites.

2. Every HEI receives a student’s application form.

3. Students share their pseudonyms with the HEIs via off-chain communication.

4. HEIs use the received pseudonym to view the student’s profile on the IBMM

platform.

5. Based on the information available on the student’s profile, every HEI can create

an action plan.
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6. Every HEI uploads detailed information of the action plan onto the IBMM platform

to store on the blockchain ledger.

7. Students can now access and view all the action plans they have received from

every HEI via IBMM platform.

Figure 7.1: Workflow of collecting, storing, and viewing action plans process on the IBMM
platform

7.2.2 Selecting the most appropriate action plan based on
multiple criteria

This section describes the second phase of the proposed solution for RQ4, which is making

a choice between numerous action plans based on different criteria. It provides a detailed
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explanation of how we address the challenge of selecting one action plan for a student

that aligns with their selected criteria. Moreover, we integrate a multi-criteria decision

technique with machine learning techniques to develop an intelligent action plan selec-

tion approach that can assist students in choosing the most suitable action plan from

multiple options. This intelligent technique is useful when students find it challenging

to decide which of the proposed action plans best aligns with their predilection. The

decision-making process for students when selecting from several action plans can be

complex, due to multiple factors such as the length of the program, personal objectives,

the course language, and financial considerations.

To address the decision-making problem, we implement two popular machine-learning

models: XGBoost and LightGBM. In our experiment, we focused on a subset of these

factors by limiting the choices in our survey question 12 to only five criteria, namely in-

stitution_rank, institution_location, course_cost, course_duration, and course_language

as shown in the following link: https://bit.ly/2RrtBqI. The reason for using the

machine-learning algorithms is to assign each student to one action plan. The following

section presents the algorithms that are used for the training and testing process to

select the most suitable action plan for each student.

7.2.2.1 Machine learning algorithms used in selecting an action plan

This section provides a detailed explanation of the machine learning models selected to

handle the decision-making problem. We use two popular supervised machine-learning

models: XGBoost and LightGBM.

XGBoost and LightGBM are two state-of-the-art boosting integrated algorithms that

have gained popularity in the machine learning field in recent years. Both are based

on the gradient boosting decision tree (GBDT) and are known for their high degree of

accuracy and relatively short training times [95].

We use these two algorithms to rank and select the action plans, analyze and evaluate

the criteria selected by the student, and then predict the most optimal action plan. These

machine-learning models are trained on the training dataset. Based on the selected

features, the model can be used to predict the most appropriate action plan in relation to

the student’s data.

XGBoost and LightGBM are effective algorithms for classification and ranking prob-

lems and can be used to accurately predict data. There are several advantages to the

LightGBM and XGboost algorithms, including more accurate prediction, reduced overfit-

ting, improved model performance and scalability, trustworthy loss functions, improved

132

https://bit.ly/2RrtBqI


7.2. SOLUTION OVERVIEW FOR COLLECTING AND SELECTING ACTION PLANS

execution speed, and quicker learning [94]. Their ranker model uses the LambdaRank

algorithm which is used to minimize the pairwise loss of conducting pairwise ranking

learning [77]. The following is a detailed description of each model:

1. Extreme Gradient Boosting (XGBoost):
Chapter 6 covered the XGBoost model and explained its function in detail. One of

the key features of XGBoost is its support for various learning objectives that can be

used to train models for different ranking tasks [77]. In this method, the XGBoost

library is used, which provides a variety of ranking objective functions, including

(pairwise), which is frequently used for pairwise ranking. The XGBRanker is a

class used for ranking tasks. We specifically focus on two objective functions that

are widely used to learn ranking problems: pairwise and normalized discounted

cumulative gain (NDCG) ranking, which are important tools used to efficiently

optimize and implement gradient boosting [77]:

• Pairwise approaches: they are widely used in Learning to Rank (LTR),

which is a supervised machine learning technique that focuses on training a

model to solve ranking problems [77]. The XGBoost(pairwise) ranking is the

first method that is employed for ranking and selection action plans. When

using the pairwise approach for ranking, the loss function of the documents

is evaluated in pairs. This approach involves evaluating pairs of documents

and comparing them to the true order to identify the optimal ordering [77].

Its objective is to minimize the number of ranking inversions. This method

follows a natural thought process to determine the correct order and has been

found to be more effective in practical applications for ranking problems. The

model aims to identify the optimal order of document pairs while minimizing

the objective function, as shown in the following formula [77]:

(7.1)
∑
q

∑
i, j,lq

j >lq
j

l( f (x)q
i − f (x)q

j

where l is the loss function, and f(x) is the predicted score or ranking for the

pair.

• Normalized Discounted Cumulative Gain (NDCG): it is a performance

metric used to evaluate the ranking performance of a model [77]. It is calcu-

lated using a specific formula that considers the ideal order of documents and
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their relevance scores, as follows [77]:

(7.2) NDCG = DCG
iDCG

where DCG represents the discounted cumulative gain (DCG) at a given

position, and iDCG represents the DCG score of the ideal order [77]. The

XGBoost (NDCG) ranking is the second method used to compare the results

with the XGBoost (pairwise).

The formula for NDCG incorporates DCG, which is a metric used to assess

whether a model can accurately rank documents based on their relevance

scores. Higher DCG scores indicate better model performance, and NDCG

further standardizes these scores to ensure unbiased comparisons between

different models [77]. The DCG score can be calculated at a given rank position

p using the following formula [77]:

(7.3) DCGp =
p∑

i=1

rel i

log2(i+1)

where reli identifies the item’s relevance score for its position within the

ranked list at index i and log_2(i+1) represents the algorithm that is used as

a discount factor [77].

2. Light Gradient Boosting Machine (LightGBM): LightGBM ranking is se-

lected as the third method for ranking and selecting action plans, and then the

results are compared with XGBoost (NCDG) and XGBoost (pairwise). LightGBM is

a framework that uses gradient boosting and decision tree learning algorithms. It

can perform regression, classification and ranking tasks [95]. Unlike the XGBoost

algorithm, it employs a leaf-wise growth strategy to grow the tree vertically, while

the XGBoost employs a level-wise strategy to grow it horizontally [94]. This method

uses the LightGBM library to provide functionality for ranking.

Python is used to apply the XGBoost and LightGBM ranking to our dataset. They

use some common libraries, including Pandas for data manipulation and analysis, Scikit-

learn (sklearn) for splitting the dataset, and Numpy for numerical computing used to

create and manipulate arrays. The following hyperparameters are set for training the

model [87]:

• Tree_method: identifies the algorithm for constructing the tree.

• Booster: selects decision tree-based models as the base learners.
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• Random_state: sets the random seed for reproducibility.

• Learning_rate: specifies the step size for each iteration.

• Colsample_bytree: controls the percentage of features.

• Subsample: determines the percentage of training data to be used.

• N_estimators: determines how many decision trees should be included in the

ensemble.

• Max_depth: determines the maximum depth of an individual decision tree in the

ensemble.

The learning rate parameter is used to prevent overfitting of the model. A small learning

rate improves the accuracy of our model, so we use a learning rate of 0.1. This indicates

that our model’s training process has reached a stable stage at a desirable level of

optimization as well as acquiring the ability to generalize effectively on the training

data.

7.3 Validation Process

7.3.1 Data collection, preprocessing techniques, and feature
selection

This section explains the data collection methodology, data preprocessing, and selection

of data features.

7.3.1.1 Data collection and preprocessing techniques

We describe the dataset used by the three selected machine learning models to select

suitable action plans for students based on multiple criteria. As detailed in Chapter 6,

we collected a dataset from the students, named "Higher Education Students Survey"

that contains their personal and academic information, and some selection criteria. Un-

fortunately, this dataset does not include the data required to select the most appropriate

action plan for each student according to their selected criteria. Consequently, it became

clear that there was a need for a complementary dataset that included details about

the students’ action plans or courses obtained from HEIs. Since no existing datasets
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contained the required data, we generate a new dataset by following a methodical

procedure:

1. A new dataset named "course" is manually created to provide relevant infor-

mation about several courses. This dataset contains course_id, course_name,

course_duration, course_cost, course_language, university_name, university_location,

and university_ranking.

2. A second dataset, named "output" contains several columns from the "Higher Edu-

cation Students Survey" dataset and one column from the "course" dataset. These

columns are student_id, student_name, student_email address, student_gender,

student_age, student_major, student_degree, and course_id. The student_name

is extracted from the student_email address. The course_id includes two possible

course options assigned to each student. In addition, one new label column is

manually created and added: enrolled_course which includes the selected action

plan/course by each student. These values are used as the actual values to compare

with the predicted values and measure the accuracy.

3. Python is used to upload and process both the "course" and "output" datasets.

Based on the list of the "course_id" column, we expanded each row in the "output"

dataset into two rows and linked each student with two courses using an empty

dataset named "df-matrix". Furthermore, two new columns are added: "is_enrolled"

and "group_id". The "is_enrolled" column is added to the dataset to score each

row according to two values (0 or 1). Whenever the "enrolled_course" matches the

course candidate, the column is set to 1; otherwise, it is set to 0. The "group_id"

column is used to group all rows with the same "student_id" in one group and the

column is set to the group_number. The result of this process is to create a new

dataset that provides a more detailed picture of student-course associations, and

this dataset is used for all subsequent analyses and modeling.

All the datasets are saved as CSV files for further analysis and can be accessed via the

following link: https://studentutsedu-my.sharepoint.com/:f:/r/personal/hada_

alsobhi_student_uts_edu_au/Documents/Datasets?csf=1&web=1&e=UNxnLq. Once the

dataset is ready, it needs to be prepared for the selected machine-learning algorithms.

Python is used to remove duplicate rows from the dataset and ensure the "course_id" con-

tains unique values. Moreover, the categorical values are converted to numerical forms,

which can be used in machine learning models. In the column names, non-alphanumeric
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characters are replaced by letters. The final dataset is trained and tested with Python

and the results are evaluated accordingly.

7.3.1.2 Feature selection

We present the features that are used in the selected machine-learning algorithms. These

features are carefully selected based on their relevance and importance in selecting

the most appropriate action plan for each student. Overall, our dataset provides a

comprehensive set of features for the students, including personal information, academic

background, selected criteria, and action plan/course information. The selected features

are detailed in Table 7.1.

In our dataset, the "course_id" column is used to link student features to the corre-

sponding action plan/course details. The "enrolled_course" column represents the actual

values for the algorithm. Every selected machine-learning model is trained to rank the

list of courses that are assigned to the students. The purpose of ranking the courses

is to help the algorithm select the most optimal action plan/course for a new student.

By assigning two different action plans/course candidates to each student, we ensure

that the recommendations for the action plans are comprehensive and well-informed.

Moreover, by linking each student to their corresponding action plans, we can evaluate

the effectiveness of the selected algorithms in recommending a suitable action plan. This

allows us to assess the accuracy and reliability of the predictions.

7.3.2 Implementation

After preparing the dataset and selecting the relevant features, the dataset is split into

two sets for testing (25%) and training (75%) purposes. Machine-learning algorithms

are trained using the input features and the labeled data. Selecting the most optimal

action plan/course is based on three stages of the criteria selection: first, only the institu-

tion_rank criteria; second, the institution_rank and course_cost criteria; and third, all

five criteria (institution_rank, institution_location, course_cost, course_duration, and

course_language). The predict function applies to each group of data, and the lambda

function calculates the maximum value. The model then selects the prediction value that

has the highest confidence level in every row.

The trained model now can be used as a valuable tool for selecting the most appropriate

action plan for a new student based on their profile features and their selected criteria.
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Table 7.1: The list of selected features

Feature Description

Student_id the identifier of each student

Student_age the age of each student

Student_gender the gender of each student

Student_major the major the student is currently studying

Student_degree the highest level of education that the student has
achieved or is currently studying

Course_id two unique identifiers for each action plan that the stu-
dent has received from HEIs

Group_id the unique identifier of each group

Enrolled_course the course selected by the student

University_rank criteria determining institution ranking

University_location criteria determining the institution location

Course_cost criteria determining the total cost of the course

Course_duration criteria determining the duration of the course

Course_language criteria determining the language of the course

Is_enrolled value determining if the selected course matches one of
the two options

As explained previously, each student is associated with two action plans/course

candidates. We matched each one with the value in the "enrolled_course" column; if it is

matched, the value is set to 1; otherwise, the value is set to 0. The values of these pairs

were then grouped together. Based on this, the model calculates the predictions for each

group and stores the highest one in the "predicted_course" column.

Additionally, the model calculates the predictions for each group of the original courses

that are assigned to a student and stores the maximum value in the "selected_course"

column. To calculate the evaluation metrics, we use the values of these two columns

"predicted_course" and "selected_course" in the comparison process.
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Figures 7.2, 7.3, and 7.4 show screenshots of the experiment results for the XGBoost

(pairwise), XGBoost (NDCG), and LightGBM models for the specified criteria selection.

7.3.3 Results and Evaluation

This section presents the evaluation results of the selected machine-learning models. A

comparison of the experiment results between XGBoost (pairwise), XGBoost (NDCG),

and LightGBM is conducted to evaluate and validate the efficiency of the chosen methods

in selecting the most appropriate action plan/course. We compare the predicted courses

and the actual courses to measure the accuracy metric. To calculate the accuracy, the

predicted courses are compared to the selected courses, and the number of correct

predictions is computed. The evaluation process involves all three criteria selection

stages (only the institution_rank criteria, the institution_rank and course_cost criteria,

and all criteria).

We use the standard metrics commonly used to assess the performance of the machine

learning models, namely accuracy, precision, recall, and F1 score. The confusion matrix

(TP, TN, FP, FN) are explained in the following.

• True Positive (TP): the number of correctly predicted courses of the positive group,

that is, when the actual course of the dataset is positive and the predicted course

is also positive.

• False Positive (FP): the number of wrongly predicted courses of the positive group,

that is, when the actual course of the dataset is negative and the predicted course

is positive.

• False Negative (FN): the number of correctly predicted courses of the negative

group, that is, when the actual course of the dataset is positive and the predicted

course is negative.

• True Negative (TN): the number of wrongly predicted courses of the negative group,

that is, when the actual course of the dataset is negative and the predicted course

is also negative.

The evaluation metrics are explained as follows:

• Accuracy is the percentage of correctly predicted courses of all the courses in the

dataset. It is defined as (TP+TN) / (TP+TN+FP+FN) [44].
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• Precision is the percentage of correctly predicted positive courses across all positive

predictions made by the model. It is defined as TP / (TP + FP) [44].

• Recall is the percentage of actual positive courses that are correctly predicted by

the model. It is defined as: TP / (TP + FN) [44].

• F1-score is the mathematical average of precision and recall to provide a single

score that represents the harmonic mean of both measures. It is defined as:

F1 score: F1 = 2 * (precision * recall) / (precision + recall) [44].

Tables 7.2-7.10 present the performance evaluation results of each ML model for both

course options (0 and 1) according to the three criteria selection stages.

Figure 7.2: The XGBoost (pairwise) results
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Figure 7.3: The XGBoost (NDCG) results

Table 7.2: The XGBoost (pairwise) for criteria: institution_rank

Course-selections Precision Recall F1-score

0 0.84 0.89 0.86

1 0.85 0.80 0.82

Accuracy 85%

7.3.4 Discussion

Figure 7.5 compares the accuracy of the XGBoost (pairwise), XGBoost (NDCG), and

LightGBM models for different criteria. The model’s accuracy is evaluated on every

selection criteria stage: the "institution_rank" criteria, "institution_rank + course_cost"

criteria, and all criteria. XGBoost (pairwise) achieves the highest accuracy of 85% by

selecting the "institution_rank" criteria or selecting the "institution_rank + course_cost"
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Figure 7.4: The LightGBM results

Table 7.3: The XGBoost (pairwise) for criteria: institution_rank + course_cost

Course-selections Precision Recall F1-score

0 0.88 0.83 0.85

1 0.81 0.86 0.83

Accuracy 85%

criteria, followed by XGBoost (NDCG) which achieves 80% accuracy by selecting "institu-

tion_rank + course_cost" criteria and 79% accuracy by selecting all criteria. LightGBM

has the lowest accuracy in all criteria selection stages.

Figures 7.6, 7.7, and 7.8 display the precision, recall, and F1 score of the three models for

different criteria. As shown in all figures, the XGBoost (pairwise) and XGBoost (NDCG)

consistently achieve the highest values, with only slight differences regardless of whether
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Figure 7.5: Accuracy of all models across three stages of the selected criteria

Figure 7.6: Precision of all models across three stages of the selected criteria
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Figure 7.7: Recall of all models across three stages of the selected criteria

Figure 7.8: F1-Score of all models across three stages of the selected criteria
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Table 7.4: The XGBoost (pairwise) for full criteria

Course-selections Precision Recall F1-score

0 0.83 0.80 0.81

1 0.76 0.80 0.78

Accuracy 80%

Table 7.5: The XGBoost (NDCG) for criteria: institution_rank

Course-selections Precision Recall F1-score

0 0.81 0.78 0.79

1 0.74 0.77 0.76

Accuracy 78%

Table 7.6: The XGBoost (NDCG) for criteria: institution_rank + course_cost

Course-selections Precision Recall F1-score

0 0.83 0.80 0.81

1 0.76 0.80 0.78

Accuracy 80%

the "institution_rank" only, "institution_rank + course_cost", or all criteria are considered.

On the other hand, LightGBM achieves the lowest values in all criteria selection stages.

Based on this analysis, we can infer that XGBoost (pairwise) and XGBoost (NDCG) are

more accurate and reliable methods in selecting the most optimal action plan across

multiple selection criteria.

Hence, it can be concluded that XGBoost (pairwise) is an effective approach for

selecting the most suitable action plan based on multiple criteria. We use the XGBoost

method with n_estimators= 110 and learning rate = 0.1 to achieve the best performance.
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Table 7.7: The XGBoost (NDCG) for full criteria

Course-selections Precision Recall F1-score

0 0.80 0.81 0.81

1 0.77 0.75 0.76

Accuracy 79%

Table 7.8: The LightGBM for criteria: institution_rank

Course-selections Precision Recall F1-score

0 0.60 0.62 0.61

1 0.50 0.48 0.49

Accuracy 56%

Table 7.9: The LightGBM for criteria: institution_rank + course_cost

Course-selections Precision Recall F1-score

0 0.58 0.55 0.56

1 0.47 0.50 0.48

Accuracy 53%

Therefore, we choose this method as the best machine learning model, followed by

XGBoost (NDCG) for recommending the most appropriate action plan for students based

on their chosen criteria.
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Table 7.10: The LightGBM for full criteria

Course-selections Precision Recall F1-score

0 0.58 0.56 0.57

1 0.48 0.50 0.49

Accuracy 54%

7.4 Conclusion

This chapter presented a comprehensive overview of the proposed solution which ad-

dresses the fourth research question of this thesis. The process of helping students collect

and access all the action plans that were offered to them by several HEIs in one place

is explained in this chapter. In addition, this chapter explained the intelligent action

plan selection approach that was proposed to help students select the most optimal

action plan/course from two available candidates based on their selected criteria. By

assisting students in obtaining multiple action plans from various HEIs and selecting

the most suitable one based on their criteria, our platform enhances decision-making

processes. Ultimately, this approach simplifies micro-credential management, allows

students to make informed decisions about their academic pathways, and builds trust

in the platform’s ability to facilitate academic success. This chapter also discussed the

implementation and evaluation process of the selected machine-learning models for the

three selection criteria stages. The performance evaluation results of the selected models

are also provided.

The next chapter concludes the thesis and discusses specific areas for future research

work.
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CONCLUSION AND FUTURE WORK

8.1 Introduction

This chapter presents a summary of the research findings and suggests directions for

future work. Moreover, it presents an overview of the contributions made by this thesis in

relation to the research objectives detailed in Chapter 3. The literature review reported

in Chapter 2 indicated that several researchers have worked on blockchain-based micro-

credential systems. However, none of these existing works provide a holistic platform

that can store, manage, and share micro-credentials securely in a private manner, nor

do they provide intelligent mechanisms for learning recommendations to help students

complete their studies. Based on an investigation and the results of our systematic

literature review in Chapter 2, the research gaps were identified, and we proposed a

comprehensive blockchain-based solution called the Intelligent Blockchain for Managing

Micro-credential (IBMM) platform for higher education students and institutions to

address all the research gaps.

This chapter is structured as follows: Section 8.2 describes the research gaps that have

been identified and addressed in this thesis. Section 8.3 summarizes the contributions of

this thesis. The limitations are discussed in Section 8.4. Finally, Section 8.5 concludes

this thesis and provides directions for future work.

148



8.2. PROBLEMS ADDRESSED IN THIS THESIS

8.2 Problems Addressed in this Thesis

The primary aim of this thesis is to fill the critical gaps related to managing students’

micro-credentials in the higher education sector. According to the systematic literature

review (SLR) discussed in Chapter 2, four research issues related to blockchain-based

micro-credential systems were identified and addressed in this thesis as follows:

1. Few existing studies that provide an intelligent and trustworthy platform for

managing micro-credentials in HEIs. However, none of these studies provide a

holistic solution end to end that addresses all four research gaps, including shar-

ing micro-credentials with HEIs in a privacy-preserving manner and providing

learning recommendations for students about academic majors and action plans.

These existing studies are only focusing on storing, managing, and sharing micro-

credentials using blockchain technology.

2. None of the existing studies use a privacy-preserving technique to allow students’

micro-credentials shared in a secure manner. There is no existing method that

ensures the anonymity of students’ identities on the blockchain while exchanging

data.

3. None of the existing studies provide a recommender system to predict the appro-

priate major for a student to complete a certain degree based on micro-credentials.

There is no intelligent technique used to recommend suitable majors for students.

4. None of the existing studies provide a mechanism to help students display all the

offered action plans from many HEIs in a single view, nor is there an intelligent

method to assist a student in selecting the most suitable action plan based on

certain preferred criteria. There is no existing method for gathering all the action

plans of multiple HEIs into one place for students to view. In addition, there is

no intelligent selection method developed to assist students in selecting the best

action plan.

8.3 Contributions to the Existing Literature

This section provides an overview of the thesis contributions. A major contribution of

this thesis is the development of a holistic, intelligent, and trustworthy blockchain-based

solution for storing, managing, and sharing micro-credentials to address the research
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gaps discussed in the previous section. This thesis presents a research methodology

that addresses the research questions and is divided into five chapters according to the

research directions involved. The research contributions are summarized in the following

sub-sections:

8.3.1 Contribution 1: Systematic literature review (SLR)

In this thesis, the current state-of-the-art literature in the area of managing micro-

credentials using blockchain-based systems in higher education was comprehensively

reviewed, as detailed in Chapter 2. To facilitate discussion and evaluation, we classified

the existing literature into two categories based on the type of system that was proposed:

(1) Intelligent platform for managing micro-credentials (IPMM) and (2) Platform for man-

aging micro-credentials (PMM). The SLR process comprised four steps. First, the data

source was selected and the search terms were identified to search for the relevant litera-

ture. Second, the search process results were screened in terms of the inclusion and exclu-

sion criteria. Third, the filtration process was applied to the results of the previous step

to select the relevant studies. Finally, the evaluation process was applied to the results of

the previous step, and 15 papers were selected as relevant and were critically reviewed.

This SLR identified the main shortcomings of blockchain-based micro-credential systems

in higher education and found that none of the existing studies provided a comprehensive

solution to assist higher education students in continuing their studies based on their

micro-credentials. The SLR has been published in the Knowledge-Based Systems journal

(JCR Q1, IF impact factor 8.8). The contents of this SLR are available at the following link:

https://www.sciencedirect.com/science/article/abs/pii/S095070512201334X.

8.3.2 Contribution 2: Intelligent blockchain for managing
micro-credential (IBMM) framework

This thesis develops a holistic, intelligent, and trusted platform based on blockchain

technology for verifying, storing, and managing micro-credentials in higher education.

Chapter 5 detailed the development of an intelligent framework for managing micro-

credentials, referred to as the Intelligent Blockchain for Managing Micro-credentials

(IBMM) platform. The IBMM platform assists students in sharing their micro-credentials

privately with HEIs and selecting an appropriate major and action plan based on their

micro-credentials to complete a specific degree. Hyperledger Fabric was used as the
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foundation for developing the framework and the intelligent models were used to provide

personalized recommendations. This platform can assist the stakeholders to assess

and manage students’ micro-credentials inside the blockchain. Furthermore, the IBMM

platform is able to intelligently recommend the appropriate academic majors and action

plans for the students based on their micro-credentials. The IBMM platform allows

students to share their micro-credentials with several HEIs while preserving their

privacy. The IBMM architecture consists of three layers: the view layer is the registration

interface for students and HEIs, the controller layer performs customized actions, such as

the privacy-aware sharing process, the recommender system, action plans, and intelligent

action plan selection, and the model layer is the blockchain layer.

8.3.3 Contribution 3: Privacy-preserving mechanism to ensure
the privacy of students’ data

This thesis uses a privacy-preserving technique to share micro-credentials with HEIs

while maintaining the privacy of students’ identities on the blockchain. Using a privacy-

aware sharing process facilitates efficient collaboration and micro-credential exchange

among higher education institutions (HEIs), enabling a more efficient educational ecosys-

tem. We selected a privacy-preserving technique (PPT) to securely maintain students’

data and anonymity. We applied a cryptographic hashing technique to students’ identities

to assign a unique pseudonym to each student. With this feature, IBMM’s platform allows

the anonymous retrieval of student data for the users. The pseudonymization technique

is used to maintain student anonymity and to improve the privacy and confidentiality of

student data. Pseudonyms are used to hide the real identity of the students by replacing

their real identities with pseudo-identities. As a result, we used the one-way hash func-

tion (SHA-256) to apply to the input data using the Hyperledger Fabric blockchain to

generate a unique hash value with 256 bits of size which represents a pseudonym for a

student. This is detailed in Chapter 5.

8.3.4 Contribution 4: Intelligent recommender system for
recommending students’ academic majors

This thesis develops a recommender system that generates learning recommendations

for students regarding academic majors to complete a specific degree based on their

micro-credentials. Chapter 6 detailed the design of an intelligent recommender system to

help students find out which majors are most relevant to completing a particular degree
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based on their micro-credentials. The recommender system we developed utilizes real

data collected from university students to help them choose the right major based on

their interests, abilities, academic qualifications, and micro-credentials. Four classifi-

cation models were selected, three of which are machine learning algorithms (random

forest, XGBoost, and LightGBM) and the fourth is a neural network algorithm (MLP).

Classification models were used to classify each student into a single suitable major.

Then, we evaluated the model’s performance by comparing the predicted values with the

actual values, and the number of correctly predicted majors was calculated to determine

its accuracy. According to our analysis, the random forest model is the most accurate as

it correctly classifies more instances compared to the other models.

8.3.5 Contribution 5: Multi-criteria decision-making technique
for selecting an appropriate action plan

This thesis develops a system to enable students to access and view all their action

plans provided by several HEIs in one place. Moreover, the proposed system uses an

intelligent technique to identify which action plan is most appropriate for each student

based on their preferred parameters. Chapter 7 details the IBMM platform which is an

approach to collect, store, and present all a student’s action plans that are provided by

several higher education institutions (HEIs) and it also describes an intelligent decision-

making mechanism to assist students in selecting the best action plan that matches

their selected criteria. All student action plans were collected, stored, and viewed using

the Hyperledger Fabric blockchain. In order to assist students in selecting the most

suitable action plan from multiple options, we developed an intelligent selection approach

based on machine learning models. A student is assigned two action plans along with

three criteria options (university_rank, university_rank + course_cost, and full_criteria).

Three machine learning models were chosen: XGBoost (NDCG), XGBoost (pairwise),

and LightGBM. After evaluating all the models, we found that the XGBoost (pairwise)

achieved the highest accuracy, so it would be ideal for selecting one action plan from

multiple options in a given criteria.

8.3.6 Contribution 6: Evaluation, validation, and
implementation of the proposed solutions

Each of the above contributions has been validated comprehensively using a software

prototype. To evaluate the performance of the proposed framework and the privacy-
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aware sharing process, we implemented it as a software prototype and tested it using

the Hyperledger Fabric network, as described in Chapter 5. Moreover, as reported in

Chapters 6 and 7, machine learning and artificial intelligence models were used to

evaluate and test the effectiveness of the proposed solutions and the results of the

recommendations for majors and action plans. This contribution is made by verifying

each proposed solution for all the research objectives in order to assess their effectiveness.

8.4 Limitations

Despite our proposed approaches providing new and efficient solutions, there are some

limitations that need to be improved in the future:

1. The primary limitation of this study is that it only involves a prototype system,

thus requiring extensive development to transition it into a commercially viable

solution that can be readily utilized by stakeholders. In the future, we need to

make the prototype better at handling more users, being more reliable, and doing

more things companies need. We also need to fix any technical problems, make it

easier for people to use, and make sure it follows all the rules so that the system

can be widely adopted and implemented effectively.

2. One other limitation of this study is that its scope only focuses on students, so the

system’s benefits are limited to them. By only focusing on students, the platform

overlooks opportunities to provide value to other stakeholders, such as employers.

If we expand the system to include better ways to verify job applicants and pro-

vide personalized job suggestions for employees, it could become more useful for

everyone involved.

3. Despite our efforts to minimize bias, there might be biases in our data because most

of the students who responded could be studying Computer Science & Information

Technology. Also, even though we conducted surveys to collect data, differences in

who responded and how many people answered could still cause bias. These biases

could potentially affect the accuracy and reliability of our results, highlighting the

limitations of our research.
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8.5 Conclusion and Future Work

In this chapter, the thesis is concluded and some directions for future research are

provided. This thesis has undertaken research involving the utilization of blockchain

technology in the context of micro-credentials within higher education.

This section explores exciting future directions for work in the field of blockchain-based

micro-credential management by exploring potential pathways that lie ahead. There is

still wide scope for further work on this topic despite the extensive research we have

conducted on the topic of this study. We intend to continue to work on this topic and

inspire researchers, practitioners, and stakeholders to forge ahead and contribute to the

evolution of this topic. Our future work includes but is not limited to the following:

1. By exploring interoperability between Hyperledger Fabric and other blockchain

platforms, we can create a more comprehensive ecosystem for micro-credentials.

We hope to implement our solution on new blockchain platforms, like Dfinity in the

future and make comparisons with the Hyperledger Fabric blockchain.

2. By providing a range of privacy-enhancing options, we aim to create a secure

and user-centric system that enables students to control their data and utilize

innovative cryptographic and blockchain technologies. In addition to cryptography

(One-way hash function (SHA-256)), we aim to implement other privacy-preserving

techniques, including encryption and salting, and make comparisons between

them.

3. By integrating AI and machine learning models, the platform can improve its intel-

ligence and enhance prediction accuracy by generating learning recommendations.

We intend to implement AI models alongside machine learning models to improve

our developed framework and compare these models to determine which is the

most accurate.

4. We plan to further enhance our recommender system to provide students with

accurate predictions and recommendations for double majors in the future. We

will set up a multi-label file and adapt the selected algorithms to ensure that

students receive informed guidance when pursuing a more diversified education by

considering the suitability and effectiveness of combining two academic majors.

5. We plan to integrate advanced verification methods and tailored analytics to facili-

tate an efficient and reliable assessment of job applicant’s credentials. Employers
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would be able to evaluate the skills and achievements of potential employees

seamlessly, which would enhance the recruitment process and foster better hir-

ing decisions. We intend to broaden the scope of our platform by including job

recommendations personalized for employees.

6. Our research focused on developing the IBMM framework, conceptualizing it, and

building a prototype. In the future, we plan to develop a commercial system based

on the IBMM framework and turn this into a commercial reality in the future.
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