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ABSTRACT As technology and multimedia production have advanced, there has been a significant rise in
attacks on digital media, resulting in duplicated, fraudulent, and altered data as well as the infringement of
copyright laws. This paper presents a robust and secure digital image watermarking technique that has been
implemented in the spatial domain and exploits the erratic and chaotic behavior of the powerful elementary
cellular automata Rule 30. This research is motivated by the potential to incorporate dynamic computational
models into the field of image security. We aim to strike a balance between the crucial characteristics of the
watermarking system, i.e., imperceptibility, capacity, and robustness, in the suggested blind watermarking
technique. In this approach, prior to embedding, the grayscale watermark image is downsized to its two Most
Significant Bits (MSBs). In the following, the 2-MSBs watermark is encrypted using an ECA Rule 30 to
level up the system’s security attributes. Then, the host image is scrambled using ECA Rule 30 to distribute
the watermark pixels throughout the host image and thus achieve the highest robustness against geometrical
attacks. Finally, the encrypted watermark data is embedded into the scrambled host image using the ECA
Rule 30-based embedding key. The proposed method performs better in terms of imperceptibility, capacity,
and robustness when compared to several systems with similar competencies. The simulation’s findings
demonstrate strong imperceptibility, as evaluated by the Peak Signal-to-Noise Ratio (PSNR), which has an
average value of 58.3735 dB and a high payload. The experimental outcomes, observed across a diverse
range of standardized attack scenarios, unequivocally establish the ascendancy of the proposed algorithm
over competing methodologies in the realm of image watermarking.

INDEX TERMS Watermarking, Elementary Cellular Automata, Rule 30, Security, Copyright Protection,
Authentication, Robustness.

I. INTRODUCTION

MULTIMEDIA security has gained prominence due
to the internet’s tremendous development and

widespread use. The easy access to the internet, increased
use of social media, and influential developments in digital
data modification and editing software have made unautho-
rized copying, editing, and manipulation of digital content
so much easier, resulting in the necessity for digital content
security and authentication. The watermarking of digital data
is performed to accomplish objectives like the protection

of copyright, the preservation of originality, the protection
from illegal duplication, and the authentication of digital
content [1]. Digital watermarking is a process that embeds
digital data called watermark into the host document. The
watermark is embedded in a manner that does not alter the
host document and is invisible to the viewer. The embed-
ded watermark is retrieved from the watermarked document
using the extraction process. Digital watermarking ensures
fortified security, copyright protection, tamper resistance plus
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detection, verification of integrity, controlled copying, and
monitored broadcasting of digital data [2].

There are many different ways, such as human percep-
tion, resistance, type of document, reversibility, and working
domain, to categorize digital watermarking techniques into
various groups [3]. According to human perception, water-
marking techniques can be classified into two categories: vis-
ible watermarking and invisible watermarking [4]. The water-
marks embedded using visible watermarking techniques can
be perceived easily from the host image. Examples include
company logos, QR codes, signatures, initials, etc., that are
placed at the corners of the images or TV channels/videos.
The watermarks embedded using invisible watermarking
techniques are hidden in the host image to preserve imper-
ceptibility and, therefore, are unnoticeable to the human eyes.
Their applications include ownership confirmation, integrity
management, and digital document authentication. Since in-
visible watermarks are made to be hard to spot and remove,
they are often more robust than visible ones. However, their
invisibility may make them less helpful at proving ownership
or preventing unauthorized usage.

Based on the resistance level, invisible watermarking tech-
niques can further be categorized into four groups: frag-
ile, semi-fragile, robust, and hybrid approaches [3]. Fragile
watermarking involves embedding a watermark in a host
document in such a way that any slight modification to the
host would cause the watermark to be destroyed or altered.
Fragile watermarking schemes are not resistant at all; their
goal is to detect tampering, verify the integrity, and authen-
ticate the digital content. The watermarks embedded using
semi-fragile watermarking approaches can resist some basic
attacks/modifications like compression or resizing; never-
theless, they remain fragile to major attacks/modifications.
Semi-fragile watermarks are frequently employed in cases
where some content modifications are likely to happen, but
any malicious or illegal modifications ought to be identified
and prevented [5]. The robust watermarking approaches in-
volve embedding a watermark in a host document in such
a manner that it becomes challenging to alter or remove it
even if the host undergoes standard operations like crop-
ping, compression, filtering, scaling, or other types of mod-
ification. Robust watermarks are highly resistant and are
intended to survive deliberate or accidental modifications to
the watermarked content. The hybrid watermarking approach
combines robust and fragile approaches to simultaneously
offer verification of data integrity, data authentication, and
copyright enforcement [3].

The digital watermarking procedure can be applied to dif-
ferent types of digital host documents like images, texts [6],
audio, and videos to manage digital rights, protect copyright,
and identify content. Digital image watermarking is a process
that embeds information into the host image in a manner that
the embedded information does not alter the host image and
is imperceptible to the viewer, which is then retrieved from
the watermarked image during the extraction phase. In the
realm of digital watermarking, reversibility can be defined

as the capability of the watermarking system to fully restore
the original unwatermarked form of the host document af-
ter watermark embedment. Watermarking schemes are of-
ten categorized as irreversible watermarking and reversible
watermarking [7] based on reversibility. The irreversible
watermarking schemes cannot completely restore the host
document’s original form once the watermark has been em-
bedded. In contrast, reversible watermarking schemes can
fully restore the original form of the host document after
watermark embedment and extraction.

Cellular automata (CA) are massively parallel computa-
tional architectures with the maximum level of granularity.
It is a mathematical model that consists of the D-dimensional
lattice of finite-state cells with local interaction. The system’s
evolution is dependent on the evolution of each of its indi-
vidual components. Simple rules and structures can result
in a wide range of unpredictable patterns, rendering cellular
automata theory highly intriguing. For instance, the behavior
of a Turing machine or any other CA can be simulated using
the CA known as universal cellular automata. The CA is
beneficial in a variety of applications due to its fundamental
characteristics; the parallelism characteristic of CA makes
it suitable for large-scale modeling and simulations. The
complex structures, patterns, and behaviors produced by the
global behavior of the cells in the cellular space are impossi-
ble to predict based on the individual behavior of cells. This
characteristic of the CA is termed emergent behavior. The CA
is scalable and can be easily scaled down or up according to
the dimensions of the system being simulated; as a result,
the CA is suitable for a variety of applications. It serves as
a flexible and adaptable tool for simulation and modeling as
it can simulate various systems by customizing the update
rule and the initial values of the parameters to start up CA.
The watermarking systems that are based on CA offer high
privacy and security as they make watermark detection and
removal extremely challenging, thereby making them ideal
for preserving delicate and valuable data.

The motivation for exploring digital image watermarking
with CA lies in its potential to significantly enhance core
principles of image security. This research is driven by the
aspiration to integrate advanced computational models into
the field of image security, offering robustness, efficiency,
and adaptability to diverse content. Leveraging CA’s dy-
namic behavior and parallelism, alongside its chaotic nature,
promises to provide robust watermark security against ad-
versarial attacks. This study aims to investigate ECA Rule
30 for digital image watermarking. By leveraging the unique
properties of Rule 30, we seek to develop a watermarking
method that not only provides effective protection against
unauthorized modifications but also ensures the integrity
and authenticity of the embedded watermark. An extensive
investigation that considered numerous pertinent sources and
analytical techniques was conducted to accomplish this goal.
The major contributions of this work are as follows:

• This paper presents a robust and secure digital image
watermarking technique implemented in the spatial do-
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main. It leverages the erratic and chaotic behavior of
the elementary cellular automata Rule 30 to enhance the
security and robustness of the watermarking system.

• The suggested blind watermarking technique tries to
achieve an equilibrium amidst the pivotal watermarking
system attributes, i.e., imperceptibility, capacity, and ro-
bustness, by downsizing the grayscale watermark image
to its two Most Significant Bits (MSBs). By employing
ECA Rule 30 to encrypt the 2 most significant bits
(MSBs) of the watermark, the security aspect of the
system is augmented. Scrambling the host image with
ECA Rule 30 also distributes the watermark pixels,
maximizing robustness against geometrical attacks.

The remaining portions of the article will be divided into
multiple sections, each of which will focus on a different
facet of the given problem. The following section of the
literature review will discuss a detailed background of dig-
ital image watermarking techniques based on the working
domain in which they are implemented. Section 3 introduces
cellular automata, elementary cellular automata, and Rule 30.
Section 4 discusses the methodology of the proposed scheme.
This will be followed by section 5, where performance anal-
ysis and experimental discussion are presented. In section 6,
we will discuss the results of our technique, compare and
analyze these results, and draw conclusions based on our
findings. The summary of the main findings and suggestions
for further study will be included in the part that concludes
the article. With this framework, we want to present a vivid
and insightful exploration of cellular automata-based digital
image watermarking.

II. RELATED WORK
The performance of the different digital image watermarking
approaches depends on the domain in which they are being
implemented. Based on the working domain, digital image
watermarking algorithms can be classified into three groups:
spatial domain watermarking, transform or frequency domain
watermarking, and hybrid domain watermarking [8].

A. SPATIAL DOMAIN ALGORITHMS
In the spatial domain, the watermark information bits are
embedded straight into the host image pixel values using
various approaches like modification of Least Significant Bits
(LSBs) [9] [10] [11] [12] [13] or Intermediate Significant Bits
(ISBs) [14] of the host image, patchwork approach, Local
Binary Pattern (LBP) approach [15], histogram modification
approach [16] [17], and approaches based on correlation [18]
[19] [20] and spread spectrum [21] [22] [23]. The spatial
domain techniques are more straightforward, more effective,
and execute more quickly. In terms of capacity, these tech-
niques allow the embedding of significant data. However,
these methods only work effectively when the image has not
been altered by humans or subjected to noise. A significant
flaw with spatial domain watermarking is that the watermark
can be removed through image cropping. Furthermore, a tiny
watermark may be embedded repeatedly. Therefore, despite

losing the majority of the image data due to numerous
attacks, a single watermark remaining will be viewed as a
success.

A digital image scrambling technique-based image wa-
termarking approach using CA has been presented in [24]
by Ye and Li. In the reference [24], they embark upon
the exploration of fractal box dimensions, unravelling the
enigmatic properties of the CA. Employing an innovative
technique, they harness the power of these dimensions to
curate a selection of chaotic CA rules. With this selection in
hand, they proceed to manipulate the host image, imbuing
it with a sense of disarray using the chosen rule. In the
culmination of the artistic endeavour, they delicately embed
the watermark within the transformed image, leaving behind
a lasting impression. The scrambled watermarked image is
then descrambled to obtain the watermarked image. Ac-
cording to experimental findings, this technique is resistant
to different attacks like compression, cropping, and noise;
therefore, it is robust. A novel blind watermarking approach
based on the game of life CA has been propounded by Adwan
et al. in [9]. The Game-of-Life is the most well-known and
robust rule of a CA. The proposed approach is implemented
in the spatial domain, and it employs the LSB substitution
technique for inserting the two most significant bits of the
grayscale watermark into the host image. The suggested
approach generates the k number of game-of-life generations
and uses the locations of the live cells to insert data into the
LSBs of the host image. According to the imperceptibility
evaluation of the suggested scheme, the embedded water-
mark in the watermarked image is not perceptibly visible.
The experimental findings demonstrate that the suggested
approach is secure, simple, and robust enough against passive
attacks. However, the method primarily addresses passive
attacks and may not be as effective against more aggressive
or complex manipulations.

A highly secure image watermarking approach based on
the logistic map, the 2D Arnold’s cat map, and the 2D Game
of Life cellular automata has been suggested by Moniruz-
zaman et al. [10]. In the proposed scheme, the security
mechanism is ensured by scrambling both the grayscale host
image and the binary watermark image. The host image is
scrambled using the 2D Arnold’s cat map before the embed-
ment of the watermark data into it. The initial configuration
to start the Game of Life CA is set using the logistic map, and
then the Game of Life CA is evolved to scramble the binary
watermark image. At last, the scrambled watermark bits are
inserted into the LSBs of the scrambled host image pixels.
The suggested solution is used for image authentication and
can avert unauthorized changes. Comparing the experimen-
tal findings of the proposed method to three other current
chaos-based watermarking schemes depicts that the sug-
gested approach significantly outperforms other approaches.
The solitary constraint of this approach lies in its applicability
exclusively to square images, as the Arnold transform’s func-
tionality is confined to image dimensions of uniform size,
limiting its usability in practical scenarios where images may
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not always be of uniform size. Yang et al. [25] introduced
a novel approach that combines a deep blind model and
a watermarking strategy, a robust deep blind watermarking
encoder called CFC+CONCAT, which maintains impercepti-
bility while encoding watermarks. They put forward a clever
approach to watermarking that boosts resilience by expand-
ing the watermarking capacity with the help of patch-based
image splitting and harnessing the power of different types
of distortion. The results of the experiments revealed that
this innovative technique could achieve an average PSNR
that is 5.46 units higher than that of traditional methods, all
the while maintaining a similar level of resilience against a
range of distortions. The intricate nature of this approach
and its demand for computational resources may limit its
practicality and adoption in environments with constrained
computational capabilities or in real-time applications. Addi-
tionally, the sophisticated nature of the technique could pose
challenges for widespread use and integration into existing
systems.

In another primary study, Tjokorda et al. put forth a re-
markable approach to medical image watermarking, one that
is truly reversible. This groundbreaking method, as presented
in their seminal work [11], employs the clever technique of
LSB modification to both detect and restore any tampering
that may occur within the region of interest (ROI) of medical
images. The experiments’ results indicate good performance
and imply that the suggested watermarking approach more
cleverly handles the attacks that target a particular area of
the pictures, i.e., block tampering attacks. This reversible
medical image watermarking approach may have limited
effectiveness beyond block tampering attacks, potentially ne-
cessitating careful consideration of its applicability to diverse
tampering scenarios and computational requirements. A se-
cret image data hiding technique by Manjula and Danti [12]
employs the (2-3-3) LSB approach to embed confidential
data into the host image. The proposed method embeds secret
image data having eight bits per pixel into the LSBs of the
RGB host image. The (2-3-3) LSB approach embeds the first
2 bits in the red channel, the next 3 bits in the green channel,
and the last 3 bits in the blue channel of the RGB host
image. This approach offers promising results, considerably
improving PSNR and MSE values compared to the prior
technique.

ROI lossless watermarking affects diagnosis accuracy, re-
versible watermarking lacks continuous verification, and zero
watermarking requires third-party storage. To address these
issues, Dai et al. [26] proposed a hybrid reversible-zero
watermarking (HRZW) approach. The scheme combines
reversible and zero-watermarking components, generating
ownership shares using nearest neighbor grayscale residual
(NNGR) mapping. The ownership shares are then embedded
reversibly using Slantlet Transform, Singular Value Decom-
position, and Quantization Index Modulation (SLT-SVD-
QIM). Experimental results show that the proposed HRZW
scheme achieves high watermarking quality, distinguishabil-
ity, and robustness.

An imperceptible digital image watermarking scheme for
color images in the spatial domain has been propounded by
Abraham and Paul [13]. The objective of the reference [13]
is to create an innovative technique for embedding water-
marks in color images that avoids significant degradation
in picture quality and preserves the original perception of
colors. Moreover, to ensure the utmost resilience against
attacks and facilitate tamper detection and recovery capabil-
ities, the watermark data is inserted in each image block.
This methodology incorporates the utilization of M1 and
M2 masks during the watermark embedding process. These
masks distribute the watermark information to the nearby
pixels in the chosen area. The embedding channel uses the
M1 mask, and to account for the differences introduced in
the embedding channel, the other color channels are adjusted
using mask M2. After being tested on various images, the
suggested algorithm assures excellent-quality watermarked
images that can withstand many attacks.

Pal et al. [27] introduced a novel watermarking approach
for tamper detection and image authentication using a unique
CA attractor. In this approach, authors first generate an
authentication code (AC) from the watermark image by
applying the SHA-512 (secure hash algorithm). Then, the
secret watermark bits and AC are embedded into the four
sub-sampled interpolated image blocks that make up the
cover image. The output of this approach is four sub-sampled
watermarked images, using which extraction of the secret
watermark bits and reconstruction of the cover image is
performed. Furthermore, the suggested method holds the
potential to accurately detect any kind of distortion that
could be brought about by different steganographic attacks
in the watermarked images. When compared to other popular
schemes of a similar nature, more effective results were
observed concerning both quality and capacity. While this
novel watermarking approach demonstrates significant im-
provements in security, quality, and capacity, it has certain
limitations. A key limitation is that the method produces four
sub-sampled watermarked images instead of a single output
image. This can complicate the extraction process and might
not be ideal for applications that require a singular, cohesive,
watermarked image. The necessity to handle multiple im-
ages can also increase storage requirements and processing
overhead, potentially making the approach less efficient and
practical for certain real-world applications where simplicity
and speed are paramount. Additionally, the scheme’s reliance
on the accurate reconstruction of the cover image from the
four sub-sampled watermarked images might be sensitive
to high levels of noise or distortion, which could affect its
robustness under severe conditions.

The research on digital image watermarking techniques
within the spatial domain elucidates a rich spectrum of
methodologies, each exhibiting distinct strengths and lim-
itations. Basic techniques, such as LSB and ISB modifi-
cations, provide high capacity and speed yet remain vul-
nerable to conventional attacks and manipulations. Con-
versely, advanced approaches like histogram modification
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and correlation-based methods enhance robustness and im-
perceptibility, albeit with increased complexity. Cutting-edge
techniques leveraging deep learning models offer substantial
advancements in security and resilience, requiring special-
ized expertise and significant computational resources. In the
realm of medical imaging, reversible watermarking ensures
tamper detection and restoration, though it may fall short
in continuous verification capabilities. Hybrid methodologies
that integrate reversible and zero-watermarking techniques
achieve superior quality and robustness, despite the com-
plexity of implementation. Ultimately, the selection of an
appropriate technique necessitates a careful balance among
robustness, capacity, imperceptibility, and practical imple-
mentation considerations.

B. TRANSFORM DOMAIN ALGORITHMS
In the transform domain, the watermark data is not inserted
directly into the host image but rather into the frequency
coefficients of the host image. A number of transforma-
tional approaches have been devised for frequency coeffi-
cient generation, such as Discrete Wavelet Transform (DWT)
[28], Discrete Cosine Transform (DCT) [29] [4] [30] [31],
Singular Value Decomposition (SVD) [4], Discrete Fourier
Transform (DFT), Fast Fourier Transform (FFT) [32], Cellu-
lar Automata Transform (CAT), Polar Harmonic Transform
(PHT), and Hadamard. The transform domain watermarking
techniques first transform the host image from the spatial
domain to the frequency domain using any image transfor-
mation method in order to generate the coefficients and then
alter these coefficients to embed the watermark data. Finally,
the inverse transformation method is applied to obtain the
watermarked image.

Laouamer and Tayan have proposed a robust semi-blind
sensitive text image watermarking approach [30] that is DCT
and linear interpolation-based. The prime objective of this
methodology is to address the concerns associated with de-
tecting tampering, proving authenticity, verifying integrity,
and safeguarding digitally sensitive textual images. In this
approach, the host image and the watermark image are ini-
tially transformed into the YUV color space, after which both
images are partitioned into blocks measuring 8×8. Each 8×8
block of both images undergoes Discrete Cosine Transform
(DCT), and subsequently, the quantized DCT coefficients are
subjected to linear interpolation in order to yield the water-
marked image. According to this study, a good trade-off be-
tween robustness and imperceptibility can be achieved if the
watermark data is inserted into the medium-frequency (MF)
components. The main contribution of this work is to ex-
tract the watermark perfectly from the attacked watermarked
image. While achieving a balance between robustness and
imperceptibility, the reliance on linear interpolation and
medium-frequency components may limit its effectiveness
against certain types of attacks, such as geometric distortions
or sophisticated image manipulations. Roy and Pal [31] have
employed DCT and repetition code to put forth a blind color
watermarking technique for embedding multiple watermarks.

The primary purpose of the proposed method is to enable
copyright ownership protection and multiple owner authen-
ticity validations. In this approach, the host image’s blue and
green components are first fragmented into non-overlapping
blocks, and then the DCT is applied to each block. This ap-
proach embeds two binary watermark logos scrambled using
Arnold’s chaotic map before embedding. The watermark bits
are embedded into the middle-frequency coefficients of blue
and green components using repetition codes. The proposed
approach shows high robustness, imperceptibility, and better
PSNR value but exhibits high computational complexity. The
technique’s computational complexity could hinder its practi-
cal implementation in real-time applications or environments
with limited computational resources.

Liu et al. [33] have propounded a DCT and fractal
encoding-based digital image watermarking algorithm. The
proposed algorithm combines the traditional DCT technique
with the fractal encoding method. This approach encrypts the
host image twice, first by encoding it with the fractal encod-
ing and second by applying DCT on the encoded parameters.
The experiments carried out show that the proposed approach
is highly robust and has a better PSNR value. Although
the combination of DCT and fractal encoding enhances ro-
bustness and PSNR value, the method’s reliance on double
encryption may introduce additional computational overhead
and complexity. Singh and Bhatnagar have presented a robust
watermarking technique [34]. The techniques employed by
this blind watermarking approach are integer DCT, dynamic
stochastic resonance (DSR), and non-linear chaotic maps. In
this approach, integer-DCT is applied to the host image to
convert it into an integer linear transform, and the resulting
coefficients are divided into non-overlapping blocks. Then,
the non-linear chaotic map is used to select the random
blocks that form the circulant matrix. The embedding of
the watermark bits into the circulant matrix is accomplished
through the calculation of the singular values, a process that
employs the DSR phenomena to facilitate the extraction of
watermarks in a highly efficient manner. The verification step
is included to deal with the false positive problem caused in
SVD systems. The experiments carried out show that the pro-
posed approach is robust and imperceptible against various
attacks. The technique’s utilization of DSR and non-linear
chaotic maps may pose challenges in terms of computational
efficiency and practical implementation.

Ernawan et al. have propounded a DCT psycho-visual
threshold-based digital image watermarking algorithm [35].
First, the host image is divided into non-overlapping blocks
for watermark embedding, and their modified entropy is
computed. Then, DCT is applied to the blocks with the lowest
entropy values to obtain the middle-frequency coefficients.
Some of these middle-frequency coefficient pairs are modi-
fied with a psycho-visual threshold to embed the watermark
bits. The watermark is scrambled using Arnold Scrambling
before embedding to strengthen the security levels. For eval-
uation of the proposed algorithm, the watermarked image
had undergone various attacks like a median filter, low-pass
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filter, sharpening, JPEG and JPEG2000, image noise, and
geometrical attacks such as image scaling and cropping. The
results demonstrated that the proposed method is invisible
and robust compared to the existing methods. However, the
suggested technique’s reliance on psycho-visual thresholds
and entropy values may limit its effectiveness in scenarios
where the image content varies significantly.

A novel color image watermarking scheme based on Dis-
crete Cosine Transform (DCT) and Cellular Automata (CA)
has been put forth by M Jana and B Jana [36]. This study fo-
cuses on developing an image watermarking system with en-
hanced security and high embedding capacity without com-
promising the visual quality of the host image. The RGB host
image is first separated into red, green, and blue channels.
After that, each channel is partitioned into non-overlapping
8x8 blocks; subsequently, DCT is applied on each block,
and Zigzag scanning is performed. To increase the security
and robustness of the proposed system, CA rule-15 is used
to encrypt the watermark data prior to embedding, and CA
rule-85 is used for decryption purposes. The CA rule-340 and
mapping table are used to modify the DCT coefficients and
incorporate the encrypted watermark image. The propounded
method is equated with the existing methods. Furthermore,
the simulation findings demonstrate an average Peak Signal
Noise Ratio (PSNR) value of 54 dB, which signifies strong
imperceptibility and a concomitant embedding capacity of
1.48 bpp.

The exploration of transform domain watermarking
methodologies unveils a range of approaches, each charac-
terized by unique advantages and constraints. Foundational
methods like DCT and DWT offer efficiency but are vulnera-
ble to targeted attacks, while advanced techniques may intro-
duce complexities. Achieving a balance between robustness
and imperceptibility remains a challenge, with some methods
prioritizing one over the other. Reversible watermarking en-
sures tamper detection but may lack continuous verification.
Hybrid approaches offer superior quality and resilience but
are complex to implement. In summary, the selection of an
optimal technique demands a nuanced balance of robustness,
imperceptibility, capacity, and practical feasibility, underlin-
ing the pivotal role of these factors in shaping the future of
transform domain watermarking.

III. METHODS AND MATERIALS
A. CELLULAR AUTOMATA
John von Neumann and Stanislaw Ulam are credited as in-
ventors of cellular automata. Neumann proposed a theoretical
model for artificial biological systems called the “Universal
Constructor” that had the ability of self-reproduction and
was comprised of a two-dimensional infinite grid of square
cells; each cell had five neighbors, including itself, with 29
states per cell. With the development of Conway’s Game
of Life popularity of the subject began to spread outside of
academics. The Game of Life, developed by mathematician
John Conway and hyped up by an article in Scientific Ameri-
can by Martin Gardner, is a simple two-dimensional totalistic

cellular automaton with two states per cell using the Moore
neighborhood.

A Cellular automaton can be defined as a mathematical
model having discrete space and time domains. This compu-
tational system is dynamic in nature, and simple rules govern
its evolution. Formally, CA is defined by the quadruple A =
(ZD, S, N, f) where:

• ZD is a D-dimensional lattice, i.e., a regular arrange-
ment of lattice-sites/points in Euclidean space which is
discrete and is closed under subtraction and addition,
called cellular space.

• S is a finite set of states.
• N is a neighborhood vector (−→n1,

−→n2,
−→n3. . .

−→nm), com-
prising of m different cells of ZD and is identified
separately for every cell of the lattice ZD. For a given
cell “x” a set of cells {x + −→ni |i = 1, 2, 3, 4. . . .m}
forms its neighborhood and from the property of lattice
(x+−→ni) ∈ ZD.

• f :Sm −→ S is the local transition function known as
the local rule in CA that synchronously updates the state
of every cell based on the current state of the cells in its
neighborhood.

All the cells in a cellular space are updated simultane-
ously using the same local update rule. A function/ mapping
that assigns cells their states/values from the set of states
(S) is called the configuration of the D-dimensional CA
(ZD) and all configurations are contained in the set SZD

.
Besides, the evolution of CA generations can be described
as the hopping of the cellular space from one configura-
tion to another according to its global transition function
G :SZD −→ SZD

. One-dimensional cellular automata (1D
CA) and two-dimensional cellular automata (2D CA) are
the two most prevalent forms of CA. A finite or infinite set
of identical cells/sites containing discrete variables arranged
in the form of a linear array is referred to as 1D CA [37].
Figure 1 depicts the 1D CA with a five-cell neighborhood for
updating the state of the cell “n” where the local rule depends
on the current states of the two nearest left (n− 2, n− 1) and
right (n+ 1, n+ 2) neighbors of the cell “n” and the current
state of cell “n” itself. The transition function according to
which this CA evolves is defined using Equation (1).

Sn(t+ 1) = f(Sn−2(t), Sn−1(t), Sn(t), Sn+1(t), Sn+2(t))
(1)

where Sn-2(t), Sn-1(t), Sn+1(t), and Sn+2(t) are the current
states of the neighbors at time t, Sn(t) is the current state of
the cell “n” at time t, Sn(t+1) is the new state of the cell “n”
at time t+ 1, and f is the local update rule.

A 2D CA can be defined as a finite or infinite set of iden-
tical cells/sites containing discrete variables arranged in the
form of a matrix/grid. For 2D CA, a number of neighborhood
structures are possible. Still, the von Neumann neighbor-
hood and the Moore neighborhood are the two most preva-
lent neighborhood structures illustrated in Figure 2 (a) and
2(b), respectively. The von Neumann/diamond-shaped/five-
cell neighborhood is defined as the set of cells that includes
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FIGURE 1: 1D Cellular Automata with five-cell Neighborhood.

the central cell and its four adjoining perpendicular cells.
Equation (2) illustrates the transition function of the five-cell
neighborhood.

Sn(t+ 1) = f(Sn(t), Sa(t), Sb(t), Sc(t), Sd(t)) (2)

The Moore/square-shaped/nine-cell neighborhood is defined
as the set of cells containing the central cell, its four adjoin-
ing perpendicular cells, and four adjoining diagonal cells.
Equation (3) illustrates the transition function of the nine-cell
neighborhood.

Sn(t+ 1) = f(Sn(t), Sa(t), Sb(t), Sc(t), ..., Sh(t)) (3)
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FIGURE 2: 2D CA Neighborhood Structures.

1) Elementary Cellular Automata (ECA)

An elementary cellular automaton is the most basic form of
1D CA, extensively studied by Stephen Wolfram since the
1980s. Given the defining characteristics of a CA, the poten-
tial scenario in its most basic form is the linear array of cells
with two states (0 or 1) per cell and the neighborhood set S =
(the cell, it’s the immediate right neighbor, it’s immediate left
neighbor). This basic scenario is termed elementary cellular

automata, illustrated using the transition function in Equation
(4).

Sn(t+ 1) = f(Sn−1(t), Sn(t), Sn+1(t)) (4)

Since there are two states and three neighbors for each
cell, this leads to 23 = 8 possible ways to configure the
neighborhood, and therefore there are only 223

= 256 total
ECA rule-sets possible. The Wolfram code, developed by
Stephen Wolfram, presented a method for assigning numbers
between 0 and 255 to each rule, and this method has now
become a norm. Interestingly, Wolfram has categorized these
256 rulesets into four possible classifications based on the
increasing complexities of their behaviors [38].

• Class (I) Uniformity: The evolution of almost all the
initial configurations rapidly leads to stable, uniform
structures, thus completely losing randomness, if any.

• Class (II) Oscillation: The evolution of almost every
initial configuration results in patterns that are either
stable after a large number of generations or tend to
repeat themselves. The initial configuration may lose
some of its randomness, but some remains.

• Class (III) Random: The evolution of most of the initial
configuration results in chaotic or completely pseudo-
random sequences.

• Class (IV) Complexity: Almost all the initial configu-
rations evolve into complex structures with intriguing
ways of interaction.

Rule 30: is an elementary cellular automata rule that belongs
to a class (III) of Wolfram’s classification because of its
chaotic and erratic behavior. The ruleset for ECA Rule 30
is depicted in Figure 3, and Figure 4 illustrates the first
fifty evolutions of the ECA, which is updated using Rule
30 with the initial configuration being a single middle black
cell. Rule 30 generates random configurations from simple
initial states, which makes it remarkable, and that is why
Mathematica has also employed it as a random number
generator [39]. It is left permutative, thus highly sensitive
to the initial states, as a tiny difference in one state had a
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FIGURE 3: The Ruleset for Elementary CA Rule 30.

FIGURE 4: First Fifty Evolutions of ECA Evolved Using
Rule 30 from [43].

significant impact on subsequent results [40]. The whole set
of NIST statistical tests was applied to the output of Rule
30 to analyze and evaluate its randomness, and it was found
that except for one, all the tests were passed [41]. It was also
shown that for better performance, it is important to have an
effective window size, and a size of 200 bits is believed to be
sufficient for better randomness [42]. The main reason to use
the ECA Rule 30 for embedding and encryption in our system
is for its special characteristics, such as its chaotic behavior
and sensitivity to initial conditions, which make it ideal for
producing high-entropy pseudo-random sequences.

The computational irreducibility of Rule 30 is one of its
remarkable characteristics. This implies that computational
prediction of its behavior over time or determining a brief
representation of its evolution is equal to computing each
step separately. It is difficult to minimize or predict the
pattern’s intricacy. Rule 30’s computational universality is
well-known. In the larger context of complexity theory and
the study of cellular automata, Rule 30 is of great interest
because it provides a classic illustration of how simple local
rules can give rise to complex and seemingly unpredictable
patterns.

B. PROPOSED IMAGE WATERMARKING SCHEME.
The proposed digital image watermarking method is a spatial
domain approach in which watermark bits are embedded into
the LSBs of the host image. Spatial domain methodologies
strike a delicate balance between imperceptibility, robust-
ness, and capacity through refined adjustments in embedding
strength, strategic selection of embedding methodologies,
integration of redundancy and error correction mechanisms,
implementation of adaptive embedding approaches, utiliza-
tion of multi-resolution techniques, exploitation of perceptual
models, and the deployment of encryption protocols. These
techniques are simpler, more effective, and execute more
quickly.

In this approach, inputs include a grayscale host im-
age of size (Hm × Hn), a grayscale watermark image of
size (Wm × Wn), and secret keys (embedding-key and
scrambling-key) generated using CA. The proposed scheme
is based on powerful ECA Rule 30, which is an ideal source
of randomness. Confusion can result from the fact that we are
viewing a 2D representation of the 1D CA. It should be noted
that the proposed scheme constructs the two-dimensional
representation out of a large number of evolutions of one-
dimensional output data. Nevertheless, the CA system is
purely one-dimensional.

This scheme is divided into five phases: the Secret Keys
Generation Phase, the Watermark Pre-processing Phase, the
Host Image Scrambling Phase, the Watermark Embedding
Phase, and the Watermark Extraction Phase.

1) The Secret Keys Generation Phase.
This is a prime part of the proposed watermarking scheme,
as the three distinct secret keys are generated in this phase
using ECA. The first and second are the embedding key and
the encryption key, which are sized to match the watermark
image (Wm×Wn), and the third is the scrambling key, sized
to match the host image (Hm × Hn), as shown in Figure 5
(a).

For the embedding-key generation, this scheme employs
the ECA as the linear array with a window size of 201
bits/cells contained within the periodic boundaries. Our CA
starts off with all the white cells (i.e., all bits equal to zero)
except the middle cell at index 101 (array index starts at
1), which is black (i.e., one). The ECA with the above-
mentioned parameters is evolved using local update ‘Rule 30
’ for the “n” number of evolutions, where “n” depends on the
size of the watermark image and the number of generations.
From each of these n evolutions, we collect the middle bits as
shown in Figure 6. This bit sequence is taken as the output,
which forms the embedding-key matrix after layout modifi-
cation from 1D to 2D. To increase the scheme’s chaoticity
while embedding, k such matrices, termed generations of the
embedding key, are configured.

This method generates a thoroughly random two-bit en-
cryption key by a strategic combination process. Specifically,
it involves taking the bits at the final generation (kth) and
the penultimate generation (k − 1th) within the embedding
key. These bits, which reside at identical indexes in their
respective generations, are combined to form the encryption
key. This approach ensures a high level of randomness and
security, as the key is derived from the unique and variable
bits at these critical positions in the embedding key sequence.
The construction of the encryption key is numerically de-
picted in Figure 5 (b).

To initiate the generation of the scrambling-key, the origi-
nal parameters utilized for initializing the ECA remain con-
sistent with those employed for the embedding-key gener-
ation. However, a pivotal modification is made to the win-
dow size of the linear array, aligning it with the number
of columns in the host image. This reconfigured ECA ar-
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FIGURE 5: Numerical Illustration of the First Four Phases of the Watermarking Process.
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FIGURE 6: The Middle Bit Sequence from [44].

rangement also evolves using Rule 30. Once the formation
of the triangular structure is complete, we start stacking the
output of every evolution in the downward direction for the
number of iterations to construct the scrambling key, where
the ‘number of iterations’/ ‘height of the stack’ is equal to the
number of rows in the host image.

Randomness and length are two important criteria that
affect the security of the keys generated during the secret key
generation phase. A randomly generated series of bits highly
resistant to prediction is known as a secure key. Its strength
lies in its unpredictability and length. Longer keys exponen-
tially increase the number of possible combinations, making
brute-force attacks impractical. Attackers engage in these
types of attacks by methodically trying every key until they
discover the right one. However, when the keys are lengthy
enough, the time and resources needed become unaffordable.
Thus, to ensure the security of the data, safe keys should be
both randomly generated and long enough to resist brute-
force attacks. The ECA Rule 30 is employed to generate
all the keys used in our image watermarking approach. This
rule provides the basis for creating secure and unpredictable
keys for encryption, scrambling, and embedding. It is well-
known for its intricacy and pseudo-random behavior. ECA
Rule 30 operates on a simple set of rules, yet produces highly
intricate and seemingly random patterns, making it an ideal
candidate for cryptographic applications. Extensive research
has shown that Rule 30 exhibits properties such as chaos,
ergodicity, and sensitivity to initial conditions, which are
desirable traits for key generation. Furthermore, as the longer
keys offer a heightened level of security, the iterative process
of generating k generations of the key further enhances the
robustness and resistance to cryptographic attacks due to
increasing key length.

It’s critical to note that the aforementioned CA arrange-
ment is not a 2D CA at all but rather the output of 1D CA
organized in the form of a matrix.

2) The Watermark Pre-processing Phase.

Before watermark information is inserted into the host im-
age, a preliminary watermark preprocessing step is impera-
tive. The motive of this preprocessing stage is twofold: to

downsize the grayscale watermark image to its two Most
Significant Bits (MSBs), and level up the suggested system’s
security attribute by encrypting the watermark information
before it is embedded. The watermark preprocessing phase
is further divided into two distinct processes: Downsizing
the Watermark and Encrypting the Watermark as depicted in
Figure 5 (b).

• Downsizing The Watermark:
To address the imperceptibility requirements of the dig-
ital image watermarking system, the suggested method
does not embed the entire grayscale watermark image
but rather embeds the two most significant bits of each
pixel of the grayscale watermark image. To make that
happen, a grayscale watermark image having (Wm ×
Wn) number of pixels with 8 bits per pixel is downsized
to 2-MSBs per pixel by simply dividing each pixel value
by 64, as shown in Equation (5).

Wmark_2_MSB(i, j) =
Wmark(i, j)

64
(5)

where Wmark(i, j) is the watermark 8-bit-pixel value
at index (i, j) and Wmark_2_MSB(i, j) is the water-
mark pixel value reduced to 2-MSBs, as division by 64
repeatedly shifts the pixel bits to the right by 6-bit places
and the six rightmost bits get discarded. Also, six places
on the left are set to zero.

• Encrypting Watermark:
After downsizing the watermark image to 2-MSBs, it
undergoes an encryption process to add another level of
security to the proposed algorithm. To accomplish the
encryption task, the bitwise XOR operation is applied to
the watermark data to conceal it. The perfectly balanced
nature, straightforward implementation, and low com-
putation costs are the significant properties of the XOR
operator, making it a better option for encryption pur-
poses. This approach forms an entirely random two-bit
encryption key by simply combining every last (kth) and
the second last (k-1th) generation bits at similar indexes
of the embedding key. The bitwise XOR operation is
then applied to the 2-bits of the watermark data at index
(i,j) and the 2-bits of the encryption key at index (i,j), as
shown in Equation (6). This operation is performed on
every element of the matrix.

Encrypted_Watermark(i, j) =

Wmark_2_MSB(i, j)⊕ Encryption_Key(i, j)
(6)

3) The Host Image Scrambling Phase.

In the proposed approach, the encrypted watermark is not
embedded directly into the host image pixels. Instead, the
host image first gets scrambled using the scrambling key, as
shown in Figure 5 (c). The rationale behind scrambling the
host image is to distribute the watermark pixels throughout
the host image, thereby achieving high robustness against
geometrical attacks like cropping. In the proposed approach,
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the process of embedding the encrypted watermark data is
performed on the LSBs of the scrambled host image. After
embedding, the host image is descrambled, resulting in the
distribution of the encrypted watermark pixels throughout
the host image. This eliminates the correlation between the
pixels embedded with watermark data, thereby enhancing
resistance against potential geometrical attacks. The host
image scrambling process is numerically depicted in Figure
5 (c) and works according to the principle given below.

STEP 1:
for i=1 to RowSize do

for j=1 to colSize do
if scrambling_key(i,j) == 0 then

scrambled_host(row, col) = Host_Image (i,j);
end if

end for
end for
STEP 2:
for i=1 to RowSize do

for j=1 to colSize do
if scrambling_key(i,j) == 1 then

scrambled_host(row, col) = Host_Image (i,j);
end if

end for
end for

Row and col are initialized to 1 and accordingly incre-
mented after every element is assigned with the pixel value
in the scrambled_host matrix.

4) The Watermark Embedding Phase.
The insertion of the preprocessed watermark data into the
scrambled host image using the above-generated Rule 30-
based embedding key is explained in this section. The nu-
merical illustration of the watermark embedding phase is
shown in Figure 5 (d). The encrypted watermark pixel val-
ues to be embedded are selected randomly based on the
locations of the live cells (1s) in all the generations of the
embedding-key starting from the first to the Kth generation.
After covering all the live cells if there are still watermark
pixel values left to be embedded, then these values are also
selected randomly based on the locations of the dead cells
(0s) in the embedding-key; starting again from the first to Kth

generation.
In the proposed scheme, the selected two-bit watermark

data is inserted into the two LSBs of the host image pixel
values using the addition operation. Therefore, it becomes
obligatory to clear the previous values of the two LSBs of
the selected host image pixels and set them to zero, which is
achieved by first dividing and then multiplying each of them
by four. The scrambled host image pixel values into which
watermark data is to be embedded are selected in a sequential
manner, starting from the first pixel to the ‘nth’ pixel, where n
= (Wm ×Wn), i.e., the length of the watermark image. The
pixels forming the selected sequence are not correlated at all,

as the host image is already scrambled and thus robust against
the potential geometrical attacks. Subsequent to the inser-
tion of all the two-bit watermark pixel values, the updated
scrambled host image is descrambled using the scrambling
key, which finally produces the watermarked image. The
complete embedding process is described using pseudo-code
notation in the next section.

5) The Pseudo-code Description of the Watermark
Embedding Process.
The Algorithm 1 presents the pseudo-code of the watermark
embedding process of the proposed CA-based digital image
watermarking scheme.

6) The Watermark Extraction Phase.
To retrieve the watermark image that was embedded using a
specific technique, the inverse procedure of that technique is
carried out, called the watermark extraction process. In the
proposed scheme, the extraction process begins by scram-
bling the watermarked image using the same scrambling key
that was used during embedding. Then, from the scrambled
watermarked image, the sets of 2-LSBs of the first n pixels
are extracted, where n = (Wm×Wn). These extracted n-sets
of 2-LSBs are arranged in a (Wm × Wn) matrix based on
the locations of all the live cells (1s) first, followed by the
locations of the dead cells (0s) in all the generations of the
embedding key.

Nevertheless, the watermark data that has been obtained
remains obscured by encryption, thus necessitating a decryp-
tion procedure. The extracted watermark data is subjected
to the elaborate Bitwise XOR operation with the encryption
key. Following decryption, each 2-bit pixel is shifted to the
left by 6-bit places in order to get converted into the 8-
bit pixel. As a result, extracted LSBs become the MSBs of
the extracted watermark image after six left bit-shifts. The
numerical illustration of the complete watermark extraction
phase is shown in Figure 7.

IV. EXPLORING THE CHALLENGES OF BALANCING
ROBUSTNESS, IMPERCEPTIBILITY, AND CAPACITY.
Achieving an ideal balance among robustness, imperceptibil-
ity, and capacity is a central challenge in various fields, par-
ticularly in areas like digital watermarking, steganography,
and information hiding. Let’s delve into the discussion on the
challenges and limitations associated with this balance:

• Achieving high robustness is crucial for ensuring that
the embedded data remains intact even after processing
or transmission. However, enhancing robustness often
comes at the expense of imperceptibility and capacity.
The challenge lies in finding techniques that strike the
right balance between robustness and other factors.

• Preserving imperceptibility is crucial to avoid the dis-
covery of concealed information by unintended par-
ties or adversaries. However, enhancing imperceptibility
may restrict the quantity of embeddable data or compro-
mise robustness against specific attacks.
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Algorithm 1 Watermark Embedding Algorithm
Input: Host (Hm×Hn), Scrambling_key (Hm×Hn), Embedding_key (Wm×Wn), and Watermark(Wm×Wn).
Output: Watermarked_Image.

1: procedure EMBEDDING(HostImage, Scrambling_key,Embedding_key,Watermark)
2: Wmark_2_MSB ← Downsizing(Watermark);
3: Encrypted_Watermark ← bitxor(Wmark_2_MSB,Encryption_key);
4: Scrambled_Host← Scrambling(Host, Scrambling_key);

▷ The (Wm×Wn) Embedding_key consists of K (Wm×Wn) generations (Gen1, Gen2, Gen3 ..... GenK).
5: row ← 1; col← 1;

▷ Covering the locations of the live cells (1s) in Gen1.
6: for i← 1 to Wm do
7: for j ← 1 to Wn do
8: if (Gen1[i][j] = 1) then
9: temp := (floor(Scrambled_Host[row][col]/4)× 4);

▷ The two MSBs of the encrypted watermark at index (i, j) are added to the two LSBs of the scrambled host image
pixel at index (row, col).

10: Updated_Scrambled_Host[row][col] := temp+ Encrypted_Watermark[i][j];
11: col := col + 1;
12: end if
13: end for
14: end for

▷ Covering the locations of the live cells in GenT, where T = 2, 3, 4...K and S = 1, 2, 3. . . T-1.
15: for i← 1 to Wm do
16: for j ← 1 to Wn do
17: if (GenT [i][j] = 1)and(GenS[i][j] ̸= 1) then
18: temp := (floor(Scrambled_Host[row][col]/4)× 4);
19: Updated_Scrambled_Host[row][col] := temp+ Encrypted_Watermark[i][j];
20: col := col + 1;
21: end if
22: end for
23: end for

▷ After covering all live cells, the pixel values at dead cells (0s) are selected
24: for i← 1 to Wm do
25: for j ← 1 to Wn do
26: if (GenT [i][j] = 0)and(GenS[i][j] ̸= 1) then

▷ WhereT = 1, 2, 3...K;S = 1, 2, 3. . .KandS ̸= T.
27: temp := (floor(Scrambled_Host[row][col]/4)× 4);
28: Updated_Scrambled_Host[row][col] := temp+ Encrypted_Watermark[i][j];
29: col := col + 1;
30: end if
31: end for
32: end for ▷ Till all the watermark image bits are embedded.
33: Watermarked_Image := Descrambling (Updated_Scrambled_Host, Scrambling_key)
34: return Watermarked_Image;
35: end procedure
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FIGURE 7: Numerical Illustration of the Watermark Extraction Phase.

• Expanding capacity enables the embedding of larger
amounts of data, facilitating applications like data au-
thentication, copyright protection, and covert commu-
nication. Nonetheless, increasing capacity typically in-
volves a trade-off with imperceptibility and robustness.
High-capacity methods can introduce detectable distor-
tions or vulnerabilities to attacks.

• A significant challenge involves managing the trade-
offs among these conflicting factors. Achieving the ideal
balance demands meticulous attention to the particular
application needs, security considerations, and the at-
tributes of the underlying data and cover medium.

• Striking the right balance also entails assessing the
trade-offs between security and usability and adjusting
embedding techniques accordingly. This may involve
fine-tuning parameters or choosing alternative methods
tailored to the application’s requirements. Ultimately,
the aim is to achieve an ideal compromise that ensures
adequate security without sacrificing usability or data
fidelity.

• Technological advancements continually introduce new
challenges and opportunities in achieving the bal-
ance between robustness, imperceptibility, and capacity.
Keeping pace with these advancements requires on-
going research and innovation to develop robust and
efficient techniques that address the evolving landscape
of threats and constraints.

In summary, achieving an ideal balance among robustness,
imperceptibility, and capacity is a complex and multifaceted
challenge that requires careful consideration of trade-offs,
application requirements, and technological constraints. De-
spite the inherent limitations, ongoing research and advance-
ments offer promising avenues for improving the effective-
ness and efficiency of watermarking techniques in various
domains.

V. PERFORMANCE ANALYSIS AND EXPERIMENTAL
DISCUSSION.
In this section, the effectiveness of the proposed algorithm
is analyzed. The performance of the suggested scheme is
evaluated by computing the various robustness and impercep-
tibility quality metrics and comparing the results with several
existing algorithms [24] [9] [10].

A. EXPERIMENTAL SETUP.

The proposed watermarking scheme is implemented on the
computer system with the following configuration: Intel Core
i5-2410M CPU @ 2.30 GHz, 4.00 GB RAM, and Windows
7 Ultimate 64-bit SP1 operating system. It is designed, pro-
grammed, and analyzed using the MATLAB R2020a [52]
platform. The grayscale logo image, which is 128×64 in
size, is considered the watermark while testing the proposed
approach. The performance testing of the suggested scheme
is performed on the dataset of 42 test host images shown
in Figure 8. These test images are collected from various
standard image databases, which are USC-SIPI [45], The
Cell Image Library [46], [47], The Cancer Imaging Archive
(TCIA) [48], STARE [49], National Archives Catalog [50],
NASA [51], and MATLAB Toolbox [52]. A comprehensive
description and the dimensions of these test images in our
dataset, meticulously sourced from diverse databases, are
presented in Table 1. Some of the images in the dataset were
originally color images and, therefore, required conversion
to grayscale with a bit depth of eight, and that was achieved
using MATLAB built-in image type conversion functions.
The proposed algorithm was tested on the test host images
of different dimensions and formats like png, tif, tiff, jpg,
etc. The original size of the test images was not altered at all
except for those from the NASA library, in which the size of
huge images was reduced. To determine the efficiency of the
suggested watermark system, its test results were compared
with several existing systems.
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FIGURE 8: The dataset of 42 test host images was used for performance evaluation.
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TABLE 1: Description and dimensions of the various test images in our dataset, sourced from diverse databases.

DATABASE Grayscale Test Image Name and ID. Test Image Size

USC-SIPI [45]

House (4.1.05) 256x256
Jelly beans (4.1.08) 256x256
Fishing Boat (boat.512) 512x512
Splash (4.2.01) 512x512
Mandrill [a.k.a. Baboon] (4.2.03) 512x512
Peppers (4.2.07) 512x512
Stream and bridge (5.2.10) 512x512
Truck (7.1.01) 512x512
Pentagon (3.2.25) 1024x1024
Male (5.3.01) 1024x1024

Cell Image Library [46],
[47]

W9CCDB54 512x512
W9CIL54816 524x581

Cancer Imaging Archive
[48]

Brain MRI 55 256x256
Brain MRI 63 256x256
Brain MRI 70 256x256
Chest CT 30 256x256
Chest CT 60 256x256
Chest CT 90 256x256

STARE [49]

im0001 700x605
im0100 700x605
im0200 700x605
im0300 700x605
im0400 700x605

National Archives Catalog
[50]

Galen Clark (NAID: 2581374) 576x706
General Douglas (NAID: 2595319) 576x712
Turbine Power House (NAID: 1633561) 576x718
Shipyard (NAID: 138930743) 1024x1024

NASA [51]

Full Moon (NASA ID: as08-14-2505) 256x256
Venus (NASA ID: ARC-1981-A78-9176) 256x256
Astronaut L. Gordon Cooper (NASA ID: jsc2013e076221) 512x512
Panoramic view (NASA ID: as15-85-11363) 512x512
Television (TV) monitor (NASA ID: S71-41509) 512x512
Wallops Island (NASA ID: LRC-1960-B701_P-00652) 512x512
Group Photo (NASA ID: E-14754) 1024x1024

MATLAB Toolbox [52]

onion 198x135
pout 240x291
cameraman 256x256
forest 447x301
spine 490x367
lighthouse 480x640
fabric 640x480
flamingos 1296x972

B. PERFORMANCE EVALUATION METRICS.
The most significant attributes, imperceptibility, robustness,
and payload of the digital image watermarking system are
computed by various image quality metrics, which are given
below. In contrast, when calculating the evaluation metrics,
the original host image is used as a reference image to
determine the quality of the watermarked images.

1) Imperceptibility.
The concept of imperceptibility revolves around the idea that
once we insert watermark data into the main image, the re-
sulting quality should be indistinguishable from the original
image. To assess the imperceptibility aspect of the suggested
watermarking system, we rely on five distinct performance
evaluation metrics mentioned below.

• Mean-Squared Error (MSE): The averaged intensity
between the original host and the watermarked image
is calculated using Mean Square Error. It gauges the
degree to which a pixel varies from its original state.
The smaller MSE value signifies that the watermarked

image resembles the original host image. Equation (7)
is used to determine MSE.

MSE =
1

MN

M∑
m=1

N∑
n=1

(HI(m,n) −WI(m,n))
2 (7)

Where HI(m,n) and WI(m,n) denote the pixel values at
index (m,n) in the original host image and the water-
marked image, respectively, and MxN is the size of the
images.

• Root Mean-Squared Error (RMSE): It is a quality as-
sessment metric that is used for the error magnitude
evaluation. It is derived by simply square rooting the
MSE as illustrated in Equation (8).

RMSE =
√
MSE (8)

• Peak Signal-to-Noise Ratio (PSNR): The well-known
image quality metric widely used to evaluate the percep-
tual quality of the watermarked images with reference
to the original host images is PSNR. It is derived from
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the MSE and is expressed as the ratio of the maximum
pixel intensity to the power of the distortion. The PSNR
value should be at least greater than 35 dB; the higher
PSNR value denotes better imperceptibility. Equation
(9) is used to determine PSNR.

PSNR = 10 log10
2552

MSE
(9)

• Structural Similarity (SSIM) Index: The perceptual
quality assessment metric that is used to measure the
similarity between the original host image and the wa-
termarked image is SSIM. The watermarked image has
great perceptual quality if the SSIM value is close to
1. The SSIM of the watermarked image with reference
to the original host image is determined using Equation
(10).

SSIM(HI,WI) =

(2µHIµWI + C1)(2σHIWI + C2)

(µ2
HI + µ2

WI + C1)(σ2
HI + σ2

WI + C2)

(10)

Where µHI and µWI are the averages, σ2
HI and σ2

WI are
the variances, and σHIWI is the covariance of the origi-
nal host image and watermarked image, respectively. C1
= (k1L)2 and C2 = (k2L)2; L = (2Bits/Pixel - 1), k1 = 0.01
and k2 = 0.03.

• Universal Quality Index (Q-Index): The distortion
within an image is determined by the Q-Index. The
range of the Q-Index is [-1 to 1], and its best possible
value can be 1, indicating that the images are identical.
The three parameters required to calculate the Q-Index
are correlation, luminance, and contrast, which are cal-
culated using Equation (11).

Q =
σHIWI

σHI .σWI
.

2HI.WI

(HI)2 + (WI)2
.
(2σHI .σWI

(σ2
HI .σ

2
WI)

(11)

2) Robustness.

The robustness of the image watermarking system measures
the ability of the embedded watermark to resist and remain
unaffected by various intentional and unintentional attacks,
thus implying the system’s reliability. To evaluate the ro-
bustness attribute of the proposed watermarking system, the
original watermark is compared to the extracted watermark
using the performance evaluation metrics below.

• Correlation Coefficient (CC): When evaluating a wa-
termarking scheme’s robustness to various attacks and
transformations, the correlation coefficient is an essen-
tial statistical measure to consider. It gives information
about how well the system will maintain the water-
mark’s integrity and tolerate changes while retaining
the ability to allow accurate watermark extraction. The
correlation coefficient quantifies the intensity and di-
rection of the linear relationship between the original
watermark and the extracted watermark. Equation (12)
can be used to determine the correlation coefficient

value, which ranges from 0 to 1. where OW(m,n) and
EW(m,n) denote the pixel values at index (m,n) in the
original watermark image and the extracted watermark
image, respectively. The OW is the mean of the original
watermark image, and the EW is the mean of the
extracted watermark image.

• Bit Error Ratio (BER): The ratio of the total number of
errored/corrupted bits to the total number of bits in the
image is referred to as the bit error ratio and is calculated
using Equation (13).

BER =
(TotalErroredBits)

(TotalBits)
(13)

C. IMPERCEPTIBILITY ANALYSIS.

The imperceptibility results of the proposed watermarking
scheme are compared to the current state-of-the-art cellular
automata-based methods to analyze the relative performance
of the proposed scheme. Table 2 includes the multiple image
quality metrics to determine the effectiveness of different
image watermarking methods in terms of their impercep-
tibility. The values of these metrics are compared across
multiple techniques, namely Ye and Li [24], Adwan et al.
[9], Moniruzzaman et al. [10], and the Proposed Scheme. The
lower MSE and RMSE values and the higher PSNR, SSIM,
and Q-Index values are indicators of the superior perceptual
quality of an image. It has been determined that among
the evaluated techniques, the proposed scheme consistently
outperforms the other assessed schemes in all metrics. It
repeatedly results in the lowest MSE values for all the test
images, reflecting higher accuracy in watermarked images.
The proposed scheme also emphasizes its potential to reduce
the average difference between the original and watermarked
images by having the lowest RMSE values. Regarding PSNR,
the proposed scheme consistently performs better than the
other techniques, with an average PSNR value of 58.3735 dB.
It can be observed that greater PSNR values are constantly
obtained for all the test images in the dataset by the proposed
Scheme, which implies greater retention of image details and
less quality loss than the other techniques under evaluation.
The higher SSIM results further demonstrate the positive
aspects of the proposed scheme in retaining the image’s
structural information and its capacity to preserve the visual
composition and attributes of the original images. Finally,
the higher values of the perceptual quality metric Q-Index
indicate that the proposed scheme generates watermarked
images with better overall quality.

After accounting for all the given parameters, we can
certainly infer that the proposed scheme demonstrates strong
performance in the grayscale image watermarking process.
It consistently performs better than the other techniques (Ye
and Li [24], Adwan et al. [9], and Moniruzzaman et al. [10])
in terms of lower MSE and RMSE values, and higher PSNR,
SSIM, and Q-Index values thus assuring the superior percep-
tual quality of the watermarked image. The proposed scheme
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CC(OW,EW ) =

∑M
(m=1)

∑N
(n=1)(OW(m,n) −OW )(EW(m,n) − EW ))√

(
∑M

(m=1)

∑N
(n=1)(OW(m,n) −OW )2)(

∑M
(m=1)

∑N
(n=1)(EW(m,n) − EW )2)

(12)

can be seen as a reliable and high perceptual quality approach
for performing digital grayscale image watermarking tasks.

D. ROBUSTNESS ANALYSIS.
This section provides a comprehensive assessment of the
robustness of the proposed scheme when subjected to an
extensive spectrum of deliberate attacks. The proposed wa-
termarking algorithm has undergone a meticulous evaluation
on an extensive dataset comprising 42 diverse test images,
aimed at assessing its robustness against a wide spectrum
of potential attacks, with the evaluation criterion being the
Correlation Coefficient (CC), the Number of Erroneous Bits
(NEB), and the Bit Error Ratio (BER). The consequential
findings, stemming from the execution of multifarious attack
scenarios upon the watermarked images, are comprehen-
sively documented in Tables 3 and 4 for detailed examination
and analysis.

1) Robustness Against Cropping Attacks.
An intentional removal or trimming of portions of a dig-
ital image with the goal of changing its content or con-
text—possibly leading to misinterpretation or removal of
copyright information and watermarks, known as image
cropping attacks. It is a kind of modification that compro-
mises the integrity of an image and can vary in scale and
intent.

Here are the mathematical representations of the cropping
attacks at different segments of the watermarked image I with
dimensions M × N:

The coordinates representing the top-left corner can be
denoted as (xstart, ystart) and the dimensions of the cropping
region as W×H. The cropped image Icrop can be obtained
using Equation (14):

Icrop = I(xstart : W, ystart : H) (14)

The coordinates representing the top-right corner can be
denoted as (xend, ystart) and dimensions as W×H. The
cropped image Icrop crop can be obtained from Equation
(15):

Icrop = I(xend −W + 1 : xend, ystart : H) (15)

The coordinates representing the bottom-left corner can
be denoted as (xstart, yend) and dimensions as W×H. The
cropped image Icrop crop can be derived using Equation (16):

Icrop = I(xstart : W, yend −H + 1 : yend) (16)

For the bottom-right corner, the coordinates can be denoted
as (xend, yend) and the cropped region could be extracted
using Equation (17):

Icrop = I(xend−W +1 : xend, yend−H+1 : yend) (17)

When cropping an image uniformly from all four sides,
we usually specify a rectangular region for extraction. This
rectangle is defined by providing two coordinates: the top-
left corner and the bottom-right corner. Given the top-left
corner’s coordinates as (xstart, ystart), and the bottom-right
corner’s coordinates as (xend, yend), the width of the crop-
ping region is W = xend − xstart + 1, and the height is
H = yend − ystart + 1. The formula to extract the cropped
region is given in the Equation (18):

Icrop = I(xstart : W, ystart : H) (18)

where W > 0 and H > 0.
This analysis aims to evaluate the robustness of a proposed

watermarking technique under various cropping scenarios.
The watermarked images are manipulated by applying dif-
ferent cropping percentages such as 6%, 10%, 20%, and
35% at different segments like top-left, top-right, bottom-
left, bottom-right, center and all the sides of the water-
marked images. The impact of these cropping scenarios
on the extracted watermark quality is assessed, specifically
considering correlation coefficients and bit error ratios. The
analysis, according to Table 3, underscores that the proposed
watermarking technique is highly robust as it maintains a
high correlation coefficient even with substantial cropping.
It also demonstrates that the proposed scheme is effective
at preserving watermark integrity across different cropping
scenarios.

2) Robustness Against Noise Attacks.

A noise attack denotes the unwanted introduction of stochas-
tic perturbations, or "noise," into watermarked images, lead-
ing to a degradation in image fidelity and perceptual acuity.
Noise manifests diversely, manifesting as erratic pixel fluc-
tuations within images, the emergence of granular patterns,
sporadic conspicuous anomalies in luminosity, or the distor-
tion of chromatic properties. The incursion of noise can be
attributed to various sources, encompassing electromagnetic
interference, the propagation of signals with imperfections
or distortions, or the inherent limitations of data acquisition
apparatuses. The watermarked images were subjected to the
addition of Speckle and Salt and pepper noises in order
to assess the proposed watermarking scheme’s robustness
against noise attacks. The salt & pepper noises with varying
noise densities and multiple variances of the speckle noise
were introduced into the watermarked images to evaluate the
proposed approach. Table 4 shows the results for the salt &
pepper noise with noise densities = 0.01 and 0.1 and speckle
noise with variances = 0.01 and 0.1, and the outcomes imply
that the proposed scheme is very robust to these kinds of
attacks.
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The mathematical model that was used for adding ’salt &
pepper’ noise with density "d" to the watermarked images is
described in Equation (19). Let WI be the watermarked image
and NI be the noisy watermarked image. Generate a matrix
P of the same size as WI, where each element is a random
probability value drawn from a standard uniform distribution
on the open interval (0, 1). For each pixel in WI:

• If P (x, y) ∈ (0, d
2 ), set NI(x, y) to 0.

• If P (x, y) ∈ (d2 , d), set NI(x, y) to the highest
possible value within the range of the image’s data type.

• Otherwise, leave NI(x,y) unchanged.
(19)

Speckle noise is often described as a multiplicative phe-
nomenon affecting images. In mathematical terms, it’s repre-
sented by the Equation (20).

NI = WI + n ·WI (20)

where NI denotes the resulting noisy image, WI represents
the original watermarked image, and n stands for the speckle
noise. This noise, characterized by a uniform distribution
with a mean of 0 and a variance σ2, is added to each pixel
in WI.

3) Robustness Against Sharpening Attacks.
The image processing procedure designed to heighten image
acuity and refine its visual details is sharpening. When it
comes to digital image alteration, a "sharpening attack" is
an intentional attempt to utilize image sharpening techniques
to make a watermark on an image less visible or effective.
Such an attack usually aims to hide, modify, or remove a
watermark (such as a logo or copyright notice) that has been
superimposed on an image in order to preserve its ownership
or copyright. Enhancing the contrast and sharpness of the
image might make the watermark less visible or perhaps
unreadable. To determine how robust the proposed strat-
egy is, the impact of sharpening attacks on the extracted
watermark quality is evaluated. We employed the unsharp
masking technique to perform the sharpening attacks on the
watermarked images. The fundamental equation for unsharp
masking is outlined below:

SI = WI + α · (WI −WIblur) (21)

Where WI denotes the input watermarked image and SI
represents the sharpened image, WIblur stands for the image
post-application of a smoothing filter, such as Gaussian blur,
to WI. Additionally, α serves as an amplification factor
regulating the potency of the sharpening impact.

The sharpening attacks of varying strengths, i.e., multiple
values for the amount variable at multiple radii, are applied to
the watermark images. The study based on Table 4 highlights
how robust the suggested watermarking method is since it
keeps a high correlation coefficient even when there is sig-
nificant sharpening. It also shows that the suggested scheme
works well to maintain watermark integrity under various
sharpening conditions.
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E. COMPUTATIONAL TIME ANALYSIS.

Table 5 and Table 6 present a comparative analysis of
embedding and extraction times (in seconds), respectively,
for watermarking methods across different host images and
watermark sizes. Four methods are evaluated with embed-
ding and extraction times provided for two watermark sizes:
64×128 and 128×164 pixels. The analysis reveals significant
variation in embedding and extraction times based on the
method and image characteristics. Notably, the proposed
scheme consistently demonstrates lower outcomes for both
embedding as well as extraction times than other methods
across almost all scenarios listed in the tables. This obser-
vation underscores its remarkable prowess and effectiveness
in the processes of embedding and extracting watermarks
from images, showcasing unmatched performance and effi-
ciency. Factors influencing embedding and extraction times
include algorithm complexity, computational efficiency, and
host image and watermark characteristics. Ultimately, the
choice of watermarking method should consider a balance
between embedding and extraction times, robustness, and
other relevant factors to meet the requirements of the in-
tended application.

Table 7 presents detailed data on key generation times (in
seconds) for various watermarking methods across different
host images and watermark sizes. The proposed scheme
consistently exhibits notably longer key generation times
compared to other methods, particularly for larger host image
sizes and watermark dimensions. This extended duration
results from a careful and thorough approach taken during the
key generation process aimed at enhancing the security of the
watermarking system. The scheme invests more time and ef-
fort into generating keys with a high level of complexity and
randomness, making them more resistant to various attacks
and unauthorized access. Despite the longer key generation
times, the proposed scheme offers heightened security bene-
fits due to the thoroughness of its CA key generation process.
However, the trade-off between longer key generation times
and enhanced security should be carefully weighed against
the requirements of specific applications.

This prolonged duration is also attributable to our system
being implemented on a sequential architecture which means
that the parallelism property of CA is not being taken ad-
vantage of at all. Incorporating CAD systems for concurrent
implementation [53] to leverage the parallelism property of
cellular automata presents a promising solution to mitigate
the longer time required for key generation in our system. By
harnessing the computational power of parallel processing,
we can distribute the workload across multiple computing
units, thereby accelerating the key generation process. This
optimization not only addresses the current bottleneck but
also enhances the efficiency and scalability of our system.
Leveraging CAD systems for key generation underscores
our commitment to optimizing performance while ensuring
robust security measures.

VI. CONCLUSION AND FUTURE WORK
Cellular automata (CA) are a notable and sophisticated model
that has shown considerable potential in improving the se-
curity and reliability of digital assets when it comes to
digital image watermarking. CA-based watermarking tech-
niques have demonstrated several impressive qualities, such
as robustness to frequent attacks, the embedded watermarks’
imperceptibility, and effective data embedding in images.
Through this research, we have explored a CA-based wa-
termarking strategy governed by Rule 30, which demon-
strated its efficacy in protecting digital images against unau-
thorized use, unauthorized modification, and infringement
on intellectual property. The experimental outcomes across
a diverse range of standardized attack scenarios establish
the ascendancy of the proposed algorithm over competing
methodologies in the field of image watermarking.

Even if there have been a lot of noteworthy advances in
the field of CA-based digital image watermarking, there are
still a lot of uncharted territories that want more research and
development. Fortifying CA-based watermarking approaches
against a larger range of threats should be the primary focus
of future research endeavors. Making these techniques more
resistant to a wider range of attacks, such as geometric trans-
formations, compression-induced distortions, and complex
signal processing techniques, may involve discovering more
complex rule sets and carefully integrating machine learning
paradigms. The security component must be given prominent
attention. The vulnerability of spatial domain watermark-
ing techniques to complex and advanced attacks should be
thoroughly examined in future investigations. One of the
key goals is to maximize the watermarking capacity while
preserving the image’s visual quality. Subsequent research
endeavors may explore and develop algorithms that augment
data-hiding efficacy, guaranteeing that watermarks remain
undetectable while concurrently optimizing the amount of
information that may be incorporated. A promising direction
for future research is to modify CA-based watermarking
techniques for real-time use. This could apply to the wa-
termarking of videos or the protection of streaming media,
where quick data processing is critical. Meanwhile, one
of our future plans is to consider modern deep-learning
techniques [54] that have revolutionized the field of digi-
tal image watermarking, offering new possibilities for ro-
bust and imperceptible watermark embedding and extraction.
Deep learning models, such as convolutional neural networks
(CNNs), can learn complex representations and patterns from
large amounts of image data, enabling them to effectively
encode and decode watermarks in images.

To sum up, the integration of cellular automata with digital
image watermarking has shown considerable potential and
cracked the gate to further study and development. Dedicated
efforts in this area have the potential to offer safe and effec-
tive ways to protect digital assets in an increasingly digital
environment as the digital world grows and develops over
time.
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TABLE 5: Embedding Time in Seconds of Watermarking Methods for Different Host Images and Watermarks

Host Image
Grayscale (8
bits/pixel)

Host Image
Size
(pixels)

Watermark Size (64×128) Watermark Size (128×164)

Ye and Li
[24]

Adwan et
al. [9]

Moniruzzaman
et al. [10]

Proposed
Scheme.

Ye and Li
[24]

Adwan et
al. [9]

Moniruzzaman
et al. [10]

Proposed
Scheme.

onion 198×135 0.159809 0.036489 N/A 0.025728 0.128354 0.107455 N/A 0.030702
House 256×256 0.124157 0.072592 0.899457 0.020502 0.123899 0.088318 0.730469 0.036032
Splash 512×512 0.632889 0.038331 2.915754 0.033725 0.559585 0.052262 2.582008 0.039807
Pentagon 1024×1024 1.300323 0.087177 10.707748 0.021180 1.323873 0.099821 10.901481 0.037367

TABLE 6: Extraction Time in Seconds of Watermarking Methods for Different Host Images and Watermarks

Host Image
Grayscale (8
bits/pixel)

Host Image
Size
(pixels)

Watermark Size (64×128) Watermark Size (128× 164)

Ye and Li
[24]

Adwan et
al. [9]

Moniruzzaman
et al. [10]

Proposed
Scheme.

Ye and Li
[24]

Adwan et
al. [9]

Moniruzzaman
et al. [10]

Proposed
Scheme.

onion 198×135 0.018147 0.041306 N/A 0.031554 0.060712 0.078757 N/A 0.02669
House 256×256 0.032714 0.055386 0.657102 0.032163 0.052649 0.091742 0.653864 0.041124
Splash 512×512 0.124647 0.069233 2.505042 0.035088 0.108714 0.118865 2.357764 0.028482
Pentagon 1024×1024 0.28955 0.036978 11.034892 0.026006 0.318926 0.070721 11.237124 0.056624

TABLE 7: Key Generation Time in Seconds of Watermarking Methods for Different Host Images and Watermarks

Host Image
Grayscale (8
bits/pixel)

Host Image
Size
(pixels)

Watermark Size (64×128) Watermark Size (128× 164)

Ye and Li
[24]

Adwan et
al. [9]

Moniruzzaman
et al. [10]

Proposed
Scheme.

Ye and Li
[24]

Adwan et
al. [9]

Moniruzzaman
et al. [10]

Proposed
Scheme.

onion 198×135 0.052517 0.140891 N/A 109.8306 0.125685 0.376386 N/A 244.3651
House 256×256 0.074302 0.105079 1.031523 121.8449 0.084188 0.220986 0.704578 257.2078
Splash 512×512 0.380358 0.200555 3.06983 126.5283 0.231141 0.340498 2.750723 225.1555
Pentagon 1024×1024 2.42462 0.241485 11.469756 159.2139 3.140535 0.288682 11.853642 207.0514
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