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Abstract 

Explainable AI (XAI) seeks to transform black-box algorithmic processes into 
transparent ones, enhancing trust in AI applications across various sectors such as 
education. This review aims to examine the various definitions of XAI within the 
literature and explore the challenges of XAI in education. Our goal is to shed light on how 
XAI can contribute to enhancing the educational field. This systematic review, utilising 
the PRISMA method for rigorous and transparent research, identified 19 relevant studies. 
Our findings reveal 15 definitions and 62 challenges. These challenges are categorised 
using thematic analysis into seven groups: explainability, ethical, technical, human-
computer interaction (HCI), trustworthiness, policy and guideline, and others, thereby 
deepening our understanding of the implications of XAI in education. Our analysis 
highlights the absence of standardised definitions for XAI, leading to confusion, especially 
because definitions concerning ethics, trustworthiness, technicalities, and explainability 
tend to overlap and vary.  

Keywords:  Explainable AI, Education, Definitions, Explainability, Trustworthy 
 

Introduction  

Artificial Intelligence (AI) is transforming many tasks across various sectors, including finance, healthcare, 
and education. Although AI-driven systems have grown increasingly sophisticated and effective in making 
decisions (Kaur et al., 2022), the results produced by them are difficult to trust because of their opaque, 
black-box characteristics (Ali et al., 2023; Rachha & Seyam, 2023). There are ethical considerations and 
concerns about algorithmic fairness that need to be addressed to ensure that AI decisions do not have a bias 
or discriminate against certain groups of users.  

Explainable AI (XAI) has emerged as a crucial development for overcoming these challenges. XAI aims to 
uncover the vagueness of AI's decision-making processes by offering insights (clarity) into how AI systems 
reach their conclusions (Galhotra et al., 2021; Rai, 2020). The process of making AI more transparent seeks 
to build trust, facilitate a deeper understanding of AI operations and improve confidence in these systems 
(Hanif et al., 2021; Hasib et al., 2022). In the context of education, it is important to ensure that AI-driven 
systems maintain high standards to protect end-user’s privacy and offer the decisions and outcomes 
expected in order to adapt and trust the results of these systems. 

This review selects the recent research studies on XAI in education using Preferred Reporting Items for 
Systematic Reviews and Meta-Analyses (PRISMA) methodology, as well as identifies the definitions and 
major challenges within the field. The methodology section shows the eligibility criteria, and the selection 
process used to select the papers that have been used in this review. In addition, the result section shows 
the findings from the selected papers, with the different definitions of XAI retrieved from those papers and 
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the challenges mentioned. We also used thematic analysis to classify the identified challenges into several 
categories. The discussion section presents the connection between each category of the challenges. Finally, 
we conclude this review with some suggestions for the research agenda for the future. 

Methodology 

The procedure for identifying relevant scientific literature adhered to the PRISMA guidelines for systematic 
literature reviews, as recommended by Page et al. (2021). This approach was customised to filter the 
eligibility criteria, search strategy, and paper selection process required for this topic. Initially, we embarked 
on two key tasks: delineating the various definitions and identifying the challenges linked to XAI. The 
review's eligibility criteria were strictly applied, specifying the inclusion and exclusion of publications. We 
also used the thematic analysis proposed by (Braun & Clarke, 2012) to categorise the challenges mentioned 
in the chosen articles. The thematic approach ensures that the classification builds on a scientific basis. 

Eligibility Criteria 

This study employed specific inclusion and exclusion criteria to ensure the quality and relevance of the 
literature. Included in the publications were journal articles and conference papers published in English 
between 2020 and August 2023. Eligible study designs encompassed primary research using quantitative, 
qualitative, mixed-methods, case study, or experimental designs that specifically investigated the 
application of XAI within an educational context. Publications were excluded if they were books, book 
chapters, notes, ebooks, video conferences, theses, non-peer-reviewed publications, or any other irrelevant 
works. Additionally, any publication not in English or lacking a direct focus on the intersection of XAI or 
education was omitted from this review. 

Search Strategy 

A systematic search strategy was implemented to identify relevant publications across three major academic 
databases: IEEE, Scopus, and ACM. The search spanned publications from 1 January 2020 to August 2023, 
when this research was conducted. Specific search terms were employed, including combinations of 
explainable AI, XAI, education pedagogy, learning, teaching, and assessment. 

 

Figure 1. PRISMA methodology for the systematic review. 
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Selection Process 

The selection process for the systematic review was organised and executed in several phases to ensure the 
precision and relevance of the selected studies. Initially, the process began with an extensive screening of 
titles and abstracts from a preliminary retrieval of 2,690 studies that potentially met this review's objectives 
without delving into the full texts. 

Subsequently, a Python script was utilised to enhance the search, specifically targeting the titles containing 
XAI and education. This script filtered out publications by identifying titles containing key terms such as 
'Explainable' or 'XAI,' which resulted in the exclusion of 2,473 titles, thereby refining the selection of 
relevant studies. 

The filtering process then proceeded to a thorough review of the 236 remaining abstracts. The objective was 
to confirm that the abstracts contained the designated keywords (XAI, Explainable) and incorporated terms 
pertinent to the educational context. This stage was critical to ensure that the selection of studies matched 
the review's thematic emphasis on the implementation of XAI in educational environments, leading to the 
exclusion of 189 articles. 

Next, in the screening stage, all full text of the remaining 28 articles were read and examined. During this 
process, a number of studies were excluded based on the aforementioned criteria. Specifically, seven studies 
were excluded for not being related to education and two for lacking relevance to XAI and education. This 
exclusion phase was instrumental in ensuring that only studies with direct relevance to the research were 
considered. 

Finally, full-text copies of 19 articles were obtained for an in-depth evaluation, representing a 
comprehensive and systematic selection process. 

Categorisation Process 

In line with the research objective, we categorised challenges associated with XAI within 19 articles. This 
process is divided into six phases as outlined by (Braun & Clarke, 2006, 2012): 1) familiarisation with the 
data, 2) generating initial codes, 3) generating themes, 4) reviewing potential themes, 5) naming themes, 
and 6) producing the report. 

 

 

 

Figure 2. Year-wise analysis of the 
reviewed publications. 

 Figure 3. A bar chart shows the 
methodologies used in the reviewed papers. 

Results 

Initially, we present the type of methodologies, the year of publications, and the topics covered in the 
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This review thoroughly analysed scholarly works related to the use of XAI within the education sector. Our 
comprehensive review identified 19 articles focusing on XAI in education and showcasing a variety of 
research methods. A year-by-year breakdown of these studies is presented in Figure 2, starting with four 
publications in 2021, increasing to six in 2022, and nine studies until Aug 2023. Figure 3 shows the 
methodologies used, with experimental as the predominant one with 10 studies. 

XAI Definitions 

By reviewing existing literature, we collated various XAI definitions to pinpoint similarities and differences. 
15 distinct definitions of XAI are shown in Table 1 below:   

No XAI Definition Source 

1 methods that produce transparent explanations and reasons for AI systems' decisions, to 
increase trust and promote accountability and ethics in using AI. 

 (Khosravi et al., 
2022) 

2 a field of research focused on machine learning models that can provide clear and 
interpretable explanations of their decisions and predictions. 

 (Nagy & 
Molontay, 2023) 

3 methods and techniques in the application of AI such that human experts can understand 
the results of the solution. 

 (Farrow, 2023) 

4 the ability of machines to explain their decisions and actions in a way that humans can 
understand. 

 (Cortiñas-
Lorenzo & Lacey, 
2023) 

5 the set of methods and techniques in the application of AI such that the results of the 
solution can be understood by human experts. 

 (Fiok et al., 2022) 

6 the set of tools and techniques used to make the decision-making process of machine 
learning models more transparent and interpretable. 

 (Kar et al., 2023) 

7 a group of techniques and methods that aim to provide transparency and interpretability 
to AI models and their decision-making processes. 

 (Jang et al., 2022) 

8 the ability of an AI system to provide clear and transparent explanations for its decision-
making processes, which is crucial for building trust and accountability. 

 (Rachha & Seyam, 
2023) 

9 a movement, initiatives, and actions addressing AI transparency and trust.  (Embarak, 2022) 

10 a set of techniques and methods in applying AI technology such that human experts can 
understand the results of the solution. 

 (Hanif et al., 
2021) 

11 a type of AI that is designed to be more transparent and understandable.  (Kobusingye et 
al., 2023) 

12 the development of AI systems and models that can provide understandable descriptions 
of their decision-making strategies. 

 (Long et al., 2023) 

13 an approach to developing AI models that humans can easily understand and interpret.  (Hasib et al., 
2022) 

14 a technique used to analyze the learning process of an individual student, evaluate 
important factors that affect learning effectiveness, and derive decision rules to predict 
student learning outcomes. 

 (Chou, 2021) 

15 AI systems and algorithms that are transparent, interpretable, and able to provide 
explanations for their decisions and actions. 

 (Arnold et al., 
2022) 

Table 1. XAI Definitions 

Figure 4 displays a word cloud of the most used words in these definitions, illustrating the essence of XAI 
in the selected articles. 
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Figure 4. Word cloud of the XAI definitions. 

Challenges 

In this review, a total of 62 challenges are discussed. These challenges are categorised based on the thematic 
analysis proposed by (Braun & Clarke, 2012), which follows six phases. We constructed a classification 
system based on the types of challenges identified. 

The first phase involved familiarising ourselves with the relevant data by thoroughly examining selected 
publications to grasp their context and relevance to research objectives. Subsequently, we extracted 
challenges related to XAI in education from these articles and organised them into a table to discern 
thematic characteristics for further analysis. 

In the second phase, we assigned initial codes to each challenge using a labelling system denoted as "CH#" 
we re-arranged them by looking at the similar meanings they portray. This coding helped us identify 
patterns and potential categorisation from the selected publications, with specific keywords emerging 
consistently across different challenges, highlighting their potential unifying themes. This step is vital for 
building the base of the thematic approach (Byrne, 2022). 

The third phase is to create a theme that is meaningful to classify the challenges into specific categories by 
analysing patterns and keywords repeated across the selected papers. Identifying and grouping these 
keywords form cohesive themes to categorise the challenges. We labelled these repeated terminologies as 
"Keywords," this approach allowed us to conceptualise the data meaningfully, confirming the importance 
of these keywords in clustering the challenges under specific categories. 

The fourth phase entailed a detailed analysis of each challenge to determine its alignment with the 
established themes and attribute it to one or more categories based on this thematic approach we created 
in the previous step. Challenges that did not fit any theme—such as those calling for further research or 
highlighting the costs of developing XAI systems—were classified under "Other". These represent a variety 
of challenges that did not consistently appear across the literature. 

The fifth phase is to name the themes by grouping the keywords used to attribute the challenges into a 
specific category. We named the categories after reviewing multiple publications that discuss the XAI 
challenges and found the proper names for each category: Kamath and Liu (2021) decompose the 
explainability (CH1) into sub-principles centred on the nature of explanations themselves, including 
understandability, comprehensibility, interpretability, and transparency. Furthermore, the ethical (CH2) 
considerations in XAI are based on eight principles: accountability, responsibility, transparency, fidelity, 
bias, causality, fairness, and safety (Hanif et al., 2021). 

The technical (CH3) challenges are classified based on the keywords related to the models, algorithms, and 
features, to name a few. These terms represent the technical aspect of the XAI, as guided by Futia and Vetrò 
(2020). They claimed that the technical challenges in XAI include developing approaches usable for non-
experts, manipulating the recursive algorithms underlying deep learning models, and lacking insights into 
the internal working models of these models. 
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Moreover, the Human-Computer-Interaction (CH4) focuses on the stakeholders and their relationship with 
the systems. Khosravi et al. (2022) outlined three key objectives of HCI in education that professionals and 
AI developers can collaborate to achieve: developing user-centred interfaces, fostering the creation of 
explainable algorithms, and integrating user participation into the design process. Based on these 
objectives, we categorised certain challenges into HCI (CH4). While HCI plays a crucial role in a 
development phase, its focus on the user experience might lead to it being perceived as less technically 
relevant and, therefore, being isolated from core technical considerations (CH3). Next, trustworthy (CH5) 
concerns are classified based on accuracy, transparency, reliability, privacy, robustness, safety, security, 
mitigating bias, fairness, and accountability (Phillips et al., 2021). 

Finally, we attribute any challenge that is associated with 'strategy', 'policy', 'standard', 'framework', etc., to 
the policy and guideline (CH6) category. The policies and guidelines organise and ensure the AI systems 
comply with all relevant requirements in relevant domains they adopt; it makes the AI-driven systems 
ethical, tends to provide transparent and highly accurate explanations, ensures it is developed in a safe and 
secure environment and is user-friendly. Table 2 shows random examples of the challenges we collected 
and used when applying the thematic approach. 

XAI Challenge C
H

1 

C
H

2 

C
H

3 

C
H

4 

C
H

5 

C
H

6 

C
H

7 

source 

There are no standardized methods for 
addressing explainability. 

✓ 
    

✓ 
 

 (Hasib et al., 
2022) 

Ensuring that AI models are aligned with 
educational standards and ethical 
considerations and how to balance it 
benefits especially about data privacy and 
security. 

 
✓ ✓ 

 
✓ ✓ 

 
 (Khosravi et 
al., 2022) 

An XAI model's limitations include 
limited scope, generalization, complexity, 
computational resource requirements, 
and reliability. 

✓ ✓ ✓   
  

 (Melo et al., 
2022) 

The potential for prediction bias or 
inaccuracy if the data sets used to train 
the AI models are biased or incomplete. 

 
✓ ✓ 

 
✓ 

  
 (Ghosh et 
al., 2023) 

The trade-off between model accuracy 
and interpretability could be influenced 
by different factors, such as the type of 
learning data and the complexity of the 
problem. 

✓ 
   

✓ 
  

 (Chou, 2021) 

There are no designing AI systems that 
are transparent, explainable, and 
accessible for non-expert users. 

✓ ✓ 
 

✓ ✓ 
  

 (Long et al., 
2023) 

Identifying … relevant set of features that 
are meaningful to individuals … 

  
✓ ✓ 

   
 (Kar et al., 
2023) 

The development and deployment of AI 
in education can be expensive for 
educational institutions, impeding its 
widespread adoption. 

      ✓  (Rachha & 
Seyam, 
2023) 

Table 2: Example of Random Sample (Challenges and the Categorisation Attribution) 
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The result of this thematic approach can conclude that the challenges associated with Explainability 
(labelled as CH1) and ethical consideration (CH2) are most discussed, with a frequency of 23 and 20 times, 
respectively, in the selected papers. The key concepts within CH1 include explanatory capacity, complexity, 
interpretability, explanation, understandability, meaningfulness, and transparency. The CH2 involves 
critical issues such as bias, privacy, ethical considerations, discrimination, reliability, fairness, and 
accountability. Next, technical challenges (CH3) were discussed, with 19 instances that revolved around 
security, data quality, computational resource requirements, models, feature selection, and factor-based 
features. This category deals with the underlying technical aspects that support AI systems. In this 
sequential rank, Human-Computer Interaction (HCI), denoted as (CH4), appears 17 times concerning user 
interface design, stakeholders, users, socio-technical systems, and human factors. This category emphasises 
designing interfaces and interactions that accommodate human needs and behaviours, facilitating effective 
communication between AI systems and their users. 

Explainability (CH1) 

Many algorithms are black-box models, and it is difficult to explain or interpret their results, especially for 
educational stakeholders like decision-makers and educators (Ghosh et al., 2023; Hanif et al., 2021).  

One of the major challenges in the field of XAI is balancing explanatory fidelity and complexity (Wang et 
al., 2021). If the explanation is simplified for end-users, less information provided for this purpose may 
mislead the system's decision-making process. Also, the complexity may increase due to the multi-
disciplinary teams involved in the development process (Kar et al., 2023), which is a challenge to balance 
between the complexity and the system explanations (Chou, 2021). Addressing model complexity and 
mitigating risks associated with misinterpretation (Fiok et al., 2022) are also critical explainability 
challenges. 

 

Another significant issue is the trade-off between model transparency, interpretability, and accuracy (Chou 
et al., 2022; Fiok et al., 2022; Hasib et al., 2022), and there is a need to find a balance among them (Kar et 
al., 2023). In some cases, more complex models may be necessary to achieve higher accuracy, but these 
models are often less interpretable (Hasib et al., 2022). Khosravi et al. (2022) claim that complexity leads 
to issues of transparency, accountability, and trust. Preserving key information in the explanations is 

Code Category Count Keywords  Source 

CH1 Explainability 23 
Explanatory, complexity, interpretable, 
explanation, understandability, 
meaningful, transparency 

 (Kamath & Liu, 2021) 
(Wang et al., 2021) 

CH2 Ethical 20 
Bias, privacy, transparency, ethical, 
discrimination, reliability, fairness, 
accountability 

 (Hanif et al., 2021) 
(Arnold et al., 2022) 

CH3 Technical 19 
Security, data quality, computational 
resource requirements, models, Feature 
selection, factor-based, features 

 (Futia & Vetrò, 2020) 
(Rachha & Seyam, 
2023)  
(Chou, 2021) 

HC4 HCI 17 User interface, stakeholders, users, 
socio-technical, human 

 (Khosravi et al., 2022) 
(Fiok et al., 2022) 

CH5 Trustworthy 13 trust, inequalities, inaccuracy, coherent, 
faithful, transparency 

 (Phillips et al., 2021) 
(Khosravi et al., 2022) 

CH6 Policy and 
Guideline 9 strategies, policy, standards, 

standardized, framework, Guidelines 

 (Melo et al., 2022) 
(Rachha & Seyam, 
2023) 

CH7 Other 4   

Table 3. Categorisation of Challenges Faced in XAI for Education. 
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important to help users understand the relationship between inputs and outputs. Developing methods that 
can generate meaningful and helpful explanations for users in different contexts (Cortiñas-Lorenzo & 
Lacey, 2023) are also included in explainability challenges 

Ethical (CH2) 

As AI technology is relatively new, balancing the benefits of AI models with ethical considerations, 
particularly in terms of data privacy and security, presents a significant challenge (Khosravi et al., 2022). 
The use of AI in education raises ethical concerns, particularly regarding data privacy, bias, and algorithmic 
fairness (Rachha & Seyam, 2023). Ensuring the preservation of student privacy and data security while 
employing AI-driven systems in education is crucial (Jang et al., 2022), along with ensuring that XAI 
systems do not contribute to social or economic inequality and that decisions made by these systems do not 
violate ethical norms or harm individuals or society (Arnold et al., 2022). 

Another major ethical concern is the identification and mitigation of biases in model and feature selection, 
which stem from hidden assumptions within AI (Wang et al., 2021). These biases might arise during the 
data collection process or from the foundational assumptions of the AI models themselves (Khosravi et al., 
2022). Additionally, even if an AI model is explainable, biases or inaccuracies may still occur due to the 
datasets used in training (Ghosh et al., 2023; Hasib et al., 2022). 

Ensuring that AI models adhere to educational standards and ethical norms is imperative. Nagy and 
Molontay (2023) highlight that privacy concerns also extend to collecting and analysing sensitive student 
data, which must be handled with the utmost care. They also emphasise that personalised interventions 
must be implemented equitably to prevent exacerbating existing inequalities. 

Technical (CH3) 

Implementing AI models in the education sector requires significant technical expertise in Machine 
Learning (ML), often beyond the resources available within many educational institutions (Rachha & 
Seyam, 2023). The integration of multiple models presents challenges for educators who are unfamiliar 
with data mining and ML techniques, potentially necessitating additional resources and expertise (Chou, 
2021). Additionally, the task of selecting and preparing appropriate learning data for model training 
involves domain-specific knowledge, which can be particularly challenging as it requires understanding 
both educational contexts and technical data handling (Hasib et al., 2022). 

Maintaining data quality and accurately identifying critical variables are significant technical hurdles 
exacerbated by the growing volume of educational data (Khosravi et al., 2022). Furthermore, determining 
which factor-based models are most effective for specific educational contexts and selecting practical 
features to identify students at risk of underperformance accurately pose additional challenges (Jang et al., 
2022). Notably, poor data quality can lead to inaccurate predictions, thus undermining the effectiveness of 
AI in educational settings (Rachha & Seyam, 2023). 

Human-Computer Interaction (HCI) (CH4) 

Artificial intelligence in education (AIED) systems are socio-technical, merging both technical and social 
components, which could lead to unintended consequences (Farrow, 2023). Over-reliance on these 
technologies may diminish the role of human teachers, potentially leading to a less personalised and more 
standardised educational experience (Ghosh et al., 2023). It is crucial for educators to cautiously interpret 
the system's predictions, considering additional factors that might affect student performance (Jang et al., 
2022). 

To facilitate the effective use of XAI systems, it is imperative to develop user interfaces that are intuitive 
and accessible to all users, including non-technical stakeholders such as teachers, students, and 
administrators (Arnold et al., 2022; Khosravi et al., 2022). Creating these interfaces involves not only 
providing clear explanations and actionable guidance but also ensuring that they support easy and efficient 
interactions between users and AI systems (Fiok et al., 2022; Wang et al., 2021). Addressing these HCI 
challenges is essential for integrating AI effectively into educational contexts. 
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Trustworthy (CH5) 

Transparency and explainability, biases and discrimination, privacy and security, and the potential impact 
of AIED on human agency, autonomy, and responsibility (Farrow, 2023) are significant challenges in 
developing trustworthy AI systems. Assessing the trade-off between accuracy and transparency or 
explanation quality (Fiok et al., 2022) is another challenge in this domain. 

The need to balance the interpretability and accuracy of the model (Kar et al., 2023) is a crucial challenge 
in developing trustworthy and ethical AI systems. Ethical concerns related to student privacy and data 
security need to be ensured (Jang et al., 2022) while ensuring that the training data used to build the model 
is diverse and representative, which can help improve the accuracy and bias of the AI model (Hasib et al., 
2022). 

Policy and Guideline (CH6) 

Challenges in policy and guideline formulation within the context of XAI in education include the lack of 
standardised methods to evaluate, explore, and compare multimodal datasets (Cortiñas-Lorenzo & Lacey, 
2023). Additionally, comprehensive frameworks are absent to assess AI literacy and address the ethical and 
policy issues that emerge with AI integration (Long et al., 2023). Ensuring that AI models comply with 
educational standards and ethical considerations presents another significant challenge (Khosravi et al., 
2022). 

There is also a pressing need to establish guidelines for educational interventions that are based on online 
behaviours and to provide a comprehensive evaluation across various educational stakeholders, privacy and 
security concerns, technical challenges related to seamlessly integrating the different technologies and the 
legal and ethical implications (Embarak, 2022; Jang et al., 2022). The lack of uniform standards 
complicates the integration of AI technologies into education, as it hinders interoperability and 
compatibility across different educational systems (Rachha & Seyam, 2023). Specific domains, such as 
addressing student dropouts, Melo et al. (2022) highlight the development of effective prevention strategies 
as a crucial challenge. These strategies must account for the lack of specific data, policy variations, and the 
necessity to address multiple factors with tailored actions. 

Other Challenges (CH7) 

The adoption of XAI in education faces significant hurdles, primarily due to the resources required. 
Developing and deploying AI technologies in educational settings is not only time-consuming but also 
costly. Institutions must contend with the expense of producing thousands of instance labels—a tedious and 
costly process—and the broader costs of AI implementation, which may hinder its widespread adoption 
(Ghai et al., 2021; Rachha & Seyam, 2023). 

Additionally, effective use of AI requires substantial expertise in ML and AI. This expertise is often 
segmented; for instance, the integration of human knowledge inputs is typically isolated from other parts 
of ML development, requiring iterative and asynchronous coordination with data scientists who act as 
mediators (Ghai et al., 2021). Another significant challenge lies in tailoring educational interventions. 
Identifying and implementing the most effective type of intervention for individual students consistently 
across various educational contexts remains a complex issue (Nagy & Molontay, 2023). Moreover, as XAI 
is a relatively new and continually evolving field, there is a pressing need for further research and 
development to explore its practical applications and integration into real-world educational systems (Kar 
et al., 2023). 

Discussion 

XAI seeks to remove the opaque workings of algorithmic models, fostering trust in their decision-making 
processes. However, XAI contains a multifaceted set of components, making it challenging to prioritise one 
over others. As shown in the Venn diagram below, the intersection between these components presents not 
only how they are interlinked with each other but also indicates how policies and guidelines cover all of 
them for a trustable AI-driven system. 
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Figure 4. The Venn diagram shows the intersection between the different XAI 
components.  

XAI definitions 

The diversity in definitions of XAI highlighted by various researchers underscores the complexity and 
richness of the field. For instance, some researchers focus primarily on the methods, tools and techniques 
that reveal the opaque AI algorithm. This perspective, as noted (Chou, 2021; Farrow, 2023; Fiok et al., 2022; 
Hanif et al., 2021; Jang et al., 2022; Khosravi et al., 2022), emphasises the technical aspect of making AI 
decisions understandable to humans. Also, Kar et al. (2023) describe XAI as a set of tools that reflect a 
practical approach, focusing on the tangible means through which transparency and interpretability can be 
achieved. This pragmatic perspective aligns well with the operational needs of developers and end-users 
who require tools that can be directly applied to enhance the transparency of AI systems. The word cloud 
in Figure 4, emphasising terms such as "decision," "technique," and "methods," visually underlines these 
common themes. 

In contrast, another group of researchers, including Arnold et al. (2022) and Cortiñas-Lorenzo and Lacey 
(2023), conceptualise XAI through the lens of the AI system’s inherent capabilities to produce explanations 
that are not just interpretable but also transparent. This suggests a shift from only understanding outputs 
post-hoc to designing systems that inherently operate in a comprehensible manner but understandable. 
Further, the definitions by Hasib et al. (2022), Kobusingye et al. (2023), and Long et al. (2023) point 
towards the development and design of AI systems with built-in transparency. This approach not only 
facilitates comprehension but also fosters trust and accountability in AI operations, which necessitates 
systems that individuals can trust and understand on a fundamental level. 

In contrast, some definitions extend beyond the operational and technical aspects of XAI to consider its 
broader impacts and implications. For example, Nagy and Molontay (2023) and Embarak (2022) frame 
XAI as a field of research and a movement aimed at fostering ethical practices and ensuring the responsible 
use of AI. This broader view emphasises the societal and ethical dimensions of XAI, including governance, 
policy-making, and public trust. In synthesising these views, it is evident that while the core objectives of 
transparency and interpretability are widely recognised, the means of achieving these objectives and the 
emphasis on different aspects of the AI systems vary. 
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Explainability and Interpretability 

Explainability is the heart of the XAI because it is the way that it is used to achieve its goals. Explainability 
refers to the ability to understand and present the reasons behind an AI model's decisions or predictions in 
a way that is understandable to humans. Another definition is the ability to explain the entire process of a 
model from input to output, and it fixes the black-box issue and makes models transparent (Onose, 2023). 
However, if the explanations are not transparent or understandable, this might raise a problem in achieving 
the goal of the XAI. In addition, the inability to fully explain the performance of state-of-the-art ML 
algorithms highlights a knowledge gap between research and practical applications; this gap impedes the 
understanding of complex relationships that AI uncovers, relationships that often surpass the limits of 
human reasoning (Arrieta et al., 2020). The term explainability contains multiple concepts connected in 
order to provide valid explanations. The main concepts include but are not limited to interpretability, 
complexity, and transparency. 

Interpretability is another factor that could affect the model's explainability. However, there is a slight 
difference between the meaning of explainability and interpretability. Interpretability is the ability to 
explain a system's results; then, we can evaluate whether these results are reasonable in light of the auxiliary 
criteria for the context (Doshi-Velez & Kim, 2017). This assumes that the explanations are provided in 
understandable terms and do not need further explanations (Guidotti et al., 2018). Interpretability also 
ensures AI systems are trustworthy by facilitating regulatory compliance and exposing potential biases or 
shortcomings that could lead to discriminatory or erroneous outputs (Arrieta et al., 2020). 

Both explainability and interpretability must be utilised to deliver meaningful results that are easy for the 
end user to understand. If the stakeholder meaningfully comprehends the results provided by XAI, the 
system's trustworthiness will increase. By developing more transparent and comprehensible models, XAI 
techniques enable one to comprehend the reasoning behind an AI system's decision-making process (Hanif 
et al., 2021). Also, it aims to create models that are more transparent and understandable while still 
achieving a high standard of learning or performance (Farrow, 2023). Vary techniques are used to achieve 
the goals of XAI based on the end-user requirements. Each one has its own way of explaining the ML 
models. 

In addition, complexity is another factor that can prevent the explanations from being delivered clearly to 
the audience. It is the inability to offer a complete comprehension of the AI system's general operation and 
decision-making process (Rachha & Seyam, 2023). Especially if the audience is ordinary people who are 
not experts in data science or algorithms and the explanations are a bunch of numbers and indicators that 
would make the explanations useless due to the audience’s less experience in understanding the results. 

Moreover, transparency represents the intrinsic interpretability of a model, whereas understandability 
quantifies the extent to which a human can comprehend a model's decision-making process (Arrieta et al., 
2020). XAI provides descriptive explanations, which lead to the transparency that could be provided by the 
technical team (McDermid et al., 2021). Explainability, interpretability, and complexity are connected to 
ensure that the XAI provides the proper explanations in a convenient way that suits the target audience to 
achieve trustworthiness. 

Trustworthy 

Trustworthiness is considered a requirement for applying and developing AI systems to be used by people 
and communities (European Commission, 2019). Trust is the conviction that everything people place their 
confidence in will not damage them in any way (Chamola et al., 2023). Trusted systems mean that the 
system achieves multiple requirements. European Commission (2019) outlined guidelines consisting of 
seven technical requirements and three components for trustworthy AI systems. Seven technical 
requirements: a) Human agency and oversight; b) Technical robustness and safety; c) Privacy and data 
governance; d) Transparency; e) Diversity, non-discrimination, and fairness; f) Societal and environmental 
well-being; and g) Accountability. Three components: a) lawful, b) ethical and c) robust. 

Trustworthiness is a challenging concept that requires multiple skills to ensure the AI system obeys the 
regulations and follows the guides to ensure the system provides the highest degree of accuracy and 
accountability to the end user. It requires multiple levels of design and development, including audibility, 
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minimisation and reporting of negative impact, trade-offs, and redress. The meaning of trustworthiness for 
XAI is to utilise trustworthiness to provide trustful, complete, and transparent explanations. 

Ethical 

The ethical considerations represent a challenge to those who use and develop AI systems. Ethical AI 
systems are developed by prioritising fairness, accountability, transparency, privacy, accessibility, and 
human well-being. Also, they avoid bias and complexity with an emphasis on saving users’ rights. Ethical 
AI refers to developing, deploying, and applying AI that ensures conformity with ethical norms, such as 
fundamental rights, special moral entitlements, ethical principles, and related core values for achieving a 
trustworthy AI (European Commission, 2019). Utilising AI in education presents ethical issues, especially 
regarding data privacy, bias, and algorithmic fairness (Rachha & Seyam, 2023). It can be noticed that 
transparency is a common concept between the ethical and explainability categories. 

Bias and discrimination in AI systems are ethical issues, and they pose risks that might result in inaccurate 
results and lead to poor decisions. It usually results from the data on which the system is trained. Biases 
may arise from errors in the data collection process or from the underlying assumptions of AI models 
(Khosravi et al., 2022). Although the bias could have occurred unintentionally, there is a tendency to harm 
and damage the reputation of stakeholders (Roselli et al., 2019). In addition, without sufficient attention to 
ethical considerations and openness, artificial intelligence has the potential to replicate existing patterns of 
social inequity, technical bias, and discriminatory views (Wang et al., 2023). One example of bias is 
discrimination against users in some form, either colour, financial status, or ethnicity. Discrimination could 
lead to unfair outcomes based on biased inputs. However, XAI has the ability to tackle this issue as Hofeditz 
et al. (2022) demonstrate that XAI can influence discrimination in AI-driven decisions and suggest that 
XAI explanations moderate the effect of AI recommendations, which reduces the negative reactions to 
results perceived as biased. 

Moreover, protecting user privacy is essential to keep the systems aligned with user safety, which keeps the 
end-user data safe from access and exposure by unauthorised parties. Ensuring privacy can obtain the user's 
trust in the AI systems. In today’s world, many emerging technologies may put people at risk and breach 
their privacy (Mills & Bali, 2023). 

Educational data are usually sensitive, and students have the right to be informed about how the AI system 
processes the data. When establishing effective tailored intervention educational applications, privacy 
considerations regarding the collection and analysis of sensitive student data must be taken into account 
(Nagy & Molontay, 2023). 

Policy and Guideline 

One of the challenges in XAI is that various policies, guidelines, and frameworks are in place. The most 
pressing challenge is that no commonly agreed framework or methodology exists for developing and 
implementing XAI models. This makes it difficult to compare and assess the quality and transparency of AI 
outputs (Hasib et al., 2022). Also, the lack of a unified framework refers to the difficulties of evaluating the 
effectiveness of computing systems, particularly ones that include many modalities (Cortiñas-Lorenzo & 
Lacey, 2023). For XAI, the absence of a unified framework makes defining the concepts difficult, complex 
and disarray. Palacio et al. (2021) state that a continued, unnoticed, yet recognised challenge in this field is 
the absence of agreement on the terminology related to XAI. 

Although many efforts from global organisations, nations, and researchers to provide guidelines and 
policies still vary based on the perspective and contexts for which those are formulated. Nannini et al. 
(2023) examine the policies and guidelines for XAI within the EU, US, and UK. In the EU, the AI Act adopts 
a risk-based strategy, requiring transparency and explainability, particularly in high-risk AI systems. In 
contrast, the US emphasises self-regulation through ethical AI guidelines that promote transparency and 
safeguard civil rights, with a key focus on the AI Bill of Rights. The UK, meanwhile, prioritises industry-
specific guidance by establishing comprehensive frameworks for AI explainability, especially within 
government and public sector contexts. They found that the regulations limit tackling XAI's complexity and 
sociotechnical impact, which shrinks the opportunities to develop and implement in new fields. Also, 
despite these regulatory efforts, significant challenges remain regarding the practical implementation and 
standardisation of XAI practices. 
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Another example is where researchers propose clinical XAI guidelines for medical image analysis to apply 
understandability, trustworthiness, and computational efficiency (Jin et al., 2023). 

In an educational setting, the policies and guidelines are essential to ensure that the technology adoption 
protects the stakeholder's rights and meets their expectations. However, there are demands from 
researchers to come up with a unified framework and guidelines in Explainable AI in Education (XAIED) 
to unify the terminologies and ensure that AI in education complies with transparency and accountability 
(Rachha & Seyam, 2023). In addition, finding the right legal framework for explaining AI decisions is 
challenging. Contextual organisational factors and setting a baseline between explainability, complexity, 
stakeholder requirements, and expertise may introduce further tensions to enhanced transparency 
(Nannini et al., 2023). 

Technical 

The reviewed papers highlight technical challenges within the domain of XAI, identifying 17 specific issues. 
Research indicates these challenges typically stem from poor data quality, limited computational resources, 
and obstacles in selecting appropriate features. Technical issues can influence various facets of an AI-driven 
system. For example, certain problems might introduce bias or compromise the system's accuracy. Bias can 
occur due to flawed data collection methods or the inherent assumptions of the AI model's developers, 
resulting in erroneous outputs (Khosravi et al., 2022). Addressing issues of privacy, security, and data 
quality surrounding the collection and use of sensitive data for model training and validation (Wang et al., 
2021) is a significant challenge. 

Another issue has to do with computational limitations in XAI, which hinder its development and 
deployment. XAI models can be too specific, difficult to generalise, complex, computationally expensive, 
and sometimes unreliable (Melo et al., 2022). Moreover, the technical issues are significant and need to be 
tackled to avoid affecting other limitations. The technical challenges are not necessarily related to response 
time or making the system easy to use; they affect the heart of the goal of AI-driven systems. One technical 
challenge could impact explainability, fairness, and trustworthiness. 

However, there are many efforts to mitigate these technical issues, such as developing new XAI methods 
that can provide more accurate results. Also, many publications discuss methods to reduce the complexity 
and computational time of the sophisticated ML black-box model, such as the Dimensional Reduction 
technique (Li et al., 2023). 

Human-Computer Interaction (HCI) 

One key technical challenge in the field of XAI is Human-Computer Interaction (HCI). We found that HCI 
challenges often relate to user interface, socio-technical and stakeholder requirements. HCI refers to how 
society works with technology. It covers how computers affect society, their role in education, and virtually 
all other areas where humans and computers interact (Kieras, 1990). The main aspect of XAI in education 
is to identify what and how the explanations are delivered to the end user (Khosravi et al., 2022). Also, it is 
important to be aware that educational systems have both technical and social dimensions, and it is crucial 
to avoid unintended negative effects by carefully developing those systems. XAI reviewed papers outlining 
the need to improve the user interface of the explanations to deliver understandable results. In the context 
of education, there is a need to create interfaces that are easy to understand for various stakeholders such 
as teachers, students, and administrators (Khosravi et al., 2022). 

Research indicates that the HCI community does not make much effort to contribute to the XAI research, 
which could be affected by the social sciences and human behaviour (Rachha & Seyam, 2023). Also, it is 
essential to have an idea about the end-user background and the ability to understand the outputs of the 
XAI techniques. The explainability and interpretability of the black-box models and algorithms have 
difficulty being understandable by non-technical end-users (Ghosh et al., 2023). Also, it is important to 
identify and select the most relevant set of features that are meaningful to individuals who are not data 
scientists, which represents the importance of involving all stakeholders in developing the XAI systems (Kar 
et al., 2023). 
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Impacts of XAI Challenges on Educational Stakeholders 
The problems concerning XAI in education affect diverse educational stakeholders (teachers, students, and 
administrators) that need to be understood for effective implementation. Teachers face the challenge of 
integrating XAI systems due to the requirement for educational and technical expertise. Additionally, the 
sophisticated interfaces are not intuitive thereby making it difficult to understand AI predictions that can 
result in misrepresented actions. Moreover, mistrust only makes it worse as teachers’ reliance on AI 
depends upon how accurate, transparent or unbiased the predictions are. 

Moreover, there are ethical issues for students regarding equity, data privacy and security, including 
concerns about collecting sensitive information and processing it through biased algorithms, resulting in 
unfair treatment. These problems are further exacerbated by unreliable policies, leading to different 
applications of AI tools that may be unjustifiable. Also, the XAI systems need to tackle the different student’s 
needs based on personal, family, and educational factors. 

Also, administrators struggle with deploying and maintaining AI systems that meet both education 
standards and ethical mandates because of the lack of a standardised framework. Policymakers should also 
include regulations that will ensure transparency, accountability, and fairness of such machines while 
balancing between model accuracy and interpretation. 

Recent Development of Applied XAI in Education 

Although XAI is a relatively recent development, its applications in educational contexts are increasingly 
recognised. Many publications highlight the potential benefits of XAI in this area, presenting various case 
studies and applications. For example, Ghosh et al. (2023) employed XAI to gain insights into the study 
interests of engineering students in higher education. Similarly, Melo et al. (2022) and Nagy and Molontay 
(2023) used XAI to evaluate factors contributing to school dropouts. Additionally, XAI has been applied to 
predict student performance, as demonstrated by Jang et al. (2022) and Hasib et al. (2022), both of whom 
focused on predicting school student outcomes. Finally, Chou (2021) utilised XAI to enhance the 
assessment of learning effectiveness in online education. 

However, these case studies and applications are used to show how the XAI is beneficial in the education 
sector; most of the real-world educational systems that utilise the XAI as a function are still in the 
developmental or early stages of adoption (Gade et al., 2020). Also, many frameworks and methodologies 
introduced by researchers are still theoretically discussed, which presents the gap between the research and 
the practical environment, which requires an integration between them. 

Conclusion 

This study delves into the increasing importance of Explainable AI (XAI) in the educational sphere, using a 
systematic analysis to uncover diverse definitions and challenges associated with them. The literature 
reviewed identified 15 interpretations of XAI. We observed that no singular definition comprehensively 
encompasses all facets of XAI, with each study providing a definition reflective of its particular viewpoint 
or focus. However, we noticed that there are some similarities and differences between those definitions. 
This lack of a standardised definition for the terms associated with XAI processes leads to ambiguity, 
particularly as definitions related to ethics, trustworthiness, technical aspects, and explainability vary and 
often overlap, making the application and complete understanding of these terms challenging. 

This review has discovered that XAI faces 62 challenges, which have been classified using thematic analysis 
into seven categories (ethical, HCI, technical, trustworthy, policy and guideline, explainability, and others) 
to enhance our understanding of XAI’s impact on education. Those challenges must be tackled to ensure 
that AI systems are safely and comprehensively used. Researchers conclude that ethics in AI are frequently 
overlooked, although organisations are taking some action to address this issue (Capgemini Worldwide, 
2019). Accessibility and equity are other limitations that need to be solved where not all users may have 
access to AI systems, and there is a need to guarantee that any AI models employed are visible, explainable, 
and devoid of bias (Alasadi & Baiz, 2023). We also found that there is a need for more research to enrich 
the policies, guidelines, and regulations related to XAI. Guidelines need to account for the technical 
specifications and skills in order to ensure the system develops with high standards and avoid the major 
issues that cause the system to lose its trustworthiness. Furthermore, the categories used to organise the 
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challenges intersected and influenced each other; for example, enhanced explainability can affect technical 
operations, and increased transparency can have implications for ethical considerations. We also found that 
there is a need for further research to clarify these concepts, enabling policymakers to define the necessary 
criteria to ensure AI systems are in line with their objectives, regulatory requirements, and the expectations 
of stakeholders. 

Research Agenda 

This review concentrated on identifying the definitions and challenges associated with XAI within the 
educational sector. Nevertheless, broadening this examination to encompass additional fields such as 
finance, healthcare, cybersecurity, and transportation would be beneficial. These sectors can utilise the 
methodology used in this review to uncover the XAI definitions and challenges that may impact regulatory 
compliance and trust within the different sectors. In addition, researchers can study the impact of existing 
and upcoming regulations on the development and deployment of XAI systems by examining how XAI can 
help organisations comply with regulations like GDPR. Also, to find practical insights, researchers can 
conduct case studies on the implementation of XAI across various industries and document the challenges, 
solutions, and outcomes. 

Moreover, our investigation sourced publications from three databases; there is an opportunity for the 
research community to extend their exploration to include additional databases, potentially uncovering 
more insights relevant to education. Furthermore, our study was confined to the year 2023, and it is 
anticipated that future research will continue to evolve in the areas of XAI, which will be crucial for 
addressing identified challenges. Additionally, our collection of definitions for XAI comes at a time when 
these technologies are in their nascent stages, and it is likely that these definitions will evolve as a more 
precise understanding and more advanced technologies are applied to XAI. 

All these demands illustrate how the current situation is an opportunity to search in and enrich it with more 
research and experiments, which ensure the AI systems are trustworthy and achieve the goals that are made 
to. The continuous discussion among researchers tackles and mitigates the challenges that XAI faces while 
simultaneously enhancing our grasp of XAI. The development of XAI depends on this variety of opinions 
since it drives ongoing research and development of techniques meant to make AI systems not only efficient 
but also trustworthy. 
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