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A B S T R A C T

Integrating sharded blockchain with IoT presents a solution for trust issues and optimized data flow. Sharding
boosts blockchain scalability by dividing its nodes into parallel shards, yet it is vulnerable to the 1% attacks
where dishonest nodes target a shard to corrupt the entire blockchain. Balancing security with scalability
is pivotal for such systems. Deep Reinforcement Learning (DRL) adeptly handles dynamic, complex systems
and multi-dimensional optimization. This paper introduces a Trust-based and DRL-driven (TbDd) framework,
crafted to counter collusion attack risks and dynamically adjust node allocation, enhancing throughput while
maintaining network security. With a comprehensive trust evaluation mechanism, TbDd discerns node types
and performs targeted resharding against potential threats. The TbDd framework maximizes the tolerance for
dishonest nodes, optimizes node movement frequency, ensures even node distribution in shards, and balances
sharding risks. Extensive evaluations validate TbDd’s superiority over conventional random-, community-, and
trust-based sharding methods in shard risk equilibrium and reducing cross-shard transactions.
1. Introduction

By interconnecting devices, vehicles, and appliances, the Internet
of Things (IoT) has transformed sectors ranging from smart cities [1],
which optimize traffic and energy use, to autonomous vehicles [2] that
aim for safer roads, industrial networks [3] that redefine production
processes, e-health solutions [4] that prioritize patient care, and smart
homes [5] that enrich daily living. The massive and sensitive nature
of the data generated demands strong security and integrity, leading
to the integration of IoT and blockchain [6–8]. The convergence of
decentralized, immutable, and traceable characteristics provides a fun-
damental structure for secure data exchanges, as outlined in Mathur’s
2023 survey [9]. Sharding, a key strategy in blockchain, addresses
vast data needs and ensures scalability [10]. By dividing the net-
work into smaller segments, sharding enables simultaneous transaction
processing, lightening the load on nodes and increasing transaction
throughput.
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Sharded blockchains are susceptible to the 1% attack, a type of
collusion attack where even a mere 1% of dishonest nodes can launch a
successful attack on a shard if they coincidentally share the same shard
and surpass the security threshold of the shard. To address the 1%
attack, random-based sharding schemes have been proposed [11–14]
by regularly assigning nodes to shards in a random way. However, the
schemes require frequent node reassignments across shards, increasing
sharding costs and subsequently decreasing throughput. Conversely,
community-based sharding technologies [15,16] prioritize throughput
by clustering frequently communicating blockchain nodes into the same
shard, but they are vulnerable to adaptive collusion attacks, wherein
dishonest nodes mimic community-like communication patterns. To
address the adaptive collusion attack, trust mechanisms [17] have
been designed to identify dishonest nodes and re-shard the blockchain.
Nevertheless, existing trust-based sharding schemes [18] often struggle
to find the optimal trade-off between security and performance. Deep
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Reinforcement Learning (DRL), as an advanced machine learning tech-
nique that enables an agent to learn optimal decision-making strategies
by interacting with its environment and receiving feedback in the
form of rewards, has become instrumental in the confluence of IoT
and blockchain sharding due to its proficiency in handling multiple
sharding variables [19–25]. DRL technologies, such as Deep Q-Network
(DQN) [26] and Proximal Policy Optimization (PPO) [27], can provide
real-time adaptability and support dynamic shard adjustments that
enhance resource use and overall system efficiency. However, many
DRL-focused studies underestimate the challenges of adaptive collusion
attacks, where dishonest nodes might disguise their identity or increase
cross-shard transactions to hide their intent.

This paper proposes a new blockchain sharding framework, entitled
TbDd, that incorporates a new trust table and DRL technology. The
designed trust table advances the sharding process by incorporating
a multi-dimensional approach to gather feedback within the voting
mechanism. This multi-faceted feedback includes direct feedback, in-
direct feedback, and historical behaviors during the voting process,
all contributing to a robust defense mechanism against the adaptive
collusion attack. Concurrently, the DRL-driven sharding framework is
designed to dynamically allocate shards in real-time, which streamlines
node synchronization and minimizes cross-shard transactions (CSTs).
TbDd also ensures a balanced distribution of dishonest nodes, aiming
to decrease the necessity for frequent resharding.

Compared with existing sharding techniques, the proposed TbDd
framework offers a new way to shard blockchain that achieves an opti-
mal balance between security and throughput. In contrast to random-
based sharding [11–14], the TbDd methods exhibit a lower node move-
ment ratio and less CST, reducing overhead and enhancing overall
system stability. Compared with community-based sharding [15,16],
the TbDd framework is specifically designed to tackle collusion attacks
by ensuring a more evenly distributed node allocation across shards,
thereby mitigating associated risks. Moreover, unlike trust-based shard-
ing methods [17,18], the proposed TbDd sharding approach learns the
optimal trade-off between security and throughput through a novel
trust table design and a DRL-driven sharding framework.

The main contributions of this paper can be summarized as follows,

• A new blockchain node trust scheme is designed, which translates
the blockchain voting process into multidimensional feedback
to evaluate the risk of blockchain nodes and detect possible
collusion.

• A novel DRL-driven blockchain sharding framework, entitled
TbDd, is proposed to enhance the security and efficiency of
blockchain sharding systems. A comprehensive reward function
is formulated, capturing the risk of shards, sharding balance,
blockchain efficiency, and sharding cost via the trust table.

• The TbDd framework is implemented with two popular DRL al-
gorithms, i.e., DQN and PPO. Extensive experiments are con-
ducted to validate the security and efficiency of the new sharding
framework.

Comprehensive experiment results reveal that the TbDd system
is particularly effective in minimizing CST and ensuring a balanced
distribution of trust across shards. When the number of dishonest nodes
remains within the security threshold of non-sharded blockchains,
the TbDd framework offers about a 10% throughput advantage over
random-based sharding and a 13% improvement compared to the
trust-based approach. Additionally, the TbDd framework maintains the
minimum corrupted shards across the sharding schemes. Evaluation of
the time overhead underscores the adaptability and feasible latency of
TbDd.

The organization of the remaining paper is as follows: Section 2
reviews relevant literature. Section 3 introduces the proposed system
model and problem definition. Section 4 comprehensively presents the
proposed TbDd system. Experiments and assessments are conducted in
2

Section 5. The paper is concluded in Section 6.
2. Related work

In this section, the existing related work is presented in the field of
blockchain-enabled IoT, followed by a review of blockchain sharding
techniques such as random-based, community-based, and trust-based
sharding. Additionally, the application and impact of DRL technology
in sharded blockchains are compared and analyzed.

2.1. Blockchain and IoT

With the rapid development of blockchain technology, blockchain-
enabled IoT has become more secure and reliable. Existing blockchain-
enabled IoT systems primarily focus on framework design and consen-
sus protocol design. For instance, Kang et al. [2] proposed a solution to
address security and privacy challenges in Vehicular Edge Computing
and Networks (VECONs) based on consortium blockchain and smart
contracts. In the medical scenario, Gadekallu et al. [4] presented a
blockchain-based solution to enhance the security of datasets generated
from IoT devices in e-health applications. The proposed solution utilizes
a blockchain platform and a private cloud to secure and verify the
datasets, reducing tampering risks and ensuring reliable results. Xu
et al. proposed a blockchain-enabled system for data provenance with
5G and LoRa network [28,29].

2.2. Blockchain sharding

2.2.1. Random-based sharding
Within the domain of blockchain sharding research, various tech-

niques centered on random sharding have been developed to improve
system scalability and fault tolerance. Elastico [11] stands out as an
early protocol introducing sharding in a permissionless environment,
scaling the network dynamically as the node count increases. Building
on these foundations, OmniLedger [12] advances these concepts, guar-
anteeing linear scalability through an efficient sharding mechanism
adept at handling cross-shard transactions seamlessly. RapidChain [13]
built upon these concepts with a full-sharding solution that streamlines
the partitioning of blockchain states and the processing of transac-
tions. Monoxide [14] introduced asynchronous consensus areas to boost
transaction efficiency, though its static sharding strategy may fall short
under dynamically changing network conditions. These innovations
have significantly contributed to system robustness by improving ran-
domness and fault tolerance, yet challenges such as frequent node
reassignments remain, leading to non-trivial system overheads.

2.2.2. Community-based sharding
Community-based sharding is a partitioning method in blockchain

networks that divides the system into smaller subsets or shards based on
the interactions between nodes. Nodes and transactions are depicted as
a graph and are partitioned into smaller subgraphs or shards, each com-
prising a subset of nodes and transactions. Fynn et al. [30] investigate
the Ethereum blockchain’s scalability through sharding implementa-
tion. They model the Ethereum blockchain as a graph and analyze
different algorithms for graph partitioning, such as the Kernighan–Lin
algorithm [31] and METIS [32]. Zhang et al. [15,33] proposed commu-
nity detection-based sharding to enhance scalability, grouping nodes
with frequent transactions into the same shard to reduce cross-shard
transactions (CSTs). The TxAllo algorithm [16] further optimizes this
concept by dynamically allocating transactions across shards, aiming to
improve system throughput and minimize CSTs. However, both these
solutions demand significant computational resources and incur high

communication costs.
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2.2.3. Trust-based sharding
Trust-based blockchain sharding divides the network into smaller

shards based on node trust. Nodes are evaluated by reputation and
behavior, grouping trusted nodes to enhance security and performance
and evenly distributing dishonest nodes. Yun et al. [17] presented
a Trust Based Shard Distribution (TBSD) scheme to enhance system
security and prevent collusion, specifically aiming to address the 1%
attack. However, their approach does not consider shard load bal-
ance and trust difference, potentially leading to system delays. Huang
et al. [34] proposed RepChain, a reputation-based blockchain system
with sharding for high throughput, security, and node cooperation. It
utilizes a double-chain architecture: transaction chain and reputation
chain. However, the double-chain architecture chain increases system
complexity and resource needs, resulting in additional overhead. Zhang
et al. [18] proposed a new blockchain sharding model to enhance
security and efficiency. Their approach considers shard trust, latency,
and node count differences, reducing the risk of blockchain failure.
However, the effectiveness of their proposed model heavily depends
on obtaining accurate information, which can be challenging to obtain
in dynamic blockchain sharding scenarios.

Existing works in IoT and blockchain have primarily focused on
enhancing scalability and security through various sharding techniques.
These include random-based [11–14], community-based [15,16], and
trust-based methods [17,18]. Despite their advancements, these meth-
ods still face significant challenges, particularly in handling advanced
threats such as adaptive collusion attacks and their limitations in
dynamically adjusting to the evolving demands of IoT networks. The
proposed framework, TbDd, fills this research gap by leveraging DRL to
optimize the sharding process in real-time, offering a robust solution
against strategic collusion and ensuring a balanced node distribution.
TbDd not only enhances the security and scalability of blockchain sys-
tems within IoT contexts but also improves throughput and efficiency,
making it highly adaptable to the changing conditions of real-world IoT
environments.

2.3. Deep reinforcement learning-based sharding

DRL-based sharding solutions have been making strides in the realm
of IoT. Liu et al. [22] were pioneers, leveraging DRL in a blockchain
framework tailored for Industrial IoT (IIoT). While they dynamically
adjusted critical parameters, they missed addressing dishonest attacks.
Similarly, another work by Liu et al. [23] harnessed Ethereum and DRL
for IIoT data security but sidestepped throughput scalability concerns.
On the other hand, Qiu et al. presented service-oriented blockchain
solutions, using DRL for refined block production and bandwidth al-
location [24,25]. However, these lacked centralized security measures,
making them susceptible to dishonest threats.

Further innovations came from Yun et al. [20], who introduced
a DQN-optimized framework for sharded blockchains. Despite its ad-
vancements, the approach overlooked intricate attack strategies in
DRL-based sharding and was confined by its central Q-learning reliance.
Meanwhile, Yang et al. [21] incorporated K-means clustering in a
sharded blockchain, utilizing DRL for optimization. Yet, their method-
ology was marred by the computational intensity and intricacy of
DRL. Most existing articles [22–25] lack effective analysis of dishonest
attacks in IoT using DRL-based blockchain, neglecting the complexities
and depth of practical security threats. In contrast, the proposed model
analyzes the 1% attack problem in the blockchain sharding model
and considers strategic collusion attacks involved in existing related
studies. Proactive defense mechanisms and risk mitigation strategies
are developed by understanding attackers’ motivation. A trustworthy
DRL-based blockchain sharding system is designed in this paper under
3

IoT scenarios.
3. System model: Mining in permissioned sharded blockchain net-
works

The architecture of the proposed sharded blockchain designed to
support an IoT network is presented in this section, followed by roles
involved in the system, providing a workflow overview and elucidating
the system assumptions.

3.1. System overview

System Model. Fig. 1 illustrates the proposed sharding framework
used in IoT deployments. This framework aims to enhance the scal-
ability and efficiency of blockchain applications within the vast and
interconnected realm of IoT devices. Central to the architecture is the
sharding mechanism that partitions the broader network into smaller,
more manageable shards. Each shard handles a subset of the over-
all transactions, allowing for simultaneous processing and increasing
throughput. Additionally, the design ensures a balanced distribution of
nodes across shards to mitigate adaptive collusion attacks.

Architecture. Fig. 2 illustrates TbDd’s architecture. Within each shard
managed by an edge server, any node can propose a block as a leader.
Each node maintains a local trust table with trust scores assigned to
other network nodes. The introduced TbDd Committee (TC) is composed
of members democratically selected by the network’s users. Drawing in-
spiration from Elastico [11], the TC ensures decentralized and reliable
oversight. This design prevents single points of failure and minimizes
risks from a centralized authority. The TC functions as a decentralized,
trusted overseer, managing the node list for the entire network and
assigning nodes to different shards. By aggregating nodes’ local trust
tables, it derives a global trust metric per node, thus ensuring the
integrity of trust and node distribution. A key component of TbDd is its
resharding mechanism, which routinely reassigns nodes among shards.
Such adaptability is crucial, enabling the system to remain scalable
and secure, and to handle increasing transaction volumes without
sacrificing security.

Roles. In the TbDd framework, participants in the network, referred to
as nodes or servers, are categorized into two distinct roles: validators
and leaders. Each node in the network has the potential to serve as
a validator, participating in the validation of block proposals within
a network that is segmented into 𝐷 shards. The network consists of
𝑁 nodes, denoted as N = {1,… , 𝑁}. An episode, represented by 𝜀, is
defined as a blockchain period during which every node has success-
fully served as a leader at least once. In this role, a node is responsible
for proposing blocks to its shard peers for validation. Notably, the
leadership role is considered trivial, as the system’s focus is not on the
consensus algorithm but on the distributed verification process.

3.2. Workflow overview

The proposed TbDd framework follows the workflow in Fig. 3.

Step-1. Trust table updated. The first step in the workflow is updating the
trust table. The trust table shows the global trust scores for individual
users. Then, the system checks if conditions for triggering Algo. 1 are
met.

Step-2. Train the DRL algorithm. This step trains the DRL algorithm
using the collected network data, which includes running simulations
to optimize shard allocation policies based on real-time network con-
ditions. After initiating the DRL training process, the system enters a
waiting state and dedicates its computational resources to the training
procedure. Note that the TC conducts ‘‘virtual resharding’’ trials to
evaluate outcomes and rewards for different actions; however, these
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Fig. 1. System model.
Fig. 2. This figure illustrates the proposed blockchain sharding system architecture - TbDd. The left section shows the TbDd system with nodes in red and green indicating different
shards, where blocks are created and linked red and green arrows within each shard across episodes 𝜀 and 𝜀+1. Black arrows signify the TbDd monitoring and resharding processes.
The transaction distribution table represents node transaction volumes, highlighting potential discrepancies between honest and dishonest nodes. On the right, the DRL mechanism
evaluates node distributions and selects actions to optimize shard configuration. The coordinator, symbolized by the blue oval, aggregates information and guides the learning
process. This cohesive depiction aims to clarify the intricacies of our sharding approach and its operational flow.
trials occur solely within the TC, and the final sharding action is not
implemented until it has fully converged.

Step-3. Update shard allocation. TC updates shard allocation policies in
real time once the DRL model completes training and allocates nodes
to shards based on the result.

Step-4. Monitor network performance. As shard allocation policies are
updated, monitoring network performance is important, which includes
tracking network metrics such as transaction distribution and volume,
node location, and colluding risk.

After Step-4, the TC moves on to the retraining phase of the DRL
model, incorporating the latest information from the trust table ob-
tained in Step-1. Subsequently, the TC updates the shard allocation
strategy in Step-3 based on the new insights gained from the retrained
DRL algorithm. This cyclical process follows a similar set of steps,
beginning from Step-1 and progressing through Step-4.
4

3.3. System assumptions

There are several assumptions in this paper. These assumptions
are considered from multiple perspectives, such as attack and system
environment.

3.3.1. Attack assumption
The collusion behavior of nodes refers to the situation where mul-

tiple nodes work together to manipulate the network and gain some
unfair advantage. This dishonest behavior can overload the network,
leading to delays and service disruptions. An attack model focusing
on collusion attacks in blockchain sharding is designed in this paper,
which considers two types of participants: dishonest nodes and honest
nodes.

Dishonest nodes. Dishonest nodes aim to be allocated in the same
shard and then intentionally propose invalid results to honest nodes’
blocks. This consequence can be achieved by sending many invalid
transactions across dishonest nodes, regardless of whether they are
cross-shard or intra-shard transactions. Suppose a dishonest node finds
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Fig. 3. The proposed blockchain sharding system flowchart - TbDd, including four steps. 1⃝ Trust table updated: update the Block Verification Table (BVT) and Global Trust Table
(GTT), checking whether triggering Algo. 1. 2⃝ Train the DRL algorithm: use the DRL-based model to virtually resharding through several epochs and output a new node allocation
result. 3⃝ Update shard allocation: allocate nodes to the shards according to the DRL-based training result. 4⃝ Monitor network performance: monitor and step into retraining.
no other teammates in the same shard. In that case, it may hide by
pretending to be honest and following honest nodes’ behavior, avoiding
suspicion. Dishonest nodes can also utilize the global trust table’s
information to enhance their trust by imitating the conduct of honest
nodes, selectively endorsing or opposing blocks according to proposers’
trust scores.

In (1), the trust score 𝜀𝑖 is normalized of the 𝑖th node to a range of
[0, 1]. Let 𝜀𝑚𝑖𝑛 and 𝜀𝑚𝑎𝑥 be the minimum and maximum possible raw
trust scores. The current episode’s normalized value 𝐆𝑖 is calculated by
the previous episode’s global trust score.

𝐆𝑖 =
𝜀−1𝑖 − 𝜀−1𝑚𝑖𝑛

𝜀−1𝑚𝑎𝑥 − 𝜀−1𝑚𝑖𝑛

. (1)

The probabilities related to voting behavior are utilized, in which
the probability of a node voting for a block is denoted as 𝑃vote, while
the probability of voting against a block is represented by 𝑃not_vote.
Furthermore, the probabilities of voting behavior between dishonest
and honest nodes are distinguished. The probability of dishonest nodes
engaging in honest voting and dishonest voting is respectively denoted
as 𝑃 dishonest

vote and 𝑃 dishonest
not_vote . Let 𝐹 be the probability of a node’s vote

failing to reach others due to network issues, with 𝐹 ∈ [0, 1]. Assume
𝐴 is the proportion of dishonest nodes in the shard, with 𝐴 ∈ [0, 1]. A
strategy threshold 𝜏 can be defined, with 𝜏 ∈ [0, 1], determining when a
dishonest node would try to hide by pretending to be honest. If 𝐴 < 𝜏,
the dishonest nodes pretend to be honest and follow honest nodes’
behavior; otherwise, they follow the collusion strategy and favor their
conspirators. A block verification result, denoted by 𝑈 , takes a 𝑈 = 1 if
it matches the local version and 𝑈 = 0 otherwise. A weighting factor 𝑤𝐺
based on the normalized trust score 𝐆 and a weighting factor 𝑤𝑈 can
be defined based on the block verification result in 𝑈 . The probability
distribution for dishonest nodes (2) and (3) can be defined as follows:

𝑃 dishonest
vote =

{

(1 − 𝐹 ) ⋅𝑤𝐺 ⋅𝐆𝑖 ⋅𝑤𝑈 ⋅ 𝑈, if 𝐴 < 𝜏
(1 − 𝐹 ) ⋅ 𝐂𝐨𝐥𝐥𝐮𝐬𝐢𝐨𝐧𝐒𝐭𝐫𝐚𝐭𝐞𝐠𝐲(𝜅), otherwise

(2)

𝑃 dishonest
not_vote = 1 − 𝑃 dishonest

vote , (3)

where 𝐂𝐨𝐥𝐥𝐮𝐬𝐢𝐨𝐧𝐒𝐭𝐫𝐚𝐭𝐞𝐠𝐲(𝜅) signifies a strategy in which attackers con-
sistently vote in favor of their teammates while voting against honest
5

leaders with a probability denoted by 𝜅 ∈ [0, 1]. The collusion strategy
(4) is to give valid results to all dishonest partners, attack honest nodes
according to a particular proportion, and give them non-valid.

𝐂𝐨𝐥𝐥𝐮𝐬𝐢𝐨𝐧𝐒𝐭𝐫𝐚𝐭𝐞𝐠𝐲(𝜅) =
{

1, dishonest nodes
1 − 𝜅, honest nodes

(4)

Honest nodes. Honest nodes rely on the global trust table, providing
an overview of high-risk or low-risk users without explicitly identifying
dishonest nodes. During the intra-consensus phase, honest nodes rely
on block verification, voting for a block only if it matches their local
version. A composite probability distribution considering the trust-
based voting distribution and the block verification distribution is
proposed in this paper by weighting the probability of voting for a
block based on the proposer’s trust score and adjusting the weight
according to the block verification result. This composite distribution
allows honest nodes to make more informed decisions when voting for
or against proposed blocks, considering both the proposer’s trust score
and the consistency of the proposed block with their local version. The
combined probability distribution for honest nodes (5) and (6) can be
calculated as follows:

𝑃 honest
vote = (1 − 𝐹 ) ⋅𝑤𝐺 ⋅𝐆𝑖 ⋅𝑤𝑈 ⋅ 𝑈, (5)

𝑃 honest
not_vote = 1 − 𝑃 honest

vote . (6)

The block verification table can be obtained by simulating honest and
dishonest nodes’ behavior using these attack models. The effects of
collusion attacks on the overall system’s security and performance in
blockchain sharding systems can be analyzed.

Along with honest and dishonest nodes, the concept of high-risk
and low-risk nodes is introduced in the proposed system. It is impor-
tant to clarify that high-risk and low-risk nodes differ from honest
and dishonest nodes. The node evaluation principle classifies nodes
as high-risk when their trust scores fall below a specific threshold,
while nodes with trust scores above this threshold are categorized as
low-risk nodes. These classifications do not necessarily mean high-risk
or low-risk nodes are inherently honest or dishonest. Instead, they
indicate the level of trustworthiness based on the evaluation criteria. By
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Fig. 4. The flow diagram of the proposed computing trust score system comprises BVT, LTT, and GTT.
considering the presence of high-risk and low-risk nodes in the network,
The system can better identify and respond to potential collusion
attacks, improving the security and integrity of the blockchain sharding
framework.

3.3.2. Environment assumption
The system operates within permissioned blockchain systems, re-

stricting network access to specific nodes. Despite this limitation, the
system remains decentralized as it is maintained by the TC, a committee
fairly elected by all peers within the network. For the training process
to be considered trustworthy, it is important that the TC is reliable and
has a transparent record when training the DRL model. Furthermore,
Assumptions involve at least a certain number of members per shard,
and the claim that the count of dishonest nodes in each shard does
not surpass a certain number of the overall node count is based on the
Byzantine Fault Tolerance (BFT) principle [35]. In case of node failure
or a dishonest node attack, the system continues functioning with the
remaining nodes.

4. TBDD: A trust-driven and DRL-based approach to optimize
throughput and security

TbDd is proposed based on the results and analysis in Section 3,
which is composed of the Block Verification Table (BVT), Local Trust
Table (LTT), and Global Trust Table (GTT), Shard Risk evaluator and
6

Shard reconfiguration (see Fig. 4 and Table 1).
4.1. Trust scheme

4.1.1. Block verification table (BVT)
The BVT aims to record the validation results for each shard. The

verification table for the 𝑥th shard in the 𝜀th episode is denoted as
𝑉 𝑇 𝜀𝑥 . The size of 𝑉 𝑇 𝜀𝑥 is determined by the number of nodes in the
shard, with dimensions of 𝑁𝑥×𝑁𝑥, where 𝑁𝑥 represents the number of
nodes in the 𝑥th shard. The verification result table can be visualized
as a two-dimensional matrix where each cell corresponds to the set
of verification results generated by the node that proposed a block.
The size of each cell in the matrix corresponds to the number of times
the leader produced blocks. During the trust table update episode,
assume that there are sufficient votes to guarantee that each node
within the shard will be elected as a leader at least once, resulting in
block production. In this assumption, the leader can expect to obtain
a minimum of one ballot from himself. Furthermore, the consensus
process complies with the weak synchrony assumption [36], which
indicates a finite upper limit on message delays.

4.1.2. Trust table
In TbDd, two distinct trust tables are utilized: LTT and GTT. These

tables are dynamic and regularly refreshed to capture the latest data
on each node’s performance and behaviors within the network. By
constantly monitoring and evaluating the LTT and GTT, the TbDd
system can make strategic and informed shard allocation decisions,

ensuring a reliable and secure network operation.
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Table 1
Notation and definition used in the trust table.

Notation Description

𝑁 The number of nodes in the network
𝑁𝜀
𝑥 The number of nodes in the 𝑥th shard in episode 𝜀

N The set of all nodes in the network
𝑛𝑖 ∈ N The 𝑖th node in the network
𝜄𝜀𝑗 The number of times when the 𝑗th node is elected as the leader in episode 𝜀
𝐷 The number of shards in the network
𝜀 The trust table update in episode 𝜀
𝑒 The 𝑒th epoch during the DRL iteration
 𝜀
𝑖,𝑗 The indirected feedback of 𝑗th leader from the 𝑖th node in episode 𝜀

̂ 𝜀
𝑖,𝑗 The directed feedback from the 𝑗th node to the 𝑖th leader in episode 𝜀

𝜀𝑖,𝑗 The local trust from the 𝑖th node to the 𝑗th node in episode 𝜀
L𝜀𝑖 The local trust table for the 𝑖th node in episode 𝜀
L𝜀 The concatenated local trust tables across all nodes in episode 𝜀
𝜀𝑖 The global trust for the 𝑖th node in episode 𝜀
G𝜀 The global trust table in episode 𝜀
𝐆𝑖 The normalized trust score of the 𝑖th node
𝜃𝜀𝑥 The average global trust of 𝑥th shard in episode 𝜀
𝜃̄𝜀 The average value of all 𝜃𝜀𝑥
ℎ𝑥 The list of high-risk nodes in the 𝑥th shard
𝑓𝑡𝑜𝑡𝑎𝑙 The entire network’s fault tolerance threshold for dishonest nodes
𝑓𝑖𝑛𝑡𝑟𝑎 The shard’s fault tolerance threshold for dishonest nodes
𝜙𝑖𝑛 The number of intra-shard transactions (ISTs)
𝜙𝑐𝑟 The number of cross-shard transactions (CSTs)
w
t
t

G
e

l
t

C
L

𝑆

t
i



g

4

l
A
l
e
i
d
t

The local trust table is denoted as L𝜀. Each row of this table is
specifically assigned to a node within the shard, and these nodes are
represented as 1×𝑁 entries within the table, which is term as the local
trust table of the 𝑖th node at the 𝜀 epoch, denoted as L𝜀𝑖 . When these
individual local trust tables are concatenated, it is represented as L𝜀,
orming a comprehensive 𝑁×𝑁 table where 𝑖, 𝑗 ≤ 𝑁 . Within this table,
ach element represents the trust score sent from the 𝑖th node to the
th node, denoted as 𝜀𝑖,𝑗 . The computation of each element in the LTT
f 𝑖th node is shown in (7):

𝜀
𝑖,𝑗 =

⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝛼𝜀
𝑖,𝑗 + 𝛽̂

𝜀
𝑖,𝑗 + 𝜇

𝜀−1
𝑖 ,

if 𝑛𝑖, 𝑛𝑗 in the same shard
𝜀−1𝑖 ,

if 𝑛𝑖, 𝑛𝑗 in different shards

(7)

when calculating the trust score in the same shard, three feedbacks are
included: Indirected feedback 𝜀

𝑖,𝑗 , Directed feedback ̂𝜀
𝑖,𝑗 and Global

rust score from the last episode 𝜀−1𝑖 . Each component has a dis-
inct proportion represented by 𝛼, 𝛽, 𝜇. These proportions sum up to 1
i.e., 𝛼+𝛽+𝜇 = 1). Only the global trust score from the previous episode
s considered for calculating the trust scores of nodes in different shards.

ndirected feedback of each leader. The proportion of verification
hat the 𝑗th node passes when he is the leader at 𝜀 episode is shown in
8):

𝜀
𝑗 =

∑𝑁𝜀
𝑥

𝑖=1 𝑣
𝜀
𝑖,𝑗

𝜄𝜀𝑗𝑁𝜀
𝑥

, (8)

here 𝜄𝜀𝑗 represents the times of the 𝑗th node being elected as the leader
n the 𝜀th episode, and 𝑣𝜀𝑖,𝑗 signifies the total number of valid votes 𝑣
ast by the 𝑖th node for the 𝑗th leader. Then, the indirected feedback
𝜀
𝑖,𝑗 is calculated as follows (9):

𝜀
𝑖,𝑗 = 𝛾𝑉 𝜀

𝑗 +
𝛾2

𝑁𝜀
𝑥 − 2

∑

𝑝∈{𝑖,𝑗}C
𝛿𝜀𝑝,𝑗

(

𝑉 𝜀
𝑝

)𝜄𝜀𝑗−𝛿
𝜀
𝑝,𝑗+1 , (9)

here the node, denoted as 𝑛𝑝, provides indirect feedback and partici-
ates in the voting process for the current leader 𝑙𝑗 . The 𝑛𝑝 node does

not include block proposer 𝑙𝑗 and the voter 𝑛𝑖 itself. 𝛿𝜀𝑝,𝑗 refers to the
ratio of non-empty votes (both valid and non-valid votes) cast from the
7

t

𝑝th node for the 𝑗th leader. 𝛾 is a discount rate similar to that used in
reinforcement learning.

Directed feedback of each leader. The direct feedback of trust score
is calculated as shown in (10):

̂𝜀
𝑖,𝑗 =

𝑣𝜀𝑗,𝑖
𝜄𝜀𝑖
, (10)

here 𝑣𝜀𝑗,𝑖 denotes the count of valid votes 𝑣 cast by the 𝑗th node for
he 𝑖th node when 𝑛𝑖 is leader. 𝜄𝜀𝑖 indicates that the number of times of
he 𝑖th node being elected as the leader during the 𝜀th episode.

lobal trust of each leader from the history. The historical trust of
ach leader 𝜀−1𝑖 is inherited from the last episode.

The global trust table is denoted as G𝜀. Inspired by federated
earning principles, the coordinator enhances credibility by updating
he LTT according to the GTT’s outcome after every iteration.

osine similarity calculation. Comparisons of cosine similarity among
TT rows reflect deviations in node-scoring behavior (11):

𝑖𝑚𝜀𝑖,𝑗 = 𝑐𝑜𝑠(L𝜀𝑖 ,L
𝜀
𝑗 ), 𝑖, 𝑗 < 𝑁. (11)

The global trust score for each node is determined by computing
he mean of the cosine similarity between the node’s scoring behavior
n the LTT and the entire LTT (12):

𝜀
𝑖 =

1
𝑁

𝑁
∑

𝑗=1
𝑆𝑖𝑚𝜀𝑖,𝑗 , (12)

𝜀 is a 1 ×𝑁 vector capturing the global trust, where element 𝜀𝑖 is the
lobal trust of the 𝑖th node in the current shard.

.2. Resharding trigger: The shard risk evaluator

The resharding process is triggered when certain conditions are met,
eading to the trigger phase (the green block in Fig. 3), as shown in
lgo. 1. A global trust threshold 𝜌𝑡 is defined to differentiate between

ow-risk and high-risk nodes. Nodes are high-risk and possibly dishon-
st if their 𝜀 are lower than 𝜌𝑡. Nodes are more likely to be honest
f their global trust exceeds 𝜌𝑡. The fault tolerance threshold 𝑓𝑖𝑛𝑡𝑟𝑎 is
efined within each shard. If the number of dishonest nodes exceeds
he threshold 𝑓𝑖𝑛𝑡𝑟𝑎 in the shard, the shard is labeled as corrupted and
riggers resharding. Furthermore, resharding is also triggered when the
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Algorithm 1: Shard risk evaluator
Input:
𝑥: The 𝑥-th shard;
𝑁𝜀
𝑥 : Number of nodes in the 𝑥-th shard at 𝜀 episode;

𝜀𝑖 : Global trust of the 𝑖-th node;
𝑓𝑖𝑛𝑡𝑟𝑎: The faulty tolerance of dishonest nodes in any shard;
𝜑𝑐𝑟: The CST ratio since last episode;
𝜌𝑡: The threshold of differentiating a low-risk or high-risk node in

terms of trust score;
𝜌𝑐𝑟 : The threshold in terms of CST;

Output:
{Trigger, Not trigger}

1 𝜌𝑐𝑟 ∶= 0
2 ℎ𝑥 ∶= [] for each shard 𝑥
3 for 𝑥 ∈ [1, 𝐷) do
4 for 𝑛𝑖 ∈ 𝑥 and 𝑖 ∈ [1, 𝑁) do
5 if 𝜀𝑖 < 𝜌𝑡 then
6 ℎ𝑥 ← 𝑛𝑖

7 if |
|

ℎ𝑥|| ∕𝑁𝑥 > 𝑓𝑖𝑛𝑡𝑟𝑎 then
8 return Trigger

9 if 𝜑𝑐𝑟 > 𝜌𝑐𝑟 then
10 return Trigger

11 return Not Trigger

ratio of CST surpasses the setting threshold 𝜌𝑐𝑟. The ratio of the CST is
calculated as follows:

𝜑𝑐𝑟 =
𝜙𝑐𝑟

𝜙𝑐𝑟 + 𝜙𝑖𝑛
, (13)

here 𝜙𝑐𝑟 represents the CST count, as given by:

𝑐𝑟 =
1
2

⎛

⎜

⎜

⎝

𝑁
∑

𝑖=1

𝑁
∑

𝑗=1
𝜙𝑖,𝑗 −

𝐷
∑

𝑥=1

𝑁𝜀
𝑥

∑

𝑖=1

𝑁𝜀
𝑥

∑

𝑘=1
𝜙𝑖,𝑘

⎞

⎟

⎟

⎠

, (14)

where 𝜙𝑖,𝑗 represents the transaction count between the 𝑖th and 𝑗th
nodes in the network. 𝜙𝑖,𝑘 represents the transaction count between the
𝑖th node and the 𝑘th node in the shard, which equals the sum of the
Intra-Shard Transaction (IST). The 𝜙𝑐𝑟 is obtained by subtracting the
IST count from the total transactions count among network nodes.

4.3. DRL framework

4.3.1. Optimizations, rewards, and DRL
The DRL-based model enhances blockchain sharding systems by

dynamically allocating nodes depending on network conditions and
automating complex decision-making procedures. The reward func-
tion optimizes node allocation while maintaining security constraints
through DRL adaptation. In TbDd, the agent aims to maximize earnings
by calculating the objective function that is composed of 6 reward
components, where 𝐸𝑎, 𝐸𝑏, 𝜆𝑎, 𝜆𝑎, and 𝜆𝑐 are all constant.

Shard load balance (𝜉). Aiming to distribute the number of nodes
across each shard evenly, (15) is defined. If there is a significant
disparity in the node count per shard, resharding is augmented to
counteract potential 1% attacks. [37]

𝜉 =
{

𝐸𝑎, shard load balance
−𝐸𝑎, shard load unbalance (15)

Corrupted shards portion (𝜚). As shown in (16), the agent receives a
reward if no shard is occupied. Otherwise, the agent receives a penalty.

𝜚 =
{

𝐸𝑏, no shard is corrupted
−𝐸𝑏, at least one shard is corrupted (16)

CST ratio (𝜂). As shown in (17), if the CST ratio is less than the specified
threshold 𝜌 , the agent gets rewarded; otherwise, it receives a penalty.
8

𝑐𝑟 b
𝜂 = 𝜆𝑎
(

𝜌𝑐𝑟 − 𝜑𝑐𝑟
)

𝜆𝜆𝑐|𝜑𝑐𝑟−𝜌𝑐𝑟|𝑏 , (17)

Nodes shifting ratio (𝜓). As shown in (18), if a node switches the
shard, its action is noted as 1; otherwise, it is 0. The overall count
of shifted nodes corresponds with the penalty score. The more nodes
relocate, the more computational resources are consumed by shard
synchronization, resulting in a higher level of punishment.

𝜓 = 1
𝑁

𝑁
∑

𝑗=1
𝜐𝑗 , 𝜐𝑗 =

{

1, nodes moving
0, nodes staying (18)

ntra-shard’s trust variance (𝛺𝑖𝑛). As shown in (19), trust variance
epresents the trust distribution within each shard. A larger trust vari-
nce of a shard indicates a better distinction between trustworthy
nd untrustworthy participants. Thus, a larger intra-shard trust vari-
nce collected by the agent serves as a reward to indicate a clearer
ifferentiation between honest and dishonest nodes.

𝑖𝑛 =
1
𝐷

𝐷
∑

𝑥=1

1
𝑁𝜀
𝑥

𝑁𝜀
𝑥

∑

𝑘=1

|

|

|

𝜀𝑘 − 𝜃
𝜀
𝑥
|

|

|

2
, (19)

where 𝜀𝑘 is the global trust value of nodes in the 𝑥th shard and 𝜃𝜀𝑥 is
he average of global trust in the 𝑥th shard.

ross-shard’s trust variance (𝛺𝑐𝑟). As shown in (20), it represents the
deviation of trust value among different shards. A minor cross-shard
trust variance indicates a more uniform distribution of dishonest nodes.

𝛺𝑐𝑟 =
1
𝐷

𝐷
∑

𝑥=1

|

|

𝜃𝜀𝑥 − 𝜃̄
𝜀
|

|

2 , (20)

here 𝜃̄𝜀 is the average value of all 𝜃𝜀𝑥, 𝑥 ∈ 𝐷. Thus, the objective
unction can be defined as:

= 𝜉 + 𝜚 + 𝜂 − 𝜓 +𝛺𝑖𝑛 −𝛺𝑐𝑟, (21)

Let 𝐑 = [𝜉, 𝜚, 𝜂, 𝜓,𝛺𝑖𝑛, 𝛺𝑐𝑟],

objective: max
𝐑

𝜀𝑚𝑎𝑥
∑

𝑅(𝐑),

s.t. |ℎ𝑥| < 𝑁𝑥𝑓𝑖𝑛𝑡𝑟𝑎,

𝑁𝑥 ≥ 𝑁𝑚𝑖𝑛,

(22)

where 𝜉 is the balance reward for shard load; 𝜚 is the reward for the
umber of corrupted shards; 𝜂 signifies the reward for low-level CST;
𝜓 indicates the reward for the number of shifted nodes; 𝛺𝑖𝑛 stands for
he reward of intra-shard trust variance; and 𝛺𝑐𝑟 represents the reward
f cross-shard trust variance. 𝐑 is defined as the set of all rewards.
estrictions of the objective function 𝑅 ensure the dishonest node count
tays below the shard’s fault tolerance. 𝑁𝑚𝑖𝑛 denotes the minimum node
equirement for each shard. Each shard mandates a minimum of four
odes in the setting, i.e., 𝑁𝑚𝑖𝑛 = 4.

.3.2. DRL-based sharding optimization model
The DRL model is used to assist in the blockchain reconfiguration

rocess. The agent of the DRL model is acted by the TC, a committee
lected by all peers in the network. The agent obtains the state from
he node allocation. Then, the agent gains the reward by virtually
esharding, deciding the optimal allocation strategy and executing the
ction for the new node allocation.

gent: The agent is perceived as the TC, which consists of several
odes. These nodes implement the PBFT protocol to achieve consensus,
epresenting the collective action of the TC. The agent executes a learn-
ng process and decides shard allocation based on real-time network
onditions.

nvironment: As illustrated in Fig. 2, the environment is viewed as a
lack box that executes the Action of the agents and obtains the State.
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Table 2
Hyperparameters.

Notation Description Value

𝑒𝑚𝑎𝑥 The number of epochs in DRL [30, 100]
𝐹 The probability of node failing to vote 20%
𝐴 The fraction of dishonest nodes within one shard [0, 30]
𝜏 The threshold for triggering colluding strategy 10%
𝛾 The discount factor for calculating 𝑂𝑇 of each leader 0.9
𝜌𝑡 The threshold of differentiating low-risk nodes and 0.67

high-risk nodes in terms of trust
𝑓𝑖𝑛𝑡𝑟𝑎 The threshold of faulty tolerance within one shard ⌊(𝑁𝑥 − 1)∕3⌋
𝜌𝑐𝑟 The threshold of triggering resharding in terms of CST ratio 0.4
n
e

𝑓

In this paper, the sharding reconfiguration process in the blockchain
sharding network is the environment.

The agent is considered to obtain a state 𝑠 ∈  based on the
ode allocation at the current episode 𝜀 in this paper. 𝑠 denotes the
istribution of all nodes across various shards in the current episode,
hile 𝑚 precisely identifies the specific node present within a particular

hard.

=
[

𝑚𝑥,1,… , 𝑚𝑥,𝑖,… , 𝑚𝑥,𝑁
]

, 𝑥 ∈ 𝐷, 𝑖 ∈ 𝑁, (23)

here 𝑚𝑥,𝑖 is the 𝑥-shard to which the 𝑖th node belongs.

pisode (𝜀). An episode in the blockchain context is characterized as a
eriod during which each node has successfully assumed the role of a
eader at least once. The initiation of a new episode is signaled by the
pdating of the trust table, indicating that the duration of an episode
an be flexibly modified to align with diverse requirements.

ctions (). The agent executes an action 𝑎 ∈  based on its decision
roduced by its local DRL-based learning during the current episode 𝜀.
he valid action space for the agent is formatted identically to , as
iven by  =  with 𝑠𝜀+1 = 𝑎𝜀.

olicy (𝜋). A policy determines what action the agent would take next
ased on a set of rules. In this case, the process of nodes assigned to
ifferent shards is based on the policy that is continually updated and
rained. i.e., 𝜋(𝑠, 𝑎) ∶  → .

eward function (𝑟). The reward function is inherited from the objec-
ive function, 𝑟 ∶ 𝑅(𝜉, 𝜚, 𝜙𝑐𝑟, 𝜓,𝛺𝑖𝑛, 𝛺𝑐𝑟).

DRL is a versatile method that allows agents to make decisions in
dynamic environments effectively. Its ability to handle complex data
and its proactive defense against malicious attacks make it an ideal
solution for managing node and transaction interactions in sharding
systems. The sharding optimization problem, which involves assign-
ing each node to a specific shard, is a known non-convex, NP-hard
problem due to the binary nature of decision variables [38]. Such
complexity highlights the appropriateness of DRL as an approach to
address this challenge compared to traditional methods such as convex
optimization, underlining its significance in managing the complexities
of sharded blockchain systems.

5. Experiment and evaluation

The experiment assesses the DRL-based sharding approach regard-
ing convergence performance and stability under various environment
settings, including the number of shards, the number of nodes, the
resource distribution, and other practical settings. Note that the param-
eters in the following experiments align with real-world IoT scenarios,
such as Mobile Edge Computing (MEC), where edge servers on vehi-
cles or drones collect data from end devices such as sensors. These
servers initiate resharding to optimize data processing by redistributing
workload when moving across regions.
9

5.1. Experiment framework

An experimental framework is implemented in an environment with
2.5 GHz, 20 cores, 2 × Intel(R) Xeon(R) Gold 6248 CPU, NVIDIA
Quadro P4000, 768 GB memory to evaluate a proposed blockchain
sharding scheme. A virtual machine is created using Python 3.8.10
and Pytorch 1.13.1. In this setting, the discrete DRL algorithms, DQN
and PPO, are used and run over 30−100 epochs. The range of total
nodes from 0−16 is set in the environment. The transaction distribution
model between nodes follows the normal distribution. The trustworthy
coordinator is implemented by deploying the smart contract.

In the experimental setup, the blockchain sharding system TbDd
is assessed against other sharding techniques such as random-based
sharding [11], community-based sharding [15], and trust-based shard-
ing [17]. The dishonest nodes in the range of 0−5 are accounted
for, which employ collusion strategies during block verification. These
nodes may produce deceptive block verifications and send CSTs across
different shards. Initially, these dishonest nodes are scattered randomly
across shards. Positive noises are introduced to their transaction counts
to model interactions between dishonest nodes in distinct shards. The
resulting transaction distribution table is influenced by normally dis-
tributed transactions. The experiments’ hyperparameters are detailed
in Table 2.

As the intra-shard fault tolerance threshold 𝑓𝑖𝑛𝑡𝑟𝑎 is set to ⌊(𝑁𝑥 −
1)∕3⌋, the relationship between the total number of nodes 𝑁 in the
etwork, the number of shards 𝐷, and the total fault tolerance 𝑓𝑡𝑜𝑡𝑎𝑙, is
valuated as (24)

𝑡𝑜𝑡𝑎𝑙 =
⌊(⌊𝑁

𝐷

⌋

− 1
)

∕3
⌋

×𝐷, (24)

by which one can realize whether the entire network has failed.

5.2. Experiment results

In the experimental evaluations, the performance of the TbDd sys-
tem is compared with random-based, community-based, and trust-
based sharding approaches using metrics such as CST ratio, shard risk
variance, corrupted shard number, and convergence speed. Through
these evaluations, the effectiveness and robustness are validated by the
proposed approach. In the following figures, each figure is labeled in
terms of the number of nodes 𝑁 , shards 𝐷, and dishonest nodes ℎ,
respectively.

Fig. 5(a) illustrates the average rewards achieved in a single epoch
with different sharding schemes. The community-based sharding tech-
nique recorded the lowest reward. While the scheme effectively reduces
cross-shard transactions, it remains susceptible to adaptive collusion
attacks due to its tendency to group a large number of dishonest nodes
within the same shard, thereby compromising the shard’s security. The
random-based scheme fares slightly better, with its rewards hovering
around zero. The trust-based sharding technique is more proficient at
evenly distributing dishonest nodes across different shards, mitigating
the risk of a single shard being dominated. However, it leads to a
higher number of cross-shard transactions. Consequently, its rewards
are marginally less than those of DQN and PPO. Upon reaching the
10th epoch, both TbDd-PPO and TbDd-DQN consistently outperform



Computer Networks 244 (2024) 110343Z. Zhang et al.
Fig. 5. Fig. 5(a) represents the comparison among Random-based, Community-based, Trust-based, TbDd-DQN and TbDd-PPO across 100 epochs. Figs. 5(b) and 5(c) represent the
reward performance between TbDd-DQN and TbDd-PPO across varying node numbers in the environment settings across 30 epochs, respectively.
Fig. 6. Tracing of the impact of the number of nodes under the same dishonest node ratio with respect to the reward performance, 𝑁 = {10, 15, 20}, 𝐷 = 2, ℎ = {2, 3, 4}.
the other sharding schemes, exhibiting consistently high rewards. This
observation indicates that the agent received the maximum reward
associated with the action.

Figs. 5(b)–5(c) depict the convergence of rewards under various
node numbers for TbDd-DQN and TbDd-PPO, respectively. The re-
ward becomes more stable as the number of nodes increases. Across
Figs. 5(a)–5(c), a consistent trend emerges caused by the constrained
approach in the policy update process. PPO achieves more stable
rewards. The instability of DQN is because it combines the direct value
function estimation method and 𝜖 greedy exploration strategy.

Fig. 6 shows the impact of the varying network scale with 10, 15,
and 20 blockchain nodes and a constant ratio of dishonest to honest
nodes (i.e., 0.2). It can be seen from the figure that fewer nodes
lead to higher average rewards, consequently enhancing security and
efficiency, for both the TbDd-DQN and TbDd-PPO results. This trend
arises because as the number of dishonest nodes grows, the likelihood
of collusion attacks increases. Additionally, the results indicate that the
PPO method exhibits a greater stability compared to the DQN scheme.

Figs. 7(a)–7(e) (Shard Risk Variance vs. CST Ratio) illustrate the
trade-offs between the risk distribution among shards and the sys-
tem’s ability to handle cross-shard transactions. The ideal positioning
in these scatter plots is towards the bottom-left corner, indicating
low shard risk variance (a secure and balanced distribution of nodes)
and low CST ratio (high scalability with minimal cross-shard trans-
actions). The random-based approach shows a scattered distribution,
signifying a lack of predictability in achieving security and scalability.
Community-based and trust-based strategies display a compromise be-
tween scalability and security, with community-based leaning towards
scalability, sacrificing some security, and trust-based focusing heavily
on security, which may limit scalability. The proposed TbDd-DQN and
TbDd-PPO methods demonstrate a more balanced approach, achieving
10
lower risk variance without significantly compromising on the CST
ratio, thereby endorsing the efficacy of the TbDd framework.

Figs. 7(f)–7(j) (Node Movement Ratio vs. CST Ratio) present the
scalability and efficiency aspect, where a lower Node Movement Ratio
implies reduced overhead and increased stability due to less frequent
reassignments of nodes to different shards. The Random-based sharding
approach results in an unpredictable pattern, leading to potentially
frequent node reassignments that can increase system complexity. The
adaptive collusion behavior of dishonest nodes significantly impacts
both community-based and trust-based sharding strategies. This ma-
licious behavior intentionally misleads the sharding mechanisms, re-
sulting in increased node movements for both strategies. In contrast,
the TbDd-DQN and TbDd-PPO strategies demonstrate a reduction in
node movements, with TbDd-PPO showing the greatest stability and
efficiency in system operation among the evaluated strategies. Fig. 7
highlights the TbDd framework’s ability to achieve a balanced and
secure blockchain system, capable of addressing the complex trade-offs
involved in blockchain system design.

In Fig. 8, it is shown that the average trust of dishonest nodes sur-
passes that of honest nodes as the number of dishonest nodes increases.
The uppermost horizontal line in each column represents the maximum
trust value among all nodes, while the bottom horizontal line represents
the minimum trust value. The horizontal line at the midpoint signifies
the median trust value of all nodes. When the total number of nodes is
16, and the total shard number is 2, the overall fault tolerance threshold
𝑓𝑡𝑜𝑡𝑎𝑙 is 4 based on (13). Consequently, a shard becomes vulnerable and
is corrupted when the number of dishonest nodes ℎ ≥ 5.

As shown in Figs. 9(a)–9(l), the blue curves represent the aver-
age trust of honest nodes, and the red curves are dishonest nodes.
Consistent results from Fig. 8 reveal that the system can effectively
perform sharding if the proportion of dishonest nodes remains below
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Fig. 7. Comparison of different sharding schemes between random-based, community-based, trust-based, TbDd-DQN, and TbDd-PPO with 𝑁 = 16, 𝐷 = 2, ℎ = 4 over 100 epochs.
The 𝑥-axis represents the CST ratio, and the 𝑦-axis represents the cross-shard’s trust variance through Figs. (a)–(e), while through (f)–(j), the 𝑥-axis represents the CST ratio and
the 𝑦-axis represents the Node Movement Ratio. Lower values in the Shard Risk Variance and Node Movement Ratio indicate enhanced security and system stability, respectively.
Lower CST Ratios indicate higher scalability of the sharding scheme.

Fig. 8. Tracing of the impact of the number of dishonest nodes for node trust with DRL approach, 𝑁 = 16, 𝐷 = 2, ℎ = {0, 1, 2, 3, 4, 5}. The left subfigure uses the DQN algorithm.
The right subfigure uses the PPO algorithm.
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Fig. 9. Tracking global trusts  between honest and dishonest nodes as the number of dishonest nodes escalates within the TbDd-DQN and TbDd-PPO schemes with 𝑁 = 16, 𝐷 = 2,
ℎ = {0, 1, 2, 3, 4, 5}.
Fig. 10. Fig. 10(a) shows the relationship between the number of dishonest nodes, system throughput, and corrupted shards is interconnected. Fig. 10(b) compares corrupted
shard ratio with different sharding techniques across 100 epochs.
𝑓𝑡𝑜𝑡𝑎𝑙 of the total node count. However, if the number of dishonest
nodes exceeds the 𝑓𝑡𝑜𝑡𝑎𝑙 threshold, any sharding approaches, including
the proposed schemes TbDd-DQN and TbDd-PPO, cannot safely execute
sharding and are vulnerable to the 1% attack, which is beyond the
scope of the investigation. On the other hand, having a lower count of
dishonest nodes still enables the implementation of more shards within
the system, leading to improved overall performance and scalability.

The normalized throughput metric evaluates throughput across dif-
ferent sharding methods influenced by dishonest nodes. This metric
compares the throughput with and without dishonest nodes. A higher
ratio suggests dishonest nodes have minimal impact on transaction
throughput, while a lower one indicates a significant negative ef-
fect. Additionally, the benefits of the proposed system are highlighted
by comparing the shard corruption ratio over the last 100 rounds
among various sharding approaches. As depicted in Figs. 10(a)–10(b),
random-based sharding exhibits the lowest throughput and compro-
mised security. As dishonest node counts rise, there is a pronounced
12

decline in scalability coupled with an increased number of corrupted
shards. The Community-based sharding method has the best scalability
and maintains a high throughput. Yet, its oversight on the security front
results in a higher rate of shard corruption. In comparison, the trust-
based sharding method reduces the chances of shard corruption but lags
in throughput, signaling its scalability constraints. Without collusion
attacks and within the tolerable limit of dishonest nodes, the proposed
TbDd-DQN and TbDd-PPO in this paper achieves approximately a 10%
throughput improvement over random-based sharding method and a
13% increase compared to the trust-based method.

5.3. Discussion

Latency. The evaluation of network latency and overall system latency
is presented in Table 3. Distributed blockchain nodes employ the Prac-
tical Byzantine Fault Tolerance (PBFT) consensus [36] algorithm for
block generation. The latency across distributed nodes follows a unified

normal distribution with mean latencies of 0.1, 0.5, and 1 seconds and a
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Table 3
Latency (in seconds) with different numbers of nodes, dishonest nodes, and network latency.
Nodes Network latency (s) Block (s) DQN (s) DQN per block (s) PPO (s) PPO per block (s)

𝑁 = 10, ℎ = 2
0.1 0.458

2092
0.011

1369
0.007

0.5 1.727 0.043 0.028
1 3.223 0.080 0.052

𝑁 = 12, ℎ = 2
0.1 0.334

2320
0.009

1787
0.007

0.5 1.602 0.044 0.034
1 3.094 0.085 0.065

𝑁 = 14, ℎ = 2
0.1 0.374

2412
0.011

2194
0.010

0.5 1.633 0.047 0.043
1 3.139 0.090 0.082

𝑁 = 15, ℎ = 3
0.1 0.375

2478
0.011

2646
0.012

0.5 1.649 0.049 0.052
1 3.150 0.093 0.100

𝑁 = 16, ℎ = 3
0.1 0.446

4021
0.022

4388
0.024

0.5 1.730 0.084 0.093
1 3.227 0.157 0.173

𝑁 = 18, ℎ = 3
0.1 0.361

4475
0.020

10031
0.047

0.5 1.636 0.089 0.215
1 3.140 0.172 0.412

𝑁 = 20, ℎ = 4
0.1 0.418

11592
0.065

49466
0.560

0.5 1.703 0.264 2.281
1 3.203 0.496 4.289
r
d

6

s
b

s
s
s
s

C

t
V
C
–

standard deviation of 0.1 s. The DRL algorithms in this paper, i.e., DQN
and PPO, are executed on a high-performance computer featuring a
2.5 GHz CPU and 768 GB memory. Throughout the experiment, a
sharding cycle of one day is considered [12,13], during which the DRL
algorithms are executed daily, and block consensus proceeds following
the results of DRL-based sharding to calculate the per-block latency
resulting from the DRL algorithms.

Regarding the impact of network latency, Table 3 illustrates that the
block time is around three times the network latency under the normal
distribution network latency model and PBFT consensus protocol. A
slight decrease in consensus latency is observed when the number of
dishonest nodes remains constant while the total number of nodes
increases. Conversely, an increase in the number of dishonest nodes is
linked to a notable rise in consensus latency, indicating that a greater
presence of dishonest nodes negatively impacts the time required to
achieve consensus.

In terms of the impact of varying numbers of nodes on system
latency, the experimental results in Table 3 indicate a small variation
in block time with changes in the total number of nodes. Despite
the exponential growth in DRL latency as the total number of nodes
increases, the latency per block remains manageable. Table 3 further
demonstrates that the PPO latency is lower than the DQN latency
for smaller node quantities. However, the PPO latency increases at a
faster rate compared to the latency of DQN. This observation highlights
a trade-off between reward performance and system latency, as the
PPO method typically yields superior rewards compared to the DQN
method.

Other types of latency include block verification, sharding strategy
optimization, and resharding phases. Tolerating delay during block ver-
ification is a necessary trade-off to prevent double-spending issues [39].
However, an extended offline DRL learning phase for the sharding
strategy is not favorable. Mitigation can be achieved by aligning online
sharding strategy learning with the execution of resharding. Latency
concerns during resharding, due to extensive node synchronization,
can be alleviated through state channels [40] that expedite off-chain
transactions, thus reducing blockchain load and hastening resharding.
Integrating state channels into TbDd enables certain IoT transactions to
e executed off-chain during proposed block verification, which lessens
he node verification load and enhances overall system responsiveness.

dge-driven Protocol. The architecture of TbDd uniquely operates
n edge servers, not directly on IoT sensor end nodes. This strategic
lacement ensures that the system can manage extensive computations
13
associated with blockchain operations without overwhelming individ-
ual IoT devices. As a result, the scaling exhibited in the experiments is
consistent and realistic, representing a practical implementation in real-
world IoT networks. This edge-driven approach aligns with the broader
move towards edge computing in IoT, capitalizing on its benefits to
improve scalability and responsiveness.

Decentralized Coordination. Our design leverages a decentralized
TC, acting as a trustworthy third-party coordinator, eliminating the
vulnerabilities associated with a single centralized coordinator. This
approach significantly mitigates the risks of a single point of failure
in the system. The intra-consensus security within the decentralized TC
ensures robust and reliable decision-making processes. Such a structure
has been mirrored in existing studies [11,12], affirming its practicality
and security. By embedding this design, TbDd further ensures system
obustness, sustaining its promises of trustworthiness and integrity in
iverse IoT settings.

. Conclusion

In this paper, we introduce TbDd, a novel trust and DRL-based
harding framework, which represents a significant advancement in
lockchain technology for IoT environments. TbDd surpasses existing

random, community, and trust-based methods, demonstrating a 10%
throughput advantage over random-based sharding and a 13% im-
provement compared to trust-based methods, along with achieving the
lowest rate of corrupted shards. This enhancement in security and
scalability makes it well-suited for real-world IoT applications such as
smart cities and industrial IoT. By integrating trust mechanisms with
DRL, TbDd effectively addresses major IoT issues such as scalability and
ecurity, elevating sharding technology and offering a robust, efficient
olution for diverse IoT contexts. Its adaptability across various node
izes and minimal system latency showcase its potential to set new
tandards in the field.
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