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1. Introduction  

Airport industry is rapidly evolving in response to changing travel requirements and digital technology landscape, 
such as cloud, IoT and mobile computing. This is also aimed to enhance the quality of provided airport services for 
improving passengers’ experience during their journey [1]. One of the recent examples is utilizing digital technologies, 
which have enabled connectivity between airport facilities, data, and applications to help personalize customer 
experiences [2]. This has led to the emergence of the smart airport concept known as airport 4.0.  

Smart airport is defined as an interconnected complex digital system (or a system of systems) that uses digital 
technologies, information and processes to improve the passengers’ travel experience [3-5]. By using these 
technologies, passenger digital information embedded in their e-travel documents is collected, processed, and stored 
by airport and airlines systems. Such information can also be shared with various stakeholders, including airlines, 
customs, security and government agencies[6]. This clearly refers to the complexity around the handling of personal 
and sensitive information of passengers. This raises important concerns of personal privacy and data protection due 
to accidental or intentional threats, such as unauthorized access, misuse, and secondary uses [7] and lack of clear 
accountability among the involved stakeholders. For example, in 2018, British Airways faced a massive cyberattack 
that hacked their system, which led to the theft of credit card information by nearly 380,000 passengers. As a result, 
passengers suffered from significant financial loss, and the company faced adverse impacts on their reputation and 
customers' trust [8]. Thus, it is vital for passengers, airport authorities and related stakeholders to understand potential 
privacy risks associated with the passenger information. This can then lead to the identification and implementation 
of good practices to reduce the impact of the risks on individuals and related stakeholders. 

 Thus, this draws our attention to the need for an approach to help understand and address such concerns of 
information privacy in the context of smart airports. Therefore, as a first step, we conducted a systematic literature 
review to synthesize the literature published in this domain. This initial work revealed that studies lack a systematic 
and common understanding of privacy risks associated with passenger information in the smart airports context 
[anonymized for the purpose of peer review]. This paper builds on this earlier theoretical foundation and aims to 
address the knowledge gap of information privacy understanding and risk assessment by developing the Interaction 
Journey and Privacy Risk Assessment (IJPRA) Ontology.  

This is a smart airport focused domain ontology that offers important concepts as well as the semantic 
relationships between them. The IJPRA ontology was developed and evaluated iteratively by using the DSR method 
and ontology modeling techniques. The main contribution of this paper is the development of the IJPRA ontology, a 
domain ontology which can be utilized as a tool to conceptualize, understand, assess and communicate privacy risks 
in smart airport context.  

This paper is organized as follows: Section 2 presents the research background and related work. Section 3 
outlines the methodology used in developing IJPRA ontology. Section 4 explains the ontology development process. 
Finally, section 5 presents the evaluation of the developed ontology before concluding. 

2. Research background and related work  

The meaning of privacy varies and is subject to interpretation within a given context. However, there are core 
components that are common to most definitions of privacy. A most simple and historical definition of privacy 
describes it as "the right to be let alone."[9]. Information specific privacy is defined as the relationship between an 
individual’s right to privacy and the ability to access and control over their information, which is held by different 
organizations [10, 11].   

The expected vulnerabilities, threats, losses and possible adverse impacts associated with the disclosure of personal 
information are referred to as privacy risks[12]. Pervasive literature attempts to identify the privacy risks of personal 
information. For example, Nissenbaum [13] proposed a privacy taxonomy based on the contextual integrity (CI) 
theory, which considers human factors, including their norms and attitudes, as part of privacy risk arising in public 
surveillance. In [14] a taxonomy using the same theoretical lens, IC, was proposed to address privacy risk in open data 
publishing. The privacy taxonomy developed by Solove [15] aimed to improve the understanding of information 
privacy in the legal system. This taxonomy classified privacy risk into four areas:  collection, processing, 
dissemination, and invasion[15]. Further, there is another study  [16], which  provides a privacy taxonomy for 
classifying  the privacy threats in the health domain e.g. identity, access, and disclosure threats in the health system.  
The framework designed in [17] provides key insights to help analysts with the addressing of key privacy issues when 
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designing software solutions. In [18] privacy risks relevant to IoT-enabled smart home system was discussed and a 
framework was proposed to help make appropriate privacy management decisions. The review conducted by [19] 
focused on security, privacy and risk in smart cities and how they impact the operational process of smart cities. In the 
smart airport, there is a few some mentioning of security challenges and the importance of privacy as a significant 
measure to secure and protect passenger information; however, they did not discuss privacy concerns in detail [20-
22]. While there are several disjoint studies on this complex topic of privacy, however, according to our SLR 
[anonymized for the purpose of review], there is a lack of systematic research base studies that discuss the privacy 
risks and their impacts on passengers and their personal information in smart airports domain. Thus, the paper aims to 
address this gap by conceptualizing and developing IJPRA ontology to assist with the privacy risks assessment in 
smart airport context. The proposed ontology will provide a systematic and common understanding of the privacy 
risks in smart airport context. This can also be used as a tool in analyzing the risks.  

3. Research Method  

This research applied the design science research (DSR)  method proposed by [23] to develop and evaluate the 
IJPRA ontology. In addition, we followed the specific ontology development guidelines proposed by Uschold and 
Grüninger [24] to develop the IJPRA ontology as a part of developing the IJPRA graph model. The guideline consists 
of 3 main steps: purpose, capture, and implementation. As a part of DSR, the proposed IJPRA ontology is evaluated 
by using illustrative scenarios to assess its applicability to capture knowledge for the domain in scope such as of the 
privacy risk in smart airport. It is important to mention here that several theoretical lenses, including Customer Journey 
Map (CJM) [25], Adaptive Enterprise Architecture (AEA) [26], Concerns for Information Privacy (CFIP) [27], and 
practical lens, such as NIST 800-30[28],   were adopted to develop IJPRA ontology. Further, the Unified Foundational 
Ontology (UFO) [29] is used as a theoretical lens to develop IJPRA due to its significant roles in developing domain 
ontology conceptual modeling as a foundational ontology[30]. Figure 1 outlines the process of developing and 
evaluating the IJPRA. Ontology development is an iterative process, wherein each version is evaluated and improved 
using the scenarios intended to ensure the applicability of the ontology as a representation of knowledge relevant to 
the domain in scope (Figure 1). 

 

Fig. 1. IJPRA ontology development process. 
 
As shown in Figure 1, the first step is: awareness of the problem. We conducted initial research to understand the 

research domain using the systematic literature review (SLR). This was done to identify the research gap and formalize 
the research problem. In the second step, design, Conceptual modeling was identified as an appropriate approach to 
address the research problem and develop the proposed solution. This will fill an important gap in understanding 
privacy risk in the context of smart airports. In the development step, The IJPRA was developed in two increments, 
which will be discussed in section 4. The design and development steps are conducted based on the following three 
sub-steps based on the adopted ontology development guidelines [24].  

Purpose sub-step aims to identify the developed ontology's purpose and intended uses [24]. The purpose of 
developing IJPRA ontology is to fill the gap around the lack of a research-based understanding of privacy risk in the 
smart airport context. The developed ontology aims to assist privacy experts in academic and industry settings in 
understanding and analysing privacy risks associated with passenger information in the smart airport context e.g.  
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capturing and analysing privacy risk knowledge relevant to the identified domain of smart airports.  Capture sub-step 
of ontology development involves identifying and defining relevant concepts and relationships within a domain This 
sub-step is executed through comprehensive reviews and the adoption of relevant practical and theoretical lenses to 
identify and categorize the identified concepts. Further, the identified concepts are mapped with the concepts in UFO 
that used as a theoretical lens. The definition of UFO concepts are founded in [29, 31, 32]. In Section 4, we will discuss 
how they were utilized in our study. Implementation sub step include representing the captured relevant knowledge 
(concepts and relationships) using a graph modelling approach [33]. To represent the IJPRA ontology using graph-
modeling approach, the concepts in the ontology are representing as labelled node, whereas labelled edge representing 
the relationships in the IJPRA ontology [33]. Such approach is appropriate and provides a flexible structure for 
information-driven discipline, such as enterprise architecture, to model enterprise architecture with its privacy layer 
and underpinning elements, properties, and their connections [26]. We implemented the conceptual model and 
associated scenarios discussed in Section 5, using Neo4j graph database[34].  

 The DSR evaluation step helped to evaluate the applicability of the IJPRA using illustrative scenarios. This was 
done to evaluate the completeness, i.e. The proposed ontology is sufficient for capturing the domain knowledge in 
scope. In Section 5, we will discuss the evaluation process and the results. Finally, the Conclusion step provides the 
conclusion of the study including key contributions, limitations, and future work. It is important to mention that, due 
to the paper length constraints and the primary focus of this paper, we provided a condensed overview of the DSR 
method.  

4. IJPRA Ontology  

The development of the IJPRA ontology involved two increments: 1) the development of the interaction journey 
(IJ) ontology and privacy risk (PR)ontology, and 2) the development of the integrated Interaction Journey and Privacy 
Risk Assessment (IJPRA) ontology. 

Increment 1 explains the development of IJ and PR ontologies. The CJM [25] and AEA [26] are the theoretical 
lenses that we adopted to assist in extracting and identifying entities relevant to passenger travel journeys in smart 
airports. The CJM was selected because it aids in the recognition and understanding of passenger travel stages, 
activities, and concerns during their travel, such as check-in, border control, and boarding stages. Adaptive EA was 
selected because it provides systematic layers for extracting and mapping the elements involved and interacting during 
passenger journeys, such as actor, process, information, and technology. This indicates the complex nature of the 
problem being addressed in this research. Further, the UFO was used to map the extracted concepts with UFO concepts 
as a foundational ontology to develop IJ ontology.  

A systematic literature review [anonymized for purpose of review] was conducted to identify and extract key 
concepts and relationships relevant to passenger travel journey in smart airport context. The SLR results were analyzed 
and reported under the following categories: (1) passenger travel journey stages involving smart airport applications; 
(2) elements (people, process, information, technology) in the journey; (3) standards and regulations relevant to 
aviation industry to regulate passenger information during the journey. The definitions of concepts were inferred from 
the used theoretical lenses, including CJM, and Adaptive EA as well as existing studies. Following the identification 
and definition of the IJ concepts, these concepts are mapped with UFO concepts for consistency and compliance.  

In parallel to IJ ontology, we developed the PR ontology by conducting an exhaustive review of existing studies in 
both academic and industrial fields on privacy models in several smart environments, such as smart health, smart 
homes, smart airports, smart cities, etc., to identify and extract key concepts and relationships relevant to privacy risks, 
requirements, and controls associated with personal information in several smart environments including the smart 
airport. This provided border coverage and a comprehensive view of privacy risks that impact passengers' information 
in their interaction journey in smart airports within the overall context of smart cities. The identified concepts were 
categorized using CFIP [27], besides the NIST 800-30 standard [28]. The CFIP helped to extract the privacy risk 
elements (threats and vulnerability) relevant to passenger information under four dimensions: collection, error, 
unauthorized use, and improper access. NIST SP 800-30 was used to identify and extract essential elements to assess 
the identified privacy risks, including privacy requirements and controls. The definitions of concepts were inferred 
from the used theoretical and practical lenses, CFIP and NIST, as well as existing studies. Then, the PR concepts are 
mapped with UFO concepts. 
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The second increment involves the development of IJPRA ontology by integrating IJ and PR ontologies.  We used 
NIST 800-30 standard as a practical lens for integration as it offers a structured process to assess the privacy risks 
[28]. As a result, a list of concepts, shown in Table 2, emerged in this increment. The " PrivacyRiskAssess " concept 
represents the privacy risk assessment process and is the main concept for integration. The relationship "identify" was 
established to represent the connection between the privacy risk assessment concept and passenger information (main 
asset), privacy risk, requirements, and controls concept. Another relationship called "assess" was established to 
represent the connection between the Privacy risk assessment concept and "SeverityLvl" and "LikelihoodLvel," 
indicating that the severity and likelihood levels are assessed to determine the magnitude of the identified risk. Figure 
2 presents the IJPRA graph model.   Table 1 includes the identified concepts integrated IJPRA ontology, including IJ 
concepts, PR concepts, and emerged concepts for integration purpose in increment 2, their definitions, and their 
reference source and the mapping between the IJPRA concepts and UFO concepts.  

Table 1. Integrated IJPRA concepts and their definition mapping with UFO concepts. 

UFO 
Concepts 

IJPRA Concept  Definition Ref 

Kind/Role Actor  Individual and organization interact with each other as per their role in the 
smart airport. In smart airport individual role is passenger, while organisation 
roles are airline company, service providers, and government agency. 

[3, 26] 

Object  Passenger personal 
information  

Represents information about an identified or identifiable passenger that is 
digitally handled during the journey in a smart airport.  

[35] 

Category  Information type The category of the passenger personal information that is handled during 
their journey in smart airport, such as, PII, medical, or financial information, 
as well as passenger records. 

[28] 

Category Information 
Classification  

The way to classify passenger personal information based on its sensitivity 
level. For example, confidential, public, private, and restricted.  

[36] 

Kind Technology Represents interface that enables the interaction, via touchpoint and channel, 
to handle passenger information during the passenger journey, and data 
storage as devices used to store the handle passenger information.  

[26] 

Kind  Smart airport The main building hosts elements involved in passenger journey.  [26] 
 

Action PasTraJourney 
 

Passenger interaction with other actors, technology during their journey in 
smart airport.  

[37] 

Phase Journey stage The zone that divided passenger travel journey in smart airport.  [38] 

Action  Process A set of activities during the passenger journey. Including Stage process and 
data process.  

[26] 

Action Stage Process The activities to complete each stage of passenger journey.    [25, 26] 

Action Data Process  The handling process of passenger personal information during each stage of 
the journey.  

[26] 

Plan Factor  Represents internal and external factors influence and guide the passenger 
journey, such as regulations, standards, and policies 

[26] 

Event Privacy risk A measure of the threats and vulnerabilities that impact passenger personal 
information in smart airport.  

[28] 

Event Privacy Threat Undesired and potential cause that harm passenger information in smart 
airport. such as unauthorized access, unauthorized use, non-compliance, and 
misuse.  

[28] 

Plan Privacy requirement Represent obligations arising from law and other sources to protect passenger 
information handled during their journey. Such as Confidentiality, Integrity, 
Availability, Anonymity, identification.  

[28] 

Action Privacy Control Process to mitigate the privacy risk that might impact passenger information 
in smart airport, such as technical and non-technical controls.  

[28] 
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[28]. As a result, a list of concepts, shown in Table 2, emerged in this increment. The " PrivacyRiskAssess " concept 
represents the privacy risk assessment process and is the main concept for integration. The relationship "identify" was 
established to represent the connection between the privacy risk assessment concept and passenger information (main 
asset), privacy risk, requirements, and controls concept. Another relationship called "assess" was established to 
represent the connection between the Privacy risk assessment concept and "SeverityLvl" and "LikelihoodLvel," 
indicating that the severity and likelihood levels are assessed to determine the magnitude of the identified risk. Figure 
2 presents the IJPRA graph model.   Table 1 includes the identified concepts integrated IJPRA ontology, including IJ 
concepts, PR concepts, and emerged concepts for integration purpose in increment 2, their definitions, and their 
reference source and the mapping between the IJPRA concepts and UFO concepts.  

Table 1. Integrated IJPRA concepts and their definition mapping with UFO concepts. 

UFO 
Concepts 

IJPRA Concept  Definition Ref 

Kind/Role Actor  Individual and organization interact with each other as per their role in the 
smart airport. In smart airport individual role is passenger, while organisation 
roles are airline company, service providers, and government agency. 

[3, 26] 

Object  Passenger personal 
information  

Represents information about an identified or identifiable passenger that is 
digitally handled during the journey in a smart airport.  

[35] 

Category  Information type The category of the passenger personal information that is handled during 
their journey in smart airport, such as, PII, medical, or financial information, 
as well as passenger records. 

[28] 

Category Information 
Classification  

The way to classify passenger personal information based on its sensitivity 
level. For example, confidential, public, private, and restricted.  

[36] 

Kind Technology Represents interface that enables the interaction, via touchpoint and channel, 
to handle passenger information during the passenger journey, and data 
storage as devices used to store the handle passenger information.  

[26] 

Kind  Smart airport The main building hosts elements involved in passenger journey.  [26] 
 

Action PasTraJourney 
 

Passenger interaction with other actors, technology during their journey in 
smart airport.  

[37] 

Phase Journey stage The zone that divided passenger travel journey in smart airport.  [38] 

Action  Process A set of activities during the passenger journey. Including Stage process and 
data process.  

[26] 

Action Stage Process The activities to complete each stage of passenger journey.    [25, 26] 

Action Data Process  The handling process of passenger personal information during each stage of 
the journey.  

[26] 

Plan Factor  Represents internal and external factors influence and guide the passenger 
journey, such as regulations, standards, and policies 

[26] 

Event Privacy risk A measure of the threats and vulnerabilities that impact passenger personal 
information in smart airport.  

[28] 

Event Privacy Threat Undesired and potential cause that harm passenger information in smart 
airport. such as unauthorized access, unauthorized use, non-compliance, and 
misuse.  

[28] 

Plan Privacy requirement Represent obligations arising from law and other sources to protect passenger 
information handled during their journey. Such as Confidentiality, Integrity, 
Availability, Anonymity, identification.  

[28] 

Action Privacy Control Process to mitigate the privacy risk that might impact passenger information 
in smart airport, such as technical and non-technical controls.  

[28] 
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Category Threat source The source of the threat, internal or external, affecting the privacy of 
passenger personal information in smart airports. 

[28] 

Action PrivacyRiskAssess Represents the process of assessing risks associated with passenger personal 
information in smart airport context.  

[28] 

Phase SeverityLvl Represents the level of damage to passengers as a result of information 
disclosure, including Low, medium, High 

[28] 

Event  Impact Represents the potential damage to passenger when passenger information is 
compromised. 

[28] 

Phase LikelihoodLvl Represents the level of probability of the threat source affecting passenger 
information, including Low, medium, High 

[28] 

 
As shown in Figures 2, passenger travel journey concept in IJPRA illustrates who and what is involved in the 

journey. The passenger travel journey is divided into several stages, as represented by the journey stage concept. The 
actor concept represents the people interacting during the passenger journey, including organizations and individuals. 
Organizations encompass airlines, government agencies, and service providers who offer various services to 
passengers during their journey, whereas individuals refer to passengers who benefit from these services in the context 
of a smart airport. The concept of technology refers to the technologies used by actors to implement the processes. It 
includes underlying technologies that enable smart airport applications. Underlying technologies include IoT devices, 
biometrics, self-service, and automated systems, whereas smart airport applications support each stage of the passenger 
journey, from check-in to boarding. The process concept comprises three major processes: stage process, data process, 
and data flow process. These processes represent how passengers complete their journey stages including the handling 
of passenger information during their journey. The passenger information concept includes personal information with 
different types (represented by the information type concept), and classifications (described by the information 
classification concept).  Various types of passenger personal information, such as Personal Identifiable Information 
(PII), biometric data, passenger records, medical information, and financial information, are handled in smart airports. 
These types of information are broadly classified into two main categories: private and sensitive. Additional 
classifications can also be used. It is important to mention that this paper focuses on passenger personal information, 
as non-personal information is beyond the scope of this research. The smart airport concept represents the facility that 
hosts actors, technology, process, and information.  IJPRA ontology is designed to analyze and assess the risk of 
information disclosure. The risk assessment process starts by identifying privacy risks, controls, and requirements 
related to the passenger information asset. Thus, the privacy risk concept represents the privacy risk that consists of 
the privacy threat and vulnerability concepts. The privacy threat concept represents the various privacy threats that 
may exploit vulnerabilities in information handling. The privacy threat concept represents various privacy threats that 
exploit vulnerabilities in information handling. Privacy threats are mainly caused by internal or external threat sources. 
The privacy-control concept represents several technical and non-technical controls to mitigate risks and satisfy 
privacy requirements. The privacy requirements concept includes the requirements affected by risk. The identification 
process is followed by assessing the likelihood and severity levels to make an appropriate decision and choose the 
appropriate controls to mitigate the identified risk. The factor concept represents privacy regulations relevant to the 
aviation industry, influencing passenger journeys and risk assessment. 
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5. IJPRA Evaluation  

The passing sections discussed the development of the proposed IJPRA. This section demonstrates the applicability 
of the IJPRA ontology.  The applicability of the IJPRA was evaluated from the perspective of its potential to describe 
and represent the selected domain in scope. We developed a set of privacy risk analysis and assessment scenarios 
based on the existing research to test the IJPRA  [3, 39, 40]. Further, walkthrough review session was conducted 
among the research team to ensure the quality and relevance of the developed scenarios. The developed scenarios 
simulate smart airport situation. In this paper, we identify the fictitious airport as PMAS airport and develop a 
hypothetical scenario.  

Case study: PMAS is a vital international airport that supports a large number of domestic and international flights 
to several destinations. PMAS smart airport terminals, domestic and international, are equipped with the underlying 
digital technologies that enable several smart applications to support and facilitate passenger-journey. It provides 
passengers with self-services, biometric and automated services to move through the process without human 
assistance. During the journey, a vast amount of passenger’s digital information is collected, processed, and stored in 
airport and airline systems, which is also shared among several actors (carriers and government agencies). While the 

Fig. 2. IJPRA graph model. 
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intent of passenger information sharing is to enhance passenger experience. However, such information might be 
impacted by the disclosure of their information privacy to undesired systems and people. Therefore, it is important to 
assess potential passenger information privacy risks with a view to reduce the risks and their impacts on individuals. 
This case study example is further augmented with a test scenario that discusses an example type of passenger persona 
(Merchant) and privacy threat that affect their information. This scenario is further discussed below. 

5.1. Scenario 1: Merchant passenger  

Overview: Jon is merchant and has booked a domestic flight for their journey from point M to D. On the flight day, 
he arrived at Terminal 1 at PMAS smart airport, and went through the smart check-in self-service, and used a kiosk 
that helped him to move through the check-in process. He entered his e-ticket and phone numbers, inserted his credit 
card for flight upgrading, and obtained the e-boarding pass after the verification process. Jon's personal information is 
extracted from the kiosk and transferred to SA airline's system. In addition, his credit card information is added to his 
record, which is stored in the airline's data system. His credit card information is intentionally shared with an 
unauthorized person by an airline staff member, revealing his financial information. This is likely to impact Jon, who 
could suffer from both information privacy and financial loss.  
This situation draws our attention to the need for a mitigation of this the information disclosure risk and protect Jon’s 
privacy based on the classification of his data. According to the data classification, several identity and privacy 
controls can be implemented, such as identity and access mechanisms, privacy policies, and data encryption. General 
Data Protection regulation (GDPR) is used as a privacy regulation to influence or guide the protection, use and 
disclosure of financial information.  

Fig. 3. Implementing the scenario to IJPRA graph-model. 
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Implementation: The scenario is implemented and represented using a graph modeling approach as noted by the 
IJPRA. For this purpose, No4j graph database was used to represent the instances, presented in gray color, based on 
the scenario, as shown in Figure 3.  
 

Results and discussion: The IJPRA is applied to the described scenario as noted in Figure 3 to support the 
understanding of the information an relevant risks. It can be seen from this scenario that IJPRA ontology provided 
sufficient concepts and relationships to support the   capturing   information and risks for the evaluation scenario.   

6. Conclusion and Future Work 

This paper presents the Interaction Journey and Privacy Risk Assessment (IJPRA) ontology, which is designed to 
capture knowledge around privacy risks associated with passengers’ information in the smart airport context. The 
developed ontology and its initial applicability evaluation is a first step towards further developing the Interaction 
Journey and Privacy Risk Assessment (IJPRA) framework and related privacy solutions. The development of ontology 
went through two main increments that were conducted based on DSR method and specific ontology development 
guidelines, as shown in Figure 1. The adopted guidelines involve three main steps that assist in identifying the purpose 
of the developed ontology, capture key concepts and relationships and finally representing the IJPRA using a graph 
modeling approach to offer a more flexible and contemporary approach to connecting concepts and their relationships. 
The process of ontology development is iterative, and each version was refined and evaluated using an illustrative 
scenario to ensure its applicability in representing the relevant domain knowledge. The proposed ontology aims to 
support privacy experts in academic and industrial fields to understand, analyze and conceptualize privacy risks in 
smart airport and design better privacy solutions. Future work includes evaluating the ontology for more scenarios and 
case studies and extending it further.   
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